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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the

work.
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Introduction

The objective of this document is to provide guidance for the governing body of an organization that is

using,

or is considering the use of, artificial intelligence (AI).

This document provides guidance on the role of a governing body with regard to the use of Al within
their organization and encourages organizations to use appropriate standards to underpin their
governance of the use of Al

This document addresses the nature and mechanisms of Al to the extent necessary to understand the
governance implications of their use: what are the additional opportunities, risks and responsibilities

thatt
use of
unders

Artifie

Al em
conne
is inte
specifi

Al and not on the technologies making up any Al system. However, such goverpan
tanding of the implications of the technologies.

rial intelligence (AI)

braces a family of technologies that bring together computing power, scalability
'ted devices and interfaces, together with vast amounts of data. Reference to ‘Al in {

prganization’s
e requires an

, networking,
his document

hded to be understood to refer to a whole family of technologies and methods, and not to any

c technology, method or application. For Al concepts and terminology, see ISO/IEC

Useo

throug

ILAI
“Use of Al” is defined in this document in the broadest sénse as developing or applying

h any part of its life cycle to fulfil objectives andycreate value for the organization.

relatignships with any party providing or using suchisystems.

Gover

The sc

nance implications of the use of Al

with
by or
althoul

The o1
its pol
and p1
impler
topics
and qy

ope of this document is concerned with the implications for an organization of th¢

nizations that use it. Al is not inherently ‘good’ or ‘evil’, ‘fair’ or ‘biased’, ‘ethical’
h its use can be or can seem to-be so.

ZEY powerful tool, the use of Al brifigs new risks and responsibilities that should

ganization’s purpose, ethics’and other guidelines are reflected, either formally or
cies. This document examines both governance and organizational policies and thg
ovides guidance to‘adapt these for the use of Al. The operational aspects of th

including socidl vesponsibility, trustworthiness (such as risk management, manag
ality) and cempliance management.

P2989:—1).

an Al system
This includes

b use of Al. As
be addressed
or ‘unethical’

informally, in
ir application
e policies are

hented through management. This document refers to other standards for detalils on related

cment of bias,

1) Under preparation. Stage at the time of publication: ISO/IEC FDIS 22989:2022.
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Information technology — Governance of IT — Governance
implications of the use of artificial intelligence by
organizations

1 Scope
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the use of Artificial Intelligence (Al), in order to ensure its effective, efficient and. 3
the organization.

bcument also provides guidance to a wider community, including:
ecutive managers;

ternal businesses or technical specialists, such as legal or<aceounting special
Hustrial associations, or professional bodies;

blic authorities and policymakers;
fernal and external service providers (including consultants);
sessors and auditors.

bcument is applicable to the governance of cutrent and future uses of Al as well as th
use for the organization itself.

bcument is applicable to any organjzation, including public and private companie
s and not-for-profit organizations:This document is applicable to an organizatiq
bctive of their dependence on data or information technologies.

prmative references

l[lowing documents-are referred to in the text in such a way that some or all of]
ute requirements Jof this document. For dated references, only the edition cite
d references;the'latest edition of the referenced document (including any amendn]

C 22989:=<3, Information technology — Artificial intelligence —Artificial intelligenc
ology

to enable and
cceptable use

sts, retail or

E implications

, government
n of any size

their content
1 applies. For
ents) applies.

b concepts and

C38500:2015, Information technology — Governance of IT for the organization

3 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 22989, ISO/IEC 38500
and the following apply.

[SO and IEC maintain terminology databases for use in standardization at the following addresses:

IEC Electropedia: available at https://www.electropedia.org/

[SO Online browsing platform: available at https://www.iso.org/obp

2) Under preparation. Stage at the time of publication: ISO/IEC FDIS 22989:2022.
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3.1 Terms

3.1.1
use of Al

07:2022(E)

related to Al

developing or applying an Al system through any part of its life cycle to fulfil an organization’s objectives

Note 1 to entry: This term is scoped to any action or activity related to Al that can have governance implications.

3.2 Terms

3.2.1
oversight
monitoring o
associated tas
or external ci

Note 1 to entryj
of governance’

3.2.2
risk
effect of unce

Note 1 to entry
create or resul

Note 2 to entry

Note 3 to entry
likelihood.

[SOURCE: ISO

3.2.3
risk appetite
amount and t

[SOURCE: ISO

3.2.4
compliance (
requirements
voluntarily ch

[SOURCE: ISO

3.2.5
compliance

related to governance

f the implementation of organizational and governance policies and managen|
ks, services and products set by the organization, in order to adapt to changes.inix
rcumstances

covered in depth in ISO 37000:2021, 6.4.

"tainty on objectives

: An effect is a deviation from the expected. It can be positive, negative or both, and can a
in opportunities and threats.

31000:2018, 3.1]

pe of risk (3.2.2) that an organization is willing to pursue or retain

Guide 73:2009, 3.7.1.2]

bligations
that an orgafization mandatorily has to comply with as well as those that an organ
ooses to comply with

3730%:2021, 3.25]

: Objectives can have different aspects and categori€s’and can be applied at different levelg.

ent of
ternal

: Effective oversight needs general understanding of a situation. Oversight is gnelof the ‘principles

ddress,

: Risk is usually expressed in terms of risk sourtes) potential events, their consequences and their

zation

meeting all the organization’s compliance obligations (3.2.4)

[SOURCE: ISO

37301:2021, 3.26]

4 Governance implications of the organizational use of Al

4.1 General

The governance of organizations is enabled by the application of principles that help the organization
fulfil its organizational purpose and, in doing so, generate value for the organization and its
stakeholders. According to ISO 31000:2018, 5.3 governance guides the course of the organization,
its external and internal relationships, and the rules, processes and practices needed to achieve its

© ISO/IEC 2022 - All rights reserved
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purpose. Management structures translate governance direction into the strategy and associated
objectives required to achieve desired levels of sustainable performance and long-term viability.

An overview of the concepts of governance and organizational decision-making (and in particular,
references to existing standards) that shall be followed, is given in Annex A.

The governing body’s responsibility to set goals in traditional contexts extends to both financial
objectives and non-financial outcomes including culture, values and ethical outcomes. Organizational
and governance policies are generally created and enforced through a combination of controls, business
plans, strategies, position descriptions, professional discipline accepted practice, regulation, training,
key performance indicators and a variety of executive communications.

ability cannot

monstrate to
sufficient for

ad}d technology

ganization uses. In this respect, the responsibility for and resulting from the introduction of Al is
. However, Al has the potential to enable new organizatienal objectives, and to filfil or extend
existing ones, and do so more effectively and more efficiently.

4.2 aintaining governance when introducingAlJ

The gpverning body sets the purpose of the organization and approves the strateg
to achjeve that purpose. However, it is possible-that existing governance is no longer f|
when Al is being used within that organization>The specific choice of tools, e.g. Al syste
a manggement decision, made in light of and\in line with guidance from the governing bo
establish such guidance, the governing bhddy should inform itself about Al in general terr
use cah bring:

ignificant benefit to the orgahization strategically;

ignificant risk to the organization, with the potential for harm to its stakeholders;

verning body should assess its intended use of Al as part of its risk appetite. Rij
y. New insights and a proactive approach provide an organization with the means
risk. The organization should therefore demonstrate willingness to modify or abort proje
necesdary. Fersfurther guidance see ISO/IEC 38506.

New ithplications arise from the use of Al, including but not limited to:

es necessary
t-for-purpose
ms, should be
ly. In order to
s because its

k can change
to respond to
cts, if deemed

— increased reliance on technology and systems for the acquisition of data and assurance of its quality;

— transparency and explainability of Al systems (including insight into the objectives,

assumptions

and rules included in them) when partly or fully automated systems are used for addressing tasks
and problems that were previously performed by humans (e.g. credit scoring) together with

adequate processes to modify and update those algorithms;

the possibility that existing direction and controls are not appropriate to ensure required outcomes

(and mitigate the risk of undesirable consequences) or can even be compromised. This is due to
the differences in assumptions that can be made when delegating to a human, as opposed to when

making use of, or acquiring support from, Al.

EXAMPLE 1

An instruction to “defer credit repayment until after the holidays” is sufficiently clear in

context to another human operator but insufficiently precise for an Al system to execute correctly.

© ISO/IEC 2022 - All rights reserved
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competitive pressure due to the sales and operations of an organization not using Al;

accepting the use of Al systems without awareness or consideration of potential bias, error or harm,
or of the implications of embedding Al within existing complex systems;

the growing disparity between the speed of change in automated learning systems and the
corresponding human controls of compliance;

the impact of Al on the workforce, including concerns about discrimination, harm to the fundamental
rights of workers, redundancy due to automation or de- and re-skilling, and the possible loss of
organizational knowledge, but also leveraging Al to increase human creativity, increased quality of

work by delegating repetitive, trivial or dangerous tasks to an Al system;

the impag

The use of Al
and adjust its

EXAMPLE 2
repetitive task
security guard

4.3 Maintd

Members of the governing body are responsible for oversight and,oitcomes of the organization

as for the sys

decisions madle throughout the organization, including those/bhat are made through the use of
hcy of governance and controls where Al is being'deployed. They are thus accountable for

for the adequ
the use of Al ¢

The governin
the Al system|

possibilities and risks raised by using Al systemis~Members of the governing body should be cor

of the risk of
emoting, judg
inappropriate

Members of {
cases where
organization
imposed by s
removal from

The governin
to which Al i
enhancement

t on commercial operations and to brand reputation.

can also reduce or eliminate certain existing risks and the governing body should
risk assessment accordingly.

An Al system can reduce the risk of error when deployed to complement fiumans eng
5, or where humans are required to continuously monitor systems looking for rare anomal

).

ining accountability when introducing Al

fems and practices that enable such assurances to-b€ made. They are accountable

onsidered acceptable by the organization.

b body should take responsibility for thewuse of Al, rather than attributing responsib
itself. Members of the governing bodyrare responsible for informing themselves ab

anthropomorphising Al, a phenomenon by which human characteristics (e.g. th

, to that which is necessaryiin order to understand the role played by the use of Al

he governing body_can be held to account for the mis-actions of the organiza
inadequate diligenee; care, guidance, training, oversight and enforcement with
hllow issues to arise. Such accountability can be ensured by the governing body it
fakeholders or through other means. Members of the governing body can face a p
office, or Jegal redress.

b body therefore should ensure that its practices are fit-for-purpose for the specif|
b being applied within the organization. This can include review and, where nec
of:

review

hged in
es (e.g.

hs well
for the
Al and

ility to
put the
scious
nking,

ing, moralizing) are unduly attributed to Al systems, out of proportion, or in a nhanner

ion in
in the
self or
enalty,

c uses
bssary,

— Direction: through policy, strategy, allocation of resources, codes of ethics, statements of values,
purpose or other instruments relating to the use of Al in the organization;

Oversight: through an evaluation of Al, an assessment of its value to the organization and the
organization’s risk appetite, and assurance of implementation, monitoring, measurement, decision
assurance and other mechanisms relating to the use of Al in the organization;

Evaluation: considering different elements, e.g. the internal and external factors relating to the
organization, current and future threats and opportunities, outcomes achieved, effectiveness and
efficiency of the governance mechanisms in place, and judgements about decisions and options
taken.

© ISO/IEC 2022 - All rights reserved
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— Reporting: to demonstrate to stakeholders that the use of Al is being effectively governed by those
accountable (compare this with the tasks of ‘evaluate’, ‘direct’ and ‘monitor’ in ISO/IEC 38500:2015,
4.2).

The governing body should also ensure that it has sufficient capabilities to deal with the implications of
the use of Al Actions to address this can include:

— improving Al-related skills among its members;
— increasing the frequency of review of the organization’s use of IT and Al in particular;

— examining and updating the criteria used to monitor both the internal and external environment;

— ensuring that staff interests and concerns (e.g. workplace safety, staff training, qualitly of work) are
represented;

— strengthening oversight by establishing or enhancing subcommittees dealing with ftrategy, risk,
assessment or audit, and ethics.

The gdverning body’s accountability should be established across all aspects of intended or actual use
of Al ahd in a manner that is sufficient to ensure the intended outcomes;notably:

— when considering the potential impacts of the use of Al;
— when crafting business strategies that incorporate the use of Al;

— at| purchase, implementation, configuration, deployment, testing and other pfoject phases
thioughout an Al system’s life cycle;

— chlanges in the environments to which the Akis exposed, the learning and actions, [decisions and
oytputs of the Al system, as well as its impaéts on stakeholders;

— thpt appropriate security controls are insplace to protect the organization, its stakeholders and its
data;

— at|decommissioning, including the-knowledge and data that are contained in the Al system.

Alonggide issues associated withAl itself, there are other issues associated with newlly introduced
techndlogies that can affect the-organization and its stakeholders, including:

— mjsunderstanding the-nature of the technologies;
— mapking inappropriate governance decisions;
— onnitting appropriate governance oversight of Al;

— fajlingto'include Al in the scope of existing governance;

i g tha o choaloagine dn o i oty o bl it ey it o oo Aot o o f
applras—the—technotogies—nappropriately—or—ubiguitoustywithout—cortextspeetic awareness,

appropriate planning, policy or training;

— failing to protectand secure information and assets against automated attacks that use Al to identify
vulnerabilities;

— failing to address the implications of emerging relationships between humans and Al systems.

© ISO/IEC 2022 - All rights reserved 5
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5 Overview of Al and Al systems

5.1 General

Al systems come in a range of forms and warrant different degrees of oversight by the governing body.
As such, the governing body should understand what the “use of Al” entails and at what stage in its use
the governing body should be involved either directly or through appropriate governance mechanisms.

Al systems build on existing IT capabilities including networking, Internet of things devices, e.g. sensors
, big data and cloud computing.

and actuators

Most of the re
ML is an Al te
Data are key
speech, soung
particular prqd

The nature of]

they can represent, e.g. text, numbers, pictures, symbols, formulae, graphs,i
or videos. A model of an existing data set is created and applied to new data to
blem, predict an outcome or to categorize new input data.

[ systems based on ML, including the objective of their use, the choice of algorithm

mages,
bolve a

s, data

driven approgch, training methodologies and probability-based outputs, is such that there is potential

for additional

Al systems ¢
outcome and,

processes and

across most ij

As with any ¢
Al should be i

The use of Al
a consequenc
automation o
processes. T

h
and executing

governing bo

Al can be dist
from various
specifically, fi

the capal

the use d
problems

risk to, and opportunities for, the organization (see also 6.7).

hn automate decision-making by analysing data to proyide’a potentially proba
in many cases, acting on that outcome. Al systems can‘change the nature of pr
relationships as well as how an organization operatés. This can have material i
dustries.

owerful tool that offers benefits, the potential. for harm also exists. Therefore, the
hcluded in the organization’s risk assessment,

can result in new obligations for the orgamnization. These can be legal requirement
b of the adoption of voluntary codes«of practice, whether directly within an Al sy
[ decision-making processes or indivectly through its use of data or other resout
potential for an Al system to cross the boundary between presenting options for
the action itself, without a human involved, should be a major consideration

y.

inguished from other.teehnologies by the sheer volume and complexity of data ga|
sources that can.be too complex for humans to handle or adequately proceg
om the perspective of governance implications, by:

ility for decision automation;

f data dnalysis, insights and learning rather than explicit human coded logic t

the capability'to adapt as the Al system’s environment changes, in ways that are not explicitly

d
:Lpacts

bilistic
ucts,

use of

S or as
stem’s
ces or
action
or the

kthered
s, and

solve

coded

and necessarily known in advance.

These three elements have wide ranging implications for the organization and its governance.

5.2 How Al systems differ from other information technologies

5.2.1 Decision automation

Al systems generally create output based on historical and current data chosen for the tasks for
which the Al system is designed. In modern Al systems, in particular those based on ML, the resultant
prediction is usually represented as a probability. For example:

— thereisa

97 % probability that this part does not meet the quality requirements;

© ISO/IEC 2022 - All rights reserved
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— there is a 92 % probability that taking this route will be the fastest;

— there is a 98 % probability that the face in front the of camera belongs to “Barry Jones”.

Based on these probabilities, different courses of action can be taken by the Al system (actions which
can change over time due to retraining). In some cases, automated decisions can be made in fractions
of a second.

The speed at which such decisions can be made is a key element of Al systems, making them powerful
tools for organizations to use. The scope of automated decision-making can involve a large amount and
variety of input data being taken into account.

5.2.2

Al sysf
refine
proble
classid

Rathet
proces

re
vel
in

th
te

Increa

learning) with ever-changing data, dramatically speeds up problem solving and brir

potent

5.2.3

Some

Input ¢lata perceived during opération are used by the Al system to improve and optimi

model
adapta
reachi
reacti
(ISO/1

Adapt
learn s

Data-driven problem-solving

ems, in particular those based on ML, typically examine large amounts of data) ‘an
patterns found in that data. This capability enables such systems to address ce
Ims that are too difficult or too time consuming to be solved by humangs ‘oh their oy
al programming techniques.

than a human driving each logical step and coding towards salving problems, ¢
s. For example:

cognizing a face is something humans do very well but deScribing exactly how that
ry difficult. Al systems achieve this by examining thousands of images of faces, lear
those data and applying those patterns to new images of faces;

Chniques for image recognition have proven to-be applicable for cancer diagnosis.

sing use of ML, together (in the case thata system evolves due to retraining ap

ial as well as governance challenges.

Adaptive systems

Al systems undergo retraifning during their operational phase or perform ong

d identify and
'tain types of
'n or by using

lata drive the

is achieved is
ning patterns

e process of finding a cancer cell amongst millions of healthy cells is very difficult but ML

1d continuous
gs enormous

pbing training.
ve its internal

5. Hence, over time such Al systems can generate different outputs from the sa

HC 22989:54-3.1.10).

olély-from playing against itself.

e input. Such

tion can evolve asareaction to external stimuli such as changes in the environment or feedback
hg the Al systém.”As an example, consider a recommendation system that monjitors a user’s
dn to its recommendations and adapts to increase the acceptance rate. This is ‘contipual learning’

tion-¢an also result from self-improvement, e.g. in a chess-playing Al system, which is able to

Such adaptive systems also have implications for governance:

an assessment or audit situation.

Capabilities are potentially required of an Al system to provide insight into its functionality, e.g. in

Asan Al system’s functionality changes over time, assurance that the system is still operating within

acceptable boundaries can require further assessments or other control mechanisms.

strategic advantage.

th

©150/1

at Al systems explicitly comply with existing governance controls.

EC 2022 - All rights reserved

The adaptability of the Al system can increase the organization’s agility and provide it with a

Al systems can inadvertently circumvent existing governance controls. Management should ensure
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5.3 Al ecosystem

Understanding the many components of an Al system and how these can relate to the organization
requires a layered approach to the Al ecosystem.

As Figure 1 shows, the Al ecosystem is broad and includes a spectrum of different technologies. A
more detailed version of this figure is available in ISO/IEC 22989:—, Figure 6, where further details on
ML elements and computational resources are described. If Al techniques are used, some of the other
components in this ecosystem become a functional part of the overall Al system and should be treated
as such from a governance perspective.

Vertical industries and research

Al systems

Al services

Machine Learning Engineering Other techinglogies
(model development and (model development (e.g. evolutionary

use, tools, data for and use, tools) computation, swarm

machine learning) intelligence)

Cloud and edge computing + Big data and‘data sources

Resource pools (compute, storage, networking,
resource management angdsprovisioning)

Figurle 1 — Simplified version of an Al gcosystem from ISO/IEC 22989:—, Figure 6

This layered|representation of an Al ecosystem can help delineate the level and the scppe of
accountability based on the organization's role in the ecosystem as well as the appropriate lpvel of
accountability of the governing body.

The complex jnature of Al ecosystems means that the scope for oversight will vary greatly bafed on
several factorfs including:

— the intenIed purpose.ofithe Al system;
— the type of Al uséed;

— the functjonallayer of the Al ecosystem used;

— the potenfial benefit the AT system will dellver,
— the new risks that can accompany the Al system;
— the stage of implementation of the Al system;

— therole played by the organization in the Al value chain (e.g. role as Al provider, producer, customer).
See ISO/IEC 22989: —, 5.17).

These factors are influenced by the organization’s purpose and objectives, and the decision to use
an Al system in preference to other information technologies. These factors are mostly considered
at the beginning of the development and deployment of an Al system. However, there are further
organizational considerations that should be factored during the entire life cycle.

8 © ISO/IEC 2022 - All rights reserved
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Figure 2 shows the Al system life cycle from inception to retirement. Once an organization has decided
on its use of Al, this can assist governing bodies with identifying both the points or “gates” at which key

governance questions can arise and need to be addressed by the governing body.
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Figure 2 — Al system life cycle model from ISO/IEC 22989:—, Figure 3

hese Al system life cycle considerations, the orgahization can begin to understand
xisting governance mechanisms. The life cycleican help determine where addition
hired given an Al system’s dependence on‘data. The governance of data is ad
C 38505 series. The life cycle can also help’the governing body identify at each s

ind 5.5, additional governance considerations arising from the use of Al are descril

Benefits of the use of Al

erning body can consider deploying Al in order to pursue specific opportun
zation has identified, including the organization’s future growth or better

zation’s purpose and objectives. In such cases, the governing body needs to
unities against rfisk and other implications of use. It should ensure that oversigh
nd are used te review whether the deployment remains consistent with the

pic intent, purpose and values. Al can be used to fulfil objectives and create
zation. Thiscan result in

eductien in costs of operations,
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how to evolve
hl governance
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é}rge where the
zation can be exposed to additional risks and then take decisions on how to mandge such risks.

ed further.

ties that the
ichieving the
weigh those
[ mechanisms
brganization’s
value for the

wproducts and services that will accelerate commercial disruption of existing bus

nesses, or

— the transformation of organizations such as government entities or not-for-profit organizations.

An organization is potentially already using Al in its daily operations.

Examples of uses of Al during the daily operation of an organization include:

improvement to grammar in a document.

© ISO/IEC 2022 - All rights reserved

the use of a satellite-based navigation system that finds the most efficient route for trucking;
most internet searches use Al to answer a query, find a similar picture or a document;

productivity applications use Al to suggest a better design for a slide in a presentation or an


https://iecnorm.com/api/?name=ebe23b2e63dc570e4bdfcebf9916a131

ISO/IEC 385

07:2022(E)

Further applications can be found in various domains (e.g. agriculture, defence, education, healthcare,
manufacturing, transportation) and use various deployment models (e.g. cloud services or on premises-
systems, cyber-physical systems). An extensive collection of use cases is included in ISO/IEC TR 24030,
covering these and other domains and deployment models.

An Al system

can, for example:

change the nature of products, processes and services;

added activities to humans (e.g. conclusions to be drawn or decisions to be made);

increase

ua]if"

automate feedback collection, comparisons, translations, reviews or analyses of data, leaving value-
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risk or bias, issues which are addressed.ifimore detail in Clause 6.
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Panization can easily identify the benefits of the use of Al, the governing body

understand the constraints and obligations that such use places on the organization. To adequately
govern these constraints and obligations, the organization should take some of the following actions:

10

Increase oversight of compliance. Without the appropriate oversight, the use of Al can automate
processes, produce outcomes that undergo frequent change, can be difficult to explain or conflict
with organizational policies (see 6.6).

Address the scope of use. Ensure that the scope of automation is overseen by the governing body
and implemented by appropriately authorized and skilled people (see 6.3). The governing body
should ensure that the requisite authority, responsibility and accountability are maintained and
that the consequences of such automation are examined and understood before implementation.

Assess and address the impact on stakeholders. While some decisions will negatively impact
stakeholders (e.g. refusing a bank loan to a customer), the organization should ensure that such
impacts are not exacerbated by the use of Al. Existing risk and impact assessments, together with

© ISO/IEC 2022 - All rights reserved
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mitigation processes, e.g. those preserving legal rights or ensuring legal certainty, should remain
effective (see 6.7).

— Determine legal requirements or obligations of using such technology. It is increasingly likely
that the use of Al and associated solutions, e.g. facial recognition or automated vehicle movement,
will be challenged and can be the subject of new legal requirements. The governing body should show
how such obligations are met and that they are in line with requirements and suitably explained if
required.

— Align the use of Al to the objectives of the organization. The innovative use of new technologies
is critical to the viability and health of many organizations and, in those cases, governance will
encourage such innovation. Not every project will be strategically important (e.g. some will only

rel[luce costs), but overall, the use of Al should assist the organization in reaching its ¢bjectives.

— Align the use of Al to the organization’s culture and values. Decisions propesed by an Al system
shpuld take into account organizational policies, expectations (including impact’of uge) and ethics.

— Ensure that problem solving takes due account of context. An organization needs fo ensure that
contextual elements, essential to understanding behaviour, values andculture, are not missing, or
orhitted from the data that it is using to solve problems.

— Examine the additional risk that the use of Al can bring te the organization. By examining
the organization’s purpose and objectives and consideringtthe possible sources of risk identified
if |t decides to use Al, together with measures to treat thése'risks, the organization ghould remain
within the bounds of its risk appetite (see 6.7).

Besidg these broad constraints on the use of Al by the{organization (and any others that pre applicable
to the |organization or its stakeholders), Al systems:themselves will have technology constraints. The
governling body should also seek assurance frommanagement that such constraints afe adequately
managed.

6 Policies to address use of Al

6.1 General

and actions. As with any use of human resources, processes or technology, the governingpody remains
accouiptable for these decisions and actions. Some use of Al can inadvertently result jn policy non-
compliance or result in putcomes that existing policies did not foresee.

Al systems use data to build models and make predictions as well as potentially autorIbate decisions

The specificatiorand authorization of directions and controls that are appropriate for ar organization
not using Al, ate)potentially not appropriate for an organization that uses Al.

Continued‘effective governance requires reviewing and potentially reinforcing existinlg governance
mechanisms and controls to ensure that they are robust, explicit and appropriater1to cover the
additional governance considerations (as well as direction to management) that Al systems bring to the
organization and its stakeholders.

The governing body and managers should further involve stakeholders that can be impacted by the
use of Al systems, such as personnel and their representatives, throughout the entire process of
implementing Al systems at organisations, via information, consultation and participation procedures.

The guidance in this clause is intended to help the governing body understand and revise policies it
should consider in order to reduce the occurrence of avoidable and unintended consequences of the
organization’s use of Al It is not and cannot be comprehensive.

According to ISO/IEC TR 38502:2017, 4.1.3, managers are responsible for ensuring the achievement of
the objectives of the organization within the strategies and policies established by the governing body.
The task of governing is accomplished in close cooperation between the governing body and managers
as shown in Figure 3.

© ISO/IEC 2022 - All rights reserved 11


https://iecnorm.com/api/?name=ebe23b2e63dc570e4bdfcebf9916a131

ISO/IEC 38507:2022(E)

Market
needs

Al
differences

Governing Body Stakeholder

Decision Culture and
. Data use
making values

expectations

/

Compliance Risk

/

Managers

Key

influence

elements of organizational context

!

opportunities

policies
Figure-3'— Governance implications of the use of Al

Figure 3 is based upon-afid modifies the “Model for Governance of IT” in ISO/IEC 38500:2015, Figure 1
(reproduced in FigureA.1).

Regardless off the use of any technology, the govermng body should set and oversee the achieyement
of outcomes th< ! ited or
imposed by external organlzatlons (e g. 1n[13] [13] [29] and[ll])

The speed of technological innovation and ever-changing legal requirements should encourage the
organization to actively maintain a set of principles for its use of Al and ensure that they remain
appropriate for the organization’s use of Al

6.2 Governance oversight of Al

The governing body should ensure that oversight arrangements for Al are established and are
appropriate to the risks associated with the organization’s use of Al.

Governance oversight, based on policies set by an organization, should identify the individual and the
collective accountability in a chain of responsibility. Good governance oversight should be based on the

12 © ISO/IEC 2022 - All rights reserved
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general understanding of the usage (and context of use) of a system. See “External and internal context”
in both ISO/IEC 23894:—, 6.3.3%) and IS0 31000:2018, 6.3.3.

As part of its governance oversight of Al, a governing body should ensure that:
— policies are in place to ensure the appropriate use of Al;

— responsibilities, chain of responsibility, accountability, authority and potential delegation of
authority are clearly defined and agreed both within the organization and, where applicable,
between different parties in any value chain;

— adequate human oversight is in place while using Al;

— arly human using Al or responsible for the use of Al:
—| has appropriate understanding of the Al system being used;
—| is properly informed and trained, including knowing how and with whom to rais¢ any concern;

— has the authority to make decisions (or knows to whom to request that a decision|be made) and
knows to whom to report back;

— has sufficient control over the Al system, including the possibility to intervene when necessary.

6.3 Governance of decision-making
Governance of decision-making is part of the overall governance of the organization.

Authority and responsibility are delegated to people:throughout an organization in order{to spread the
burden of work done and decisions made. Wherever'such delegated authority or responsibility resides,
accountability remains with the governing body-for all work done and decisions made (se¢ 4.3). Some of
those ¢lecisions and some of that work can be increasingly made and carried out by Al sylstems but the
governing board remains accountable in.the'same manner as for human decisions and wdrk.

Revisipg decision-making policies regarding the use of Al is intended to ensure that a hujman or group
of hunjans is and remains clearly accountable for the decisions to which they have delegated authority
and refponsibility. That is regardless of whether the decision was partly or completely a‘:ltomated.

The gqverning body should monitor the types of decision and output generated by autonpated systems
and djrect management~to ensure that such systems are configured to operate withiin acceptable
boundp by implementing’appropriate controls. Such controls should provide the governing body with
appropriate visibility -of the conformance of decision-making to organizational policies, fogether with
any exgeptions thereto.

The ggverning body should seek assurance that active oversight of such controls is dglegated to an
appropriately resourced member of staff who has the authority to make or instigate|responses to
issuesTidentified. The use of automated decision-making, delivered by an Al system, does not alter
the accountability of the governing body (nor the responsibilities of any delegated authority) for such
decisions.

Important factors relating to decision-making within the organization include:

— Alignment to objectives. Decisions should align to the organizational objectives while keeping
within the allocated resources, defined risk and other controls imposed by the organization.

— Level of responsibility. Ensuring that the level of decision-making matches the authority granted
and responsibility associated to the decision is a critical element of good governance. Defining the
scope and impact of possible decisions and matching those to the levels of responsibility is necessary
to empower staff to act appropriately and thus make the whole organization more agile. Human
accountability for the actions and decisions performed by an Al system should be clearly defined

3) Under preparation. Stage at the time of publication: ISO/IEC DIS 23894:2022.
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and assigned to staff with the appropriate authority and tools to execute the tasks assigned them
(e.g. visibility, oversight, quality control) and to take sufficient corrective action if problems are
identified.

— Decision-making capability. Decision-makers should be adequately skilled and trained for the
decisions for which they are responsible. Controls should be implemented to ensure Al systems are
adequate to the task they have been set. See ISO/IEC TR 24028.

— Decision-making process. Stakeholders are showing increasing demand for transparency of
decision-making. This transparency includes reporting requirements, strategic direction and
interactions with all internal and external users. Along with this increased transparency comes an
increase in the expected level of engagement and care in decision-making. Therefore, the processes
of decisidn-making (together with actions required to mitigate the consequences of poorly} made
decisions) are an important governance mechanism and will become increasingly importanf as the
use of Al Increases.

— Decisionfmaking oversight. The governing body should ensure that there is adequate oversight,
that contfols are implemented to ensure effective decision-making capabilities-and that there is
approprigte visibility of both conformity of decision-making to organizational policies and any
exceptior]s. For conformity exceptions in decision making, the need for,additional transpprency
and accoyntability should be determined. Appropriate means should be given to all stakeholflers to
identify gnd report non-compliant behaviour, or decision-making outcomes generally (whether or
not they include Al systems) and be given meaningful, timely and adequate response.

6.4 Governance of data use

Some Al systdms rely on data to build and train a model and:therefore governance of data use is ¢ritical
to the respongible use of Al. The governing body should ensure at an early stage that existing govefnance
and managenjent are adequate for the purpose for which that data are being used and that sepsitive
data are protpcted and secured (see ISO/IEC 38505%1). This includes, for example, documentirjg how
the organizatlion complies with its obligations ineluding in regard to procurement and sale, grivacy
and security,[retention and disposal of data.as-well as overseeing its own policies regarding data
management [see also 6.7.4).

Additional goyernance considerations inthe use of data for Al systems include:
— the relevdnt design choices made for the Al system;
— data colldction;

— relevant lata preparation processing operations, e.g. annotation, labelling, cleaning, enrighment
and aggrégation;

— the formylatipitof relevant assumptions, notably with respect to the information that the data are
supposed te’measure and represent;

— aprior assessment of the availability, quality, quantity and suitability of the data;
— examination in view of possible biases;

— the identification of any possible data gaps or shortcomings, and how those gaps and shortcomings
can be addressed.

One major difference between Al systems (particularly those involving ML) and other IT systems is
that they rely on data inference to produce a result with a level of confidence. A second major difference
is the existence and use of training data which, depending on its quality, can improve or degrade the
quality of any result. This is different than software development that relies on humans conceiving
and programming the specific logical steps that are required to produce a result. Subclauses 5.2.2
and 5.2.3 outline how such systems differ. As data quality is critical to the performance of Al systems,
the governing body should seek assurance from management that data are of requisite quality for its
intended use in Al systems.

14 © ISO/IEC 2022 - All rights reserved
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Depending on the application, using historical data to train the Al system can result in:
— repeating earlier mistakes;
— making ‘unconscionable’ decisions in relation to outcomes not recorded in the data;

— making decisions in relation to novel combinations of circumstances or data that are difficult to
understand by a human, e.g. the linking of different datasets that are not obviously related;

— surveillance and behavioural information not necessarily voluntarily disclosed;

These results are best understood as mistakes or errors, introduced by the use of incomplete, erroneous
ias”. However, bias

Existing governance of the use of data and data management practices should be review¢d where data
are used in Al systems. In addition, for shared Al systems such as for industry-analy$is, additional
governance policy and management controls can be required.

Other technology assets (e.g. algorithms, neural networks and naturallanguage processing systems)
can algo require similar enhancements to existing organizational and.governance policies.

The ofganization should consider applying the provisions of ISO/IEC 38505-1, relating|to the use of
data, tp these aspects of governance of the use of Al:

— V3lue: the quality and quantity of the data, its timeliness;the context and cost of its yse.

— Risk: data security, misuse and privacy, as well as ¢ompetitive risks involved in not leveraging the
use of data.

— Cqnstraints: legal requirements, contractuabobligations, copyright or commercial iffterests.

See aldo A.3 on governance of data use.

Data ajnd their use by organizations is ah increasingly important issue for all organizatfons and their
stakeholders. In accordance with the principles, models and data-specific aspects qf governance
outlin¢d in ISO/IEC 38505-1, governing bodies should take actions that ensure the effectiye governance
of, and investment in, the organization’s use of data, and treat risks involved in that use.|This includes
ensuring that the correct data are being used for the correct purpose.

6.5 Culture and values

The governing body:is responsible for defining the organization’s desired culture and values with respect
to stakeholders,ymarkets and regulators, and changes in societal expectations of the prganization’s
operatjions_and impact. Governing bodies should be aware of emerging guidance and|international
norms| of behaviour such as those reflected in the Universal Declaration of Human Rights,[22] the
Johannesblrg Declaration on Sustainable Development[23] and other instruments. Furt}ir details can
be found in ISO 26000:2010, 3.3.2.

Any decision or action of the organization should align with its culture and values. However, much of an
organization’s culture and values are implicitly embedded in the behaviour of its staff and processes.
An Al system has no equivalent of human understanding of context, of common sense, morality or
knowledge to guide its output. Instead, an Al system relies on models, algorithms, or training data to
achieve comparable results.

For these reasons, the governing body should be explicit about its culture and values and have
the appropriate governance mechanisms and policies to ensure such Al system behaviours can be
monitored and corrected when needed. In some cases, the scope and impact of the Al system should
be constrained, and augmented by human action, so that governance policies can be ensured. How
that is achieved will vary according to circumstances. Equally, an Al system can help identify where
human decision-making is flawed (e.g. by inappropriate bias or discrimination, or by poor reasoning
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or deduction) and thus provide insights into an organization that the governing body can subsequently

address. This

raises future challenges for the governance of organizations.

Depending on the nature and purpose of the Al system intended to be used, it is possible that the
organization will need to explicitly oversee these systems to ensure they comply to the culture and
values of the organization. Governance mechanisms can take the form of a “Culture and Values Board”
or an “Ethics Review Board”. Oversight can consist of a review being required before a sensitive or high-
risk Al systems project is approved, or certain escalation criteria are met. Additional organizational
policies in this area can require the use of technical controls within an Al system in order to assist with
compliance to those policies. For more information on ethics and societal concerns relative to the use of

Al, see ISO/IE
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— whether individuals are affected by the use or creation of personal data by an Al system that is
constrained, e.g. by law or by organizational policy.

6.6.2 Compliance management

The use of a compliance management system standard allows the organization to overlay its specific
management requirements, e.g. security, quality and privacy, on their management system in an
integrated way. This makes it easier to add additional compliance measures to the management system
resulting from the use of Al

At the compliance management level, particular attention should be paid to:

— extending compliance processes to account for the speed, scope or sophistication ef the Al system
(elg. to increase the level or frequency of monitoring);

— refuests for human re-evaluation of decisions made by the Al system;
— additional controls to ensure the Al systems remain within required compliance condlitions;
— ensuring that the use of data for model building or training complies with policy;
— thp use of Al to monitor other Al systems and the extra monitoring or alerting that cap be required.

The orjganization should assess the impact of any planned use 0fAl using the compliancg management
systenp. Possible uses of Al within the management system shiould be part of this evaluatipn.

6.7 Risk

6.7.1 | Risk appetite and management

Govermance of an organization, however it is performed, includes defining the organization’s purpose
and objectives as well as the strategy for. fiow these are to be achieved. In considering it$ strategy, the
governing body of the organization decides the risk appetite, in pursuit of its objectives. To keep within
this rigk appetite, and to assist the governing body in making decisions regarding the risk appetite, the
organization establishes a risk mahagement process.

Risk nfanagement involves assembling relevant information for an organization to make|decisions and
addregs risk. While the governing body will have defined the overall risk appetite and qrganizational
objectjves, it delegates the decision-making process of identifying, assessing and tr¢ating risk to
management within the organization. The differing roles of governance and management|in addressing
risk arfe discussedsin:

— thjis document, which describes additional governance considerations for the organization regarding
the development, purchase or use of an Al system. Such considerations include new ¢pportunities,
pdtential changes to the risk appetite as well as new governance policies to ensure the responsible

useofan Al system hy the nrgnni7qfinn;

— ISO/IEC 23894, which describes the management processes that should be performed within the
organization to address the additional risks to the organization through the introduction of an Al
system.

Treating risk involves both the governing body, which determines and is accountable for the risk
appetite, and management, which works to maintain risk within the bounds of the agreed risk appetite.

A review of current risk management processes should particularly examine whether the risks involved
in decision-making, data use, culture and values, and compliance are well understood and managed. In
this way, the context of the additional risks that Al systems bring to the organization can be clarified.
Once those additional risks are identified, the governing body is in a better position to:

— ensure that risks are adequately considered when setting the organization’s objectives;
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understand the risks facing the organization in pursuit of its objectives;
ensure that systems to manage such risks are implemented and operating effectively;

ensure that such risks are within the risk appetite of the organization;

e.g.1SO 31000:2018, 5.2).

6.7.2 Risk management

ensure that information about such risks and their management is effectively communicated (using,
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Accountability

Data Reputation Trust
Objectives Responsibility Transparency Safety ;
Security Duty of care Privacy
Data Sourcing Unclear
Lack of ML
Sources ack of V- specifications Unwanted bias

of explainability

risk Value chain Cyber threats Ei;l;?é;?

6.7.3 | Objectives

Conlrols Applicability Technical controls

Ethics review board

Education and training Management processes

Figure 4 — Risk management and the use of Al

The olpjectives that the organization wants to protect threugh risk management prodesses include
not onfly the protection of assets such as data, informatién systems, application code, algorithms and

equiprhent, but also its duty of care, culture and valuespits'reputation and its strategy.

Figure 4 shows examples of objectives that the organization is pursuing:

Adcountability and Responsibility. The governing body should maintain its accountpbility as well
as|oversight of the organization’s responsibilities both internally and externally for the use of Al.

Re¢putation and Trust. The perspective of risk considered here is to the orgarlization itself.
Hgwever, the organization does.ot exist in isolation and therefore consideration shall be given to
it stakeholders and the environment in which it operates. Consequences and likelthood of risks
affecting stakeholders such:as customers and suppliers should be key consideratiofs in terms of
rigk to the organization.

Duity of care. The opganization hasaresponsibility and possibly alegal duty of care toitgstakeholders,
bdth internal and external. This can involve an obligation (with regulatory or legal ¢onsequences,
depending on_juirisdiction) to ensure the well-being of all stakeholders and the prot¢ction of their
rights, e.g. aceess to significant financial, health or housing services, and of human rights (including
frgedom of mhovement or privacy).

In|situations where there is a significant risk to the duty of care, the governing body sghould require
additional organizational controls to effectively treat such risks and ensure they do ot exceed the
risk appetite of the organization (see 6.7.5 for examples).

Safety. Where the use of an Al system carries a significant risk of physical or emotional harm,
the organization should be especially alert to the nature and consequences of that harm. Where
necessary, the organization should put in place appropriate systems for the ongoing management
of safety as well as considering how the use of Al can reduce the exposure of humans to dangerous
activities.

Security and Privacy. The organization should ensure the security of its operations, especially
where confidentiality is necessary and the privacy of individuals is important. These objectives
should not be altered by the use of Al, particularly given the ability of Al systems to infer new
information from patterns in data.

Data. Data are an important resource for the organization and their protection and integrity should
be an organizational objective.
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Transparency. Transparency of decision-making by the organization is likely to be an objective
that the governing body wishes to maintain. Stakeholders expect to understand at least some of the
important inputs and variables that explain how decisions are made by the organization. This is
regardless of how much automation is used in reaching that decision.

Some of these objectives are treated in depth in ISO/IEC TR 24368 and ISO/IEC TR 24028, as well as in
1SO 310503).

6.7.4 Sources of risk

The organization should expect additional sources of risk depending on the scope and nature of the
domain to which an Al system is applied and the type of Al system deployved. Some uses of Al will be
contained and controlled, bringing little, or no additional risk to an organization. Other uses will carry

significant exposures that have not previously been present in the organization.

Furthermore, as stated in ISO/IEC 23894, less mature technologies such as thoSe -used [in the
development pnd application of Al systems can impose risks that are unknown to the-organization or
are hard to agsess. On the other hand, for mature technologies a larger variety of experience dqta can
be available, thaking risks easier to identify and to assess. A set of “readiness levels” characterizjng the

maturity of ap Al system can be of use in assessing and monitoring risk.

The direct mgpping of assets, values and objectives to sources of risk pr\risks controls is not ppssible

because the effect of any of these items can affect any other item.

The example §ources of risk shown in Figure 4 are those that relatéto the use of Al, though these spurces

can also app

to many other technologies or processes. The\organization should expect addjitional

sources of risk depending on the scope and nature of the Al systems used. The examples shown include:

Data soufcing. Because data are used to build and train the model in an ML system, the qualjty and
approprijteness of the data are critical and should*be aligned with the intended use and obj¢ctives
of the system. Manipulated data can permit an.adversarial attack resulting in model poisonipg and
misclassifications.

Unclear specifications. In traditionalx$oftware development, the nature of the problem §nd its
solution gre tightly bound because thepeople involved use similar approaches for both. However, an
canarrive atasolution jin'avery different manner long after the system isinitially designed
and developed, so the accuracy, clarity and scope of problem specification, system requirements,
designed [system goals, and incorporated behaviour boundaries can all play significant roles

Value chain. The supply@nd distribution of Al systems can include risks as can the use of Al systems
by those |outside the organization. Accountability is to be clearly defined and agreed bgtween
different parties inthe value chain.

Unwanté€d bias:"The algorithm, training and test data, and ML model used in Al systems often aim
to reflectlapd'predict real world situations. By their nature, these systems are only a small §gample
or perspdctive and can produce outcomes that reflect the sample rather than the real worlfl. This
can lead to unwanted bias being amplified. See ISO/IEC TR 24027:—¥9).

Lack of ML explainability. Risk arises from the complexity of Al systems. This can make it very
difficult to explain how an Al system reached a particular conclusion. This differs from traditional IT
systems where a human defines an algorithmic procedure for determining an answer. A human can
be questioned, double-checked, assessed by their standing and reputation and be held accountable
and any code tested to ensure that it produced the responses predicted.

Lack of Al expertise. The use of Al requires different skills from traditional software development,
although those skills are also needed. Additional skills include an understanding of data analytics

5)
6)
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and statistics, modelling and algorithm design and testing, as well as human skills such as ethics
and empathy.

Cyber threats. The implementation of some Al systems can be vulnerable to specific and difficult
to recognize cyber threats, which leave few or no visible traces behind.

Other sources of risk relate to use of Al and its indirect impact on humans. For example:

6.7.5

Contrd
of the
manag
that ai
filteriy

Hollowed out skills. The increased use of Al in routine decision-making roles means that humans
are decreasingly exposed to experience over time. A reduction in staff experience (‘agent atrophy’)
will remove the opportunity to strengthen human skills, decision-making abilities and expertise.

This hollowing out of human skill development is a risk to organizations and society in general.

Cq

pr
th
ur

ntractual issues. The governing body should ensure that applicable contracts)
actices remain valid when Al systems are used. In many Al applications, systen

aws and best
s learn from

e data and practice of their host organization, in an initial, and potentially ongoing, basis. This

iquely makes Al systems reflective of the organization they serve in a“way that

applicability of contracts, laws and best practices.

Ex
fr
pd
Al

Pd
en

vironmental issues. The governing body should consider the risk of carbon emiss
m energy consumption for Al training and data processing.Itshould also consig
llution and resource depletion due to accelerated obsolescence of hardware in faj
-capable cloud and edge devices.

rsonal autonomy. The use of Al increasingly can,détermine the range of choic

S
C
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counter in terms of news, entertainment, interactiens, products and services. Thoug

uld consider the impact of the use of Al ohithe autonomy of humans, as indiv
munities.

SEH, the increasing frequency and ubiquity of these determinations means the gd

ssed opportunities. Governing bodies‘are sometimes too conservative to take adv
portunities. If the governing body ddes not take up opportunities that the use of

ran affect the

ions resulting
er the risk of
your of newer

ps individuals
h individually
verning body
iduals and as

antage of new
Al offers, the

canization can face increased compeétition from organizations that do take up such ¢pportunities.

Controls

Is aim to maintain or moédify risks so that they remain within the range of the
organization. These, controls can be organizational controls such as those effe
ement structures,\réview boards or management processes or they can be tech
e implemented through measures such as database access restrictions, software

g.

The controls shown in Figure 4 are just a small selection of those that can be related to Al

Figure
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4 shows the following examples of risk controls:

risk appetite
cted through
hical controls
code or data

systems.

A
sh

plicabitity Adescriptionof the AT systemn, inctuding forexampie, itsatgorithms, da
ould be transparent enough to ensure its applicability to the intended use.

(a and models,

Ethics review board. For applications that the organization has determined high risk, high
stakeholder impact or other thresholds, a common risk control is the use of an ethics review board
that can ensure alignment with the culture and values of the organization.

Management processes. The design and implementation of management processes is a common
practice to address requirements such as quality, security, privacy and compliance. Similar processes
can be constructed for Al system-related requirements.

Technical controls. Technical controls embedded in the software can implement actions to assist
treating some risks. See, for example, ISO/IEC TR 24029-1.
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— Education and training. Everyone involved in all stages of the use of Al should receive adequate
training to ensure that they acquire and deploy the requisite skills.
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