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Foreword

[SO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical activity.
ISO and IEC technical committees collaborate in fields of mutual interest. Other international organizations,
governmental and non-governmental, in liaison with ISO and IEC, also take part in the work.

The procedures used to develop this document and those intended for its further maintenance are described
in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the different types
of document should be noted. This document was drafted in accordance with the editorial rules of the 1ISO/
[EC Directive i i i i
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This third ed
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ition cancels and replaces the second edition (ISO/IEC 38500:2015), which has beep technically

The main chhnges are as follows:
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Introduction

The use of information technology (IT) is critical to the success of most organizations, not only as a
supporting function, but also as part of the organization’s capability to transform the organization. IT enables
new business models and can substantially improve the organization’s outcomes to meet the organization’s
stakeholder needs and expectations. The growing threat of cybersecurity and risks emanating from
emerging technologies increases this focus.

The increasing potential of current and future IT requires the appropriate application of governance of IT to
ensure that it fulfils the purpose of the organization in an effective, responsible and ethical manner, and that
it aligns with the organization’s strategic direction.

The objective of this document is to provide guidance to governing bodies on the responsible, innovative,

sustainable
purpose in g
and therefor

It utilizes tH
achieve good
1) Principl
can lead
2) Model f
through
of the us
3) Framew|
organiz:
governa

As the gover
and its pring
and principl
governance

This docum
throughout {
organization

and strategic use of IT, data and digital capabilities, so their organizations ¢a
manner expected by their stakeholders. This document provides principle-bass
e does not include specific implementation detail.

ree tools for the governing body and associated governance and management
governance of IT:

s for the governance of IT — applying these principles to the responsible and strat
to an organization that is more agile and adaptive.

br the governance of IT — the model shows the maif“governance tasks and
put the organization, leading to a clarity of decision-making and responsibilities fq
e of IT.

ork for the governance of IT — the framewotk ‘describes the elements throug
ition’s governance of IT arrangements operate, which helps to ensure the critic
hce are considered and applied to the use of IT by the organization.

nance of IT is a domain of the governahnce of organizations, this document aligns {
iples of governance. This document can also be used in conjunction with other govel
ps for effective governance. This.document can be used independently or to upg
based on the previous edition of 1SO/IEC 38500.

ent is addressed primarilyyto the governing body but recognizes that govern
he organization. It therefore provides guidance on the practice of governance of |
including the interaction and collaboration of all personnel, regardless of their job

n fulfil their
d guidelines

practices to

pgic use of IT

interactions
r all aspects

h which the
hl actions of

o ISO 37000
nance codes
Fade current

ance occurs
T across the
description.

© ISO/IEC 2024 - All rights reserved

Vi


https://iecnorm.com/api/?name=8dd84a8793d8a04c35f8d3cacbd22a95

International Standard ISO/IEC 38500:2024(en)

Information technology — Governance of IT for the
organization

1 Scope

This document provides guiding principles for members of governing bodies of organizations and those
that support them on the effective, efficient and acceptable use of information technology (IT) within their
organizatiors.

This documgnt is applicable to:

— the govdrnance of the organization’s current, and future, use of IT;
— the govdrnance of IT as a domain of governance of organizations.
In terms ofIdience, this document is applicable to:

— all orgahnizations, including public and private companies, goyvernment entities, and mot-for-profit
organizgtions;

— organizations of all sizes, from the smallest to the largest, régardless of the extent of their yse of IT.

2 Normdtive references

The followinjg documents are referred to in the text imrsuch a way that some or all of their contenjt constitutes
requirements of this document. For dated references; only the edition cited applies. For undatefl references,
the latest edjtion of the referenced document (including any amendments) applies.

ISO 37000, Governance of organizations — Guidance

3 Terms|and definitions
For the purploses of this document, the terms and definitions given in ISO 37000 and the following apply.

[SO and [EC pmaintain terminelogy databases for use in standardization at the following addresges:

— ISO Onlipe browsing platform: available at https://www.iso.org/obp

— IEC Elecfropedia: available at https://www.electropedia.org/

31
direct
communicate desired purposes and outcomes

Note 1 to entry: Within the context of the governance of IT, directing involves setting objectives, strategies and policies
to be adopted by the members of the organization, to ensure that the use of IT meets business objectives.

Note 2 to entry: Objectives, strategies and policies can be set by management if they have the relevant authority
delegated to them by the governing body.

© ISO/IEC 2024 - All rights reserved
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consider and make informed judgements

Note 1 to entry: Within the context of the governance of IT, evaluating involves making judgements about the
circumstances and opportunities (internal and external, current and future) relating to the organization's current,
and future use of IT.

3.3
governance

human-based system comprising directing, overseeing and accountability

3.4
governance

of IT

system by

fiich the current and ruture use of IT 1S governed

Note 1 to entify: Governance of IT is a component or a domain of governance of organizations.

Note 2 to enffry: The term "governance of IT" is equivalent to the terms "corporate govegnarce of 1T

governance o

3.5
informatiorn
IT
resources us

Note 1 to ent
and other sof

3.6
investment
allocation of

3.7

management

fulfilment of]

Note 1 to entr
an organizati

3.8
monitor

FIT" and "organizational governance of IT".

| technology

ed to acquire, process, store and disseminate information‘or-data

y: Resources can include computer or communication equipment, sensors, software, clo
ware-based services.

resources to achieve defined objectives and other benefits

the organization’s objectives within the authority and accountability established by

bn or parts of an organization;

review as a lasis for appropriate decisions and adjustments

Note 1 to ent

ry: Monitoring involves routinely obtaining information about progress against plans 3

periodic exanpination pf\0verall achievements against agreed strategies and outcomes to provide a basi

making and a

Note 2 to ent

Hjustments to plans.

Fyf&Monitoring includes reviewing compliance with relevant legislation, regulations and g

, 'enterprise

id computing

y governance

y: The term "management” is often used as a collective term for those with responsibility flor controlling

s well as the
L for decision-

rganizational

policies.

39
use of IT

planning, design, development, deployment, operation, management and application of IT to fulfil business
objectives and create value for the organization

Note 1 to entry: The use of IT includes both the demand for, and the supply of, IT.

3.10

digital capability
IT to enable or support a service, product or process of the organization

© ISO/IEC 2024 - All rights reserved
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4 Good governance of IT

4.1 Outcomes of good governance of IT

4.1.1 Overview

This document provides guidance on the governance implications of the use of IT, data and digital capabilities
by an organization. Throughout the concept, this term is simplified as the phrase “the governance of
IT”. While the governing body retains ultimate accountability for the whole organization, the practice of
governance of IT can occur throughout the organization.

The governance of IT in this context is applied broadly to the use of information technology including
emerging technology, data and digital capabilities. Information technology includes computers, sensors,

software, clpud computing services and techniques which are used to gather, store, process,
and transfofm data. Digital capabilities, often innovative, enable or support the services,
processes of|the organization that can create value for stakeholders. Digital capabilities‘ofthe
are supportdd, or enabled, by using information technology and data.

The governance of IT is a domain of the governance of organizations, so this doctiniéent aligns 1
and its pringiples for governance. This document provides guidance on how,the“governance o

realized by

ISO 37000 dpscribes governance of organizations as laying the foundation for the fulfilment of
of the organlization in an effective, responsible and ethical manner in-line with stakeholder €

It sets out el
organization

effective

respons

ethical b

IT and the dz
significant f{
organization

4.1.2 Effe

What constif
understandi
clearly state
delivery and]

The effectivg

alignme

e organization as a result of effective governance of IT.

pven governance principles to guide governing bodiesdir discharging their duties §
s realize the three intended governance outcomes, Which are defined as:

performance,
ble stewardship, and
ehaviour.

ta from which it creates and unlogksvalue, have become increasingly effective and
o most organizations. This _makes the governance of IT increasingly impor
- and stakeholders have high éxpectations of the outcomes of effective governanc

ctive performance

utes effective performance of IT by the organization is determined by the governing
hg of the organization’s context and stakeholder expectations. To achieve effective g
 performance.expectations are established as a basis for operational management
use of IT.

performance of IT by the organization can also be measured by evaluating the follg

ht.0f digital capabilities to support and enable the fulfilment of organizational purp

disseminate
products or
brganization

0 1SO 37000
utcomes are

the purpose
xpectations.
uch that the

strategically
fant for the
e of [T.

body and its
erformance,
oversight of

wing points:

ose;

organization;

appropriate investment in IT, including degree of digitalization and innovation required by the

appropriate value extraction from resources, including IT assets such as computers and software,

but also the data and digital services used and the people creating, maintaining and using the digital
capabilities;

and its s

takeholders;

the linkage between data costs and how data use delivers better decision-making in the organization

the degree to which digital capabilities are delivering agility and adaptability to the organization so it

can sense, learn and adapt to address future opportunities, potential risks and new obligations.
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4.1.3 Responsible stewardship

The resources under the stewardship of the organization include the digital capabilities of the organization
as well as the data it has created and data from others (such as vendors, customers, employees and other
stakeholders).

Expectations for responsible stewardship should be clearly stated and can include:

demons
digital c

ensuring the security and resilience of the digital capabilities and data;

y to the changing stakeholder requirements of transparency, explainability

ents.

4.1.4 Ethical behaviour

The organiz
ethical prac

ation relies on stakeholder engagement and international nérms of behaviour
ices and drive appropriate conduct. In the context of the use of IT, this means t

is appropridtely governed and expectations are clearly stated to ensure that use remains )

parameters
stakeholder§

By adhering
organization

Expectation
— considet
considet
considet
mainten
integrit)

complia

4.2 Princ

This docum

(including human behaviour), and any impact from such use does not adversely af
or the economic or natural environment.

to the principles of the governance of IT add ‘dpplying the model and frame
’s use of IT, the governing body ensures that ethical behaviour is supported and en

5 for ethical behaviour can include:

ation of IT asset ownership and data rights and obligations;
ation of access and rights of use;

ation of social and environmental issues;

ance of confidentiality;

r and transparencyiin fulfilling obligations and commitments;

ce to regulations.

ples, model and framework

ent provides three tools for the governing body and associated governance and

consideration for ensuring that automated decisions are reasonable and justified (see ISO/IEC 38507);

ensuring that data relating to stakeholder information is appropriately protected and used;

the usage of

and impact

Lo define its
hat such use
vithin these
fect relevant

work to the
couraged.

management
hre used and

practices to

useto achieve effective governance of IT. Table 1 describes these tools, how they

the benefits of using them.
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Table 1 — Governance of IT — Overview of tools

Tool

Explanation

Use

Benefit(s)

Principles for
the governance
of IT

Provides the fundamental truth
and assumptions that serve

as the foundation for beliefs,
behaviours and reasoning.

Application of these principles
in tasks, interactions and frame-
work elements allows faster and
more aligned decision-making,
particularly in the absence of
clearly-defined rules (e.g. new
markets, business rules, tech-
nologies or innovations in any of
these areas).

A more agile, adaptive, respon-
sible and strategic use of IT to
support and enable the objec-
tives of the organization.

Model for the
governance of

Shows the main tasks and
interactions throughout the

The model is used to clearly
delineate governance responsi-

Clarity of decision-making and
responsibilities for all aspects

IT

organization that are necessary
for the implementation of the
governance of IT.

bilities and decisions from those
of management, while under-
standing how these two prac-
tices interact within an overall
framework for the governance
of IT.

of the use of IT.

Framework fpr
the governanjce
of IT

Describes the elements through
which the organization’s gov-
ernance of IT arrangements
operate.

The governance practice collab-
orates throughout the organiza#
tion to detail the six elements‘of
the framework. The principles
are applied throughout the
collaboration and the ntodel
guides the responsibilities and
decision-making(throughout.

Helps to ensure the critical
actions of governarjce are con-
sidered and applied to the use of
IT by the organizatjon.

5 Principles for the governance of IT

5.1 Overyiew

The benefit

of applying the principles without specifying explicit methodologies, structures, processes anc
As the foundational document for the gevernance of IT, it is essential that the document can be

fa principle-based document is that such an International Standard can identify the outcomes

techniques.
applied with

no considerjtion to the specific implementation for an organization. The system of governance adopted

by the orgar

compliance needs.

The principl
foundation

governance
principles ¢

As the goverln

ization should be outcome-driven to best fit the organization, including but not 1

s for the governance of IT provide the fundamental truth and assumptions that
or beliefs, beliaviours and reasoning (see Table 1). They provide a useful found
of IT andwill provide particular value when new or innovative use of IT is conkidered. The
n be applied to individual situations and elements of IT, as well as across the who

mited to, its

serve as the
htion for the

e ecosystem

ts (Table 2,

5.2to5.12) are those of ISO 37000 2021 Clause 6. Table 2 detalls the category and groupmg of the principles
and is taken from ISO 37000:2021, Table 1.

The governance implications of the use of IT and consequent outcomes are detailed, highlighting both the

specific and unique aspects of the principles for an organization with respect to IT.

© ISO/IEC 2024 - All rights reserved
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Table 2 — Organizational governance principles overview

Category Category description Principle
The pursuit of purpose is at the centre of all organizations and is of Purpose (5.2)
primary importance for the governance of organizations.
Primary Therefore, this principle is the primary consideration for governance
and the central point of all the other principles in this document. All
other principles are to be read in the context of the application of this
principle.
The four foundational governance principles are the essence to ensur- |Value generation (5.3)
ing that effective governance of an organization takes place.
Core to the ability to effectively govern an organization is:
— determining the organization’s approach to value generation;
— directing and engaging with strategy to generate that value;
— overseeing that the organization performs and behaves according
to the expectations set by the governing body;
Foundationgl — demonstrating accountability for the organization’s performance, |Strategy (5.4)
behaviour, decisions and activities.
Oversight (|5.5)
Accountabllity (5.6)
The six enabling principles address the governancéresponsibilities Stakeholder engage-
pertinent to today’s organizations: to meet evol¢ing stakeholder ex- ment (5.7)
pectations and the changing natural environment, social and economic Leadership (5.8)
context. —
Data and dgcisions (5.9)
Enabling Risk goverpance (5.10)
Social resppnsibility
(5.11)
Viability arjd perfor-
mance ovey time (5.12)
5.2 Purpgse

5.2.1 Principle

"The governjng body should ensure that the organization’s reason for existence is clearly d
organizationjal purposé/-This organizational purpose should define the organization’s intentions
natural envitonment,\society and the organization’s stakeholder. The governing body should also en
associated sqt of organizational values is clearly defined.” [SOURCE: ISO 37000:2021, 6.1.1]

bfined as an
towards the
sure that the

When defining the purpose of the organization, the governing body should consider how the use of IT can
enable or enhance the organizational purpose as well as the values of the organization. Consideration
should be given to the implications of new and emerging technologies, communicated in a way that makes
appropriate use of IT and is embedded through continued, demonstrated commitment.

As technology changes, the purpose of the organization should be reviewed to address the potential for
a wider, more focussed or stronger purpose by leveraging these changes. Additionally, the use of new
technology services should be reviewed to ensure such use remains aligned to the agreed organization’s

purpose.

© ISO/IEC 2024 - All rights reserved
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5.2.3 Outcomes

The expected outcomes of the use of IT for the application of the principle are as follows.

its value offerings.

helps to

personn

5.3 Value

align the use of IT.

el to make decisions and act in alignment with the purpose.

generation

Extended or improved purpose: by leveraging the use of IT appropriately, the organization can enhance

Alignment of IT to purpose: addressing the use of IT along with the organizational purpose and values

Empower personnel: clarifying the alignment of the use of IT to the organizational purpose empowers

5.3.1 Prin

"The govern
organization
economic cof

5.3.2 Gov{

IT plays an i
or services

organizatior
impacts, bot|
IT in the def
concept of a

ciple

ng body should define the organization’s value generation objectives such that t
al purpose in accordance with the organizational values and the naturdlenvironme
text within which it operates.” [SOURCE: ISO 37000:2021, 6.2.1]

brnance implications for use of IT

mportant role in an organization’s value generation as it cafy provide new or improy
n a timely, cost-effective and high-quality manner. It\can also be used to diffg
’s value to its stakeholders including customers andduppliers. The use of IT can hay
h positive and negative, on the organization’s valie)generation model and therefor

value generation model is defined in ISO 37000:2021, 6.2.3.

Organizations are faced with an environment of confinuous change, often driven by IT, dat:

capabilities.
model and ¢
values and a

nsure that implications are well understood and appropriate for the organizatid
bility or necessity to change or transform.

In determining the impacts of IT, data and-digital capabilities on the value generation model, the

environmen
stakeholder

[, emerging and future.teehnology trends, alternative technology solutions ary
expectations should be eonsidered.

Organizations should also ensute'the opportunities and threats to the organization’s value gene
from digital innovation or transformation are monitored. Opportunities for innovation should
and assessed.

Governance should ensure that the digital capabilities of the organization are appropriate for
use and the|desired-future use, at a pace of change required by the organization. Investmer

and digital

pabilities is critical and significantly impacts the value generation model for an g

pey fulfil the
it, social and

red products
rentiate the
e significant
e, the role of

inition and generation of organizational value should be determined and commupnicated. The

 and digital

The governing body should consider,_the impact of technology change on its value generation

n’s purpose,

competitive
d trends in

ration model
be identified

both current
t in IT, data
rganization.

Investment |n\both the organization’s current environment and its future plans should be cgnsidered for

impact on value for the organization.

5.3.3 Outcomes

The expected outcomes of the use of IT for the application of the principle are as follows.

— Defined value generation objectives: there are defined objectives as to how the organization proposes
to use IT to support and enable its value generation model and to guide the organizational priorities and
investment in IT.

— Communicated value generation objectives: the contribution and integration of the organization’s
digital capabilities as a critical enabler to the value generation model are understood and aligned to its
strategy and communicated to its relevant stakeholders.

© ISO/IEC 2024 - All rights reserved
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— Adaptability: there are mechanisms in place to regularly assess the potential impact of new technology
solutions and to leverage these for the organization's value generation model and competitive solutions.

5.4 Strategy

5.4.1 Principle

"The governing body should direct and engage with the organizational strategy, in accordance with the value
generation model, to fulfil the organizational purpose.” [SOURCE: ISO 37000:2021, 6.3.1]

5.4.2 Governance implications for use of IT

ation’s cu tand future
vide to the, prganization
in a timely manner as well as the pace and approach used to integrate new or emerging [T [should form
fundamental elements of the organizational strategy.

The IT strategy should align with, and be included in, the organizational strategy<Jt-should identify where
the strategiq¢ choices impact on the use of IT, the increasing demand for digitalservices and the impact of
cyber security, resilience, total cost of ownership, flexibility and resources. Particular attentipn should be
given to whether the organization can adapt its strategy to integrate new teéchnology oppoiftunities and
to adapt to dhanging internal and external demand. The IT strategy for-the supply and use of [T should be
critically reyiewed, considering the ecosystem within which the organization operates now pnd into the
future.

Essential IT|services, such as online identity management, data storage and communicatiolTs should be
examined tg ensure a reasonable balance between costsyflexibility and organizational aytonomy and
independende.

5.4.3 Out¢omes
The expectefl outcomes of the use of IT for the application of the principle are as follows.

— Digital ¢apability: the organizational strategy provides current and effective guidance fof the use and
delivery|of the organization's IT, data and digital capabilities.

— Digital readiness: the organization makes effective use of new digital capabilities as [appropriate,
planning for the appropriate resources, including personnel.

— Digital Innovation: the strategy identifies the appropriate level of investment for digital innovation to
enable the organization.td accelerate its strategic objectives.

— Digital [currency:/the organization’s IT is and remains current and in line with the onganizational
strategyl The organization has strategies for resolving IT degradation and obsolescence ové¢r time.

5.5 Oversight

5.5.1 Principle

"The governing body should oversee the organization’s performance to ensure that it meets the governing
body’s intentions for, and expectations of, the organization, its ethical behaviour and its compliance obligations.”
[SOURCE: IS0 37000:2021, 6.4.1]

5.5.2 Governance implications for use of IT

Policies and practices provide the enumeration of intentions and direction within which an organization
operates to achieve its objectives. Some are based on the requirements of mandatory legislation and
regulations. Others are based on best practices and will guide the organization in terms of risk reduction
or improvements in efficiency and effectiveness in the delivery and use of IT. It is noteworthy that with
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the fast evolution of advances in digital technologies, legislation can be unclear, underdeveloped or even
contradictory. In such a case, the governing body should address the compliance elements it requires of the
organization.

The governing body should have the assurance that appropriate policies are in place, are being followed
and that it is informed of any significant breaches or patterns of breach. Open communication and the
ability to demonstrate or verify conformance with an applicable set of regulatory or voluntary framework
requirements assists the organization in being considered trustworthy. The governing body should define
their expectations and the mechanisms through which the overall performance is assessed and through
which significant modifications for improvement are made, focussed on organizational value generation.

Awareness of the governing body’s responsibilities and expectations are key so that all members are

effectivein t

heir role and duties.

The governi
any risks to
progressini
external and

The organiz
contractual
should cover
obligations.

a key govermance issue for the organization. See the ISO/IEC 20000,series and the ISO/IEC

respectively

The governing body should have oversight of the end-to-end life cycle of technology prc
ew technologies to the retirement of outdated technology and data. Considerati¢n should be

embracing n
given to the
within the o

5.5.3 Outy

The expecte

commaor

Informe
particul

Effectiv
and assq

5.6 Accou

Compliance:

hg body should have oversight of management’s progress in implementing the IT
the organization that might arise. This requires that the governing body be’ inf
plementing the organization’s IT strategy, as well as the impact of changes t0 the o
internal environments, to identify areas in which the strategy needs to be'adjuste

ation’s digital capabilities are often composed of IT delivered by -third part

the governing body’s intentions and expectations of ethical usé of IT, as well as it
Dversight of the overall sourcing strategy and these arrangenients and responsib

for related management guidance.

resilience of digital capabilities and the effective and optimized use of technical ang
rganization.

omes
] outcomes of the use of IT for the application of the principle are as follows.

IT-related obligations:” both, internal and external (regulatory,

law, contractual,) have beentidentified with planned actions.

d: the governing body-Should be informed in a timely manner of any mater
hrly in regulatory er'contractual compliance, and any risks to the organization that

e performance: processes are in place to ensure transparency and that the flow of
ciated perfermance measurements aids governance and decision-making.

ntability

strategy and
brmed about
‘ganization's
i

ies through

arrangements, such as service agreements or business process outsourcing. These policies

5 compliance
lities can be
B0105 series

vision from

data capital

legislation,

al breaches,
relate to IT.

information

5.6.1 Prin

ciple

"The governing body should demonstrate its accountability to the organization as a whole and hold to account
those to whom it has delegated.” [SOURCE: ISO 37000:2021, 6.5.1]

5.6.2 Governance implications for use of IT

The governing body should ensure that respective responsibilities and accountabilities for delivery and use
of IT are clear. There should also be a clear strategy to ensure those who use IT, those who are responsible
for the products and services IT enables and those who have the appropriate IT knowledge are engaged in
IT-related decision-making applicable to their responsibilities, with appropriate support mechanisms. This
maximizes the benefits while minimizing the associated risk of delivery.
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The governing body should have assurance that where necessary, the formulation and translation of
its intentions are supported by personnel with the appropriate competence across the organization.
Accountability for the governance of IT remains with the governing body regardless of implementation

strategies and delegation of responsibilities.

5.6.3

Outcomes

The expected outcomes of the use of IT for the application of the principle are as follows.

— Governing body accountability: accountability for the governance of IT remains with the governing
body regardless of delegation.

include

Integrated decision-making: the design of the decision-making structures and oversight arrangements
those in the organization responsible for delivering as well as those using the IT g

rvices, with

authorit

appropr
5.7 Stake

5.7.1 Prin

"The governi
expectations|

5.7.2 Govy

The organiz
satisfaction
retention an
approach to
address stak

Stakeholder
though whig
organization

and operatidn of systems and supportarrangements to meet or exceed stakeholder expectations

increased st
stakeholder

The governi
consider the
be an effecti

The governi

Assuraice: there is assurance that the framework for the governance of IT is effective’anc

y delegated to those best placed to exercise it.

jate oversight control of the use of IT.
holder engagement

ciple

ng body should ensure that the organization’s stakeholdexS-are appropriately engag
considered." [SOURCE: ISO 37000:2021, 6.6.1]

pbrnance implications for use of IT

htion’s use of IT should be aligned to the organization’s stakeholder requirements,
n digital capabilities is a critical factor in aghieving the benefits from investment in
d personnel engagement are essential factors for the successful use of the IT. The o

eholder expectations to increase satisfaction and trust.

engagement involves not just the'interface of one system but the whole of organizat
h stakeholders, including ccustomers, suppliers, regulators and personnel, inter
through IT. Increasingly, there is a need for a clear strategic approach to design, imj

hkeholder and endsuser satisfaction and loyalty. It is critical that IT investment is
Fequirements and.organizational goals.

entire stakeholder journey in order to monitor overall satisfaction of the use of IT.
ve stakeholder engagement strategy in place.

| there is the

ed and their

Stakeholder
[T. Customer
ganization’s

design, implementation and operation of IT and associated support arrangenpents should

on approach
hct with the
lementation
and achieve
hligned with

hg body should identify the stakeholders including those using the IT of the organization, and
There should

hchievement

1g body should also ensure that the orgamzatlon s culture enables the successful

of strategic

ividuals and

groups within the organlzatlon 1nteract w1th IT. Culture can thus lmpact the ability of the organization to
use IT to achieve its objectives. The effectiveness of an individual's participation in all aspects of IT are
influenced by the organization's culture.

5.7.3

Outcomes

The expected outcomes of the use of IT for the application of the principle are as follows.

— Stakeholder-centric approach: there is a planned approach to stakeholder engagement so that those
affected by decisions can influence the outcome. The organization’s policies, models and frameworks

support

a stakeholder-centric approach.
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culture: organization leadership, policies and practices

human and organization behaviour in the delivery and use of IT.

5.8 Leadership

5.8.1 Principle

positively

influence

"The governing body should lead the organization ethically and effectively and ensure such leadership throughout
the organization.” [SOURCE: ISO 37000:2021, 6.7.1]

5.8.2 Governance implications for use of IT

IT-enabled

d
together wit
the organiza
be defined a
the organiz3
ensure stake

The digital |
throughout f

The delivery
that the org:
timely fashig
the use of I
the societal
and there is
of IT.

5.8.3 Out«
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rganizational change should be supported through a clear vision of the desirg
h the capacity to deliver the change required to achieve planned outcomes.-The lg
tion adopts business transformation, through and supported by digital-transform
hd enacted throughout the leadership of the organization. The goverhing body sho
tion’s purpose, value generation model and organizational values to achieve IT
holder satisfaction.

hndscape to address the organization’s purpose should be-clearly identified and co
he organization.

of value from IT-enabled change is often complex. THe governing body should have t
inization has the organizational and IT knowledge and skills needed to implemen
n. The governing body should consider its own competencies in respect to IT and
on all stakeholders. It should continuously.improve and align their IT knowledgg

pngoing evaluation to ensure accountability and oversight of strategic decision-ma

omes
1 outcomes of the use of LT for the application of the principle are as follows.

rmational capability: the organization has organizational and IT change capability
vel of organizational\change, complexity and rate of change.

ed organizational change.

g culture: the organization has a learning culture with integrated IT competen
for future needs to achieve the organization’s goals.

n a manner

d outcomes,
vel to which
htion, should
11d establish
bbjectives to

Immunicated

he assurance
F change in a
he impact of
in line with

and organizational requirements. It should ensure that oversight is performed appropriately

king and use

appropriate

ogy adaptability: a disciplined, flexible approach to acquiring or changing IT servikes supports

Cy and skills

5.9 Data:

nda daecisions

5.9.1 Principle

"The governing body should recognize data as a valuable resource for decision-making by the governing body,
the organization and others.” [SOURCE: ISO 37000:2021, 6.8.1]

5.9.2 Governance implications for use of IT

Gathering data and processing it into information to be used for decision-making is one of the primary
objectives of IT and is increasingly an essential enabler of organizational value. Through access to data from
various sources and using tools such as Artificial Intelligence (AI), organizations can make better and faster
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strategic and operational decisions to drive value through improved services, more immediate responses or
reduced costs.

As data are used to make decisions, by machines and people, they are valuable not only for the organization
itself but also as a resource that can be bought, sold or otherwise distributed. For example, data are a
resource used in products and their design, market and customer insights, and supply chain and product
usage information.

The role of data in the value generation model should be clear and aligned to the organization’s strategy.
It should ensure that the organization can effectively acquire, use and protect data. The governing body
should ensure there is clear data strategy that addresses the following:

a) the strategic objectives for the use of data;

b) data goyernance and data protection responsibilities,

c) strategigs for data assets, including classification, sharing and use;

d) ensuring the obligations and restrictions placed on data use by others;
e) ensuring the data rights concerning use are respected when those data are disseminated t¢ others;

f) thatdata are used in line with the organizational purpose and values.

5.9.3 Out¢omes
The expectefl outcomes of the use of IT for the application of the principle are as follows.

— Strategic use of data: the role of the use of data is clearlydefined in the organization’s sfrategy. Data
are used in every aspect of the organization, including.its products, services and value gernjeration. It is
therefore important to understand how it adds value;pisk and obligations to the organizatipn’s goals.

— Responsible use of data: the organization can'‘demonstrate its responsible use of data. This includes
ensuring that the data are appropriate for theiruse (including respect for obligations such a§ privacy and
copyriglht), that they are of requisite qualitjZ(including an absence of unwanted bias) and that they are
protectdd from theft, corruption and malicious use.

— Requisite data quality: the qualityrequirements are understood and mechanisms are in place to ensure
the datalmeets these requirements:

5.10 Risk governance

5.10.1 Principle

"The governipg body(should ensure that it considers the effect of uncertainty on the organizational purpose and
associated styategic:outcomes.” [SOURCE: ISO 37000:2021, 6.9.1]

The governance of risk is critical to the effective governance and management of the delivery and use of IT.
An understanding of the IT-related risks, threats and opportunities for the organization should guide the
focus of governance of IT and should provide a basis for the governance framework for IT. Cybersecurity
risks, the level of uncertainty of emerging technologies and the risks and consequences of adverse impact to
accidental or intentional unethical use of IT would be areas of attention for risk governance of IT.

The governing body should ensure that it is kept aware of the strategic or critical risks associated with
IT and that a sound process for management of IT-related risks is in place. Having a risk-based approach
provides flexibility and agility for adopting and adapting to changing conditions. Furthermore, it provides a
mechanism for prioritization of resource allocation.
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5.10.3 Outcomes

The expected outcomes of the use of IT for the application of the principle are as follows.

acted upon promptly.

use of IT in pursuit of its objectives is defined and managed.

external events in line with stakeholder expectations.

5.11 Social responsibility

Appropriate risk oversight: critical or strategic risk associated with the use of IT is recognized and

Acceptable risk appetite: the level of risk that the organization is prepared to accept with regard to the

Digital resilience: the organization is able to respond and recover from internal IT failures or adverse

5.11.1 Prirciple

"The governing body should ensure that decisions are transparent and aligned~with brod
expectations|" [SOURCE: ISO 37000:2021, 6.10.1]

5.11.2 Governance implications for use of IT

The governipng body should ensure that their societal responsibilities are addressed in all
providing tfansparency and addressing impacts to all stakeholders) With the growth of
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human over;
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the need for
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ded and any unintended consequences are addres$sed swiftly while maintaining
ight.

hg body should ensure that the organization’ssresponsibility and possible legal du
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essential online services.
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] outcomes of theuse of IT for the application of the principle are as follows.
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assessed and addressed: clear recognition and understanding of the potential i
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[T, including
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Cies for [Ty The organization takes responsibility for the use and consequences of the IT utilized

mpact of the

use of I'T

on stakeholders 1s considered and planned prior to Implementation.

acceptable use of IT, data and algorithms.

5.12 Viability and performance over time

5.12.1 Principle

Ethical checks and balances: ethical checks and balances are considered in decisions to ensure

"The governing body should ensure that the organization remains viable, and performs over time, without
compromising the ability of the current and future generations to meet their needs.”" [SOURCE: ISO 37000:2021,

6.11.1]
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5.12.2 Governance implications for use of IT

Effective digital capabilities now and into the future are vital to the viability of an organization. A clear
direction and path to the future should be identified while maintaining a reliable and sustainable current
environment. The direction should include resilience for the future of the organization from a technology
perspective. The governing body should understand and respond, through good governance of IT, to the
needs of the ecosystem in which the organization operates to remain viable and perform over the longer
term.

In a rapidly changing environment, organizations need to have a clear understanding of
technology options. The governing body should understand the reliance of critical functions on IT
and have the assurance that the provision of the IT services is well managed and resilient. They should
be informed of any potential IT-related issues that can impact the organization's performance.

IT should bg
objectives, g
organization

urpose and
and future

suitable for the task for which it is designed in supporting the organizational
roviding services, levels of service and service quality required to meet cufre
al requirements.

hg body should minimize any negative impact of the organization’s use)of IT on|the natural,

onomic systems within which the organization operates.

The governi
social and ed

5.12.3 Out¢omes

The expectefl outcomes of the use of IT for the application of the principle-are as follows:

managed to
ganizational

ystem remains valid for the needs of the organization: the provision of IT is
hat business requirements are identified, agreed upen and provided in line with or
S.

IT ecos
ensure t
prioritie

Infrasty
equipme

ucture management: the essential operational components, such as policie§, processes,
nt, data, human resources and external contacts are managed for overall effectiveness.

Protect rmation are

protecte

jon: the organization’s policies and practices ensure that the operations and infg
d in an increasingly complex and vuélnerable environment.

6 Model(for the governance of IT

6.1 Introdluction

Governance

involves setting @nd being accountable for the purpose and parameters for the ¢

rganization.

While the governing body retains ultimate accountability for the whole organization (and thjis document

focuses on {
governance

he accountability for the current and future use of IT by the organization), th
pccurs throughout the organization.

is about fulfilling the associated objectives by making choices within the parametg

e practice of

rs set by the

Managemen
governing b(I)dy.

The distinction between the roles will vary between organizations, but it is important to differentiate
between the various responsibilities, decisions and actions required by each role. Even if a person is tasked
with both governance and management roles, this separation and clarity of roles assists with effective
governance outcomes.

The whole organization operates within a governance framework, and this document focuses on the
framework for the governance of IT - that is, the strategies, policies, decision-making structures and
accountabilities through which the organization’s use of IT operates today and plans for its future.

Responsibility for specific aspects of IT may be delegated to management within the organization. However,
accountability for the effective, efficient and acceptable use of IT by an organization remains with the
governing body and cannot be delegated.

© ISO/IEC 2024 - All rights reserved

14


https://iecnorm.com/api/?name=8dd84a8793d8a04c35f8d3cacbd22a95

ISO/IEC 38500:2024(en)

Figure 1 shows the model for the governance of IT. This model consists of:

nmon

1) governance of IT practice, comprising the four main tasks of "engage stakeholders", "evaluate", "direct"

and "monitor" (as depicted by the triangle);
2) management of IT practice (as depicted by the rectangle); and

3) framework for the governance of IT (as depicted by the circle), within which the whole organization
operates.

Engage
stakeholders

Evaluate
b‘t

Monitor Direct

Management of IT

=\
I\e’

Figure 1.&= Model for the governance of IT

6.2 Governance of IT practice

6.2.1 Engage stakeholders

The relevant stakehelders of the use of IT by the organization should be identified, consulted and
appropriately engaged. Such stakeholders are likely to be internal to the organization (e.g|users of IT,
employees ahd developers) as well as external (e.g. customers, suppliers, governments).

re-the—e : 3 h A A e briate policy
and behaviour so that the de51red governance outcomes are understood and its accountablllty obligations
can be set. In particular, the organization should ensure that there is a clear statement of commitments
regarding the use of IT and data and that any breaches in these commitments are communicated promptly
to allow the organization and its stakeholders to deal with the consequences.

Engaging with the relevant stakeholders also allows the potential capabilities of the use of IT to be discussed,
and the understanding of that potential can change the expectation of stakeholders.

6.2.2 Evaluate

Governing bodies should examine and make judgement on the current and future use of IT, including plans,
proposals and supply arrangements (whether internal, external or both).
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In evaluating the use of IT, governing bodies should consider the external or internal pressures acting
upon the organization, such as technological change, economic and social trends, regulatory obligations,
legitimate stakeholder expectations and political influences. Governing bodies should undertake evaluation
continually as circumstances change. Governing bodies should also take account of both current and future
business needs, i.e. the current and future organizational objectives that they intend to achieve, such as
maintaining competitive advantage, as well as the specific objectives of the plans and proposals they are
evaluating.

6.2.3 Direct

Governing bodies should assign responsibility for, and direct preparation and implementation of strategies
and policies. Strategies should set the direction for investments in IT and what IT should achieve. Policies
should estab

lish acceptable behaviour in the use of IT.
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pwork for the governance of IT
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tices is essential’for effective governance outcomes, including the pursuit of the o
ieving its goals, and delivering the performance and behaviour expected by its stal

ork foruthe governance of IT (see Clause 7) describes this collaboration as W
for(establishing policy, ensuring good decision-making across the organization 3
ruing body can remain accountable for the use of IT by the organization.
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7 Framework for the governance of IT

7.1 General

Figure 2 shows the framework for the governance of IT, which includes six elements through which the
organization’s governance of IT arrangements operate. This includes establishing and maintaining the
policies, decision-making structures, behaviours and accountability mechanisms that are required to ensure
the operational model is delivering value, the risks are managed and other expectations of stakeholders can
be met. The six elements are further described in 7.2.2 to 7.2.7.
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