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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
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Introduction

The objective of this International Standard is to provide principles, definitions, and a model for
governing bodies to use when evaluating, directing, and monitoring the use of information technology
(IT) in their organizations.

This International Standard is a high level, principles-based advisory standard. In addition to providing
broad guidance on the role of a governing body, it encourages organizations to use appropriate standards

to und

erpin their governance of IT.

Most organizations use IT as a fundamental business tool and few can function effectively without it. IT

is also

Expen
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This Ipternational Standard provides principles, definitions, and a-model for good gover
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Hiture on IT can represent a significant proportion of an organization’s expenditu
man resources. However, a return on this investment is often not realized fully an
on organizations can be significant.

ain reasons for these negative outcomes are the emphasis on the’ technical,
ling aspects of IT activities rather than emphasis on the whole business context of|

those at the highest level of organizations to understand:and fulfil their legal, r¢g
obligations in respect of their organizations’ use of IT.

This |

as a Rgport of the Committee on the Financial Aspects of Corporate Governance (the Cadb
1992. The Cadbury Report also provided the foundation definition of corporate governanc
Principles of Corporate Governance in 1999 (reviséd.in 2004). Governance is distinct from

and fo
elabor]

This Ipternational Standard is addressed'primarily to the governing body. In some (typi

organi
Stand3
design

The inj

ternational Standard is aligned with the definitiorfof corporate governance that Y

the avoidance of confusion, the two cofigepts are defined in this International
hted in ISO/IEC TR 38502.

zations, the members of the governing body can also be executive managers. This
rd is applicable for all organizations, from the smallest to the largest, regardles
and ownership structure.

plementation of governance of IT is covered by ISO/IEC TS 38501.

e of financial
d the adverse

financial, and
use of IT.

hance of IT, to
gulatory, and
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INTERNATIONAL STANDARD

ISO/IEC 38500:2015(E)

Information technology — Governance of IT for the
organization

1 Scope

This International Standard provides guiding principles for members of governing bodies of
organizations (which can comprise owners, directors, partners, executive managers, or similar) on the

effectipe, efficient, and acceptable use of information technology (IT) within their organi?

It also| provides guidance to those advising, informing, or assisting governing bodies.
the following:

— ex
— m

— eX
as|

— in

ecutive managers;
embers of groups monitoring the resources within the organization;

ternal business or technical specialists, such as legal or accounting specialists, retai
sociations, or professional bodies;

rernal and external service providers (including consultants);

— a

This Ipternational Standard applies to the governance of the organization’s current and

IT inc
proces
busing

This 1
goverr

ditors.

ding management processes and decisions'related to the current and future us
ses can be controlled by IT specialists‘Wwithin the organization, external service
ss units within the organization.

hternational Standard defines the ‘governance of IT as a subset or domain of ¢
ance, or in the case of a corporation, corporate governance.

ations.

They include

| or industrial

future use of
e of IT. These
providers, or

rganizational

This Ifpternational Standard is-applicable to all organizations, including public and private companies,

govert
organi

The py
all org

— as
th

— in

ment entities, and not-for-profit organizations. This International Standard is
zations of all sizes ffiem the smallest to the largest, regardless of the extent of their

rpose of this International Standard is to promote effective, efficient, and acceptah
hnizations by

suring stakeholders that, if the principles and practices proposed by the standard
py canzhave confidence in the organization’s governance of IT,

applicable to
use of IT.

le use of IT in

are followed,

forming and guiding governing bodies in governing the use of IT in their organizatipn, and

— establishing a vocabulary for the governance of IT.

2 Terms and definitions

For the purposes of this document, the following terms and definitions apply.

2.1

acceptable
meets stakeholder expectations that are capable of being shown as reasonable or merited

2.2

accountable

answe

©150/1

rable for actions, decisions, and performance
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2.3

accountability

state of being

accountable

Note 1 to entry: Accountability relates to an allocated responsibility. The responsibility can be based on regulation
or agreement or through assignment as part of delegation.

2.4

corporate governance

system by wh

ich corporations are directed and controlled

Note 1 to entry: Corporate governance is organizational governance applied to corporations.

Note 2 to entry
Note 3 to entry

2.5
direct
communicate

Note 1 to entryj
adopted by the|

Note 2 to entry

governing body:.

2.6
evaluate
consider and

Note 1 to entry
current and fut

2.7
executive m4d

person who has authority delegated fremthe governing body for implementation of strategi

policies to ful

Note 1 to entr
organization o
(CEOs), Heads
Chief Informat

Note 2 to entry

2.8
governance

: From Cadbury 1992 and OECD 1999.

: Definition is included to clarify evolution in terminology from previous edition.

desired purposes and outcomes to

: In the context of governance of IT, direct involves setting objectives;strategies, and polici
members of the organization to ensure that use of IT meets business objectives.

ps to be

: Objectives, strategies, and policies can be set by managers ifithey have authority delegated by the

.

make informed judgements

: In the context of governance of 1T, evaluateinvolves judgements about the internal and ej
ure circumstances and opportunities relating to the organization’s current and future use|

nager

fil the purpose of the organization

: Executive managers can include roles which report to the governing body or the head
I have overall accguntability for major reporting function, for example Chief Executive
of Government Organizations, Chief Financial Officers (CFOs), Chief Operating Officers
on Officers (CIOs), and similar roles.

: In mandgement standards, executive managers can be referred to as top management.

ternal,
of IT.

s and

of the
fficers
[COOs),

system of directing and controlling

29

governing body
person or group of people who are accountable for the performance and conformance of the organization

2.10

governance of IT

system by wh

ich the current and future use of IT is directed and controlled

Note 1 to entry: Governance of IT is a component or a subset of organizational governance.

Note 2 to entry: The term governance of IT is equivalent to the terms corporate governance of IT, enterprise
governance of IT, and organizational governance of IT.
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2.11
human behaviour
interaction among humans and other elements of the system

Note 1 to entry: Human behaviour includes culture, needs, and aspirations of people as individuals and as groups.

Note 2 to entry: In respect of IT, there are numerous groups or communities of humans, each with their own needs,
aspirations, and behaviours. For example, people who use information systems might exhibit needs relating to
accessibility and ergonomics, as well as availability and performance. People whose job roles are changing because
of the use of IT might exhibit needs relating to communication, training, and reassurance. People involved in
building and operating IT capabilities might exhibit needs relating to working conditions and development of skills.

2.12
information technology (IT)
resourjces used to acquire, process, store, and disseminate information

Note 1 fo entry: This term also includes “communications technology (CT)” and the composite term “information
and communications technology (ICT)".

2.13
investment
allocafjion of resources to achieve defined objectives and other benefits

2.14
management
exercige of control and supervision within the authority and accountability established by governance

Note 1 fo entry: The term management is often used as a colléctive term for those with responsibility for controlling
anorganization or parts of an organization. The term managers is used to avoid confusion with management systems.

2.15
managers
group pf people responsible for control and supervision of an organization or parts of an prganization

Note 1 fo entry: Executive managers are a~category of managers.

2.16
monitpr
review as a basis for appropriate decisions and adjustments

Note 1|to entry: Monitor(involves routinely obtaining information about progress against plang as well as the
periodjc examination of odverall achievements against agreed strategies and outcomes to provide a basis for
decisiop making and.adjustments to plans.

Note 2 to entry: Monitor includes reviewing compliance with relevant legislation, regulations, and
organitationalpolicies.

2.17
organization

person or group of people that has its own functions with responsibilities, authorities, and relationships
to achieve its objectives

Note 1 to entry: The concept of organization includes, but is not limited to sole-trader, company, corporation, firm,
enterprise, authority, partnership, charity, or institution, or part or combination thereof, whether incorporated
or not, public, or private.

[SOURCE: Consolidated ISO Supplement 2013- Procedures specific to 1SO, Annex XL, Appendix 2. The
note has been added in this International Standard].

2.18
organizational governance
system by which organizations are directed and controlled

© ISO/IEC 2015 - All rights reserved 3
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2.19

policy

intentions and direction of an organization as formally expressed by its governing body or executive
managers acting with appropriate authority

2.20
proposal
compilation of benefits, costs, risks, opportunities, and other factors applicable to decisions to be made

EXAMPLE business cases

2.21

resources
people, proci‘dures, software, information, equipment, consumables, infrastructure, capital and
operating funds, and time

2.22
responsibilitly
obligation to gct and take decisions to achieve required outcomes

2.23
risk
effect of unceftainty on objectives

Note 1 to entry: An effect is a deviation from the expected — positive and for negative.
Note 2 to entry]: Negative effects reflect threats while positive risksseflect opportunities.
[SOURCE: ISO|Guide 73:2009]

2.24

stakeholder
any individuall, group, or organization that can affect, be affected by, or perceive itself to be affedted by
a decision or activity

[SOURCE: adajpted from ISO Guide 73:2009]

2.25

use of IT
planning, dedign, development;~deployment, operation, management, and application of IT t¢ fulfil
business objeftives and create value for the organization

Note 1 to entry: The use of{Fincludes both the demand for, and the supply of, IT.

Note 2 to entry: The use'of IT includes both current and future use.

3 Benefits-ofGoeod-GovernanceofIT

Good governance of IT assists governing bodies to ensure that the use of IT contributes positively to the
performance of the organization, through:

— innovation in services, markets, and business;
— alignment of IT with business needs;
— appropriate implementation and operation of IT assets;

— clarity of responsibility and accountability for both the supply of and demand for IT in achieving the
goals of the organization;

— business continuity and sustainability;

4 © ISO/IEC 2015 - All rights reserved
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efficient allocation of resources;
— good practice in relationships with stakeholders; and

— actual realisation of the expected benefits from each IT investment.

This International Standard establishes principles for the effective, efficient and acceptable use of

IT. Governing bodies, by ensuring that their organizations follow these principles, will b

managing risks and encouraging the exploitation of opportunities arising from the use of

e assisted in
IT.

Good governance of IT also assists governing bodies in assuring conformance with obligations

(regulatory, legislation, contractual) concerning the acceptable use of IT.

This Intfternational Standard establishes a model for the governance of IT. The risk of goy
not fulffilling their obligations is mitigated by giving due attention to the model in appropri
the principles.

Inadedquate IT systems and improper or inappropriate use of IT can expose andorganizatio
not copnplying with legislation. For example, in some jurisdictions, member's of governing
be held personally accountable if an inadequate accounting system results in tax not bein

Proceg
govert]

ses dealing with IT incorporate specific risks that should be addréssed appropriatel
ing bodies and members of governing bodies can be held aceountable for:

bni

eaches of privacy, spam, health and safety, record keeping legislation and regulatio
n-compliance with standards relating to securityysocial responsibility;

htters relating to intellectual property rights including licensing agreements.

ing bodies using the guidance in this staridard are more likely to meet their obliga

This clause sets out six principles for good governance of IT. The principles express prefer
to guidle decision making. The statement of each principle refers to what should happen
prescriibe how, when or/bywhom the principles would be implemented - as these aspects 3

erning bodies
htely applying

0 to the risk of
r bodies could
b paid.

. For example

Ins;

kions.

red behaviour
but does not
ire dependent

on thel nature of the organization implementing the principles. Governing bodies should require that

these principles aretapplied.

Principle 1: Responsibility

Individluals and groups within the organization understand and accept their responsibili
of bothsupply of, and demand for IT. Those with responsibility for actions also have th

ies in respect
e authority to

perform those actions.

Principle 2: Strategy

The organization’s business strategy takes into account the current and future capabilities of IT; the
plans for the use of IT satisfy the current and on-going needs of the organization’s business strategy.

Principle 3: Acquisition

IT acquisitions are made for valid reasons, on the basis of appropriate and on-going analysis, with clear
and transparent decision making. There is appropriate balance between benefits, opportunities, costs,

and risks, in both the short term and the long term.

Principle 4: Performance

© ISO/IEC 2015 - All rights reserved
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IT is fit for purpose in supporting the organization, providing the services, levels of service and service
quality required to meet current and future business requirements.

Principle 5: Conformance

The use of IT complies with all mandatory legislation and regulations. Policies and practices are clearly
defined, implemented and enforced.

Principle 6: Human Behaviour

IT policies, practices and decisions demonstrate respect for Human Behaviour, including the current
and evolving needs of all the ‘people in the process’.

4.2 Model
Governing bo
a) Evaluate

b) Direct pr
business

c) Monitor g

Authority for
accountability

Hies should govern IT through three main tasks:
the current and future use of IT.

pparation and implementation of strategies and policies to ensure that use of IT
bbjectives.

onformance to policies, and performance against the strategies.

specific aspects of IT may be delegated to managerswithin the organization. Ho
I for the effective, efficient and acceptable use of ITby an organization remains w|

governing bodly and cannot be delegated.

Figure 1 shoj
Figure 1 expl:

vs the model for governance of IT using Evaluate-Direct- Monitor. The text fol
1ins the elements and relationships depicted.

meets

wever,
ith the

owing
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Source of Authority

Stakeholder
Expexctations

Regulatory
Obligations
Business

Pressures /\/ Evaluate

The Governing
Body

Business
A~ Needs

S

Strategy &
Policies

Proposal & Plans

Performance & I\
Conformance [/

1
N

Managers

Management systéms for the
use of IT

Figure 1 =<Model for Governance of IT

Evaluate

Governing bodies should examihe and make judgement on the current and future use of IT, including

plans, proposals and supply.arrangements (whether internal, external, or both).

In evaluating the use©f¥T, governing bodies should consider the external or internal prgssures acting
upon the organization, such as technological change, economic and social trends, regulatory obligations,
legith;Late stakeholder expectations and political influences. Governing bodies shouyld undertake

evalu
current and*future business needs— the current and future organizational objectives t
achievg, sueh as maintaining competitive advantage, as well as the specific objectives of
proposalsthey are evaluating

ion cortinually as circumstances change. Governing bodies should also take acftount of both

hat they must
the plans and

Direct

Governing bodies should assign responsibility for, and direct preparation and implementation of
strategies and policies. Strategies should set the direction for investments in IT and what IT should

achieve. Policies should establish sound behaviour in the use of IT.

Governing bodies should encourage a culture of good governance of IT in their organization by requiring
managers to provide timely information, to comply with direction and to conform with the six principles

of good governance.

If necessary, governing bodies should direct the submission of proposals for approval to address

identified needs.
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Monitor

Governing bodies should monitor, through appropriate measurement systems, the performance of IT.
They should reassure themselves that performance is in accordance with strategies, particularly with
regard to business objectives.

Governing bodies should also make sure that IT conforms with external obligations (regulatory,
legislation, contractual) and internal work practices.

5 Guidance for the Governance of IT

5.1 Generdl

The following sub-clauses provide guidance for the general principles of good governanceofIT gnd the
practices reqiiired to implement the principles.

The practice$ described are not exhaustive but provide a starting point for)-discussion |of the
responsibilities of the governing body for the governance of IT. That is, the practices described are
suggested guidance for the Governance of IT.

It is the resppnsibility of each organization, individually, to identify thé Specific actions required to
implement the principles, giving due consideration to the nature of theZorganization, and appr¢priate
analysis of th¢ risks and opportunities of the use of IT.

5.2 Principle 1: Responsibility
Evaluate

Governingbodlies should evaluate the options forassighingresponsibilitiesinrespectofthe organization’s
current and fjature use of IT. In evaluating options)governing bodies should seek to ensure effective,
efficient, and pcceptable use of IT in support of current and future business objectives.

Governing bddies should evaluate the compétence of those given responsibility to make defisions
regarding IT.[Generally, these people should be business managers who are also responsible for the
organization’s business objectives and-performance, assisted by IT specialists who understand bysiness
values and prpcesses.

Direct
Governing boflies should direct that strategies be followed according to the assigned IT responsibilities.

Governing badies should direct that they receive the information that they need to meef their
responsibilities andsaecountability.

Monitor

Governing bodies should monitor that appropriate mechanisms for governance of IT are established.

Governing bodies should monitor that those given responsibility acknowledge and understand their
responsibilities.

Governing bodies should monitor the performance of those given responsibility in the governance of IT
(for example, those people serving on steering committees or presenting proposals to governing bodies).

5.3 Principle 2: Strategy
Evaluate
Governing bodies should evaluate developments in IT and business processes to ensure that IT will

provide support for future business needs.

8 © ISO/IEC 2015 - All rights reserved
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When considering plans and policies, the governing body should evaluate the use of IT and IT activities to
ensure they align with the organization’s objectives and satisfy key legitimate stakeholder requirements.
The governing body should also take into consideration good practices.

Governing bodies should ensure that the use of IT is subject to appropriate risk management.
Direct

Governing bodies should direct the preparation and use of strategies and policies that ensure the
organization does benefit from developments in IT.

Governing bodies should also encourage the submission of proposals for innovative uses of IT that

enabletheorganizationtorespondto-new opportunitiesorchallengesundertake pewsbusinesses or

improye processes.
Monitpr

Governing bodies should monitor the progress of approved IT proposals to ensurethat theyare achieving
objectlves in required timeframes using allocated resources.

Governing bodies should monitor the use of IT to ensure that it is achieving its intended blenefits.

5.4 Principle 3: Acquisition
Evaluate

Governing bodies should evaluate options for providing AT to realize approved propospls, balancing
risks and value for money of proposed investments.

Direct

Govermning bodies should direct thatIT assets\(systems and infrastructure) be acquired in gn appropriate
manngr, including the preparation of suitable documentation, while ensuring that requirgd capabilities
are provided.

Governing bodies should direct that.supply arrangements (including both internal and exjternal supply
arrangements) support the business needs of the organization.

Governing bodies should direct that their organization and suppliers develop a shared understanding of
the organization’s intentin'making any IT acquisition.

Monitpr
Governing bodies.should monitor IT investments to ensure that they provide the required capabilities.

Governing(bodies should monitor the extent to which their organization and suppliers| maintain the
shared understanding of the organization’s intent in making any IT acquisition.

5.5 Principle 4: Performance
Evaluate

Governing bodies should evaluate the plans proposed by the managers to ensure that IT will support
business processes with the required capability and capacity. These proposals should address the
continuing normal operation of the organization and the treatment of risk associated with the use of IT.

Governingbodies should evaluate the risks to continued operation of the business arising from I T activities.

Governing bodies should evaluate the risks to the integrity of information and the protection of IT
assets, including associated intellectual property and organizational memory.

© ISO/IEC 2015 - All rights reserved 9
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Governing bodies should evaluate options for assuring effective, timely decisions about use of IT in
support of business goals.

Governing bodies should regularly evaluate the effectiveness and performance of the organization’s
governance of IT.

Direct

Governing bodies should ensure allocation of sufficient resources so that IT meets the needs of the
organization, according to the agreed priorities and budgetary constraints.

Governing bodies should direct those responsible to ensure that IT supports the organization, when

required for husipessreasonswithcorrectand upto-date datathatisprotected fromlossormisuse.

........................

Monitor

Governing boglies should monitor the extent to which IT supports the business. Governingbodies jshould
monitorthe edtentto whichallocated resourcesand budgets are prioritised according to business objgctives.

Governing bodies should monitor the extent to which the policies, such as for.data accuracy and the
efficient use df IT, are followed properly.

5.6 Principle 5: Conformance
Evaluate

Governing bodies should regularly evaluate the extent to which IT satisfies obligations (regulatory,
legislation, contractual), internal policies, standards and professional guidelines.

Governing bofies should regularly evaluate the organization’s internal conformance to its franjework
for governande of IT.

Direct

Governing bddies should direct those respénsible to establish regular and routine mechanisms for
ensuring thatfthe use of IT complies with relevant obligations, internal policies, standards and guidelines.

Governing boflies should direct that policies are established and enforced to enable the organization to
meet its interpal obligations in itswse of IT.

Governing bddies should direct that IT staff follow relevant guidelines for professional behpviour
and developnpent.

Governing boflies should.direct that all actions relating to IT be ethical.

Monitor

Governing bodies_should monitor IT r‘nmp]innr‘p and conformance fhrmlgh appropriate reportihg and

audit practices, ensuring that reviews are timely, comprehensive, and suitable for the evaluation of the
extent of satisfaction of the organization.

Governing bodies should monitor IT activities, including disposal of assets and data, to ensure that
environmental, privacy, strategic knowledge management, preservation of organizational memory and
other relevant obligations are met.

5.7 Principle 6: Human Behaviour
Evaluate

Governing bodies should evaluate IT activities to ensure that human behaviours are identified and
appropriately considered.

10 © ISO/IEC 2015 - All rights reserved
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