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INTERNET OF THINGS (loT) -
FUNCTIONAL ARCHITECTURE FOR RESOURCE IDENTIFIER
INTEROPERABILITY

FOREWORD

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical Commission)

form the specialized system for worldwide standardization. National bodies that are members of ISO
participate in the development of International Standards through technical committees established

or IEC
by the

respective organization to deal with particular fields of technical activity. ISO and IEC technical committees
collaborate in fields of mutual interest. Other international organizations, governmental and non-governmental,

in liaison with ISO and IEC, also take part in the work.

The[formal decisions or agreements of IEC and ISO on technical matters express, as nearly as poss
intefnational consensus of opinion on the relevant subjects since each technical committee has repres
from| all interested IEC and ISO National bodies.

IEC |and ISO documents have the form of recommendations for international use and are acceptéd by
ISO [National bodies in that sense. While all reasonable efforts are made to ensure that the“technical cg
IEC fand ISO documents is accurate, IEC and ISO cannot be held responsible for the way in which they g
or fdr any misinterpretation by any end user.

In ofder to promote international uniformity, IEC and ISO National bodies undertake to apply IEC {
docyments transparently to the maximum extent possible in their national a@nd-regional publicatio

ible, an
entation

EC and
ntent of
re used

nd 1SO
hs. Any

divefgence between any IEC and ISO document and the corresponding nationakof regional publication ghall be

cleafly indicated in the latter.

IEC |and ISO do not provide any attestation of conformity. Independent certification bodies provide co
assgssment services and, in some areas, access to IEC and ISO matks of conformity. IEC and ISO
resplonsible for any services carried out by independent certification bedies.

All 4sers should ensure that they have the latest edition of this document.

No ljability shall attach to IEC and ISO or their directors, .employees, servants or agents including in
expgrts and members of its technical committees and |IEC\and ISO National bodies for any persong
property damage or other damage of any nature whatsoever, whether direct or indirect, or for costs (i
legal fees) and expenses arising out of the publicationj7use of, or reliance upon, this ISO/IEC documen
othefr IEC and ISO documents.

Atteption is drawn to the Normative references.tited in this document. Use of the referenced publica
indigpensable for the correct application of thisidocument.

IEC fand ISO draw attention to the possibility that the implementation of this document may involve the u
patent(s). IEC and ISO take no position ‘eoncerning the evidence, validity or applicability of any claime
righfs in respect thereof. As of the date-of publication of this document, IEC and ISO had received notiq
patent(s), which may be required toimplement this document. However, implementers are cautioned

may| not represent the latest information, which may be obtained from the patent database avai
http$://patents.iec.ch and www:iso.org/patents. IEC and ISO shall not be held responsible for identifyin
all spch patent rights.

hformity
are not

dividual
| injury,
cluding
t or any

tions is

e of (a)
i patent
e of (a)
hat this
able at
) any or

win, of
ard.

Draft Report on voting

JTC1-SC41/458/FDIS JTC1-SC41/471/RVD

Full information on the voting for its approval can be found in the report on voting indicated in
the above table.
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The language used for the development of this International Standard is English.

This document was drafted in accordance with ISO/IEC Directives, Part 2, and developed in
accordance with ISO/IEC Directives, Part 1, and the ISO/IEC Directives, JTC 1 Supplement
available at www.iec.ch/members_experts/refdocs and www.iso.org/directives.

IMPORTANT — The "colour inside" logo on the cover page of this document indicates
that it contains colours which are considered to be useful for the correct understanding
of its contents. Users should therefore print this document using a colour printer.
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INTRODUCTION

Internet of Things (loT) is defined as an infrastructure of interconnected entities, people,
systems and information resources together with services which processes and reacts to
information from the physical world and virtual world. 10T has attracted significant social
attention globally and is expanding in various fields such as smart homes, healthcare, smart
cities, logistics, smart cars, etc. In particular, loT platforms are essential because they connect
various devices (e.g. sensors, access points, and data networks) and provide services to the
user. Heterogeneous loT platforms refer to loT platforms developed based on different
standards such as various data models, policies, vendors, interfaces, and specifications.
Therefore, interoperability, such as requesting services and sharing resources among
heterogensous atforms s itise i =

loT platform has many challenges to interoperability, such as support for diverse\profocols,
ry service, well-defined semantic management, and processing of data’formats in
heterogeneous loT platforms. However, current diverse loT platforms and related standards
make [it difficult to achieve interoperability and collaboration between cheterogeneolis loT
platforms. Especially regarding resource interoperability issues, each 167 platform has been
develdped using a specific and unique resource identifier, including a different type of restlource-

S forms.
rmore, the existing approaches mainly focus on integrating and managing each loT
's ontology and a method of duplicating resources for thietarget loT platforms. It makes
it a bufden for the developer to construct specific ontologies for‘the diverse IoT platforms.

This dpocument provides a functional architecture for_rfesource identifier (ID) interoperpbility,
which [converts the format of a resource identifier among heterogeneous loT platforms. This
ent concentrates on converting resource paths (e.g. uniform resource identifier [(URI))
used in a specific 0T platform to the target loT platform. In addition, this document provifles an
loT rgsource name system (RNS) architectire based on the comparative analysis of
heterogeneous loT platforms and a smart “city scenario, including resource regist1ration,
resource deletion, sharing mapping tables, and resource path conversion. To ensure the user
can uge heterogeneous loT resources;~l0T RNS analyses and converts identifier into desired
resourgce-request formats, including.feconfiguring resource requests between heteroggneous
loT platforms as appropriate for thé-user-requested resources.

This dpcument has the ISO/IEC”30141 [1]" IoT reference architecture as a reference to cdnsider
interogerability among heterogeneous components and systems. In addition, this documgnt has
IEC 6[1406-2 [2] as d neference to specify minimum requirements for a globally Qinique
identif|cation of resources which constitutes a link to its related digital information. Furthefmore,
the 1oT RNS in this.document can be modularized in middleware as edge computing in the loT
system. Therefore; this document has as a reference ISO/IEC TR 30164 [3], which degcribes
the general cencepts, terms, characteristics, use cases, and techniques (e.g. data management,
coordipation,\processing, network functionality, heterogeneous computing, security, hafrdware
and sdftware optimization) of edge computing for lIoT system applications.

T Numbers in square brackets refer to the Bibliography.
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INTERNET OF THINGS (loT) -
FUNCTIONAL ARCHITECTURE FOR RESOURCE IDENTIFIER
INTEROPERABILITY

1 Scope

This document specmes functlonal requirements and arch|tecture about the followmg items for
ion of

us loT

us loT

2 Normative references

There jare no normative references in this document.

3 Te¢rms and definitions
For the¢ purposes of this document, the following-terms and definitions apply.

ISO apd IEC maintain terminology databases for use in standardization at the following
addregses:

o |EC Electropedia: available at-https://www.electropedia.org/
e |ISO® Online browsing platform: available at https://www.iso.org/obp

3.1
identifier
informption that unambiguously distinguishes one entity from other entities in a given igentity
context

Note 1 to entrys-Ihrefers to a name used to identify and distinguish an object.

Note 2 fpo éntry: In the 10T system, it is used to identify resources such as devices and services and related|policies
can be different for each platform

[SOURCE: ISO/IEC 20924:2024, 3.1.19 [4], modified — The Notes to entry have been added.]

3.2

identity context

environment where an entity can be sufficiently identified by a certain set of its attributes and
values

[SOURCE: ISO/IEC 20924:2024, 3.1.20]


https://www.electropedia.org/
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3.3

Internet of Things

loT

infrastructure of interconnected entities, people, systems and information resources together
with services which processes and reacts to information from the physical world and virtual
world

Note 1 to entry: In this document, IoT is described as a hyper-connection among smart things, services, and humans
that provides useful and seamless services with minimum human involvement.

[SOURCE: ISO/IEC 20924:2024, 3.2.8 modified — Note 1 to entry has been added.]

3.4
loT platform
softwafre that connects various devices, including sensors, access points, and data-networks

Note 1 tp entry: An |oT platform is the role of middleware that can connect to networked devices and provide 4 hosted
infrastrycture to cost-effectively and securely manage and path data.

Note 2 fo entry: It is important that scalable and provide interoperability that handles Connectivity to large qumbers
of devices and easily interacts with them.

Note 3 {o entry: It provides user security such as authentication and access.control, and a service that ¢ollects,
visualiz¢s, and analyses data from sensors.

3.5
loT refource name system

loT RNS

modulg that converts resource requests into the respective format of each IoT platform

Note 1 to entry: The loT RNS can be implemented as localloT RNS or root loT RNS.

Note 2 ffo entry: The local loT RNS is modularized onteach loT platform to store metadata of registered devices and
servicey. It also converts the resource paths of heterogeneous loT platforms.

Note 3 fo entry: All resource metadata are stored in the root resource table of the root loT RNS and sent|to each
local IoT RNS if the root resource table is updated.

3.6
near fleld communication
NFC
wirelegs technology that enables communication between devices over a short distance

[SOURCE: ISO 20252:2019, 3.55]

3.7
next generation service interface for linked data
NGSI-LD

information model and API for publishing, querying and subscribing to context-aware
information management in loT systems

3.8

object identifier

oID

ordered list of primary integer values from the root of the international object identifier tree to a
node, which unambiguously identifies that node

[SOURCE: ISO/IEC 9834-1:2012, 3.5.11]

3.9
resource
application service used between devices based on various loT platforms
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3.10

radio frequency identification

RFID

wireless use of electromagnetic fields to transfer data, for the purposes of automatically
identifying and tracking tags attached to objects

[SOURCE: ISO/IEC 18038:2020, 3.25]

3.11
discovery service
service to find resources, entities, or services based on a specification of the desired target

[SOURCE: ISO/IEC 20924:2024, 3.1.14, modified — Note 1 to entry has been deleted)]

3.12
uniform resource identifier
URI
compdct sequence of characters that identifies an abstract or physical resource

Note 1 tb entry: It is a conceptual term that refers to a unified identifier for Internet.application information regources.

Note 2 to entry: It includes a URN indicating an identifier using the name and a_.URL indicating a resource ppth.

[SOURCE: ISO/IEC 12785-1:2009, 3.23, modified — Note 1’to entry has been replaced and
Note 2 to entry has been added.]

4 Abbreviated terms

ADN application dedicated node
ASN application service node
CSE common service entity

ID identifier
IN infrastructure node
loT Internet of Things

MN middle node

OID object identifier

RNS resource)hame system
URI unifoerm/resource identifier

URL ufiform resource locator

URN uhiform resource name



https://iecnorm.com/api/?name=cd5818e14fd924e9cbe36897e46882a5

-10 - ISO/IEC 30181:2024 © ISO/IEC 2024

5 loT resource name system

5.1 Requirements for the interoperability of the resource ID in an loT platform

5.1.1 General

loT systems consist of devices or smart objects that can interrelate and interconnect among
themselves and the environment to provide services to end-users. Figure 1 shows an illustrative
example of the loT metamodel provided in [5]. It shows the relationships of the main elements
in the 10T system and is not prescriptive. loT metamodels are used to understand the complexity
of loT systems and simplify the design, development, and management process. It supports
optimizing system architecture and minimizing the problems. In addition, it facilitates
commiinication between various stakeholders in an loT system. loT systems distinguish three
types pf node: physical, intermediate, and application. Every node can uniquely idéntify each
node gnd component in an loT system with a URI. A physical node represents the-things|within
an loT|system, such as sensors and actuators. Application service used betweendevices|based
on varjous loT platforms is referred to as the resource. Application nodes consume respurces
from pghysical nodes and provide them to users. Intermediate nodes cannect physichl and
application nodes when they belong to different networks. It can be a.bridge or gateway and
conne¢t networks using different protocols.

Interoperability in loT systems is an important requirement /so-that nodes can exdhange
resources with each other, regardless of the specific technalogy or protocol used by gervice
providers and device manufacturers. 10T systems are usually composed of various dIvices,

servicgs, and applications from different vendors or_sérvice providers that use different
commuinication technologies and data exchange formats. This document describgs the

requirgments for the interoperability of the resource:D+in an loT system.
Has
Node q URI
[ |

Physical Intermediate Application

node node node

JThing Bridge Gateway
Sensor Actuator
Produces\l ‘/Produces
Consumes.

Resource |«

IEC
Figure 1 — The loT metamodel

5.1.2 Uniqueness

Unique ID shall identify entities within the specific application, and IDs used across the loT
platform shall also be unique. Thus, ID allocation shall be organized such that individual loT
platforms can allocate their own set of IDs without conflicting with other 10T platforms.
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5.1.3  Equality

Various established and emerging IDs used by the many different loT platforms shall be
considered and supported. Even if loT platforms use IDs in different formats, equality can be
supported by converting the IDs of each platform into a common identifier format. In addition,
methods that support ID mapping between different loT platforms shall be supported to satisfy
equality among heterogeneous ID systems.

5.1.4 Persistency

Some users ask that an ID persists throughout the entity's lifetime, whereas others allow IDs to
change (e.g. if the entity owner changes), and hence IDs are revocable and replaceable. The
persisfence of identifiers requires restrictions for some identifier types, such as IP addresses,
becausge identifiers are requested in many requests and responses over the lifetime ofjian|entity.
In add|tion, different persistency policies can be allowed between heterogeneous leT platforms.
Each |oT platform shall explicitly specify its policies and implement strategies” to prevent

malfu
consid
during|allocation, transfer, and use.

5.1.5 | Scalability

ctions or service interruptions from hardware failures). Therefore, the, [oT platform shall
r the ID treatment method in which the issued ID identifies the correct entity and rgmains

accidilztal errors that could impact third-party resources (e.g. data corruption{due to sdftware

Scalahility refers to the ability to be extensible in terms of the number of users and physical
nodes|without negatively affecting the quality of the sepvices provided by the loT system.
Implementing scalability between nodes in heterogengous loT platforms requires an efficient
way tg manage an loT system's internal and external*hodes. This node management inpludes
node fegistration and identification and storing and processing the massive volume qf data
generated by physical nodes. In addition, metadata‘values such as IDs of nodes used in arious

loT platforms require efficient management.

5.1.6 Security

Authenticating the ID shall avoid duplication of ID used for other entities, and verificatiop of ID
authernticity shall be possible both:online and offline as proof that the ID is assigned|to the
correct entity. Security requirements (e.g. ID anonymization, using IDs that contain no pgrsonal
data, disabling ID tracking, and’access control to ID information) that the system shall support

for ID |nteroperability between heterogeneous loT platforms are provided in [6].

5.2

5.21 Assumption

loT RNS architecture

To degcribethe architecture for the 1oT RNS, the following assumptions are made [n this

document:

In numerous loT platforms, various devices are abstracted to different levels. For example,
some devices may be core devices performing data collection, calculation, and processing.
Some may be sensors that only measure specific data or devices that perform simple
services. These low-performance sensors have limitations for requesting and processing
resources. Since there are many different types of device in the loT system, it is difficult to
generalize. Therefore, in this document it is assumed that resource requests using the
converted resource table are not sent directly to the end device but are sent through the
specific platform.

Currently, some loT platforms only provide discovery services to users. Discovery service
is the service to find available resources based on a specification of the desired target. In
the scenario of this document, the root loT RNS must manage the information of resources
registered to each loT platform. Therefore, this document assumes that each platform can
provide a discovery service.
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— As mentioned previously, this document defines a resource as the application service used
between devices based on various loT platforms. The interoperability framework
concentrates on converting resource paths (e.g. URI used in heterogeneous loT platforms)
in a specific 10T platform to the target loT platform. The assumed request is limited to one
direction, and additional data exchange issues according to the request are not considered.

— The structure, function, and sequence of the figures that describe the framework are
illustrative examples and are not prescriptive.

5.2.2

Architecture

Figure 2 represents an illustrative example of system structure and components. It is divided

into th

ree factors: server, middleware, and end device.

The s¢rver includes the root loT RNS that manages the registered resources ofcvarious loT

platfor|

and re

from Iq
platfor|

source metadata. Total resource list means the discovered resources (i.€. service

device| ID, IP address, and resource path.

The m

and cq

and th

e path conversion module.

ms. The root loT RNS has a database that manages the total resource list, mappind table,

name)

T platforms. The mapping table includes mapped ID formats among heterogenequs loT
ms. In addition, resource metadata includes resource name, platfosmitype, device type,

ddleware includes the loT platform. The local loT RNS is modularized in the IoT platform
ntains the resource list, resource metadata, local mapping table, local resource| table,
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Root IoT RNS
Database
e st e 1
' Root resource table '
Server ' (total resource list Root mapping table |
I ] and resource metadata) i
1 1
______________ T Bt
1 I
| User-agent
— loT platform
lacal IoT BNS
| Path conversion module H
[~
R Database ——————
: :
I ]
! 1
1
¢ @ @ : I
| 1 e)
: Resource Resource :
! list ]
Mid Ieware I\::::::::::::::::::T_'e_t'a:ci'a_fi:::::I
~b || :
i o
' B
! maplb?rfgltable Local resource table E
! (total resource list
Database Discovery ; and resource metadata)i
Resource service | l_--o=s-w----m oo e
metadata | +——— User-agent |
-
F ¥
~a) . :
9) client user interface — f)
End|device Sensor device Request module
’V —‘ Total resource list I-
Figure 2~ Overview of system structure and components
The ehd device includes the sensor devices that perform the service and the client user
interface with the(total resource list and the request module. The overall flow is as follows.
a) The resolirce metadata is stored in the 10T platform when a new sensor device is registered.
b) Pefiedically, metadata through discovery service of the 10T platform are stored in lo¢al loT
RNS.

c) In addition, the local loT RNS periodically shares resource metadata with the root IoT RNS.

d) Resource metadata received from all local loT RNS are stored in the resource table of the
root loT RNS. This resource table and root mapping table are sent to each local loT RNS.

e) Each local IoT RNS converts the resource path of total resource list and resource metadata.

f) The local loT RNS sends the total resource list to the client user interface.

g) A user requests a resource through the client user interface, and the local loT RNS uses
the converted path to use the resource of another platform.
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An IoT RNS is divided into a local lIoT RNS that exists as a module on each platform and a root
loT RNS that manages the entire resource table and the mapping table. Figure 3 represents an
illustrative example of the 1oT RNS architecture. The root IoT RNS manages the metadata for
registered and deleted resources. Each local IoT RNS sends related metadata (i.e. device type
and device ID) to the root loT RNS when new devices and services are registered and informs
the root IoT RNS when devices and services are deleted.

The root loT RNS updates the root resource table with resource metadata received from local
loT RNSs and then transmits the root resource table to local loT RNSs. Furthermore, in addition
to when new resource metadata are registered, the root IoT RNS requests discovery service to
update the root resource table at regular intervals. Each local IoT RNS converts and stores the

resour
format

ce path in the local resource table received from the root 10T RNS. depending

requested by each loT platform using the local mapping table.

on the

The mppping table includes the root and local mapping table. The root mapping table mgnages
the lodal mapping tables in various 10T platforms. If a new loT platform is added ‘or the ekisting
ID format changes, the root mapping table is updated and sent to the local [ RNS. Theh each
local IpT RNS updates the local mapping table received from the rootrmapping table. The
mapping table contains resource metadata of diverse loT platforms, including attributes such
as loT|platform type, device type, device ID, IP address, and resource’path. The device |D and
requegt format for each loT platform differ for each loT platform and‘are used by the log¢al loT
RNS tp convert into the appropriate request format. The examples of resource ID formpats for
severdl 10T platforms are detailed in Annex A.
Redource registration/deletion r Conversion of resource jpath
Input: Refjuest for updating the root resource table r' Input: Local resource table
Output: Updated root resource table | Output: Local resource table
if new respurce is registered then J convert and map the request path for each
storg the resource medatada to root resource | resource according to format of othef loT
tabl J platforms
else if redistered device is deleted then J if platform of resource = local then
delete the resource medatada from root use local request path
resdurce table f else
Update thp root resource table Platform f convert and map the request path
end used cloud |~ o o N\ o oL 4 according to format of other plgtforms
i Root loT RNS ¥ end
Manage the mapping table |—+——fto——— f '
Input: Logal mapping table @O0 @@ [ m Request service
Output: Lpdatzd root mippingdt:_ble Jatf | ‘f E IJ Input: Request of the user
2t chanqing the identication aystem of exsing. ‘ i o | send requestto the resource using
latforms Local Local Local Local ' f:onVerted resource path.
:)f update Jhe root mapping table then 10T RNS 1/{IoT RNS 2{loT RNS 3|[loT RNS 4 | } if platform = local then
- B = — !
send foot mapping table to each local IoTRRNS ©) , ® , o . ® H | | else send local request to local plajform
end i [ P i P : : ‘I send conve_rted request tq othpr loT
OO(X‘)O%OC)O%: 1‘ o platform using local mapping thble
Discovery service_+ [ STTTTTTToNTosomsmssoosoooosomoesmosoooo-od |
Input: Refuest for updating#ogt resource table
manage the updates suchas resource registration :
and deletipn in root resource'table. /\ . Update the local mapping table
if update fhe root resource table then \/ @ Input: Updated root mapping table
senfd updated parts to each local loT RNS R X X ' Output: Updated local mapping table
requests discoVerysérvice to each local loT RNS Sensor device or client user Discovered resource list update the local mapping table to refeived
for updatifg'thé,rgot resource table at regular root mapping table.
intervals. A
end
IEC
Figure 3 — The loT RNS architecture
5.2.3 Metamodel

Metamodelling the 1oT RNS architecture using the class diagram is shown in Figure 4. As

mentioned previously, loT RNS is divided into root loT RNS and local 1oT RNS. The root loT
RNS performs three functions as follows:

Stores registered resource metadata and resource list.
Sends the updated root resource table and root mapping table to the local loT RNSs.

Requests discovery service to update the root resource table at regular intervals.
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And th

— Up
- Se

e local IoT RNS performs seven functions as follows:

dates the local resource table by requesting discovery service.
nds the updated resource metadata to the root loT RNS.

— Stores the root resource table received from the root loT RNS.

- Co
— Up

nverts resource paths using the local mapping table.
dates the local mapping table when a root mapping table is received.

— Sends the total resource list to the client user interface.

— Receives the user request from the client user interface.
loT RNS
(Resource name system)
Root IoT RNS f‘hare resource metadagf, Loal loT RNS
Stores regidtered resource metadata and resource list() Updates the local resource table by requesting discovery service()
Sends the Ypdated root resource table and root mapping table to the local loT RNSs() Sends the updated resource matadatato the root loT RNS()
Requests d}scovery service to update the root resource table at regular intervals() Stores the root resource table received from the root loT RNS()
Converts resource paths usingthe local mapping table()
Has Has Updates the local mappingtable when a root mapping table is receied()
Sends the total resource list'to the client user interface()
Rqot reso‘frce. table Root mapping table Receives the user requestfrom the client user interface()
Resource name: String - Has Has
Platforn name: String Platform name: String -
Devicq type: String Device ID: String LocalresGurce table Local mapping fable
Devicd ID: String Device type: String Resoufce name: String Platform name: String
IP addfess: String IP address: String Platferm name: String Device ID: String
Resouce path: String Resource path format: String Devicetype: String Device type: String
Servick - String Device ID: String IP address: String
IP address: String Resource path format: tring
Original path: String
Converted path: String
Service parameter: String
IEC
Figure 4 — The metamodel of IloT RNS
When the resource is updated from the [6cal [oT RNSs, the root loT RNS sends only the updated
resourges to the local loT RNSs. Thus, it can reduce traffic issues between the root angd local
IoT RNSs. In addition, since the entire resource table is sent at regular intervals, it is passible
to check all available resources: The root resource table includes resource name, platform
name,|device ID, device type, IP address, and resource path. The local resource table includes
resourgce name, platform name, device ID, device type, IP address, original path, and converted
path. Root and local mdpping tables include platform name, device ID, device type, IP address,
and regource path format.
5.24 Sequence and algorithms
Each IpT platform contains registered resource metadata. Figure 5 a) represents how thg local
loT RNS'sends the resource metadata (i.e. platform name, device type, device ID, IP address,
and O .3;na: path) tU thc |UUt :UT le‘ls Vvhcll Mnmoevy TOOoOUUTUU O ATo |UH;QtU|Ud- Thv IUUt :Ur RNS

stores and manages the registered resource metadata of all connected loT platforms and
employs default or arbitrary values for any missing parameter when mapping the metadata by
data type.
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2) Sends resource metadata and resource list

3) Stores the resource metadata and resRc?L?rtce R%)[EJISOT Root loT resRoot?rtce 3) Deletes the resource metadata and
resource list in root resource table table RNS table resource list in root resource table

2) Requests to delete the resource metadata

of the registered resource in root resource table
1) Stores th tadata | [Resource| | ORILT LogaldleT | [Resource |
) Stores the resource metadata Teadas RNS metadata | 1) Deletes the resource metadata
e ,\«\ ) \\‘
adds ; \ . “,' Deleted
ﬁ E * BTy % % * BTy
ser New resource
IEC IEC
a) Registration of resource b) Deletion of resource
Figure 5 — Resource registration and deletion of loT RNS
Figure|5 b) represents how the local loT RNS manages the deleted-resource. IoT RNS ¢hecks
the avpilability of the resources regularly by confirming whether the connection is temporarily
disconnected or not. The local IoT RNS requests related metadata to be deleted from the root

loT R

NS resource table when existing resources disconnect,

Figure|6 represents an illustrative example of converting.the resource path in the local loT RNS.

The ropt loT RNS manages and updates newly registered and deleted resource metadatd. Then,
it sendls the updated resource table to all connectedocal loT RNSs. The local IoT RNS cdnverts
and miaps the resource path from the root IoT,RNS into the resource-request formaf of its
corresponding platform.
1)Manages the root resource table
(registration and deletion)
R%OIEIISOT 3) Conyerts'the resource path using local mapping table
Root A Start
resource ’,‘
table 1." Updated root
/ resource table
ase ! v
‘ egisters thg}
2) $ends the updated réotyresource aey resouree o
table to each local.loT RNS : mapping table
:’ Converts and maps
R Ve N the resource path
Local loT
RNS
Deletes the Stores the resource L
Local | disconnected resource metadata and | Uses origirfal path ‘
resource i
bl ot Lo
,""—/’,‘/' ‘ Updates the local
: ' ’ ' resource table
Ppr -
Tewdtn) | | oy e CITTTTIe
\_| loT platform 1 |/ \l loT platform N l/
End
IEC

Figure 6 — Discovery service and path conversion in the local loT RNS

The conversion algorithm is as follows:

a) Inputs the updated resource table from the root loT RNS.

b) C

hecks if the resource is newly updated.

1) If the resource has disconnected: deletes the related metadata.
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2) If the resource is newly registered: checks if it is a local platform.
i) Ifitis alocal platform, uses the original resource path.

ii) If it is another IoT platform, converts the resource path using the resource-request
format in the local mapping table and stores it in the resource table.

c) Updates the resource table.
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Annex A
(informative)

Resource identifier format of various loT platforms

A.1 Overview

This document compares and analyses the resource ID formats of the five 10T platforms in
Annex A. Table A.1 represents each loT platform's device ID and resource-request format. The
resource ID format of each platform is analysed below.

Table A.1 — Comparison of five loT platforms’ resource ID formats

Device ID format
Platfofm’ Type
Resource-Request format
[OID(Higher Arc)].[ManufacturerID].[DeviceTypelD].[DeviceSetialNo]
oneM2M OID based
(HTTP) [Server_IP_address]/[CSEBase_name]/[cse_namg]{n}/[ae_name]/[cnt| name]
Gs1 [GS1 OID({2.51})].[Identification Keys(1)].[ID Key Type],
OID based [GS1prefix].[CompanyNo].[ReferenceNo].[Serial/ExténsionNo]
Ofiot (HTTP) urn:epc:id:[ID Key Type]:[GS1 ID Keyj
IBM d:[orgID]:[deviceType]:[devicelD]
Watso Client ID
loT (HTTP) GET /devicel/types/[typeld]/devices/[deviceld]/state/[logicallnterfaceld]
OCF Resource [di], rt:oic.wk.d, oic.d.[*]
Type,
loTivity Device ID (coap)://[IP_address]/[URL ‘path]
Entity Type, No specific restrictiofi’except some characters (e.g. <, >, etc.)
FIWARE
Entity ID (HTTP) [ip address]: [port]/v2/entities/[id] or [type]
T Any proprietary technology listed in this.table is for the convenience of the user of this document and dpes not
constitute an endorsement by IEC and ISO.
A further resource ID format, which is not linked or limited to a specific loT platform| is an
Identif|cation Link [7]¢
A.2 |oneM2M
The onelM2M standard uses object identifiers (OIDs) to identify devices. The OIDs are|object
identifhmmmmmw&bmmmmw ' ifi i 1) and

jointly developed by IEC, ISO and ITU-T, as shown in Figure A.1.
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Root arc Root arc
First arc 0 (ITU-T) 1 (ISO) 2 (joint ISO/IEC/ITU-T)
Second arc 1 2 40 1 2 40 1 27 40
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Tirdare 780 310 t
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The re
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an apIIication dedicated node (ADN). Except for the ADN, every other node has a cg
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infrast
reques

EXAMP
format i

Currer

Figure A.1 — International OID tree

ernational OID tree is referred to as the higher arc and is used as a-prefix for the
neM2M. As depicted in Figure A.2, the higher arc is followed by "x", "y", "z", wher¢

vice manufacturer, "y" is the device type, and "z" is the device'serial number.

ts of an infrastructure node (IN), middle node (MN), application service node (ASN

entity (CSE). The CSE has a resource strucfure with a tree format. In the on
ructure, each resource has a resource ID andresource name. The latter two are y
t resources.

LE In order to request the ASN-AE with a specific resource ID 006 and resource name dev02, {
5 "server01/gateway01/asn01/dev02".
tly, the oneM2M standard does. not use the device ID when it requests resources
(Higher arc) (9) v) @ (a)
M2M device Manufacturer Model Serial No Expanded
indication 1D ID ID ID ID

IEC

Figure A.2 — oneM2M standard object identifiers

[EC

device

b "X" is

source structure of oneM2M is provided in [8] and is shown in Figure A.3. This stjucture

), and
mmon
eM2M
sed to

he path
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/— Resource structure \ /— Example
resourcelD="000"
Infrastructure node (IN) <CSE-base> | resourceName="server01”

CSE-ID="/IN-CSE-001"

IN-AE resourcelD="002"
H <container> resourceName="gateway01”

IN-CSE CSE-ID="/MN-CSE-001"

resourcelD="003"

| <container> resourceName="asn01”
CSE-ID="/ASN-CSE-001"

Middle node (MN) L

L 1 / resourcelD="004
<contentlnstance> | resourceName="adn01”
CSE-ID="/ADN-AE-001"

Application service

node (ASN) resourcelD="005"
L{<contentlnstance> | resourceName='dév03”

hpplication dedicated CSE-ID="/MN-AEX001”

node (ADN)
resourcelD="001"

ADN-AE ASN-CSE L| <contentinstance>| resourceName=;devQ1"

J CSE ID="/IN-AE-001"
AN

resourcelD="006"
MN-AE <contentinstance>| resourceName="dev02"
CSE-ID="/ASN-AE-001"
1 MN-CSE

~

A3

GS1u
based
GS10

assignled to GS1 is {2.51}. The first arc (2) contains the organization or institution coqg

repres
{2.51}

GS1 t¢chnical data (4) as child nodes. GS1 ID keys (1) are used as device IDs in the

where
in Tab
item n
identif

Figure A.3 — oneM2M resource structure

GS1 Oliot

ses the resource ID structure provided in [9}~and the Oliot project is being devel
on this structure. The overall specificationsiof the Oliot project are provided in [10]

IEC

oped
. The

liot uses an OID-based ID key (namely.the’GS1) to identify devices and events. The OID

ents a joint project between ITU-T and ISO. The second arc (51) represents the
is followed by GS1 ID keys (1), GS8¥'supplementary data (2), GS1 business data (3)

e that

GS1.
, and
GS1,

the OID is {2.51.1}. The child nodes of {2.51.1} can have 10 key types, which are shown

Imber (GTIN) and seridl shipping container code (SSCC). The GS1 ID key types
ed by the field or application of the device. Individual devices can be identified t

e A.2. GS1 ID keys have xarious types depending on their uses, such as the globj‘ltrade

an be
rough

additignal values. These ‘G681 ID key values include the company prefix, serial number, gtc., as
shown|in Figure A.4.
Table A.2 — GS1 identification key type
oiD ID Key Type Name

2.51.1.1 GTIN global trade item number

Z5T.1.2 SSCC Serial shipping container code

2.51.1.3 GLN global location number

2.51.1.4 GRAI global returnable asset identifier

2.51.1.5 GIAI global individual asset identifier

2.51.1.6 GDTI global document type identifier

2.51.1.7 GSRN global service relation number

2.51.1.8 GSIN global shipment identification number

2.51.1.9 GINC global identification number for consignment

2.51.1.10 GCN global coupon number

2.51.1.11 CPID component/part identifier

2.51.1.12 GMN global model number
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Product identifier (GTIN) f
Code system™: 2.51.1.1

J

Value: 08699536160085

Figure A.4 — GS1 ID key value

> GS1 IAD Key
f Company prefix
\
XX(X)* XXX(X;* XXXXX(X)*F XXXXXXXXX(X)*
\ L ) ( ) |
GS1 prefix Compalny No. Refere:me No. Serial/ext;nsion No.

IEC

GS1 (liot uses the electronic product code information services (EPCIS) to store and'manage
devicels and resources in an event format. In order to identify and request these~devices and
resourges, the following ID format is used: "urn:epc:id:sgtin:[GS1 ID key]". This format cqntains

the tyge and value of the GS1 ID key.

A.4 |(IBM Watson loT

The 1D of the IBM Watson loT identifies individual devices with unigue client IDs. The typges and
structyres of client IDs used by Watson loT are provided in [N]/ The client IDs are forpnatted
by the|client type. The client type is divided into applicatiop,\expandable application, device,
and gqteway. The format of each client ID is shown in Table A.3. The client ID used to igdentify
each device has the following format: "d:[orglID]:[deviceType]:[devicelD]". In this format, "lorgID"
is the yiser's own organization ID. In order to register the device on the IBM Watson IoT platform,
the user needs his or her own organization. IBM jprovides the "orgID" when the user registers

his or [her own account. Generally, IBM assigns, a random six digit-long string to every

user.

The d@gscription of "deviceType" and "devicelPis shown in Table A.4. The "deviceTypel is the

type of model of the device. The "devicelD"is'the serial number of the device.
Table A.3 —Type of Watson loT client ID
Client type ID format
Application a:[orglID]:[appID]
Expanded application A:[orglD]:[appID]
Device d:[orgID]:[deviceType]:[devicelD]
Gateway, g:[orgID]:[typelD]:[devicelD]
Table A.4 — Request identifier parameter
Rarameter Description
typelD The device type identifier.
devicelD The device identifier.
logicallnterfacedID or alias The identifier created for the logical interface or the user-specified alias name.
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A.5 OCF loTivity

The resource structure and format of OCF loTivity are provided in reference [12]. The OCF
loTivity identifies all resources, including the device, resource, etc., with the value of the
resource type (rt). Among them, the device is identified by using the "rt" and an additional value
referred to as the device identifier (di). The "rt" value can have the format "oic.wk.d" or "oic.d.[*]".
The "oic.d.[*]" represents the specified device attribute. Currently, the "rt" value is assigned the
device type of the field for smart home applications and health care applications. The resource
request format used by the OCF loTivity is as follows: "coap://[IP_address]/[URL path]". In this
format, the "di" value is used for the URL path. The "di" value uses the universally unique
identifier (UUID) and has 36 characters.

A.6 |FIWARE

The resource structure and format of FIWARE are provided in [13]. The deviege D of FIWARE
is baspd on NGSI standard. FIWARE uses "entity id" and "entity type" toidentify a specific
entity.|These entities also include each device connected to FIWARE, and-the device |[D and
devicel type that identify each device can be set to "entity id" and "entity, type". "Entity ig" and
"entity|type" can be set freely by the user at the time of creation. Thefg iS no specific resfriction
on the| format, but it is important that "entity id" is unique within-the APl and some elgments
(i.e. <|>,",", =, (,)) are forbidden. The resource request format-of FIWARE is different from
each IpT agent. The IoT agent is a component that mediates between a set of deviceq using
their gwn native protocols and an NGSI-compliant data and)service source. In FIWARE, the
intellqence data advanced solution (IDAS) generic enabler (GE) offers a wide range |of loT

agentq making it easier to interface with devices using/the’most widely used loT protocols (e.qg.,
lightwgight M2M (LWM2M) over constrained application protocol (CoAP), JavaScript |object
notatign (JSON), UltraLight over HTTP/MQTT, or OPC unified architecture (OPC-UA)) as shown
in Figyre A.5.

OMA-NGSI REST API
(interface of déveloper)

|

| FIWARE NGSI context broker |

f \ 1
/Backend / / \ \ Provision/config | 0T agent ADMIN
device manager REST API
management i
A 2
loT loT loT
agent agent agent
\ uUL2.0 JSON LWM2M
T T 1T (interface of devices)
uUL2.0 JSON OMA
over over LWM2M
HTTP HTTP over
or or IETF
MQTT MQTT CoAP

IEC
Figure A.5 — FIWARE loT device management architecture based on loT agents

This document analyses the NGSI-based HTTP resource request format. The HTTP request
format of FIWARE is [ip address]: [port] / v2 / entities / [ID] or [type]. "lp address" is the IP of
the device receiving the request, and FIWARE Orion uses port number 1026. "ID" is the
identifier of the entity, and the attribution value is added to the format when users get or update
the specific state information of the entity. The format for getting or updating specific status
information is [ip address]: [port] / v2 / entities / [ID] or [type] / attrs / [attrsName].
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A.7 Identification Link

An Identification Link is a globally unique identification of physical objects which also constitutes
a link to its related digital information. The Identification Link is machine-readable and is
attached to the physical object in a 2D symbol or NFC tag. The pure data part is the
Identification Link string. When an l|dentification Link string is encoded in a 2D symbol, this
symbol is marked with an lIdentification Link frame. Similarly, when an Identification Link is
encoded in an NFC tag, the emblem of this NFC tag is marked with an Identification Link frame.
The ldentification Link frame is a reserved graphical symbol in IEC 60617 [14]. Figure A.6 shows
an example of an Identification Link with a QR-Code in an Identification Link frame, marked with
an ldentification Link frame when encoded in a data carrier. The ldentification Link string has
the dataformat of 3 link (IIRI )

Figure A.6 — Example of Identification Link with QR-Code in Identification Link frame

Figure| A.7 shows an RFID emblem with an ldentification Link frame. The charactefs and
combinations of allowed characters are restricted to'exclude unintended altering of the| string
during| URL processing. ldentification Links do_hot require any specific logic or resplvers.
HoweVer, they can be used as unique identification and link to related digital data, sdich as
documents or digital twin, without any specific resolvers or logic. Combining thede two
functidnalities in one code and symbol piakes it possible to reduce ambiguities and|space
requirgments, especially on type plates.and in the various processes requiring identification or
linking|. Identification Links are a suited)ID for assets in loT systems, e.g. in the context of|digital
nameplates as a submodel in IEC~61360-4 (Common Data Dictionary and Asset Adminisitration
Shells). Adding the prefix "ilstring:* to an Identification Link string makes it possible to generate
a relatpd Secure Device ldentifier that conforms to IEEE 802.1AR [15].

o)

RFID

IEC

Figure A.7 — Example of RFID emblem with Identification Link frame
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Annex B
(informative)

Resource interoperability scenario and implementation examples
between heterogeneous loT platforms in a smart city

B.1 Overview

This document describes an example of adopting the loT RNS for resource identifier
interoperability among heterogeneous |oT platforms in a smart city. Figure B.1 represents the
assumled smart city scenario. A smart city is an urban area that provides the information to

efficieptly manage assets and resources using various electronic data collection sensorg.

Drone 1 <~
°
Alp 1

/ Request detecting abnormal behaviour to the nearest loT device

Resource list o .‘m'
1. Abmormal behaviour detection w = Smart car
2. Capturing drone images V4 /
3. Chgcking smart car location
_/_User

IEC

Figure B.1 — loT RNS" interoperability scenario in a smart city

Smart|cities connect various“resources within the city through a network and optimize city
operatjons by introducing leT; artificial intelligence, and big data technologies. This scerlario is
for requesting resources,"among devices on heterogeneous platforms in a smart city. This
scenatio is a limited smart city environment, which considers only five loT platfornis (i.e.
oneM3M, GS1 Oliot;. IBM Watson loT, OCF loTivity, and FIWARE) and five hardware device
types [i.e. drones,CCTVs, smart buildings, cars, and phones). In this scenario, the rqot loT
RNS i$ assumed to be managed by a trusted organization such as a trusted third party (TTP),

communicate with the root loT RNS. In a smart city, the number of resources in a specifidrange

can b

incIud}wg thecgovernment. The local loT RNS is modularized in each platform or gateway to

htge due to the nature of resource mobility, and the root loT RNS can be satfjurated

accordingly. Therefore, this document assumed that the root loT RNS, which manages all
resource lists and metadata, has high computing power. In addition, all loT platforms are
connected to the root lIoT RNS and share the list of available resources in advance. A detailed
description of the scenario is as follows.

A user checks the available resources using the oneM2M's smartphone application. At this
time, interworking between the user 10T platform (i.e. oneM2M) and the nearest |oT device
platform (i.e. FIWARE) is enabled.

After the user selects the resource (i.e. Abnormal behaviour detection), the resource request
is sent to the nearest loT device (i.e. CCTV 1).

The resource request is shared with other loT devices (e.g. CCTVs and drones operated on
other loT platforms) without requiring human intervention.

Every loT device that detects abnormal activity sends the results to the user.

Results can also be sent to other smart objects (e.g. smart cars) if necessary.
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This document presents a scenario-based sequence diagram of an example that converts the
resource path among heterogeneous loT platforms, as shown in Figure B.2. It represents the

sequence in which a new device is registered in the FIWARE platform, and the resourc
for this device is converted and used by other IoT platforms.

e path

loT
cev  device

(& loT platform 1 I, Root
Fl (local loT RNS 1) !3‘ loT RNS

. .. loT platform 2 one. loT platform 3 User
ITVILY (1 ocal loT RNS 2) | ‘N’M (local loT RNS 3) | \&)Iaﬁorm 3)

0000000

1. 10T device is registered
on loT platform 1 by the
owner or administration.

2. Local IoT RNS 1 sends the
newly registered resource
metadata to the root loT RNS. 3. Root 0T RNS stores

metadata in the

resource table

Resource registration

ParJ 4. Root loT RNS sends the updated resource table to
1< the local IoT RNS in each loT platform.
4. - (a)

40

4.-(0)

par )| 5. When the other platform’s resource is updated,
each |oT platform converts the resource path
5.-(a) depending on their platform format.

5.-(b)

Discovery service and path conversion

“ 6. Requests discovery service.

7. Available resource list.

8. Requests the resource and
input the data value using
the client user interface.

9. Requests the resource using the original path mapped the converted path incldding inputted data.

Service request
.

Figure B.2 — Scenario-based . sequence diagram that converts
the resource path among heterogeneous loT platforms

Firstly] a new loT device (i.e. CCTV) is registered on the FIWARE platform by the device

IEC

owner

or adnpinistrator. The local loT RNS*modularized in the FIWARE server sends the metagata of

newly [registered CCTV (e.g. device ID, IP, platform, etc.) to the root IoT RNS. Then, th
loT RNS stores the metadataof'the newly registered device in the resource table and
the ngqwly added metadata-to"the local 10T RNS modularized to each loT platform.
differept platforms' resources have been registered, local loT RNSs modularized in loTivi
oneMZM server converts)and stores the resource path according to the ID format used
own platform. When ‘aJuser with a oneM2M device checks the available list using dis
servicg¢ and requests ‘another platform resource, the user's device requests a resourceg
the copverted path. Then, the local loT RNS modularized in the oneM2M server can r
the regource Using the original path mapped to the request. This sequence diagram is g
into threecstages (i.e. resource registration, discovery service and path conversio
resourgelrequest).
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B.2 Resource registration and deletion

The FIWARE server sends the newly registered resource metadata to the root loT

RNS,

including resource name, platform type, device type, device ID, IP address, and original
resource path, which is stored in the root loT RNS's resource table as shown in Figure B.3.
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