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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that
are members of ISO or IEC participate in the development of International Standards through
technical committees established by the respective organization to deal with particular fields of
technical activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other
international organizations, governmental and non-governmental, in liaison with ISO and IEC, also
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Introduction

0.1 General

The purpose of this document is to assist city chief information officers (CI0) and other stakeholders in
planning and implementing a smart city. It comprises the following three parts:

— Part 1: Smart city business process framework

— Part 2: Smart city knowledge management framework

— el 1 el —t : : £ 1
- dI'U O (LIS UOCUIIICIIL). OIIIdI' U LILY CIHZSIICCT IS TT dIIICTVWUL K

Each [of the three parts is aimed at a different role or viewpoint within the city and thus/sdparate focus
needs to be maintained. The "separation of concerns"” is a principle for the development ¢f a city as it
uses [CT to deliver the vision and objectives for the city. The value of using the separatior of concerns
is to $implify development and maintenance of the architecture as the city both’develops|and delivers
impr¢ved outcomes for the city stakeholders.

Figune 1 shows the components of the smart city ICT referencé framework, which consist of
5 corhponents: stakeholders, vision and outcomes, the business proeess framework, the knowledge
mandgement framework, and the engineering framework. Whilé\stakeholders, vision arld outcomes,
and the engineering framework are described in this document, the business process framework and
knowledge management framework are described in ISO/IEC 30145-1:—1) and ISO/IEC $0145-2:—2),
respdctively.

1) Under preparation. Stage at the time of publication: ISO/IEC DIS 30145-1:2020.
2) Under preparation. Stage at the time of publication: ISO/IEC DIS 30145-2:2020.
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0.3 Vision and out€§1‘es

Figure 1 — Sma@city ICT reference framework

S

rtcity ICT reference framework are businesses, citizens, goverrment
ent organizations. This stakeholder list is not exhaustive but d¢fines
rt city and the user for the smart city ICT reference framework.

served by th

aking a city smart is a result of a shared vision and a set of agreed outcomes|from
eholders. The vision and outcomes of the smart city ICT reference framework are

well-being, t

_— AR PN : h] 1 - £ - 1 21 111 :
dlISPdICIICy, SUSLAIIIdDIIILY, TLUHUIIIC UCVEIUPIICIIL, TITICITIIC Y dITU TCSIICIICE, LUIIADUI ation

and innovation. This vision and outcomes list is not exhaustive but defines the key vision and outcomes
of a smart city. The smart city ICT reference framework articulates a vision that the smart city will be
transparent in the delivery of city services which meet city sustainability ambitions. This vision uses
collaboration and innovation approaches to deliver desired city outcomes. City outcomes are expected
to improve efficiency and resilience of city services and promote economic development activities
which enhance the well-being of citizens.

vi
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Information technology — Smart City ICT reference
framework —

Part 3:
Smart city engineering framework

1 Scope

This document describes a framework, structured in layers of ICT technologies, eSsentjal for smart
citied operation. This framework also provides the mapping of the ICT technigties to various system
entities in order to support the smart city’s business, knowledge management)and operatipnal systems
from|the engineering perspective.

2 ormative references

Ther¢ are no normative references in this document.

3 Terms and definitions
For the purposes of this document, the following terms and definitions apply.
ISO apd [EC maintain terminological databases{for use in standardization at the following addresses:

— IFO Online browsing platform: available at https://www.iso.org/obp

]

EC Electropedia: available at http://www.electropedia.org/

3.1 |General terms

3.1.1
data
symMbols and signals;that represent properties of objects, persons, events and their environment

Note ] to entry: In'the English language the term “data” is generally used as a plural noun. For use in the singular,
the tefm “dataiteém” is sometimes used.

3.1.2
inforimation

struckared-data{3-11 tha

Note 1 to entry: Information is data that have been shaped into a form that is meaningful and useful to
human beings.

3.1.3
positioning system
system of instrumental and computational components for determining position

EXAMPLE Inertial, integrated, linear, optical and satellite positioning systems.

[SOURCE: ISO 19116:2019, 3.24]
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positional accuracy

closeness of coordinate value to the true or accepted value in a specified reference system

Note 1 to entry: The phrase “absolute accuracy” is sometimes used for this concept to distinguish it from relative
positional accuracy. Where the true coordinate value may not be perfectly known, accuracy is normally tested by
comparison to available values that can best be accepted as true.

[SOURCE: ISO 19116:2019, 3.22]

3.1.5

heterogeneous computing

system that ises more than one kind of processor or cores

3.1.6

heterogenepus computing resources

combination| of hardware and software that can support heterogeneous computing (3.1%.5)

3.1.7

data integration

process of ‘%mbining data (3.1.1) residing in different sources and providing users with a unified
view of the

3.2 Abbr¢viated terms

WGS84 world geodetic system

GPS global positioning system

GLONASS global navigation satellite system

PZ-90 parametry zemli 1990 goda

4 Smart ity engineering framework

4.1 Introduction

This documént gives descriptions of a Smart city from an engineering perspective. It consists of two
parts, the horizontal engineering layers and the vertical systems. For each of the business prodesses
defined and| categorized tin"1SO/IEC 30145-1, a city uses the knowledge defined by the knowfledge
managemenf framework:in ISO/IEC 30145-2. Additionally, the knowledge defined by the knowfledge
managemen{ framework in ISO/IEC 30145-2 is used to understand how the engineering framewprk is
implemented. Thefunction of the horizontal layers is to provide a clear mapping of different technliques
and componentssneeded for smart city business processes. The function of the vertical systemq is to
guarantee the'consistency of the technical implementation of a smart city.

4.2 Overview of the smart city engineering framework

Figure 2 shows the smart city engineering framework from the ICT perspective. The framework consists
of 5 horizontal layers and 5 vertical cross layer systems with 4 types of smart city stake holders. The
five layers are data acquisition layer, network communication layer, computing and storage layer, data
and services supporting layer and smart application layer; whereas the five systems are security and
privacy protection system, construction system, operation and maintenance system, identification
system and positioning system. In addition, the four types of city users are citizens, enterprises,
governmental entities and non-governmental entities. The five layers and five systems are introduced
in detail in 4.3 to 4.12 respectively.
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The data acquisition layer provides the capability to sense the world and take actions. The network
communication layer consists of Internet, the telephone network, the cable television network and
their convergence. The computing and storage layer includes resources for computing, data storage
and foundation software. The data and services supporting layer fuses the data capture capability,
communication capability, data storage capability and computing capability into data management
and service management capability. The smart application layer offers smart applications and their
integrations across industries and domains with support from the layers underneath. The security
and privacy protection system addresses the security requirements of a smart city. The operation
and maintenance system addresses the ability of a smart city to operate and maintain its IT services.
The construction system addresses the ability of a smart city to transit its IT services into sustainable
operations for design, planning, construction, maintenance and other aspects of smart city needs. The
identffication system provides all layers of the engineering framework with identificatjon services.

The positioning system is one of the basic systems in a smart city providing inertial, integfated, linear,
opticpl and satellite positioning services.
Enginjeering framework (ISO 30145-Part 3)
Smal t smart smart smart smart smart smart
f“%‘; cation government transportation education healthcare home campus
£
2 =
Service i isition & service . - service 2 8
e on service acquisition | | e || service mtegratmnll heage | 5 3
Datg & S £ g g E
servlces — - - — — =) 3 3 g S
ISUPF orting Data integration datz acgeulsg‘l)onn & data Totségsrsaitrign & ”mtelllg:rr:;le rsxilénmgﬂ data n;{a,:?g:tx;nc&;nt & % % E g Z
aye = = 3 = «
| fundamental | | shared exchangeable ” application Internet & £ g S %n
Data sources data data domain data data o S E 5] e
> = = =
= % £} k= 7
Computing & storage layer | computing resource | | storage resource | | software esource | ;‘ § _E —°§ £
— z I
g‘;}z ork communication | public networks | | private netwrks | | ‘é §
3
12}
Dataacquisition layer | sensor data acquisition | | human dataacquisition | |
Figure 2 — Smartcity engineering framework
From| the six-domain IoT Reference Model (RM) and Reference Architecture (RA) in ISO/IHC 30141, the

entities in the smart city engineerinig-framework, which is a layer-based framework, show in Figure 2,
can be mapped as shown in Table'1:

Table 1 — Mapping of the layers and entities in the smart city engineering framework to the six
domains of ISO/IEC 30141 IoT RA
ISQ/IEC 30141 IoT'\RA Smart City Engineering Framework
Domain Layer Sub-layer Entitigs
— Not specified |n the
Engineering Framework;
but in takeholfers. They
are:
stakeholders — business entities;
. (not identified within the .
User Domain (UD) Engineering NA —  citizens;
Framework)
— government
organizations; and
— non-government
organizations
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Table 1 (continued)

ISO/IEC 30141 IoT RA Smart City Engineering Framework
Domain Layer Sub-layer Entities

— service management

. . service integration — service integration
Operation & Management |data & services

Domain (OMD) supporting layer — service usage

— data management &

data integration
governance

— smart government
— smart transportation
— smart education
smart application layer |N/A
— smartyhealthcare

— smabthome

—smart campus

Appligation & Service service inteeration -+ service acquisition &
Domain (ASQ) & aggregation
data & services — data integration &
supporting layer processing

data integrdtion
— intelligent mining &
analysis

— computing resource

computing & storage

layer N/A — storage resource

— software resource

— fundamental data

data & services — shared exchangeable ¢lata

. data resources
supportinglayer

— application domain dqta

Resource Acdess &
Interchange Pomain (RAID) — Internet data

— computing resource

computing & storage

layer N/A — storage resource
— software resource
Sensing & Conttoelling data & services data integration — data acquisition &
Domain (SC ) cnppnrting]:\ynr ata egratio integration

— physical entities in each
application domain,
e.g., transportation,
healthcare, etc.

smart application layer

Physical Entity Domain
(PED)

— physical entities being
monitored for data
acquisition

data & services data acquisition &
supporting layer aggregation

4.3 Security and privacy protection system

The security and privacy protection system addresses security requirements such as confidentiality,
integrity and availability. It provides authentication, authorization, non-repudiation, user and role
identity management, integrity, audit, security monitoring, incident response and security policy

4 © ISO/IEC 2020 - All rights reserved
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management. This system is applicable to the design, planning, construction, maintenance and other
aspects of the ICT systems of a smart city. This includes protecting the confidentiality and rights of

indiv

4.4

idual citizens!2l.

Construction system

The construction system provides the capabilities of design, planning, construction maintenance and
other aspects of a smart city.

4.5

Operation and maintenance system

4.5.1

The
servi

General

peration and maintenance system provides an overall plan for the operation,and
Ces capabilities; provides necessary resources to implement operation and mainten

capabilities, management and services content; ensures the quality of delivery to meet

agree
of op|
ICT s

ment requirements; carries out supervision, measurement, analysis, evaluation and i
eration and maintenance service results and service delivery processes. Existing s
brvice operation and maintenance, such as the ISO/IEC 20000 seriés, can be used by

Planning
ing includes the following aspects:

lanning operation and maintenance service objécts and requirements according to
pcation and capacity, and forming a service catalogue;

stablishing the appropriate organizationtal structure and management system f
ervice catalogue;

mplementing operation and maintenance team, processes, and goals, carry ou
esources, technology and process planning, and establishing adapted assessment m
ervice support system;

lanning to manage, review and improve the quality of service, and establish interna
valuation mechanisms.

Implementation
mentatiogincludes the following aspects:

evelopihg an overall
mplementation plan;

implementation plan, and performing according to

uses 4.5.2 to 4.5.5 summarize that approach to service operation and maintenanceldl.

maintenance
Ance service
service level
mprovement
tandards for
A smart city.

—

the business

llowing the

[ personnel,
bthods and a

| review and

the overall

establishing a communication and coordination mechanism with demand-side;

documentation results can be evaluated and measured;

creating appropriate documentation to ensure the traceability of implementation; ensuring

constructing an operation and maintenance centre responsible for implementing system

monitoring, operation command, maintenance, equipment management, service response and
other functions;

Subcl
4.5.2
Plang
1.
1
2. e
S
3. i
Iy
S
4. ¢
e
4.5.3
Implé
1. d
i
2.
3.
4,
5.

creating the ability to monitor the operational state of hardware, control systems, applications from

the data acquisition layer, the network communication layer, the computing and storage layer, the
data and services supporting layer, the smart application layer, and responding in a timely manner.
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4.5.4 Check

Check includes the following aspects:

1.
2.

Implementation;

4.5.5

carrying out assessments based on the indicators illustrated in ISO/IEC 30146.

periodic reviewing of Planning and Implementation to ensure their suitability and effectiveness;

investigating customer satisfaction, and statistically analysing the results of Planning and

Improvemert is the ability to continuously improve operation and maintenance services. Improve
includes thelfollowing aspects:

1.

2.
check-i

4.6 Ident

The identifid
The identifid
layer of the

by positioni
Geodetic Sy
unique iden
identify a pe
from multip
accuracy. Th
and docume

4.7 Positioning system

The positior
of things. M
provide a pg
vehicles, etc
spatial refer
reference fr:
of which are
can simply s
use it. The l¢

Improvement

establishing an improvement mechanism;

analysing planning, implementation and checking triggers the loop of planning- implementj

provement.

fication system

ation system provides all layers of the engineering framework with identification ser

ment

ition-

vices.
each

ation services provide unique identifiers for people, plages, events, etc. as required by
framework. At the lowest level of the engineeringffamework, identification is facil
hg systems that are based on a common i.e. “shared” reference framework, e.g.,

tated
orld

stem (WGS84)[18], Identification of people can be as simple as country or city splecific
ifiers (e.g., citizen ID), or as complicated ‘@s’using biometric recognition technology to
rson with some degree of accuracy, or evenymore complex where fragmentary infornjation
e sources is combined/fused to hypothesize identify with perhaps an even lower degtee of

e assignment of unique identifiers by identification system applies also to events, p
nts.

ing system ensures that'all other systems have a common idea of the spatial po
hny of these positiohing services will be operated outside the city architecture an
sitioning service/into various components of the city - sensors, applications, autono

For consistency) across the city, it is important that all the positioning uses a cor
bnce system,.as'described in ISO 19111. Often, this is a national or international (geo
ymework. Examples include WGS84 (used by GPS) and PZ-90[17] (used by GLONASS)
realizations of the International Terrestrial Reference Framework[14]. In many cases,
electa'single international or national reference system and ensure that all other sys

aces,

sition

will

ous
hmon
Hetic)
both
a city
tems
ation

velof positional accuracy requ1red depends on the use to which the p051t10nal inform
Tl 1axzal albla damandc ot oo 1o A i Ao

will be put.

£ o an—tha apxal)
I'IIC ICV Ul Ul Clb\/ul Cl\/)’ a\,ul\,vaulb ubybuuo ULl UIl UIIv bblull.}lllblll, LOyOLblll) uo\,u Cll

spatial reference system and supporting technology.

4.8 Data acquisition layer

4.8.1 General

the

The data acquisition layer provides the capability to sense the world and take actions. The core of the
data acquisition layer is IoT technique. This layer provides several basic capabilities of a smart city such
as sensor data acquisition and human data acquisition.

© ISO/IEC 2020 - All rights re
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4.8.2 Sensor data acquisition

4.8.2.1 General

The capability leverages electronic devices such as sensor, RFID and camera, etc. to identify and
collect information from the infrastructures, environment, buildings, etc., then to perform situation
monitoring and controlling.

Sensor data acquisition includes two categories of equipment, sensing equipment and actuating
equipment.

4.8.212 Sensing equipment

4.8.2|2.1 General

Sensing equipment is classified by capabilities and functions. Categories of sensing equipm
in Table 2.

4.8.2|2.2 General function

The general functions of sensing equipment are as follow:

4.8.2|2:3” Identification recognition equipment

Table 2 — Categories of sensing equipment

bnt are listed

No. Category of sensing equipment

Identification recognition equipmeént

Geolocation sensing equipment

Image sensing equipment

Environment sensing équipment

Security sensing eqiiipment

N| O (DH | W IN| -

Facility sensing @quipment

Sensing equipment is the equipment through which a smart city can acquire differ

nd collection can bepérformed.

ent types of

information about a city(based on which overall sensing and identification informatioh acquisition

ensing equipment of a smart city performs identification recognition, information c¢llection and

onitoring. It.ineludes but is not limited to the following: identification recognitior
eolocation~sensing equipment, image sensing equipment, environment sensing
security sehsing equipment, facility sensing equipment and other sensing equipmen
sensing-eqUipment has internet access functions by which it can transmit data to uppet

equipment,
equipment,
. Smart city
level layers.

Identification recognition equipment includes identification recognition tags, sensors, read and write
equipment, etc. The identification recognition equipment includes but is not limited to the following

hin a city.

capabilities:

1. Capable of unified identification encoding of infrastructure, equipment and people wit

2. Capable of unified recognition and management of above identification encoding.

3. The identification recognition tag and sensor support wireless network transmission protocols.
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4.8.2.2.4 Geolocation sensing equipment

Geolocation

1.

sensing equipment meets at least the following two requirements:

technologies, ability to locate the equipment or people’s geolocation.

2. Capable

4.8.2.25 1

Image sensi

1. Capable
2. Capable
4.8.2.2.6
Environmen|
1. Capable
pressur
2. Capable
pollutio
4.8.2.2.7 §

The security
and security
building safeg

4.8.2.2.8
The facility 5

1. Capable

pipe ling

4.8.2.3 Ac

The actuatiy
city infrastr
and users fo

Kacility sensing equipment

of real time or non-real time tracking of above sensed geolocation.

mage sensing equipment

of sensing appearance and motion factors of objects,

of capturing video image and digital encoding.

nvironment sensing equipment
sensing equipment meets at least the following two requirements:

of sensing and collecting environmental information such™as temperature, hun
e, wind force, wind direction, precipitation, etc.

of sensing and collecting environmental pollution ihformation such as PM2.5,
1 emissions, etc.

ecurity sensing equipment

sensing equipment has the ability to senge and collect information relevant to city §
Relevant fields include but are not limited to the following aspects: density of popul
ty, stream discharge, rainwater depth;density of poisonous gas, gas leakage, fire alarn

ensing equipment meets.atleast the following requirement:

of sensing and collecting infrastructure operation information such as water pipe
s, power supply linesyelevators, machines, etc.

tuating equipment

g equipment is equipment fulfilling the function of management and control of a s
Licture,~environment, equipment and people. It is used by various smart city applica
- which the smart city has the capability of automatic or manual control function bas

Capable of supporting satellite network, mobile communication network, wireless network

idity,

hoise,

afety

htion,
n, etc.

5, gas

mart
tions
ed on

application f

equests. The abilities of smart city actuating equipment include but are not limited {

o the

following:

1.

manual or automatic environment control methods.

using smart city services through sound or light signals.

dehumidifier, window opener, window shutter, and light switch.

city elements through different types of operation.

© ISO/IEC 2020 - All rights re

the environment actuating equipment is capable of unified or partial environment control through

the warning equipment has the ability to send announcement and warning to people managing or

Some examples of actuating equipment are: air filter, air temperature regulator, humidifier,

Other actuating equipment is capable of controlling and managing functions over different smart

served
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4.8.3 Human data acquisition

4.8.3.1 General

Human data acquisition leverages social sensing techniques to identify and collect information from the
citizens to share their location, sentiments, demographics, and health data, then provide personalized
services to them.

When human data is collected from social media, smart city engineering managers take into
consideration the copyright and privacy laws or policies in each country to protect location privacy,
anonymity and pseudonyms. Private information retrieval and privacy-preserved data mining

techrjologtesare atso vatuabte foraddressing 1535ues.

4.8.3]12 Human location data acquisition

Human location data acquisition is capable of collecting human location data~through f§
or gep-tagged (check-in) services to detect citizen request locations and citizen real-tim
density per area relevant to traffic congestion, full/vacancy status of parkihg lots, public tr{
scheduling and disaster evacuation.

4.8.313 Human health data acquisition

martphones
e population
insportation

Human health data acquisition is capable of collecting human-health information such 3s heartbeat,
blood sugar, blood pressure, sleep/wakefulness time, etc using wearable sensors including smart
watches and smartphones to advance human health and.wellness, especially for addressing healthcare
demgnds for aged people.

4.9 |Network communication layer

4.9.1] General

The metwork communication layer consists of Internet, telephone network, cable televidion network

and their convergence (ex. MobiléInternet). The layer provides communication infra

Structure to

smarf cities with a high-capacity; high-bandwidth and high reliable optical networks and metropolitan

wirelless broadband network:

The getwork communication layer connects sensing equipment and the computing and s
The network commurication layer can be divided into public networks and private nety
netwprks can provide services to public users, including internet, telecommunicatio
broadcast networks; etc. IoT and sensing equipment can communicate with smart applicat
publif networks, Public networks include wired networks, wireless networks and backh
netwprks arewired networks or wireless networks organized and deployed according t
purpgse, 6f a certain field. The private networks are used to connect distributed computi
computifig networks, or virtual private networks established based on public network infj

torage layer.
orks. Public
n networks,
ons through
auls. Private
b the special
hg or virtual
astructures.

4.9.2 General functions

The network communication layer meets at least the following five capabilities:

1. It deploys and supports automatic connection and configuration, real time management and
maintenance.

2. Itisreliable and robust. Technologies such as backup, load balancing and redundant design should
be considered to enhance reliability and robustness of the system.

3. It supports remote management of the equipment to simplify the operation and management,

4. It supports the visualization of QoS to realize quick fault location.

© ISO/IEC 2020 - All rights reserved
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renewable energy.

4.10 Computing and storage layer

4.10.1 Gen

eral

It constructs green communication networks from the viewpoints of temperature control and

The computing and storage layer includes resources for computing, data storage and foundation
software. It equips the smart city with a hardware and software platform for building and hosting upper
layer services and applications. The platform leverages resources to address application requirements,

for example

The comput]
resource. Th
guarantee th

4.10.2 Coni

4.10.2.1 Ce

Centralized
to a central
software thg

data management on storage and data processing fhrmlgh computing capabhility

ing and storage layer consists of software resource, computing resource and|st
ese three parts can provide storage, computing and other relevant software fesour
e data demand from the data and services supporting layer and the smart application

puting resource

ntralized computing resource

computing is computing performed at a central location, using'terminals that are att
computer. The Centralized computing resource is theZ¢ombination of hardwarg
t can support centralized computing. Centralized compliting resource supports:

1. high perfformance computing;

2. customifed server design;

3. ondemdnd, virtual computing resource allocation;

4. administration of computing resources by different categories of users;

5. dynami¢ storage and disc expanding to the operating virtual machines.

4.10.2.2 Diktributed computing resource

Distributed | computing is a meodel in which components located on networked comp
communicate and coordinate their actions by passing messages. The distributed computing res

is the combi
computing r

1. Capable
2. Capable
3. Capable
4. Capable

hation of hardware and software that can support distribution computing. A distri
bsource has thefollowing capabilities:

of supporting distributed storage;

of supporting interoperability of heterogeneous computing resources;

brage
fes to
layer.

iched
b and

uters
burce
buted

of'sSupporting data sharing and exchange protocols;

of supporting connection and management of heterogeneous computing resources.

4.10.3 Storage resource

4.10.3.1 Ce

The centraliz

1. Support

2.

10

ntralized storage resource
ed storage resource meets at least the following seven capabilities:

s common storage methods;
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Supports storage and application of structural data, semi-structured data and unstructured data;

served
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4.10.3.2 Distributed storage resource

The distributed storage resource meets at least the following seven capabilities:

1.

v i W N

4.10.3.3 Data integrity and availability

Data [ntegrity and availability meets at least the following six capabilities:

ISO/IEC 30145-3:2020(E)

Supports the operation of command line and graphic interface management. Storage equipment
supports monitor functions;

Supports storage resources management, such as resource creation, expansion, allocation,
scheduling, allocation, etc.;

Supports automatic deployment of storage system, including software installation and
configuration, plug and play, hot plug, etc.;

Supports self-detection and fault isolation without stopping the system;

Supports the access control rules set up based on IP address, user or user group, by which a safe
nd 1solated storage pool can be created.

pports various types of ports and their protocols;

pports automatic deployment and configuration by software;
pports simplified resource configurations according to différent categories of user orfuser groups;
pports symmetry structure;

pports concurrent access in distributed storage-résourced environment and supplorts various
lpad balancing policies based on node polling policy, node connections, node capagity or node
drocessing capabilities (processor, memory or:bandwidth), etc.;

upports dynamic classified storage, hot data migration, and system performance enhfancement;

upports smart load balancing, cross node terminal load balancing, automatic dapacity and
derformance balancing, and enhance cluster resource; supports global buffer to|accuracy of
data access.

upports mainstream operating systems and backup softwares;
pports redundancy of the system to avoid the data loss caused by single node fault;

pports.deployment data redundancy protection policies; supports centralized datd backup and
ultisite data backup and cloud backup;

pports unified data protection and recovery management;

Supports data encryption functions to avoid unauthorized access;

Supports automatic operation of data protection policies, guarantees the data recovery of data
under the condition of system fault.

4.10.4 Software resource

The smart city software resource includes all the basic software that can support the operation of
normal functions of a smart city. The basic software includes but is not limited to operating systems,

© ISO/IEC 2020 - All rights reserved 11
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database, middleware, and resource management software. The software resource has the following

capabilities:

1. Software installed on the servers should be able to support the physical computing resource or

virtual machines and support distributed deployment, cluster and load balancing.

2. It provides modules, tools and environments to support the application research and development,

testing, deployment, operation and monitoring.

3. It supports the unified operation and monitoring of smart city supporting equipment such as

servers, storage, network and security.

4. It suppofts data backup.

4.11 Data and services supporting layer

4.11.1 Gen

bral

The data and services supporting layer is the layer between the smart application layer an
computing ajnd storage layer. It takes critical responsibility. The layer fuses the data capture capa

communicat|

service man

hgement capability which could be consumed by the smart dpplication layer directly.

d the
bility,

ion capability, data storage capability, and computing capabilitydrnto data managemerjt and

The data and services supporting layer consists of three parts: data sources, data integratiop and

service inte
supporting 1

hyer provides a variety of data and services for theZapplications to serve the construct

all kinds of gpplications.

The data sojurces include a variety of information resources in different sectors or fields, sy

fundamenta

resource refers to the information itself or information content, i.e., the processed and supportivg

for decision

making.

Data integrdtion is the capability of integrating and analyzing the data, data acquisition laye
smart applidation layer of different sectors-or fields. It includes four capabilities: data acquisitio

aggregation
governance.

data integration and pregessing, data mining and analysis and data managemen|

Service intdgration contains ‘the basic technical service requirements that support smart

applications

and its typicalecomposition includes at least service aggregation, service manage

service convergence, and service use.

Data sources

meet atniinimum the following three capabilities:

pration. On the base of stressing the data sources/for’smart city, the data and services

jon of

ch as

data, shared exchangeable data, application domain data and Internet data. Information

data

r and
h and
t and

city
ment,

1. Includeq demographic, legal, geo-spatial, macroeconomic and other basic information resourdes;

2. Includes

organizations and other fields;

3. Includes other information sources in cyberspace.
4.11.2 Data integration

4.11.2.1 Data acquisition and aggregation

Data acquisition and aggregation capability includes the following aspects:

1. Provides the capability to discovery, access, transmit, receive, recognize and store different types

of data from sensors, industrial applications and the internet, and so on;

2. Supports structured data, semi-structured data, unstructured data, and other different types of data;

12
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Provides the capability of real-time data transmission and processing;

Provides monitoring and management capabilities for the data acquisition layer.

4.11.2.2 Data integration and processing

Data integration and processing capability includes the following aspects:

1.
2.

4,

-3:2020(E)

Provides extract, transform and load functions for structured data and semi-structured data;

Provides automatic or semi-automatic identification, extraction, tagging and other d
for unstructured data;

igital means

management capabilities and support of local language interface operation.

[t provides semantic harmonization of acquired data into a common language for the ¢

4.11.2.3 Intelligent mining and analysis

Intelligent mining and analysis capability includes the following aspects:

1.
2.

[}iagnostic analysis, predictive analysis, causality analysis, sentiment analysis, etc.

Hrovides a variety of analytical methods and models based on statistical analysis :
learning technologies which have advanced in 2010’s,"Such as deep learning and r¢
learning using neural networks, probabilistic graphical models, and so on. The target

dnalytics include not only sensory data but also multimedia and social data such as t
viideos, sounds, tweets, and so on.

rovides graphical and geographical visualization tools to clarify the chronological
elationships, characteristics, or trends, it the data. Visualization tools present animat
b replicate the chronological transition vividly and also provide graphics and image:
hap to evoke the association betweén the data and the physical entities or citizens’ cq
eal world.

Tl B e e o

4.11.2.4 Data managementand governance

Data

management and gevernance capability includes the following aspects:

Hrovides metadata management capabilities, supports persistent storage of metadg
he creation and maintenance of metadata organization model, and provides update, s
vlersion control and other functions for metadata;

—

law]

rovides data quality management capabilities, supports the definition of data quali
upports data content inspection, cleaning and calibration activities based on data quz

v

Hrovides integration and processing tools or components with the capabilities of molnitoring and

ity.

ind machine
inforcement
materials for
pxts, images,

and special
ion function
on the area
ncern in the

ta, supports
earch query,

Ly rules, and
lity rules;

Provides life-cycle management of data and supports the clear development by users for data

management policies, procedures and activities; manages and controls data creatio
distribution, use and destruction;

n, receiving,

Provides master data management, that is, the management of internal and external codes and

controlled lists.

4.11.3 Service integration

4.11.3.1 Service acquisition and aggregation

Service acquisition and aggregation capability includes the following aspects:

1.

Provides adaptation and conversion functions for common communication protocol;

© ISO/IEC 2020 - All rights reserved
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