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FOREWORD

2022

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical Commission)
form the speC|aI|zed system for worIdW|de standardization. National bodles that are members of ISO or IEC

pectlve orgamzatlon to deal with partlcular flelds of techmcal activity.

by the
ISO and IEC techmcal commlttees

collaborate in fields of mutual interest. Other international organizations, governmental and non-governmental,

in liaison with ISO and IEC, also take part in the work.

e formal decisions or agreements of IEC and ISO on technical matters express, as nearlyyas”possil
international consensus of opinion on the relevant subjects since each technical committee . has’represe
from all interested IEC and ISO National bodies.

IEC and ISO documents have the form of recommendations for international use andrare-accepted by IH
ISQ National bodies in that sense. While all reasonable efforts are made to ensure that-the technical con|
IEC and ISO documents is accurate, IEC and ISO cannot be held responsible for the way in which they ar

or any misinterpretation by any end user.

le, an

htation

C and

tent of
P used

order to promote international uniformity, IEC and ISO National bodies undertake to apply IEC and

ISQ documents transparently to the maximum extent possible in their pational and regional publications. Any

diviergence between any IEC and ISO document and the corresponding.national or regional publication s
clefarly indicated in the latter.

IEC and ISO do not provide any attestation of conformity. Independent certification bodies provide con

reg
All

No|
ex
prd

ledal fees) and expenses arising out of the publication, use of, or reliance upon, this ISO/IEC document

oth

Attention is drawn to the Normative references cited in this document. Use of the referenced publicat

ind

Attention is drawn to the possibility that some of the elements of this ISO/IEC document may be the sub

pa

essment services and, in some areas, access to IEC and"1SO marks of conformity. IEC and ISO 3
ponsible for any services carried out by independent certification bodies.

users should ensure that they have the latest edition of\this document.

liability shall attach to IEC and ISO or their directors, employees, servants or agents including ind
erts and members of its technical committeesand IEC and ISO National bodies for any personal
perty damage or other damage of any nature whatsoever, whether direct or indirect, or for costs (ing

er [EC and ISO documents.
ispensable for the correct application, of this document.

ent rights. IEC and ISO shallnoetbe held responsible for identifying any or all such patent rights.
e managed objects need torhighlight specifically throughout this document. Therefore, the managed obj

FC 30142-2 has peen prepared by subcommittee 41: Internet of Things and Digital
D/IEC joint technical committee 1: Information technology. It is an International Stan

ext of this/International Standard is based on the following documents:

hall be

ormity
re not

vidual
injury,
luding
or any

ons is
ject of

ects in

Twin,
dard.

Draft Report on voting

JTC1-SC41/288/FDIS JTC1-SC41/296/RVD

Full information on the voting for its approval can be found in the report on voting indicated in
the above table.

The language used for the development of this International Standard is English.

This document was drafted in accordance with ISO/IEC Directives, Part 2, and developed in
accordance with ISO/IEC Directives, Part 1, available at www.iec.ch/members_experts/refdocs
and www.iso.org/directives.
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In order to highlight specifically the managed objects in this document, the managed objects
are written in italics throughout this document.

A list of all parts in the ISO/IEC 30142 series, published under the general title Internet of
Things (loT) — Underwater acoustic sensor network (UWASN) — Network management system,
can be found on the IEC website.

IMPORTANT - The "colour inside"” logo on the cover page of this document indicates that it
contain ole hich—are—considered—to—be oft : : adin f its

contents. Users should therefore print this document using a colour printer.
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INTRODUCTION

2022

Water covers approximately 70 % of the surface of the Earth. Modern technologies introduce
new methods to monitor the body of water, such as pollution monitoring and detection.
Underwater data gathering techniques require exploring the water environment, which can be
most effectively performed by underwater acoustic sensor networks (UWASNSs). Applications
developed for the UWASNSs can record underwater climate, detect and control water pollution,
monitor marine biology, discover natural resources, detect pipeline leakages, monitor and find
underwater intruders, perform strategic surveillance, and so on.

Tob

ild and apply the UWASN technology. most suitable methods for managing the ne

work

have
mang
unde

The |
mang
U-NM

This
u-MIH
the u

Vario
UWA
conti

been developed based on the ISO/IEC 30140 series. This document describes the ne
gement outline and requirements appropriate to the UWASN under the constraints
water physical environment.

SO/IEC 30142 series provides information such as requirements of an underwater ne
gement system (U-NMS), functions supporting U-NMS, and components requirg
S in UWASN.

jocument provides the underwater management information base (u-MIB) for the U-
B is a hierarchical database specifically designed for managing the networks or devig
hderwater network management system of UWASN.

us technical standards derived from the R&D results of the technical areas unds
SN and underwater communication fields not covered by the ISO/IEC 30140 serie
huously proposed and developed.

fwork
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fwork
d for

NMS.
es in

r the
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INTERNET OF THINGS (loT) -
UNDERWATER ACOUSTIC SENSOR NETWORK (UWASN) -
NETWORK MANAGEMENT SYSTEM -

Part 2: Underwater management information base (u-MIB)

1 Scope

This [document provides the underwater management information base (u-MIB)of the
undefwater network management system (U-NMS). It specifies the following:

geéneral requirements for constructing u-MIB in U-NMS;

de¢signing the managed objects of the manager and agent u-MIB;

integrating the managed objects of the manager and agent u-MIB,
2 Normative references

Therg are no normative references in this document.

3 Terms and definitions
For the purposes of this document, the following t€rms and definitions apply.

ISO pnd IEC maintain terminology databases for use in standardization at the follpwing
addrgsses:

o |HC Electropedia: available at hitps://www.electropedia.org/

e |90 Online browsing platformi available at https://www.iso.org/obp

3.1
managed object
abstrhact representation_of an underwater object or resource in u-MIB that is managed usihg an
undefwater network‘'management system

3.2
mangged objects
colle¢tion.of underwater objects or resources that are defined in the underwater managgment
informatien base (u-MIB)

Note 1 to entry: The managed objects (MOs) are the component used for exchanging the information between
manager and agent in U-NMS.

3.3
management protocol
protocol used for carrying information between the manager and agent in U-NMS

3.4

TABLE

data type that holds a collection of information related to underwater networks and underwater
devices

EXAMPLE The notification record.
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3.5
OBJID
data type that holds the unique identity of each managed object

4 Abbreviated terms

MO managed object

MOs managed objects

MIB management information base

OID object identifier

u-MIB underwater management information base
U-NMS underwater network management system
uuv unmanned underwater vehicle

UWA{CH underwater acoustic cluster head
UWALGW underwater acoustic gateway
UWA}{SNode underwater acoustic sensor node

5 y-MIB overview and basic concepts

5.1

Undefwater management information base (u-MIB)Jis”a database specifically designsg
mandging the elements or entities in the underwater network management system (U-N
Figure 1 shows the elements of U-NMS where u<MIB is included. The u-MIB is included

elem

— I U-NMS, the manager is the programinstalled in the devices to control the whole fund
of underwater networks.

a
- u
d

T
UWA-CH, UUV, UWA-SNode,efc.
- M([]anagement protocol defines the format of a packet exchange between a manager a

u-MIB definition

ents such as a manager and an agent.

ne agent is the program that is(bundled inside the underwater devices such as UWA

ent in U-NMS.

{MIB creates the collection of managed objects (MOs) that uses the structured form
e¢fining the name ‘and objects which are adapted to U-NMS.

U-NMS

/ r——_L_\‘ Uses \

Manager | u-MIB

2022

d for
MS).
n the

tions
-GW,
nd an

at for

\____I__J

Carry information

Management
protocol [ Structured format ]

Carry information

f___L_\ Uses

Agent | u-MIB |
\ L_aME
TEC

Figure 1 — Elements of u-MIB in U-NMS
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5.2

Necessity of u-MIB in U-NMS

The environmental condition of underwater networks is considerably different from that of
terrestrial area networks. Hence, the underwater network management system is necessary to
handle the networks and devices in the underwater environment. In this case, it is difficult to
adapt the legacy management information base (MIB) to the underwater environment because
of the following factors.

a) The resource availability of underwater devices is extremely different from terrestrial
devices.

b) MIB in terrestrial area networks holds a huge number of MOs. Hence, it is heavyweight and

t

Therd
unde
has t
the u

The o
- U

information in U-NMS.

- A

C(
- E

slyitable for the U-NMS components such as manager and agent. This can avoi

£ H PN 1+ & <l F <l F <l H
CTTTUTT TU TOo UTTTTUUTL TU AdUdpLl TU TU UTIUTTWALlTT UTVIUVLTO .

fore, it is necessary to establish a unique underwater MIB based on the condition

water environment by reducing the MOs. The reduced MOs can be termed "u*MIB",

ne key functions of U-NMS and is utilized to monitor the status of devices and 'netwo
hderwater environment.

pecific roles of u-MIB in U-NMS are given below.

sed as the database: u-MIB is used by the manager and agent for storing and retri

boiding complexity: u-MIB is the lightweight version with’/limited MOs. Therefore

mplexity in U-NMS.
hsy adaptation/management: Due to the dynamic changes in the underwater environ

b
a

5.3

Figur
of u-
sepa
differ
Set R
notifi
as th

exchange of messdges between the manager and agents is performed using the ne

mang

t}e MOs need to be created based on the problems in U-NMS such as memory prob

ttery problems, connection problems, etc:\TFherefore, the U-NMS components c4
apted or managed easily in the underwater environment.

U-NMS system architecture for using u-MIB

e 2 shows the U-NMS system architecture for using u-MIB, which indicates the form
MIB in U-NMS components such as the manager, and agent. The u-MIB is ins
ately into the manager and-agent components of U-NMS. The installed MOs are extrg
ent for both manager and\agent u-MIB. The methods such as Get Request, Get Resp
equest and Set Response are used by the manager to MOs from the agent. Trap

Cation message sentiby the agent if some critical events occur in underwater devices
e increase in temperature, reduced battery charge, out of memory space, etc

gement protocol.

bf the
which
rks in

eving

it is
H the

ment,
ems,
n be

ation
alled
mely
bnse,
s the
such
The
twork



https://iecnorm.com/api/?name=865478354c2d1fb618b4da3f104e35b7

-10 - ISO/IEC 30142-2:2022 © ISO/IEC

2022

R

Underwater
networks

Management applications

Manager 1

=1

Agent
Management protocol
y N os Memory

User

<Inside>
N
; + Get Request
a¥Xli=] =
+ Set Request
+ Set Response 1
» Trap
Monitoring > Underwater devices
and
L controlling m | Proxy agent | | Master agent | <[ncludes>

Subagent

Management station

5.4
5.4.1

In ge
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The
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Figure 2 — U-NMS system architecture for using u-MIB

Structure of u-MIB
General

neral, the u-MIB is designed using the collection of MOs constructed in a hierar
ure, as shown in Figure 3.

u-MIB objects

ne collection of MOs in U-NMS. utMIB objects comprise management information of
e in U-NMS built in a structuredformat.

u-MIB OIDs

bject identifiers (OIBs)in u-MIB allow the U-NMS to access information inside the U
es.

u-MIB OID-hierarchy

DIDs of (usMIB are described in a hierarchical format (u-MIBObjects u_networks a
bjects\U_devices).

— u.

MIBObjects;

IEC

hical

each

NMS

nd u-

— Uu_networks;

— u_devices.

u-MIB in U-NMS can be categorized into two sections.

a) u_networks: It is also known as underwater network information. In this case, OIDs are
utilized to manage the network link between U-NMS devices.

MOs of network management are built under the name u_networks in u-MIBObjects. For
example, checking the connectivity between the devices.
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b) u_devices: It is also known as underwater device information. In this case, OIDs are utilized
to manage the specific devices in U-NMS, such as the proxy agent, master agent, and
subagent.

MOs of device management are built under the name u_devices in u-MIBObjects. For
example, underwater devices battery management is the u-MIBObjects under u-devices.

u-MIBObjects

Tablg
u_de

5.5

Figur
MOs

desig
custo

MOs

u_networks

A 4

Y

u_devices

IEC
Figure 3 — u-MIB hierarchy structure

1 shows the two-essential u-MIB object groups of UéNMS such as u_networks
ices.

Table 1 — u-MIB object groups

u-MIB Objects Type Object Object Identifier Name
Identifier

u_networks GROUP 1.1 u-MIBObjects(1).u_networks(1)

u_devices GROUP 1.2 u-MIBObjects(1).u_devices(2)

General format of managed objects in u-MIB

e 4 shows the general structure of u-MIB objects in U-NMS. u-MIB includes a collect
that include the network management information of underwater devices. Each N
ned using the name)*data type, right to access, status indicator, and object descr
mized to underwater communication. Interface description language is used for de
in u-MIB. The structured format is used for defining the name and objects in u-MIB.

and

on of
10 is
ption
fining
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u-MIB
<Includes>
A4
Managed Managed Managed
object [1] object [n—1] object [1]
<Includes>

v

~

OBJECUT-NANME

Interface description uses DATA-TYPE
]

suses
language

Structured format

STATUS-INDICATOR

[ ]
( J
( RIGHT-TO-ACCESS |
[ ]
[ )

k OBJECT-DESCRIPTION
/ IEC

Figure 4 — General format of u-MIB

Table 2 — Attributes used for representing MOs in u-MIB

Keywords Description
OBJECT-NAME It describes the name of thé/objects such as MIB version, device name, etc.
DATA-TYPE It describes the data types corresponding to the OBJECT-NAME, such as INTE[GER,
STRING, etc.
RIGHT-TO-ACCESS It indicates permission to retrieve objects such as read-write, read-only, etc.
STATUS-INDICATOR It describes whether the object is mandatory or optional.
OBJECT-DESCRIPTION It definesthe textual description of objects.

6 General requirements for constructing u-MIB in U-NMS

The general requirements of u-MIB design are based on two parts: (1) underwater nefwork
requifements\for designing u-MIB, and (2) underwater devices requirements for designing u-
MIB. [The underwater network specification requirements are established based on the fgctors
considefing the networks in the underwater environment. Table 3 shows the requirements of
undetwater networks for designing u-MIB.

Table 3 — Underwater network requirements of u-MIB in U-NMS

Name Description

Networks connectivity information Network type, link quality, signal strength, number of devices connected,
network active time with devices, network suspended time with devices,
etc. shall be used in u-MIB to identify the network connectivity status in
underwater networks.

Networks packets information The packets information of underwater networks such as packets received,
packets transferred, Get Request, Set Request, etc. shall be used to send
or receive the packets in underwater networks.

Networks notification Trap messages shall be used in underwater networks when some critical

events occur in networks such as link failure and authentication failure.
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The underwater device specification requirements are separated into two parts: (1) object
information, and (2) object status. The object information represents the general information
about the underwater object such as device name, device manufacturer name, device ID, etc.
The object status represents the device status such as battery damaged, out of memory, etc.
Table 4 shows the mandatory requirements of underwater devices for designing u-MIB.

Table 4 — Mandatory underwater device requirements of u-MIB in U-NMS

Name Description

Device information The information such as u_devices_ID, u_devices_firmware,
u_devices_manufacturer_name, u_devices_type, etc. shall be used to identify the

aeneral-information-af-devices—ih-hderwaternetworks.
g g

Devige status Device status information shall be used to indicate the status of underwater
devices such as u_devices_active_time, u_devices_location,
u_devices_suspendedtime, etc.

Battdry information Information such as u_devices_battery_available, u_devices_battery total, ahd
u_devices_battery _used shall be used to indicate the resource' availability of
battery in underwater devices.

Battdry status The battery status information shall be used to report the ‘current status of th
battery in underwater devices such as u_devices_battery. damaged,
u_devices_battery_low, u_devices_battery _normal, etc}

1

Mempry information The information such as u_devices_memory_available, u_devices_memory_tptal,
and u_devices_memory_used shall be used td indicate the resource availability of
memory in underwater devices.

Mempry status The memory status information shall be used to report the current status of
memory in underwater devices such as ‘v devices_memory_damaged,
u_devices_memory_low, etc.

Location information The information such as u_devi¢esvaddress, u_devices_depth,
u_devices_received_time, etexshall be used to identify the position of underwater
devices.

Conrfectivity information The information such as @, devices_network_type, u_devices_signal_link_quality,

u_devices_signal_streagth, etc. shall be used to find the connectivity betweep the
devices in underwater networks.

Mesdage information The information such as u_devices_max_size, u_devices_rcvd_bits, etc. shall be
used to report-fotal data collected in underwater networks such as the total
number of messages received, the total number of messages sent, etc.

Notiflcation information The information such as u_devices_event_code, u_devices_event_descriptiop
u_devices_event_name, u_devices_event_send_time, etc. shall be used to
describe the critical event information in detail such as event name, event code,
event ID, event time, etc.

Notiflcation status The notification status information shall be used to report the critical situation of
underwater devices such as u_devices_battery trap, u_devices_link_failure_ltrap,
u_devices_low_signal_trap, etc.

Temperature status, The temperature status information shall be used to report the current
temperature status of underwater devices such as u_devices_curr_temp_levél,
and u_devices_notify_temp_limit.

Tablg_5.8hows the mandatory data types required for designing u-MIB in U-NMS.
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Table 5 — Mandatory data type requirements of u-MIB in U-NMS
Types Description
INTEGER It indicates the MO value of u-MIB that holds a whole number.
FLOAT It indicates the MO value of u-MIB which uses the combination of a whole number
and a decimal number.
STRING It indicates the MO value of u-MIB with a sequence of characters, which also
includes special characters and numbers.
OBJID It indicates MQ's position in u-MIB
TABLE It indicates types of data inside columns and variables in u-MIB.
TIME It indicates the DATETIME value inside the u-MIB as two integers. One repregsents
the date and the other represents the time.
BOOLEAN It indicates the MO value of u-MIB that holds either one of two values, For example,
true or false.
LOCATION It indicates the MO value of type LOCATION (value1, valueR, value3) in uiMIB.
Value1, value2, and value3 can be FLOAT data type.
7 Designing the managed objects of manager and agent-.u-MIB
7.1 | Object identifiers of u-MIB
Tablg 6 depicts the OIDs of u-MIB. The u-MIB information like u_networks,
u_nefworks_connectivity _info, u_networks_notification/ info, u_networks_packets_info,| etc.
can ble accessed using variables such as Object Names, Type, OID, and Object Identifier Name.
Here| u_networks, u_networks_connectivity_info;1i_devices, etc. are the Object Names|, and
OBJID is the data type used for accessing the u-MIB information.
Table 6.~ OIDs of u-MIB
Object Names Type | OID Object Identifier Name
u_networks OBJID =1 u-MIBObjects(1).u_networks(1)
u_networks_connectivity _info |OBJID|1.1.1 |u-MIBObjects(1).u_networks(1).u_networks_connectivity_infp(1)
u_networks_notification_info OBJID | 1.1.2 |u-MIBObjects(1).u_networks(1).u_networks_notification_info[(2)
u_networks_packets_info OBJID | 1.1.3 |u-MIBObjects(1).u_networks(1).u_networks_packets_info(3)
u_deyices OBJID|1.2 u-MIBObjects(1).u_devices(2)
u_deVices_batteryinfo OBJID | 1.2.1 |u-MIBObjects(1).u_devices(2).u_devices_battery_info(1)
u_devices_battery status OBJID | 1.2.2 |u-MIBObjects(1).u_devices(2).u_devices_battery_status(2)
u_devices(cannectivity_info OBJID | 1.2.3 |u-MIBObjects(1).u_devices(2).u_devices_connectivity_info(3)
u_deyices” info OBJID | 1.2.4 |u-MIBObjects(1).u_devices(2).u_devices_info(4)
u_devices_location_info OBJID | 1.2.5 |u-MIBObjects(1).u_devices(2).u_devices_location_info(5)
u_devices_memory_info OBJID | 1.2.6 |u-MIBObjects(1).u_devices(2).u_devices_memory_info(6)
u_devices_memory_status OBJID | 1.2.7 |u-MIBObjects(1).u_devices(2).u_devices_memory_status(7)
u_devices_message_info OBJID | 1.2.8 |u-MIBObjects(1).u_devices(2).u_devices_message_info(8)
u_devices_notification_info OBJID | 1.2.9 |u-MIBObjects(1).u_devices(2).u_devices_notification_info(9)
u_devices_notification_status |OBJID | 1.2.10 | u-MIBObjects(1).u_devices(2).u_devices_notification_status(10)
u_devices_status OBJID | 1.2.11 | u-MIBObjects(1).u_devices(2).u_devices_status(11)
u_devices_temperature_status |OBJID | 1.2.12 | u-MIBObjects(1).u_devices(2).u_devices_temperature_status(12)
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7.2 Classification of u-MIB tables

Table 7 depicts the TABLE types used in the u-MIB of U-NMS. The TABLE information like
u_networks_notification_table and u_devices_notification_table can be accessed using
variables such as Table Name, Type, OID, and Object Identifier Name. Here, TABLE is the data
type that holds a collection of information. For example, u_networks_notification_table holds
the notification information of underwater networks.

Table 7 — Defining u-MIB tables

Table Names Type oID Object Identifier Name

u_netWorks_notification_table | TABLE | 1.1.2.3 | u-
MIBObjects(1).u_networks(1).u_networks_notification/|nfo(2

).u_networks_notification_table(3)

u_deices_notification_table TABLE | 1.2.9.5 | u-
MIBObjects(1).u_devices(2).u_devices_netification_inf(9).u
_devices_notification_table(5)

7.3 | Classification of MOs in the manager and agent u-MIB

Figure 5 shows the MOs of u-MIB. In u-MIB, the MOs are grouped under u_network$ and
u_deVices. The u_networks is classified into three categorie$s:u_networks_connectivity| info,
u_networks_notification_info, u_networks_packets_info. Thé&u" devices is classified into tyvelve
catedories: u_devices_battery _info, u_devices_info, wu_'devices location_info, u_devices_
memory_info, etc.



https://iecnorm.com/api/?name=865478354c2d1fb618b4da3f104e35b7

ISO/IEC 30142-2:2022 © ISO/IEC 2022

—16 —

o431
_ — desy™
oy seomep n dwea) sesinep™ n
awi)” papupsdsns Joiie™ 8jqe)” uonesynou wnubsw puas
Tsaoimmapn ou~saoinep N Tseomep™n Tsaoinap™n
dojs saoepn QWb \COEWE owy T pussTjuane _Siq puss
saoiAep ™ N EERTET ] saoinap N
pejsTsaohap _ Qmﬂu _‘MEM.EI sweuTjusns Eh_._t_me pASL
MojTsasinep™n saoimmap™n saomap™n sjeyoed™
jno~sylomjau n
i~ dway Agnou uonespy desy aunjrey wonduosap juana| sq " pAod Ll”\ moy Aiowsw
Tseaomep™n Tsaomep™n Ul TseoiABp TN Tseomepn “saomepTn ./ Tseoin8p™N den™
U uimsyiompau N
— — — — — — pabewep
1aA8]dws) " Lino awn " afoe den Aiejeq apooTjuana az/s~xew 4 oweul
s20iA8p ™ N saoinap ™ n saoiAep™ N saoi1nap™ N EEEIE) —sa01A3D—1 Eml:lnmml..EWNI
# a 77 &z i — wiTsyompau N
— ” — — — — sieA”job6 jejo;— i _
smels aimeiaduwial smeis"saslrop™n snels uojiednou ojul uonealjiou %& _ smeis _ u"ssomiaun adA1"sxyiompau™ N
sasiAep N EEETVET sasinap N mmg EERTVE Aiowsw sasinap n
t L] t H IJ L } jsenbasjas™ awpapuadsns
//O ulTsyompsU N Tsyuompaun
2oupjsip saojaap™n pajjesur R —
P P adAy seomep n TjouT Misyeq um&oumw... a8 Ehm:m.cu :mclm...m
: > = — uImsyiomjaun Sysompau™ n
= - ssoinsp” N
paadssaxppn T w4
pasn~ Aiowaw —ieimoenuew yjbusys @.m Jewou” Aiayeq pasn Aisyeq sjaxoed a/ge]” uoneoyRou pajosuUUoo
Tsaomap™n awin —sooimap T Iﬂ@.ﬂu n “saomap™n “saomap™n uiTsyiompauT n “syuompaun muﬁm.uﬂ uo...mn..hnac
- L Syiomisu n |
- - - 3K
jejo}” Aiowaw panasal sayiaap n — — Myﬂmwwc\k:‘:\ Mol Areyeq jejoy Auspyeq jsenbau jab™ desy umopxulj Apenb yuy
Tsaomep™n — — ar ssamep n 1®_.mlwmu_.>mbla Tsaomap™n TsaonepTn uiTssiompauTn TsyuompauTn TsyuompauTn
ydapTsaigepn h
= - = — [ deq; sanjiey |
wﬂwnwh“ ssemuy | /I/ 7 adAiomieu \pabewep Aisyed sqejeAs Aiajeg| ssuodsel job Itoﬂhuwnam_ﬂﬁ o swinernoe
—eaomep— $53.ppp Sadapn seoiep™n 4 V seoiaep™ N saoinep N sesinap™ N uITsyiomjaun ~esromioun syiompau™ n
L
i i le I f I f f f
oqur— ojur ] ou .Im@ml.q ojul” Auanssuuos smes” oqur— ojui— ojui uonesiiou ojul Auanseuuos
Arowawi” sasinap™ n uoneso| sayirep n : N Tsaoinep™n Aioneq sasinep™n Aioneq sasinep n spayoed syiomiau| Tsysomiaun Tsyiomiaun
t L 1 L] t t ﬂ ]
saojAep N syJomiau™ n

L

i

SIWN-TTurgr-musberrsbeuen



https://iecnorm.com/api/?name=865478354c2d1fb618b4da3f104e35b7

ISO/IEC 30142-2:2022 © ISO/IEC 2022 -17 -

Table 8 and Table 9 depict the classification of MOs under the u_networks and u_devices. For
example, in u_networks, if the problem occurs in connectivity then the MO value of managed
objects such as u_networks_link_quality, u_networks_signal_strength,
u_networks_suspendedtime, etc. will be changed in u-MIB. Similarly, in the case of u_devices,
if the problem occurs with connectivity or battery then the MO values of managed objects such
as u_devices_battery trap, u_devices_link_failure_trap, u_devices_low_signal_trap, etc. will
be changed in u-MIB.

Table 8 — MOs of u_networks

Object MOs Data type oID Right to Description

Names access
u_nefworks_ | u_networks_active | TIME 1.1.1.1 read-only | It indicates how long the~device
conngctivity | time was active with the unigue
info u_networks_type. For examplq,

how long the deyice i connecfed
with an acoustic-hased network or
RF-based network.

u_networks_link_q | FLOAT 1.1.1.2 read-only | It indicatesythe link quality betpeen
uality the devices in the acoustic-baged
network’or RF-based network
béecause the network connectiyity
depends on the link quality of
u_networks_type.
u_networks_numb | INTEGER 1.1.1.3 read-only | It indicates the number of
erof_device_conn underwater devices connected to
ected the underwater network. For

example, how many devices afe
connected under the acoustic-
based network and how many
devices are connected under the
RF-based network.

u_networks_signal | FLOAT 171.1.4 read-only | It indicates the average received
_strength signal strength (RSS) of an

acoustic-based network or RF
based network in decibels (dB).

u_networks_suspe | TIME 1.1.1.5 read-only | It indicates when the connecti
ndedtime was broken under the unique
u_networks_type. For examplg,
when the device connectivity I|nk
was broken under the acoustig-
based network or RF-based
network.

ty

u_networks_type STRING 1.1.1.6 read-only | It indicates the type of network
connection with underwater
devices such as acoustic-bas¢g
network or RF-based network.

(o

u_nefworks )| u_networks_authe | INTEGER 1.1.2.1 read-only | It reports the failure when the
notification i | ntication_failure_tr message sent from the agent {o
nfo ap the manager is not authenticafed.

u_networks_linkdo | INTEGER 1.1.2.2 read-only | It reports the failure if the
wn_trap communication link of any
underwater device went down.

u_networks_notific | INTEGER 1.1.2.3 read- It updates and stores all the
ation_table write entries inside
u_networks_notification_info.
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Object MOs Data type oID Right to Description

Names access
u_networks_ | u_networks_in_get | INTEGER 1.1.3.1 read-only | It reports the total number of Get
packets_info | _response Response accepted and processed

by the underwater network
management protocol.

u_networks_in_get | INTEGER 1.1.3.2 read-only | It reports the total number of Get
_request Request accepted and processed
by the underwater network
management protocol.

u_networks_in_pa INTEGER 1.1.3.3 read-only | It reports the total packets

ckets received via underwater networks.
u_networks_in_set | INTEGER 1.1.3.4 read-only | It reports the total number 6ff et
_response Response accepted and-processed

by the underwater network
management protogol.

u_networks_in_set | INTEGER 1.1.3.5 read- It reports the total humber of et
_request write Request accepted and procesged
by the underwater network
management protocol.

u_networks_in_tot | INTEGER 1.1.3.6 read-only | It reports the total number of NIOs
al_get_vars retrieyed successfully using thee
Get Request method.
u_networks_in_tot | INTEGER 1.1.3.7 read- It reports the total number of MOs
al_set_vars write altered successfully using Set

Request method.

u_networks_in_tra | INTEGER 1.1.3.8 fead-only | It reports the total number of Trap

p received and processed by the
underwater network managemgent
protocol.

u_networks_out_p | INTEGER 1,139 read-only | It reports the total packets

ackets transferred via underwater

networks.
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Table 9 — MOs of u_devices

Object MOs Data type oIiD Right to Description
Names access
u_devices_b u_devices_battery | INTEGER 1.2.1.1 read-only It indicates the remaining power of
attery_info _available the individual battery in underwater
devices in milliampere hours
(mAh).
u_devices_battery | INTEGER 1.2.1.2 read-only It indicates the total power of the
_total individual battery in underwater
devices in milliampere hours
(mAh).
u_devices_battery | INTEGER 1.2.1.3 read-only It indicates the used powerof the
_used individual battery in undefwatgr
devices in milliampere-hours
(mAh).
u_deyices_b u_devices_battery | INTEGER 1.2.2.1 read-only It reports if theremis’some physdical
attery_status | _damaged damage of batterie’s in underwater
devices.
u_devices_battery | INTEGER 1.2.2.2 read-only It reports the battery charge is|low.
_low So, battery replacement or batftery
recharging is important in this
situation.
u_devices_battery | INTEGER 1.2.2.3 read-only It reports the battery has no
_normal problem, i.e. the battery working is
normal for each underwater
device.
u_devices_battery | INTEGER 1.2.2.4 read-only It reports the battery is not
_not _installed installed in a particular underwater
device, i.e. it indicates the batfery
in a particular underwater device
got broken or damaged due to
collision in the underwater
environment.
u_deyices_c u_devices_networ | STRING 1.2.3.1 read-only It indicates the type of networ}
onnecgtivity i | k_type connection with underwater
nfo devices such as acoustic-basgd
network or RF-based network.
u_devices_signal~ \INTEGER 1.2.3.2 read-only It indicates the link quality betyveen
link_quality the devices in the acoustic-baged
networks or RF-based networKs.
u_device§_signal_ | INTEGER 1.2.3.3 read-only It indicates the average received
strength signal strength (RSS) of acousgtic-
based networks or RF-based
networks in decibels (dB).
u_deyices_in_(| u devices_firmwar | STRING 1.2.4.1 read-write It indicates the current firmwaie
fo e version of underwater devices
u_devices_ID INTEGER 1.2.4.2 read-write It indicates the identification
number of underwater devices|
u_devices_manufa | STRING 1.2.4.3 read-only It indicates the manufacturer's
cturer_name name of underwater devices.
u_devices_type STRING 1.2.4.4 read-only It indicates the type of underwater
devices such as UUVs, UWA-GW,
UWA-CH, UWA-SNode, etc.
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Object MOs Data type oID Right to Description
Names access
u_devices_lo | u_devices_addres | STRING 1.2.5.1 read-write It indicates the address of
cation_info s underwater devices.
u_devices_depth FLOAT 1.2.5.2 read-write It indicates the depth between
UWA-CH/UUV/UWA-SNode and
UWA-GW to find the exact
deployment depth of each node.
u_devices_receive | TIME 1.2.5.3 read-write It indicates the received time or the
d_time reflected time of the acoustic
signal in seconds to find the exact
distance between the underwater
devices.
u_devices_speed FLOAT 1.2.5.4 read-write It indicates the speed of-the
transmitted signal.
u_devices_distanc | FLOAT 1.2.5.5 read-write It indicates the distance between
e two nodes, such'as UWA-
CH/UUV/UWA-SNode and UWA-
GW to findcthe‘exact location ¢f
each node:
u_deyices_m | u_devices_memor | INTEGER 1.2.6.1 read-only It indicates the available memeory
emorly_info y_available spacesin underwater devices i
megabytes (MB) or gigabytes
(GB).
u_devices_memor | INTEGER 1.2.6.2 read-only. It indicates the total memory space
y_total in underwater devices in
megabytes (MB) or gigabytes
(GB).
u_devices_memor | INTEGER 1.2.6.3 read-only It indicates the used memory
y_used space in underwater devices i
megabytes (MB) or gigabytes
(GB).
u_deyices_m | u_devices_memor | INTEGER 1.2.7.1 read-only It reports the memory storage jin
emory_statu y_damaged underwater devices might be
s broken (some problem in mempory).
u_devices_memor | INTEGER 1.2.7.2 read-only It reports the storage memory Jevel
y_low is low in underwater devices. $o,
formatting is important in this
situation.
u_devices_memor | INTEGER 1.2.7.3 read-only It reports the memory was not
y_not_instafled installed or crashed in a particular
underwater device.
u_deyices_m | u_devices _max_si | INTEGER 1.2.8.1 read-only It reports the maximum size of| the
essage_info ze data collected by the devices in
bits.
u_devices_rcvd_bi | INTEGER 1.2.8.2 read-only It reports the size of the data
ts received from the devices in b|ts.
u_devices_rcvd_m | INTEGER 1.2.8.3 read-only It reports the total number of
sgnum messages received from the
devices through the network.
u_devices_send_b | INTEGER 1.2.8.4 read-only It reports the size of the data sent
its from the devices in bits.
u_devices_send_ INTEGER 1.2.8.5 read-only It reports the total number of

msgnum

messages sent by the devices
through the network.
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Object MOs Data type oID Right to Description
Names access
u_devices_n u_devices_event_ INTEGER 1.2.9.1 read-only It indicates the unique code of
otification_in | code each event in underwater devices.
fo
u_devices_event_ INTEGER 1.2.9.2 read-only It indicates a detailed description
description of the error event occurring in
underwater devices.
u_devices_event_ INTEGER 1.2.9.3 read-only It indicates the device's event
name name such as memory problem,
battery problem, etc.
u_devices_event_ | TIME 1.2.9.4 read-only It indicates the last time the event
Serd—tine was generated i udeTwateT
devices.
u_devices_notifica | INTEGER 1.2.9.5 read-only It updates and stores allthe
tion_table entries inside
u_devices_notification_info.
u_deyices_n u_devices_battery | INTEGER 1.2.10.1 | read-only It reports a low battery level in
otificption_st | _trap underwater-devices.
atus
u_devices_link_fai | INTEGER 1.2.10.2 | read-only It reports the connectivity proglem
lure_trap betweenjunderwater devices.
u_devices_low_sig | INTEGER 1.2.10.3 | read-only It reports if the devices receiv¢ a
nal_trap low RSS value.
u_devices_memor | INTEGER 1.2.10.4 | read-only It reports out-of-memory spacg
y_trap problems in underwater devicgs.
u_devices_no_err INTEGER 1.2.10.5 | read<only It reports no error in underwatgr
or devices.
u_devices_temp_t | INTEGER 1.2.10.6.\, read-only It reports if the temperature is
rap increased and extends its
threshold value. This increaselin
temperature can cause the failure
of devices.
u_deyices_st | u_devices_active_ | TIME 1.2.11.1 | read-only It reports the active connectio
atus time time of a unique underwater
device.
u_devices_locatio LOCATION | 1.2.11.2 | read-only It reports the installed location| of
n underwater devices.
u_devices_start BOOLEAN 1.2.11.3 | read-only It indicates that the device stafts
its working process and collecfs
the device management resoufces
such as battery level, memory
level, etc.
urdevices_stop BOOLEAN 1.2.11.4 | read-only It indicates that the device stops
its working process to collect the
management resources from
underwater devices.
u_devices_suspen | TIME 1.2.11.5 | read-only It reports the connection
dedtime. :uepnndnr{ time of g ||niq||n
underwater device.
u_devices_time TIME 1.2.11.6 | read-write It reports the current time of
underwater devices by increasing
the time value in seconds.
u_devices_te | u_devices_curr_te | INTEGER 1.2.12.1 | read-only It indicates the current temperature
mperature_st | mp_level of underwater devices in Celsius.
atus
u_devices_notify t | INTEGER 1.2.12.2 | read-only It indicates the limit value of

emp_limit

temperature in Celsius. It is useful
when the temperature crosses its
threshold in underwater devices.
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The subagent uses the event trap object to report underwater system errors to the manager. If
a critical error occurs, the subagent issues an event_trap that reports the failure of networks
and devices to the manager. The subagent indicates the error by reporting the information such
as device name, serial number, code, etc. as shown in Table 10.

Figure 6 shows the hierarchical format for designing of event _trap module.

Manager/agent u-MiB in U-NMS

I

|

|

u_networks

u_devices

u_networks_notification_info

—>| u_networks_event_trap |

u_networks_trap
_datetime

u_networks_trap
_description

u_networks_trap
_device_ID

u_networks_trap
_info_ID

u_networks_trap
_serial_number

| u_devices, notification_info |<—

| u_devices \event_trap |<7

v

Indevices_trap
_datetime

u_devices_trap
_description

u_devices_trap
_device_name

u_devices_trap
_info_ID

u_devices_trap
_serial_number

IEC
Figure 6 — Structure of event_trap
Table 10 — MOs of u_trap object in u-MIB
Name Type Description
u_deyices_trap_datetime TIME It indicates the DAY, MONTH, YEAR, and TIME when
the failure occurs.
u_deyices_trap.description STRING It indicates the detailed reason for failure.
u_deyices,_trap_device ID STRING It indicates the name of a device that sends a| trap
message.
u_devices_trap_info_ID INTEGER (OBJECT It denotes the part where the failure occurs.
IDENTIFIER)
u_devices_trap_serial_number | STRING It indicates the product number of devices that suffer a
failure.
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8 Integrating MOs of the manager and agent u-MIB

Figure 7 shows the integration of MOs in u-MIB. The u-MIB is integrated inside the components
of U-NMS such as the manager, proxy agent, master agent, and subagent. The manager is
integrated with manager u-MIB which consists of MOs such as
u_networks_numberof_devices_connected, u_networks_activetime, etc. The proxy agent and
master agent are integrated with agent u-MIB which consists of MOs such as u_devices_ID,
u_devices_manufacturer_name, etc. and the subagent is integrated with u_trap MIB which
consists of components such as u_devices trap_serial number, u_devices trap_device ID,
u_devices_datetime, etc. The MOs from the agent can be accessed based on the request from
the manager. The u_trap will send the notification message if any critical situation occurs in

suba@ént devices.

Defining MOs inside proxy/master agent
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Annex A
(informative)

u-MIB Module

A.1  Example of creating u-MIB objects

Object resource information of u_networks is the collection of objects which describe the
underwater networks ent|t|es It contains the |nformat|on about u_networks_connectivity_info,
~={u-MIB}'

tes the h|erarchy or complete path of OID is under uMIB

a) u]|networks_connectivity _info OBJECT IDENTIFIER::= {u-MIB}

u_networks_activetime OBJECT-NAME
DATA-TYPE TIME
RIGHT-TO-ACCESS read-only
STATUS-INDICATOR mandatopy,

OBJECT-DESCRIPTION

"It indicates how long the devic® was active with the upique
u_networks_type. For examplgi how long the device conngcted
with an acoustic-based network’or RF-based network."

.::={ u_networks_connectivity_info 1}

u_networks_signal_strength OBJECT-NAME
DATA-TYPE INTEGER
RIGHT-TO-ACCESS read-only
STATUS-INDICATOR mandatory

OBJECT-DESCRIPTHON

"lItvindicates the average received signal strength (RS$) of
acoustic-based network or RF-based networks in decibels (dB)."

::={ u_networks_connectivity_info 4 }

u_networks_type OBJECT-NAME
DATA-TYPE STRING
RIGHT-TO-ACCESS read-only
STATUS-INDICATOR m::nriqfnry

OBJECT-DESCRIPTION

"It indicates the type of network connection with underwater
devices such as acoustic-based network or RF-based network. '1'
indicates acoustic-based network and '2' indicates RF-based
network."

::={ u_networks_connectivity_info 6 }
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b) u_networks_notification_info OBJECT IDENTIFIER::= {u-MIB}

c) uj

u_networks_authentication_failure_trap OBJECT-NAME
DATA-TYPE INTEGER
RIGHT-TO-ACCESS read-only
STATUS-INDICATOR mandatory

OBJECT-DESCRIPTION

"It reports the failure, when the message sent from the manager
to the agent is not authenticated. Error code '2' indicates the

manager is not authenticated."

::={ u_networks_notification_info 1}

u_networks_linkdown_trap OBJECT-NAME
DATA-TYPE INTEGER
RIGHT-TO-ACCESS read-only
STATUS-INDICATOR mandatory

OBJECT-DESCRIPTION

::={ u_networks_notification_info 2}

u_networks_notification_table OBJECT-NAME
DATA-TYPE INTEGER
RIGHT-TO-ACCESS read-only
STATUS-INDICATOR mandatory
OBJECT-DESCRIPTION

"It Updates and stores all the entries

u~ hetworks_notification_info."
;= { u_networks_notification_info 3}

"It reports the failure if the communication link of any und
device went down. Error code '1%indicates the link failure in d

erwater
bvices."

inside

| networks_packets_info OBJECT IDENTIFIER::= {u-MIB}
u_nétworks_in_packets OBJECT-NAME
DATA-TYPE INTEGER
RIGHT-TO-ACCESS read-only
STATUS-INDICATOR mandatory

OBJECT-DESCRIPTION

"It reports the total packets received via underwater networks."

::={ u_networks_packets_info 3}
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