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ISO/IHC 30141 has.béen prepared by subcommittee 41: Internet of Things and Digital T
ISO/IHC joint te¢hnical committee 1: Information technology. It is an International Stand

This second,‘edition cancels and replaces the first edition published in 2018. This
const$tes a technical revision.

INTERNET OF THINGS (loT) -
REFERENCE ARCHITECTURE

FOREWORD

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical Commission)
form the specialized system for worldwide standardization. National bodies that are members of ISO or IEC

participate in the development of International Standards through technical committees established

by the

respective organization to deal with particular fields of technical activity. ISO and IEC technical committees
collaborate in fields of mutual interest. Other international organizations, governmental and non-governmental,

in ligison with ISO and IEC, also take part in the work.

The |formal decisions or agreements of IEC and ISO on technical matters express, as nearly as'posg
intefnational consensus of opinion on the relevant subjects since each technical committee hasyrepres

ISO|documents transparently to the maximum extent possible in their national "and regional publicatio

ible, an
entation

EC and
ntent of
re used

EC and
ns. Any

divefgence between any IEC and ISO document and the corresponding natienal or regional publication ghall be

cleafly indicated in the latter.

IEC |and I1SO do not provide any attestation of conformity. Independent*certification bodies provide co
assgssment services and, in some areas, access to IEC and ISO marks of conformity. IEC and ISO
respponsible for any services carried out by independent certification*bodies.

All

No ljability shall attach to IEC and ISO or their directots, ‘employees, servants or agents including in
expgrts and members of its technical committees and, IEC and ISO National bodies for any persona
property damage or other damage of any nature whatSoever, whether direct or indirect, or for costs (i
legal fees) and expenses arising out of the publication, use of, or reliance upon, this ISO/IEC documen

sers should ensure that they have the latest edition of this¢document.

righfs in respect thereof. As of the date of publication of this document, IEC and ISO had not received 1
(a) gatent(s), which may be required to implement this document. However, implementers are cautioned
may| not represent the latest information, which may be obtained from the patent database avai
http$://patents.iec.ch and.wwWw.iso.org/patents. IEC and ISO shall not be held responsible for identifyin
all spch patent rights.

hformity
are not

dividual
| injury,
cluding
t or any

tions is

e of (a)
i patent
otice of
hat this
able at
) any or

win, of
ard.

edition

This edition includes the following significant technical changes with respect to the previous
edition:

a) conformance with ISO/IEC/IEEE 42010:2022;
b) improved usability;

c) implementation pattern support.
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The text of this International Standard is based on the following documents:

Draft Report on voting

JTC1-SC41/417/FDIS JTC1-SC41/431/RVD

Full information on the voting for its approval can be found in the report on voting indicated in
the above table.

The language used for the development of this International Standard is English.

accordance with ISO/IEC Directives, Part 1, and the ISO/IEC Directives, JTC 1 Supplement

This ?fcument was drafted in accordance with ISO/IEC Directives, Part 2, and develogped in
le at www.iec.ch/members_experts/refdocs and www.iso.org/directives.

availa

IMPQRTANT - The "colour inside” logo on the cover page of this document indicates
that it contains colours which are considered to be useful for the{correct understanding
of itg contents. Users should therefore print this document Gsing a colour printern.
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INTRODUCTION

0.1 General

This document is the second edition of the Internet of Things reference architecture (IoT RA).
This document is in conformance with ISO/IEC/IEEE 42010:2022 requirements on architecture
descriptions that are described in Annex B except for aspects, perspectives, decisions and
rationale.

The 10T RA addresses systems that:

° use tochnaoloav—rforcancina-and-aopbers oo on hycica Lavor ld
e CTTToToOgy oS CTorm g o OpCTratg—om r.lll]uluul LAASARAS]

e haye components that interact through a digital network.

The lo[l RA deals with related issues, like trustworthiness functions regarding beth'the physical
and digital worlds.

This document can be used as a generic normative part of loT domain-specific reference
architgctures (DSRAs). loT DSRAs are in conformance with ISO/IEC/IEEE 42010:2022
requirgments on architecture descriptions and enable consistencyand alignment with other
reference architectures within ISO/IEC JTC 1.

0.2 |About Internet of Things (loT)

impacf on many aspects of our lives for many years“to come. Various loT applications and
servicgs have adopted loT techniques to provide capabilities that were not possible earlier. 10T
is one |of the most dynamic areas of informationcand communication technologies.

loT hT broad implications in industry and society today and is likely to continue to the an

Fundamental to loT are devices that interact with the physical world. Sensors collgct the
informption about the physical world, while actuators can act upon the physical world. [These
field devices are connected to the digital world through network connections. Both sensqgrs and
actuatprs can be in many forms, such as thermometers, accelerometers, video cammeras,
microghones, relays, heaters or.iadustrial equipment for manufacturing or process contrpl.

0T is the base for new business models or offerings and new working methods in industry and
in the public sector. loT-swan essential enabler for other computing areas such as digital twins,
artificial intelligence, cloud computing, big data, data analysis and more. Many applicatior| areas
called ['smart xxx" such’as smart grid, smart cities, and even smart cars use loT as an important
techndlogy capabhility.

loT cah be-combined with other technologies to address complex requirements. For example,
10T can leverage cloud computmg including private cloud, public cloud hybrid cloud and multi-
cloud, ]
big data for the anaIyS|s of sensor data to enable rapld deC|S|ons for |mproved control and
efficiency. loT with distributed ledger technology can ensure traceability in applications. 0T can
take advantage of edge computing to distribute computing resources near the convergence of
information technology and operational technology, where they are needed most. The loT area
continues to grow rapidly, and new loT application areas continue to be found and invented.
This document can serve these new technology and application areas.

0.3 loT sources of information

For a given application field and purpose, the many loT standards, guidelines, and initiatives in
existence today work well on their own and are used by various loT stakeholders. As a result,
heterogeneity is a prominent aspect of loT. However, support for the combination and
interaction of these heterogeneous resources to enable interoperability and convergence
between loT standards and guidelines is necessary.
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Stakeholder decisions about both a foundation for long-term investments and durable protection
of current cornerstones is more difficult because of uncertainty about resource compatibility.

This document serves as a foundation for creating interoperability and alignment between loT
initiatives. The aim of this document is to bring different views together.

0.4 General principles of a reference architecture

This document is positioned as a reference architecture for loT systems. It utilizes the terms,
definitions, and relationships for best practices in architecture descriptions as outlined in
ISO/IEC/IEEE 42010:2022 to:

e esfablish vocabulary, principles, guidance; and

e prqvide a description of loT principles, capabilities, and interactions with the physidal and
digiital worlds.

One df the primary purposes of the loT RA is to support architects that want to Hesign
architgctures or reference architectures for 10T systems. Normative parts;-of the loT RA can
then bg included in an architecture closer to the realization of 1oT systems.

Figure|1 shows how this document has been specified and how it will be used.

— Thi{s document conforms to ISO/IEC/IEEE 42010:2022. requirements for archiJecture
degcriptions [1]" and uses guidelines from the "Best ‘practices and guidelines for RA
standards" standing document [2].

— Usgprs of this document apply it to specify an loT.architecture that guides the implementation
of &n loT system.

Bestpractices and

ISO/IEC/IEEE _ guidelines for RA
42010:2022 Meets requirements standards

of
+ | Governs
Conforms to ISO/IEC 30141
Edition 2
ISO/IEC 30144-Edition 2
Users 6f1SO/IEC 30141 Edition 2
* | Applies to

Guides

implementation-of
-

loT architecture loT system

IEC

Figure 1 — Using the loT RA standard

T Numbers in square brackets refer to the Bibliography.


https://iecnorm.com/api/?name=3f64aec2bffac2bb3a85efc666074c07

ISO/IE

C 30141:2024 © ISO/IEC 2024 -9-

INTERNET OF THINGS (loT) -
REFERENCE ARCHITECTURE

1 Scope

This document specifies an Internet of Things (loT) reference architecture (loT RA). The loT
RA is a generalization of existing practice including the distinguishing characteristics of loT
systems and other fundamental characteristics exhibited by loT systems. The loT RA addresses
stakeholder concerns related to the business value of 10T systems. The loT RA also addresses

the in
Implen
specifi
are us

2 Nq

The fo

teractions between the IloT system, the users, and the physical enviro
nentation of loT systems is also addressed in this document. Among the characte
ed in the loT RA are abstract functions within loT systems and a variety of structur
ed to construct 10T systems.

pbrmative references

lowing documents are referred to in the text in such a way that'some or all of their g

constifutes requirements of this document. For dated references; '‘only the edition cited a

For u
amend

ISO/IE

3 Te

ndated references, the latest edition of the referenced document (includin
ments) applies.

C 20924, Internet of Things (loT) and digital twin*~ Vocabulary

rms and definitions

For the purposes of this document, the termis and definitions given in ISO/IEC 20924 ap

ISO ar
addres

o IS(
o |E(C

4 Al

Al
API
ASD

d IEC maintain terminology. @atabases for use in standardization at the fol
ses:

D Online browsing platfarm: available at https://www.iso.org/obp

[ Electropedia: available at https://www.electropedia.org

bbreviated terms

artificial intelligence
application programming interface
application and service domain

hment.
ristics
bs that

ontent
oplies.
g any

ply.

lowing

BSS
CM
CPS
CPO
DPO
DSC
DSRA
ETL
HMI
HTTP
ICT

business support systems

conceptual model

cyber physical system

chief privacy officer

data protection officer

dynamic service composition

domain specific reference architecture
extract, transform, load

human machine interface

Hypertext Transfer Protocol

information and communication technologies
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loT Internet of Things

IT information technology

LAN local area network

LoB line of business

OMD operation and management domain
0SS operational support systems

oT operational technology

PED physical entity domain

Pl personally identifiable information
RA reference architecture

RAID resource access and interchange domain
SCD sensing and controlling domain

5 lo[l RA context

5.1 Overview

This document specifies a reference architecture for thge“Internet of Things usigg the
ISO/IHC/IEEE 42010:2022 requirements for architecture descriptions. While this document is
intendgd to be used in many situations and by many diffetent stakeholders, the focus is jon the
needs|of architecture developers of an loT system description, their perspectives, concerns,
and thg architecture views they most likely encounter. In particular, it focuses on those inyolved
in credting a specific 10T reference or solution architecture that depends on loT.

This document is interesting and educational:for anyone with interest in lIoT. Howevegr, the
document is of special interest for those people looking to:

— harmonize standards or reference architectures of other IT and OT domains with this deneric
0T RA;

— deyelop either loT software;.or’loT hardware, or both;

— prqvide services involving 1oT;

— prdcure or implementioT systems;

— intg¢grate loT with(other IT technology.

For all|the interests-mentioned above, applying parts of this document to develop or implement

loT domain-specific architecture (DSRA) is a useful approach. These descriptions can be either
standglone ar-integrated with other loT related architecture descriptions.

Furthel_depending on the interest different sections of the document have mare relevancy.
While some parts provide an overview, some parts provide more information regarding different
aspects of loT.

This document can also be used as normative reference in a DSRA. The document can then
serve as a base for the loT part of that DSRA, leaving application concerns, use cases and so
forth to the DSRA. The DSRA can specify how the 10T RA is intended to be used for the specific
domain. A DSRA can also specify conformance to parts of this document.

This document conforms to ISO/IEC/IEEE 42010:2022 requirements on architecture
descriptions [1], which is described in Annex B. This ensures that the 10T RA aligns with other
RAs that conform to ISO/IEC/IEEE 42010:2022 requirements on architecture descriptions. The
loT RA is intended to be used with one or more architecture description frameworks
(in accordance with ISO/IEC/IEEE 42010:2022) to create an architecture description for a
system of interest.
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ISO/IEC/IEEE 42010:2022 provides terms, definitions, and relationships for best practices in
architecture descriptions of the architecture of a system of interest. Consequently, all
conforming architecture descriptions can be interpreted in a consistent way. Conformance to
ISO/IEC/IEEE 42010:2022 requirements for architecture descriptions makes this document a
vital part of a cohesive family of standards, including those standards dealing with
interoperability.

5.2 Stakeholders and concerns

Table 1 shows a list of viewpoints, stakeholders, and concerns.

Table 1 — List of viewpoints, stakeholders, and concerns

Vigwpoint Stakeholders Concerns
Foundgtional IoT | — Architect What is loT?
viewpqgint ) . o
— Project manager What are the essential characteristics of loT systems?
— Programme What is new (and different) about the concept'of loT?
manager

Is a given system or component an IoT,system or componenf?

— Standards expert ) L
What are the implications of the coneept of loT?

— People concerned
with the
fundamentals of
loT

— Domain experts
— Business manager

— System owner

Busingss — Business manager How to leverage the various capabilities of an loT system to
viewpgint providewalue for a business?
— System owner
) How;to'use loT for innovative new business models?
— Architect
How do characteristics of an loT system influence business and
system owner?
Usage|viewpoint — System architect How do users (both human and digital) interact with the loT

system?
— Project manager y

How does the loT system interact with the physical entity of

interest?
Functipnal — Architect What are the types of abstract functions that need to be
viewpdgint ) implemented in an 10T system?
—«Project manager
=" Programme
manager
— loT standards
expert
— BRusiness manager
— System owner
Trustworthiness — System architect How to design an loT system with a level of confidence that meets
viewpoint trustworthiness goals.

— Security engineer
) How to assure the implemented system meets design goals.
— Security manager

— Privacy manager

— Project manager

— Business manager

Construction — System architect What types of design are useful when creating an loT system to

viewpoint ) meet a given set of requirements?
— Project manager

What types of design are useful when creating an l1oT component

— System designer to meet a given set of requirements?
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6 loT RA viewpoints and views

6.1 Overview

The essence of an architecture description lies in the architecture views that it provides. Each
view is governed by a corresponding viewpoint. The developers and professional practitioners
who are charged with elaboration of the architecture description can adopt the architecture
views provided in this document. The different architecture views result from modelling and
narrative descriptive activities of the architecting effort.

An architecture viewpoint states relevant information focusing on a particular topic. This

inform'xﬁnn e 2 collaction of concerns  often oxnressead in 1ica cacac otalkahanldarc r-rovide
PO H—S—a— 60 e 6HO OG0 R HRE—0H e H—eXxpresSSea—H—u5e—66a585—+5 =4

T TTroTraTT

about the constructed artefacts that they believe are important to the topic. Viewpointsxgpecify
the ar¢hitecture view or views it governs. The architecture viewpoint also identifies,mofelling
or narfative paradigms for generating the architecture view or views.

This dpcument specifies six architecture views and their governing viewpoints:

— an|loT foundational viewpoint in 6.2;
— a Bbusiness viewpoint in 6.3;

— a ysage viewpoint in 6.4;

— a functional viewpoint in 6.5;

— a trustworthiness viewpoint in 6.6;

— a qgonstruction viewpoint in 6.7.
Subclgquse 6.2 presents the foundational loT viewpoint and the corresponding view|which
frameg the concerns related to the essential_characteristics of 10T. The viewpoint addfesses
concelns related to the fundamental aspects>of l1oT by specifying the foundational bpilding

blocks| of 10T enabled systems as archjtecture views. These views represent the different
concepts related to loT (for example: principles, devices, and connectivity).

Subclquse 6.3 presents the business viewpoint and the corresponding view.
Subclquse 6.4 presents the usage viewpoint and the corresponding view.

Subclguse 6.5 presents_the functional viewpoint and the corresponding functional views that
describe the loT reference architecture from the perspective of key functions. The viewpoint
addregses concerns'related to the fundamental functional aspects of 10T by specifyipg the
founddtional building blocks of loT enabled systems as architecture views. These|views
represent the-functional capabilities of loT related data, management, communigation,
interfages,(efe.

Subclause 6.6 presents the frustworthiness viewpoint and provides means for implementing a
trust model to consider when creating an loT product or solution.

Subclause 6.7 presents the construction viewpoint and the corresponding construction views
that describe the IoT reference architecture from the perspective of implementation
architectures. The viewpoint addresses concerns related to the fundamental implementation
aspects of loT by specifying the different patterns as architecture views. Examples of patterns
described in this document include the loT component capability, the RAMI4.0, the IoT user,
the loT enterprise system, the enterprise networking, and the loT enterprise usage patterns.
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6.2
6.2.1

Foundational loT viewpoint and views

Foundational loT viewpoint

The foundational loT viewpoint is essential to the loT domain. It frames multiple concerns of
several stakeholders, described below. The foundational 10T viewpoint is described in Table 2.

Table 2 — Foundational loT viewpoint

Viewpoint name

Foundational loT

Overview Framing of the concerns related to the essential characteristics of lIoT
Knowrftypicarl stakenolders — Arcnitect
— Project manager
— Programme manager
— Standards expert
— People concerned with the fundamentals of IQT
— Domain experts
— Business managers
— System owners
Concefns — What is 10T?
— What are the essential characteristics of IoT systems?
— What is new (and différent) about the concept of 10T?
— Is a given systemror'component an loT system or component?
— What are the implications of the concept of loT?
Viewpgint Model kinds Interoperability-model
specification Component model
Legends The foundational loT view provides text defining the essential
characteristics of loT, text describing the concepts and relationghips
between an IoT component, IoT system, and IoT environment.
View methods NA
EZI;LeOsdpsondence NA
References NA
6.2.2 Foundational loT view
6.2.2.1 Description of lIoT systems
ISO/IHC 20924 [3] defines 10T as an "infrastructure of interconnected entities, people. systems

and information resources together with services which processes and reacts to information
from the physical world and virtual world".

In practical terms, this loT definition can be distilled down to two essential characteristics of loT
systems.

a) An loT system is composed of components connected through a many-to-many digital
network. The network capabilities can be based on different options such as using a many-

to-many relationship or others and using approaches such as TCP/IP or alternatives.

b) At least one of those system components interacts with the physical world through either
sensing or actuating.


https://www.electropedia.org/iev/iev.nsf/display?openform&ievref=741-02-01
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The interaction with the physical world includes:

— Sensing: a sensing capability (provided by a sensor) offers ability to provide observations
of an aspect of the physical world as measurement data. Information from sensor
observations can be provided to other IoT components through the network interface of the
component for processing and storage.

EXAMPLE 1

Temperature sensing (temperature measurement capability), computerized tomography (CT)

scans (radiographic imaging), spatial sensing (accelerometers, gyroscopes), optical sensing, and audio sensing.

— Actuating: an actuating capability, provided by an actuator, offers the ability to change the
physical world. Such change is based on information that is given as input to the component.

EX

MBPLE 2 _Hgating-cgils fhn'_ﬂ'ing r‘apahilihl\’ glectric shock delivery (cardiac par‘inn)‘ clectronic-do

r locks

(lod
cap|

6.2.2.2
6.2.2.2
loT ca

— the
— the
— the

k/unlock capability), unmanned aerial vehicle operation (remote control), servo motors (motion/m
Ability), and robotic arms (complex motion/movement capability).

loT system concepts
A General
h be broken down into three important concepts (Figure 2):

loT environment (containing all the components, systems,-and related infrastruct
loT system that provides benefit to the stakeholders;
loT components that interact together to form the loT system.

loT environment

An loT environment is composed/of IoT systems
and loT components

loT system

An loT(system is
composed of loT

Somponents An loT system can be a type of loT

component — if its capabilities are
available through a network interface

loT component

IEC

vement

ure);

Figure Z — Relationship between ToT component, ToT system and loT environment

6.2.2.2.2 loT components

loT components are the basic building blocks of IoT systems. 0T components interact with
other loT components to form a system and achieve one or more goals. Each loT component
provides some function that is necessary within the system so it can achieve its goal or goals.

All IoT components have at least one network interface that provides the ability to participate

in a many-to-many network. Nevertheless, a given

loT component does not need to

communicate with more than one other loT component in a given system (e.g. assigning and
limiting communication between two static IPs). Most loT components also have an application
interface that provides the capacity for application-level interactions between loT components.
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Each 10T component offers one or more loT capabilities for use by other 10T components.
Network interfaces and sensing are two examples of loT capabilities.

6.2.2.2.3 loT systems

A system, which is a combination of interacting elements organized to achieve one or more
stated purposes, is considered an loT system when it is composed of networked loT
components. The loT system also interacts with a physical entity of interest through a sensor
or an actuator within the loT components. 10T systems differ from conventional IT systems in
their ability to directly interact with the physical world.

loT systems range from the very simple such as an Internet-enabled thermometer to the

extremely complex, such as a city management system, and everything in between. loT
compdnents can be assembled into many different systems. Also, a single loT compongnt can
have the ability to be part of more than one system at a time. An loT system can also ac{ as an
loT component within another loT system, if it has a network interface that allows’it to bg used
that way. An loT system is not necessarily constructed in a particular manner,

The qpality of "goodness" is how well requirements of stakeholders are met. Many |of the
charadteristics of an loT system have lower or higher importance depending on the specific use
cases [and therefore indirectly stakeholder concerns.

An loT| system is not required to meet specific security, priyvacy, reliability, cost, or fungtional
requirgments to be considered an loT system. Even if these criteria are not met it does npt stop
being pn loT system. However, if the loT system cannot ‘'meet the use case requiremegnts, it
might pot be a "good" loT system for a specific use case. In other words, "goodness" is|purely
in the pyes of the user.

6.2.2.2.4 loT environments
A digitpl loT environment includes:

— thg set of IoT components available to be composed into loT systems;
— thg networks connecting the. gomponents;

— any associated services ‘that provide the mechanisms for discovery, compositiop, and
ordghestration.

Although an 1oT environment contains the loT components that can be used to credte loT
systems, it does not necessarily contain any functioning loT systems. This can be the gase if
no loT|componenis:have been instructed to interact as a system. The opposite is also trpe. An
loT enyironmentean be used to create non-loT systems (conventional IT systems) by exgluding
loT componenis’that have sensing or actuating capabilities. In its current state, the Interrjet can
be corsidered an loT environment.

For system owners and business managers, it is often relevant to consider the lIoT environment
as a part of the overall IT environment of an organization.

loT systems can be components of other loT systems. loT systems can also be components of
other IT systems. IT systems can be (and often are) components of loT systems.
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loT environment

loT system

loT component
loT component
loT component loT component
loT component
loT component
loT component loT System

loT component loT component

loT system

e — IoT component
loT component loT component
loT sy3tem loT component |}
loT component

loT component
loT compopent

loT component

loT component
loT component

IEC

Figure 3 — Example of l1oT enyvironment

Figure| 3 shows an example of IoT environment withl systems, components, and sys
systenjs.

loT components that are not part of a specified*loT system are nonetheless interconne
the loT environment and can become part ofian loT system.

6.2.2.3 Emergent characteristics

6.2.2.3.1 General

The characteristics inherent.to1oT are described in 6.2.2.3.2 t0 6.2.2.3.10.

NOTE

6.2.2.3

Other characteristics_that can be useful to build IoT systems in particular contexts are listed in Anng

.2 Composability

Compq

em of

cted in

x C.

psabilitylis) the ability to combine discrete 10T components into an loT system to a

customer demands exceed production capacites, an oanization might ned to have back up
plans for how to upgrade or replace failing equipment.

6.2.2.3.3 Functional and management capability separation

Separation of functional and management capabilities means that the functional interfaces and
capabilities of an loT component, such as an loT device, are cleanly separated from the
management interfaces and capabilities of that component.
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It is often wanted to qualify in an early stage the different kinds of users that need to interact
with different parts of the 10T system and how. Such qualification makes the separation need
more precise and specific. Since the IoT system often consists of components that are widely
dispersed geographically, this might be of extra concern regarding remote access. Furthermore,
loT equipment is often equipped with physical interfaces (possibility to interact with the device
itself, hands on). Such interfaces might provide challenges if and when such equipment is
exposed to the public or nonauthorized users. Furthermore, such devices might be installed in
places or areas without possibility to monitor the devices and by whom they are accessed.

6.2.2.3.4 Heterogeneity

loT is typically cross-system, cross-product, and cross-domain. This often requires
interoperability between heterogeneous components and systems. The degree to|which
heterogeneity is considered is often a matter of the protocols and communication needed for a
produgt at different stages of the lifetime of the IoT system. The degree of heternogengity for
compdgnents and physical entities often drives cost and it is important thatnit-is balanced
compdred with the business needs.

6.2.2.3.5 Highly distributed systems

loT environments are often built by highly distributed systems which,”while being functjonally
integrated, consist of sub-systems that can be physically separated and remotely locateld from
one arjother. As an example, loT systems can span whole buildings, whole cities and evVlen the
globe.|Data can be stored at the edge of the network, centrally, or both. Distribution cgn also
apply fo processing — some processing taking place centrally or in the edge of the netwlork, in
loT gafeways or within more capable types of sensors-and actuators.

It is important to consider the degree of distributiénfor the 10T system since most IoT systems
are highly distributed by nature. Measurements often need to be taken to ensure the distijibuted
compdnents of such an loT system can be handled remotely. This is needed for the component
to be |[maintained, debugged, and upgradéd and so on. Also, a high distribution might put
constraint on trustworthiness characteristies of the system.

6.2.2.3.6 Modularity

Modularity is about how components can be removed cleanly from a system and replaced with
anothgr module of similar size and with similar physical and logical interfaces.

The mpdularity for an10T system does not differ from the wanted modularity of any IT system.
Neverfheless, it might be worth considering that IoT is a fast-growing technology. This makes
it even more impartant to be able to upgrade separate parts of the 10T system continually; thus,
placing even higher demands on the wanted degree of modularity. Modularity is also ¢losely
related to the-eomposability characteristics of the system.

6.2.2.3. 7.~ Network communication

loT systems make use of a broad variety of network types. These can be limited range, low
power networks collectively termed proximity networks that form the local connections for loT
devices. They can also be wide area networks that connect the proximity networks to the
Internet. Gateways can be employed to connect networks of different types, typically between
the proximity networks and the wide area.

The choice of communication protocols and network technology might be crucial to the business
case and the life span of the loT system. The choice of network technology also relates to the
wanted scalability capability and data capabilities of the IoT system. Most communication
protocols and network technologies often have both strengths and limitations. For crucial loT
applications the data characteristics of the chosen network technology are important.

Especially before investing in large scale implementation of sensors, it might be important to
consider if the chosen network connectivity will be appropriate for the lifetime of the sensors.
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It can also be beneficial to aggregate or in other ways reduce the amount of data transferred
through the network.

6.2.2.3.8 Scalability

Since the number of connected entities in an 10T system often grows very quickly, it is of utmost
importance that an 10T system is built to scale and to be able to handle a very large number of
loT devices as well as massive amounts of incoming data.

Furthermore, it is important for the user interface of an loT system to consider how to display
and sort information about millions of IoT devices, their data, and their metadata. The same

goes for displaving a large number of rules and similar additional information
Ll 7J ~J ~

Busindss managers might also want to take into consideration that deploying millions|of loT
devicels often will be at a large cost. Thus, the time it takes to deploy each loT,device gnd the
possibflity to mass deploy many loT devices at the same time will have a large impact jon the
overal| cost over time for the 10T investment as such.

When Jthere is a risk of high load in incoming data it can be desirable_fo provide a means to
prioritige incoming critical application sensor data.

New I@T actors sometimes can be at a developing stage where\they primarily are working with
demorjstration and test data. It can be wise to carry out loadtests with new loT systems|where
the entire system is forced to handle a very large numbefof sensors simultaneously, be|it real
sensofs or simulated.

6.2.2.3.9 Shareability

Many |oT components are underutilized since a'single system often uses only a fraction| of the
capabllities of a component. If functionalityror outputs of components can be shared among
multiple systems, resources can be used.more efficiently.

Determining shareability possibilities“is often a good way to boost business opportunities for
loT components. At the same tinderbusiness managers and system owners must ensure|that a
specific IoT component also meets the regulatory requirements. Especially for such other|usage
that differs from the primary ‘intended functionality of that component.

6.2.2.3.10 Accuracy.

Accuracy is a characteristic of various elements in an 10T system: Sensors make measurgments
on projperties of\the physical world. Accuracy of these sensors is the closeness of agrdement
betwegn thesmeasured values and the actual values of those properties. The usage of the data
produged by’the measurement is often highly dependent on the level of accuracy of the sensors
as wel| asithose computational algorithms used to manage the data. Actuators operating|on the
physical world translate digital commands into actions. The accuracy of such actions is also
dependent on the accuracy of the provided data and the actuator itself.

It is often important to carefully decide what accuracy is needed for a specific business purpose.
Often higher accuracy comes with a higher cost. loT systems often consist of many components.
Because of this, the impact on costs of choosing a component with higher accuracy than needed
can result in unnecessary higher overall costs for the 10T system.

One thing to consider regarding accuracy is to what extent the surrounding environment might
influence the accuracy. For example, a sensor measuring distance might be influenced by the
air temperature or the temperature of the sensors, losing accuracy in high temperatures.
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6.3 Business viewpoint and view

6.3.1 Business viewpoint

Table 3 describes the business viewpoint.

Table 3 — Business viewpoint

Viewpoint name

Business

Overview

Frames the concerns to be addressed by the business views

Known typical stakeholders

— Business manager

— System owner

— Architect
Concefns — How to leverage the various capabilities of an loT system to provide
value for a business?
— How to use loT for innovative new business niedels?
— How do characteristics of an loT system, influence business apd
system owner?
Viewpoint Model kinds Business model
specification Service blueprint
Legends The business view provides textexplaining the business implications
of the essential characteristics-described in the foundational view.
View methods NA
EZI;LeOsdpSondence NA
References NA
6.3.2 Business view
6.3.2.1 Business relevance of_ loT

The Internet of Things is profoundly changing the world, by fundamentally changing the way
that business is performed, and the way that value is delivered to customers. 10T can generate
large Jolumes of data to-give new insights, support new business models and lay the foundation
for thel delivery of products as services. More than perhaps any other technology, loT impacts
the overall business-oOperation of companies and organizations. It is vital that the loT

implementations,ereated today will lay a strong foundation for years to come.

This stibclause 6.3.2 describes, in a nontechnical manner, some of the business aspectg when
creating orprocuring loT solutions. It also describes how to harmonize other 10T standarfls and

guidelines’with this document to avoid isolation effects and costs in the long run.

Making adequate technical decisions for 10T investments is crucial for business success.

This document can be leveraged by loT stakeholders worldwide as organizations design and
develop or acquire loT solutions and services. The aim of this document is to provide a solid
ground for long term and long-lasting investments for 1oT. Suppliers are also likely to improve
their ability to take part in bids on public sector and large corporate investments in loT by
following the guidance in this document.
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From a business perspective, 0T systems offer several implications that can impact business
models, operations, and revenue streams. Some of the key implications are as follows.

a) New revenue streams: |oT systems can enable businesses to create new revenue streams
by offering value-added services such as remote monitoring, predictive maintenance, and
real-time analytics. By leveraging data from loT systems, businesses can offer insights and
solutions that enhance the customer experience and generate additional revenue.

b) Operational efficiencies: 0T systems can improve operational efficiency by optimizing
processes, reducing downtime, and streamlining maintenance. For example, sensors can
provide real-time data on the performance of equipment, enabling businesses to schedule
maintenance and repairs proactively, reducing costs and downtime.

lytics, enabling better decision-making and more accurate forecasting. This can
befter resource allocation, inventory management, and product development, among other
benefits.

d) Enhanced customer experiences: loT systems can enable businesses to (eliver
pefsonalized and context-aware services, improving customer experiences and loyalty. For
example, loT-enabled devices can automatically adjust settings based on user prefergnces,
enhancing the overall user experience.

e) Didruption of existing business models: loT systems can disrupt existing business models,
as|they enable businesses to offer new products and semvices that were not preyiously
possible. This can create new market opportunities and¢threaten the market positions of
incumbents.

f) New partnerships and collaborations: |oT systems{can enable businesses to forge new
paftnerships and collaborations, as they require expertise in multiple areas sych as
hardware, software, networking, and data analytics. This can lead to new bujsiness
opportunities and the creation of new ecosystems.

Overall, 10T systems offer significant implications for businesses. However, as the adoptipn and
implementation of IoT systems can be complex and require significant investment in hargware,
software, and personnel, businesses .will typically evaluate the costs and benefits jof loT
systems to determine whether they align with their strategic goals and objectives.

6.3.2.2 Business implications of loT systems

Busingss managers and system owners are stakeholders in the loT RA. They have various
interedts in the system pfinterest (represented as concerns). These concerns are addregsed in
the vigws of the referenece architecture description. The business concerns can be releyant to
anyong¢ interested in business management or ownership aspects of 1oT. They give ajd and
guidarice to support:

— prdducing-or acquiring loT solutions and loT services;
— integrating loT with existing IT solutions;

—  planmng forthefutureof existingtoT productsand-services;

— reshaping business models to take advantage of 10T capabilities.
6.3.2.3 loT RA and other loT initiatives

There are many loT standards, guidelines, and initiatives in existence today. For their given
application field and purpose, most of these standards and guidelines work well on their own
and are used by various |loT stakeholders. As a result, there is a diverse and heterogenous loT
world today. Heterogeneity is an important aspect of 10T. Nevertheless, interoperability and
convergence between loT standards and guidelines are necessary to support the combination
and interaction of these heterogeneous resources.

Uncertainty about resource compatibility makes it difficult for the stakeholder decisions about
both a foundation for long-term investments and durable protection of current cornerstones.
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This document serves as a foundation for creating interoperability and alignment between loT
initiatives. The aim of this document is to bring different views together.

6.4 Usage viewpoint and view

6.4.1 Usage viewpoint

Table 4 describes the usage viewpoint.

Table 4 — Usage viewpoint

Viewpqint name

Usage

Overview

Framing of the concerns to be addressed by the usage view

Known typical stakeholders

— System architect
— Project manager

— Programme manager

physical entity of interest.

Concefns — How do users (both human and digital) interact with the loT system?
— How does the loT system interact with the{physical entity of interept?
Viewpgint Model kinds Usage model
specification o
Activity model
Operational mode
Legends The view provides text describing both the interactions between the psers
and the loT system and thé€)interaction between the IoT system and the

View methods NA
Correspondence
methods NA
References NA
6.4.2 Usage view
6.4.2.1 External interaction model

loT syptems interact with)human users, other digital systems (including digital users), and the

physicpl world. Users.interact with the IoT system to gain new insights about or control 9
entity pf the physieal world. Understanding what those interactions are is critical to des

loT syptems.

The eXternaljinteraction model (Figure 4) addresses the interaction of the 10T system with

ver an
igning

users

(both digital and human) and the loT system's interaction with the physical world (tlprough

sensingand actuatimngy:

— physical interaction;

— interfaces.

M )

External functional model

Interfaces

~—/

Physical interaction

—/

IEC

Figure 4 — External facing functions
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The user interaction provides user access to the primary functions of the IoT system.

In this context, the primary function refers to the capabilities made available by the IoT system,

includi

ng:

a) services of various natures (application, operations, and management, brokering with other

ext

ernal resources including data, information, or services);

b) data and information from sensors or controllers, including events and notifications;

c) contextual business data;

d) derived knowledge and information that is generated by applications and services in the loT

tem such as intellicence created by analvtic nprocesses
~J J J Ld

sy
6.4.2.2
The ph

physic
infrast

6.4.2.3

Sensir
hardw
to tell

6.4.2.4

Actuat
actuat
eleme
These

performance requirements can be met.

6.4.2.5

For m3
invoke
functig
users.

For hu
capab
device

The in

Physical interaction

ysical interaction consists of common functional groups for interacting with_entitieg
al world through sensing and actuating. The implementation complexitysdepends
ructure of the specific 10T system being implemented.

Sense functions

g is the function that reads sensor data from sensors. Sensing implementation
hre, firmware, device drivers, and software elements. Forexample, an attention e
he sensor what is needed.

Actuate functions

on is the function that writes data and centrol signals to an actuator to affg
on. Its implementation can span hardware, firmware, device drivers, and sg

can still be physically co-locatediwith other central resources if resilienc

Interfaces (user interactions)

chine users, there are interfaces through which the capabilities of the 10T system
d over the network, These are application programming interfaces (APIs), and
ns provide controlled*ways of accessing loT system functions, either by digital or
Digital users normally interact through APIs, and human users through access po

an usersythere are applications which offer user interfaces that enable interactic
lities of(the IoT system. For human users, the user domain also contains the en
s whiehssupport the applications.

in the
on the

spans
ement

ct the
ftware

nts. It is local in the sense that it closes loops (logically) close to sensors and actliators.

e and

can be
portal
human
rtals.

n with
d user

erfaces include:

— resource interfaces — for services — and their life cycle management.

— resource discovery, publishing, search, and querying.

6.5

6.5.1

Functional viewpoint and view

Functional viewpoint

Table 5 describes the functional viewpoint.
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Table 5 — Functional viewpoint

- 23—

Viewpoint name

Functional

Overview

The functional view provides an understanding of the types of logical
functions found in loT systems.

Known typical stakeholders

— System architect

— Project manager

Concerns — What are the types of abstract functions to be implemented in an loT
system?
Viewpoint Model kinds Function model
specification
rediurce 1modct
Capability model
Legends The functional view provides text describing the three abstract categories
of functions found in loT systems: management, commuhication, and
data.
View methods NA
Correspondence
methods NA
References NA
6.5.2 Functional view
6.5.2.1 Internal functional model

Once the system interactions are captured, an_understanding of what abstract functio
needefl to design a system that can performthose interactions is needed. These a
functidns can then be instantiated using the.appropriate construction patterns.

The internal functional model is a technelogy-agnostic set of functions that are found in
systenm). Each box in the diagram represents a type of function that is found in an loT s
Each {ype of function can be realized by one or more different implementations of g
compdnents, which are deployéd-to form a working system. It does not go to a detailed
leaving flexibility for implementation covered in the implementation view. The functiona
only agldresses the types_of.abstract functions which are essential for every loT system.
to the developer to decide~how to build the functional components to implement these a
functidn types. The fanctional model is composed of three basic function types: manag

commuinication, and\data (see Figure 5).

Internal functional model

Data ]

ns are
bstract

an loT
ystem.
ystem
level,
| view
tis up
pstract
ement,

[

)

[ Management ] [ Communication ]

Figure 5 — Internal model of abstract function classes

6.5.2.2 Data function

The data function types can be broken down into three basic function types — control,
management, and analysis. Control and analysis are both types of data processing, while data

management focuses on how data relate to other data, systems, and the physical world.
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6.5.2.3 Control functions

Control functions exist to control local state — in particular to issue commands to actuators
based on input from sensors and other sources. It is common for control services to have real-
time behaviour because of the need to control dynamic elements in the PED; both to ensure
appropriate operation of the system and to ensure safety of operation.

6.5.2.4 Analysis functions

Analysis functions represent the functions implementing application and service logic that
realizes specific business functionalities. Analysis covers analytic services, cognitive services,
streaming data services, visualization services, business rules services, and application logic.

Analyt|cs services: Gathered data (sensor data streams, other context data and internal gystem
state) |are processed to create insights. Analytic services can act on real-timé) evenfs and
historical data.

6.5.2.5 Data management functions

Data management functions include functions for operation on data which are collected |by the
loT syptem. Those operations focus on how data relate to other-data, systems, and physical
world. [Such operational functions include data transformation, filtering, cleansing, ETL (gxtract,
transfgrm, load), rules and notifications. The data management functions also contaip data
stores|of various kinds including a device data store, analyfics data store, and historical data
store.

6.5.2.4 Management function

The management function types contain functions responsible for the overall management of
loT components, systems, and environments:

Manadement function includes functions for the operational management of the loT system.
Manadement function includes provisioning, monitoring, reporting, interaction bgtween
compdnents, policy management, service automation, and service level managément.
Manadement function also includes service catalogues, device registries, device managément.
There |s also a need for management functions for business aspects of the loT system, ingluding
accoumnt management, subscription management, billing accounts.

Application support proyvides the execution infrastructure that the components deployed|in the
loT enyironment canuse to achieve, for example, scalability and configurability. It also prpvides
the toqls that are required by a service or application to do accounting and billing.

Busingss s€rvices help create business process flows, and orchestration of resources to|create
and mpnage services. The management function should consider cybersecurity in accordance

with thle-guidanrce-efthetEC-62443-series{4}andtSO-27000-{5}-

loT services can contain discovery functions which enable access to appropriate capabilities
within the loT system for external and internal users. Such resources are typically applications,
services, and data, but can also include administration capabilities and business capabilities.
Such management-related functions include:

— metadata management and usage;

— accessing and managing directories and repositories.
6.5.2.7 Communication function

loT systems are composed of components that interact over many-to-many networks. These
many-to-many networks provide the data transfer capability to move data from one component
to (potentially) any other component. It is also the connection between components that enables
those components to interact. The communication function can be broken down into three
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categories: the data transfer function itself, the network interface functions, and the application
interface functions.

The characteristics of this network have a drastic impact on the performance of the loT system.
Communication network types typically used for loT systems are characterized as follows.

— Proximity networking: Proximity networking enables transmission of data from assets or
devices on the edge to entities such as gateways. Gateways and similar entities can then
process this data for further transmission, or for enacting controls, such as in edge or fog
computing. This networking also enables the control of assets, by actuators or controllers.
Proximity networking is often limited to the SCD, but in some occurrences, proximity network
and access network are the same network.
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Table 6 — Trustworthiness viewpoint

Viewpoint name

Trustworthiness

Overview

Framing of the concerns related to trust, confidence, and assurance of
an loT system.

Known typical stakeholders

— System architect
— Security engineer
— Security manager
— Privacy manager

— Project manager

— Business manager

Concefns — How to design an loT system with a level of confidence that megts
trustworthiness goals.
— How to assure the implemented system meets design goals.
Viewpoint Model kinds NA

specification
Legends

The trustworthiness view provides text describing“the concept of
trustworthiness and its relationship to 10T system assurance and specific
challenges associated with assuring loT systéms as shown in Figure 6.

Concepts and relationship to loT system
assurance

[ Challenges with assuring loT systems ]

IEC

Figure 6 — Legend used in the trustworthiness view

View methods NA
Correspondence
methods NA
References NA
6.6.2 Trustworthiness view
6.6.2.1 Concepts and relationship to loT system assurance

Trustworthiness is an important concept in 10T systems because system failure has real-world

consequences. This challenge is made more difficult by the separation of resource bgtween
information technology and operation technology . en an lol system Is being

designed and built, stakeholders need to know the system is trustworthy.

Trustworthiness and assurance are two related but distinct concepts. Trustworthiness refers to
the quality of being reliable, honest, and dependable, while assurance refers to the measurable
level of confidence that something will perform as expected or meet specific requirements.

In the context of system engineering, trustworthiness refers to the extent to which a system can
be trusted to operate as expected and meet both functional and non-functional goals.
Trustworthiness involves a range of factors, including reliability, security, resilience, safety,
environmental impact, ethics, and others.
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Assurance, on the other hand, refers to the measurable level of confidence that a system will
perform as intended and meet specific requirements based on the trustworthiness goals.
Assurance is achieved through various means, such as testing, validation, and certification, and
is done both internally and through independent third-party organizations that evaluate and
certify a system.

6.6.2.2 Challenges with assuring loT systems

As loT systems are complex systems, existing system engineering practices for system
assurance and risk mitigation can be leveraged. An loT system will exhibit the essential
characteristics that are described in 6.2.2, the foundational view of this document. The
implications of these characteristics on system trustworthiness for that system should be
considered by the system architect. The many-to-many networking characteristic indicates that
any cgmponent can connect to any other component, and any functionality can be put bghind a
network interface and used as an loT component (including another loT system). Therefore, the
potent|al structure of loT systems is limitless. This variation in architecture is addressed|in this
document within the construction view and the use of patterns.

The cgmponents in an loT system are connected digitally instead of using’nuts and bol{s, and
such systems can usually be built faster than a physical system. The §ystem structure cap even
be chgnged during run time. This should be considered when designing IoT systems.

The IT| characteristics of loT systems, such as the nondeterministic nature and shared pspect
of thege systems, create challenges in assuring loT systems’. Unlike a physical device [that is
disasspmbled to access individual components, an loT\system's individual components are
easy tp access, and this ease of access presents unique’security challenges.

The physical nature of IoT systems and the interaction of these systems with the physical world
provide new challenges for assurance as compared to purely digital systems. Measurgments
and observations have uncertainties that do“not exist in information systems. The 3ctions
performed by an loT system, resulting in@ change to the physical world, have tolerancg¢s that
should be considered by the architect.-loT systems with actuators introduce the possilility of
physicplly damaging equipment and facilities, and harming people. The nature of errors in|digital
systenys creates new challenges\for system architects, as the consequences of one|single
flipped bit can cause catastrophic-failure in the physical world.

These|challenges are exacerbated by the structure of enterprises and the typical organizational
division between operational technology experts and information technology expertd. This
divisiop creates specific challenges that are related to safety, security, privacy, reliabilify, and
resilience.

6.6.2.3 Characteristics

6.6.2.3.1 Availability

Availability covers both the availability to functions and services within an loT system or loT
environment as well as the continued access to vital data. Availability of a device is related both
to its inherent properties of operating correctly over time and to the network connectivity of the
device. Availability of data is the ability of the system to get the requested data from a system
or component. Availability of services is related to the ability of the system to provide the
requested service to users.

When an organization starts to use 10T as a base for decisions or automated actions, it becomes
dependent on the technology. The organization will rely on the availability of data, devices and
services delivered by the loT system. It is important to understand what IoT data or services
must be available and the consequences if they are not available.


https://iecnorm.com/api/?name=3f64aec2bffac2bb3a85efc666074c07

- 28 — ISO/IEC 30141:2024 © ISO/IEC 2024

6.6.2.3.2 Confidentiality

Confidentiality is the property that information is not made available or disclosed to
unauthorized individuals, entities, or processes. In an loT system, protection policies and
mechanisms are responsible for prohibiting people or systems from accessing data or control
messages when they are not authorized to do so.

loT data often have one meaning and information classification for a given purpose. They can
have another meaning in another context or when combined with other data, thus resulting in a
higher wanted security classification. Also, a specific dataset might be harmless when accessed
alone but harmful when combined with other data. Therefore, it is important to analyse what
possible threats can be caused by various information breaches in the IoT environment; even
for loT| data that are otherwise considered as simple.

6.6.2.3.3 Integrity

Integrity is accuracy and completeness applied to information within a systemYlIntegrity |s vital
for 1oT| systems to ensure that the data used for decision-making processes)in the systgm and
execufable software have not been altered by faulty or unauthorized- devices, by mallicious
actors| or by environmental causes.

Not only can corrupt data cause malfunctions. Unauthorized @manipulation of data can also
comprpmise the trustworthiness and business brand of the. organization; especially ilf such
informption is displayed in public or shared with other organizations. When loT is used fpr new
busingss models and new working methods, the business.owner should consider the integrity
risks. How to avoid them or detect them and what consequences any breaches might have on
busindss and work progress.

6.6.2.3.4 Reliability

Reliabjlity is a property of consistent, intended behaviour and results. An appropriate Igvel of
reliability is essential in diverse IoT system deployments and applications. Reliability ¢an be
highly | critical in some applications;yas for specific health-related applications, industrial
manufacturing operations, and time-critical applications. The complexity of many loT systems,
often with many separate IoT components from various vendors, places even higher demands
on addressing the overall loT(system reliability.

Busingss owners should-bear in mind that all components in the IoT system make up the pverall
reliability. The weakest,ecomponent might define the level of reliability of the whole system.

6.6.2.3.5 Resilience

Resilignce is<the ability of an loT system or its components to adapt and continue to perform

their re¢quired functions flexibly in the presence of faults and failures and other ad hoc chHanges
withouE less of operation and performance level. It is important for 10T systems to be designed
for resilience, incorporating self-monitoring and self-healing techniques to improve the system
resilience.

It is important to consider how the overall resilience of a product or larger IT, OT and loT
systems might be influenced by the level of resilience for specific IoT components. One
important aspect to consider is if it is acceptable to lose collected data during a recovery phase.
Otherwise, actions should be taken to preserve such data during recovery.

Another aspect to consider is what down time is acceptable and what actions to take to ensure
an appropriate recovery time frame.
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6.6.2.3.6 Safety

Safety is the state in which the risk of harm of the health of people, damage to property or the
environment is limited to an acceptable level. Risk level is the probability of the occurrence of
harm combined with the severity of that harm. Safety standards often must be considered in
loT systems including medical or health care, transport such as aviation and automotive
applications, consumer products, buildings, environment monitoring, fire safety, national border
safety, and radiation damage monitoring.

Even in contexts where compliance with safety standards is optional or voluntary rather than
mandatory, proper consideration of safety factors is important. This can have significant impact
on aspects such as continuity of operations, reduction of loss, prevention of injury or death,

insura

nce premiums, torts and liability, and other issues.

6.6.2.3.7 Compliance

Compljance is conforming to rules, such as those defined by a law, a regulation, a stang

a pol

cy. loT systems, services, components, and applications can) be deploy

circumstances which require adherence to a variety of laws, policies, or regulations.

Regulations of relevance to IoT systems can take many forms. Ahese include regulati
assurdg interoperability, to mandate or constrain functionality orcapability, to assess the

of the
toimp
on the
issues

oT device or system to function in a certain usage context without causing damag

part of system owners or operators. It is importantto pay extra attention to comg
when using an loT component for several purpeses. The same is true when

compdnent is used for purposes other than the cemponent has initially been producg
designed for. As provider of loT technology it is often important to clearly state the comy

for all
might
to fail
might

NOTE

parts provided. Using IoT components lacking compliance assurance for an loT g
cause legal breaches and can result in*heavy penalties. It can also cause the 10T s
and put business, environment, peoeple, and more at risk. Furthermore, such bre
cause legal business controversiesfnd insurance uncertainties.

Some more examples of loT characteristics with relevance for trustworthiness and assurance can q

in Claude C.2.
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Table 7 — Construction viewpoint

Viewpoint name Construction

Overview What are the specific IoT system structures for addressing different
requirements?

Known typical stakeholders — Project manager

— Programme manager
— Standards expert

— System owner

— Business manager

Concerns — What types of design are useful when creating an loT system to
mect d giVUII o>C1L UI’ IﬁquilUlllUlllb 14

— What types of design are useful when creating an loT compor|ent to
meet a given set of requirements?

Viewpgint Model kinds NA
specifipation Legends The construction view uses the construction pattern legend des¢ribed
in Table 8.
View methods Construction views are specified using the construction pattern.
Correspondence NA
methods
References NA

Table 8 — Construction pattern legend

Name of pattern
Name The pattern's name conveys$:the essence of the pattern succinctly. A good pame
Informbtion is vital because it will beceme part of the working vocabulary.
Related Similar patterns, depending patterns.
ere can be similar\patterns. The pattern can extend other patterns.
patterns Th be simil tt Th tt tend oth tt

Description of problem which the pattern attempts to solve.

Problem A short statement that answers the question: What particular issue or problem
does it address?

The particular context in which the pattern solves a problem.

Specific Where does the pattern apply? For example, the use of an enterprise-wide |data
model frequently makes sense in a problem context where distributed data

Known context ; ) ; . [IOUEEE date
management is a concern while the architecture for an air-to-air missile will not

Context be an appropriate context for this pattern.
Related Other related context
context
. Architecture models for the pattern
Architecture . .
models Text and diagrams necessary to understand the essential concepts and
relationships for the pattern
Scenarios/use cases where the pattern has been applied
Examples Useful patterns are motivated by known, previous usages
Examples (and visual analogies) help explain the pattern
Rationale The rationale can be theoretical (e.g. the mathematical theory of rate monotonic
. for the scheduling) or practical (e.g. prior case studies in which the pattern was
Solution
pattern successfully employed

Provide useful information that assists an architect in using the pattern.
Guidance can include:

— Description of characteristics

Guidance — References to other documents (e.g. standards, regulations, white papers,

ontologies)

— Discussion on pain points, critical decisions, underlying requirements, trade-
offs
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6.7.2 Construction view

The construction view is used in order to construct an loT architecture which is further
constraining the loT reference architecture through to the integration of specific construction
patterns.

EXAMPLE 1 The RAMI 4.0 architecture [7] considered as a pattern is integrated to an loT reference architecture to
support the smart manufacturing domain. RAMI 4.0 is described in Annex A.

EXAMPLE 2 THE SGAM architecture pattern [8] considered as a pattern is integrated to an loT reference
architecture to support the smart grid domain.

EXAMPLE 3 An implementation architecture for industrial IoT can use the patterns library in [9].

Constructed
loT system(s)
architecture descriptign

ISO/IEC 30141 Ed2
QT reference architecture

Constructed
loT system(s)
architecture

Folindational viewpoint-views

Business viewpoint-views Patterns

lUsage viewpoint-views
Guides Described in

| |

| |

| |

| Fiinctional viewpoint-views | 5 | Patterns
1

| | .

| | '
|
|
1
1
I

Fundamentals

Trusjworthiness viewpoint-views

Copstruction viewpoint-views Patterns

v
Construction
pattern

Conforms to Conform to

ISO/IEC/IEEE 42010:2022 architecture description standards

IEC
Figure 7 — loT architecture construction view

Figure|7 shows the construction view:

— The left partiprovides a representation of viewpoints and views of this document, wlith the
comstructionviewpoints and view which is based on the use of construction patterns

— The right part provides a representation of the resulting viewpoints and views |of the
comstructed loT architecture: the business, usage, functional and trustworthiness viewpoints
and views are extended and specialized with patterns.

The construction of an loT architecture follows the following view method:

— The starting point are the views of this document.

— The views are extended or specialized through additional architecture models which further
constrain the views of this document.

— The specification of the additional architecture models is based on patterns.

— Several reference architectures can also be combined by considering a reference
architecture as a pattern [9].

EXAMPLE 4 The loT reference architecture is extended to support digital twin capabilities by considering a
digital twin reference architecture as a pattern.
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6.7.3 loT component pattern

The construction view method can involve the use of the 10T component pattern, described in
Table 9.

Table 9 — loT component pattern

Name loT component

Information | rReiated

patterns )

Problem Understanding the set of capabilities of a given loT component is essential to
hning abla-to lca tho nnmpnnnnf man laoT oyofgm with, nnnﬁp!annn. A :\imp e
definition of capability is "the quality of being able to perform a given functjon".

Known Specific Many IoT components do not make all their content visible to others|

Context context Organizations acquiring, using, and administering them have little'or,no access
to information about their internal workings, including the capabilities that {hey
offer. For other loT components, with detailed information about the internal
workings, there are often no standardized mechanisms to@xpose, access,|and
configure capabilities.

Related )
context

Solutign Architecture The diagram that is shown in Figure 8 provides.a’model of the capabilities|an

models loT component can provide. In other wordsy gach loT component can be
characterized by the set of capabilities it provides. A given loT component|can
have more than one of any given capability type (sensors, network interfages,
actuators). This model can also be uséd to describe the set of componentd and
relationships of a given loT system\or the capabilities of an loT system.
=
i | Application interface i
‘ ' capability !
&R ) [ ! .| Human user interface i
X\ ! (U1) capability !
: ) i capability capapilities |
[ Supporting
capability
Data storing|!
capability
: a
; :
: . :
! Transducer Sensing !
! capabiliies capability ' Latent
e - .
. Data transferring i
! capability !
' 4 |
! Data processing !
' capability 1
| r :
i Data Data storing !
1_capabilities capability '
""""""""""""""""" IEC
Figure 8 — Capabilities of an loT component
Examples -
Rationale for Provides a refinement of loT component categories of capabilities (transducer,
the pattern data, interface, supporting, latent)
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Guidance

The loT capabilities can be grouped into several categories:

Transducer capabilities interact with the physical world. These capabilities,

prevalent in OT, serve as the boundary (edge) between the digital and
physical environments. Transducer capabilities provide the ability for
computing systems to interact directly with physical entities of interest

— Data capabilities are directly involved in providing functionality to the

commonly associated with conventional IT systems, and are critical to
systems.

with the other system components).

system. These capabilities—data storing, transferring, and processing—are

loT

— Interface capabilities provide the component with the ability to interact with
other loT components (including people using a connected device to interact

These capabilities can potentially be enabled either by a trusted actor
bad actor with malicious intent.

= Supporting capabllities are mairectly involved n providing functionality to
the system, such as monitoring, management, security, or orchestration.

— Latent capabilities are transducer, data, interface, or supporting\capaljilities
that are not currently enabled and accessible outside the loT «campongnt.

or a

Table

10 provides additional information about each capability categery.

Table 10 — Additional information on loT component capabilities

Transd
capabi

ucer
lities

Actuating:

An actuating capability, provided by an actuatoryoffers the ability to change the physic
world. Such change is based on information that is given as input to the component.

Errors can be introduced in the digital l0gic, the digital-to-analogue converter, the anal
electrical circuit, and the actuator transducer. There is a time delay between the input
arriving at the component and the change being made to the environment.

Examples of actuating capabilitigs include heating coils (heating capability), electric sh

o

gue
ata

bck

delivery (cardiac pacing), elegtronic door locks (lock/unlock capability). Other exampleg are

unmanned aerial vehicle operation (remote control), servo motors (motion/movement
capability), and robotic,afms (complex motion/movement capability).

An important type of-actuator is a black box control system that accepts a wanted outc
as an input and internally uses sensors, actuators, and processors to make the physicg
changes. Such ‘a black box control system is considered an actuating capability in this
since the sensors and processors are not directly usable from outside the component.

Sensing:

A sensing capability (provided by a sensor) offers the ability to provide observations of
aspect of the physical world as measurement data. Information from sensor observatio
be'provided to other loT components through the network interface of the component fg
processing and storage.

Sensing is "read only". Any change to the physical state is a side effect. Measurement
can be introduced by the physical environment between the physical system and the sq
transducer and in the sensor transducer itself. Measurement errors can also be introdu

LLALD
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logic of the sensor. There is also a time delay between the sensing and the data becoming

available at the component output.

Examples include temperature sensing (temperature measurement capability), computerized

tomography (CT) scans (radiographic imaging), spatial sensing (accelerometers,
gyroscopes), optical sensing, and audio sensing.
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Data
capabilities

Data storing:

A data storing capability provides ability to store and retrieve data and information over time.
The intent is to store data for use at some later time. Data persists for a finite period. Data
can be published by the component or provided in response to an external request. There is
a time delay between the input and output, that is between a data request and the data
response.

Examples of data storing capabilities include databases and data brokers. Data storing
capabilities can also be any other type of component that stores input data for later use.

Data transferring:

A data transferring capability provides the ability to transmit data from one physical or logical
location to another. The data transferring capability provides ability to provide information
about the network without having to understand the specific network topology.

The interactions of an loT system with the physical world require the data transferring
network to meet latency, reliability, and security requirements. Therefore, it is useful tolbe
able to describe the network characteristics in this manner, so the capability is-explicitl
called out by the l1oT general model.

Examples of specific data transferring capabilities include data networks,that are based on
Ethernet, Wi-Fi, LTE, Foundation Fieldbus, Modbus and BACNet.

Data processing:

A data processing capability provides the ability to transform data based on an algorithm.
The intent of processing is to transform input data and provide eutput data. There is a {ime
delay between the input and output that should be accounted for. The transformation cgn be
simple, with a single input variable, and a single output;of it can be complex with multiple
inputs and outputs.

Control algorithms are an important type of processing. Control algorithms take the output of
sensors and actuators or pre-processors and provide an output that can be fed into an
actuator or post-processor. These control algorithms are often used within negative feddback
loops, but not always. A proportional-integral-derivative (PID) control algorithm is an ejample
of such a control algorithm.

Some examples of processing include’data aggregation, binary (Yes/No) analysis, big data
analytics, machine learning, and predictive analysis.
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Interface Application interface:

capabilities
pabliit An application interface capability provides the ability for other loT components

(components, systems, etc.) to communicate with a given loT component through an loT
component application. A widely used type of application interface is an application
programming interface (API).

Human user interface:

A human user interface (Ul) capability provides the ability for the component to communicate
directly with people. Not all loT components have a human Ul capability (that is, a dedicated
processing component). Any effect on the physical environment is a side effect of the
interface (the purpose being information exchange). Such an effect is not considered to be
sensing or actuating. Examples of human Ul capabilities include keyboards, mouses,
microphones, cameras, scanners, monitors, touchscreens, touchpads, speakers, and haptic
devices

Network interface:

A network interface capability provides ability to interface with a digital communication
network for communicating data from one component to another. Every loT component|has
at least one network interface capability and can have more than one. While the network

interface capability allows for a component to be connected to a communication network
does not provide the communication (data transferring) capability. Someyexamples of
network interface capabilities include Ethernet adapters, LTE radios, ZigBee radios, Fig¢ldbus
and Wi-Fi dongles.

, it

Supporting capabilities:

Supporting capabilities provide additional functionality that supports the loT system.
Examples of supporting capabilities include time synchrenization, data encryption,

authentication, orchestration, and remote component.management. Some IoT compongnts
can only provide a supporting capability such as orchestration and not offer any transduicer
or data capabilities.

Latent capabilities:

The latent capabilities are capabilities that\the loT component can potentially provide bt are
not currently enabled for access externally from the loT component. For example, a
component can have an empty USB pért with nothing plugged into it. In that state, the PSB
port is considered a latent capability: It has the potential to be used at any time. If somgeone
attaches something to it, that can\enable any of the other capabilities. If someone plug$ a
Wi-Fi adapter into the USB pgft; the loT component would then have an additional network
interface capability. USB perts and other communication interfaces, such as serial, High-
Definition Multimedia Interface (HDMI), Digital Visual Interface (DVI), DisplayPort, and
External Serial Advanced Technology Attachment (eSATA), often change their state. They
can then switch frombeing a latent capability to an active capability and back.

NOTE| Any tradenames and trademarks in this table are examples of suitable products available commefcially.
This ifformation is given for the ¢onvenience of users of this document and does not constitute an endordement
by IE] of these products.

To prqvide valug)or benefit to an loT system, an IoT component can perform some fype of
transfgrmation. Key capabilities and their respective transformations are listed in Table [l 1.

Table 11 — Key capability transformations

Capability type Itr;’:;t Transform input Transform output Otl;,tgeut
Sensin Physical Property of physical system Representation of property of | Digital
9 energy state physical state data
. Representation of wanted Changed property of physical | Physical
. Digital . .
Actuating data change in aspect of physical system state energy
state
D . Digital Set of information New set of information Digital
ata processing data data
Data storin Digital Set of information Set or subset of information Digital
g data available over time data
Data transferrin Digital Set of information Same set of information Digital
9 data available over distance data



https://iecnorm.com/api/?name=3f64aec2bffac2bb3a85efc666074c07

- 36 — ISO/IEC 30141:2024 © ISO/IEC 2024

The 10T system pattern is described in Table 12.

Table 12 — loT system pattern

Information Name loT system pattern
Related loT component pattern
patterns
Problem
Known Specific The 10T system pattern applies to all loT systems
context context y P PP y
Related
context B
Solutign Architecture | Relationship between an loT system and its components and environment.
models

loT environment

An loT environment is composed of loT
systems and loT components.

loT system
An loT system is 3 An loT system may be a type of
composed of loT loT component - if its capabiliti¢s
components. are available through a networ
\ A J interface.
loT component
IEC

loT systems are composed of:
— one or more networking components
— two or more additional components

— ong ormore components must interact with the physical world through
sensing or actuating.

loT systems can provide the following service capabilities.
Primary:

e physical observations and derived information based on those observations
e control of physical entities
Secondary:

e data processing

e data transferring

e data storage
Interfaces

e network

e human Ul

e application
Supplemental:

e  security

. orchestration

. management
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loT system class diagram

loT system

loT component

Digital network

loT device

Transducer
IEC

Examples

A loT-powered cycling app combines real-time data from sensors on/the us
cell phone, including GPS, accelerometers, and heart rate monitors, with In
connectivity to offer cyclists comprehensive ride tracking and\pérformance
analysis. The user's cell phone serves as both a display Ukand a data collg
device, while cloud servers store and process the data. The app provides ¢
with real-time feedback on metrics like speed and distance, tracks and mag
their rides, and offers historical data for performangée’comparison. It also
integrates with external data sources and enables\social sharing, enhancin
overall cycling experience by improving performance and safety.

A smart grid is a modernized and interconnected electrical grid system thaf
harnesses 10T technologies to optimize electricity generation, distribution,
consumption. It deploys sensors andd{neasurement devices across the grid
infrastructure, connecting them thrgugh robust communication networks. THh
sensors continuously collect datd onvparameters like voltage, current, and
quality, enabling real-time monjitoring and control from central control centr|
Advanced data analytics precesses this information, empowering grid oper
to make informed decisions, predict equipment failures, and enhance enerd
distribution efficiency. loT<€nabled demand response programmes, distribu
energy resources integration, automation for fault detection and grid resilie
and cybersecurity measures all contribute to the smart grid's efficiency,
reliability, and sustainability.

er's
ternet
ction

yclists
s

j the

Rationale
for the
pattern

This is the primitive pattern that all other loT system patterns are based on

Guidance

Guidance for loT systems applies.
Guidance for loT devices applies.

Guidance for loT networks applies.
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Annex A
(normative)

Additional loT construction patterns

A.1 General

This Annex A describes the following patterns:

— the Reference Architecture Model Industrie 4.0 (RAMI 4.0) pattern;
— thg loT user pattern;

— thg dynamic loT system pattern;
— thg loT enterprise system pattern;
— thg loT enterprise networking pattern, which uses the loT enterprise system pattern;

— thg loT enterprise usage pattern.
A.2 [Reference Architecture Model Industrie 4.0 (RAMI 4.0) pattern
The Reference Architecture Model Industrie 4.0 (RAMI 4.0) pattern is described in Tablg A.1.

Table A.1 — RAMI 4.0 pattern

Informption Name RAMI 4.0 pattern
Related )
patterns
Problem Reference Architectlire Model Industrie 4.0 in accordance with

IEC PAS 63088 [7].

This model describes all needed information about any object with all aspe¢ts for
mirroring thatobject from the physical world into the information world in a
cubical way-.

The pattern allows mirroring an object from the physical world into the
information world. Mirroring is done by a minimum set of characterizing asgects
with sets of properties (data elements) in accordance with IEC 61360 [10].

Known Specific Context:

contexjt context
The pattern has been developed in the context of Industrie 4.0 / smart

manufacturing but can also be an example for smart cities and other smart
worlds.

Typical scenarios:

The basic scenario is the mirroring of an object from the physical world intd the
information world. Examples for the objects are ideas, patents, software, plans,
Services, Pprocesses dhna soO 101trin tne 10 1To (Internet Oor Tnirgs 4arnda DSFVIL,S).

Typical problems addressed by the pattern:

The pattern is the core component in the future smart worlds.

Related
context
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Solution

Architecture
models

Following is the Reference Architecture Model for Industrie 4.0 (RAMI4.0). The
full RAMI 4.0 specification is included in IEC PAS 63088 [7].

It shows all relevant information that is needed to represent an object in the
information world.

Is
1eve

hy 4512
”ii”/’/rlcﬁc o

Life c
Yele

IEC ggor, M Valyg gp ”
2890 Stream ------ .' IEC 622

Layers
Business

Functional

Information

=y

Integration
Asset Conngai)

&
Wor Enterprieq 5 o0 Worlg
Staign - Sitres *

©*<lopmeny Meinong Fie) Contrgj devi
T ] Prog d devige 9
Ype Production Mgy Uct
| Usage ©
nstan(:e

Figure A.1 — RAMI 4.0

D

Figure A.1 shows the RAMI 4.0 layers. In thessmart world all relevant information
of the information world is available in a computer readable format. The

information includes a standardized name in a standardized binary format
referring to the asset and its standardized properties. The information also
includes standardized technical functions in accordance with IEC 61360 [1(Q] and
1SO 13584-42:2010 [11].

Generic information of assets‘is available in the IEC Common Data Dictionary
(IEC CDD).

The shown layer architecture is structured into six aspects necessary to degcribe
the properties of an asset in the information world. An example is shown hgre to
describe a temper@ature sensor in accordance with RAMI4.0:

— The asset |ayer represents the physical environment of an asset, for example
a temperature transmitter measuring a physical temperature (object in the
physical world).

NOTE Simulation is a representation of the physical world in the integration
layer.

< ‘The physical information "temperature" is to be converted into a (binary
number in a specific format. Thus, the integration layer is the conversiop
layer from the physical world into the information world.

— The (binary) value can be transferred to other assets too. For this purpgse,
the task is done by the communication layer.

— Because an object always has a purpose, it has a technical function which is
located in the functional layer accessing. It also had managing informat|on
that is reflected in the information layer.

— Finally, the business layer reflects the fact that every object has financigl,
legal and delivery aspects like cost, regulation. contracts, and delivery fime.

They are expressed in the information world through standardized variables
with a specific format.

— Not all layers are filled in with information. One or more layers can also be
empty and skipped.

Examples

Rationale for
the pattern

Extend the loT reference architecture to support smart manufacturing

Guidance

Pattern guidance:

The pattern is used to characterize any object by function, time, and allocation to
someone or something. The purpose is to mirror that information into the
information world by coding it in accordance with IEC 61360 [10] and ISO 13584-
42:2010 [11]. Standardized properties can be found in IEC 61360 [10] and with a
wider scope in ECLASS [12].
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A.3 Dynamic loT system pattern

The dynamic loT system pattern is described in Table A.2.

Table A.2 — Dynamic loT system pattern

Information | Name Dynamic loT system pattern
Related )
patterns
Problem Dynamic service composition is based on the capabilities that can be provided by
an loT device. Dynamic service composition can dynamically combine the
Capabllities of multiple components Into one lol system. Dynamic Service
composition is created by cooperation between loT devices using artificial
intelligence, context-awareness, and service profile.
Known Specific
contextt context
Related
context
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Solution

Architecture
models

DSC components:

loT application

Semantic query

Figure A.2 describes:

Figure A.3 describes a sequence diagram for DSC.

Figure A.4 describes an example of DSC.

loT system . ;
y [Composite service]
[ Composite attribute #1 ] [ Composite attribute #2 ]
Virtual R — e S
entity A~ S e .
/Attb}_#1 /Attbl:—#z /A;;bt #5\ Attt;m)
ribute Tibute fibute Tibute
(LA L AN LA N
{ el ~ Y- — -,1
Dynamic service composition (DSC) functionality
Abstract Unit Unit Tnit Unit Unit Unit
entity service service service service seryice Servic
#1 #2 #3 #4 #5 #n
Unit service| | Unit service Unit servicg] Uit service Unit service| | Unit sqrvice
Physical (1) (2) (2) (5) (5) 7
entity Unit service| [ Unit service| Wnit service
3) (4) (6)
Location #1 Location #2 Location #

Figure A.2 - DSC components

Physical entity: [¥’describes the things, places, and the services in the red
world.

Abstract entity: The abstracted physical things that are recognized in the
system:

Virtual entity: It is the loT service or resource that is created by combinin
muktiple abstract things.

Composite service: New virtual services provided through a combination
services.

Attribute: Individual attributes of the information provided by the composi
service.

Composite attribute: It is the attributes that are created by combining indi
attributes.

IEC

loT

pf unit

[¢)

vidual
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Sequence diagram for DSC:

loT system

loT
application

DSCF Services/
Semantic inf. (dynamic service composition resources
functionality)

[ Case 1. the relevant service exists
1.1. Request a service using semantic query

1.2. Discover the service

1.3. Response the result

[ Case 2. no relevant service exists
i |2.1. Request a service using semantic query

2.2. Discover the service

2.3. Service not found

2.4. Determine semantic

description of the service

2.5. Discover relevant unit

eT ouTCES”

2.6. Return the information

2.7. Create the composite service
with information

2.8. Return the creation|restlt

| 2.9. Locate the composite service 1

2.10. Collect'data from
the treated composite service

2.11.‘Return the results

| 2.12. Apply service

logicto the results I

2.13. Response the result

IEC]
Figure A.3 — Message flow in DSC
Examples Example of DSC:
User request - . .
O q Semantic based context Inferencing of composite
The air seems awareness service
to be bad" 1. User biometer information 1. Customized air conditioninyy
2.Indoor sensing data 2.Recognizing the need
(temp., CO2, ...) to create services
3. Weather information
4_Fine dust information
Creation and
service of T i o
customized transportation, transportafion )
"air cleaning T —
service" e "ofbuple. \ Amosprenc) [[Remote’\  ujers
ransportation om transportation , information = h o=
management penile
e manageret eaher
users
IEC
NLP natural language processing
Figure A.4 — Home smart air cleaning service
Rationale Benefits:
for the ) . ) ) . .
pattern DSC is convergence unit service. DSC dynamically connects different services

through mutual cooperation between neighbouring devices that are based on unit
services that can be provided by loT devices.

DSC is similar to CPS. However, CPS tends to focus on traditional static system
design.

Guidance
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A.4 loT enterprise system pattern

The 10T enterprise system pattern is described in Table A.3.

Table A.3 - loT enterprise system pattern

models

Information Name loT enterprise system pattern
Related . . . .
patterns The 10T enterprise system pattern is using the loT enterprise taxonomy pattern
Problem
Know Speeific
Context context
Related
context
Solutign Architecture The system deployment model describes the generic components including loT

devices, subsystems, and networks to form an IoT system. While the fundtional view
describes an loT system through its functional components) the system deployment
model kind describes it through its implemented components. The loT component
capability model can be used to describe the system.deployment. The sygtem
deployment view describes the following aspects:

— key components (subsystems, devices, networks) of an loT system alpng with a
technical description of the components and their capabilities;

— the relationship between components, including the structure of an loT system, the
distribution of components, and<{he topology of the interconnectivity of the
components.

Resource access and interchange domain (RAID)

Acce:
—> managem
g component

Human

Interchange le— Sensing and controlling domain

sub-system

Congrolled
physicq objects

Sensed physical ‘W
objpcts O

Physical $ntity domain (PED)-
Things

users

Application and service domain
(ASD)

Sensors

Business
service and

7 application

Basic service

Useminterface device

Digital
users

USer'doftiain (UD)

‘ 0ss ‘ BSS

Operations and management
domain (OMD)

5 Access Proximity

Figure A.5 — Example system deployment model

IEC

In Figure A.5, enterprise system deployment is shown together with all thg entities that
are involved in each domain and the connections between them. The entities in each

domain are general and optional, depending on specific applications. There are four
different kinds of networks to connect the physical components in the six domains of
an loT system: proximity network, access network, services network, and user
network.

Physical systems and sub-systems in the physical entity domain (PED):

The PED mainly consists of sensed physical objects and controlled physical objects,
which are related to loT applications and are of interest to users. A sensed physical
object is a physical entity from which information is acquired by sensors. A controlled
physical object is a physical entity which is subject to actions of actuators.

Systems/sub-systems in the sensing and controlling domain (SCD):

In the SCD, the entities consist primarily of sensors, actuators, and loT gateways.
Sensors sense properties of physical entities while actuators change properties of
physical entities.

Sensors acquire information about a property of a physical entity (physical, chemical,
biological properties). Actuators change properties of entities. Both sensors and
actuators can interact with physical entities independently or collaboratively.
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loT gateways are devices which connect SCD with other domains. loT gateways
provide functions such as protocol conversion, address mapping, data processing,
information fusion, certification, and equipment management. loT gateways can be

either independent equipment or integrated with other sensing and contro

Iling devices.

The loT gateway can also perform security functions for constrained loT devices using

the gateway for connectivity to networks.

The SCD might also contain local control systems which are used to run control
services. That is, components for local management of loT gateway capabilities in

scenarios where the loT gateway is expected to work with or without upst
connectivity.

Systems/sub-systems in the application and service domain (ASD):

ream

The purpose of the ASD subsystem is to host the core functions. Core functions are

services and applications that deliver the 10T system functionality to the

sers (human

or digital).

The ASD subsystem provides basic services. Basic services include.com
services such as data access, data processing, data fusion, datastorage
resolution. Basic services also cover geographic information service, use
management, and inventory management.

The ASD subsystem also hosts business services and applications that a
generic services. The ability to host applications is one of the services pr
loT systems.

Systems/sub-systems in the operation and management domain (OMD):

The OMD subsystem hosts components responsible for management of |
and control of the operation of the IoT system. The purpose is to guarant
equipment and systems operate safely and reliably. Also, it monitors the
ensure that relevant laws and regulations are not violated.

The OMD contains the operational support system (OSS) and the busineg
system (BSS).

The OSS is responsible for.handling the overall operation of the 10T systg
includes capabilities for monitoring and managing all entities of the IoT sy
their complete life cycle!The OSS includes compliance systems which en

buting
identity

re built on the
pvided by the

T devices
be that the
pystem to

s support

m. The OSS
stem over
able

checking of the loT system for compliance with laws, regulations, and enferprise

policies.

A business support system (BSS) is responsible for realization of the bus
of the 10T system. The business functions include customer relationship 1
(CRM), subscription management, billing, and payment processing.

Systems/sub-systems in the user D*domain (UD):

The user domain contains both human users and digital users. Digital usg
devices of some type, and they interact directly with other entities in the |
network interfaces or application programming interfaces. Human users it
a user device which contains some form of HMI.

HMI subsystem contains the devices and supporting software that allow h
to interact with the 10T system. Depending on user role, different aspects
system are presented for observation and control.

Systems/sub-systems in the resource access and interchange domain (R

The RAID contains access management component and interchange sub

ness aspects
nanagement

rs are
oT system by
teract using

uman users
of the

\ID):

ystem.

Access management component authenticates and authorizes external us

ers of the

loT system wanting to access the capabilities of the lIoT system. Reverse

access

management is also necessary, when the loT system leverages information and

capabilities that are provided by a partner loT system.

Interchange subsystem provides exposure of capabilities within the 10T system. Such
capabilities include applications, data, and services in the ASD as well as
administration and business capabilities in the OMD. The latter provide the basis for
automation of setting up the trust relationships that provide the authorization data.

Examples

Rationale for
the pattern

Guidance
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A.5 loT enterprise networking pattern

The 10T enterprise networking system pattern is described in Table A.4.

Table A.4 — loT enterprise networking system

models

Information Name loT enterprise networking pattern
Related . . . . .
patterns The 10T enterprise networking pattern is using the loT enterprise system pattern
Problem
Know Speeific
context context
Related
context
Solutign Architecture Network systems overview:

This section describes the principal communications networks which are involved in
enterprise 10T systems and the entities with which they connect. The four|principal
communications networks are shown in Figure A.6.
g N O
and
DEvEEs App"caﬁmx\ non-loT systemv} User
4 @) 3 4 network

Applications \_>
Applications

Operations
and

Resource acceg

,”/ \\‘
]
. : Access
1
papE= 2 K 1 \ network
C w :
\ V- 1 Sensing o
A [ ’,»: and -
e 1 controlling
4 v i
i Proximity
- k M / network/
Physical entities
N J
IEC
Figure A.6 — Networking model
trtereonnectetnetworksprovide-communicationconnectivity—tretading—data links.

Data links can be point-to-point links in or between loT systems, both interdomain and
intradomain, and with other systems and organizations. The connected networks
should maintain connectivity from one network to another. The key role of the
networks is to support and provide communication and data exchange activities and
interactions. The types of the activities and interactions between two entities, between

two domains, or between two loT systems determine their relationships b

etween the

entities, domains, and loT systems. Although the interdomain communication networks
are not designated as part of one of the six domains, these networks play a critical
role in an loT system. Depending on the infrastructure of loT systems, the interdomain
communication networks can be local area network, Internet, intranet, enterprise
backbone network, or wide area network. Business-to-business (B2B) networks are

also considered as interdomain communication networks.
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Proximity network:

This network exists within the SCD. Its main task is to connect sensors and actuators
to the loT system. Proximity networks are typically local and limited in range. Proximity
networks are necessary because sensors and actuators are low power or are in
locations that make wide area connections (such as the Internet) difficult or impossible
to provide.

Proximity networks can use specialized protocols instead of generic protocols such as

IP.

It is possible that individual sensors and actuators have limited power and limited
hardware capabilities., Because of this, simple, local, and low-power networks are
needed to connect them to gateways. Gateways are more powerful and can in turn

connect to access networks.

EXamples of proximity Networks mclude TPV Over LOW-POWer WIreless P
Networks (6LoOWPAN), ZigBee, and Wireless HART.

Proximity networks can involve the use of an address translation,capabili
between their local addressing schemes and addressing schemes (that ar
access networks.

Access network:

Access networks are typically wide area networks conneeting devices in {
the other domains — the ASD and the OMD. Access ‘networks typically co
gateways, but when sensors and actuators are mote’capable and with a |
connection situation, they can connect directlyto, access networks (dashg
Figure A.6).

A range of technologies can be used in access networks. The technologig
wired connections (broadband, ADSL or fibre) and wireless connections i
wireless LANs, and mobile (cellularjsnetworks. The technologies also incl
power wide area networks, and satellite links (particularly for remote loca
Access networks typically use 1R. Access networks can involve the use of
registry. A device registry holds data about the loT devices that are asso
the 1oT system and how ta.eommunicate with them.

Services network:

The services network connects the applications and services in the ASD,
the OMD. Services*networks are typically wired networks within data cent
IP-based protocofs. Services networks can include both Internet elements
(private) intranet elements. It is typical for intranet networks to be used w|
elements ‘6f-the other domains exist within a single data centre. Where cd
spans multiple data centres, various network technologies can be used, i
dedicated connections and Internet connections.

User network:

This network connects the user domain with the ASD and OMD. It also cd
loT systems and non-loT systems with the RAID. This network is typically
public Internet elements and uses IP. Such networks can use any of the t
that are commonly used to carry Internet traffic, including both wired and
systems.

Implementation of communication networks:

Each of the principal communications networks can be implemented by a
different network technologies. Which technology to use is dependent on

brsonal Area

y to translate
b used on

he SCD to
hnect to
mited

d lines in

s include
hcluding
lde low-

tions).

a device
iated with

the RAID and
res, running
and also
here the
mmunication
cluding both

nnects peer
based on

echnologies

wireless

range of
the

characteristics and requirements of the loT system. loT system implemen|

tations can

USE mUultiple INStances o each of INESE NEIWOrks 1o create complete sotutions. The key

to the interoperability among lIoT systems is how data and information is correctly
transferred from one type of network to another type of network. One communication
network component that takes a vital role to glue the dissimilar communication

networks is the gateways that are designed for loT, that is 10T gateways.
communities are adapting the emerging communication networks that are
loT applications: Still, accommodating legacy communication networks is

loT
designed for
also needed

to promote the interoperability in 1oT applications. Network topology is also an
important aspect of the IoT systems. The potential 10T systems can use different
network topologies to successfully support loT functionality and capability. The

representative network topologies are, for example, point-to-point (perma

nent or

switched), bus (linear or distributed), star (extended or distributed). Network

topologies can also be ring, mesh (fully connected or partially connected)
hybrid (combination of two or more of the topologies above).

, ad hoc, and

In Figure A.6, the user domain is shown spanning both the user network and the
access network. Figure A.6 describes cases where user devices and their applications
connect directly to the SCD. An example is when the user device is a smartphone

which contains sensors.
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Examples

Rationale for
the pattern

Guidance

NOTE Any tradenames and trademarks in this table are examples of suitable products available commercially. This
information is given for the convenience of users of this document and does not constitute an endorsement by IEC of
these products.

A.6 loT pnfnrprien usage pattern
The loJT enterprise usage pattern is described in Table A.5.
Table A.5 — IoT enterprise usage pattern
Informption Name loT enterprise usage pattern
Related )
patterns
Problem The functional view shows the necessary funetions and dependencies of the loT
system. The functional view also shows howthe |oT system is developed| tested,
operated, and used from a user perspegtive. This pattern addresses the fpllowing
concepts:
— activities;
— roles and subroles;
— services and cross-cutting aspects.
Knowr Specific
context context
Related
context
Solutign Architecture Description-of the roles, subroles, and related activities:
models
All Io6T related activities can be categorized into three user groups as listgd below:
1)~oT service provider.
2) loT service developer.
3) loT user.
Figure A.7 gives an overview of the three user groups (roles) and their subroles. Blue
arrows show their interaction when the system is in use. Details about the¢ roles and
subroles are described below.
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@)

IEC

Figure A.7 — Roles pres

o)

en the system is in use

loT service provider role:

The role of service provider is &@nage and to operate loT services. loT service
providers can also provide netw@rk connectivity. Security of this connectiyity must be
addressed and maintaine , in cloud based loT services, security mgnagement,

multitenancy, tenant secu
From the hardware up the stack to the application layers. These services
dependent on the ty service that is offered from the data centre (Sag
laaS).

Figure A.8 sh&v&he activities which relate to the subroles of loT service]

; and separation must be managed at differept layers.

are
S, PaaSs,

provider.

oT business manager

Discover new business
Approve solution proposal
Manage product line

Transform business

Track compliance to regulations

loT security analyst

Create security relevant rules
Administrate service security
Detect threats

Prevent breaches

Ensure compliance through audits

loT network_and infrastructure
cCU

Provide and maintain network
connectivity

Security management

Multi tenancy and tenant
security management

loT safety officer

Ensure safety of loT users

and system operators

Document loT safety policies
Perform loT system safety
investigations

Perform accident investigations
Evaluate safety-related regulatory
compliance

loT service delivery manager

Manage SLA with client

Manage customer services
Manage, plan and maintain service
Manage service financial aspects

loT operation analyst

Analyse system behaviour

Ensure service availability
Improve service performance
Generate service and billing report

loT chief privacy f_ficerldata
o

Advise organization of PII

Monitor implementation of policies
Training on PII

Monitor personal data breaches
Response to request from
regulatory authorities

loT system operg

Run system operati¢n
Monitor services
Manage system and services
Manage devices at $ystems
Provide customer s¢rvices
Generate system report

Build analytic algorif
Set-up analytic serv|
Use device data for fanalysis

Analyse and monitof business
Provide business dgep insight

loT privacy analyst/privacy
STTTTTEE

Propose and evaluate solutions
Review risk assessment and
compliance

Integrate privacy into the lifecycle

Figure A.8 — loT service provider subroles and activities
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loT service developer:

The roles of the loT service developer include implementation, testing, and integration
of 1oT services with the 10T platform. Subroles of the IoT service developer are

described as follows.

An loT solution architect proposes, proves, and deploys the loT enabled platform to
the LoB. An loT solution architect also decides on integration strategies and
architectures for the new loT enabled platform, existing business systems, and

devices in production.

An loT development operations manager sets up, configures, and operates the loT
enabled platform, relevant services. The loT development operations manager also
acts as a project manager by supporting IT services for LoB operations and

development.

An 1ol application developer works In the Lob, in I'l or with a third party,

eveloping

loT industry applications for the LoB. The loT application developer uses|development
operation capabilities to develop, deploy, and fix applications that integrate loT

devices, data, and services.

An loT device developer integrates hardware and software into devices a
applications, developing and maintaining device firmware that securely cq
devices to an loT-enabled platform.

An loT system integrator tests and integrates loT sefrvices with the 10T en
platform.

An loT CPO or DPO has several duties like designing cutting-edge produ
services that leverage big data while preserving privacy. The loT CPO or

Figure A.9 — loT service developer subroles and activitie

loT user:

hd
nnects

abled

tts and
DPO is also

proposing and evaluating solutions (privacy-enhancing technologies) to njitigate
privacy risks, conducting privacy-related’risk assessments and compliance reviews.
Furthermore, the loT CPO or DPO ig responding to incidents and integratjng privacy
into the software engineering life ey¢le phases.
All loT service developer subroles and their activities are shown in Figurg A.9.
N i
5\ loT service developer
(o
loT solution architeet loT devOps manager loT application d¢veloper
Provide technical preposal Set up and manage systems ‘ Develop applications
Design architegture’solutions Manage service development Deploy services to thg systems
Decide integration strategies Track project and financial aspect Integrate devices into fsystems
Provide technical guidance Manage service roll out
during the implementation Support service operation
P
leT device developer loT system integrator loT chief privacy officer/data
3 privacy offiger
C Develop device and sensors Integrate services into systems
Integrate SW and HW into devices Test end to end services Privacy relevant activitles during the
. | Develop device application propose, development] assessment
Integrate device into systems and review phase
Integrating privacy into|software
engineering lifecycle

IEC

'Y

The loT useris-the end userof lol services-and-can-be-cateaorized-into
4

human users

and digital users.

Human users are individuals who use loT services. Digital users are nonhuman users
of the loT system; they can include automation services that act on behalf of a human
user.

All 10T user subroles and their activities are shown in Figure A.10.
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loT user

Human user Digital user

Register and subscribe services
Administrate and configure
Connect devices to platform
Consume services

Administrate and configure
Connect devices to platform
Consume services

M2M communication
Remote monitoring

Fault detection

Automatic service discovery

Register and subscribe services

Service authorization and consumption

~N

Figure A.10 — loT subroles and activities

Mapping activities, roles and loT systems in domains:
The usage view addresses the concerns of expected system usage.

Roles and activities involving loT users to deliverfunctionality achievable
fundamental system capabilities are representéed\by this view. Activities W
implement, test, integrate, and operate loT(Services in wanted systems ¢

interaction among individuals with differentroles or skills (see Figure A.8).

Table A.6 and Table A.7 provide an overview of activities and their releva

Figure A.11 and Figure A.12 show some examples of using loT systems fi

activity perspectives.
\\
Hhrx:an user

@

Digital user

i

'/(r)peration and n\ ement '/'Application and service ‘ ‘Resource acc
R ; interchange
|
loT sy% 5 loT DevOps | loT business | loT application loT data
operat manager ! manager developer scientist

loT operation
analyst

loT device

loT system
developer

integrator

IEC

with the
hich create,
n require

nt roles.

rom different

pss and

‘ loT privacy
engineer

loT security
analyst

Figure A.11 — Activities of device and application development

Figure A.11 shows an example of activities and information exchange during device

application development between device developers, system integrators,

and

application developers. An example of a specific user activity is connecting a new
device to the loT platform. The boxes in Figure A.11 represent the human users (in
this case developers and operators) of 10T systems. The six domains of an 10T system

are represented by boxes with dashed lines. For this activity:

implementation phase. They discuss API definitions and functional be
between the device and the loT platform and agree to a specification.

The device developer communicates with the system integrator during the

haviour

The application and device developers implement and test APIs and their functions

that are related to the device and the loT platform. At this stage, devices in the

SCD are connected to lIoT systems in the ASD and end-to-end functio
tested.

ns can be
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