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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
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Introduction

In conventional biometric access control systems, an adversary who compromises an enrolment
database may gain access to the generative biometric data of the individuals enrolled therein. This is
undesirable because, if the biometric system is vulnerable to presentation attacks or replay attacks, the
adversary could impersonate an individual and gain access to the system after gaining access to the
enrolment database. Furthermore, if the biometric enrolment databases contain unprotected templates
and the same biometric modality is adopted in multiple applications, the adversary could link the
accounts of the individual across those applications (cross-matching).

A biometric template stored in an enrolment database is a reference set of biometric features derived
from fhe biological and behavioural characteristics of an individual. If the system injplementation
allows|it, a biometric enrolment that is known to have been compromised may be revoked and renewed
a limiged number of times. However, the number of unique biometrics that can be‘extracted from an
individual is limited and thus biometric enrolments cannot be revoked and thencre-issued an unlimited
numbaqr of times like new credit card numbers or passwords. The compromise of biometric enrolment
records stored in an enrolment database is a serious issue. Therefore, théthods and procedures to
mitigafe the risk of compromise are needed.
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metrics research community has invested significant effort in enabling biometr
t directly needing to store an individual's biometric féatures in the clear at the :
This has led to the development of new methods referred to as “biometric templaf
ptric information protection”, or simply “secure bigmetrics”. In this document, the te
te protection” is used.
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hd generates a biometric verification decision. The main property of the derived
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Rationale for new metrics

There are several ways in which biometric template protection can be realized. Some of these methods
are described in ISO/IEC 24745:2011. Regardless of the method employed to construct the derived data,
the following questions must be asked when evaluating a biometric template protection system:

a) What is the probability that the system rejects genuine individuals and accepts imposters? This
is a natural question to ask of any biometric verification system. The metrics, False Non-Match
Rate (FNMR) and False Match Rate (FMR) measure this performance [ISO/IEC 19795-1] for the
conventional biometric system in which enrolment biometric features are matched against probe
biometric features. A biometric template protection system will also inherit these metrics, though
the method of measuring them may vary depending upon the particular realization of the template
protection algorithm.
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b) What is the probability that an adversary enhanced with some knowledge about the database of

enrolled i

ndividuals can be successfully verified as one of those enrolled?

c¢) How much information can an adversary obtain by compromising an access control device and
stealing the derived (stored) enrolment information? In conventional biometric systems, the
adversary may obtain significant information, in the form of the stored biometric template, or
the stored feature vector. The goal of biometric template protection systems is to ensure that the
stored derived data does not leak much information about the enrolled individuals.

d) What is the probability that an adversary, having successfully compromised one or more access
control devices and having stolen the data stored on them, uses the information gained to be
successfully verified at an access control device?

These questigns form the basis for evaluating the accuracy, secrecy, and privacy of a biometric te
protection sygtem, which introduces a new set of metrics not previously associated with evaluating

traditional bi
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Information technology — Performance testing of
biometric template protection schemes

1 Scope

This document supports evaluation of the accuracy, secrecy, and privacy of biometric template protection
schemes. It establishes definitions, terminology, and metrics for stating the performance of such schemes.
Particfilarly, this document establishes requirements for the measurement and reporting ¢f:

— thporetical and empirical accuracy of biometric template protection schemes,

— thporetical and empirical probability of a successful attack on biometric’ templdte protection
schemes (single or multiple), and

— theinformation leaked about the original biometric when one or more biometric template protection
schemes are compromised.

This dpcument also gives guidance on measuring and reporting diversity and unlinkability of templates.
This dpcument does not:
— esfablish template protection schemes;

— address testing of traditional encryption schemes:

2 Normative references

The following documents are referred-to in the text in such a way that some or all of|their content
constifutes requirements of this document. For dated references, only the edition citefl applies. For
undated references, the latest editién of the referenced document (including any amendmients) applies.

ISO/IEC 19795-1, Information.technology — Biometric performance testing and reporting — Part 1:
Principles and framework

ISO/IHC 24745:2011, Infermation technology — Security techniques — Biometric informatign protection
ISO/IHC 2382-37,Anformation technology — Vocabulary — Part 37: Biometrics

3 Terms and definitions

QA nurnacac of thic dacumian hao tarmc ~nd Adofing joRSs—eiven—a ISOAEC -
For tH £ £—the—t + siver——SOAEC12382-37 and

ISO/IEC 24745 and the following apply.

[SO and IEC maintain terminological databases for use in standardization at the following addresses:

— IEC Electropedia: available at http://www.electropedia.org/

— ISO Online browsing platform: available at http://www.iso.org/obp

31

accuracy degradation

difference in FNMR/FMR (or FAR/FRR) for a biometric system tested both with and without template
protection schemes

© ISO/IEC 2018 - All rights reserved 1
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3.2
adversary

one who compromises an enrolment database and may gain access to the generative biometric data of
the individuals enrolled therein

3.3

biometric template protection
protection of biometric references under various requirements for secrecy, irreversibility, and
renewability during storage and transfer

3.4

generative biometric data

biometric dat

3.5

irreversibilit
property of a
knowledge of
the generativ

Note 1 to entry
faced by an adv

3.6

h (sample(s) or features) used as primary input to the biometric template protection s

y
transform that creates a biometric reference from generative biometrfigdata su

the transformed biometric reference cannot be used to determine anjiinformation
e biometric data

- Metrics introduced by this document aim to measure irreversibility/by the degree of di
ersary in recreating an original unprotected version of the biométnic data.

privacy compromise

event in whic
the database

Note 1 to entr
recognition is 4

3.7

privacy leak
<template pr
which an adve

3.8

 an adversary discovers part of the generative bigmetric data of an individual enrd
pf a biometric verification or identification system

y: Discovery of part of the generative biometric-data does not mean that successful bi
chieved, i.e. biometric system secrecy is not g@mpromised by the discovery itself.

ge
tection scheme> amount of infermation about an individual‘s generative biometr
brsary can learn from the stored reference data

pseudonymaous identifier comparator

system, proceq
by the pseud
verification b
similarity bet

3.9

ss or algorithm that\compares the pseudonymous identifier generated during enr
onymous identifier encoder and the pseudonymous identifier reconstructed

ween the two

pseudonymaus identifier recoder

system, proc

psS{or algorithm that reconstructs a pseudonymous identifier based on the pr

cheme

h that
about

fficulty

lled in

metric

c data

blment
during

y the pseudonymous identifier recoder, and returns a similarity score representing the

pvided

auxiliary data

3.10
secrecy

adtheextracted features

degree of difficulty faced by an adversary in determining input data, from a protected biometric
template, that achieves biometric recognition, when impersonating an individual enrolled in the

biometric enr

olment database of a template protection system
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3.11

secrecy compromise

event in which an adversary achieves biometric recognition when impersonating an individual enrolled
in the biometric enrolment database of a template protection system

Note 1 to entry: Secrecy compromise includes the case in which the adversary gains unlawful access without
necessarily discovering the generative biometric data of the individual being impersonated, i.e. the case in which
the adversary remains unable to cause a privacy compromise.

3.12
successful attack rate
probability that an informed adversary can obtain a false accept result in a biometric system

Note 1 o entry: An informed adversary is one that has compromised (gained access to) a subset gf the biometric
enrolmlent database and the secret parameters (if any) associated with one or more biomet}ic recognition
systemjs (potentially including the target system under consideration) in which common individugls are enrolled.

3.13
template diversity
expected value of the number of independent protected templates thatcan be generated from a given
generdtive biometric data by a biometric template protection scheme

3.14
template size
size of|stored reference data

3.15
unlinkability
property of two or more biometric references that they cannot be linked to each other or to the
subjeck(s) from which they were derived

4 Abbreviated terms

For th¢ purposes of this document, thefollowing abbreviated terms apply.

AD Auxiliary Data

BTP Biometric Template Protection

ECC Error Cofrecting Code, or Error Correction Coding
FAR False’Acceptance Rate

FMR False Match Rate

FNMR False Non-Match Rate

FRR False Reject Rate

H(X) Information-theoretic Entropy of a random variable X
H(X|Y) Conditional entropy of random variable X given random variable Y
I(X;Y) Mutual information between random variables X and Y
PI Pseudonymous Identifier

PIC Pseudonymous Identifier Comparator

PIE Pseudonymous Identifier Encoder

© ISO/IEC 2018 - All rights reserved 3
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PIR Pseudonymous Identifier Recoder
RBR Renewable Biometric Reference
SAR Successful Attack Rate

5 Conformance

To conform to this document, evaluations of the accuracy, secrecy and privacy of biometric template
protection schemes shall conform to Clause 8.

6 Metho

6.1 Gener

In this docu
biometric ve

s for biometric template protection (informative)

1

ent, biometric template protection refers to the category of technigues that p
ification or identification without storing the enrolment template, whether

brform

fin the
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e difficult for the adversary to achieve biometric recognition when impersonat

h schemes. Thus, biometric template protection provides improved secrecy for indiy

irreversibility and secrecy depends on a variety of factors, such as the type of bi
used, the feature extractionalgorithm employed to extract a digital represent
signal, the mechanism used to provide template protection, and the use of optional
bnd factor of secrecy. Providing increased irreversibility and secrecy may come
bd biometric verifieation accuracy. In order to be able to study and analyze the ¢
hspects of biometric template protection systems, it is necessary to precisely chara
Imensions of accuracy, secrecy and irreversibility. In this clause, a generalized archit
template pfotection systems is presented. Using this generalized architecture, n
the accuragy, secrecy and irreversibility are defined in Clause 8.
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6.2 Generalized architecture for biometric template protection system

Figure 2 illustrates the informatietrflow within a general template protection biometric
regarded as an extended system of an unprotected-template biometric system

can be

Figure 1.

Figure 1 — Components,ofa conventional biometric system

ystem, which
described in
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Figure 2 represents components for typicalwerification/identification systems and does not

I identification. A Pseudonymous identifier Comparator (PIC) compares PI and P
AD, PI, RBR, PIE, PIR and PIC can be found in ISO/IEC 24745:2011, Clause 2 and 5.2.3.

enrolment
verification/identification

pure 2 — Components of a general biometric template protection system

cation scenario that could directly execute a 1 vs N comparison (not N times 1 vs 1).In a
ation system, the algorithm PIR can take multiple ADs as input and output multiple PI*s,
an take multiple PIs or PI*s as.input.

brence between the conventional biometric system in Figure 1 and the template prot
ure 2 is that the Pseudonymous Identifier Encoder (PIE) generates Auxiliary Dat]
mous Identifier (P from the extracted biometric features during enrolment. A
alled a Renewable Biometric Reference (RBR). A Pseudonymous Identifier Recode
fferent PI (labeHed PI*) from an enrolled AD and the extracted biometric features

Candidate?

1 Candidate
V 1 hre

-

list

cover a
beneral
ind the

ection
a (AD)
pair of
' (PIR)
during
*. The

In the follow
compliance
characteristi

ng, the algorithms executed in the PIE, PIR and PIC modules are formally redef

enrolment, ver1flcatlon/ldentlflcatlon can be represented as an element b'¢ of a space M and PI, AD and
PI* are represented elements of spaces Mpj, Map and MPI .

A tuple of the three algorithms, PIE, PIR and PIC, described below, is then called a biometric template
protection (BTP) algorithm.

— APIE that takes generative biometric data x € M and a randomness as input and returns a pair (a, )
of an AD @ € Map and a PI = € Mpy. In Figure 2, the PIE can be regarded as a creation module for the
Renewable biometric references (AD, PI).

— A PIR that takes as input an auxiliary data @ and generative biometric data x’ € M and returns a PI
r'e M;I for verification or identification. In Figure 2, the PIR can be regarded as a creation module
for the authentication data (PI*) creation module.
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— A PIC that takes as input two pseudonymous identifiers = and 7', returns either a match or non-
match decision. In Figure 2, the PIC can be regarded as a comparison module.

In the enrolment phase, a biometric characteristic u is presented to the system, generative biometric
data x € M are extracted from the characteristic u. The PIE takes as an input x and outputs a pair
(a, ™) € Mpp x Mprof an AD and a Pl and @ and m are stored in storage modules labeled as the AD database
and the PI database respectively. Note that @« and m may be stored in separate storage modules (see 6.3).

In the verification/identification phase, a biometric characteristic u’ is freshly presented to the system,
generative biometric data x’ € M are extracted from the characteristic u’. The PIR takes as an input x’
and outputs 7', the PIC compares 7 and 7/, and outputs a comparison result that is sent to the decision

subsystem.

The all)ove concepts can be alternatively represented in Figure 3 below, which is xeproduced from

ISO/IEC 24745:2011, Figure 5.

Enrolment Storage Verification
Signal processing Comparison Signhal processing
Subsystem RBR Subsystem Subsystem Captured
Captured PI . [~— pPI PI* Biometric
Biomadtric | - Pseudonymous —» Pseudonymous | Probe
Sample E o Identifier Identifier S Sample
—p o P_Jr Encoder Recoder 8 E,. <
g rEg AD , p——1 A o E
o
= (PIE) L D emr [5
N g
Discard Discard

Key

PI pgeudonymous identifier

AD ayxiliary data

PIC pgeudonymous identifier comparator

Figure 3 — Architecture for renewable biometric references (ISO/IEC 24745]2011)

Figure 2 shows a geheralized architecture of a biometric template protection system. Thif architecture

is callgd “generalized” because it captures various ways in which biometric recognition s¢hemes can be

realizgd, including, but not necessarily limited to:

a) Biometric fuzzy vault, a template protection scheme in which the individual data|stored in the
bipmetric enrolment database is a function of a randomly generated quantity and [the biometric
samplel6l[7].

b) Biometric secure sketch, a template protection scheme in which the individual data stored in the
biometric enrolment database is a “sketch” that, by itself, provides - at most - partial information
about the underlying biometric samplel8[9].

c) Cancelable biometrics, a template protection scheme in which the individual data stored in the
biometric enrolment database is one of several non-invertible transformation or warping of the
biometric samplel[10],

d) Biohashing, a biometric feature vector is projected onto a random vector space using a secret
random projection matrix, and biometric recognition is done in the space of the random
projections[11],

©150/1
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The examples of the AD and PI for each explicit protection scheme are given in ISO/IEC 24745:2011,
Table D.1.

In conventional biometric recognition without template protection, the AD or PI is the biometric sample
itself, or an unprotected template derived from the biometric sample. In biometric template protection
systems, the generative biometric data is only an intermediate step towards biometric recognition. A
second signal is derived from the generative biometric data, which is stored in the biometric enrolment
database.

Furthermore, biometric template protection systems can be implemented by cascading conventional
biometric recognition systems with a template protection primitive such as a public-key
cryptosystem[19][21], a secret transformation[10][11], or an ECC[20]. Indeed, many implementations of
the biometric[fuzzy vault, biometric secure sketch, cancellable biometrics, and biohashing arer¢alized
in this way.

6.3 Data s¢paration

In the real wprld, there are many large public databases of biometric samples-fer some modalities.
When an individual’s enrolled AD and PI are simultaneously leaked to the adversary, they can|find a
sample whichl matches the leaked AD and PI with complexity of approximatély1/FAR trials by festing
each sample in such a public database. For almost every existing modality; since the biometric gample
entropy log ([L/FAR) is not quite large enough, BTP algorithms, withCepenly accessible pararheters,
cannot achieye sufficiently strong secrecy when both AD and PI are*simultaneously compromised.
Therefore, in prder to prevent simultaneous leakage of both AD and\PI, each individual’s AD and PI are
recommended to be stored in separate storage modules. In 6.4,some examples of typical appli¢ations
which store AD and PI separately are described. The referen¢é document[13] discusses the secrg¢cy for
some data-separation models.

When individpals’ AD and PI are separately stored in different storage modules, the following cpses of
data leaks canp be considered:

a) either ADjor Plis leaked to the adversary;
b) both AD gnd PI are simultaneously leaked to the adversary.

Although cas¢ b) may occur with a low probability, this document specifies performance metricsfwhich
covers all of the above cases in Clause'8.

6.4 Examplles of typical architectures in template protection systems

6.4.1 Biometric verification utilizing multiple databases

Figure 4 illu rates the case where each individual's enrolled AD and PI are separately storec along

to the claimed ID), compares the PI* with the enrolled PI corresponding to the AD, returns a comparison
result, and outputs a verification result.

8 © ISO/IEC 2018 - All rights reserved
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6.4.2

Figurg5 illustrates the case where each individual’s enrolled AD is stored in the individua
he Pl is stored in a separate PI database situated, either at the template protection]
uted storage. During verification, thevalgorithm generates a new PI from submitted biometric

while
distrih

sampl¢ and AD, compares the PI* with thé enrolled PI (corresponding to the claimed
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compadrison result, and outputs a verification result.
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Figure 5 — Application model of two-factor biometric template protection system based on

© ISO/IEC 2018 - All rights reserved

smart card


https://iecnorm.com/api/?name=081d597a4494216e5cbfea6d66a96f05

ISO/IEC 30136:2018(E)

6.4.3 Two-factor biometric verification utilizing passwords

Figure 6 illustrates the case where each individual’s enrolled PI is stored along with the individual’s
ID in the database and the individual memorises his/her own AD as a password. During verification,
the algorithm generates a new PI from submitted biometric sample and AD (password), compares the
PI* with the enrolled PI (corresponding to the claimed ID), returns a comparison result, and outputs a
verification result.

Data storage

ID claim
> Pl storing
l (PI database)
, 4
ID storing AD storing AD (Password) I
(Password) ¢ === === d e m - A :
A
T D oo __- - | 1(ID,P])
1
Biometric Biometric Biometric _! ! , ,-S\J
Subj characteristic sample features Enrolme_nt AD
L -~ processing
< presentation )—— 9| Sample - - ) Feature rd PI
acquisition extraction ~—
Formatting <
Datq capture Signal processing =
PI*
Decision Match/ mparison ¢
¢ Non-match P2\ result
Verjification o C :
<€— Verified? € Matech? * |e omparison |
ofitcome 7 -
N\ Comparison

Figure 6 — Application model of password twe-factor biometric template protection sygtem

7 Overview of performance evaluation for biometric template protection schemes

7.1 Methods for attacking a biometric template protection system

Clauses 7.1 to|Z.5 describe important information intended to assist in the understanding and/o1 use of
metrics and requirements previded in Clause 8.

1) Attack on s attack, an 2
enrolled identities.

and/or PI corresponding to a su

bset of the
2) Attack on the generative biometric data: In this attack, an adversary gains access to the

generative biometric data used to register one or more individuals in the database of biometric
identities.

3) Attack on the optional key: This attack applies only to a two-factor biometric verification or
identification system. In this attack, an adversary gains access to the auxiliary data, namely the
optional key returned to one or more enrolled individuals during enrolment.

7.2 Necessity of metrics beyond traditional recognition performance

Clause 8 includes metrics to measure the recognition performance of a BTP algorithm. These include the
traditional metrics, such as False Match Rate (FMR) and False Non-Match Rate (FNMR), in conformity
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with ISO/IEC 19795-1 and ISO/IEC 19795-2:2007. However, the existing International Standards do not
cover all the metrics required to evaluate BTP algorithms. The goal of this document is to establish
these new performance metrics and specify methods for evaluating them.

The purpose of a BTP algorithm is to provide countermeasures to eliminate privacy and security risks
in biometric systems. The potential risks and the properties of privacy and security are elaborated in
ISO/IEC 24745:2011. Depending on these properties, biometric information protection should achieve

the following important targets: template diversity, irreversibility and unlinkability.

7.3 Technology evaluation

This dg echnolog 2 ion o alg g 2 io
evaluation of BTP algorithms (not including the sample acquisition algorithm and the feat

algorithm) for a given biometric modality using a pre-existing or specially collectedccorp

7.4 Theoretical evaluation and empirical evaluation

In the ftheoretical evaluation of recognition performance, the experimentétformally den
recogilition error rate. In the theoretical evaluation of the security and privacy protec
by a HTP algorithm, the experimenter formally demonstrates therattack success prob
advanfage of a specific adversary.

In the|empirical evaluation of recognition performance, the ‘experimenter shall estimat
error rates, in conformity with ISO/IEC 19795-1 and ISOAEE19795-2:2007. However, IS

is the offline
re extraction
Is of samples.

onstrates the
tion provided
ability or the

e recognition
0/IEC 19795-

1:2004 and ISO/IEC 19795-2:2007 do not cover the empirical evaluation of the security and privacy

protedtion provided by a BTP algorithm.

In gerferal, theoretical evaluation gives a highér~assurance of the target performajnce than the
corresponding empirical evaluation. However,if‘there exists evidence that the attack agsumed in the
empirical evaluation is the strongest possiblevattack for an adversary with specified capabilities, the
empirical evaluation gives assurance equiyalent to the theoretical evaluation.

7.5 hreat models

Evaludtion of the security and\privacy protection performance of a biometric templd
systenp can be based on measurements using, for example, information-theoretic prop
conditjonal entropy, conditional min-entropy, or mutual information. The evaluation res
the leyel of security and privacy protection performance independent of the information

available for an adversary.

te protection
prties such as
1lts represent
hnd resources

EXAME
uncert
templa

D bits, then the
the protected

LE If the-'conditional entropy of the biometric data given the protected template is 2
hinty abdut the biometric data is at least 20 bits, even when the attacker with access td
Le has Knowledge of the biometric template protection system.

Thus, infefmation-theoretic quantities specify the “unconditional” security and privakcy protection
performance achieved by a biometric template protection algorithm. However, it is not always possible
to measure unconditional performance. For example, measurements may need comprehensive
estimation of joint probability distributions of biometric data and protected templates, which may be
infeasible in practice. Alternatively, the security of an algorithm relies on the hardness of reversing
encryption systems for which unconditional guarantees are not available. Additionally, an unconditional
performance metric does not represent the effort that an adversary expends to achieve their goal.
Therefore, it is important to measure “conditional performance” in the terms of computational
complexity. Here, information and resources available to an adversary are important pre-conditions for
evaluation.

In 7.5.1 to 7.5.3, three main threat models are given, which shall be used to classify the adversaries.
Subclauses 7.5.1 and 7.5.3 respectively described the naive and general models, which are comparable
with the models in traditional cryptanalysis. Subclause 7.5.2 describes the collision model, which is
derived based on inherent properties of biometric systems. Specifying a threat model is a prerequisite
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for quantifying security and privacy. In practice, an evaluator can derive their own refined threat model
from these threat models based on the security and privacy requirements of the target applications.

7.5.1 Naive model

In this model, an adversary has neither information of the underlying algorithm in a biometric template
protection system, nor owns a large biometric database. They only have access to the RBRs. The
protected system is considered as a black box. Attacks that can be performed or biometric information

that can be obtained in such a scenario are very restricted.

7.5.2 Collision model

In this model
to exploit inaq
biometric dat
biometric enr

7.5.3 Gene

In this model
underlying te
the adversary

an adversary possesses a large amount of biometric data. They can use this infap
curacies in biometric systems, make an exhaustive search in their own database'a
a, which generates a PI that has sufficient similarity to the data of an individual
plment database.

ral models

per Kerckhoffs’ principle[12], an adversary is assumed to possess full knowledgg
plate protection scheme algorithms, PIE, PIR and PIC described in Figure 2. In ad
may have access to one or more protected templates from one or more databasg

adversary ma
adversary is

as segmentatjon, feature extraction, or quality control as illustiated in Figure 2.

In this case, t
which is kno
adversary. E3
biometrics, p1
on homomory

It is possible
above. In thig
of the secret]

y also possess knowledge of the statistical properties pf‘biometric features. Howey
ot allowed to alter sample acquisition algorithms ér feature generation algorithm

e security and privacy protection may dependonly on the presence of a secret par3
vn to a legitimate subject of the system, and a system administrator, but not
amples of such secret parameters inglude transformation parameters in cand
ojection matrices in biohashing, and.decryption keys in biometric cryptosystems
hic encryption.

o consider an adversarial model that is even stronger than the general model des
stronger variant, it may betassumed that the adversary has gained access to a
parameters. For example,” in two-factor fuzzy commitment schemes, the prd

template of aj

face features [in cancellable biometrics may be compromised by an adversary. As expected, thg

are not comp['
attacks, which_¢an result in a dramatic reduction in the secrecy offered by a biometric

very powerful
template prot]
On error corr
occur. In othg
possible. The
7.5.3.1 to 7.5.1

| individual may be compromised, while the secret keys assigned to legitimate indiy
omised. As anotherrexample, the index of the secret transformation used for wj

ection system,'In some cases, (e.g. for secure sketch and fuzzy commitment systemg
ecting cod€s), it is possible to quantify the loss of secrecy when such powerful §
r cases;.(e.g. for cancellable biometrics), quantification of the loss of secrecy may
e considerations lead to three important subcases of the general model as descr
RoY

i\“d find

ation

in the

of the
dition,
s. The
er, the
s such

Ameter
to the
ellable
based

cribed
subset
tected
riduals
Qrping
se are

based
ttacks

not be
bed in

7.5.3.1 Standard model

In this model, the adversary has the full knowledge of the algorithms used for template extraction,
template protection and comparison, following Kerckhoffs’ principles, but cannot execute the
submodules of the system that make use of the secrets (if any). In particular, this implies that the
adversary knows none of the secrets.

NOTE This is related to known-ciphertext attack concept in cryptography.
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7.5.3.2 Advanced model

In this model, the standard model is augmented with the capability of the adversary to execute part of
or all submodules that make use of the secrets (if any).

NOTE This is related to the concept of chosen-plaintext attack and chosen-ciphertext attack in cryptography.

7.5.3.3 Full disclosure model

In this model, the standard model (or the advanced model) is augmented by disclosing the secrets (if
any) to the adversary.

NOTE I
or exedutables.

e two latter models, 1T 1s possible To consider variants whnere only par of the secrets are known

8 Performance metrics for biometric template protection systems

8.1 eneral

This dause provides guidelines about metrics that should be used“to evaluate vario
a biometric template protection system. The immediate goal of this document is to pr

us aspects of
pvide metrics

to evaluate a certain class of systems, namely biometric template protection syste
in ISOfIEC 24745. At the same time, it is desirable to specify,metrics that are as gener

and thiat apply to a generalized biometric verification architecture described in Clause 6.
this dpcument, the usual distinction is made between“biometric verification, which in

ms described
il as possible,
Throughout
volves a one-

to-onel comparison operation, and biometric identification which involves a one-to-many comparison

operatiion.

All meftrics shall be estimated with respect te‘each applicable threat model as discussed
neededl to clearly state which threat modelsiare considered during an evaluation. Indeed
or thelexperimenter will have a differentknowledge (on the underlying data, algorithm
that d¢pends on the exact threat model. To be meaningful, the threat model or the threat

7.5) uged by the evaluator shall be ‘explicitly reported with the evaluation results. In

metrigs for protection performance described in 8.4 shall be evaluated based on certain
includng the general models deéfined in 7.5.3.

Test design, assembling.\an appropriate test corpus, and reporting shall be co

in 7.5. This is
the adversary
5 and secrets)
models (from
articular, the
hreat models

mpliant with

ISO/IEC 19795-2:2007,.6.1, 6.2, and 6.4, respectively, in the evaluation of the metrics, Falg
False Nlon-Match Rate, Failure-To-Enrol (FTE) Rate, Failure-To-Acquire (FTA) Rate, and in|
evaluation of Successful Attack Rate, Template Diversity, Irreversibility, and Unlinkabilityj.

e Match Rate,
the empirical

ISO/IHC 19795-2:2007, 6.1, 6.2, and 6.4 refer to technology tests. Often, template prote
are implentented such that the biometric sample processed by the template protection system needs to
come ffrom.a sensor (as opposed toa prev1ously collected 1mage stored ona f1le system) [n such cases,
technotegsy e'experimenter
may need to obtam aversion of the template protection system that decouples the sensor and algorithm.

Ction systems

8.2 Case of multiple biometric access control systems

This clause discusses the impact on metrics for evaluation in the scenario where a given individual
has enrolled in multiple biometric template protection systems for purposes of biometric verification
and/or identification. For example, an individual may enroll their right index finger in biometric
template protection systems at their gym, bank, workplace, and mobile device.

Several metrics, such as False Non-Match Rate, False Match Rate, or Storage Requirements, are
straightforward to generalize to the multi-system scenario and are defined in exactly the same way as
for each individual system. However, some metrics, such as Irreversibility, must explicitly handle this
multi-system scenario, since such metrics are defined in terms of compromised biometric information.
An adversary who attacks multiple biometric template protection systems can conceivably obtain a
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greater amount of verifying or identifying information about an individual than a simple adversary who
attacks only a single template protection system. Thus, it is expected that the successful attack rate and
the privacy leakage in the context of multiple compromises are at least as large as — and possible larger
than - the respective quantities in the context of a single system compromise.

A vital point to consider in designing and deploying biometric access control systems for individuals
who have enrolled in multiple such systems is as follows: even if an adversary has not compromised
a particular biometric access control device, their ability to attack that device and to compromise the
irreversibility of one of its enrolled individuals, can be enhanced by attacking other devices in which
the individual is enrolled.

Further, analyzing the multi-system case illuminates a subtle trade-off between the multi-system

Successful A
constructiong
not possible t

8.3 Maetric

8.3.1 Gene

In addition td
defined in ISQ

8.3.2 Accul

8.3.2.1 Gern

As noted eaj

ftack Rate (SAR) and the multi-system privacy leakagelsl. Specifically, tor
of biometric template protection systems, such as fuzzy vaults or secure sketchs
h simultaneously reduce the multi-system SAR and the multi-system privacyleakag

5 for enrolment and verification performance

ral

the metrics defined here, the metrics FMR, FNMR, FTE Rate, and FTA Rate, wh
/IEC 19795-1, are also applicable to biometric template profection systems.

racy degradation

eral

lier, most biometric template protectioft; algorithms are implemented by exti

suitable bio

etric features and processing the features using a template protection pri

many
s, it is
e,

p

ch are

acting
mitive,

such as a public-key cryptosystem, an error correcting code, or a secret transformation. Using the
information grocessing inequality [CTO06], it is pessible to show that such processing of feature \{elzctors
cannot incregdse the information content in_them. A practical consequence of this property is that the
incorporation] of a template protection primitive cannot improve the recognition accuracy. A well-
designed biorhetric template protection.$ystem attempts to minimize the accuracy degradation.

8.3.2.2 Thdoretical definition

fnition
same
mnplate

Degradation in accuracy is défined as the difference between a metric used to measure the recog
accuracy (su¢h as a FNMR.at a fixed FMR) when template protection is not applied and thg
metric when [template protection is applied[13]. This degradation is a characteristic of the te
protection scheme.

8.3.2.3 Opg¢grational definition

For a given biometric dataset, biometric feature extraction scheme, and template protection scheme, the
degradation in accuracy is defined as the difference between a metric used to measure the recognition
accuracy (such as the operational FNMR at a fixed operational FMR) when template protection is not
applied and the same metric when template protection is applied. This reduction may be expressed as a
percentage. This degradation depends not only on the template protection scheme, but also on the way
in which the biometric feature extraction algorithm is implemented.

8.3.2.4 Implications

Because the enrolment and comparison algorithms used in biometric template protection systems
typically differ from those used in conventional biometric systems, it may be difficult to measure the
impact of template protection on performance within a single system. In other words, one typically
cannot simply run two tests on a given system, one with biometric template protection functionality
enabled and one with biometric template protection disabled, and then compare the performance
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results. Instead, an experimenter may need to conduct a technology test to generate results for multiple
conventional biometric algorithms, thereby obtaining a baseline for FMR/FNMR/FTE/FTA against
which biometric template protection performance can be compared.

8.3.3 Template diversity

8.3.3.1 General

Template diversity is the expected value of the number of independent protected templates that can
be extracted from a generative biometric data by a biometric template protection algorithm. More
precisely, template diversity is calculated as a reciprocal of the cross match rate (CMR), namely as

1/CMR; where CMR 15 computed by using the fottowing formutar
1 n
CMR = Hza"
i=1
where
n | number of test subjects;
aj| for the ith subject, the rate of tuples (x, (a, 7), (&', ")) of an~ith subject’s generative biometric
data, x, and two different RBRs, (@, m) and (a', 1), generated from the ith subject’$ biometric
characteristic to satisfy PIC (m, PIR (&', X)) = match,
NOTE In two-factor template protection systems as deseribed in 6.4.2 or 6.4.3, CMR can b¢q also regarded
as recdgnition accuracy metric after re-enrolling new AP _and PI and reissuing a new smart carfd or password.

More p
probab
acceptq
thatag
acceptq

Templ
knowr
new te
can be
come g

recisely, in a two-factor template protection system based on smart cards, CMR can be 1
ility that a genuine individual who presents their own biometric characteristic and old
d. In a two-factor template protection systéfirbased on password, CMR can be regarded as

enuine individual who presents their own\biometric characteristic, ID and old (wrong) pas
d.

hite diversity directly ensures, fenewability and revocability. In particular, when
to have been compromised,it can be revoked, i.e. cancelled by the system admin
mplate can be assigned,.if.available. A large template diversity implies that the st
revoked and renewed aJarger number of times. While this quality is, in itself, de
t the cost of increased SAR or increased reversibility.

For egch biometric template protection algorithm tested, the experimenter shall der

egarded as the
card is falsely
the probability
word is falsely

a template is
strator, and a
bred template
irable, it may

honstrate the

templgte diversity ¥iathe theoretical or empirical evaluation methods described in 8.3.8.2 or 8.3.3.3,
respedtively.

8.3.3.2 Theoretical evaluation

The e perimenter shall Qpprif\/ atheoretical method of dpmnncfrnfing fpmp]nfp diversity. If (the lower

bound of) template diversity has been theoretically proved, evidence of the reliability of the theoretical
evaluation shall be reported. For example, the experimenter may report as evidence a description of the
proof of diversity published in conferences or journals listed in Annex A.

8.3.3.3 Empirical evaluation

The experimenter shall specify an empirical method of demonstrating template diversity. If the
probability is empirically estimated, evidence of the reliability of the empirical evaluation by the
employed experiments shall be reported. Example of such evidence is publication of the description of
the employed empirical estimation in conferences or journals listed in Annex A.
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8.3.4 Storage requirement per registered individual

The storage requirement is defined as the number of bits required per enrolled individual in the
biometric enrolment database. For a template protection system, the biometric enrolment database
consists of the AD and PI databases, as depicted in Figures 2 and 3. Thus, an equivalent definition of the
storage requirement is the sum of the bits required per enrolled individual in the AD and PI databases
of a template protection system.

The AD and PI databases may not both reside at the same place, as indicated by the examples in 6.3.
Therefore, when the storage requirement is reported, the number of bits needed for the AD database
and the PI database shall be reported separately. Some examples are provided below, to indicate how
the storage requirement is calculated.

In biometric
requirement

template protection systems based on the fuzzy vault, e.g. Reference [7], thegtorage
per individual for the PI database is the number of bits required to store a ¢cryptographic
hash of an ipdividual-specific secret string. The storage requirement per individual“for the AD
database is tHe number of bits required to store the point set, namely the set of genuine feature|points
and chaff points.

In biometric
Reference [3]
to store a cr
biometric feaf
bits required

femplate protection systems based on the secure sketch implemeénted using EC(s, e.g.
the storage requirement per individual for the PI database istlie'number of bits required
yptographic hash of an individual’s biometric feature veétor or a perturbation|of the
ure vector. The storage requirement per individual for the/AD database is the number of
Lo store the syndrome of an ECC.

In biometric

storage requi
template. The
store the tran

template protection systems based on cancellable*biometrics, e.g. Reference [1D], the
rement per individual for PI database is the numbeér of bits required to store a transformed
storage requirement per individual for the AD\database is the number of bits requjred to

sformation parameters.

More examplg ection

systems are g

s of the Pl and AD databases for various implementations of biometric template prof
iven in ISO/IEC 24745:2011, Table .D;1:

8.4 Metricp for security and privacy protection performance

8.4.1 Irreversibility

8.4.1.1 General

Irreversibility
the generativ
used to deter
is the difficuly

[ is the property of a template protection algorithm that creates a biometric refereng
b biometricidata such that knowledge of the transformed biometric reference can
mine any Information about the generative biometric data. More precisely, irrever
y of determining, from an AD and/or a PI generated from the extracted biometric fe

e from
not be
ibility
htures,

biometric feat metric

features.

ureswhich are closer to the generative biometric data than to randomly drawn bio

In conventional biometric systems, partial or total compromise of the biometric enrolment database
necessarily results in partial or total compromise of the irreversibility of generative biometric data. In
a template protection system, this may or may not be the case. For example, using a two-factor template
protection scheme, it is possible to ensure that, even if the adversary compromises the information
stored in the AD database, the amount of information revealed about the generative biometric data of
an individual remains zerol3l.

Full reversibility corresponds to the case where the adversary retrieves exactly the generative
biometric data. In some situations, the difficulty to retrieve an approximation of the generative
biometric data could be easier than being able to achieve full reversibility; this case corresponds to
the notion of partial reversibility. Consequently, the evaluator may distinguish both cases if the target
is only resistant to full reversibility. If not made explicit, resistance to partial reversibility shall be
considered as the default property to achieve, as it is stronger than resistance to full reversibility.
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Strength of irreversibility may be classified depending on how much the adversary is empowered, in
particular depending on how much they know about the template protection algorithm. To this aim,
the strength of irreversibility shall be evaluated following certain threat models including the general
models defined in 7.5.3.

For each biometric template protection algorithm tested, the experimenter shall demonstrate
irreversibility by the methods described in 8.4.1.2 or 8.4.1.3, namely by theoretically or empirically
estimating the adversary's success probability or the adversary's advantage over a random guess when
the adversary attempts to retrieve, from a given AD and/or a PI, biometric features sufficiently similar

to the original biometric features.

Theoretical evaluation

8.4.1.2

The experimenter shall specify a theoretical method of demonstrating irreversibility.
irreversibility may be demonstrated by the following methods:

a) proving a computational property limiting the success probability or-the adva
computationally-bounded adversary;

b) proving an information-theoretic property limiting the success probability or the ady
adversary having unbounded computational power.

NOTE Some literaturel15][16][3] proposes an information-theoretic/security notion evaluate

quantifies X and Y as [(X; Y) = H(X) - H(X|Y) where H(e) and H(e|e) are, respectively, the entropy 3
entropy. Thus, mutual information characterizes the reduction in uncertainty about one rand
when given knowledge of another, Y. Quantified in this fashion, irreversibility is measured as the
of infofjmation about the generative biometric datarevealed to the adversary.

If (the
the th
descri

upper bound of) the probability\Hds been theoretically proven, evidence of thd
boretical evaluation shall be reported. For example, the experimenter may report
btion of the proof of irreversibility published in conferences or journals listed in An

8.4.1.3 Empirical evaluation

The experimenter shall-Specify an empirical method of demonstrating irreversibility,
empirically estimating the success probability or the advantage over a random guess for
adverdary in an attackScenario.

If the ILI;Obability is empirically estimated, evidence of the reliability of the evaluation by
experiments-shall be reported. Example of such evidence is publication of the desc
employed enipirical estimation in conferences or journals listed in Annex A.

For example,

ntage of any

antage of any

d by using the
ectively, or the
ctively. Mutual
pnly if the two
bn two random
nd conditional
m quantity, X,
number of bits

reliability of
as evidence a
nex A.

for example,
some specific

the employed
[iption of the

8.4.1.4 Implications in the multi-system case

Depending on the template protection strategy adopted at each system, the following example scenarios

are possiblel3] when an adversary compromises multiple biometric access control system
individual is enrolled:

s in which the

a) Thereis perfectirreversibility, i.e. no information is leaked about the individual’s biometric sample.
This is possible, for example, in a two-factor template protection system in which the compromised
data for any device consists of either the stored template or the secret key used to obfuscate the
biometric sample, but not both.

b) The total degree of irreversibility is no worse than the irreversibility for any one compromised

system. This is possible, for example, when each of the biometric access control or
systems has a secure sketch architecture with the same ECC.
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c¢) Theirreversibility worsens until, eventually, when a large enough number of access control systems
has been compromised, the individual’s biometric sample is completely revealed to the adversary.
This is possible, for example, when each of the biometric access control or identification systems
uses an ECC that is partially or fully independent of the ECCs of all other devices. Because of this
final possibility, it is desirable to also report the worst case irreversibility, i.e. the irreversibility
for the scenario in which biometric data and secret keys (if any) stored at all biometric systems
under consideration, have been compromised by the adversary. This consideration is important
because, all other performance measures being equal, it may suggest a preferred implementation
of biometric template protection for the multiple biometric systems under consideration.

8.4.2 Unlin

kability

8.4.2.1 Gen

Linkage attac
multiple biom
of the deviceq
data can both
mount a succe

Unlinkability

from which they were derived. More precisely, unlinkability is the difficulty of distinguishing b

ADs and/or P}
RBRs generat|
of classifying

Unlinkability
defined in 7.5
that is consid

For each bid
unlinkability
estimating th
whether two
different subj

8.4.2.2 The

The experim
unlinkability

a) proving

computatfionally-bounded adversary;

eral

ks can occur in situations where the same biometric characteristic is uséd“to er
etric systems, e.g. on several access control devices. If an adversary compromises a
, the compromised data can be used to attack the remaining deviceS:The comprg

ssful attack on, i.e. gain unauthorized access to, one of the remaining devices.

is the property that two or more RBRs cannot be linked to each other or to the suh
s of two RBRs generated from the same subject’s charaeteristic and ADs and/or Pls

RBRs over time and across systems.

shall be evaluated with respect to certain threat models including the general
3. The strength of unlinkability will therefore directly depend on the level of the
bred.

by the methods described in 8.4.2.2 or 8.4.2.3, namely by theoretically or emp
b adversary's advantage over a‘tandom guess when the adversary attempts to detg
given ADs and/or Pls are\generated from the same subject's characteristic o
bcts' characteristics.

oretical evaluation

bnter shall specify a theoretical method of demonstrating unlinkability. For ex
may be demonstrated by the following methods:

a computational property limiting the advantage over a random guess

roll in
subset
mised

leak information about the underlying biometric characteristic,and’ can be explojited to

ject(s)
tween
of two

ed from different subjects’ characteristics. Unlinkability can be regarded as the diffficulty

odels
hreats

metric template protection algorithm tested, the experimenter shall demonstrate

rically
brmine
- from

ample,

f any

b) proving 4

nnhformation-theoretic property limiting the advantage over a random guess

of any

adversary having unbounded computational power.

If (the upper bound of) the probability has been theoretically proven, evidences to show the reliability
of the theoretical evaluation shall be reported. For example, the experimenter may report as evidence a
description of the proof of unlinkability published in conferences or journals listed in Annex A.

8.4.2.3 Empirical evaluation

The experimenter shall specify an empirical method of demonstrating unlinkability, for example,
empirically estimating the adversary's advantage over a random guess for some specific adversary in
an attack scenario.
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