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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
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Introduction

Sensor network is a key technology to enable building context aware smart environments for human
beings, monitoring health status, cross-reality services, etc. But there are many different sensor network
implementations and they are not interoperable. In general, sensor networks are developed according to
the sensor network applications’ requirements (in which ways sensor network applications use sensor
networks) within sensor network hardware constraints.

When it comes to sensor network applications’ requirements, they include transport-level requirements,
sensor networks’ hardware point of requirements, applications’ operational requirements, etc. Of these
requirements, applications’ operational requirements affect sensor networkimplementations, even though
each sfnsor network supports the same transport protocol and uses the same hardware] specification.
However, these applications’ operational requirements can be generalized and can_be’ysed to derive
standdrd application layer interfaces between sensor networks and sensor networkeservicg providers.

This Ipternational Standard specifies generic sensor network application, interfaces pased on the
generdlized sensor network applications’ operational requirements withyconsideratipn on sensor
netwofk hardware constraints.

© ISO/IEC 2014 - All rights reserved v
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INTERNATIONAL STANDARD

ISO/IEC 30128:2014(E)

Information technology — Sensor networks — Generic
Sensor Network Application Interface

1 Scope

This International Standard specifies the interfaces between the application layers of service providers
and sensor network gateways, which is Protocol A in interface 3, defined in ISO/IEC 29182-5.

This I
— de
— de
— m

ng

2 N

ternational Standard covers
scription of generic sensor network applications’ operational requirements,
scription of sensor network capabilities, and

hndatory and optional interfaces between the application layers of sérvice providsg
twork gateways

prmative references

rs and sensor

The following documents, in whole or in part, are normatively referenced in this document and are

indisp
refere

ISO/IH
(SNRA|

1SO/IH
(SNRA|

3 Terms and definitions

For thq

3.1
actuat
device

[SOUR
3.2

ensable for its application. For dated references;.only the edition cited applies

C 29182-2:2013, Information technology —Sensor networks: Sensor Network Referend
— Part 2: Vocabulary and terminology

C 29182-5:2013, Information technglogy — Sensor networks: Sensor Network Refereng
— Part 5: Interface definitions

e purposes of this document, the following terms and definitions apply.

or

that provides'a physical output in response to an input signal in a predetermined v

CE: ISQAIEC 29182-2:2013, 2.1.1]

For undated

1ces, the latest edition of the referenced document (including any amendments) applies.

e Architecture

e Architecture

vay

applic

atiom ayer

layer that provides means for the application processes to access the OSI environment

[SOURCE: ISO/IEC 29182-2:2013, 2.3.1.1]

3.3

authentication
act of verifying the claimed identity of an entity

[SOURCE: ISO/IEC 29182-2:2013, 2.6.1]

Note 1 to entry: Entity may include sensor, actuator, or sensor network element.
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3.4
authorization
granting of rights, which includes the granting of access based on access rights

[SOURCE: ISO/IEC 29182-2:2013, 2.6.2]

3.5
continuous mode
sensor data query mode with duration value (d) and interval value (t)

3.6
event mode

sensor data gpery mode withrevent comditions: Sersor networks keep ctottecting sensor dataamd send

them only, if the conditions are met

3.7
identification
process of redognizing an entity by using its attributes, identifier, etc.

[SOURCE: ISOYIEC 29182-2:2013, 2.7.2]

3.8
instant mode¢
sensor data qjiery mode for an immediate one- time response from asensor network

3.9
onTime modp
sensor data qfiery mode with an action time

3.10
personal arep network
network consjsting of sensor nodes, communicationidevices, or networked peripheral devices al] in the
vicinity of a person

[SOURCE: ISOfIEC 29182-2:2013, 2.1.4]

3.11
PAN coordingator
device which |s responsible for formation and maintenance of a PAN

3.12
pull mode
sensor data delivery made with an explicit sensor data query

3.13
push mode
sensor data delivery mode without any explicit sensor data query

Note 1 to entry: Push mode sensor data delivery may be triggered by an explicit start request and may be
terminated by an explicit stop request. It is an implementation issue.

3.14

sensor

device that observes and measures a physical property of a natural phenomenon or man-made process
and converts that measurement into a signal

[SOURCE: ISO/IEC 29182-2:2013, 2.1.5]

Note 1 to entry: Signal can be electrical, chemical, etc.
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3.15

sensor network

system of spatially distributed sensor nodes interacting with each other and, depending on applications,
possibly with otherinfrastructure in order to acquire, process, transfer,and provide information extracted
from its environment with a primary function of information gathering and possible control capability

[SOURCE: ISO/IEC 29182-2:2013, 2.1.6]

Note 1 to entry: Distinguishing features of a sensor network can include wide area coverage, use of radio networks,
flexibility of purpose, self-organization, openness, and providing data for multiple applications.

3.16

s \ | 1: 43
sensornertworkKapprcaction

use cape of sensor networks, which provides a set of functions to users to meet defined rgquirements

[SOURCE: ISO/IEC 29182-2:2013, 2.2.2]

EXAMRLE Monitoring forests to detect natural fires; monitoring seismic activity;monitoring pollution levels
in envifonment.

3.17
sensorl network client
application software that uses information provided by a sensornetwork

3.18
sensol network gateway
sensolnetwork element that connects a sensor network.fo another network with differentjarchitectures
or profocols, permitting information exchange between them

[SOURCE: ISO/IEC 29182-2:2013, 2.1.7]
Note 1 fo entry: Sensor network gateway functionalities may include address or protocol translatjon.

3.19
sensol network resource
entity [related to a sensor network which may be a sensor network gateway, a PAN coordinator (if any),
a sens@r node or a transducer

3.20
sensor network service
set of flunctionalities offered by individual sensor network elements or the sensor network

[SOURLCE: ISO/IEC29182-2:2013, 2.2.3]

EXAMRLE Generating an alarm signal if the measurement made at a sensor exceeds or dropf out of certain
prescribed range; providing average sensor measurements over a given geographic area.

3.21
transducer

device converting energy from one domain into another, calibrated to minimize the errors in the
conversion process. It could be a sensor or an actuator

[SOURCE: IEEE Std 1451.1-1999]

3.22

user

any person, organization, process, device, program or system which uses services provided by others,
and may benefit from the operation of a sensor network

[SOURCE: ISO/IEC 29182-2:2013, 2.8.5]
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4 Symbols and abbreviated terms

This document uses the following abbreviations and acronyms:

CoAP
DNS
0&M
PAN

SensorML

Constrained Application Protocol
Domain Name System
Observations and Measurements in SWE

Personal Area Network

A

SNC
SWE
TEDS

5 Conven
In this part of]

The keyword
document and

The keyword]
particularly s
preferred but]
action is depr

The keyword
The keyword

6 Overvie

6.1 Comm

Sensor netwd
interacting w
need to comn

C Moadaoll H CIAL
JUIIOSUIL IVIUUU1 uausuasc I IOVvVvV L,
Sensor Network Client

Sensor Web Enablement

Transducer Electronic Data Sheet

fHions
ISO/IEC 30128:

“shall” is used to indicate requirements strictly to ke followed in order to conform
| from which no deviation is permitted.

“should” is used to indicate that among several possibilities one is recommen
uitable, without mentioning or excluding others, or that a certain course of ac
not necessarily required, or that (in thenegative form) a certain possibility or co
pcated but not prohibited.

‘may” is used to indicate a course.pf action permissible within the limits of the doc

can” is used for statements of possibility and capability, whether material, physical or

w of sensor network applications

nnication model

rk applicafions provide sensor-associated or actuator-associated services for ug
th at least one sensor network. When it comes to sensor network service provider
unicate with lots of different types of sensor networks to provide integrated servi

users. On the

pther-hand, sensor networks provide sensor network services to multiple sensor ng

to the

ded as
tion is
irse of

iment.

causal.

ers by
s, they
ces for
twork

service providersto maximize their henefits In this context the communication madel hetween|

network service providers and sensor networks can be summarized in two cases.

Sensor

In one case, an interface is defined by a sensor network that provides sensor network services based on
the interface. Then, sensor network service providers implement the interface defined by each sensor
network to communicate with the sensor network. This case is illustrated in Figure 1. If there is no
standard interface between sensor networks and sensor network service providers, sensor network
service providers need to implement different interfaces to communicate with different sensor
networks. In Figure 1, the sensor network service provider needs to implement interface A, interface
B, and interface C altogether to provide integrated services for users. In view of that there are many
different sensor network providers in the world, implementing all of these sensor network providers’
interfaces is a tedious and time consuming process, and it is definitely not a good solution.
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Sensor network B InterfaeeC
&« Slensor nemlrork service provider:
implement interface A, B and C

P

Users

Sensor network C

pure 1 — Communication model: Multiple sensor networks and onge'sensor
service provider

need fo implement each interface to communicate with the sensor network service

case i
interfq
servic
netwo
Sensor
notre

network service providers to provide the same \sensor network services. Both

Al - etwork service provider X
~ —
Sensor network #1: w®_ -~ {‘““1:;:’[! |
implement interface X, *~ A
Y and Z \\ = +—»p U
b -

.
AN — > RN =

network

illustrated in Figure 2. If there are multiple sensor network service providers )
ces, then sensor networks need to implement each interface provided by each se
e provider. From a sensor network providers’ point of yiew, they need to develop a
Ik that can implement all interfaces or they need to develop different sensor network

hisonable from the sensor network providers’ perspective, because they increase sg
development cost and time. As a consequence, this.ithpedes the proliferation of sensor nef

bther case, each sensor network service provider defines its owninterface. Thus, se;Lsor networks

rovider. This
with different
nsor network
single sensor
s for different
situations are
nsor network
work usage.

-
— "*:': Sensor network service provider Y
~
k\q—o «—> _ .
S Y
N See— <4——>  Ugers
=
Sensor-network #2:
implement interface X,
YandZ Sensor network service provider Z
< »  Interface X
————— »  Interface Y
<+ »  Interface Z

Figure 2 — Communication model: One sensor network and multiple sensor network service

providers

In this regard, standard interface specification between sensor networks and sensor network service
providers is very important. Moreover, the standard interface enables sensor network implementation
free from specific sensor networkapplications’ requirements, so it derives cost-effective mass production
of sensor networks.
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From this standard’s point of view, the role of sensor network gateways is very important. A sensor
network gateway is a front-end of a sensor network, in respect to sensor network service providers.
Therefore, if a standard interface between sensor networks and sensor network service providers
is defined, the interface will reside between the sensor network gateway and the sensor network
providers. In a case where a smart-device plays the role of a standalone sensor node without a separate
sensor network gateway, then the smart-device may be regarded as a sensor network gateway and a
sensor node at the same time.

Basically, a sensor network gateway translates sensor network service providers’ messages into sensor
networks’ messages (e.g., ZigBee messages, Bluetooth messages, CoOAP message, etc.) and vice versa. But
in some cases, a sensor network gateway also needs to handle time synchronization to deliver sensor
network clients’” message to sensor nodes. That is because when a sensor network service provider

sends a messa
a sensor netw
messages to 3
service provi
message fron
implemented
of capability-
capabilities 1
play a very im

6.2 Sensor

6.2.1 Overy

There are va
application, e
and controllix

These sensor
some applicat
applications 1
correspondin
application of
and sensor ne

Regarding semsor manipulatiof, there are several ways to collect sensor data. Roughly, sensor ng

manipulation
instant mode

Regarding acf
displayingact
by issuing act

ge to sensor nodes, the sensor nodes may be in a sleep mode for power saving. In th
ork gateway should know the life cycle of each sensor node in order to keep-and-fa
ensor nodes. Or, when a sensor node or a transducer registers itself to a sensor n¢
ler, a sensor network gateway may need to attach more information on.the regis

a sensor node to include hierarchical topology information. In general/if a gate
on a high performance machine, the gateway can perform complexigperations on

eans the sensor network gateways’ capabilities. In summary,‘sensor network gaf
portant role in sensor networks and they are different fromother domain’s gatew3

network client operations

iew of sensor network client operations

rious kinds of sensor network applications;y logistics and supply chain manag
hergy and utility distribution applicationyindustrial production automation mon
g application, healthcare, medical application, etc.

network applications generally cofisume sensor data collected by sensor networ
ions control appropriate actuators to handle observed situation. Other sensor n¢
honitor the status of sensor nétworks and if necessary, they control the sensor net
b to observed sensor networks’ status. In this international standard, sensor ng
erations are classified ifito'three categories: sensor manipulation, actuator manipy
twork monitoring and controlling.

mode is classified into push mode and pull mode. And pull mode is further classifi
continuoussmode, event mode, and onTime mode.

uator manipulation, there may be various kinds of actuators: on/off actuator, text

s case,
rward
twork
ration
way is
behalf

ronstrained sensor nodes. In this regard, in some cases, a sensor, network’s computing

eways
ys.

ement
toring

ks and
twork
works
twork
lation,

twork
bd into

image

uator, multi-functional complexactuator, etc. All these actuators manipulationis per

shall respond

iolrrequests with appropriate parameters. After processing actuators, sensor ne

rmed
works

Regarding sensor network monitoring and controlling, a sensor network client needs to know the current
status of sensor networks and needs to control sensor networks according to the sensor network client’s
policy. In case of sensor network controlling, it may be triggered irrespective of monitoring process,
or may follow after monitoring process. A sensor network client may issue a sensor network control
request based on administrative purposes, or may issue a sensor network control request to manipulate
monitoring results. Sensor network controlling may include several operations, such as reset, shutdown,
and reconfiguration.

In this international standard, a sensor network client (SNC) is referred to as an application software
residing in a sensor network service provider.
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6.2.2 Sensor manipulation

6.2.2.1 Overview of sensor manipulation

There are various ways to collect sensor data from sensor networks. From the sensor networks’ point of
view, it provides collected sensor data in two ways. One way is pushing collected sensor data without any
consideration on specific requests from sensor network clients. It is called a push mode. The other way
is collecting sensor data and delivering sensor data according to specific requests from sensor network
clients. This is called a pull mode. The pull mode is further classified into instant mode, continuous
mode, and event mode based on how to request sensor data from sensor network clients’ point of view.
Sensor network cllents may request sensor data only one time (mstant mode) or may request sensor
v v sor data only
some ¢vents occur (event mode). In some other cases, sensor network Cllents may requlest these pull
mode $ensor data manipulations with an exact action time when to collect and delivér sensor data. It is
called pn onTime mode.

6.2.2.2 Push mode

Figure 3 depicts a push mode sensor manipulation.

Push Mode: k\._. — @ » ( sNnec >

@ Collect @ Transmit collected sensor data periodically

Figure 3 — Sensorata collection: Push mode

In cas¢ of a push mode, a sensor network*collects and transmits sensor data based on its|configuration
on collecting and transmitting. From an implementation point of view, a push mode sensorjmanipulation
may bg implemented in two ways. The simplest way is in which a sensor network just pushes sensor
data when it is connected to a sensor network client. Or, it may be implemented in a way that the sensor
network starts pushing sensor’data when it receives a “start” command and stops puphing when it
receives a “stop” command.frem a sensor network client. In this case, the “start” and "stgp” commands
are isqued by a sensormetwork client, but it doesn’t change the sensor data collection|and transmit
confighiration of the seénsor network itself.

A pusi mode is used'mainly by simple types of sensor network monitoring applications. I1} this case, the
expectled computing complexity of sensor networks is very low. Sensor networks just gush collected
sensor| data.tosa waiting sensor network client and data processing is up to the sensor netiwork client.

6.2.2.3 “Pull mode:instant mode

Figure 4 depicts an instant mode of a pull mode sensor manipulation.

Pull mode: instant mode
@ Request to collect sensor data in real time

o s g i s G

@ Collect @ Transmit collected sensor data

Figure 4 — Sensor data collection: Pull mode-instant mode
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In case of an instant mode, a sensor network client sends a sensor data collection request to a sensor
network in order to collect sensor data in real time. On receipt of the request, the sensor network starts
collecting sensor data from sensor nodes. After the sensor data collection ends, the sensor network
transmits collected sensor data to the requesting sensor network client. Sensing and transmitting are
performed once in real-time.

An instant mode is a very basic pull mode operation. Whenever a sensor network client needs to get
sensor data, it issues an instant sensor data request to a target sensor network. An instant sensor data
request may include conditions. For example, a sensor network client wants to know the temperature
value of place#1 only if the temperature value is over 30 °C. Then, the sensor network client may send
an instant query with the condition to the sensor network. Then the sensor network responds with a
temperature value only if the temperature value is over 30 °C. If the request includes conditions, the
sensor netwopk needs to check the conditions before sending the collected sensor data to the sensor
network clienft. Condition checking capability is an additional feature of the sensor networks. Thefrefore,
a sensor network shall inform sensor network clients whether it has condition checking tapabllity or
not beforeharld.

In comparisor to a push mode, expected computing complexity of sensor networks to-perform instant mode
operationishigher. A sensor network shall at the minimum process instant sensor data requests and rgspond.

6.2.2.4 Pullmode: continuous mode
Figure 5 depi¢ts a continuous mode of a pull mode sensor manipulatign:

Pull mode: continuous mode @ Request to collect senSor data repetitively according fo an
interval value and & duration value

S — Ce D
@ Collect — VT ransmit
@ Collect d | =@ Transmit

@ Collect —=p@ Transmit
@ Collect 1 [ »@ Transmit

YyYvYyYYY

Interval: f, duration: d

Figure 5 — Sensor data collection: Pull mode-continuous mode

In case of a coptinuous mode,.d sensor network client sends a sensor data request to a sensor network in
order to colleft sensor data. On receipt of the request, the sensor network collects sensor data af every
interval valugq (t) durifigi/duration value (d), and transmits collected sensor data to the requestingsensor
network clieul:‘repetitively.

A continuous medé€ is used by sensor network applications which need sensor data with a specific ifterval
value and a specific duration value. A continuous sensor data request may include conditions. As in instant
mode, sensor networks with condition checking capability are needed for continuous mode operations.
Therefore, a sensor network shall inform sensor network clients whether it supports condition checking
capability or not beforehand. In addition, if there is a need to stop a continuous mode operation, the
sensor network client should send a stop processing request to the sensor network. Stop processing is
an additional feature of a sensor network so it shall be known to the sensor network client beforehand.

In comparison to an instant mode, a continuous mode operation requires higher sensor networks’
computing complexity.

6.2.2.5 Pull mode: event mode

Figure 6 depicts an event mode of a pull mode sensor manipulation.
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Pull mode: event mode

St

@ :
@ Collect and check the conditions —_—
@ If conditions are met, transmit sensor data,

else, don’t transmit sensor data
e
@ If conditions are met, transmit sensor data,

else, don’t transmit sensor data

=
L

[
Ll

@ Collect and check the conditions

@ Request fo send sensor data only if some conditions are met

<>

In the
netwo
condit
mode

an eve
netwo
based
by a s¢
data tq
from §
turn o
from s

An ev
applic
requeg
sensof
batter

6.2.2.6 Pull mode: onTime'mode

Figure

Figure 6 — Sensor data collection: Pull mode-event mode

case of an event mode, a sensor network client sends a sensor data collection requs
Fk in order to collect sensor data and to send back the collected sérnisor data on
ons are met. The conditions are given by a sensor network client. The differences bet
hind other pull modes with conditions are that conditions in an’event mode are m

Ik client requests to stop processing explicitly. The sensor:network keeps collectirn
pbn its collecting configuration like in a push mode and checks the conditions which
bnsor network client. Only if the conditions are met, the sensor network sends co
arequesting sensor network client. For example, a-sénsor network client needs te
ensor network#1 only when observed temperatire values are higher than cert
h a cooling system. Then, a sensor network client may request “send temperature
ensor network#1 only if the temperature value is higher than 30 °C.

bnt mode may be used by disaster monitoring applications effectively. Disastg
itions need to check abnormal conditighs from monitoring areas. By using event mo
ts, disaster monitoring applications’reduce unnecessary traffic between sensor
network clients. It results in effective application processing and extending the sen
y life by reducing unnecessayy signal transmission.

| 7 depicts an onTime 'mode of a pull mode sensor manipulation.

Pull modefonTime mode @ Request to collect sensor data at the specified action

Fer i) -

aﬂfy

SNC

st to a sensor
y if specified
veen an event
indatory. And

ht mode sensor data requests are processed by the sensor network continuously until the sensor

g sensor data
are specified
lected sensor
erature data
threshold to
lata collected

I monitoring
le sensor data
hetworks and
sor network’s

time

B

A J

@ Collect sensor data at specified action time =~ ——

@ Transmit sensor data

Figure 7 — Sensor data collection: Pull mode-onTime mode

In case of an onTime mode, a sensor network client sends a sensor data collection request to a sensor
network to collect sensor data at a specific time (i.e. action time) and the sensor network thus collects
sensor data at the specified time. An onTime mode is used by mixing with other modes: an instant
mode sensor data request, continuous mode sensor data request, event mode sensor data request, or
actuator manipulation. For example, if an instant mode sensor data request includes an action time
field, then the sensor network shall process the instant mode sensor request at the specified action time.
Therefore, in an onTime mode processing, time synchronization between sensor network clients and
sensor networks is very crucial.
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In comparison to other pull mode operations, an onTime mode operation requires a higher computing
complexity. At least, a sensor network shall provide action time processing complexity and other pull
mode operation processing complexity.

6.2.3 Actua

tor manipulation

Figure 8 depicts an actuation manipulation.

Actuating g'_. < m <
e

@ Request to act based on action parameters

A sensor nety
responds with
target actuatg

Action time processing is an additional feature of sensor netwo¥ks. Therefore, sensor network

inform sensor

Regarding coT:plexity ofactuator manipulation, itis proportional to the complexity of action parar
i

Because of d
types and act

6.2.4 Sensd

Figure 9 depi

Sensor

and controlling

N
N

@ Transmit action result

Figure 8 — Actuator manipulation

vork client manipulates an actuator by specifying action parameters. Then the ad
anactionresultto the requesting sensor network client. A senser network client shall
r identifiers, action type, and action parameters and may.spécify an action time optia

network clients whether they supportaction time processing capability or not befor

ersity of actuator types and actuation parameters, detailed specification of the
on parameters is not addressed in this:sihternational standard.

r network monitoring and controling

ts sensor network monitoring'and controlling.

network monitoring @ Request status information (optional)

o Ra— <>

@ Collecting status ~ ——»
information @ Transmit status information

A J

@ Need to control a

tuator
pecify
nally.

s shall
chand.

heters.
action

sensor network
+— <
&R, f
@ Controlling a sensor
network — >

@ Transmit a control result

Figure 9 — Sensor network monitoring and controlling

Some sensor network clients may need sensor network status information, such as topology information,
remaining battery life of each sensor node, and accessibility information of each sensor node. This
information is collected from sensor networks by a monitoring process. Sensor network monitoring
is implemented in two ways. Some sensor networks collect and send status information based on their
configuration autonomously. Others collect and send status information only if there is a request from
a certain sensor network client. A sensor network shall advertise its monitoring mode by registration

10
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procedure beforehand. And sensor network clients shall collect status information based on the
advertised monitoring mode of sensor networks.

Some sensor network clients may need to control sensor networks by issuing reset, reconfiguration,
etc. These control functionalities are implemented by sensor networks selectively based on the sensor
networks’ computing constraints and sensor network provider’s policies.

7 Overview of sensor network capabilities

Sensor networks have different computing capabilities. Currently many sensor networks support
only push mode sensor data processmg However for some spec1allzed sensor network services, such
as mil i
and c¢mmunication technology evolve, small and smart dev1ces with hlgh speed cogmputing and
commuynication capabilities and increasing memory size emerge in the marketplace. This means the
spectrjum of sensor network capability is diverse and wide. If possible, exploiting senfor networks’
computing capabilities is reasonable for sensor network clients because it can ireduce s¢nsor network
clienty workload and unnecessary traffic cost.

When [it comes to sensor network capabilities, some sensor networks. dre very simple|and can only
suppolt push mode sensor data requests. Some others support comiplex computing, such as instant
mode pensor data requests. And others support more complex domputing, such as confinuous mode
sensol] data requests and event mode sensor data requests. Or;some sensor network even can handle
multiple sensor data requests at the same time. These kinds of sensor networks’ cgpabilities are
decideld by sensor network providers’ constraints and pdlicies, sensor network clients’ [requirements
and pdlicies, sensor network hardware and operating system'’s constraints, etc. The therefore, it is very
important that sensor networks shall advertise sensor networks’ capabilities beforehgnd. Based on
advertised information, sensor network clients shall exploit sensor networks effectively by utilizing
optimal functions among provided capabilities. These sensor networks’ capabilities infdrmation shall
be included in sensor network metadata. Sensor network metadata is metadata of sensor networks and
it shal| include sensor network’s identification information, capabilities information, etc. The sensor
network metadata is delivered to the senisétr network clients by registration procedures.

Sensorf network capabilities may be provided by each transducer, each sensor node or cah be provided
by senfor network gateways. This-isan implementation issue.

8 Security considerations

When [it comes to sensor data, security consideration is always of high importance. Thig is to do with
the nature of sensor'data. Sensor data reveals the current real status of specific environnpent, personal
health

public
datap
netwo
provide a proof of thelr authent1c1ty to sensor data users.

In this regard, appropriate authentication and confidentiality preservation measures shall be taken
into consideration when the interface between sensor networks and sensor network clients is designed.
Optionally, a sensor network may require appropriate level of authorization measures to provide
different level of services to different sensor network clients.

Detailed specification on concrete security measures is beyond of this international standard.
9 Data model of sensor data and metadata

This international standard does not specify a concrete data model for sensor data and sensor network
metadata. When it comes to sensor data, SWE O&M may be applied or specification in 10.2.3 may be

© ISO/IEC 2014 - All rights reserved 11


https://iecnorm.com/api/?name=5b101ad4953936a606f030954ec890e7

ISO/IEC 30128:2014(E)

applied. Regarding sensor network metadata, SWE SensorML, and the TEDSs defined in ISO/IEC/
IEEE 21450, ISO/IEC/IEEE 21451-4, and ISO/IEC/IEEE 21451-7 may be applied or Annex A may be applied.

Note Concrete location schema can be found in ISO 19123

Note Concrete metadata for geographic information can be found in ISO 19115

10 Generic sensor network application interface specification

10.1 Overview of generic sensor network application interface

10.1.1 General

Generic senspr network application interface consists of a mandatory interface and)an oj
interface. Th¢ mandatory interface is the interface which shall be implemented by sensor nef
and sensor negtwork clients. It includes registration interface, deregistration interface, ahd sensif
ce. Figure 10 depicts mandatory interfaces. In this international standard, each in

report interf:

is expressed

Usually, sensa

sensor netwo

S a message.

r manipulation and actuator manipulation require some extentof processing time
"ks. Therefore, it is reasonable that those kinds of operations-are handled asynchro

But it is an imjplementation issue.

H Generic Sensor Network Application Interface (Mandatory) /

X X

Sensor Network Sensor Network Client
|

|
registerResourceReq() I

registerRespurceRe

.<_ —_——— —— g _______ i l _____
|
|
|
sensingValueRpt() |
|
|
deRegigerResourceReq() I

- _ __ _deRegislerResourceRes) _ _ _ _

A sensor network client stores
sensor network metadata at an
intemnal storage to utilize the
sensor network appropriately

sensingValueRpts are delivered
to the sensor network client
according to selected sensor
manipulation mode

A sensor network client
removes the sensor network's
metadata from the intemal

ptional
works
g data
erface

within
hously.

sensor network

Figure 10 — Mandatory sensor network application interface flow

Meanwhile optional interface may be implemented by sensor networks and sensor network clients.
Based on the constraints and policies on sensor networks, optional interface may be implemented
selectively. Figure 11 depicts optional interfaces. Pull mode sensor manipulation interface, actuator
manipulation interface, sensor network monitoring and controlling interface, scalability interface, and
message handling interface are classified as optional interface. If optional interface is implemented,
then implementation shall be in conformance with this international standard.

12
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10.1.2 Base structure

Generic sensor network interface is specified as a set of messages. All messages are expressed in ASN.1
expression. Table 1 shows message base structure.

NOTE ASN.1 compilers produce implementation level codes with interfaces defined in ISO/IEC 30128 as an input

Table 1 — Message base structure

MessageType ::= PrintableString(‘“REGISTERRESOURCEREQ” | ‘““REGISTERRESOURCERES” |
“DEREGISTERRESOURCEREQ™ | “DEREGISTERRESOURCERES” | “INSTANTCMD” | “CONTINUOUS-
CMD” | ““EVENTCMD” | ““ACTUATIONCMD™ | “MONITORINGCMD”’] “SENSINGVALUERPT” | “ACTU-
ATIONRPT” “HONTTORINGRPT——“STOPEMBREQ™——STOPCMBRES*——“RESOURECECTREREQ”’ |
“RESOURCECTRLRES” | “NAKNOTIFY” | “REJECTNOTIFY” | “USERDEFINEDMESSAGE™)
MessageBody ::= CHOICE {

registerRe¢sourceReq [0] RegisterResourceReq,

registerRe¢sourceRes [1] RegisterResourceRes,

deRegisterResourceReq [2] DeRegisterResourceReq,

deRegisterResourceRes [3] DeRegisterResourceRes,

instantCmg [4] InstantCmd,

continuou$Cmd [5] ContinuousCmd,

eventCmd [6] EventCmd,

sensingValueRpt [7]1 SensingValueRpt,

actuationCmd [8] ActuationCmd,

actuationiRpt [9] ActuationRpt,

monitoringCmd [10] MonitoringCmd,

monitoringRpt [11] MonitoringRpt,

stopCmdRe [12] StopCmdReq,

stopCmdRe$ [13] .StopCmdRes,

resourceCtriReq [14] )ResourceCtrliReq,

resourceCtriRes [15] ResourceCtrliRes,

nakNotify [16] NakNotify,

rejectNotjfy [17] RejectNotify,

userDefinediMessage PrintableString
}
Message ::= SEQUENCE {

sender PrintableString, -- sender id

receiver [0] PrintableString, -- receiver id

messageType MessageType,
messageBody  MessageBody

14 © ISO/IEC 2014 - All rights reserved
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All messages are formatted according to a base structure. 10.2 and 10.3 specify detailed definition of
each message.

10.1.3

Sensing types and measurement units

In this international standard, sensing types and measurement units are not specified. They can be
defined according to the implementation domain. Annex B gives an example specification on sensing
types and measurement units. ISO/IEC/IEEE 21450, Physical Units, ISO/IEC/IEEE 21451-4 Physical
Units, and ISO/IEC/IEEE 21451-7 Sensor Types may be applied.

10.2 Mandatory operations

10.2.1

Regist
here aj
Sensof
addres

Regarziing identifier assignment, it can be handled in two ways. A\sensor network clie
i

identi
duplic
for sen
senso|
within

identifliers are unique.

Table }

Registration

ration is an operation to register a sensor network to a sensor network client, Impor
'e decision on sensor network resource identifiers and advertisement of sefisor netw
network resource identifiers are used by sensor network clients when sensor ng
s specific sensor network resources.

ers to sensor network resources based on its own identifier assigning scheme
htion can be avoided easily butsensor networks should keep amapping table whichm
sor network clients onto identifiers used within sensorhetworks and vice versa. In
networks suggest preferable identifiers which cance easily transformed into id
sensor networks without a mapping table. In this\case, sensor network clients shd

Fant functions
ork metadata.
twork clients

Nt may assign
In this case,
hpsidentifiers
another way,
bntifiers used
1l ensure that

) shows registration message structure ang Table 3 shows registration message information.
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Table 2 — Registration message structure

description

RegisterResourceType ::= PrintableString(“GATENODE” | “PAN” | “SENSORNODE” | “TRANSDUCER”)

RegisterResourceReq ::= SEQUENCE {

resourceType RegisterResourceType DEFAULT “GATENODE”

GateNode,

}
IDList ::= SEQUENCE SIZE(1..MAX) OF PrintableString
RetCode ::= PrintableString(“SUCCESS” | “BADREQUEST” | “ERROR” | “UNDEFINED” | “STORED”)
RegisterResourceRes ::= SEQUENCE {
retCode RetCode,
idList IDList]
}
Table 3 — Registration message information
RegisterResourceReq
Field Description Etc.
description description includes résource (gateway, PAN coordinator, sensor Regarding resoufce’s
node or transducer) metadata. It shall include an identifier field capability information,
to suggest an(identifier which a resource prefers to use. A sensor |see 9.3
network client shall validate a suggested identifier to avoid any
conflictawith other identifiers when it receives RegisterResource-
Req.
description shall include resource’s capability information regard-
ing sensor manipulation, actuator manipulation and sensor net-
work management.
In this standard, a concrete data model of description is out of
scope. It can be described as like Annex A, TEDS, or in SensorML.
resourceType Type of resource “GATENODE”, “PAN”,
“SENSORNODE”,
“TRANSDUCER”.
RegisterResourceRes
retCode Registration result “SUCCESS”, BADRE-
NOTE retCode may be extended to handle more situations. QUEST", "ERROR
idList List of registered identifiers. If a description includes descriptions
of multiple sensor network resources, then idList includes multiple
identifiers which are registered successfully.
16 © ISO/IEC 2014 - All rights reserved
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A sensor network comprises of one gateway and PAN coordinators optionally. A PAN coordinator
is consisted of at least one sensor node. A sensor node is composed of more than one transducer. A
transducer is a sensor or an actuator. To provide sensor network services, each element of a sensor

netwo

rk shall register at sensor network clients.

When it comes to a registration order, a hierarchical order shall be kept. The gateway shall be registered
first and a PAN coordinator shall be registered next. Then sensor nodes shall be registered and after
that transducers shall be registered finally. Or, all elements of a sensor network may be registered
altogether. Figure 12 shows two ways of registrations.

When

the sensor network client may assign a unique identifier to the sensor network resourcs

struct
struct
parent
PAN w

Step by Step Altogether
GateNode First step
Ong step
Last step

Transducer

Figure 12 — Sensor network registration steps

a sensor network resource registers.ata sensor network client, it can propose it

ire may be used as an identification scheme for sensor networks. It may have

ire such as “gatenodeld:panld:nodeld:transducerld”. Each id should be a unique ident
node. A transducerld is unique under the sensor node with noteld. A nodeld is uni
ith panld. A panld is unique under the gateway with gatenodeld. gatenodeld is a uy

5 identifier or
. Hierarchical
h hierarchical
fier under the
que under the
ique gateway

identiffier and there needs a way to ensure uniqueness of gatenodeld within a service domain. DNS may

be use
may b

this hierarchical identification scheme is that gateways, PAN coordinators and sensor 1

from n

Table 4

d to ensure the unigueness of a gateway identifier in a global scale. Otherwise, othe
e used to ensureluniqueness of gateway identifiers in a given service domain. The

hanaging amfidentifier mapping table.

| shows.example description schema of a sensor network gateway.

' mechanisms
advantage of
odes are free
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Table 4 — Gateway description example

UTE_FUNCTIQN _
| “ATTRIBUTE_ REBOOT" | “ATTRIBUTE START_ SENSING" | “ATTRIBUTE_ STOP SENSING”
“ATTRIBUTE PAN_ID_CHANGE” | “ATTRIBUTE_CHANNEL_ID_CHANGE”)

SupportedCpmmandAttributeList ::= SEQUENCE OF SupportedCommandAttribute
GateNodeSupportedOperationList ::= SEQUENCE {
supportedCommandList SupportedCommandList,
supportedCommandAttributeList SupportedCommandAttributelList
}
Time :=:= SEQUENCE {
time INTEGER(O .. MAX),
unit TimeUnit DEFAULT “SEC”
}
Location :f= SEQUENCE {
longitud¢ REAL,
latitude|REAL,
altitude|REAL

SupportedTransportProtocol ::= PrintableString(“XML_OVER_TCP” | “XML_OVER_UDP” |
“XML_OVER_HTTP” | “TEXT_OVER_TCP™")

SupportedTransportProtocolList ::= SEQUENCE OF SupportedTransportProtocol
SupportedCommand ::= PrintableString(*“COMMAND_PUSH” | “COMMAND_INSTANT” | *“COM-
MAND_EVENT” | “COMMAND_CONTINUOUS” | “COMMAND_CONTROL” | ‘“COMMAND_MONITORING™ |
“COMMAND_ACTUATION"")

SupportedCommandList ::= SEQUENCE OF SupportedCommand

SupportedCommandAttrlbute ti= PrlntabIeStrlng(“ATTRlBUTE CONDITION” | “ATTRIB—

monitoringPeriod INTEGER(O .. MAX) OPTIONAL -- in seconds
}

}
Monitoringlode ::= PrintableStrang(“MONITORING_PULL” | “MONITORING_PUSH™)
GateNode :}= SEQUENCE {
id PrintabfeString, -- format: host name or ip
url [O](PrintableString OPTIONAL,
manufactlirer PrintableString OPTIONAL,
productNg [1] PrintableString OPTIONAL,
location Location OPTIONAL,
dateTime [2] UTCTime OPTIONAL,
supportedTransportProtocolList [3]1 SupportedTransportProtocolList OPTIONAL,
supportedOperationList [4] GateNodeSupportedOperationList,
panList [5] PanList OPTIONAL,
monitoringMode [6] MonitoringMode OPTIONAL,

SET”
I

In this International Standard, a data model of description is not restricted. But description (metadata)
shall include capability information about supported operations. That is because a sensor network client

shall know what kinds of operations are provided by the sensor network beforehand.
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10.2.2 DeRegistration

Deregistration is an operation to break the link between a sensor network and a sensor network client.
Multiple elements of sensor networks may be deregistered at a time by using one DeRegistration
message. If a parent element is deregistered, then all child elements are deregistered altogether.

Table 5 shows deregistration message structure and Table 6 shows deregistration message information.

Table 5 — Deregistration message structure

DeRegisterResourceReq ::= SEQUENCE {
idLilst IDList /* a list of identifiers to deregister from senlsdr| network
clierfts */
}
DeRedisterResourceRes ::= SEQUENCE {

retiCode RetCode,
idlist IDList

Table 6 — Deregistration message information

DeRegisterResourceReq

Field Description Etc.

idList List of sensor network resource'identifiers to deregister from a
sensor network client

DeRegisterResourceRes

retCode Deregistration result “SUCCES$”, BADRE-
QUEST”, fERROR”

NOTE retCodesmay be extended to handle more situations.

idList Alist of deregiStered sensor network resource identifiers from a
sensor network client

10.2.3| Sensing value-report

Sensinjg value reporting is the operation to deliver collected sensor data from a sensor[network to a
sensor| network-Client. The way of sending sensor data is based on a sensor manipulation mode.

Table |Z<shows sensing value report message structure and Table 8 sows sensing|value report

aaafoaia o2 oo
messagethrotriratioh:

Table 7 — Sensing value report message structure

SensingValueRpt ::= SEQUENCE {

command 1D INTEGER(O. .MAX) OPTIONAL,

sensingValueList SEQUENCE OF SensingValuelList
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Table 8 — Sensing value report message information

SensingValueRpt
Field Description Etc.
commandID Command identifier to match a command and corresponding In a push mode, a com-
reports mand identifier may be

omitted

way constructs SensingValueRpt.

sensingValueList |List of collected sensor data or processed data. A sensor constructs
SensingValue, a sensor node constructs SensingValueList. A gate-

In this international standard, detailed structure of sensingValue-

O&M or can be like the following Table 9.

List and SensingValue are not restricted. They can be expressed in

Table 9 is an gxample of sensor data. It can be used for sensingValueList.

Table 9 — Collected sensor data structure example

SensingVallie ::= SEQUENCE {

targetID PrintableString,

sensorTyp¢ PrintableString,

value PrifptableString,

function Function OPTIONAL
tion to value */

SensingVallieList ::=:SEQUENCE {

timeStamp|PrintableString,

Function :}= PrintableString(“MIN” | “MAX” | *“AVG” | *““SUM™)

/¥ sensor identifier */

/* sensor type */

/* measured value */

/* applied aggregation furnc-

/* sending time */

nodeID PrintableString,

values SEQUENCE SIZE(1..MAX) OF SensingValue
by a sensor node*/

/* sensor node identifier */

/* list of sensor data collected

20
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10.3 Optional operations

10.3.1 Instant command

Instant command is a message to enforce sensing to sensor network resources. It specifies target
resource identifiers, sensing types, conditions to check if any, and an action time if necessary.

Table 10 shows Instant command message structure and Table 11 shows Instant command message

information.

Table 10 — Instant command message structure

Functlion ::= PrintableString(“MIN” | “MAX” | “AVG” | “SUM™)
LogigqalOp ::= PrintableString(*“OR” | “AND™)

SensingType ::= SEQUENCE {

applied to the sensor data */

*/
¥
SensingTypeList ::= SEQUENCE OF SensingType

CondiftionType ::= SEQUENCE {

typq PrintableString, /* sensor data type */
relgtionalOp RelationalOp,

valye PrintableString,

logilcalOp LogicalOp OPTIONAL

}
CondiftionList ::# SEQUENCE OF ConditionType

InstgntCmd (3= SEQUENCE {
comnfand@D\ INTEGER (0. .MAX) , /* command identifier */

RelatlionalOp ::= PrintableString(“GT” | “GE” | “LT” | “LE” | “EQy | “N

fundtion [0] Function OPTIONAL, /* aggregapdon function whi]

sengorType [1] PrintableString, /* type“of sensor data */
unig PrintableString /* measurement unit of the se

E™)

ch to be

nsor data

tardetdbList IDList, /* resource identifier list to

perform

this Tommamd—7

actionTime by sensor nodes */

3

sensingTypeList SensingTypelList, /* sensing type list to collect */
actionTime UTCTime OPTIONAL, /* if it is set, command is processed at

conditionList ConditionList OPTIONAL /* condition list if any */

© ISO/IEC 2014 - All rights reserved
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Table 11 — Instant command information

InstantCmd
Field Description Etc.
commandID Command identifier to match a command with corresponding
reports
targetIDList List of sensor network resource identifiers which handle this com-
mand. A target can be a transducer, a sensor node, a PAN coordina-
tor, or a gateway.
sensingTypeList |List of sensor types
actionTime ATTIOT tITTE tO Process tIis Commmand OTeans thiscommand
needs to be hand|ed
when the commajnd is
received-bya respurce
conditionList List of conditions which shall be checked by the resources before |An order of checking
sending sensor data condition is from|the
rightmost to the left-
most
10.3.2 Contihuous command
Continuous cpmmand is a message to enforce a continuous sensing‘to sensor network resources. It
specifies targpt resource identifiers, sensing types, conditions to €heck if any, a period value, a dyration
time and an aftion time if necessary.
Table 12 shoyvs Continuous command message structure‘and Table 13 shows Continuous command

message infor

mation.

Table 12 — Continuous command message structure

Continuous

command 1D

targetlIDLi}

sensingTyps

actionTime

cessed at actionTime by sensor nodes */

md - := SEQUENCE {
INTEGER(D. .MAX),
5t IDList,
eList SensingTypelList,
UTCTime OPTIONAL, /* if it is set, this query is prg

period

duration

Time,

[0] Time OPTIONAL,

conditionList [1] ConditionList OPTIONAL

22
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Table 13 — Continuous command message information

ContinuousCmd
Field Description Etc.
commandID Command identifier to match a command with corresponding
reports
targetIDList List of sensor network resource identifiers which handle this com-
mand. A target can be transducer, a sensor node, a PAN coordina-
tor, or a gateway.
sensingTypeList |List of sensor types
actionfime ACTIOM TITE to PrOCEeSS IS COIand 0Tearns this command
needs to‘pe handled
when thejcommand is
received py a resource
period Interval time to collect sensor data
duratipn Duration time to collect sensor data. If this field does not exist,
then duration value is infinite.
conditjonList List of conditions which shall be checked by the resoureesbefore |An order|of checking
sending sensor data conditior] is from the
rightmosf to the left-
most
10.3.3| Event command
Event fommand is a message to enforce an event-based sensing to sensor network resourcgs. It specifies
targetjresource identifiers, sensing types, conditions to check, and an action time if necespary.

Table1

4 shows Event command message structure and Table 15 shows Event command messag

Table 14 — Event command message structure

einformation.

commg

EventCmd ::= SEQUENCE {

ndID INTEGER(O. .MAX),

condi

b

targgqtiIDList IDList,
sensingTypelist SensingTypeList,
actiontime gTCTIme OPTIONAL, —— 71 f Tt Is Set, ths query 1

cessed at actionTime by sensor nodes */

tionList ConditionList

S pro-
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Table 15 — Event command message information

EventCmd
Field Description Etc.
commandID Command identifier to match a command with corresponding
reports
targetIDList List of sensor network resource identifiers which handle this com-

mand. A target can be a transducer, a sensor node, a PAN coordina-
tor, or a gateway.

sensingTypeList |List of sensor types

actionTime ATTIOT tITTE tO Process tIis Commmand OTeans thiscommand
needs to be hand|ed
when the commajnd is
received-bya respurce

conditionList List of conditions which shall be checked by the resources before |An order of checking
sending sensor data condition is from|the
rightmost to the left-

most

10.3.4 Stop ¢ommand

Stop comman(d is to stop an on-going command processing. By using StopCmdReq, a sensor n¢twork
client may request to stop on-going ContinuousCmd processing, EventCmd processing, pushl mode
processing, a¢tuator processing, or MonitoringCmd processing,

Table 16 showp Stop command message structure and Table 1% shows Stop command message inforrhation.

Table 16 — Stop command message structure

StopCmdReq| : := SEQUENCE {

commandlID INTEGER(O .. MAX)~#* commandID is handled uniquely to avoid gny
duplication during operations~*/

}
StopCmdRes| : := SEQUENCE {
retCode RetCode
}
Table 17 — Stop command message information
StopCmdReq
Field Description Etc.
commandID Command identifier to match a command with a corresponding
response
StopCmdRes
retCode Result of StopCmdReq processing “SUCCESS”, BADRE-
NOTE retCode may be extended to handle more situations QUEST", "ERROR
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10.3.5 Actuation command
Actuation command is a message to order a target actuator to act complied with the actuationValue.

Table 18 shows Actuation command message structure and Table 19 shows Actuation command
message information.

Table 18 — Actuation command message structure

ActuationCmd :=:= SEQUENCE {
commandID INTEGER(O. -MAX),
tardetlDList IDList, * target resource 1dentiiier *

actyatorType PrintableString,

actJonValue PrintableString

actionTime UTCTime OPTIONAL, /* if it is set, command is pprocessed at
actignTime by sensor nodes */

ActudtionValue ::= SEQUENCE {
tardetlID PrintableString,
actionValue PrintableString

ActugtionValueList ::= SEQUENCE {
actyationValue SEQUENCE SAZE(1..MAX) OF ActuationValue

ActudtionRpt <= SEQUENCE {
comnjand 1D INTEGER(O. .MAX),
actyatienValuelList ActuationValuelList
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Table 19 — Actuation command message information

ActuationCmd
Field Description Etc.
commandID Command identifier to match a command with a corresponding
response
targetIDList List of resource identifiers to handle this command. A target can
be a transducer, a sensor node, a PAN coordinator, or a gateway.
if targetIDList includes gateway identifiers, PAN identifiers or sen-
sor node identifiers, then it means actuators which are members of
the specified targetID shall process the command only if “actuator-
Type” is matched.
actuatorType Type of actuator
actionValue Actuation parameters. Parameters are decided depending on the
type of actuator and may be the structured type for complex actu-
ators. Detailed design of parameters are out of scope.
actionTime Action time to process this command 0'means this conjmand
needs to be hand|ed
when the commajd is
received by a respurce
ActuationRpt
commandID Command identifier to match a command with a cofresponding
response
actuationValug- |list of actuation results by actuators
List
10.3.6 Moniforing command
Monitoring cdmmand is a message to monitor status of sensor networks. It may be implemented|in two

withoutan explicitrequest from a sensor network client. The other way is by using both MonitoringCind and

ways. The simple way is to push MonitoringRpt repetitively based on a sensor network configyration
MonitoringRE. [tis an implementation issue but shall be advertised to sensor network clients beforjehand.

Table 20 shoys Monitoring commadnd message structure and Table 21 shows Monitoring cothmand
message infomation.
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Table 20 — Monitoring command message structure

MonitoringType ::= PrintableString(“BATTERY” | “LOCATION” | “ISALIVE™)
MonitoringTypeList ::= SEQUENCE SIZE(1..MAX) OF MonitoringType
DataType ::= PrintableString(““BOOLEAN” | “INTEGER” | “FLOAT” | “DOUBLE” |
“STRING™)
MonitoringCmd ::= SEQUENCE {
commandlD II\ITEGED(n MAY) .
tarietlDList IDList,
monitoringTypeList MonitoringTypeList
¥
MonijoringValue z:= SEQUENCE {
monitoringType PrintableString,
datdType DataType,
unit PrintableString,
valye PrintableString
¥
MonitoringValueList ::= SEQUENCE SIZE(1..MAX) OF MonitoringValue
MonitoringRpt ::= SEQUENCE {
comnjand 1D INTEGER(O .. MAX) OPTIONAL,
tardgetliD RrintableString,
monitoringvalueList MonitoringValuelList
3
Table 21 — Monitoring command message information
MonitoringCmd
Field Description Etc.
commandID Command identifier to match a command and a corresponding
response
targetIDList List of sensor network resource identifiers to handle this com-
mand. A target can be a transducer, a sensor node, a PAN coordina-
tor, or a gateway.
monitoring- list of monitoring types BATTERY, LOCATION,
TypeList ISALIVE
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Table 21 (continued)

MonitoringCmd
Field Description Etc.

MonitoringRpt

commandID Command identifier to match a command and corresponding In Push Mode, a com-
response mand identifier may be

omitted

targetID List of sensor network resource identifiers which send Monitorin-
gRpt message

monitoringValrc- tistof requestedmomnitoring vatues

List

10.3.7 Resource control

Resource conftrol is to control a sensor network. By using ResourceCtrlReq a sensor networl client
requests a sepsor network to reset, shutdown, reboot, start push sensor data, stop push sensor data,
update PAN channel, etc.

Table 22 shoys Resource control message structure and Table 23 shows)Resource control mlessage
information.

Table 22 — Resource control message'structure

ResourceCtrlReq ::= SEQUENCE {

targetlID PrintableString,

controlType SupportedCommandAttribute, /* attribute of control */

controlVvallie PrintableString

}
ResourceCtrlIRes,: := SEQUENCE {
retCode RetCode,

resultvalue PrintableString
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Table 23 — Resource control message information

ResourceCtrlReq
field description Etc.
targetID Target sensor network resource identifier which to be controlled.

A target can be a transducer, a sensor node, a PAN coordinator, or a

gateway.

controlType

Type of control

NOTE controlType may be extended to handle more situations

“ATTRIBUTE_SHUT-
DOWN” | “ATTRIBUTE_
RESET” | “ATTRIBUTE_
REBOOT” | “ATTRIB-

UTE_START_SENSING”
| “ATTRIBUTE_STOP_
SENSING{ | “ATTRIB-
UTE_PAN_ID_CHANGE”
| “ATTRIJUTE_CHAN-

NEL_ID_GHANGE”
controlValue Control value Decided (Ilepending on
controlType
ResoufrceCtrlRes
retCode Result of the request “SUCCES$”, BADRE-

NOTE retCode may be extended to handle more-gituations

QUEST”, {fERROR”,
“UNDEFINED”

resultValue

Explanation of the result

NOTE

a sensor network client can initiate push mode'sensor data collection by using ResoufceCtrIReq with

controlType=" ATTRIBUTE_START_SENSING”. And it can terminate push mode sensor data coll¢ction by using

ResourfceCtrlReq with controlType=" ATTRIBUTE .STOP_SENSING”.

10.3.8 User-defined message

User-defined message is for scalability!lf there is a predefined function between a specific s¢nsor network
clientdnd a specific sensor network;they can exchange information by using UserDefinedMgg. The content
of the nessage is predefined between a specific sensor network client and a specific sensor{network.

Table 24 shows User-definedimessage structure and Table Table 25 shows User-defined message information.

Table 24 — UserDefined message structure

UserlefinedMs§

v:= SEQUENCE ({

soufc€lD’PrintableString,

/* identifier of a message sender */

targetlD PrintableString,

message PrintableString
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