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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees established
by the respective organization to deal with particular fields of technical activity. ISO and IEC technical
committees collaborate in fields of mutual interest. Other international organizations, governmental and non-
governmental, in liaison with ISO and IEC, also take part in the work.

The procedures used to develop this document and those intended for its further maintenance are described in
the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the different types of
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This document, and all the other parts associated with this document, were developed in response to
worldwide demand for smart home focused Internet of Things (IoT) devices, such as appliances, door
locks, security cameras, sensors, and actuators; these to be modelled and securely controlled, locally
and remotely, over an IP network.

While some inter-device communication existed, no universal language had been developed for the
loT. Device makers instead had to choose between disparate frameworks, limiting their market share,
or developing across multiple ecosystems, increasing their costs. The burden then falls on end users
to determine whether the products they want are compatible with the ecosystem they bought into, or

find v
own.

In ad
of se
stand

The ¢
and r
propd
key T

ays to integrate their devices into their network, and try to solve interoperability Isg

dition to the smart home, loT deployments in commercial environments arexhamper
curity. This issue can be avoided by having a secure loT communication-framewor
ard solves.

oal of these documents is then to connect the next 25 billion devices-for the 10T, proy
eliable device discovery and connectivity across multiple OSs/and platforms. There
sals and forums driving different approaches, but no single 'selution addresses th
equirements. This document and the associated parts enable industry consolidati

common, secure, interoperable approach.

1ISO/I
Conn

- C

FC 30118 consists of eighteen parts, under the general title Information technold
ectivity Foundation (OCF) Specification. The parts fall into logical groupings as desc

bre framework
Part 1: Core Specification
Part 2: Security Specification
Part 13: Onboarding Tool Specification
ridging framework and bridges
Part 3: Bridging Specification
Part 6: Resource to Alljoyn Interface Mapping Specification
Part 8, OCF Resource to oneM2M Resource Mapping Specification

Part14: OCF Resource to BLE Mapping Specification

ues on their

ed by a lack
, which this

iding secure
are multiple
b majority of
bn around a

gy — Open
ribed herein:

B 15 OCER Eng M ine S fioati
Part 16: OCF Resource to UPIlus Mapping Specification
Part 17: OCF Resource to Zigbee Cluster Mapping Specification

Part 18: OCF Resource to Z-Wave Mapping Specification

— Resource and Device models

Part 4: Resource Type Specification

Part 5: Device Specification
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— Core framework extensions
— Part 7: Wi-Fi Easy Setup Specification
— Part 9: Core Optional Specification
— OCF Cloud
— Part 10: Cloud API for Cloud Services Specification

— Part 11: Device to Cloud Services Specification

— Part 12: Cloud Security Specification
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INTERNATIONAL STANDARD ISO/IEC 30118-3:2021(E)
Information technology — Open Connectivity
Foundation (OCF) Specification —

Part 3:

Bridging specification

1 S§cope

This glocument specifies a framework for translation between OCF Devices and other ecoqystems, and
specifies the behaviour of a Bridging Function that exposes servers in non-OCF ecosygtem to OCF

Clients and/or exposes OCF Servers to clients in non-OCF ecosystem._Translation per sp
is lef{ to other documents (deep translation). This document provides‘generic requiremen

unle

2

The :lollowing documents are referred to in the texttin such a way that some or all of

cons
unda

1ISO/I
Core
https

1ISO/I
Secu
https

JSON
http:/

Open
https

s overridden by a more specific document.

Normative references

itutes requirements of this document. Forcdated references, only the edition cited

rity specification
/lwww.iso.org/standard/74239.html

Schema Core, §SON Schema: core definitions and terminology, January 2013
json-schema.ord/latest/json-schema-core.html

IAP| Specification, Version 2.0
/Igithub:com/OAI/OpenAPI-Specification/blob/master/versions/2.0.md

ecific Device

its that apply

heir content
applies. For
nts) applies.

ed references, the latest edition of the referenced document (including any amendme

FC 30118-1 Information technology -<Open Connectivity Foundation (OCF) Specification -- Part 1:
specification

/lwww.iso.org/standard/53238.html

FC 30118-2 Information technology -- Open Connectivity Foundation (OCF) Specification -- Part 2:

3

3.1

T _definiti : Fab atedt

Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 30118-1 and the
following apply.

ISO and IEC maintain terminological databases for use in standardization at the following addresses:

— IS0 Online browsing platform: available at https://www.iso.org/obp

— |EC Electropedia: available at http://www.electropedia.org/
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3.1.1

Asymmetric Client Bridge

Bridge (3.1.3) that exposes another ecosystem's clients into the OCF ecosystem as Virtual OCF Clients
(3.1.21). This is equivalent to exposing OCF Servers (3.1.18) into the other ecosystem.

3.1.2

Asymmetric Server Bridge

Bridge that exposes another ecosystem devices into the OCF ecosystem as Virtual OCF Servers
(3.1.18). How this is handled in each ecosystem is specified on a per ecosystem basis in this document.

3.1.3

Bridge
OCF Device|that has a Device Type of "oic.d.bridge", provides information on the set of Vittuall OCF
Devices (3.1.22) that are resident on the same Bridge Platform.

3.1.4
Bridge Platform
entity on whjch the Bridge (3.1.3) and Virtual OCF Devices (3.1.22) are resident

3.1.5
Bridged Cli¢nt
logical entity that accesses data via a Bridged Protocol (3.1.7)

3.1.6
Bridged Devyice
Bridged Client (3.1.5) or Bridged Server (3.1.10).

3.1.7
Bridged Prqtocol
another protpcol that is being translated to or from OCF protocols

3.1.8
Bridged Resource
artefact modelled and exposed by a Bridged Protocol (3.1.7)

3.1.9
Bridged Res$ource Type
schema used with a Bridged Protocol (3.1.7)

3.1.10
Bridged Server
logical entity| thatprovides data via a Bridged Protocol (3.1.7). More than one Bridged Server can|exist
on the same| physical platform.

3.1.11

Bridging Function

logic resident on the Bridge Platform (3.1.4) that performs that protocol mapping between OCF and
the Bridged Protocol (3.1.7); a Bridge Platform (3.1.4) may contain multiple Bridging Functions
dependent on the number of Bridged Protocols (3.1.7) supported.

3.1.12

OCF Bridge Device

OCF Device (3.1.14) that can represent devices that exist on the network but communicate using a
Bridged Protocol (3.1.7) rather than OCF protocols.

2 © ISO/IEC 2021 - All rights reserved
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3.1.13
OCF Client

logical entity that accesses an OCF Resource (3.1.15) on an OCF Server (3.1.18), which might be a

Virtual OCF Server (3.1.24) exposed by the OCF Bridge Device (3.1.12)

3.1.14
OCF Device

logical entity that assumes one or more OCF. More than one OCF Device can exist on the same

physical platform

3.1.15

OCF Resource
represents an artefact modelled and exposed by the OCF Framework

3.11
OCF Resource Property
significant aspect or notion including metadata that is exposed through the. ©CF Resourc

3.1.1
OCF Resource Type
OCF Resource Property (3.1.16) that represents the data type definition for the OCF Reso

3.11

OCF [Server

logical entity with the role of providing resource staté ‘information and allowing remote
resoyrces

3.1.1p
Virtupl Bridged Client

logical representation of an OCF Client>(3.1.13), which an OCF Bridge Device (3.1.12
Bridged Servers (3.1.10).

3.1.2p
Virtupl Bridged Server
logical representation of an, OCF Server (3.1.18), which an OCF Bridge Device (3.1.12
Bridged Clients (3.1.5).

3.1.2

Virtupl OCF Client

logical representation of a Bridged Client (3.1.5), which an OCF Bridge Device (3.1.12
OCF |Servers*(3.1.18)

b (3.1.15)

irce (3.1.15)

control of its

exposes to

exposes to

exposes to

3.1.22
Virtual OCF Device
Virtual OCF Client (3.1.21) or Virtual OCF Server (3.1.24).

3.1.23
Virtual OCF Resource

logical representation of a Bridged Resource (3.1.8), which an OCF Bridge Device (3.1.12) exposes to

OCF Clients (3.1.13)

3.1.24

Virtual OCF Server

logical representation of a Bridged Server (3.1.10), which an OCF Bridge Device (3.1.12
OCF Clients (3.1.13).

© ISO/IEC 2021 - All rights reserved
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CRUDN

4 Docu
4.1

118-3:2021(E)

Symbols and abbreviated terms

Create, Read, Update, Delete, and Notify

ment conventions and organization

Conventions

In this document a number of terms, conditions, mechanisms, sequences, parameters, events, states,

or similar terms_are prinfpd with the first letter of each word in uppercase and the rest lowercase

Network Arc
In this docun

words CRUL
Any lowerca

4.2

In this docu
follows:

Required (or

These ba

hitecture). Any lowercase uses of these words have the normal technical English me3

nent, to be consistent with the IETF usages for RESTful operations, the RESTfulope
N, CREATE, RETRIVE, UPDATE, DELETE, and NOTIFY will have all letters ‘capita
5e uses of these words have the normal technical English meaning.

Notation

ment, features are described as required, recommended, allowed or DEPRECATE

shall or mandatory).

sic features shall be implemented to comply with.this document. The phrases “shall

and "PROHIBITED" indicate behaviour that is prohibited, i.e. that if performed mean

impleme

Recommend

htation is not in compliance.

ed (or should).

These f

imposing
feature i
guideling
"should n

Allowed (or

These fqg
impleme

condition

tures add functionality supported” by this document and should be impleme

a
Recommtnded features take advantage-of the capabilities of this document, usually w

major increase of complexity.’ Notice that for compliance testing, if a recommg
implemented, it shall meei-the specified requirements to be in compliance with
s. Some recommended-features could become requirements in the future. The p
ot" indicates behaviourithat is permitted but not recommended.

b

hllowed).

atures are.neither required nor recommended by this document, but if the featy
nted, it shall-kmeet the specified requirements to be in compliance with these guidelin

Conditiopally~allowed (CA)The definition or behaviour depends on a condition. If the spe

is”met, then the definition or behaviour is allowed, otherwise it is not allowed.

(e.g.,
ning.

ation
lized.

D as

not”,
5 the

nted.
thout
nded
hese
nrase

re is
es.

cified

Conditionally required (CR)

The definition or behaviour depends on a condition. If the specified condition is met, then the

definition or behaviour is required. Otherwise the definition or behaviour is allowed as default
unless specifically defined as not allowed.

DEPRECATED

Although these features are still described in this document, they should not be implemented except

for backward compatibility. The occurrence of a deprecated feature during operation of an
implementation compliant with the current document has no effect on the implementation’s
operation and does not produce any error conditions. Backward compatibility may require that a
feature is implemented and functions as specified but it shall never be used by implementations

complian

t with this document.
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Strings that are to be taken literally are enclosed in "double quotes".

Words that are emphasized are printed in italic.

5 Introduction

5.1 Translation between OCF and non-OCF ecosystem - primitive concept of
Bridging

The detai idai i i X i idge Platform

Heart Rate
Sensor
Device

Device
(as Client)

\Q/ Non-OCF ecosystem
Figure 1 — Server bridging to No(é‘éF device

On sfart-up the Bridge Platform runs the entity handlg(whlch discover the non-OCF systems (e.g.,
Hear{ Rate Sensor Device) and create Resources ch Device or functionality disdovered. The
entity handler creates a Resource for each disco DeV|ce or functionality and binds]|itself to that
Resource. These Resources are made discovera\ by the Bridge Platform.

Once| the Resources are created and mad ‘ﬁ?%coverable then the Client Device can digscover these
Resoprces and operate on them using t echanlsms described in ISO/IEC 30118-1. The requests
to a Resource on the Bridge Platform Lrs@ en interpreted by the entity handler and formarded to the
non-OCF device using the protocol orted by the non-OCF device. The returned infofmation from
the npn-OCF device is then mapp o the appropriate response for that Resource.

Currgnt OCF Bridging archit@bre implements the entity handler in the form of VOD.

5.2 | Bridge platf@
This ¢lause descr ® the functionality of a Bridge Platform; such a device is illustrated in Figure 2.

© ISO/IEC 2021 - All rights reserved 5
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Bridge Platform
ST i
l Bridge !
R )
CoTTTT T
"Virtual '| o | Virtual |
{ o= | I . i
OCF e oo L ocF || & | Bridged e——> Bridged
Server rotoco ‘. @ | rotoco Client
i Client 1| = |I Server |
Lo L [ |
o
Mt —S5——Virtual— TP
OCF OCF [ S ' Bridged ridge
Client Protocol | OCF i g : Brldged | Proticol Server
t Server || S |I Client |
_______ | L
Figure 2 — Bridge Platform components
A Bridge Platform enables the representation of one or more Bridged Devices as Virtual OCF Devices

(VODs) on t
Devices usir

e network and/or enables the representation of one or more OCF Devices as Virtual
g another protocol on the network. The Bridged Devices'themselves are out of the 5

OCF
cope

of this document. The only difference between a native OCF Device and a VOD from the perspgctive

of an OCF G

A Bridge P
"oic.d.bridgsg
performing a
the Client c

present, 2) dllows for specific actions to be performed on the bridge considering the known functio|

a bridge suq
which benef
discovered f{
as shown in

lient is the inclusion of "oic.d.virtual" in the "rt" of "/oic/d" of the VOD.

atform exposes a Bridge Device which is_an OCF Device with a Device Ty
". This provides to an OCF Client an explicit indication that the discovered Dev
bridging function. This is useful for several reasons; 1) when establishing a home net
hn determine that the bridge is reachable and functional when no bridged device

pe of
ce is
work,
5 are
hality

Fig

ports, 3) allows for explicit discovery of all devices that are serving a bridging function
ts trouble shooting and maintenance actions on behalf of a user. When such a devjce is
he exposed Resources on the(QCF Bridge Device describe other devices. For example,
Figure 3.
OCF facing Bridged Devices
Bridge Platform
______ v Fan
Virtual OCF Server 1 e
(oic.d.fan)
Virtual OCF Server 2 - """""""""""
(oic.dlighty |7 T > Light 1
Virtual OCF Server 3 b
(oic.d.light) - e,
A Light 2
ure 3 — Schematic overview of a Bridge Platform bridging non-OCF devices
© ISO/IEC 2021 - All rights reserved
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Itis expected that the Bridge Platform creates a set of devices during the start-up of the Bridge Platform,
these being the Bridge and any known VODs. The exposed set of VODs can change as Bridged
Devices are added or removed from the bridge. The adding and removing of Bridged Devices is
implementation dependent.

5.3 Symmetric vs. asymmetric bridging

There are two kinds of bridging: symmetric and asymmetric. In symmetric bridging, a bridge device
exposes OCF server(s) to another ecosystem and exposes other ecosystem’s server(s) to OCF. In
asymmetric bridging, a bridge device exposes OCF server(s) to another ecosystem or exposes another
ecosystem’s server(s) to OCF, but not both. The former case is called an Asymmetric Server Bridge
(see Figure 4), the Tatter case is called an Asymmefric Client Bridge (see Figure 5)

.....................................................

Not in scope
of OCF Bridging spec

......................................................

poT T I I o Brfidged ;

' ' ' ' Bridged :

OCF OCF | Jvirtwaloc; | | :k/Protgcol Sejver #1 i

Client #1 '< Protocol I Server #1 : @Ci ‘—’: : : :

3 | 5 |3 Virtuabd ;

protocol, | momee | 2 |11 Bricgd” ;

: | & |3 Cliént(s) | E

| Virtual OCF g 2 | ) ! :

OCF OCF __,): | iy > »~—__ Bridaed :

Server #2 = K4 I ge [ :

Client#2 [© Protoce! : TR ! Protoco—,| Brlidged ;
3 (]

——— . po——— = Sefver #2 | i

Figure 4 — Asymmetric server bridge

In Figure 4 each Bridged Server is exposed as a Virtual OCF Server to OCF side. These|Virtual OCF
Servégrs are same as normal OCF Servers except that they have additional rt value ("oic.¢.virtual") for
"/oic/fl". The details of the'Virtual Bridged Client are not in scope of this document.

© ISO/IEC 2021 - All rights reserved 7
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Bridge Platform e
SEEEEEEEREE o Bridged Client #1 :
I | i [ ] . :
| , ‘| I 1ocO" (Read-Write Server #1) | !
| Virtual OCF Client | H I eed P '
OCk OF 1>l (Aigned to; ma®" :
| | : A :
Server #1 Protoco | RWACLonServer#1) | | & |4 : :
| € HHERA Ly —p :
PR | 2 |5 vt brigee : : :
@,OCQ‘ ittt 0_?1 I Bridged : "otocos—y| Brldgec.J Client #2 E
% | ! < .: Server(s) : (Read-Write Server #1) :
Nai VirtwalOCFClient ! | g | ! 5
OCF — OCF l__,_,: - Af(/:\iigne: to: - 0 .E v, . E
Protocol | on Server #1, | = T | 'g@o’p :
Server 2 | RW ACL on Server #2) | E:_ i "Otocy, Bridged Client #3 :
| fhecocooad '
(e | : (Read-Only Serven #1)| | i
: Not in scope E
"‘ of OCF Bridging spec ,"
Figure 5 — Asymmetric client bridge
Figure 5 shgws that each access to the OCF Server is modelled as;a Virtual OCF Client. Those

accesses can be aggregated if their target OCF servers and access permissions are same, therefore

a Virtual OC

F Client can tackle multiple Bridged Clients.

5.4 Geng¢ral requirements

5.4.1 Requirements common to all bridge platforms

A VOD shalllhave a Device Type that contains "oi¢:d.virtual". This allows Bridge Platforms to detefmine
if a device |s already being translated when<multiple Bridge Platforms are present or Clients to

determine if

Each Bridge
Endpoint, an

Discovery o
multicast di
fields to all b

The Bridge
Bridge only.
IDD for the s

corresponding Server is a VOD-or not.

d Device shall be exposedcas a separate Virtual OCF Server or Client, with its own
d set of mandatory Resources (as defined in ISO/IEC 30118-1 and ISO/IEC 30118-

a VOD is the same*as for an ordinary OCF Device; that is the VOD shall respo|
scovery requests. JThis allows platform-specific, device-specific, and resource-sp
e preserved across translation.

ntrospeetion Device Data (IDD) provides information for the Resources exposed b
Each \VOD shall expose an instance of "oic.wk.introspection" which provides a URL
pecifiec:VOD.

OCF
P).
nd to

ecific

y the
to an

5.4.2 Requirements specific to symmetric bridge platforms
In addition to the requirements mentioned in 5.4.1, Symmetric Bridging shall satisfy following
requirements.

The Bridge Platform shall check the protocol-independent UUID ("piid" in OCF) of each device and
shall not advertise back into a Bridged Protocol a device originally seen via that Bridged Protocol. The
Bridge Platform shall stop translating any Bridged Protocol device exposed in OCF via another Bridge
Platform if the Bridge Platform sees the device via the Bridged Protocol. Similarly, the Bridge Platform
shall not advertise an OCF Device back into OCF, and the Bridge Platform shall stop translating any
OCF device exposed in the Bridged Protocol via another Bridge Platform if the Bridge Platform sees
the device via OCF. These require that the Bridge Platform can determine when a device is already
being translated. A VOD shall be indicated on the OCF Security Domain with a Device Type of
"oic.d.virtual".
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The Bridge Platform shall detect duplicate VODs (with the same protocol-independent UUID) present
in a network and shall not create more than one corresponding virtual device as it translates those
duplicate devices into another network.

5.5 VOD list

For maintenance purposes, the Bridge maintains a list of VODs. This list includes Virtual OCF Servers
and Virtual OCF Clients created by the Bridge Platform and subsequently on-boarded, as specified in
ISO/IEC 30118-2. A single instance of the Resource Type that defines the VOD list (see clause 7.2)
shall be exposed by the Bridge. Please refer to ISO/IEC 30118-2 for detailed operational requirements
for the VOD list.

5.6 | Resource discovery

A Brifilge Platform shall detect devices that arrive and leave the Bridged networkor the QCF Security
Domain. Where there is no pre-existing mechanism to reliably detect the,arrival and peparture of
devices on a network, a Bridge Platform shall periodically poll the network.to detect the arrival and
depafture of devices, for example using COAP multicast discovery (a multicast RETRIEVE |of "/oic/res")
in the case of the OCF Security Domain. Bridge Platform implementations are encouraged to use a
poll ipterval of 30 seconds plus or minus a random delay of a few seconds.

A Brifge Platform and any exposed VODs shall each respond{o’network discovery commands. The
respgnse to a RETRIEVE on "/oic/res" shall only include the devices that match the RETRIEVE request.

For gxample, if a Bridge exposes VODs for the fan anpddights shown in Figure 3, and anf OCF Client
perfofms a discovery request with a content format of"application/vnd.ocf+cbor", therg will be four
discr¢te responses, one for the Bridge, one for the virtual fan Device, and two for the virtual light
Deviges. Note that what is returned is not in the* JSON format (see JSON Schema Cqre) but in a
suitable encoding as defined in ISO/IEC 3011841.

Respdnse from the Bridge:
(

{
"gnchor": "ocf://e6lc3eb6b-9¢54-4b81-8ce5-£9039¢c1d04do",

"Href": "/oic/res",

"Hel": "self",

"gt": ["oic.wk.res"],

"if": ["oic.if.1l1l", Moic.if.baseline"],

"q": {"bm": 3},

"dps": [{"ep": ("codp://[2001:db8:a::b1d4]:55555"},

{"ep" &, TCoaps://[2001:db8:a::b1ld4]:11111"}]

"gnchor™s~Yocf://e6lc3ebb-9¢c54-4b81-8ce5-£9039¢c1d04d9",

"Href: N'"/oic/d4d",

"yt ¥y f"oic.wk.d", "oic.d.bridge"],

"E™NY ["oic.if.r", "oic.if.baseline"],

upu: {"bm": 3},

"eps": [{"ep": "coaps://[2001:db8:a::01d4]:11111"}]

"anchor": "ocf://e6lc3e6b-9c54-4b81-8ce5-£9039¢c1d04d9",

"href": "/oic/p",

"rt": ["oic.wk.p"],

"if": ["oic.if.r", "oic.if.baseline"],

"o": {"bm": 3},

"eps": [{"ep": "coaps://[2001:db8:a::b1d4]:11111"}]

"anchor": "ocf://e6lc3e6b-9c54-4b81-8ce5-£9039¢c1d04d9",

"href": "/oic/sec/doxm",
"rt": ["oic.r.doxm"],
"if": ["oic.if.baseline"],
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"p": {"bm": 1},
"eps": [{"ep": "coaps://[2001:db8:a::b1d4]:11111"}]

{
"anchor": "ocf://e6lc3e6b-9¢c54-4b81-8ce5-£9039¢c1d04d9",
"href": "/oic/sec/pstat",
"rt": ["oic.r.pstat"],
"if": ["oic.if.baseline"],
"p": {"bm": 1},
"eps": [{"ep": "coaps://[2001:db8:a::b1d4]:11111"}]
b
{
"anchor": "ocf://e6lc3e6b-9¢c54-4b81-8ce5-£9039c1d04d9",
"href": OTC/SeC/Trea™;
"rt": ["pic.r.cred"],
"if": ["pic.if.baseline"],
"p": {"bp": 1},
"eps": [[{"ep": "coaps://[2001:db8:a::b1d4]:11111"}]
bo
{
"anchor"l "ocf://e6lc3ebb-9¢c54-4b81-8ce5-£9039¢c1d04d9",
"href": |'/oic/sec/acl2",
"rt": ["pic.r.acl2"],
"if": ["pic.if.baseline"],
"p": {"bp": 1},
"eps": [[{"ep": "coaps://[2001:db8:a::b1d4]:11111"}]
o
{
"anchor"l "ocf://e6lc3ebb-9¢c54-4b81-8ce5-£9039¢c1d04d9"y
"href": ['/myIntrospection",
"rt": ["pic.wk.introspection"],
"if": ["pic.if.r", "oic.if.baseline"],
lell: {nb ". 3}’
"eps": [[{"ep": "coaps://[2001:db8:a::b1d4]:11kL1"}]
b
{
"anchor"| "ocf://e6lc3e6b-9c54-4b81-8ce5#£9039¢c1d04d9",
"href": ['/myVodlist",
"rt": ["pic.r.vodlist "],
"if": ["pic.if.r", "oic.if.baseline™,
"p": {"bp": 3},
"eps": [f"ep": "coaps://[2001fdb8:a::b1d4]:11111"}]
}
]
Response frpm the Fan VOD:
[
{
"anchor"| "ocf:/A88b7c7f0-4b51-4e0a-9faa-cfb439fd7£49",
"href": ['/oic/hes",
"rt": ["pic.Wksres"],
"if": ["piCeIf.11", "oic.if.baseline"],
"p": {"bp™Y3},
"eps": [{"ep": "coaps://[2001:db8:a::bl1d4]:22222"}]
b
{
"anchor": "ocf://88b7c7f0-4b51-4e0a-9faa-cfb439£fd7£49",
"href": "/oic/d4d",
"rt": ["oic.wk.d", "oic.d.fan", "oic.d.virtual"],
"if": ["oic.if.r", "oic.if.baseline"],
"p": {"bm": 3},
"eps": [{"ep": "coaps://[2001:db8:a::bld4]:22222"}]
bo
{

"anchor": "ocf://88b7c7£f0-4b51-4e0a-9faa-cfb439£fd7£49",
"href": "/oic/p",

"rt": ["oic.wk.p"],

"if": ["oic.if.r", "oic.if.baseline"],

lel: {"bm": 3},
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]

}

"eps": [{"ep": "coaps://[2001:db8:a::b1d4]:22222"}]

"anchor":
"href":

"ocf://88b7c7f0-4b51-4e0a-9faa-cfb439fd7£49",
" /myFan",

"rt": ["oic.r.switch.binary"],

"if": ["oic.if.a", "oic.if.baseline"],

"p": {"bm": 3},

"eps": [{"ep": "coaps://[2001:db8:a::bl1d4]:22222"}]
"anchor": "ocf://88b7c7f0-4b51-4e0a-9faa-cfb439£d7£49",
"href": "/oic/sec/doxm",

"

ISO/IEC 30118-3:2021(E)

[URAR-S B N I O A @ [0)24 {1 Rasy
"jJf": ["oic.if.baseline"],
"F H: {"bm": 1},

"dps": [{"ep": "coaps://[2001:db8:a::b1d4]:22222"}]
"gnchor": "ocf://88b7c7f0-4b51-4e0a-9faa-cfb439£d7£49",
"Href": "/oic/sec/pstat",

"gt": ["oic.r.pstat"],

"if": ["oic.if.baseline"],

"qg": {"bm": 1},

"dps": [{"ep": "coaps://[2001:db8:a::b1d4]:22222"}]
"gnchor": "ocf://88b7c7f0-4b51-4e0a-9faa-cfb439£d7£49",
"Href": "/oic/sec/cred",

"qt": ["oic.r.cred"],

"if": ["oic.if.baseline"],

"q": {"bm": 1},

"dps": [{"ep": "coaps://[2001:db8:a::b1d&NJ22222"}]

"gnchor": "ocf://88b7c7£f0-4b51-4el0aO9faa-cfb439£fd7£49",
"Href": "/oic/sec/acl2",

"qt": ["oic.r.acl2"],

"if": ["oic.if.baseline"],

"q": {"bm": 1},

"dops": [{"ep": "coaps://[2001:db8:a::b1d4]:22222"}]
"dnchor": "ocf://88b%c7f0-4b51-4e0a-9faa-cfb439£fd7£49",
"Href": "/myFanIntrospection",

"Yt": ["oic.wk.dhtTospection"],

"if": ["oic.ifi.x", "oic.if.baseline"],

"q": {"bm" : 43}

"dps": [{MeR": "coaps://[2001:db8:a::b1d4]:22222"}]

Respdnse” from the first Light VOD:

[

{

"anchor": "ocf://dc70373c-1e8d-4fb3-962e-017caa863989",
"href": "/oic/res",
"rt": ["oic.wk.res"],

"if": ["oic.if.11",
lev : {"bm": 3}’
"eps": [{nepu:

"oic.if.baseline"],

"coaps://[2001:db8:a::b1d4]:33333"}]

"anchor":
"href" .

"ocf://dc70373c-1e8d-4fb3-962e-017eaa863989",
"/Oic/d",
"rt": ["oic.wk.d",
"if": ["oic.if.r",
llpll : {"bmll : 3}’
"epsll: [{"ep":

"oic.d.light", "oic.d.virtual"],
"oic.if.baseline"],

"coaps://[2001:db8:a::b1d4]:33333"}]
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{
"anchor": "ocf://dc70373c-1e8d-4fb3-962e-017caal863989",
"href": "/oic/p",
"rt": ["oic.wk.p"],
"if": ["oic.if.r", "oic.if.baseline"],
"o": {"bm": 3},
"eps": [{"ep": "coaps://[2001:db8:a::b1d4]:33333"}]
b
{
"anchor": "ocf://dc70373c-1e8d-4fb3-962e-017caa863989",
"href": "/myLight",
"rt": ["oic.r.switch.binary"],
"if": ["piTifTEYtoiTItToaseriTeR TS
"p": {"bp": 3},
"eps": [["ep": "coaps://[2001:db8:a::b1d4]:33333"}]
b
{
"anchor"| "ocf://dc70373c-1e8d-4fb3-962e-017caa863989",
"href": [|'/oic/sec/doxm",
"rt": ["pic.r.doxm"],
"if": ["pic.if.baseline"],
"p": {"bp": 1},
"eps": [["ep": "coaps://[2001:db8:a::b1d4]:33333"}]
¥
{
"anchor"| "ocf://dc70373c-1e8d-4fb3-962e-017caa863989",
"href": ['/oic/sec/pstat",
"rt": ["pic.r.pstat"],
"if": ["pic.if.baseline"],
lel: {nb . 1},
"eps": [f"ep": "coaps://[2001:db8:a::bl1d4]:33333"™}N
¥
{
"anchor"| "ocf://dc70373c-1e8d-4fb3-962e-017caa863989",
"href": [|'/oic/sec/cred",
"rt": ["pic.r.cred"],
"if": ["pic.if.baseline"],
"p": {"bp": 1},
"eps": [["ep": "coaps://[2001:db8:a:bld4]:33333"}]
¥
{
"anchor"| "ocf://dc70373c-1e8d=4fb3-962e-017eaa863989",
"href": ['/oic/sec/acl2",
"rt": ["pic.r.acl2"],
"if": ["pic.if.baselime"y,
"p": {"bp": 1},
"eps": [["ep": "ceaps://[2001:db8:a::b1d4]:33333"}]
o
{
"anchor"l "o€f:+//dc70373c-1e8d-4fb3-962e-017caa863989",
"href": [|'/twlightIntrospection",
"rt": ["pleiwk.introspection"],
"if": ["oic.if.r", "oic.if.baseline"],
"o": {"bm": 3},
"eps": [{"ep": "coaps://[2001:db8:a::b1d4]:33333"}]
}

]

Response from the second Light VOD:
[
{

"anchor": "ocf://8202138e-aa22-452c-b512-9ebad02bef7c",
"href": "/oic/res",
"rt": ["oic.wk.res"],
"if": ["oic.if.1l1l", "oic.if.baseline"],
"o": {"bm": 3},
"eps": [{"ep": "coaps://[2001:db8:a::bld4]:44444"}]
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{
"anchor": "ocf://8202138e-aa22-452c-b512-9ebad02bef7c",
"href": "/oic/d",
"rt": ["oic.wk.d", "oic.d.light", "oic.d.virtual"],
"if": ["oic.if.r", "oic.if.baseline"],
"o": {"bm": 3},
"eps": [{"ep": "coaps://[2001:db8:a::b1d4]:44444"}]
s
{
"anchor": "ocf://8202138e-aa22-452c-b512-9%ebad02bef7c",
"href": "/oic/p",
"rt": ["oic.wk.p"],
"if": ["oic.if.r", "oic.if.baseline"],
"ot
"dps": [{"ep": "coaps://[2001:db8:a::b1d4]:44444"}]
s
{
"gnchor": "ocf://8202138e-aa22-452c-b512-9%9ebad02bef7c",
"Href": "/myLight",
"qt": ["oic.r.switch.binary"],
"if": ["oic.if.a", "oic.if.baseline"],
"q": {"bm": 3},
"dps": [{"ep": "coaps://[2001:db8:a::b1d4]:44444"}]
bo
{
"dnchor": "ocf://8202138e-aa22-452¢c-b512-9ebad02bef7ck,
"Href": "/oic/sec/doxm",
"Ht": ["oic.r.doxm"],
"if": ["oic.if.baseline"],
"q": {"bm": 1},
"dos": [{"ep": "coaps://[2001:db8:a::bld4]:44444"}]
bo
{
"dnchor": "ocf://8202138e-aa22-452¢c-b512~9%ebad02bef7c",
"Href": "/oic/sec/pstat",
"gt": ["oic.r.pstat"],
"if": ["oic.if.baseline"],
"qg": {"bm": 1},
"dps": [{"ep": "coaps://[2001l¢{db8:a::b1d4]:44444"}]
b
{
"gnchor": "ocf://8202138evaal22-452c-b512-9ebad02bef7c",
"Href": "/oic/sec/cred",
"qt": ["oic.r.cred"]y
"if": ["oic.if.basebine"],
"q": {"bm": 1},
"dps": [{"ep" & "Coaps://[2001:db8:a::bl1d4]:44444"}]
o
{
"gnchor™socf://8202138e-aa22-452c-b512-9ebad02bef7c",
"Href?? N'/oic/sec/acl2",
"qt¥y Moic.r.acl2"],
"iIf"™” ["oic.if.baseline"],
"p": {"bm": 1},
"eps": [{"ep": "coaps://[2001:db8:a::b1d4]:44444"}]
b
{
"anchor": "ocf://8202138e-aa22-452c-b512-9ebad02bef7c",
"href": "/myLightIntrospection",
"rt": ["oic.wk.introspection"],
"if": ["oic.if.r", "oic.if.baseline"],
"p": {"bm": 3},
"eps": [{"ep": "coaps://[2001:db8:a::bld4]:44444"}]
}

Figure 6 — /oic/res example responses
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