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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical activity.
ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
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1 Scope

This document specifies a framework for translation between OCF devices and other ecosystems,
and specifies the behaviour of a translator that exposes AllJoyn producer applications to OCF
clients, and exposes OCF servers to AllJoyn consumer applications. Translation of specific AllJoyn
interfaces to or from specific OCF resource types is left to other specifications. Translation of
protocols other than AllJoyn is left to a future version of this specification. This document provides
generic requirements that apply unless overridden by a more specific document.

2 Normative references

The fpllowing documents, in whole or in part, are normatively referenced in this document-and are
indisgensable for its application. For dated references, only the edition cited applies. For undated
refergnces, the latest edition of the referenced document (including any amendments).appli¢s.

AllJoyn About Interface Specification, About Feature Interface Definitions, Version 14.12
https://allseenalliance.org/framework/documentation/learn/core/about-announcement/interfajce

AllJoyn Configuration Interface Specification, Configuration Interface Definition, Version 14.12
https:J/allseenalliance.org/framework/documentation/learn/core/configlration/interface

D-Bus Specification, D-Bus Specification
https://dbus.freedesktop.org/doc/dbus-specification.html

IEEE[754, IEEE Standard for Floating-Point Arithmetic, August 2008

IETF RFC 4122, A Universally Unique IDentifier (UUIB)Y URN Namespace, July 2005
https://www.rfc-editor.org/info/rfc4122

IETF RFC 4648, The Basel6, Base32, and Base64 Data Encodings, October 2006
httpsy/www.rfc-editor.org/info/rfc4648

IETF RFC 6973, Privacy Considerations.far Internet Protocols, July 2013
https://www.rfc-editor.org/info/rfc6973

IETF RFC 7049, Concise Binary Object Representation (CBOR), October 2013
https§/www.rfc-editor.org/info/rfc7049

IETF RFC 7159, The JavaScript Object Notation (JSON) Data Interchange Format, March|2014
https:y/www.rfc-editor.orgtinfo/rfc7159

JSON Schema Core, JSON Schema: core definitions and terminology, January |2013
http:/{ison-schema:org/latest/json-schema-core.html

JSON Schema.Yalidation, JSON Schema: interactive and non interactive validation, Januar
2013
http:/1json-schema.orq/latest/ison-schema-validation.html

JSON Hyper-Schema, JSON Hyper-Schema: A Vocabulary for Hypermedia Annotation of JSON,
October 2016
http://json-schema.org/latest/ijson-schema-hypermedia.html

OCF 1.0 Core Specification, Open Connectivity Foundation Core Specification, Version 1.0

OCF Security Specification, Open Connectivity Foundation Security Specification, Version 1.0
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OCF ASA Mapping, OCF Resource to ASA Interface Mapping, v0.3 candidate, July 2016
https://workspace.openconnectivity.org/apps/org/workgroup/smarthome _tg/download.php/6287/0
CF _Resource to ASA Interface Mapping v.0.3 candidate.docx

OIC 1.1 Core Specification, Open Interconnect Consortium Core Specification, Version 1.1

RAML Specification, Restful API modelling language, Version 0.8.
https://github.com/raml-org/raml-spec/blob/master/versions/raml-08/ram|-08.md

OCF Resource Type Definitions, API Definition Language for OCF Resource Type Definitions,
Relegse-86—v1-6-6

https:J/github.com/openconnectivityfoundation/bridging

3 Tlerms, definitions, symbols and abbreviations

3.1 Terms and definitions

3.11
OCF Bridge Device
An OLCF Device that can represent devices that exist on the network but communicate uging a
Bridged Protocol rather than OCF protocols.

OCF Bridge Device
Virtual “Wirtual ,
OCF OCF > OCF § Bri P Bridged | Bridged
Protocol g ! rldgEd [ Protocol :
Sefver . | Clignt
Client ~, | Server
a ,,,,,,,,,,,,,,,,,,,,,,
>
(%]
,,,,,,,,,,,,,,,,, T
Virtual 2| Virtual
OCF OCF s OCF Brideed < Bridged | Bridged
. Protocol v | riage ~ Protocol
Client | ) Seryer
Server - Client
Figure 1. OCF Bridge Device Components
3.1.2

Bridged Protoc¢ol
anothler protecol (e.g., AllJoyn) that is being translated to or from OCF protocols

3.13
Tranglator
an OCF Bridge Device component that is responsible for translating to or from a specific Bridged
Protocol. More than one translator can exist on the same OCF Bridge Device, for different Bridged
Protocols.

3.14

OCF Client

a logical entity that accesses an OCF Resource on an OCF Server, which might be a Virtual OCF
Server exposed by the OCF Bridge Device.
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Bridged Client

a logical entity that accesses data via a Bridged Protocol.

application is a Bridged Client.

3.1.6

Virtual OCF Client
a logical representation of a Bridged Client, which an OCF Bridge Device exposes to OCF Servers.

3.1.7

VirtugBridged—Ctrent
cal representation of an OCF Client, which an OCF Bridge Device exposes to Bridged"Servers.

alogi

3.1.8
OCF
a logi
OCF

3.1.9

Virtugl OCF Server

a logi

3.1.1d

Bridged Server

a logi
Bridg

3.1.11

Virtugl Bridged Server

alogi

3.1.12
OCF
repre

3.1.13

Virtugl OCF Resource

a log
Client

3.1.14
Bridg
repre
objec

3.1.15
OCF
a sig

For example, an AllJoyn Consumer

Device
cal entity that assumes one or more OCF roles (OCF Client, OCF Server)O More tha
Device can exist on the same physical platform.

Cal representation of a Bridged Server, which an OCF Bridge Déwice exposes to OCF C

cal entity that provides data via a Bridged Protocol./For example, an AllJoyn Produce
bd Server. More than one Bridged Server can exist'on the same physical platform.

Cal representation of an OCF Server, which@n OCF Bridge Device exposes to Bridged G

Resource
ents an artifact modelled and exposed by the OCF Framework

cal representation of a'‘Bridged Resource, which an OCF Bridge Device exposes t0
S.

ed Resource
sents an artifact modelled and exposed by a Bridged Protocol. For example, an A
is a Bridged Resource.

n one

ients.

ris a

lients.

OCF

[Joyn

Résource Property
A.i. lo lo

H % % 41 H [ H todlota oot ¢ |
e armaSpT Lt U TTUTUIT e auityiictiauata tuTrat 1S TAPUSTU T

3.1.16
OCF Resource Type
an OCF Resource Property that represents the data type definition for the OCF Resource

3.1.17

Bridg
a sch

ed Resource Type
ema used with a Bridged Protocol. For example, AllJoyn Interfaces are Bridged Res

Types.
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3.1.18

OCF Server

a logical entity with the role of providing resource state information and allowing remote control of
its resources.

3.1.19

Onboarding Tool

defined by the OCF Security Specification as: A logical entity within a specific 10T network that
establishes ownership for a specific device and helps bring the device into operational state within
that network.

3.1.2
Bridged Device
a Bridged Client or Bridged Server.

3.1.2
Virtual OCF Device
a Virthal OCF Client or Virtual OCF Server.

3.2 | Symbols and abbreviations

3.2.1
CRUDN

Create Read Update Delete Notify

indicgting which operations are possible on the resource

3.2.2
CsVv
Comma Separated Value List
constfuction to have more fields in 1 string separated by commas. If a value contains a comma,
then fhe comma can be escaped by adding “\\in front of the comma.

3.2.3
OCF
Open|Connectivity Foundation

organlization that created these specifications

3.24
RAMIL
REST|ful APl Modeling Language
Simple and succinct.\way of describing practically RESTful APIs (see the OIC 1.1|Core
Specification, Open Interconnect Consortium Core Specification, Version 1.1

RAMIL Specification)

3.3 Conventions

In thisspecification several terms, conditions, mechanisms, sequences, parameters, eyents,
states;or-simttar—terms—are—printed—with—the—firsttetterof each—word—n—uppercase—and-the rest
lowercase (e.g., Network Architecture). Any lowercase uses of these words have the normal
technical English meaning.

4 Document conventions and organization

For the purposes of this document, the terms and definitions given in the OCF 1.0 Core
Specification apply.

© ISO/IEC 2018 - All rights reserved
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4.1 Notation

In this document, features are described as required, recommended, allowed or DEPRECATED as
follows:

Required (or shall or mandatory).

— These basic features shall be implemented to comply with this specification. The phrases “shall
not”, and “PROHIBITED” indicate behaviour that is prohibited, i.e. that if performed means the
implementation is not in compliance.

dad ( 2% Lol
RecoI*..“r:c.".ucu fer-sheute)-

— These features add functionality supported by this specification and should be implem¢nted.
Re¢commended features take advantage of the capabilities of this specification, usually wjithout
imposing major increase of complexity. Notice that for compliance testing, if & recommended
fepture is implemented, it shall meet the specified requirements to be in compliance with these
gdidelines. Some recommended features could become requirements in the future. The phrase
“should not” indicates behaviour that is permitted but not recommended.

Allowgd (or allowed).

— These features are neither required nor recommended, but if-the feature is implemented, it
sHall meet the specified requirements to be in compliance with.these guidelines.

Condftionally allowed (CA)

— The definition or behaviour depends on a condition.Af\the specified condition is met, then the
ddfinition or behaviour is allowed, otherwise it is ngp allowed.

Cond(tionally required (CR)

— The definition or behaviour depends on a.condition. If the specified condition is met, then the

dgfinition or behaviour is required. Otherwise the definition or behaviour is allowed as default
unless specifically defined as not allowed.

DEPRECATED
— Although these features are still.described in this specification, they should not be implemgented
except for backward compatibility. The occurrence of a deprecated feature during operatjion of
arp implementation compliant with the current specification has no effect on the
implementation’s operation and does not produce any error conditions. Backward compatibility

mpy require that a feature is implemented and functions as specified but it shall never be used
by implementatiops.compliant with this specification.

Strings that are to_be-taken literally are enclosed in “double quotes”.

Wordg that aré emphasized are printed in italic.
4.2 | Data types
Data types are defined in the OCF 1.0 Core Specification.

4.3 Document structure

Section 5 discusses operational scenarios. Section 6 covers generic requirements for any OCF
Bridge, and section 7 covers the specific requirements for a Bridge that translates to/from AllJoyn.
These are covered separately to ease the task of defining translation to other protocols in the
future.

5 Operational Scenarios

The overall goals are to:

10
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ake Bridged Servers appear to OCF clients as if they were native OCF servers, and
ake OCF servers appear to Bridged Clients as if they were native non-OCF servers.

“Deep translation” vs. “on-the-fly”

When translating a service between a Bridged Protocol (e.g., AllJoyn) and OCF protocols, there
are two possible types of translation. Translators are expected to dedicate most of their logic to
“deep translation” types of communication, in which data models used with the Bridged Protocol
are mapped to the equivalent OCF Resource Types and vice-versa, in such a way that a compliant
OCF Client or Bridged Client would be able to interact with the service without realising that a

translation was made.
“Deep translation” is out of the scope of this document, as the procedure far exceeds mappjng of
types| For example, clients on one side of a translator may decide to represent an intensity fas an
8-bit yalue between 0 and 255, whereas the devices on the other may have chosen to represent
that ds a floating-point number between 0.0 and 1.0. It's also possible that theJprocedurgé may
requile storing state in the translator. Either way, the programming of such translation will require
dedicpted effort and study of the mechanisms on both sides.
The ¢ther type of translation, the “on-the-fly” or “one-to-one” tramsldtion, requires no| prior
knowledge of the device-specific schema in question on the part of the‘translator. The burden is,
instegd, on one of the other participants in the communication, us@ally the client application| That
stemg from the fact that “on-the-fly” translation always produces.Bfidged Resource Types and OCF
Resolirce Types as vendor extensions.
For AllJoyn, deep translation is specified in OCF ASASMapping, and on-the-fly translatjon is
covergd in section 7.2 of this document.
5.2 | Use of introspection
Whernlever possible, the translation code should, make use of metadata available that ind|cates
what the sender and recipient of the message. iq\question are expecting. For example, devices that
are AllJoyn Certified are required to carry the introspection data for each object and interface they
expoge. The OIC 1.1 Core Specificationrmakes no such requirement, but the OCF 1.0|Core
Specification does. When the metadata"is available, translators should convert the incgming
paylopd to exactly the format expécted by the recipient and should use information |when
translating replies to form a moreuseful message.
For example, for an AllJoyn translator, the expected interaction list is presented on the list Helow:
Message Type Sender Receiver Metadata

Reqyest AllJoyn 16.10 oic1.1 Not available

Request AllJoyn 16.10 OCF 1.0 Available

Reqyest OIC1.10r0OCF1.0 AllJoyn 16.10 Available

Responsé AllJoyn 16.10 OIC1.10rOCF1.0 Available

Respanse QlCc11 Allloyn 16 10 Not available

Response OCF 1.0 AllJoyn 16.10 Available
5.3 Stability and loss of data

Round-tripping through the translation process specified in this document is not expected to
reproduce the same original message. The process is, however, designed not to lose data or
precision in messages, though it should be noted that both OCF and AllJoyn payload formats allow
for future extensions not considered in this document.

11
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However, a third round of translation should produce the same identical message as was
previously produced, provided the same information is available. That is, in the above chain,
payloads 2 and 4 as well as 3 and 5 should be identical.

6 OCF Bridge Device

An O

bridgi
Clien
prese
functi
bridgi
When
other

O(

CF facing

ng function.

vice is encapsulated in an OCF Bridge Device.

OCF Bridge Device

Virtual OCE. Server 1 | .
(oic:d.fan)
Virtual OCF Server 2
(oic.d.light) Il
Virtual OCF Server 3
(oic.d.light) ¥

CF Bridge Device shall be indicated on the OCF network with a Device Type of “oic.d.br
This provides to an OCF Client an explicit indication that the discoveted Device is perforn
This is useful for several reasons; 1) when establishing a home netwo
can determine that the bridge is reachable and functiofal when no bridged device
nt, 2) allows for specific actions to be performed on%he bridge considering the K
pnality a bridge supports, 3) allows for explicit discovery of all devices that are ser
ng function which benefits trouble shooting and maintenance actions on behalf of a
such a device is discovered the exposed Resaurees on the OCF Bridge Device de
devices. For example, as shown in Figure 2.

Bridged Devices

Fan

Light 1

Light 2

OCF
using
f this
5 how

dge”.
ing a
k the
s are
nown
ing a
user.
scribe

Figure 2: Schematic overview of an OCF Bridge Device bridging non-OCF devices

It is expected that the OCF Bridge Device creates a set of devices during the start-up of the OCF
Bridge Device. The exposed set of Virtual OCF Devices can change as Bridged Devices are added
or removed from the bridge. The adding and removing of Bridged Devices is implementation

© ISO/IEC 2018 - All rights reserved
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dependent. When an OCF Bridge Device changes the set of exposed Virtual OCF Devices, it shall
notify any OCF Clients subscribed to its “/oic/res”.

6.1 Resource Discovery

An OCF Bridge Device shall detect devices that arrive and leave the Bridged network or the OCF
network. Where there is no pre-existing mechanism to reliably detect the arrival and departure of
devices on a network, an OCF Bridge Device shall periodically poll the network to detect arrival
and departure of devices, for example using COAP multicast discovery (a multicast RETRIEVE of
“/oic/res”) in the case of the OCF network. OCF Bridge Device implementations are encouraged to

d anNdom aeia Of A \ 10101010

An OCF Bridge Device shall respond to network discovery commands on behalf of the“exposed
bridged devices. All bridged devices with all their Resources shall be listed in “/oic/res” pf the
Bridgg. The response to a RETRIEVE on “/oic/res” shall only include the devicescthat mat¢h the
RET

source reference determined from each Link exposed by “/oic/res” on the Bridge shill be
. The Bridge shall meet the requirements defined in the OCF 1.0’Core Specificatipn for
tion of the Properties and Link parameters in “/oic/res”.

For ekample, if an OCF Bridge Device exposes Virtual OCF Servers\for the fan and lights ghown
in Figlure 2, the bridge might return the following information cortesponding to the JSON below to
acy OIC 1.1 client doing a RETRIEVE on “/oic/res”. (Note that what is returned is not jn the
JSON format but in a suitable encoding as defined in the QCBE 1.0 Core Specification.)

L
{
"di": "e61c3e6b-9c54-4b81-8ce5-9039c1d04d9™,
“links": [
{

“"href'": "coap://[2001:db8:as:bld4]:55555/0ic/res",
"rel": "self",

"rt: [“oic.wk.res],

“if": [Moic.if.1l", “oic.if.baseline],

“p": {"bm": 3, "see'l: true, "port": 11111}

"href": "/oic/d™,

“rt': [Toie.wk.d™, "oic.d.bridge'"],

"if": [Moicrif.r”, "oic.if.baseline],
“p": {"bm™ 3, "sec'": true, "port': 11111}

“href': "/oic/p",

Yet: [Moic.wk.p'],

Mifs [Moic.if.r', "oic.if.baseline],
“p": {"bm": 3, "sec'": true, "port': 11111}

"href': "/mySecureMode",

"rt'": [Toic.r.securemode],

"if': [Moic.if.rw'", "oic.if.baseline"],
"p: {"bm": 3, *"sec": true, "port': 11111}

“href'": "/oic/sec/doxm",

"rt": [“oic.r.doxm"],

"if': [Toic.if_baseline],

"p: {"bm™: 1, *"sec": true, "port'”: 11111}
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"href': "/oic/sec/pstat",

"rt": [Toic.r.pstat],

"if": [Toic.if.baseline"],

p": {"bm": 1, "sec'": true, "port':

"href": "/oic/sec/cred",
“rt': [“olc.r.cred],
“if": [Toic.if.baseline"],

----- 1

111113}
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"href'': "/oic/sec/acl2",

"rt": [“oic.r.acl2"],

"if": [oic.if_baseline"],

Pz {"bm": 1, "sec"™: true, 'port':

“"href": "/mylntrospection”,
"rt": [“oic.wk.introspection"],
p: {"bm": 3, "sec": true, 'port':

}

1
3
{

“links": [
{

"rt": [Toic.wk.res"],

"href'": 'coaps://[2001:db8:a::bld4]:
"rt'": [oic.wk.p"],

"pa S bm: 3, "sec': true, "port':

“href'": "coaps://[2001:db8:a::bld4]:
"rt": [Toic.r.switch_binary"],

11111}

"if": [Moic.if.r", "oic.if.baseline],

11111}

"di": "88b7c7f0-4b51-4e0a-9faa-cth439Fd7£49!"),

"href": "coaps://[2001:db8:a::bld4}:-22222/0ic/res",
“if': [Toic.if_ 11", "oic.if.baseline"],

"p: {"bm": 3, "sec': true,w\port': 22222}

"href'": "coaps://[200X-db8:a::b1d4]:22222/0ic/d",
"rt": [Toic.wk.d",fofc.d.fan", "oic.d.virtual'],
“if": [Moic.if.r’,(oic.if.baseline™],

“p": {"bm": 3, ("sec': true, "port': 22222}
22222/0ic/p",
“ifro[Toic.if.r”, "oic.if.baseline],

222223}
22222/myFan",

"if": [Moic.if.a", "oic.if.baseline],

Tptc {bm™I 3, T'sec™: true, "port':

"href': "coaps://[2001:db8:a::bld4]:
"rt": [Toic.r.doxm"],
"if": [Toic.if.baseline"],
p": {"bm": 1, "sec'": true, "port':
3,
{
"href': "coaps://[2001:db8:a::bld4]:
"rt": [Toic.r.pstat],

© ISO/IEC 2018 - All rights reserved
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22222/0ic/sec/doxm",

22222/o0ic/sec/pstat”,
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"if": [Toic.if.baseline'],
"p: {"bm™: 1, *"sec": true, “port': 22222}

“"href': "coaps://[2001:db8:a::bld4]:22222/0ic/sec/cred",
"rt": [“oic.r.cred"],

"if': [Toic.if_baseline'],

"p: {"bm™: 1, *"sec": true, "port': 22222}

"href'": "coaps://[2001:db8:a::bld4]:22222/0ic/sec/acl2",

12

re=—eote—+r—act2 ]
"if': ["oic.if_baseline"],
"p: {"bm": 1, "sec": true, "port': 22222}

"href": "coaps://[2001:db8:a::bld4]:22222/myFanlntrospection’,
"rt": [Toic.wk.introspection],

"if': [Moic.if.r", "oic.if.baseline],

"p: {"bm": 3, "sec": true, "port': 22222}

1
3
{

"di": "dc70373c-1e8d-4fb3-962e-017eaa863989",
"links": [
{
"href': "coaps://[2001:db8:a::b1d4]:3333370ic/res",
"rt": [Toic.wk.res"],
“if": [Toic.if. 11", "oic.if.baseline™],
"p": {"bm": 3, "sec": true, "port':\33333}
3.
{

"href': "coaps://[2001:db8:a>bld4]:33333/0ic/d",
“rt": [Toic.wk.d", "oic.d.light', "oic.d.virtual'],
“if": [Moic.if.r", "oic.iflbaseline],
"p": {"bm": 3, "sec": true, "port': 33333}
3.
{
“href'": "coaps://[2001:db8:a::b1d4]:33333/0ic/p",
"rt': [“oic.wkp"Y,
"if": [Moic.if.r", "oic.if.baseline"],
"p: {"bm":. 8, "sec": true, "port': 33333}

3
{
“href*: *coaps://[2001:db8:a::b1d4]:33333/myLight",
"reis"oic.r.switch.binary"],
"IFCT [Moic.if.a", "oic.if.baseline],
Ypc {"bm™: 3, *"sec™: true, "port': 33333}
T;
€
"href'": "coaps://[2001:db8:a::b1d4]:33333/0ic/sec/doxm",
rt7: [Toic.r.doxm],
"if": [oic.if_baseline"],
“p: {"bm™: 1, *"sec": true, "port': 33333}

T
{
“"href': "coaps://[2001:db8:a::b1d4]:33333/0ic/sec/pstat”,
"rt": [“oic.r.pstat"],
"if": [oic.if_baseline"],
"p: {"bm™: 1, *"sec": true, "port': 33333}

3.
{

15
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"href": "coaps://[2001:db8:a::b1d4]:33333/0ic/sec/cred”,

"rt": ["oic.r.cred"],

"if': ["oic.if_baseline"],

“p: {"bm": 1, “sec': true, "port': 33333}
3.
{

"href': "coaps://[2001:db8:a::bld4]:
"rt": [Moic.r.acl2"],

"if': ["oic.if_baseline"],

“p: {"bm": 1, “sec': true, 'port’:

33333/0ic/sec/acl2",

33333}

Y

"href': "coaps://[2001:db8:a::bld4]:
"rt'": [Toic.wk.introspection'],

33333/myLightintrospection”,

“if": [Moic.if.r", "oic.if.baseline],
"p": {"bm": 3, "sec'": true, "port': 33333}
1
3.
{
"di": ""8202138e-aa22-452c-b512-9ebad02bef7c",
"links": [
{
“"href'": "coaps://[2001:db8:a::bld4]:44444/0ic/res)",
"rt': [“oic.wk.res"],
"if": [Moic.if.1l1", "oic.if.baseline"],
p: {"bm": 3, "sec": true, "port': 44444}
3
{

"href': "coaps://[2001:db8:a::bld4].:44444/0ic/d",
rt": ["oic.wk.d", "oic.d.light", “eic.d.virtual'],
"if": [Toic.if.r", "oic.if.baseline’],

“p: {"bm": 3,

“"href": "coaps
"rt": ["oic.wk
i
"p": {"bm": 3,

[oic.if.

'sec': true, ''port':

://[2001:dh8%a: :bld4]:
-p"1,

r'', "aic.if.baseline"
"sec'[: “true, "port":

444443

44444 /0ic/p",

1,
44444}

"href": "coaps:/7[2001:db8:a::bld4]:
"rt": [Moic.rk.switch.binary"],

"if': [Modfexif.a", "oic.if.baseline],
pt: {"bm*s 3, "sec'": true, "port': 44444}

44444/myLight",

"href": "coaps://[2001:db8:a::bld4]:44444/0ic/sec/doxm",
Yet: [Moic.r.doxm™],
“if': [“oic.if_baseline"],

"p: {"bm": 1, "sec": true, "port': 44444}

"href": "coaps://[2001:db8:a::bld4]:44444/0ic/sec/pstat”,

"rt": [Toic.r.pstat'],

"if': ["oic.if_baseline"],

"p: {"bm": 1, "sec": true, "port': 44444}
}s
{

"href": "coaps://[2001:db8:a::bld4]:
"rt": ["oic.r.cred"],

"if': ["oic.if_baseline"],

“p: {"bm": 1, “sec': true, 'port’:

44444/0ic/sec/cred”,

44444}

16
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"href': "coaps://[2001:db8:a::bld4]:44444/0ic/sec/acl2",
“rt': [“oic.r.acl2"],

"if": [Toic.if.baseline"],

p: {"bm": 1, "sec": true, "port": 44444}

"href': "coaps://[2001:db8:a::bld4]:44444/myLightintrospection”,
"rt": [“oic.wk.introspection],
“if": [Moic.if.r", "oic.if.baseline],

------ 2 AA444

LI 2L L] Saciy LN = LA
P - L P - o5 oot oraCs— POt
}
1
}
]
The gbove example illustrates that each Virtual OCF Server has its own “di” and.endpoint
expoged by the bridge, and that “/oic/p” and “/oic/d” are available for each Virtual OCF Server.
Wher an OCF Client requests a content format of “application/vnd.ocf+cbor”, the same bridge
will rdturn information corresponding to the JSON below. (Note that\what is returned is not |n the
JSON format but in a suitable encoding as defined in the OCF 1.0 Care Specification.)
[4
"anchor™: "ocf://e61c3e6b-9c54-4b81-8ce5-9039c1d04d9™,
"href': "/oic/res",
“rel™: "self",
"rt": ["oic.wk.res"],
"if": [Toic.if. 11", "oic.if_baseline"];
“p: {"bm™: 3},
"eps': [{ep': "coap://[2001:db8:a5>bld4]:55555"},
{"ep'": "coaps://[2001:db8:a::b1ld4]:11111"}]
1,
"anchor': "ocf://e61c3e6b+9cb4-4b81-8ce5-f9039c1d04d9"",
“href": "/oic/d",
"rt": ["oic.wk.d", "oic.d.bridge"],
"if': [Toic.if.r", 'loic.if.baseline"],
"p: {"bm": 3},
"eps'": [{“ep'": “coOaps://[2001:db8:a::bld4]:11111"}]
1 ;
"anchor": “oc¥://e61c3e6b-9c54-4b81-8ce5-9039¢c1d04d9™,
"href': */0ic/p",
rt': [Yeic.wk.p"],
"I \FPoic.if.r", "oic.if.baseline"],
“pr {"bm": 3},
Yeps”: [{"ep': "coaps://[2001:db8:a::bld4]:11111"}]
,
{
"anchor": "ocf://e61c3e6b-9c54-4b81-8ce5-9039¢c1d04d9",
"href': "/mySecureMode’,
"rt": ["oic.r.securemode"],
“if': [Toic.if.rw", "oic.if.baseline'],
"p: {"bm": 3},
"eps': [{“ep': "coaps://[2001:db8:a::b1ld4]:11111"}]
3,
{
"anchor™: "ocf://e61c3e6b-9c54-4b81-8ce5-9039¢c1d04d9™,
"href'": "/oic/sec/doxm",
17
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"rt": [Toic.r.doxm"],
"if": ["oic.if.baseline],
"p": {"bm": 1},
“eps': [{ep': "coaps://[2001:db8:a::b1d4]:11111"}]
{
"anchor™: "ocf://e61c3e6b-9c54-4b81-8ce5-19039¢c1d04d9™,
"href': "/oic/sec/pstat"”,
"rt": ["oic.r.pstat'],
"if": [Toic.if.baseline],
"p: {"bm": 1},
LIPS L Ll Vot - " ot L2001 -dkO - ==k1d41-11144"'"21
CPS—- LU ©P - cOapsS 77 zou—aou o otoa g
1.
"anchor™: "ocf://e61c3e6b-9c54-4b81-8ce5-9039c1d04d9™,
"href': "/oic/sec/cred",
"rt": [Toic.r.cred"],
“if": [Toic.if.baseline],
"p: {"bm": 1},
"eps'": [{"ep'": "coaps://[2001:db8:a::b1d4]:11111"}]
£
"anchor': "ocf://e61lc3e6b-9c54-4b81-8ce5-f9039c1d04d9"",
"href'": "/oic/sec/acl2",
"rt": ["oic.r.acl2"],
"if": [Toic.if.baseline],
ptr {"bm: 1},
"eps'": [{"ep'": "coaps://[2001:db8:a::bld4]:11¥11"}]
1,
"anchor": "ocf://e61c3e6b-9c54-4b81-8ce5~F9039c1d04d9",
"href": "/mylntrospection”,
“rt": [Toic.wk.introspection'],
"if': [Toic.if.r", "oic.if.baseline'],
"p": {"bm": 3},
"eps': [{ep': "coaps://[2001:db8:a::b1d4]:11111"}]
1
£
{
"anchor": "ocf://88h7c7f0-4b51-4e0a-9faa-cfth439Fd7F49",
"href'": "/oic/res",
"rt": [Toic.wk.res!],
“if: [Toic. iV, "oic.if.baseline'],
"p: {"bm": 38%};
“eps': [{ep™ "coaps://[2001:db8:a::bld4]:22222"}]
1.
"anchor”: "ocf://88b7c7f0-4b51-4e0a-9faa-cfb439Fd7F49",
"href": "/oic/d",
. [Moic.wk.d™, "oic.d.fan™, "oic.d.virtual'],
YMf': [Moic.if.r", "oic.if._baseline],
o™ {"bm"- 3F,
"eps': [{"ep'": "coaps://[2001:db8:a::bld4]:22222"}]
3
{
"anchor': "ocf://88b7c7f0-4b51-4e0a-9faa-cfb439fd7f49",
“href'": "/oic/p",
"rt": ["oic.wk.p"],
"if": [Toic.if.r", "oic.if._baseline"],
p: {"bm": 3},
"eps'": [{"ep': "coaps://[2001:db8:a::bld4]:22222"}]
3.

18
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{
"anchor': "ocf://88b7c7f0-4b51-4e0a-9faa-cfb439Fd7f49",
"href'": "/myFan",
“rt": [Toic.r.switch.binary],
“if": [Toic.if.a", "oic.if._baseline"],
"p": {"bm": 3},
“eps': [{ep': "coaps://[2001:db8:a::bld4]:22222"}]
%,
""anchor': "ocf://88b7c7f0-4b51-4e0a-9faa-cth439fd7¥49",
"href": ""/oic/sec/doxm",
e —ete—+—doxwms
"if": ["oic.if.baseline"],
p: {"bm": 1},
“eps': [{ep': "coaps://[2001:db8:a::bld4]:22222"}]
1.
"anchor': "ocf://88b7c7f0-4b51-4e0a-9faa-cfb439Fd7f49",
"href': "/oic/sec/pstat",
"rt": [Toic.r.pstat'],
“if": [Toic.if.baseline],
"p: {"bm": 13},
"eps': [{"ep'": "coaps://[2001:db8:a::bld4]:22222"}]
1,
"anchor': "ocf://88b7c7f0-4b51-4e0a-9faa-cfb439Fd7F49",
"href": ""/oic/sec/cred",
"rt": ["oic.r.cred"],
"if": ["oic.if.baseline],
"p: {"bm": 13},
"eps'": [{"ep'": "coaps://[2001:db8:a::bld4]:22222"}]
1,
"anchor': "ocf://88b7c7f0-4b51-4e0a~9faa-cfb439Ffd7f49",
"href': "/oic/sec/acl2",
"rt": ["oic.r.acl2"],
"if": ["oic.if.baseline],
"p: {"bm": 1},
"eps': [{"ep'": "coaps://[2001:db8:a::bld4]:22222"}]
1,
"anchor': "ocf://88b7c7f0-4b51-4e0a-9faa-cfb439Fd7F49",
“href”: "/myFanlntrospection”,
"rt": ["oic.wk<introspection'],
"if": [Toic.@f:r", "oic.if._baseline"],
p: {"bm"z 3%,
"eps': [£%ep': "coaps://[2001:db8:a::bld4]:22222"}]
i
£
1
vanehor': "ocf://dc70373c-1e8d-4fb3-962e-017€aa863989",
“href'": ""/oic/res",
rt': [Toic.wk.res™],
"if": [Toic.if. 11", "oic.if_baseline"],
p: {"bm": 3},
"eps'": [{"ep'": "coaps://[2001:db8:a::b1d4]:33333"}]
{
"anchor': "ocf://dc70373c-1e8d-4fb3-962e-017eaa863989",
"href'": "/oic/d",
“rt': [Toic.wk.d", “oic.d.light”, "oic.d.virtual'],
"if': ["oic.if.r", "oic.if.baseline"],
"p": {"bm": 3},

19
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3}
{

“"href'": "/oic/p",
"rt": ["oic.wk.p"],

ptr {"bm": 3},

"eps'": [{"ep'": "coaps://[2001:db8:a::b1d4]:33333"}]

“if': [Toic.if.r", "oic.if.baseline],

"eps'": [{"ep'": "coaps://[2001:db8:a::b1ld4]:33333"}]

3,
{ll i1 L1
"href'": "/myLight",
"rt": [Moic.r.switch.binary"],
“if': [Toic.if.a", "oic.if.baseline"],
"p": {"bm": 3},
"eps'": [{"ep'": "coaps://[2001:db8:a::b1d4]:33333"}]
1,
"anchor': "ocf://dc70373c-1e8d-4fb3-962e-017eaa863989"
"href": ""/oic/sec/doxm",
"rt": ["oic.r.doxm"],
"if": ["oic.if.baseline],
p: {"bm": 1},
“eps': [{"ep'": "coaps://[2001:db8:a::b1d4]:33333"}]
£
"anchor': "ocf://dc70373c-1e8d-4fb3-962e-017€aa863989",
"href'": "/oic/sec/pstat”,
"rt": ["oic.r.pstat'],
"if": ["oic.if.baseline"],
"p: {"bm": 1},
"eps': [{ep': "coaps://[2001:db8:a:“1d4]:33333"}]
1,
"anchor': "ocf://dc70373c-1e8d4£4fb3-962e-017eaa863989"
"href": '""/oic/sec/cred",
"rt": ["oic.r.cred"],
"if": [Toic.if.baselinel],
ptr {"bm: 1},
"eps'": [{"ep'": "coapS://[2001:db8:a::b1d4]:33333"}]
1,
"anchor': "ocf://dc70373c-1e8d-4fb3-962e-017eaa863989",
"href'": "/oic/sec/acl2",
“rt": [Toie.r”acl2"],
"if': ["ekciif.baseline],
pt: {bm™t 1%},
“eps' i\ J{ep': "coaps://[2001:db8:a::b1d4]:33333"}]
1.
Yanchor': "ocf://dc70373c-1e8d-4fb3-962e-017eaa863989"

ISO/IEC 30118-3:2018(E)

""anchor': "ocf://dc70373c-1e8d-4Tb3-962e-017eaa863989",

"rt": [Toic.wk.introspection'],
“pt: {"bm": 3},

"href": '""/oic/res",
"rt": ["oic.wk.res"],

© ISO/IEC 2018 - All rights reserved

"hreFT - "/myLCightIntrospection™,
“if": [Toic.if.r", "oic.if._baseline"],

"eps'": [{"ep'": "coaps://[2001:db8:a::b1d4]:33333"}]

""anchor': "oc¥://8202138e-aa22-452c-b512-9ebad02bef7c"
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{

"if": [Toic.if. 11", "oic.if_baseline"],

ptr {"bm": 3},

"eps': [{"ep'": "coaps://[2001:db8:a::bld4]:44444"}]

"anchor': "ocf://8202138e-aa22-452c-b512-9ebad02bef7c",

“"href': "/oic/d",

“rt': [Toic.wk.d", “oic.d.light”, "oic.d.virtual'],
"if': ["oic.if.r", "oic.if.baseline"],

p: {"bm: 3},

“eps': [{"ep': "coaps://[2001:db8:a::bld4]:44444"}]

]

]
M

e .

Sl

{

Sl
M

"anchor': "ocf://8202138e-aa22-452c-b512-9ebad02bef7c",

“href'": "/oic/p",
"rt": ["oic.wk.p"],

"if": [Toic.if.r", "oic.if._baseline"],

p: {"bm: 3},

"eps'": [{"ep'": "coaps://[2001:db8:a::bld4]:44444"}]

"anchor': "ocf://8202138e-aa22-452c-b512-9ebad02bef7c",

"href": "/myLight",
“rt': [Toic.r.switch.binary"],

"if': ["oic.if.a", "oic.if.baseline"],

"p: {"bm": 3},

“eps': [{"ep': "coaps://[2001:db8:a::bld4]:44444%F]

""anchor': "oc¥f://8202138e-aa22-452c-b512-9¢bad02bef7c",

"href": '""/oic/sec/doxm",
"rt": [Toic.r.doxm"],
“if": [Toic.if.baseline],
"p: {"bm": 1},

“eps': [{ep': "coaps://[2001:db8:a::bld4]:44444"}]

""anchor': "ocf://8202138e-da22-452c-b512-9ebad02bef7c",

"href'": "/oic/sec/pstat'y
rt": [Toic.r.pstat'].;
"if"': ["oic.if.basekine],
“pt: {"bm™: 13},

“eps': [{ep': ‘‘coaps://[2001:db8:a::bld4]:44444"}]

""anchor': %oc¥://8202138e-aa22-452c-b512-9ebad02bef7c",

"href": “/foic/sec/cred",
"rt": Jloic.r.cred"],
it Poic.if.baseline],
"pAN{"bm": 13},

veps”: [{ep': "coaps://[2001:db8:a::bld4]:44444"}]

{

"anchor': "ocf://8202138e-aa22-452c-b512-9ebad02bef7c",

"href': "/oic/sec/acl2",
"rt": ["oic.r.acl2"],
"if": [Toic.if.baseline],
"p: {"bm": 1},

"eps'": [{"ep'": "coaps://[2001:db8:a::bld4]:44444"}]

"anchor': "ocf://8202138e-aa22-452c-b512-9ebad02bef7c",

“"href": "/myLightlntrospection®,
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"rt": [Toic.wk.introspection'],

“if": [Toic.if.r", "oic.if._baseline"],

llpll: {"bm": 3}’

“eps': [{ep': "coaps://[2001:db8:a::bld4]:44444"}]

6.2

General Requirements

The translator shall check the protocol-independent UUID (“piid” in OCF) of each device and shall
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ed in the Bridged Protocol via another translator if the translator sees the device via
b require that the translator can determine when a device is already being translate
| OCF Device shall be indicated on the OCF network with a Device Type'of “oic.d.vi
llows translators to determine if a device is already being translated when multiple trans
esent. How a translator determines if a device is already beingtranslated on a non
rk is described in the protocol-specific sections below.

Bridged Server shall be exposed as a separate Virtual OCFE.Server, with its own end
s own “/oic/d” and “/oic/p”. The Virtual OCF Server’s “/oiclres” resource would be the
any ordinary OCF Server that uses a resource directory. That is, it does not respd
ast discovery requests (because the OCF Bridge<Device responds on its behalf),

priate “anchor” to indicate that it is not the OCFBridge Device itself. This allows pla
ic, device-specific, and resource-specific fields\to all be preserved across translation.

Security

CF Bridge Device shall go through OCF-ownership transfer as any other onboardee v
ately, it shall go through the Bridged-Protocol’'s ownership transfer mechanism (e.g., A
ng) normally as any other onboarde€ would.

CF Bridge Device shall be field updatable. (This requirement need not be tested by
tified via a vendor declaration.)

s an administrator opts in to allow it (see section 9.2), a translator shall not e
ctivity to devices that‘it cannot get a secure connection to.

Virtual OCF Deyice’shall be provisioned for security by an OCF Onboarding tool. Each
bd Device should be provisioned as appropriate in the Bridged ecosystem. In other y
| Devicesare treated the same way as physical Devices. They are entities that have
ioned in"their network.

ranslator shall provide a “piid” value that can be used to correlate a non-OCF Device W
spoahding Virtual OCF Device, as specified in Section 6.2. An Onboarding Tool might us
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input, by automatically creating security settings for Virtual OCF Devices that are equivalent to the
security settings of their corresponding non-OCF Devices. See the OCF Security Specification for
detailed information about Onboarding.

Each Virtual Device shall implement the security requirements of the ecosystem that it is connected
to. For example, each Virtual OCF Device shall implement the behaviour required by the OCF 1.0
Core Specification and the OCF Security Specification. Each Virtual OCF Device shall perform
authentication, access control, and encryption according to the security settings it received from

the O

nboarding Tool.
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Depending on the architecture of the Translator, authentication and access control might take
place just within each ecosystem, but not within the Translator. For example, when an OCF Client
sends a request to a Virtual OCF Server:

- Authentication and access control might be performed by the Virtual OCF Server when
receiving the request from the OCF Client.

- The Translator might not perform authentication or access control when the request travels
through the Translator to the corresponding Virtual Bridged Client.

- Authentication and access control might be performed by the target Bridged Server when

it receives the request from the Virtual Bridged Client, according to the security model of

the Bridged ecosystem.

A Trapslator may receive unencrypted data coming from a Bridged Client through a Virtual Biidged
Device. The translated message shall be encrypted by the corresponding Virtual, OCF (lient,
beforg¢ sending it to the target OCF Device, if this OCF Device requires encryption:

A Translator may receive unencrypted data coming from an OCF Client through a Virtuall OCF
Servdr. After translation, this data shall be encrypted by the corresponding”Virtual Bridged (lient,
beforg¢ sending it to the target Bridged Server, if this Bridged Server reduires encryption.

A Translator shall protect the data while that data travels betweena*Virtual Client and a Virtual
Servdr, through the Translator. For example, if the Translator¢sends data over a network, the
Tranglator shall perform appropriate authentication and access control, and shall encrypt the|data,
betwden all peers involved in this communication.

6.3.1 Blocking communication of Bridged Devices\with the OCF ecosystem

An OCF Onboarding Tool shall be able to block thesxcommunication of all OCF Devices wijth all
Bridgged Devices that don’t communicate securely with the Bridge, by using the Bridge Depice’s
“oic.rJsecuremode” Resource.

In adglition, an OCF Onboarding Tool cansblock the communication of a particular Virtual OCF
Clienf with all OCF Servers, or block the;.communication of all OCF Clients with a particular Yirtual
OCF Berver, in the same way as it would for any other OCF Device. See section 8.5 of thg OCF
Seculity Specification for information.about the soft reset state.

7 AllJoyn Translation

7.1 |Requirements Spegific to an AllJoyn Translator

The tfanslator shall be(an AllJoyn Router Node. (This is a requirement so that users can gxpect
that acertified OCF Bridge Device will be able to talk to any AllJoyn device, without the user Having
to buy some other.device.)

The requirements in this section apply when using algorithmic translation, and by default apply to
deep ranslation unless the relevant specification for such deep translation specifies otherwise.

711 Exposing AllJoyn producer devices to OCF Clients

As specified in the OCF Security Specification, the value of the “di” property of OCF Devices
(including Virtual OCF Devices) shall be established as part of Onboarding of that Virtual OCF
Device.

Each AllJoyn object shall be mapped to one or more Virtual OCF Resources. If all AllJoyn
interfaces can be translated to resource types on the same resource (as discussed below), there
should be a single Virtual OCF Resource, and the path component of the URI of the Virtual OCF
Resource shall be the AllJoyn object path. Otherwise, a Resource with that path shall exist with a
Resource type of [“oic.wk.col”, “oic.r.alljoynobject”] which is a Collection of links, where
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“oic.r.alljoynobject” is defined in Section 9.3, and the items in the collection are the Resources with
the translated Resource Types as discussed below.

The value of the “piid” property of “/oic/d” for each Virtual OCF Device shall be the value of the
OCF-defined AllJoyn field “org.openconnectivity.piid” in the AllJoyn About Announce signal, if that
field exists, else it shall be calculated by the Translator as follows:

If the AllJoyn device supports security, the value of the “piid” property value shall be the

peer GUID.

o _If the AllJoyn device does not support security but the device is being bridged anyway (see
section 9.2), the “piid” property value shall be derived from the Deviceld and-Appld
properties (in the About data), by concatenating the Deviceld value (not including ary null
termination) and the Appld bytes and using the result as the “name” to be used |n the
algorithm specified in IETF RFC 4122 section 4.3, with SHA-1 as the hash’ algorithm, and
8f0e4e90-79e5-11e6-bdf4-0800200c9a66 as the name space ID. (This iS)to addregs the
problem of being able to de-duplicate AllJoyn devices exposed via separate OCF Bridge
Devices.)

A translator implementation is encouraged to listen for AllJoyn About¢Announce signals maiching
any AlllJoyn interface name. It can maintain a cache of information-it\received from these signals,
and use the cache to quickly handle “/oic/res” queries from OCF Clients (without having to whpit for
Annotince signals while handling the queries).

A trpnslator implementation is encouraged to listen for other signals (including
EmitsiChangedSignal of properties) only when there/isha client subscribed to a correspgnding
resoufrce on a Virtual AllJoyn Device.

Therg are multiple types of AllJoyn interfaces, which shall be handled as follows.

o | If the AllJoyn interface is in a well-defined set (defined in OCF ASA Mapping or sect|on
7.1.1.1 below) of interfaces where standard forms exist on both the AllJoyn and OCH
sides, the translator shall either:

a. follow the specification for translating that interface specially, or
b. not translate the AllJoyn interface.
o | If the AllJoyn interface is ot in the well-defined set, the translator shall either:
a. not translatejthe AllJoyn interface, or
b. algorithmically map the AllJoyn interface as specified in section 7.2 to
custom/vendor-defined Resource Types by converting the AllJoyn interfate
name-to OCF resource type name(s).
An AllJoyn interface name shall be converted to a Device Type or a set of one or more|l OCF
Resolirce Types as follows:

1) Ifthe*AllJoyn interface has any members, append a suffix “.<seeBelow>" where <seeBelow>
is’described below.

2)—Forecach-upperecaseietterpresentinthe-entire string+eplaceitwith-ahyphentfelewed by
the lower-case version of that letter (e.g., convert “A” to “-a”).

3) If an underscore appears followed by a (lower-case) letter or a hyphen, for each such
occurrence, replace the underscore with two hyphens (e.g., convert “_a” to “--a", “_-a” to
“---a").

4) For each underscore remaining, replace it with a hyphen (e.g., convert “_1" to “-1").

5) Prepend the “x.” prefix

Some examples are shown in the table below. The first three are normal AllJoyn names

converted to unusual OCF names.

© ISO/IEC 2018 - All rights reserved
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(perhaps back) to normal OCF names.

(“xn--

is a normal domain name prefix for the

Punycode-encoded form of an Internationalized Domain Name, and hence can appear in a

normal vendor-specific OCF name.)

From AllJoyn name

To OCF name

example.Widget

x.example.-widget

example.my widget

x.example.my—widget

example.My_ Widget

x.example.-my---widget

xn_plai.example

X.xn--plai.example

aa v ananl

AV Q0 ovarmnla
AT JoaCTCATTTPTC

IVIRVI- S aTAY o
AT oot AT T

¢xample.myName_1

x.example.my-name-1

Each|AllJoyn interface that has members and is using algorithmic mapping shall be mapped to one

or mdre Resource Types as follows:

AllJoyn Properties with the same EmitsChangedSignal value are mapped to the |[same
Resource Type where the value of the <seeBelow> labek “Ns the valye of
EmitsChangedSignal. AllJoyn Properties with EmitsChangedSighal“values of “const” or
“false”, are mapped to Resources that are not Observable, whereas AllJoyn Propertiep with
EmitsChangedSignal values of “true” or “invalidates” result’ in Resources that are
Observable. The Version property in an AllJoyn interfacé is always considered “cpnst”,
even if not specified in introspection XML.
Resource Types mapping AllJoyn Properties with aceess “readwrite” shall support the
“oic.if.rw” Interface. Resource Types mapping Alldoyn Properties with access “read’| shall
support the “oic.if.r” Interface. Resource Types.Supporting both the “oic.if.rw” and “ojc.if.r”
Interfaces shall choose “oic.if.r” as the default Interface.
Each AllJoyn Method is mapped to a separate Resource Type, where the value of the
<seeBelow> label is the AllJoyn Method, name. The Resource Type shall suppoft the
“oic.if.rw” Interface. Each argument’of the AllJoyn Method is mapped to a separate
Property on the Resource Type, where the name of that Property is prefixed with the
AllJoyn Method name in order to.help get uniqueness across all Resource Types gn the
same Resource. When the-AllJoyn argument name is not specified, the name ¢f the
property shall be “X:<AllJoyninterfaceName>.<MethodName>arg<#>", wvhere
<AllJoyninterfaceName> (s* transformed as described above and <#> is the O-inflexed
position of the argument,in the AllJoyn introspection XML, prefixed with the AllJoyn Method
name. In addition, that Resource Type has an extra
“x.<AllJoyninterfaceName>.<MethodName>validity” property that indicates whethgr the
rest of the preperties have valid values. When the values are sent as part of an UPDATE
response, the-validity property is true and any other properties have valid values.| In a
RETRIEVE-(GET or equivalent in the relevant transport binding) response, the validity
propertyyis false and any other properties can have meaningless values. If the validity
propefty appears in an UPDATE request, its value shall be true (a value of false shall fesult
in'an error response).
Each AllJoyn Signal (whether sessionless, sessioncast, or unicast) is mapped to a separate

Resource Type on an Observable Resource, where the value of the <seeBelow> label is
the AllJoyn Signal name. The Resource Type shall support the “oic.if.r” Interface. Each
argument of the AllJoyn Signal is mapped to a separate Property on the Resource Type,
where the name of that Property is prefixed with the AllJoyn Signal name in order to help
get uniqueness across all Resource Types on the same Resource. When the AllJoyn
argument name is not specified, the name of the property shall be
“x.<AllJoyninterfaceName>.<SignalName>arg<#>", where <AllJoyninterfaceName> s
transformed as described above and <#> is the 0-indexed position of the argument in the
AllJoyn introspection XML, prefixed with the AllJoyn Signal name. In addition, that
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Resource Type has an extra “x.<AllJoyninterfaceName>.<SignalName>validity” property
(also prefixed with the Signal name) that indicates whether the rest of the properties have
valid values. When the values are sent as part of a NOTIFY response, the validity property
is true and any other properties have valid values. In a RETRIEVE (GET or equivalent in
the relevant transport binding) response, the validity property is false and any other
properties returned can have meaningless values. This is because in AllJoyn, the signals
are instantaneous events and the values are not necessarily meaningful beyond the lifetime
of that message. Note that AllJoyn does have a TTL field that allows store-and-forward
signals, but such support is not required in OCF 1.0. We expect that in the future, the TTL

When
accor

If an

OCF

mess
mess
taken
is pre
decim

ding to Section 7.2.

AllJoyn operation fails, the translator shall send an appropriate OCF errorresponse
Client.
hge (e.g., diagnostic payload if using CoAP) from the AllJoyn error name and AllJoyn
hge (if any), using the form "<error name>: <error message>". The <error name> shpll be

sent.

may-beusedtoattow-vatic-vatresmresponsetoa RETRIEVEthatts—withinmthe—F Tt
an algorithmic mapping is used, AllJoyn data types shall be mapped to OCF property [types
o the

error
error

If an AllJoyn error name is available, it shall construct an appropriate OCF

from the AllJoyn error name field, with the "org.openconnectivity.Error.” prefix removed if it
If the resulting error name is of the form "<#>" where/<#> is an error code without a
al (e.g., "404"), the error code shall be the error code indicated by the error name. Example:

"org.qpenconnectivity.Error.404" becomes "404", which shalliresult in an error 4.04 for a [COAP
transport.
7.1.11 Exposing an AllJoyn producer application~as a Virtual OCF Server
Tablel 1 shows how OCF Device properties, as specified in Table 20 in the OCF 1.0|Core
Specil:ication, shall be derived, typically from fields specified in the AllJoyn About Intgrface
Specification and AllJoyn Configuration Interface’Specification.
Table 1: oic.wksd'resource type definition
To OCF | OCF OCF Description OCF From AJ Field name | AJ Description AJ Mand?
Propgrty Propert Mand
title y name ?
(Devige) n Human friendly, Y AppName Application name Y
Namd name (no exact equivalent assigned by the
For exampley exists) app manufacturer
“Bob’s Thefmostat” (developer or the
OEM).
Spec icv Spec version of the Y (none) Translator should
Versipn care specification this return its own value
device is
implemented to, The
syntax is
"core.major.minor”]
Devide ID di Unique identifier for Y (none) Use as defined in
Device. This value the OCF Security
shall be as defined in Specification
Table 5 for DevicetD:-
Protocol- piid Unique identifier for Y org.openconnectivity. | Peer GUID: The Peer
Independe OCF Device (UUID) piid if it exists, else peer GUID is the GUID:
nt ID “Peer GUID” (not in only persistent conditional
About, but exposed identity for a peer. ly Y
by protocol) if Peer GUIDs are
authenticated, else used by the Deviceld:
Hash(Deviceld,Appld authentication Y
) where the Hash is mechanisms to
done by uniquely and Appld: Y
concatenating the identify a remote
Device Id (not
26
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including any null
terminator) and the
Appld and using the
algorithm in

IETF RFC 4122
section 4.3, with
SHA-1.

This means that the
value of di may
change if the
resource is read both

before-and-after

application
instance. The peer
GUID for a remote
peer is only
available if the
remote peer has
been authenticated.

Deviceld: Device
identifier set by
platform-specific
means.

authentication, in Appld: A 128-bit
order to mitigate globally unique
privacy concerns identifier for the
discussed in RFC application. The
6973. Appld shall be a
universally unigue
identifier as
specified-in
IETF REC-4122.
Data [Model | dmv Spec version(s) of the Comma separated list | This=spetification N, bu
Versipn vertical specifications of the Version assumes that the requited
this device data property values of value of the by IRB for
model is implemented each interface listed Version property is all
to. The syntax is a in the the same as the standard
comma separated list objectDescription value of the interfaces,
of argument of the "org.gtk.GDBus.Sin | and
"<vertical>.major.min Announce signalof ce" annotation of abserjce
or”]. <vertical> is the About. Each value is | the interface in the can bp
name of the vertical formatted\as AllJoyn used fo
(i.e. sh for Smart "<interface introspection XML, imply[a
Home) namegx.<Version and therefore the constant
property value>". value of the (e.g.,]0)
Version property
may be determined
through
introspection alone.
Note that AllJoyn
specifies that the
default value is 1 if
the
"org.gtk.GDBus.Sin
ce" annotation is
absent.
Localized Id Detailed description Description Detailed Y
Descfiption of the Device, in one description
S or more languages. expressed in
This property is an language tags as in
array of objects RFC 5646.
where each object
has a ‘language’ field
(containing an RFC
5646 language tag)
and a ‘value’ field
tolnino th ‘i
coRtattfg-the-deviee
description in the
indicated language.
Software Y Version of the device SoftwareVersion Software version of | Y
Version software. the app.
Manufactur | dmn Name of Manufacturer The manufacturer's | Y
er Name manufacturer of the name of the app.
Device, in one or
more languages.
This property is an
array of objects
where each object
has a ‘language’ field
27
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(containing an RFC
5646 language tag)
and a ‘value’ field
containing the
manufacturer name in
the indicated
language.

Model
Number

dmno

Model number as
designated by
manufacturer.

ModelNumber

The app model
number.

In addition, any additional vendor-defined fields in the AllJoyn About data shall be mapped to

vendqr-defined properties in the OCF Device resource “/oic/d” (which implements the “oic
resource type), with a property name formed by prepending “x.” to the AllJoyn field name.

Tablel 2 shows how OCF Device Configuration properties, as specified in Table 15¢n the O(

Core [Specification, shall be derived:

Table 2: oic.wk.con resource type definition

wk.d”

F1.0

To [OCF
Propprty
title

OCF
Property
name

OCF Description

OCF
Mand?

From AJ Field name

AJ Description

Al
Man

(Devige)
Namd

n

Human friendly
name

For example,
“Bob’s
Thermostat”

Y

AppName
(no exact equivalent
exists)

Application name
assigned by the
app manufacturer
(developer or the
OEM).

Locafion

loc

Provides location
information where
available.

org.openconfectivity.loc
(if it exists], else property
shall be{absent)

Locafion
Namg

locn

Human friendly
name for location
For example,
“Living Room".

org.openconnectivity.locn
(ifdt.exists, else property
shall be absent)

Currgncy

Indicates the
currency that is
used for any
monetary
transactions

org.openconnectivity.c (if
it exists, else property
shall be absent)

Regign

Free form text
Indicating the
current regionin
which the\dévice
is located
geographically.
Theé\free form text
shall not start with
a’quote ().

org.openconnectivity.r (if
it exists, else property
shall be absent)

Localized
Namegs

Human-friendly
name of the
Device, in one or
more languages.
This property is an
array of objects
where each object

AppName

Application name
assigned by the
app manufacturer
(developer or the
OEM).

has a ‘language’
field (containing
an RFC 5646
language tag) and
a ‘value’ field
containing the
device name in
the indicated
language. If this
property and the
Device Name (n)
property are both
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supported, the
Device Name (n)
value shall be
included in this
array.
Default dl The default DefaultLanguage The default Y
Language language language
supported by the supported by the
Device, specified device. Specified
as an RFC 5646 as an IETF
language tag. By language tag
default, clients listed in REC
SaR-treat-ahy- 5646~
string property as
being in this
language unless
the property
specifies
otherwise.
In addition, any additional vendor-defined fields in the AllJoyn Configuration(data shall be mapped
to vernjdor-defined properties in the OCF Configuration resource (which implements the “oic.wk.con”
resoufrce type and optionally the “oic.wk.con.p” resource type), with a'‘property name formged by
prepgnding “x.” to the AllJoyn field name.
Tablel 3 shows how OCF Platform properties, as specified inPable 21 in the OCF 1.0|Core
Specification, are derived, typically from fields specified\ in the AllJoyn About Intgrface
Specification and AllJoyn Configuration Interface Specification.
Table 3: oic.wk.p Resource/Type definition
To OFCF OCF OCF OCF Ftem AJ Field name AJ AJ
Property title | Property Description Mand? Description Mahd?
name
Platfqgrm ID pi Unique Y Deviceld if it is a UUID, Name of the Y
identifier for the else generate a name- device set by
physical based UUID from the platform-
platform Deviceld using the specific means
(UIUID); this Deviceld value (not (such as Linux
shall be a UUID including any null and Android).
in accordance termination) as the “name”
with IETF RFC to be used in the algorithm
4122+ 1tis specified in
recommended IETF RFC 4122 section
that the UUID 4.3, with SHA-1 as the
be created hash algorithm, and
using the 8f0e4e90-79e5-11e6-bdf4-
random 0800200c9a66 as the
generation name space ID.
scheme
(version 4
UUID) specific
in the RFC.
Manufacturer mnmn Name of Y Manufacturer The Y
Namd manufacturer (in DefaultLanguage, manufacturer's
(nr\f to-excead truncated-to-16 name-of-the
16 characters) characters) app.
Manufacturer mnml URL to N org.openconnectivity.mnml N
Details Link manufacturer (if it exists, else property
(URL) (not to exceed shall be absent)
32 characters)
Model Number | mnmo Model number N ModelNumber The app model | Y
as designated number.
by
manufacturer
Date of mndt Manufacturing N DateOfManufacture Date of N
Manufacture date of device manufacture
using format
29
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YYYY-MM-DD
(known as XML
DateTime
format).
Platform mnpv Version of org.openconnectivity.mnpv N
Version platform — (if it exists, else property
string (defined shall be absent)
by
manufacturer)
OS Version mnos Version of org.openconnectivity.mnos N
platform (if it exists, else property
resident OS — shall be absent)
strrg-{(defined
by
manufacturer)
Hardware mnhw Version of HardwareVersion Hardware N
Versign platform version of the
hardware device on
which theyapp
is running.
Firmware mnfv Version of org.openconnectivity.mnfv N
versign device firmware (if it exists, else property
shall be absent)
Supp¢rt URL mnsl URL that points SupportUrl Support URL N
to support (populated by
information the
from manufacturer)
manufacturer
SystemTime st Reference time org.openconnegtivity.st (if N
for the device it exists, €lse property
shall be"absent)
Vendgr ID vid Vendor defined Deviceld Name of the Y
string for the device set by
platform. The platform-
string is specific means
freeform and up (such as Linux
to the vendor and Android).
on what text to
populate it.
Tablel 4 shows how OCF Platform Cenfiguration properties, as specified in Table 16 in thg OCF
1.0 Cpre Specification, shall be-derived:
Table 4: oic.wk.con.p Resource Type definition
To OCF OCF OCF OCF From AJ Field AJ Description | AJ
Property title Property Description Mand? name Man@l?
name
Platfgrm Mnpn Platform N DeviceName Name of the Devite
Namgs Identifier device set by namg
platform- assigned
specific means by the
(such as Linux user]| The
and Android). devige
name
appears
on the Ul
as the
friendly
name of
the
device.

In addition, the “oic.wk.mnt” properties Factory_Reset (“fr") and Reboot (“rb”) shall be mapped to
AllJoyn Configuration methods FactoryReset and Restart, respectively.
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71.2

Exposing OCF resources to AllJoyn consumer applications

Unless specified otherwise, each OCF resource shall be mapped to a separate AllJoyn object.

Each OCF Server shall be exposed as a separate AllJoyn producer application, with its own About
This allows platform-specific, device-specific, and resource-specific fields to all be
preserved across translation. However, this requires that AllJoyn Claiming of such producer
applications be solved in a way that does not require user interaction, but this is left as an

data.

imple

The A
transl
prese

The implementation may choose to implement this interface by the AllJoyn object at path “/d
The AllJoyn peer ID shall be the OCF device ID (“di").

Unlegs specified otherwise, the AllJoyn object path on the resource ‘shall be the OCF URI p
The AllJoyn About data shall be populated per Table 5 below.

A tra
Whol
Speci
resou

Therg are multiple types of resources, which shall*be handled as follows.

mentation issue.

llows

II'Inyn Ihrnrhmnr nlnlnlir‘::\'rinn shall implnmnnf the “oic d virtual” AII'Inyn interface_This

ators to determine if a device is already being translated when multiple translatoy
nt. The “oic.d.virtual” interface is defined as follows:

<interface name="oic.d.virtual'"/>

nslator implementation is encouraged to maintain a cache of OCF resources to h
mplements queries from the AllJoyn side, and emit an’Anhounce Signal for each OCF S
ffically, the translator could always Observe “/oic/ses” changes and only Observe
rces when there is a client with a session on a Virtual AllJoyn Device.

If the Resource Type is in a well-defingd set (defined in OCF ASA Mapping or s
7.1.2.1 below) of resource types wherestandard forms exist on both the AllJoyn and
sides, the translator shall either:
a. follow the specification for translating that resource type specially, or
b. not translate the Resource Type.
If the Resource Type is notiin the well-defined set (but is not a Device Type), the tran
shall either:
a. not translate’the Resource Type, or
b. algorithimically map the Resource Type as specified in section 7.2
custom/vendor-defined AllJoyn interface by converting the OCF Resource
namke to an AllJoyn Interface name.

S are

ic/d”.

nth.

andle
Brver.
other

pction
OCF

slator

to a
Type

An OCF Resource Type or Device Type name shall be converted to an AllJoyn interface name as
follows:
1) Remove the “x.” prefix if present

2

For each occurrence of a hyphen (in order from left to right in the string):

a. |If the hyphen is followed by a letter, replace both characters with a single upper-

case version of that letter (e.g., convert “-a” to “A”).
b. Else, if the hyphen is followed by another hyphen followed by either a lette
hyphen, replace two hyphens with a single underscore (e.g., convert “--a" to
c. Else, convert the hyphen to an underscore (i.e., convert “-” to “_").

rora
u_an).

Some examples are shown in the table below. The first three are unusual OCF names

converted (perhaps back) to normal AllJoyn names.

The last three are normal OCF names

converted to unusual AllJoyn names. (“xn--"is a normal domain name prefix for the Punycode-
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encoded form of an Internationalized Domain Name, and hence can appear in a normal vendor-
specific OCF name.)

From OCF name To AllJoyn name

x.example.-widget example.Widget

x.example.my--widget example.my_ widget

x.example.-my---widget | example.My_Widget

X.Xn--plai.example xn_plai.example
X.xn--90ae.example xn__90ae.example
.C}\GlllIP:C.IIIy‘IIaIIIC'l CAGIIIP:C.IIIyI“I‘aIIIC_l

An OCF Device Type is mapped to an AllJoyn interface with no members.

Unlegs

follows:

OCF property types shall be mapped to AllJoyn data types according to Section 7.2.

If an POCF operatioh*fails, the translator shall send an appropriate AllJoyn error response
AllJoyn consuni€r: If an error message is present in the OCF response, and the error me
(e.g.,|diagnostic payload if using CoAP) fits the pattern "<error name>: <error message>"

<erro

messpge’ Shall be extracted from the error message. Otherwise, the error name sh

specified otherwise, each OCF Resource Type shall be mapped to an AllJoyn interfg

Each OCF property is mapped to an AllJoyn property in that interface,

The EmitsChangedSignal value for each AllJoyn property shall‘bg” set to “true”

resource supports NOTIFY, or “false” if it does not. (The valué_is never set to “cor]
“invalidates” since those concepts cannot currently be expresséd in OCF.)

The “access” attribute for each AllJoyn property shall be “réad” if the OCF property is
only, or “readwrite” if the OCF property is read-write.

If the resource supports DELETE, a Delete() method shall appear in the interface.

If the resource supports CREATE, a Create() method shall appear in the interface]
input arguments of each property of the resaurce to create. (Such information

available algorithmically in OIC 1.1 but can he determined in OCF 1.0 via introspectid
such information is not available, a CreateWithDefaultValues() method shall appear

takes no input arguments. In either case;the output argument shall be an OBJECT _
containing the path of the created resaqurce.

If the resource supports UPDATE (i.e\, the “oic.if.rw” or “oic.if,a” interface) then an A
property set operation (i.e., an org.ffeedesktop.DBus.Properties.Set() method call) sh
mapped to a Partial UPDATE f{e.g., POST in CoAP) with the corresponding OCF pro

ce as

if the
st” or

read-

., with
s not
n.) If
which
PATH

[Joyn
all be
perty.

If a Resource has a Resource Type “oic.r.alljoynobject”, then instead of sepalately

translating each of the Resources in the collection to its own AllJoyn object, all Reso
in the collection shall instead be translated to a single AllJoyn object whose object p
the OCF URI path ©f the collection.

name> conforms to the AllJoyn error name syntax requirements, the error name and

urces
ath is

o the
5sage
wvhere
error
all be

7.1.2.1

org. Innnr\nnnnr‘fi\/ity Error <#>" where <#> s the error code without a decimal (n G "A{'\A")

Exposing an OCF server as a Virtual AllJoyn Producer

Table 5 shows how AllJoyn About Interface fields are derived, based on properties in “oic.wk.d”,
“oic.wk.con”, “oic.wk.p”, or “oic.wk.con.p”.
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Table 5: AllJoyn About Data fields
Al From OCF OCF OCF Description OCF
To AJ Field name AJ Description Mand?||Property Property Mand?
title name
A 128-bit globally ||Y Device ID di Unique identifier for OCF Y
unique identifier (no exact Device (UUID)
for the equivalent
application. The exists)
Appld Appld shall be a
universally unique
identifier as
specified--REC
4122.
Y Default dl The default language N
Language supported by the Devicey
specified as an RFC 5646
IThe default language tag. By default,
anguage lients can treat . any strin
supported by the ¢ aLany string
! o property asjbeing in this
Defau|tLanguage device. Specified languagefunless the
as an IETF .
language tag property specifies
listed in REC othefwise.
5646. If\absent, the translator
shall return a constant,
e.g., empty string
N Platform mnpn Friendly name of the N
Names Platform. This property is
an array of objects where
each object has a
Name of the ‘language’ field (containing
device set by an RFC 5646 Ianggage
Devicg¢Name (per platform-specific tag) and a ‘value’ field
suppofted language) means (such as containing the platform
Linux and friendly name in the
Android). indicated language.
For example,
[{“language”:"en”,
“value™"Dave’s Laptop™}]
Device identifier ||Y Platform ID ||pi Platform Identifier Y
Deviceld set by platform-
specific means.
Y Localized In Human-friendly name of N (In),
Names, if it or the Device, in one or more (Y (n)
exists, n languages. This property
else is an array of objects
(Device) where each object has a
Application name Name ‘language’ field (containing
. an RFC 5646 language
assigned by the . e
AppName (per supported fact tag) and a ‘value’ field
language) app manufacturer containing the device
(developer or the name in the indicated
OEM). language—H-thisproperty
and the Device Name (n)
property are both
supported, the Device
Name (n) value shall be
included in this array.
Y Manufacturer |[dmn Name of manufacturer of the ||N
The Name Device, in one or more
Manufacturer (per \ languages. This property is
manufacturer's )
supported language) an array of objects where
name of the app. . \ ,
each object has a ‘language
field (containing an RFC 5646
33
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Al From OCF OCF OCF Description OCF
To AJ Field name AJ Description Mand?||Property Property Mand?
title name
language tag) and a ‘value’
field containing the
manufacturer name in the
indicated language.
ModelNumber The app model Y Model dmno Model number as designated ||N
number. Number by manufacturer
Y language In If In is supported, return N
L L fields of the list of values of the
SuppdrtedLanguages I'"°‘ ST RPEETEEE Localized language field of each
anguages.
Names array element, else returp
empty array
Y Localized Id Detailed description-ofs/the |N
Descriptions Device, in one or more
languages. Thig-property
Detailed is an array of objects
. description where each object has a
gisir pt(l;;n (per supported expressed in ‘language~field (containing
guag language tags as an RFC 5646 language
in REC 5646.. tag) and a ‘value’ field
c¢ontaining the device
description in the indicated
language.
Date of N Date of mndt Manufacturing date of device ||N
manufacture Manufacture
using format
DatedfManufacture VYYY-MM-DD
(known as XML
DateTime format).
SoftwhreVersion Software version ||Y Software SV Software version of the N
of the app. Version device.
Current version of ||Y (none) Translator should return its
. the AllJoyn SDK own value
AJSoffwareVersion used by the
application.
Hardware versiof ([N Hardware mnhw Version of platform hardware ||N
HardwareVersion of the device on Version
which the, app.is
runninge
SupportdRL N Support URL  ||mnsl URL that points to support N
SuppdrtUrl (populated by the information from
manufacturer). manufacturer
N Manufacturer |[mnml (if it ||[URL to manufacturer (notto |[N
Details Link exists, exceed 32 characters)
org.ogenconnectivitysmnml (URL) else field
shall be
absent)
N Platform mnpv (if it [|Version of platform — string N
Version exists, (defined by manufacturer)
org.ofenconnectivity.mnpv else field
hall
absent)
N OS Version mnos (if it|[Version of platform resident ||N
exists, OS - string (defined by
org.openconnectivity.mnos else field ||manufacturer)
shall be
absent)
N Firmware mnfv (if it ||Version of device firmware N
version exists,
org.openconnectivity.mnfv else field
shall be
absent)
34
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Al From OCF OCF OCF Description OCF
To AJ Field name AJ Description Mand?||Property Property Mand?
title name
N SystemTime ||st (if it Reference time for the device ||N
exists,
org.openconnectivity.st else field
shall be
absent)
N Protocol- piid A unique and immutable Y
Independent Device identifier. A Client can
ID detect that a single Device
DU}J}JUI:D |||\J'|t;|.u:c
org.ofgenconnectivity.piid communication protocols if it
discovers that the Device
uses a single Protocol
Independent ID value forall
the protocols it supparts.
In adglition, any additional vendor-defined properties in the OCF Device resource “/oic/d” (which
implements the “oic.wk.d” resource type) and the OCF Platform reSedrce “/oic/p” (which
implements the “oic.wk.p” resource type) shall be mapped to vendor-défined fields in the A]lJoyn
About data, with a field name formed by removing the leading “x.” frafa’the property name.
Tablel 6 shows how AllJoyn Configuration Interface fields shall he-dérived, based on properfies in
“oic.wWk.con” or “oic.wk.con.p”.
Table 6: AllJoyn Configuration/Data fields
AJ From OCF OCF OCF Description qQcCF
To AJ|Field name AJ Description |[Mand?||Property.title ([|Property Mand?
name
N Default dl The default language N
Language supported by the Device,
Default language specified as an RFC 5646
guag language tag. By default,
Defau|tLanguage supported by the r .
device. clients can treat any string
property as being in this
language unless the property
specifies otherwise.
N PlatformNames [|[mnpn Friendly name of the N
Platform. This property is
an array of objects where
. each object has a
Dev_lce name ‘language’ field (containing
assigned by the an RFC 5646 language
, user. The device tag) and a ‘value’ field
DevicgName name appears containing the platform
on the Ul as the friendly name in the
friendly name of indicated language.
the device.
For example,
[{“language™:"en”,
“value”:"Dave’s Laptop™}]
N Location loc (if it Provides location N
L exists, information where
org.openconnectivity.loc else field ||gyailable.
shall be
absent)
N Location Name ||locn (if it [|Human friendly name for N
. exists, location
org.openconnectivity.locn else field ||gqor example, “Living
shall be Room”. '
absent)
35
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AJ From OCF OCF OCF Description OCF
To AJ Field name AJ Description |[Mand?||Property title ([|Property Mand?
name
N Currency c (if it Indicates the currency thatis ||N
exists, used for any monetary
org.openconnectivity.c else field ||transactions
shall be
absent)
N Region r (if it Free form text Indicating  |[N
exists, the current region in which
org.openconnestivitys else field |ihe device is located
' 7 N geographically. The free
absent) form text shall not start
with a quote (").

In addition, the Configuration methods FactoryReset and Restart shall be mappedte “oic.wH

prope
prope
and (¢
AllJoy
name

7.2

The “
protod
in the
varian
contai

7.21

This s
absen

Since
CBO-R
terms

7.2.1]

rties Factory_Reset (“fr") and Reboot (“rb”), respectively, and any additional'vendor-d¢
rties in the OCF Configuration resource (which implements the “oic.wk.con” resourcq
ptionally the “oic.wk.con.p” resource type) shall be mapped to vendor-defined field
n Configuration data, with a field name formed by removing the ledding “x.” from the prd

On-the-Fly Translation from D-Bus and OCF payloads

Hbus1” payload format is specified in the D-Bus Specifi€ation and AllJoyn adopted the
ol and made it distributed over the network. The modifications done by AllJoyn to the format
header part of the packet, not in the data payload itself{ which remains compatible with “dbus1”.
ts of the protocol that have been proposed by the Liftux community (“GVariant” and “kdbus” pay
h slight incompatibilities and are not relevant for, this discussion.

Translation without aid of introspection

ection describes how translators shalltranslate messages between the two payload formats ir
ce of introspection metadata from the actual device. This situation arises in the following case

Requests to OIC 1.1 devices
Replies from OIC 1.1 devices

Content not deseribed by introspection, such as the inner payload of AllJoyn properties of ty
“D-Bus VARIANT™.

introspectiegn.is not available, the translator cannot know the rich JSON sub-type, only the undg
type and from that it can infer the JSON generic type, and hence translation is specified bg
of those generic types.

1 Booleans

.mnt”
efined

type
s the

perty

D-Bus
are all
Other
oads)

the

U7

pe

erlying
low in

Boolean conversion is trivial since both sides support this type.

D-Bus type JSON type

”b”

BOOLEAN boolean (true or false)

7.2.1.

2 Numeric types

The translation of numeric types is lossy and that is unavoidable due to the limited expressiveness
of the JSON generic types. This can only be solved with introspection.
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The translation of numeric types is direction-specific.

From D-Bus type To JSON type
“y” - BYTE (unsigned 8-bit) Number
“n” - UINT16 (unsigned 16-bit)
“u” - UINT32 (unsigned 32-bit)
“t” - UINT64 (unsigned 64-bit)
“q” {INT16 (signed 16-bit)
“ _lINT32 (signed 32-bit)
”x” -|INT64 (signed 64-bit)"
“d” {DOUBLE (IEEE 754 double precision)
From JSON type ToD-Bus type
Number “d” - DOUBLE®?
Notes|and rationales:
1| D-Bus payloads of types “t” (UINT64) and “x” (INT:64) can contain values that cannot be perfectly
represented in IEEE 754 double-precision floating point. The RFCs governing JSON do not forbid
such numbers but caution that many implementations may not be able to deal with them.
Currently, OCF transports its payload using CBOR instead of JSON, which can represent those
numbers with fidelity. However, it shauld be noted that the OCF 1.0 Core Specification dqes
not allow for integral numbers outside the range —253 < x < 253,
2| To provide the most predictable result, all translations from OCF to AllJoyn produce values ¢f
type “d” DOUBLE (IEEE 754 double precision).
7.2.1J3 Text strings
D-Bus type JSON type
“s” -|STRING String
Convgrsion-between D-Bus and JSON strings is simple, as both require their content to be valid Unicode.
For e amplp, an implpmpnfminn can fypir‘ally do a direct hytp copy _as hath pm'mr‘nlc cppr‘ify UTE-9 as

the encoding of the data, neither constrains the data to a given normalisation format nor specify whether
private-use characters or non-characters should be disallowed.

Since

the length of D-Bus strings is always known, it is recommended translators not use CBOR

indeterminate text strings (first byte 0x7f).

7.2.1.

4 Byte arrays

The translation of a byte array is direction-specific.

37
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From D-Bus type To JSON type

“‘ay” - ARRAY of BYTE (base64-encoded) string

The base64url encoding is specified in IETF RFC 4648 section 5.

7.2.1.5 D-Bus Variants

D-Bus type JSON type

“v" - VARIANT see below

D-Bus

type slystem to perform type-erasure. JSON, on the other hand, is not type-safe, which théans that g

JSON

entering that variant and encoding the type carried inside as per the rules in this doeument.

The a

7.2.1)6 D-Bus Object Paths and Signatures

has a type called VARIANT (“v”) that is a wrapper around any other D-Bus type. It's)a way fof

values are, technically, variants. The conversion for a D-Bus variant to JSON/lis performed by

gorithm must be recursive, as D-Bus variants are allowed to contain variants themselves.

the

The tanslation of D-Bus object paths and signatures is unidirectional (there is no mapping to them,
only from them). In the reverse direction, Section 7.2.1.3 always converts to D-Bus STRRING
rathef than OBJECT_PATH or SIGNATURE since it is assumed that “s” is the most common fstring
type ip use.
From D-Bus type To JSON type
“0" -|OBJECT_PATH String
“g" {SIGNATURE

Both D-Bus object paths and D-Bus type:signatures are US-ASCII strings with specific formation rul

found
resou

in the D-Bus Specification, They are very seldom used and are not expected to be found in
ces subject to translation without the aid of introspection.

7.2.1]7 D-Bus Structures
The translation of the following types is direction-specific:
From D-Bus type To JSON type
“r” -ISTRUGF array, length >0

D-Bus structures can be interpreted as a fixed-length array containing a pre-determined list of types for
each member. This is how such a structure is mapped to JSON: as an array of heterogeneous content,
which are the exact members of the D-Bus structure, in the order in which they appear in the structure.

7.2.1.

8 Arrays

The translation of the following types is bidirectional:
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D-Bus type

JSON type

“ay” - ARRAY of BYTE

(baseb4-encoded) string — see Section 7.2.1.4

“ae” - ARRAY of DICT_ENTRY

object — see Section 7.2.1.9

The translation of the following types is direction-specific:

Erom D-Bus type

To JSON type

“a” 1+ ARRAY of anything else not specified above Array
From Condition To D-Bus type
JSON type
Arra length=0 “av” — ARRAY of VARIANT
Arra length>0, all elements of |“a”— ARRAY
same type
Arra length>0, elements of “r” — STRUCT
different types

Aside[from arrays of bytes and arrays of dictionary-entries, which are mapped to JSON strings and 0
respegtively, arrays in JSON cannot be constrained to a single type (i.e., heterogeneous arrays). F
reasof, strictly speaking all D-Bus arrays excepting arrays of bytes and arrays of dictionary entries

first be¢ converted to arrays of variant “av’and then that array can be converted to JSON.

Convarsion of D-Bus arrays of variants uses the conversion of variants as specified above, which
eliminptes the distinction between a variant containing a given value and that value outside a vari
other words, the elements@fia D-Bus array are extracted and sent as elements of the JSON array,

the other rules of this document.

7.2.1)9 Dictionaries / Objects

bjects
br that
must

Simply
ant. In
as per

D-Bus type

JSON type

“a{sVy}” - dictionary of STRING to VARIANT

Object

The choice of “dictionary of STRING to VARIANT” is made because that is the most common type of
dictionary found in payloads and is an almost perfect superset of all possible dictionaries in D-Bus anyway.
Moreover, it can represent JSON Objects with fidelity, which is the representation that OCF uses in its data
models, which in turn means those D-Bus dictionaries will be able to carry with fidelity any OCF JSON

Object in current use.

D-Bus dictionaries that are not mapping string to variant are first converted to those constraints and then

encoded in CBOR.

39
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7.2.1.10 Non-translatable types

8(E)

D-Bus Type JSON type

“h” — UNIX_FD (Unix file descriptor) null

implementations permit it)

undefined (not officially valid JSON, but some

The above types are not translatable, and the translator should drop the incoming message. None

of the

types [above are in current use by either AllJoyn, OIC 1.1, or future OCF 1.0 devices, so the inafility to
translate them should not be a problem.
7.2.1]11 Examples
Source D-Bus JSON Result
BOOJLEAN(FALSE) false
BOOLEAN(TRUE) true
VARIANT(BOOLEAN(FALSE)) False
VARIANT(BOOLEAN(TRUE)) True
BYTH(0) 0.0
BYTH(255) 255.0
INT25(0) 0.0
INT1B(-1) -1.0
INT16(-32768) -32768.0
UINT[16(0) 0.0
UINT[16(65535) 65535.0
INT3R(0) 0.0
INT3R(-2147483648) -2147483648.0
INT3R(2147483647) 2147483647.0
UINT32(0) 0.0
UINT32(4294967295) 4294967295.0
INTER(0) 0.0
INT64(-1) -1.0
UINT64(18446744073709551615) 18446744073709551615.0%
DOUBLE(0.0) 0.0
DOUBLE(0.5) 0.5
STRING(“”)
40
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Source D-Bus JSON Result
STRING(“Hello”) “Hello”
ARRAY<BYTE>() “
ARRAY<BYTE>(0x48, 0x65, Ox6c, 0x6¢c, 0x6f) ”SGVsbG8”
OBJECT_PATH(“/”) “r
SIGNATURE() “o
SIGNATURE(“s”) “s”
VARIANT(INT32(0)) 0
VARIANT(VARIANT(INT32(0))) 0
VARIANT(STRING(“Hello”)) “Hello”
Source JSON D-Bus Result

Falsg BOOLEAN(false)
True BOOLEAN(true)
0 DOUBLE(0.0)
-1 DOUBLE(-10)
-214y483648 DOUBLE(:2147483648.0)
2147483647 DOUBLE(2147483647.0)
2147483648 DOUBLE(2147483648.0)
-214y483649 DOUBLE(-2147483649.0)
9223372036854775808" DOUBLE(9223372036854775808.0)
0.0 DOUBLE(0.0)
0.5 DOUBLE(0.5)
0.0f DOUBLE(0.0)
0.5f DOUBLE(0.5)
“ STRING(“”)
“Hello® STRING(“Hello”)
1 ARRAY<VARIANT>()
[1] ARRAY<IDOUBLE>(DOUBLE(1.0))
[1, 2147483648, false, “Hello”] STRUCT<DOUBLE, DOUBLE, BOOLEAN, STRING>(DOUBLE(1.0),

DOUBLE(2147483648.0),

BOOLEAN(false), STRING(“Hello”)

{} map<STRING, VARIANT>()

41
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Source JSON D-Bus Result
{1: 1} map<STRING, VARIANT>(“1” - DOUBLE(1.0))
{“17: 1} map<STRING, VARIANT>(“1"” -> DOUBLE(1.0))
{“rep”: map<STRING, VARIANT>(
{ {“rep”, map<STRING, VARIANT>(
“state”: false, {“state”, BOOLEAN(FALSE)},
“power”: 1.0, {“power”, DOUBLE(1.0)},
“npme”: "My Light” {"name”, STRING(“My Light”)}
} )}
} )
Note:
1| This value cannot be represented with IEEE754 double-precision floating point withoyt loss

7.22

When
Servic
descri

Intros
When
exactl

of information. It is also outside the currently-allowed range of integrals in OCF.

Translation with aid of introspection

introspection is available, the translator can use the extra metadata.provided by the side offeri
b to expose a higher-quality reply to the other side. This chapter details modifications to the tran
bed in the previous chapter when the metadata is found.

bection metadata can be used for both translating requests to services and replies from those se
used to translate requests, the introspection is “constraining”, since the translator must cd

be us¢d to inform the receiver what other possible values may be encountered in the future.

Note t
The a
JSON

hat OCF introspection uses JSON types,-media attributes, and format attributes, not CBOR enc
ctual encoding of each JSON type is.discussed in Section 12.3 of the OCF 1.0 Core Specific
format attribute values are as defined in JSON Schema Validation, and JSON media at

valueg are as defined in JSON Hyjper-Schema.

7.2.2

1 Translation of the'introspection itself

Note that both OCF 1.0 and:AllJoyn require all services exposed to include introspection metadata,

mean
or AllJ
repres
the inf

7.2.2

5 the translator will;need to translate the introspection information on-the-fly for each OCF res
oyn producer it.finds. The translator shall preserve as much of the original information as g
ented in the“translated format. This includes both the information used in machine interactior
ormation*used in user interactions, such as description and documentation text.

2 Variability of introspection data

ng the
slation

rvices.
nform

y to what that service expects. When used to translate replies, the introspection is “relaxing”, byt may

pding.
ation,
tribute

which
ource
an be
s and

Intros

pection data s ot a constant and the transtator mray fird;, uporr discovering furtherservices; t

at the

D-Bus interface or OCF Resource Type it had previously encountered is different than previously seen. The
translator needs to take care about how the destination side will react to a change in introspection.

D-Bus interfaces used by AllJoyn services may be updated to newer versions, which means a given type
of service may be offered by two distinct versions of the same interface. Updates to standardised interfaces
must follow strict guidelines established by the AllSeen Interface Review Board, mapping each version to
a different OCF Resource Type should be possible without much difficulty. However, there’s no guarantee
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that vendor-specific extensions follow those requirements. Indeed, there’s nothing preventing two revisions
of a product to contain completely incompatible interfaces that have the same name and version number.

On the opposite direction, the rules are much laxer. Since OCF specifies optional properties to its Resource
Types, a simple monotonically-increasing version number like AllJoyn consumer applications expect is not
possible.

However, it should be noted that services created by the translator by “on-the-fly” translation will only be
accessed by generic client applications. Dedicated applications will only use “deep binding” translation.

7.2.2
For n

3 Numeric types
imeric values, all D-Bus and JSON numeric types are treated equally as source and may

translated into any of the other side’s types. When translating a request to a service, the-translato

only

exam
there

Simila

When

ble, when translating the number 1.5 to either a JSON integer or to one of the . D*Bus integral

translating the reply from the service, the translator shall use the following rules.

The fgllowing table indicates how to translate from a JSON type to the€corresponding D-Bus type,

the fir

intege

—-1is

5t matching row shall be used. If the JSON schema does notindicate the minimum value of a

the default. The resulting AllJoyn introspection XMk shall contain “org.alljoyn.Bus.Type.Mi

“org.alljoyn.Bus.Type.Max” annotations whenever the minimum or maximum, respectively, of the

all be
need

erify whether there would be loss of information when translating from source to-destination. For

types,

would be loss of information, in which case the translator should refuse,the incoming mes$sage.
rly, the value 1,234,567 does not fit the range of a D-Bus byte, 16-bit signed or unsigned inteder.

where
JSON

r, 0 is the default. If the JSON schema does not indicatelthe maximum value of a JSON integkr, 232

" and
JSON

value |s different from the natural minimum or maximum-of the D-Bus type.
Frgm JSON type Conditign To D-Bus Type
integer minimum = 0 AND ‘maximum < 28 “y" (BYTE)
minimum = 0 AND maximum < 216 “Q” (UINT16)
minimum-x-21> AND maximum < 215 “n” (INT16)
minimum = 0 AND maximum < 232 “u” (UINT32)
minimum = -231 AND maximum < 231 “i" (INT32)
minimum = 0 "t” (UINT64)
“x" (INT64)
Number “d” (DOUBLE)
String pattern = O {[1T-91[0-9K0,19}7S THOINTE2)
pattern = “A0|(-?[1-9][0-9]{0,18)}$” “x” (INT64)

The following table indicates how to translate from a D-Bus type to the corresponding JSON type.
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From D-Bus type To JSON type Note

“y" (BYTE) integer “minimum” and “maximum” in the

“n" (UINT16) JSON schema shall be set to the

value of the
“q”" (INT16) “org.alljoyn.Bus.Type.Min"” and
s’ (UINT32) org.aIIqun.Bus.Type._Max_
(respectively) annotations if

“I" (INT32) present, or to the min and max
values of the D-Bus type’s range if
suchanmuotations are atusent.

“1” (UINT64) integer if org.alljoyn.Bus.Type.Max < 253 else |IETF RFC 7159 section 6|explains
string with JSON format attribute “uint64” that higher JSON integerqg are not

interoperable.

“X" (INT64) integer (if org.alljoyn.Bus.Type.Min = -253 AND |IETF RFC 7159 section 6(explains
org.alljoyn.Bus.Type.Max < 2%9), else string that other'3ISON integers are not
with JSON format attribute “int64” interoperable.

“d” (double) number

7.2.2)4 Text string and byte arrays

D-Bus Type JSON type JSON media attribyte,
binaryEncoding pro:[erty
“s” 4STRING String (none)
“ay”|- ARRAY of BYTE String baseb4

There|s no difference in the translation<of text strings and byte arrays compared to the previous séction.

This section simply lists the JSON. eqliivalent types for the generated OCF introspection.

In addition, the mapping of the, folowing JISON Types is direction-specific:

From JSON Condition To D-Bus|Type
;Cpe
String paftern = “N[a-fA-F0-9]{8}-[a-fA-FO-9]{4}-[a-FA-FO-9]{4}-[a- | “ay” — ARRAY|of BYTE
£AF0-9]{4}-[a-FA-FO-9]{12}$"
JSON strings-withanyotherformatvatue{eg;date=time;uri;etcorpatternvatue not showminthis table

above shall be treated the same as if the format and pattern attributes were absent, by simply mapping

the value to a D-Bus string.

7.2.2.5 D-Bus Variants

D-Bus Type

JSON Type

“v" —VARIANT

see below
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If the introspection of an AllJoyn producer indicates a value in a request should be a D-Bus VARIANT, the
translator should create such a variant and encode the incoming value as the variant’s payload as per the
rules in the rest of this document.

7.2.2.6

D-Bus Object Paths and Signatures

From D-Bus Type

To JSON Type

“_n

ol oTr DA
(0] \wjs i mey;

Tl
ATTT

Lo
QLTS

“g” 1 SIGNATURE

If the

ntrospection of an AllJoyn producer indicates a value in a request should be a D-Bus Object F

D-Buq Signature, the translator should perform a validity check in the incoming CBOR Text String

incoming data fails to pass this check, the message should be rejected.

7.2.217
D-Bu

D-Bus

structure

Structures
members

are

described in

the

introspection

XML  with

“org.glljoyn.Bus.Struct.StructureName.Field.fieldName.Type” annotation. The translator sha
the AJSoftwareVersion field of the About data obtained from a-bridged AllJoyn producer as fo
When the version of AllJoyn implemented on the Bridged/Device is v16.10.00 or greater a
member annotations are present, the translator shall usé a JSON object to represent a stru
mappjng each member to the entry with that name. <¥hé translator needs to be aware th
inconjing CBOR payload may have changed the order of the fields, when compared to the [
structure. When the version of AllJoyn implementéd“on the Bridged Device is less than v16.]
the translator shall follow the rule for translating<D-Bus structures without the aid of introsp

data.
7.2.218
If the

Arrays and Dictionaries

ntrospection of the AllJoyn interface indicates that the array is neither an ARRAY of BYTE (“a

an ARRAY of VARIANT (“av”) or that the dictionary is not mapping STRING to VARIANT (“a{sv}
translator shall apply the constraining or relaxing rules specified in other sections.

Simildrly, if the OCF introspection indicates a homogeneous array type, the information about the &

elemgnt type should be usédias the D-Bus array type instead of VARIANT (“v").

7.2.2)9

The JBON formatattribute may include other custom attribute types. They are not known at this tin

Other JS@N format attribute values

it is epected that those types be handled by their type and representation alone.

7.2.2)10

Examples

ath or
If the

the
Il use
lows.
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cture,
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0.00,
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Notes
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UINT32 (0)

JSON schema should indicate:

type = integer,
minimum =0

maximum = 4294967295

INT64 (0)

Since no Min/Max

annotations exist in AllJoyn,
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AllJoyn Source AllJoyn Introspection Translated JSON OCF Introspection Notes
Notes Payload

JSON schema should indicate:
type = string

pattern = 20| (-?[1-9][0-
91{0,18)}s

UINT64 (0) “0” Since no Max annotation

axists in A“I!‘\\’Ih ISON
YA R P

schema should indicate;
type = string

pattern = 20| ([1=9]{0-
9]{0,19})$

STRING(“Hello”) “Hello” JSON‘schema should indjcate:
type)= string

OBJHCT _PATH(“/") “f” JSON schema should indjcate:
type = string

SIGNATURE(“g”) “g” JSON schema should indjcate:
type = string

ARRAY<BYTE>(0x48, “SGVshG8” JSON schema should indjcate:
0x65, Ox6c¢, Ox6¢, type = string

0x6f media binaryEncoding =
base64

VARIANT(anything) ? JSON schema should indjcate:
type = value

ARRAY<INT32>() [ JSON schema should indjcate:
type = array
items = integer

ARRAY<INT64>() (] JSON schema should indjcate:
type = array

items = string
items.pattern = ~0|([1-9][O-
91{0,18})$

STRUCT<\NT32, AllJoyn introspection [“x”:0, “y": 1] JSON schema should indjcate:
INT3R>( specifies the argument type = object
0,1 with the annotation: element.x.type = integer
) <struct element.y.type = integer
name=""Point">
<field
name=""x""
type=""1"/>
<Field
name=""y"
type=""1"/>
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