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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical activity.
ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
ISO/IEC]TC 1.

The pro
describe
different

Attentio
patent r
Details

Introdud

Any trad
constitu

For an
expressi
Trade
see Wwy

redures used to develop this document and those intended for its further mainte
d in the ISO/IEC Directives, Part 1. In particular, the different approval criteria-neec
types of document should be noted (see www.iso.org/directives).

h is drawn to the possibility that some of the elements of this document.may be the
ghts. ISO and IEC shall not be held responsible for identifying anyCer* all such pat
bf any patent rights identified during the development of the ‘document will

tion and/or on the ISO list of patent declarations received (see www.iso.org/patents).

e name used in this document is information given for the\convenience of users an
e an endorsement.

pxplanation of the voluntary nature of standards; the meaning of ISO specific 1
bns related to conformity assessment, as well asdnformation about ISO's adherence to
Organization (WTO) principles in the Technical Barriers to Trad
.iso.org/iso/foreword.html.

This do
Specificd
JTC 1 PA

A list of

Any feed
complet

fument was prepared by the Openy Connectivity Foundation (OCF) (as the OC
tion, Version 1.0.0) and drafted in.@ccordance with its editorial rules. It was adopted,
S procedure, by Joint Technical Committee ISO/IEC JTC 1, Information technology.

1l parts in the [SO/IEC 30118 series can be found on the ISO website.

back or questions on this document should be directed to the user’s national standar
e listing of these bodies can be found at www.iso.org/members.html.

nance are
ed for the

subject of
ent rights.
be in the

H does not

erms and
the World
(TBT),

a)

- Security
under the

ds body. A

© ISO/IEC 2018 - All rights reserved

iii


https://iecnorm.com/api/?name=68f4d77aa55833872ade58a358a60cd0

ISO/IEC 30118-2:2018(E)

N

CONTENTS

ST o] oI PP PRP TP 13
NOIMALIVE REFEIENCES ... it 13
Terms, Definitions, Symbols and Abbreviations ...........coooviiiiiiici 14
3.1 Terms and definitioNS ... 14
3.2 Symbols and ADBDreviations ............cociiiiiiiiii 16
3.3 L7010 V7= 01 To] o 1= PP 17
Pocument Conventions and Organization ...........coc.oveeriiiiiiiiiei e NG 18
4.] N[0 ] -1 o] ¢ P PP PP TUPTRUPTUUP S PPN 18
4.3 DaAlA LY P S ottt 18
4.3 DOCUMENT STFUCTUIE ..oveiieie e PN 19
FECUNTY OVEIVIEW ..oiiiiiiiiiiiiicii et ST e 20
5.1 ACCESS CONIOl .euiiiiiii e 22
51.1 ACL ArchiteCture ......c.oviiiiiiiiiiieee e A 23
3.1.2 Access Control SCoping LEVEIS ...o.iveiiiiice e o e 26
5.2 Onboarding OVErVIEW ......c..oveuiiiiiiiiiiiiieieeee e S e 27
8.2.1 ONBOoArdiNg STEPS «ovvuieiiiiiiiiie e e 29
3.2.2 Establishing a Device OWNEr ........ovuee ) e 30
3.2.3 Provisioning for Normal Operation.... ... e 31
5.3 ProVISIONING ... coviiiieiieec e O 32
8.3.1 Provisioning a bootstrap ServiCe il .. ..v i 32
8.3.2 Provisioning Other SEIVICES ..y 32
8.3.3 Credential ProViSIONING .. s . e 33
8.3.4 Role assignment and ProViSiONING ........oceuiiriiiiiieiieee e 33
8.3.5 ACL PrOVISIONING o ettt ettt ettt et e e e e 33
5.4 Secure Resource Manager-(SRM) ... 34
5.9 Credential OVeIVIEWA. ... . . e e 34
FeCUrity fOr the DiSCOVEIY PrOCESS c.uiiiii it e e e eas 36
6.1 Security Considerations fOr DISCOVEIY ......iuuiiiiiiiieiie et 36
FECUITY PrOVISIOTING .. ieeeeieii ettt ettt et et e e neees 39
7.1 LD LYY 1o L= e o 1Y 01 Y28 39
1.1.1 Device ldentity for Devices With UAID .......cooiiiiii i 39
7.2 DEVICE OWNEISNID oottt 41
7.3 Device Ownership Transfer Methods ..........ccooviiiiiiiiiiiii 41
7.3.1 OTM implementation reqUIr€MENTS ..........oieuiiiriiieie e 41
7.3.2 SharedKey Credential Calculation ..........c.ooiiiiiiii s 42
7.3.3 Certificate Credential Generation ............cooiiiiiiiiii e 43
7.3.4 Just-Works Owner Transfer Method ..o, 43
7.3.5 Random PIN Based Owner Transfer Method ..o, 45
7.3.6 Manufacturer Certificate Based Owner Transfer Method...............ccociieiennnen. 47
7.3.7 Vendor Specific Owner Transfer Methods...........ccooiiiiiiii i 51
7.3.8 Establishing Owner CredentialS..........ccoiiiiiiiiii e, 52
2

© ISO/IEC 2018 - All rights reserved


https://iecnorm.com/api/?name=68f4d77aa55833872ade58a358a60cd0

ISO/IEC 30118-2:2018(E)

7.3.9 Security considerations regarding selecting an Ownership Transfer Method.. 63

7.4 L o A V2 =] T o ¥ Vo N 63
7.4.1 Provisioning FIOWS ... 63

7.5 BOOTSIrap EXAmMPIE ..o e 69

8 Device Onboarding State DefinitioNs ...........oiiuiiiii e 70
8.1 Device Onboarding-Reset State Definition..........cooooviiiiiii i, 71
8.2 Device Ready-for-OTM State Definition ........cocoiiiiiiiii e 72
8.3 Device Ready-for-Provisioning State Definition..........ccccoiviiiiiiiciiii e, 72
8.4 Device Ready-for-Normal-Operation State Definition ..........cccocoviiiiiiiiin e O 73
8.5 Device Soft Reset State Definition ..o O 73

9  Security Credential Management. ... ..o et e 76
9.1 Credential LifeCyCle ... Ol 76
9.1.1 CrEatiON ..o e B e 76
9.1.2 Deletion ... L e 76
9.1.3 Refresh ... L 76
9.1.4 REVOCALION ...uiiiii e R 77

9.2 Credential TYPES ... e 77
9.2.1 Pair-wise Symmetric Key Credentials ..........cc.e. N, 77
9.2.2 Group Symmetric Key Credentials.............. 8 77
9.2.3 Asymmetric Authentication Key CredentialS™.........cooviviiiiiiiiiiiee e 78
9.2.4 Asymmetric Key Encryption Key Credentials ..........cocoveiiiiiiiiiiiiiien, 78
9.2.5 Certificate Credentials. ... ... e 79
9.2.6 Password CredentialS........oooo.. s 79

9.3 Certificate Based Key Managementum. .. ... 79
9.3.1 L@ 1= VT 79
9.3.2 Certificate FOrmat ... ..o e 80
9.3.3 CRL FO ML .. e e e eaas 85
9.3.4 RESOUICE MO fh et et e e en s 86
9.3.5 Certificate ProViSIONING ......couuiiiiiiiiii e 86
9.3.6 (1 = 4 I o €0 AV o] 11 0o Y 87

10 Device AUNENTICATTON ... e e e 90
10}1 Device Authentication with Symmetric Key CredentialS...........cocoooviiiiiiiiinininnn, 90
10{2 Device Authentication with Raw Asymmetric Key Credentials .............ccooceiveeneenn. 90
10}|3 Device Authentication with Certificates ..........cooieiiiiiiiiii e, 90
10.3.x2 Role Assertion with CertifiCates..........oviuiiiiiiii e 91

11 Nessage Integrity and Confidentiality .........coooiiiiiiii 93
11.1  Session Protection With DT LS. ... e 93
11.1.1 Unicast SeSSioN SEMaNTiCS ....oiu i 93
11,2 CIPREE SUITES ettt ettt 93
11.2.1 Cipher Suites for Device Ownership Transfer ........coocoooiiiiiiiiiie 93
11.2.2 Cipher Suites for SYmMmetric KeYS ..o 94
11.2.3 Cipher Suites for Asymmetric CredentialS............cooooiiiiiiiiniiiiee, 94

12 ACCESS COMIIOl ..ttt ettt et ans 95
12.1 ACL Generation and ManagemMent .........ocuuuiiiiiiieiiee e 95

3

© ISO/IEC 2018 - All rights reserved


https://iecnorm.com/api/?name=68f4d77aa55833872ade58a358a60cd0

ISO/IEC 30118-2:2018(E)

13

14

15

12.2  ACL Evaluation and EnfOrCement ..........iiiiiiiiiiii e 95
12.2.1 Host Reference MatChing ......coouiiiiiiiii e 95
12.2.2 Resource TYpe MatChing .......ooieiiie e 95
12.2.3 INterface MatChiNg. . ..o e 95
12.2.4 Multiple Criteria MatChing .......ccuiiiiii e 95
12.2.5 Resource Wildcard MatChing ........oouviiiieie e 96
12.2.6 Subject Matching using WildCards ...........cocoiiiiiiiii e 97
12.2.7 Subject Matching USIiNg ROIES .....coviiiii e 97
12.2.8 ACL EVAIUALION ... ettt 97
FECUINLY RESOUICES ..ottt ettt ettt ettt e e e e ey s 98

13[1 Device Owner Transfer RESOUICE .......ccuuiiiiiiiiiiiieii e 99

1312  Credential RESOUICE . .cuiiuiiiii i e e e 104
13.2.1 Properties of the Credential RESOUICE .......c..ovvvviiiiiiiiiiii e e 110
13.2.2 Key FOrmatting ......ovuueiiiie e e b e e e e ees 113
13.2.3 Credential Refresh Method Details .........ccoovovviviiiiinc e e 113

13]3 Certificate Revocation LiSt........ccoviiiiiiiiiiiii e D e 115
13.3.1 CRL Resource Definition ........ccooooviiiiniiii s b 115

1314 ACL RESOUICES ..iuiiiiitiieiete ettt BT et ettt et et ettt e e e e et eae e e 115
13.4.1 OCF Access Control List (ACL) BNF defines ACL structures. ..............c.oouee. 115
13.4.2 ACL RESOUICE ...t TN e 116

135 Access Manager ACL RESOUICE ... S e 126

1316  SigNed ACL RESOUICE .uvuiuiiiiiiiiieiiei e fra s et e et e e et e e e et e et r e e et et e aneaneens 126

13]7  ProviSioning StatUS RESOUICE .....uie it e ereeneitiet e et et et e e e e e e e e e e e e e eaeen 126

13]8 Certificate Signing ReQUESt RESOUICE ......iuuiiiiiiiee e e e eaees 135

L13]9  ROIES FBSOUICE ..ttt ettt ettt ettt e e et e e et e et e e e et e e e e en et eanas 136

13]10 Security Virtual Resources (SVYRs) and Access PoliCy ......ccoovveiiiiiiiiiiiiiieen, 137

13]11 SVRs, Discoverability anthkENdpPOints ........ovviiiiii e 137

13]12 Privacy Consideration for Core and SVRS.....c.coiiiiiiiiiiiiic e 138
Qore Interaction PatterNg SBCUNITY .....cveuireeiii e et 140

I R O 1 ¢ 1Y =] V=] S 140

1412  Subscription/NOtIifiCation ... ..o 1440

R S € {0 11 o 1= N P 1440

14{4  Publish=subscribe Patterns and Notification ...........c..occoviiiiiiiii e, 140
$ecurity Hardening Guidelines/ Execution Environment Security.............ccoovceevivinennnes. 141

15]1 /EXecution environmMeNt €lEMENTS .. . i 141
155r 1 YT U €I (o] 1= U I PRI 141

5.1.2 SECUTE EXECUTION ENOITIE rwoome oo ees e s s meae e n e s 143
15.1.3 Trusted iNPU/OULPUL PAtNS . .. i 143
15.1.4 SECUNE CIOCK ...t 144
15.1.5 Approved algorithms ... 144
15.1.6 Hardware tamper ProteCtion ......oo.iiiiiii e e 144

S T2 S = o 1 | = = e 10 145
15.2.1 Concept of software module authentication ................cooiiiiiiiii i 145
15.2.2 SECUIE BOOT PrOCESS ittt ettt e e e e 146

4

© ISO/IEC 2018 - All rights reserved


https://iecnorm.com/api/?name=68f4d77aa55833872ade58a358a60cd0

ISO/IEC 30118-2:2018(E)

15.2.3 RODUSINESS rEQUITEMENTS ...ttt e 146
15.3 AT STAIION Lot 147
15,4  SOftWAre UPate .. oot e e e e 147

15.4.1 (O =T VT PP TP RPN 147

15.4.2 Recognition of Current DIfferenCes.......ccoiiiiiii e, 147

15.4.3 Software Version Validation ............ooooiiiiiiii 147

15.4.4 SOftWAre UPAAte ...covniiiiii e 147

15.4.5 RecoOmMMENAEd USAQE .....oiiiiiiiiiieie e 148
15|15 Non-OCF Endpoint interoperability .........cccoiiiiiiii e 148
L1507 SECUNLY LEVEIS ..o et e 148

16 Appendix A: Access Control EXamples ..o b 149
16]1 EXample OCF ACL RESOUICE ....iiuiitiiiieieieei e e et e e e e o eeneen 149
16]2 Example AcCCesSS Manager SEIVICE .....iuuiiuiiieiieiie e e e e M e e eeees 149

17 Appendix B: Execution Environment Security Profiles .........cccoccoocmdd i, 150

18 Appendix C: RAML Definition .......ccooiiiiiiiiineieeee s b 151
Al OICSeCUrityACIRESOUICE .....coviiiiiiiiiieiieeeeeeeeee e AN e 151

Al1 INTFOAUCTION ..o T e 151

A.1.2 Example URI ..o e e 151

A.1.3 RESOUICE T Y PO e T e 151

A.l4 RAML Definition ..o S 151

A.1.5 Property Definition ... S e 155

A.1.6 CRUDN DEhAVIOF .. cieiiiee e O e e 155
A.2 OICSECUNItYACI2ZRESOUICE ...vviiiiiiieond i 155

A.2.1 INTFOTUCTION et ettt et e e e 155

A.2.2 L= Y0 0] 01 1= 1 e 155

A.2.3 RESOUICE TY PO et e e 156

A.2.4 RAML DefiNition .. e 156

A.2.5 Property Definitiof, . ... 160

A.2.6 CRUDN BERAVHOL .. e e e 160

A.2.7 Referenced\JSON SCheMAS. ... e 160

A.2.8 01C.SEC IUTY PO JSON .. 160

A.2.9 Property DefinitioN ... 160

A.2.10 Sehema Definition . ... 160

A.2.11 OIC.SEC.ACEZ.JSONM ..irtiit ittt ettt ettt et e ettt e 160

A.2.12 Property Definition ... 160

A.243 Schema Definition ......oou e 161

2.1k (o [T =Tol Lo (1A ST T L P PP 163

A.2.15 Property Definition ... 163

A.2.16 Schema Definition . ... 163

A.2.17 0iC.SEC.LIME-PAEIN.JSOMN .ouiit e e a e 163

A.2.18 Property Definition ... 163

A.2.19 Schema Definition . ... 163

A.2.20 OIC.SEC.CIUANTYPE.JSON 1.ttt ettt et et e 164

A.2.21 Property Definition ... 164

5

© ISO/IEC 2018 - All rights reserved


https://iecnorm.com/api/?name=68f4d77aa55833872ade58a358a60cd0

ISO/IEC 30118-2:2018(E)

A.2.22 Schema Definition ......oou i 164
A.3 OICSECUNtYAMACIRESOUICE ... e itii e et e ettt e e et e e e e e et e e e eeanas 165
A.3.1 INTFOTUCTION ettt et e e e 165
A.3.2 EXAMPIE URI o e 165
A.3.3 RS OUICE T Y P ettt ittt et e e aa e 165
A.3.4 RAML DefiNitiON ..ouueiee e 165
A.3.5 Property Definition ......coeiii e 168
A.3.6 CRUDN BENAVION ...t e 168
A.4 OICSecUritySIgNEdACIRESOUICE. ... ..vei i e ea g 168
A.4.1 LY (oo [0 To3 1 To ] o AP 168
A.4.2 [ L0 1 =T 1= Y 168
A.4.3 RESOUICE TYPE .ouiiiiiiiii e 168
A.4.4 RAML DefiNitioN .oueiee e N e 168
A.4.5 Property Definition ......c.ooiiiii e B e 174
A.4.6 CRUDN DBEhaVIOr .. .cuuiiiiiiiicii e e 174
A.4.7 Referenced JSON schemas.........coooveviiiiiiiiniiiin aS e, 174
A.4.8 0iC.SEC.SIQLYPE.JSON ovvvviiiiiiiiiiiiinineieneineieeene el b 174
A.4.9 Property Definition ..o e e 174
A.4.10 Schema Definition ......cooviiiii ) e 174
Ab OICSEeCUNitYDOXMRESOUITE ....iciiiiiteiieeee e et e e et et ettt e et e neees 175
A.5.1 INtrOdUCTION ...ovniii e S 175
A.5.2 EXAMPIE URI oo R e et e et e e e e e e e e e e e e e aeens 175
A.5.3 RS OUICE T Y P ittt e ettt e e e e 175
A.5.4 [N 7= T ) o T 175
A.5.5 Property Definition ... 179
A.5.6 CRUDN DEhAVIOF ... e e 180
A.5.7 Referenced JSON SCHEMAS......c.iiviiiiii e 180
A.5.8 0IC.SEC.AOXMEYPE FSOM .ttt ettt et et e 180
A.5.9 Property Definition ... e 180
A.5.10 Schema Definition ... 180
A.5.11 Lo TR Yol o Yo 1Y/ o LT 1Yo [P 180
A.5.12 Property Definition ..o 180
A.5.13 SeheMa DefiNitioN . ..o 180
A.6 OICSECUNtYPSIAtRESOUICE ..ottt e e e e e 181
A.6.1 TNEFOAUCTION Lo e 181
A.672 EXAMPIE URI oo e e e 181
A B3 Resource Type 181
A.6.4 [N I 7= T ) o T o 181
A.6.5 Property Definition ... 185
A.6.6 CRUDN BERAVIO ... e e e 186
A.6.7 Referenced JSON SCheMaS.......oiiiiiii e 186
A.6.8 0IC.SEC.UOSIY PO SON ..ttt e e e 186
A.6.9 Property Definition ... e 186
A.6.10 Schema Definition ... 186
6

© ISO/IEC 2018 - All rights reserved


https://iecnorm.com/api/?name=68f4d77aa55833872ade58a358a60cd0

ISO/IEC 30118-2:2018(E)

A.6.11 Lo TR =Yomo [ o] 1010 Y4 0130 -1 ] PPN 187
A.6.12 Property Definition ... 187
A.6.13 Schema Definition ......c.u i 187
A.6.14 Lo (oY= Tol o To] 018/ L= 1T ] £ IO PN 187
A.6.15 Property Definition ... 187
A.6.16 Schema Definition ......cou i 188

A.6.17 188
A7 OICSecurityCredentialRESOUICE .......couuiiiiei e 188
A.7.1 INTFOAUCTION .. ettt e e et e e e e e eaaeen g 188
A.7.2 EXAMPIE URI e 188
A.7.3 RESOUICE TY PO it e e 188
A.7.4 RAML Definition .....oieeie e e et 188
A.7.5 Property Definition ..o N e 192
A.7.6 CRUDN DEhAVIOF .. ccuiiieiie e S e 192
AT.7 Referenced JSON SChemas........ooovviiiiiiiiiii T e 192
A.7.8 OIC.SEC.TOlELYPE . JSON ...t B3 e et e e e e 192
A.7.9 Property Definition .......ccooviiiiiiiiiini L 192
A.7.10 Schema Definition ......oo.iiii e e 193
A.7.11 (o T3 Yol o £ Yo 157/ o L= T 110 I oo PR 193
A.7.12 Property Definition ......c.oooiiiiii e 193
A.7.13 Schema Definition ..o G 193
A.7.14 0IC.SEC. PUDAtAtYPE.JSON 1 ene e A et e e e e 194
A.7.15 Property Definition ... e 194
A.7.16 Schema Definition ... 194
A.7.17 0IC.SEC.PriVAAtAlYPE. JSON L e 194
A.7.18 Property Definition ... 194
A.7.19 Schema Definition ..ot 195
A.7.20 0IC.SEC.OPIAALALYPEISON ettt 195
A.7.21 Property Definition ... e 195
A.7.22 Schema Definition ... 196
A.7.23 Lo TRy Yol o1 d 421 44 0 1= T8 [T 01 o PR 196
A.7.24 Property Definition ..o 196
A.7.25 SeheMa DefiNitioN . ..o 196
A. Ol CSE UMY CSIRESOUICE ... ittt e ettt e et e e e e e e et e e e et e e enaaanas o7
8.1 TNEFOAUCTION Lo e 197
.82 EXAMPIE URI oo e e e 197
3 Resource Type 197
A.8.4 [N I 7= T ) o T o 197
A.8.5 Property Definition ... 198
A.8.6 CRUDN BERAVIO ... e e e 198
A.9 OICSECUNItYROIESRESOUICE ....iiiiiiiieiieee et 198
A9.1 INEFOAUCTION L. e ettt e e e 198
A.9.2 EXAMPIE URI oo e 199
A.9.3 RS OUICE Ty PO it 199
7

© ISO/IEC 2018 - All rights reserved


https://iecnorm.com/api/?name=68f4d77aa55833872ade58a358a60cd0

ISO/IEC 30118-2:2018(E)

A9.4 RAML DefiNitION ..oueei e 199
A.9.5 Property Definition ... 202
A.9.6 CRUDN DENAVION ...ttt e 202
A.LO  OlCSECUNIY CIIRESOUICE . tuitit ettt ettt e e et e e et aetn e e e anaans 202
A.10.1 INTFOTUCTION .ottt et e e e e 202
A.10.2 EXAMPIE URI oo e 202
A.10.3 RESOUICE TYP et e 202
A.10.4 [N I 7= T ) o T 202
A.10.5 Property Definition ... e e g 205
A.10.6 CRUDN DENAVION ... e e 206
8

© ISO/IEC 2018 - All rights reserved


https://iecnorm.com/api/?name=68f4d77aa55833872ade58a358a60cd0

ISO/IEC 30118-2:2018(E)

Figures
FIgure 1 — OCF INTEIACTION . vttt ettt et e e 17
Lo T @ T - = 20
Figure 3 — OCF Security Enforcement POINTS.......oiiiiiiiiii e en 22
Figure 4 — Use case-1 showing simple ACL enforcement..........coooviiiiiiiiiiinie e 24
Figure 5 — Use case 2: A policy for the requested Resource is misSing.........cccccevvvveveeniiinnnn. 24
Figure 6 — Use case-3 showing Access Manager Service supported ACL .........cccovvvviiinnnnnnnn. 25
Figur¢ 7 — Use case-4 showing dynamically obtained ACL from an AMS ..........cccooeeieinn e O 26
Figur¢ 8 — Example Resource definition with opaque Properties.........cccovvvviiiviiviinn 000 27
Figure 9 — Property Level AcCess CONLIOl.......cocoviiiiiiiiiiiieece e ) 27
Figurg 10 - Onboarding OVEIVIEW ... ...iuuiieiiii e e L e e e eans 28
Figurg 11 — OCF ONboarding PrOCESS ..iuiiuiiiiiiiiiii i e e e e e e e aneenas 30
Figurg 12 — OCF'S SRM AFCHhItECIUIE . vuie i T e e e e e e e eens 34
Figurg 13 - Discover New DevViCe SEQUENCE .. ..ccuvvveiiiiiiieeeieee e a5 e e e e 42
Figure 14 — A Just Works Owner Transfer Method................o.coo L, 44
Figure 15 — Random PIN-based Owner Transfer Method .......c. N7 e, 45
Figure¢ 16 — Manufacturer Certificate HierarcChy.............coooz 5 48
Figure 17 — Manufacturer Certificate Based Owner Trardsfer Method Sequence.................... 50
Figurgé 18 — Vendor-specific Owner Transfer SEQUERGE .. ......ovviiiiiiiiiiieii e 52
Figurg 19 - Establish Device ldentity FIOW ........... 8 55
Figurg 20 — Owner Credential Selection ProviSioning SEqUENCE ..........cccvvvviiiiiiiiiiieiineeieeenne, 57
Figureé 21 - Symmetric Owner Credential Provisioning SeqUENCEe .........c.ccoviiiiiiiiiiiieiae e, 58
Figure 22 - Asymmetric Ownership Credential Provisioning Sequence...........cc.cccoveevneinneennnn. 59
Figure 23 - Configure DeVICE SeIVIiCBS .. ittt et e e 61
Figure 24 - Provision New Devicé-for Peer to Peer Interaction Sequence ...........ccoeeveeniiennen. 62
Figurg¢ 25 — Example of Client=directed proviSioning ........cc.oeviiiiiiiiiiiii e 64
Figurg¢ 26 — Example of Server-directed provisioning using a single provisioning service...... 66
Figure 27 — Example(of-Server-directed provisioning involving multiple support services...... 68
Figur@ 28 — DeVviceiState MOl ... ...couuii i 70
Figurg 29 — OBT Sanity Check Sequence in SRESET ......ccoiiiiiiiiiii e 74
Figure 30, ~"Certificate Management ArchiteCture ..........ccoooviiiiiiiii i 80
Figurg 31 ~ Client-directed Certificate Transfer ........c.coiviiiiiiii e, 87
Figure 32 — Client-directed CRL Trans er ..o e 88
Figure 33 — Server-directed CRL Transfer ..o e 89
Figure 34 — Asserting a role with a certificate role credential. .............ccoccooviiiii i, 92
Figure 35 — OCF SECUITY RESOUICES. . ...uiiiiiiit ittt ettt et e 98
Figure 36 — oic.r.cred Resource and Properties .......ooeeuiviiiiiiieiieiee e 99
Figure 37 — oic.r.acl2 Resource and Properties ......oiiiiiiiiee e e 99
Figure 38 — oic.r.amacl Resource and Properties ..........ccoovveiiiiiiiiiniiie e 99

© ISO/IEC 2018 - All rights reserved


https://iecnorm.com/api/?name=68f4d77aa55833872ade58a358a60cd0

ISO/IEC 30118-2:2018(E)

Figure 39 — oic.secr.sacl Resource and Properties ......coouveeiiiiii i 99
Figure 40 — Software Module AuthentiCation..............cooiiiiiiiiii e 145
Figure 41 — Verification Software ModUIe ...........oouiiiiii s 146
Figure 42 — Software Module AUtRENTICITY .........couiiiiiii e 146
10

© ISO/IEC 2018 - All rights reserved


https://iecnorm.com/api/?name=68f4d77aa55833872ade58a358a60cd0

ISO/IEC 30118-2:2018(E)

Tables
Table 1 — Symbols and abbreviations ..o 17
Table 2 - Discover New Device DetailS ... c..ovuiiiiii e eas 42
Table 3 — A Just Works Owner Transfer Method Details ..........cooiiiiiiiiiiiiii e 44
Table 4 — Random PIN-based Owner Transfer Method Details ..........cc.cooiiiiiiiiiiinn 46
Table 5 — Manufacturer Certificate Based Owner Transfer Method Details...............c...c.ocen. 51
Table 6 — Vendor-specific Owner Transfer DetailS .........ccoviiiiiiii i 52
Tabler7=Estabiish DeEVIiCE T0eNtity DetaitS s 56
Table| 8 - Owner Credential Selection DetailS.........ocouiiiiiiiii e g 58
Tablel 9 - Symmetric Owner Credential Assignment Details.........ccoccooviiviiiiiin i e 58
Table| 10 — Asymmetric Owner Credential Assignment Details ...........cccoccovevev @2, 59
Table| 11 - Configure Device Services Detail.........ooooiviiiiiiiiiiin A NG 62
Tablel 12 - Provision New Device for Peer to Peer Details.........ocoooe LT 63
Table| 13 — Steps describing Client -directed provisioning ...........coccoe s Sreiiiiicii e, 65
Tablel 14 — Steps for Server-directed provisioning using a single provisioning service .......... 67
Tablel 15 — Steps for Server-directed provisioning involving multiple support services .......... 69
Tablel 16 — Comparison between OCF and X.509 certificate fields ...........cccoovviiiiiiiiiiiinnnnns 82
Tablel 17 — Comparison between OCF and X.509 CRL fields ........ccooviiiiiiiiiiiii e 86
Table| 18 — ACE2 Wildcard Matching Strings DeSCripLion .........oceveiviiiiiiiiieiiineeeeeeeeeenn 96
Tablel 19 — Definition of the oic.r.doXm ReSOUICE. & e 100
Table] 20 — Properties of the 0ic.r.doXm ReSOUFEE .........ovuiiiiiiiiii e 102
Table[ 21 - Properties of the oic.sec.didtypesRroperty.......ccoociiiiiiiiiii 102
Tablel 22 — Properties of the oic.sec.doOXtAtype Property ......cocoeviviiiiiiii e, 104
Tablel 23 — Definition of the 0IC.r.Cred RESOUICE .......c.iiiiiiii e 106
Tablel 24 — Properties of the 0IC.IeCFEd RESOUICE ...vvivii i e 106
Tablel 25 — Properties of the aiciSec.cred Property ..o..ooo i 109
Table| 26 — Properties of the Oic.sec.pubdatatype Property .......ccoocivviiiiiiiiiiniiincceeeees 109
Table| 27 — Properties-af the oic.sec.privdatatype Property ........cccocoveeriiiiiiiiniiiicceeeees 110
Table] 28 — Properties of the oic.sec.optdatatype Property .......cccooveiviiiiiiiiiiiiiieeeeeeeean, 110
Table[ 29 — Definition of the oic.sec.roletype Property. .......oocooviiiiiiiiiiiii e 110
Tablel 30 — Malue Definition of the oic.sec.crmtype Property ......cooooveeiiiiiiiiiiiniii e, 112
Tablg] 32,~128-Dit SYMMEIIIC KEY ..iviieiiiiii e 113
Tablel32—256-bitsymmetriekey—rrrmr $13
Table 33 — Definition of the 0IC.I.CIHI RESOUICE .. ...iiuiiiiii e 115
Table 34 — Properties of the 0IC.I.CrHl RESOUICE .......ccuuiiiiiiiiciiee e 115
Table 35 — BNF Definition 0f OCF ACL ... e 116
Table 36 — Definition of the 0iC.r.acl RESOUICE.........oiuiiiiii e 118
Table 37 — Properties of the 0iC.r.acl RESOUICE ........c.oiiiiiiii e, 119
Table 38 — Properties of the 0iC.r.ace PropPerty ....ccovii i 120

11

© ISO/IEC 2018 - All rights reserved


https://iecnorm.com/api/?name=68f4d77aa55833872ade58a358a60cd0

ISO/IEC 30118-2:2018(E)

Table 39 — Value Definition of the oic.sec.crudntype Property ......cooccoveiiiieiiiiiiiiieiieeeeeenn, 120
Table 40 — Definition of the 0ic.SeC.aCl2 RESOUICE .....oceuiiniiii e 120
Table 41 — Properties of the 0iC.SeC.aCI2 RESOUICE .....cvuivviiii e 121
Table 42 — oic.sec.ace2 data type definition. ........cooiiiiiii 122
Table 43 — oic.sec.ace2.resource-ref data type definition. ............ccooviiiiii 122
Table 44 — Value definition 0iC.SEC.CONNLYPE ProPertY ...ouuiuiiiiiriiiiiiiei e 122
Table 45 — Definition of the oic.r.amacl RESOUICE ... ..ot 126
Tablel 46 — Properties of the oIc.r.amacl RESOUICE..........ovviviiii i ae e 126
Table| 47 — Definition of the 0IC.r.SACI RESOUICE ......ciuuiiiiiii e TR 126
Tablel 48 — Properties of the 0ic.r.sacl RESOUICe.......ccoveiviiiiiiiiee e 126
Tablel 49 — Properties of the oic.sec.sigtype Property ......ccocovveveviveineiiiveneen 5, 126
Table| 50 — Definition of the oic.r.pstat RESOUICE .......ccvviiiiiiiiiiiic e N 128
Table| 51 — Properties of the 0iC.r.pstat RESOUICE .......covuiviiiiiiiiiiiciee i e 130
Table] 52 — Properties of the oic.sec.dostype Property .....cccoovvvviiic o, 131
Table] 53 — Definition of the oic.sec.dpmtype Property ......ccoovee O i, 134
Tablel 54 — Value Definition of the oic.sec.dpmtype Property (LOW-Byte)...........coevivniinnnnn. 134
Tablel 55 — Value Definition of the oic.sec.dpmtype Property (High-Byte)..........ccocieniinnnenn. 134
Table| 56 — Definition of the oic.sec.pomtype Property ..& 3t e 135
Tablel 57 — Value Definition of the oic.sec.pomtype PLOPertY .....ccooveeiiiiiiiiiniiiei i, 135
Tablel 58 — Definition of the 0IC.r.CSr RESOUICE ... 80 e 136
Table| 59 — Properties of the 0iC.I.CSI RESOUICE N .. it 136
Tablel 60 — Definition of the 0iC.r.roles REeSOUICE ......c.oieiiiiiiiii e 137
Table] 61 — Properties of the 0iC.r.roleSRBSOUICE ... 137
Tablel 62 — Core Resource Properti@S State ... ..oc.eviiii e 139
Tablel 63 — Examples of SeNSitiVE Data ......cc.oiuiiiiiiiiie e 142
Table| 64 — OCF SeCUNity Profil .......ooeiiiiii e 150
Tablg 65 — OCF SVR RANMI ..o e aas 151

12

© ISO/IEC 2018 - All rights reserved


https://iecnorm.com/api/?name=68f4d77aa55833872ade58a358a60cd0

ISO/IEC 30118-2:201

1 Scope

8(E)

This specification defines security objectives, philosophy, resources and mechanism that impacts
OCF base layers of the OCF Core Specification. The OCF Core Specification contains informative
security content. The OCF Security specification contains security normative content and may
contain informative content related to the OCF base or other OCF specifications.

2 Normative References

The following documents, in whole or in part, are normatively referenced in this document and are

indisg
refere

OCF
Versid

OCF
Versidq

OCF
2016.
https:

ensabfe foritsappfication. For dated Teferences, onty the edition citedappties. For un
nces, the latest edition of the referenced document (including any amendments) appli

Core Specification, version 1.1, Open Connectivity Foundation, October 11,.2016.
n available at: https://openconnectivity.org/specs/OCF _Core Specification.pdfx

PDevice Specification, version 1.1, Open Connectivity Foundation, October'11, 2016.
n available at: https://openconnectivity.org/specs/OCF_Device Specification.pdf.

Resource Type Specification, version 1.1, Open Connectivity Foundation, October 11,
Latest version available at:
/openconnectivity.org/specs/OCF Resource Type Specification.pdf.

JSON
a JS(

SCHEMA, draft version 4, JSON Schema defines the media type "application/schema+
N based format for defining the structure of JSON data’ JSON Schema provides a co

for whhat JSON data is required for a given application and-how to interact with it. JSON Sc

is intg
JSON

RAMI

OCF
Reled
https:

bnded to define validation, documentation, hypérlink navigation, and interaction cont
Available at: http://json-schema.org/latest/jsonsschema-core.html.

, Restful API modelling language version 0’8. Available at: http://raml.org/spec.html.

Security Resource Definitions, APl Definition Language for OCF Security Components
se OCF-v1.0.0
/github.com/openconnectivityfouridation/security

lated
PS.

L atest

L atest
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ntract
hema
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3 Terms, Definitions, Symbols and Abbreviations

Terms, definitions, symbols and abbreviations used in this specification are defined by the OCF
Core Specification. Terms specific to normative security mechanism are defined in this document
in context.

This section restates terminology that is defined elsewhere, in this document or in other OCF
specifications as a convenience for the reader. It is considered non-normative.

3.1 Terms and definitions
3.1.1
Accefs Manager Service
The Access Manager Service dynamically constructs ACL Resources in response’to a Device
Resolirce request. An Access Manager Service can evaluate access policies remotely and qupply
the rgsult to a Server which allows or denies a pending access request.
3.1.2
ACL Provisioning Service
A narpe and Resource Type (oic.sec.aps) given to a Device that is.atthorized to provisior ACL
Resotrces.
3.1.3
Bootsgtrap Service
A Depice that implements a service of type oic.sec.bss
3.1.4
Clieng
Note 1|to entry: The details are defined in OCF Core Speelfication.
3.1.5
CredLntiaI Management Service
A name and Resource Type (oic.sec.cms) given to a Device that is authorized to proyision
credegntial Resources.
3.1.6
Devide
Note 1|to entry: The details are.defined in OCF Core Specification.
3.1.7
Devide Class
As ddfined in REEC*7228. RFC 7228 defines classes of constrained devices that distinguish|when
the O|CF small footprint stack is used vs. a large footprint stack. Class 2 and below is for|small
footpilint stacks.
3.1.8
Device ID
A stack instance identifier.
3.1.9
Entity
Note 1 to entry: The details are defined in OCF Core Specification.
3.1.10
Interface
Note 1 to entry: The details are defined in OCF Core Specification.
14

© ISO/IEC 2018 - All rights reserved


https://iecnorm.com/api/?name=68f4d77aa55833872ade58a358a60cd0

ISO/IEC 30118-2:2018(E)

3.1.11
Intermediary

A Device that implements both Client and Server roles and may perform protocol translation, virtual
device to physical device mapping or Resource translation

3.1.12
OCF Cipher Suite

A set of algorithms and parameters that define the cryptographic functionality of a Device. The
OCF Cipher Suite includes the definition of the public key group operations, signatures, and
specifictashimgandencoding usedtosupport thepubtickey:

3.1.18
Onbojarding Tool

A loglcal entity within a specific 10T network that establishes ownership for a specific device and
helps|bring the device into operational state within that network

3.1.14
Out df Band Method

Any mechanism for delivery of a secret from one party to another, not specified by OCF

3.1.1%
Ownegr Credential

Credential, provisioned by an Onboarding Tool to a Devicé.during onboarding, for the purposes of
mutugl authentication of the Device and Onboarding Teol during subsequent interactions

3.1.16¢
Platfgrm ID

Note 1|to entry: The details are defined in OCF Core Spécification.
3.1.17
Property

Note 1|to entry: The details are defined in QGFyCore Specification.
3.1.18
Resoprce

Note 1|to entry: The details are defined in OCF Core Specification.

3.1.19
Role [network context)

Stereptyped behavior. of a Device; one of [Client, Server or Intermediary]

3.1.20
Role [Security context)

A Prdpetty-of an OCF credentials Resource that names a role that a Device may assert|when
attem|pting access to Device Resources. Access policies may differ for Client if access is attempted
through a role vs. the device UUID. This document assumes the security context unless otherwise
stated.

3.1.21
Secure Resource Manager

A module in the OCF Core that implements security functionality that includes management of
security Resources such as ACLs, credentials and Device owner transfer state.

15
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3.1.22
Security Virtual Resource

An SVR is a resource supporting security features.
3.1.23

Server

Note 1 to entry: The details are defined in OCF Core Specification.

3.1.24
Trust Anchor

A well-defined, shared authority, within a trust hierarchy, by which two cryptographic entitieg (e.g.
a De\iice and an onboarding tool) can assume trust

3.1.2%
Unigye Authenticable Identifier
A unique identifier created from the hash of a public key and associated OCF Cipher Suite tfhat is
used fo create the DevicelD. The ownership of a UAID may be authenticated by peer Devices.

3.2 |Symbols and Abbreviations

o
Syinbol Description %
\

AC Access Control Entry
AC Access Control List

AMIS Access Manager Service

APBE ACL Provisioning Service

BSpE Bootstrap Service

CMS Credential Management Service

CRIUDN CREATE, RETREIVESYPDATE, DELETE, NOTIFY
CSR Certificate Signing Request

ECPSA Elliptic Curve Digital Signature Algorithm

EPC Embedded Platform Credential

DPKP Dynamic Public Key Pair

OC Owner Credential

OCISP Online Certificate Status Protocol
OBJl Onboearding Tool

PIN Rersonal Identification Number
PS Rersistent Storage Interface
RNG Random Number Generator
SACL Signed Access Control List

SE Secure Element

SRM Secure Resource Manager
SVR Security Virtual Resource

TEE Trusted Execution Environment
UA|D Unigue Authenticable Identifier

16
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Table 1 — Symbols and abbreviations

3.3 Conventions

Device Device

Client Server Client

- Access S Actions
Actions Request Access Control

Figure 1 — OCF Interaction

Server

Access Control

Resources

Devices may implement a Client role that performs Actions on Servers. Actions access Resources
manapged by Servers. The OCF stack enforces access policies on Resources. End-to-end Qevice
inter?ction can be protected using session protection protocol (e.g. DTLS) or with data encryption
methgds.

17
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4 Document Conventions and Organization

This document defines Resources, protocols and conventions used to implement security for OCF

core framework and applications.
For the purposes of this document, the terms and definitions given in OCF Core Specification

4.1 Notation

apply.

In this document, features are described as required, recommended, allowed or DEPRECATED as

follows:

Requjred (or shall or mandatory).

These basic features shall be implemented to comply with OCF Core Architecture: The ph

the implementation is not in compliance.

Recommended (or should).

ese features add functionality supported by OCF Core Architecture and shou
plemented. Recommended features take advantage of the” capabilities OCF
Alchitecture, usually without imposing major increase of compléxity. Notice that for comp

rases

shall not", and "PROHIBITED" indicate behavior that is prohibited, i.e. that if perférmed means

d be
Core
iance

tepting, if a recommended feature is implemented, it shall mieet the specified requirements to

in compliance with these guidelines. Some recommended features could be

come

requirements in the future. The phrase "should not" indicates behavior that is permitted but not

recommended.

Allowed (or allowed).

These features are neither required nor recommended by OCF Core Architecture, but
fepture is implemented, it shall meet the specified requirements to be in compliance with
gdidelines.

Condjitionally allowed (CA)
The definition or behaviour depends on a condition. If the specified condition is met, thd
dgfinition or behaviour is allowed, otherwise it is not allowed.

Condfitionally required (CR)

The definition or behaviour depends on a condition. If the specified condition is met, thd

if the
these

n the

n the

dgfinition or behaviour is required. Otherwise the definition or behaviour is allowed as default

unless specifically defined as not allowed.
DEPRECATED

exceptfor backward compatibility. The occurrence of a deprecated feature during opera
an <dmplementation compliant with the current specification has no effect on

Although«these features are still described in this specification, they should not be implemtlented

ion of
the

im plpmpntarinn’Q nppratinn and does not pmdm‘p any error canditions Rackward compa
may require that a feature is implemented and functions as specified but it shall never be
by implementations compliant with this specification.

Strings that are to be taken literally are enclosed in "double quotes".

Words that are emphasized are printed in italic.
4.2 Datatypes
See OCF Core Specification.

ibility
used
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4.3 Document structure

Informative sections may be found in the Overview sections, while normative sections fall outside
of those sections.

The Security specification may use RAML as a specification language and JSON Schemas as
payload definitions for all CRUDN actions. The mapping of the CRUDN actions is specified in the
OCF Core Specification.

19
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5 Security Overview

This is an informative section. The goal for the OCF security architecture is to protect the
Resources and all aspects of HW and SW that are used to support the protection of Resource.
From OCF perspective, a Device is a logical entity that conforms to the OCF specifications. In an
interaction between the Devices, the Device acting as the Server holds and controls the Resources
and provides the Device acting as a Client with access to those Resources, subject to a set of
security mechanisms. The Platform, hosting the Device may provide security hardening that will
be required for ensuring robustness of the variety of operations described in this specification.

The

Application Resources
Etc...

/oic/light/3

Resgurce Access | |atzoielllted=ls) SvcType CredType

Security Layer

service(s

\llow /Deny Subject DevicelD DevicelD

Permission CredID PrivateData

Session L&zez

Connectivity

A@Kf?;ction Layer
y
N\

A
-\7 \g\' Request A
(s ‘i\@ 1
- s‘h’gure 2 — OCF Layers
1. The Client establishes a n \&rk connection to the Server (Device holding the Resoufces).

e connectivity abstracti@) ayer ensures the Devices are able to connect despite differ

The oic
authe tion and (when applicable) certificate validation.
Me s received over a secured channel are associated with a deviceUUID. In thg

ertificate credential, the deviceUUID is in the certificate received from the

fla
%wice. In the case of a symmetric key credential, the deviceUUID is configured wi

connectivity option%’ .
he Devices (e.qg. @ er and Client) exchange messages either with or without a mufually-
ayithenticated se(u;e channel between the two Devices.

Ences

.cred Resource on each Devices holds the credentials used for nutual

case
other
h the

context and the Platform implementing the Device.

evice

The Server can associate the Client with any number of allowed roleid. In the case of
mutual authentication using a certificate, the allowed roleid (if any) are provided in role
certificates; these are configured by the Client to the Server. In the case of a symmetric

key, the allowed roleid (if any) are configured with the credential in the oic.sec.cred.
Requests received by a Server over an unsecured channel are treated as anonymou
not associated with any deviceUUID or roleid.

3. The Client submits a request to the Server.

s and
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If the request is to be sent over the secure channel, then the Client can either explicitly
assert specific roleid by including 'role' options in the request, or implicitly assert all roleid

associated with the Client by including no ‘role' options.

4. The Server receives the request.

a.

b.

If the request is received over an unsecured channel, the Server treats the request as

anonymous and no deviceUUID or roleid are associated with the request.

If the request is received over a secure channel, then the Server associates the
deviceUUID, and the Server either validates any explicitly asserted roleids by matching to

an allowed roleid of the Client, or implicitly asserts all valid roleid of the Client.

Reso
noted
speci
for s¢g
acceq
encry|

ayload protection.

The Server then consulis the Access Conftrol List (ACL), and Tooks for an ACL
matching the following criteria:

e The requested Resource matches a Resource reference in the ACE

e The requested operation is allowed by the "permissions" of the ACE;,'and

if the Device is not anonymous, the subject matches the Client Beviceid or g
asserted rolelD. In certain cases, the requester may assert.a role, if privi
access is required.

denied. Access is enforced by the Server’s Secure Resourcesmanager (SRM).

that, aside from access control mechanisms, OCF seecurity specification does not in

s control. Secure storage can be accomplished through use of hardware secur
ption of data at rest. The exact implementation of secure storage is subject to a
ines.

in transit protection, on the other hand, will be specified fully as a normative part g
ication. In transit protection may be‘afforded at

bsource layer through mechanisms such as JSON Web Encryption (JWE) and JSON
gnatures (JWS) that allow payload protection independent of underlying transport se
Nis may be a necessary forltransport mechanisms that cannot take advantage of DTI

transport layer throligh' use of mechanisms such as DTLS. It should be noted that DTL

harde
guide
Data
speci
1. R
S
T
p:
2. A
p

instance, if the integrity of the entire payload as a whole is required, separate sign
mlechanisms must have already been in place before passing the packet down to the traf

er.

ovide packet by packet protection, rather than protection for the payload as wholg.

entry

e The "subjectUUID" contains either a special wildcard value matching &ll Devices or,

valid
leged

If there is a matching ACE, then access to the Resource is allowed; otherwise access is

iIrce protection includes protection of data both while at rest'and during transit. It shoyld be

clude

ication of secure storage of Resources, while stored’at Servers. However, at rest protgction
curity Resources is expected to be provided through a combination of secure storage and

ty or
set of

ning requirements that are specified in Section 15 and may be subject to certifi¢ation

f this

Web
urity.
LS for

S will
For
ature
sport
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Application Layer

Clients Servers Intermediaries

Application Resources

Resource Layer

Secure Resources encryption)

Connectivity Abstraction Layer -

PlatformpHardening,
COAP, COAPS, etc In transmit protection

packets

Session Protection (e.g. DTLS)

UDP/IP BLE 802.15.4

[]

5.1

The ¢
Client
are [

prote¢tion. This section provide an overyiew of Access Control (AC) through the use of
Howejver, AC in the OCF stack is expected to be transport and connectivity abstraction

agnog

Implementation of access contrgbrelies on a-priori definition of a set of access policies f

Reso
of Ac
speci
acceg

Security Enforcement Points
Figure 3 — OCF Security Enfercement Points

Access Control

s subject to access control and authorization mechanisms. The Resources at the end
rotected through implementation of\access control, authentication and confiden

tic.
rce. The policies may be stored by a local ACL or an Access Manager Service (AMS) ir

cess Control Entries (ACE), where each ACE defines permissions required to acc

s control mechanisms can be applied:
Subject-based access control (SBAC), where each ACE will match a subject (e.qg. id
of requestor) of the requesting entity against the subject included in the policy defin
Resource. Asserting the identity of the requestor requires an authentication process

Role-based Access Control (RBAC), where each ACE will match a role required by

Secure Resource Manager (SRM) — AI clacteloss“ ICaoI dnetrlc;lllg (AC‘L
@rest  Enc, Payload

of

CF framework assumes that Resources are*hosted by a Server and are made available to

point
tiality
ACLs
layer

br the
form
PSS a

ic Resource alongwith an optional validity period for the granted permission. Two types of

entity
pd for

bolicy

far the Resource to a role taken by the entity requesting access. Asserting the role

f the

In the

requestor requires proper authorization.

OCF access control model, each Resource instance is required to have an associated

access control policy. This means, each Device acting as Server, needs to have an ACL for each
Resource it is protecting. Lack of an ACE that matches, it results in the Resource being
inaccessible.

The ACE must match both the subject (i.e. OCF Client) and the Resource requested for the ACE
to apply. There are multiple ways a subject could be matched, (1) device id, (2) role or (3) wildcard.
The way in which the client connects to the server may be relevant context for making access

© ISO/IEC 2018 - All rights re
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control decisions. Wildcard matching on authenticated vs. unauthenticated and encrypted vs.

unencrypted connection allows an access policy to be broadly applied to subject classes.
Example Wildcard Matching Policy:

"aclist2": [

{
"subject": {"conntype" : "anon-clear" },
"resources": [
L ™wc-™" ¥
] ’
"permission”: 31
e
{
"subject": {"conntype" : “"auth-crypt" },
"resources": [
{ "wc":"*" }
] ’
"permission": 31
},
1
Details of the format for ACL are defined in Section 12xThe ACL is composed of one or
ACEs|. The ACL defines the access control policy for the'Devices.
It shojuld be noted that the ACL Resource requires;the same security protection as other ser
Resourrces, when it comes to both storage and dandling by SRM and PSI. Thus hardening

lying Platform (HW and SW) must be eonsidered for protection of ACLs and as exp
below ACLs may have different scoping levels and thus hardening needs to be specially consi
for edch scoping level. For instance a physical device may host multiple Device implement
and thus secure storage, usage and isolation of ACLs for different Servers on the same DO
needg to be considered.

5.1.1|1 ACL Architecture

The Jerver examines the Resource(s) requested by the client before processing the reques
accegs control resources-(e.g. /oic/sec/acl, /oic/sec/acl2, etc...) are searched to find one or
ACE gentries that match )the requestor and the requested Resources. If a match is found
permission and period)constraints are applied. If more than one match is found then the |
UNION of permissians is applied to the overlapping periods.

The server uses the connection context to determine whether the subject has authenticated
and whether data confidentiality has been applied or not. Subject matching wildcard policig
oh“each aspect. If the user has authenticated, then subject matching may happ|

more

sitive
of an
ained
dered
htions
evice

. The
more
then
bgical

br not
S can
en at

increased granularity based on role or device identity.

Each ACE contains the permission set that will be applied for a given Resource requestor.
Permissions consist of a combination of CREATE, RETREIVE, UPDATE, DELETE and NOTIFY

(CRUDN) actions. Requestors authenticate as a Device and optionally operating with one or
roles. Devices may acquire elevated access permissions when asserting a role. For examp

more
le, an

ADMINISTRATOR role might expose additional Resources and Interfaces not normally accessible.
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51.1.1 Use of local ACLs

Servers may host ACL Resources locally. Local ACLs allow greater autonomy in access control
processing than remote ACL processing by an Access Management Service (AMS) as described
below.

The following use cases describe the operation of access control

Use Case 1: Server Device hosts 4 Resources (R1, R2, R3 and R4). Client Device D1 requests
access to Resource R1 hosted at Server Device 5. ACL[0] corresponds to Resource R1 below and
includes D1 as an authorized subject. Thus, Device D1 receives access to Resource R1 because
the local ACl /oic/sec/acl/0 matches the request

Server
Device 5

CRIEIENIEN

. Request: | R1 acllo
Client 3 > (0]
DEViCE‘ SUDJEEt'. 83|

D1 - Reply: [ R1 Resouree’ R1
Perpiission: R

Figure 4 — Use case-1 showing simple ACL enforcement
Use Case 2: Client Device D2 access is denied because no local ACL match is found for stibject
D2 pgrtaining Resource R2 and no AMS policy is found.

Server
Device 5
rt | R2 [ R3] Ra |
) Request: | R2 acl[0 amacl[0
Client > (0] 0]
Device Subject: D1 subject: D3
027 p Ft'-“p"?: X Resource: R1 Resource: R3
Permission: R AM51

Figure 5 — Use case 2: A policy for the requested Resource is missing

5.1.1.2.5Use of Access Manager Service

AMS improves ACL policy management. However, they can become a central point of failure.
Due to network latency overhead, ACL processing may be slower through an AMS.

AMS centralizes access control decisions, but Server Devices retain enforcement duties. The
Server shall determine which ACL mechanism to use for which Resource set. The /oic/sec/amacl
Resource is an ACL structure that specifies which Resources will use an AMS to resolve access
decisions. The /oic/sec/amacl may be used in concert with local ACLs (/oic/sec/acl).

The AMS is authenticated by referencing a credential issued to the device identifier contained in
/oic/sec/acl2.rowneruuid.
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The Server Device may proactively open a connection to the AMS using the Device ID found in
/oic/sec/acl2.rowneruuid. Alternatively, the Server may reject the Resource access request with
an error, ACCESS_DENIED_REQUIRES_SACL that instructs the requestor to obtain a suitable
ACE policy using a SACL Resource /oic/sec/sacl. The /oic/sec/sacl signature may be validated
using the credential Resource associated with the /oic/sec/acl2.rowneruuid.

The following use cases describe access control using the AMS:
Use Case 3: Device D3 requests and receives access to Resource R3 with permission Perml

because the /oic/sec/amacl/0 matches a policy to consult the Access Manager Server AMS1
service

Server Access MaRager
Device 5 Service (AMS1

BEEE |

Subject: D3
Rsrc: B3 -
ACL Policy

o

. amacl[0] ———>{
equest: | R3
Cl ent Subject: D3 Subject: D3
Depice | . ResoUrce: R3 Replie{"r"| Resource: R3
D3 ol L e
AMS 1 Permission: R

Figure 6 — Use case-3 showing Access:Manager Service supported ACL

Use Case 4: Client Device D4 requests access to Resource R4 from Server Device 5, which fails
to find a matching ACE and redirects the Client@®evice D4 to AMS1 by returning an error identifying
AMS1 as a /oic/sec/sacl Resource issuer. Device D4 obtains Sacll signed by AMS1 and foryvards
the SACL to Server D5. D5 verifies the sighature in the /oic/sec/sacl Resource and evaluates the
ACE policy that grants Perm2 access.

existd (i.e. ACCESS_DENIED. NO_ ACE). D4 reads the /oic/sec/acl2 Resource to finf the
rowngruuid which identifies the AMS and then submits a request to be provisioned, in this example
the AMS chooses to supply. a“SACL Resource, however it may choose to re-provision the| local
ACL [Resources /oic/sec/acl and /oic/sec/acl2. The request is reissued subsequently. P4 is
presumed to have been’introduced to the AMS as part of Device onboarding or through subsejguent
credential provisioningjactions.

ACE redirection may occur when D4“receives an error result with reason code indicating no Eatch
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If not, a Credential Management Service (CMS) can be consulted to provision needed credentials

Access Manager Client | Reguest:| R4 Server
Service (AMS1) Device ? Device 5
. D4 Redirect: |AMS 1
| pecuest [aa] ; (71 ) (2 ) (w2 ) (5]
ACL Policy
Subject: D4 . —~ Verify sacl
RESAHFEEfG — —————— — .
Permission: R Bt R o sac] i
1
na }|_subjectod |}
€ 1| Respurce: R4 :
' Rermission: R |
[ e p—————— -

Figure 7 — Use case-4 showing dynamically obtained ACL from an AMS
5.1.2| Access Control Scoping Levels

Group Level Access - Group scope means applying AC to the.group of Devices that are grouped

for a|specific context. Group credentials may be used when encrypting data to the gro
authenticating individual Device members into the group. Group Level Access means all
members have access to group data but non-group menibers must be granted explicit ag
Grouz level access may also be specified using wildcardmatching.

OCF Device Level Access — OCF Device scope means applying AC to an individual Device,
may dontain multiple Resources. Device level access implies accessibility extends to all Reso
availgble to the Device identified by DevicelDx Credentials used for AC mechanisms at Devig
OCF pevice-specific.

OCF |Resource Level Access — OCF-Resource level scope means applying AC to indi
Resolirces. Resource access requires’an ACL that specifies how the entity holding the Res
(Server) shall make a decision ondallowing a requesting entity (Client) to access the Resour

Propgrty Level Access - Propérty level scope means applying AC only to a property that i
of a garent Resource. This_is to provide a finer granularity for AC to Resources that may rq

up or
group
cess.

which
urces
e are

vidual
ource
ce.

5 part
quire

differg¢nt permissions fordifferent properties. Property level access control is achieved by cre¢ating

a Resource that contains a single property. This technique allows the Resource level a
I mechanisms t0 be used to enforce access at a finer level of granularity than
ise be passible.

Contrplling .aceess to static Resources where it is impractical to redesign the Resource, i
apprdpriate to introduce a collection Resource that references the child Resources having sef

ccess
ivould

I may
arate
erties:

acceds.pérmissions. An example is shown below, where an "oic.thing" Resource has two prop
Prop { f $SSt
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"definitions": {
"oic.thing": {
"type": "object"”,
"properties™: {

-}

"Property-1": {"type": "typel"}
"Property-2": {"type": "type2"}

{"$schema": "http://json-schemas.org/schema#",
"id": "http://openinterconnect.org oic.things#",

¥

} Properties are opaque to
} OCF framework

Figure 8 — Example Resource definition with opaque Properties

Currgntly, OCF framework treats properly level information as opaque; therefore, different
permissions cannot be assigned as part of an ACL policy (e.g. read-only permission to Propprty-1
and write-only permission to Property-2). Thus, the "oic.thing" is split inte’ two new Respurce
"oic.HsrcProp-1" and "oic.RsrcProp-2". This way, property level ACL cap-he achieved through use

of Repource-level ACLs.

{"$schema": "http://|json-...

"type": “collection”

Server

"resources”: {
“RsrcAtt-1",
“RsrcAtt-2"}

Resources with
property-level
granularity are NOT

opaque,

definitions”: {
“oic.RsrcProp=-1": {
“type™: “object”,
“properties”; {
“Property-1" {"t¢pe": “type1”)

W\

1
“oic.RsrcProp-2"
“type™: “objént”,

“propertgs)” {
“Rroperty-2" {“type": “type2"}
} o

5.2 |Onboarding Overview

aclo

DeviD_1

Joic/RsrcProp-1

Read

aclt
DevID 1

|
/oic/RsrcProp-2 |
i

Write

Figure 9 — Property Level Access Control

Before a Device becomes operational in an OCF environment and is able to interact with other
Devices, it needs to be appropriately onboarded. The first step in onboarding a Device is to
configure the ownership where the legitimate user that owns/purchases the Device uses an
Onboarding tool (OBT) and using the OBT uses one of the Owner Transfer Methods (OTM) to
establish ownership. Once ownership is established, the OBT becomes the mechanism through
which the Device can then be provisioned, at the end of which the Device becomes operational
and is able to interact with other Devices in an OCF environment.

© ISO/IEC 2018 - All rights reserved
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Summary of Onboarding Process

On-boarding Device CMS Device AMS Device New Device
(UUID BOBx0ooot- ) (UUID CBS0000¢-. ) | | (UUID ABSwa00e- ) (UUID AT1C300¢)

Discover New Devices /

Discover new devices (not owned) and find a suitable owner transfer method. Iﬁ

1 Discover unowned devices.

7
| 2 Return supported owner transfer methods.
T

Execute Owner Transfer Method __/
| 3 Select the owner transfer methofd. ol
| _ 4 Perform the owner transfer harjdshake. -
T T T —
|| Establish Device Identity / ! ! !
\_ 5 Re-read device identifier and pfovision owner identity | )
| _Establish Owner Credentials / ! ! !
| Decide whether to use a symmetric and/or asymmetric credentials used by the dewizé awner Il|
- = - = =
! 6 Request the type of credentials supported by the new device .
\ 7 Decide with cradentials to use. | ! !
Provision Symmetric Owner Credential / i i
1 8 Provision symmetric owner credential. ' !
Provision Asymmetric Owner Credential / ! !
1 9 Provision asymmetric owner crefdential | )
—
|| Configure Device Services /) i | |
| Define device and delegatemanagement senvices such as AMS, CMS and DOXS. Iﬁ
7 T T T
1 10 Provision the DOXS senice by:settmg the resedlcd owner for /doxm and pstat |
i 11 Provision the AMS senice by s;ettmg tHi esdurce owner for facl2 \:
| 12 Provision the CMS senice by s;etting e resource owner far fered i
| 13 Provision the AMS credential” | |
i ! I i
' 14 Provision the CMS credential. ! <!
1 15 Set the device owfied pl'npeny:tn TRUE | \:
| Prepare for Peer Device Interactions / |
\ Provision the new device with peer credentials and access control policies. H
i T T T
) i 16 Change device state:to ready-for-provisioning. ‘:
) i 17 CMS provisions credentials to the new device and peer devices \:
i i | 18 AMS provisions access control entries to the new device and peer devices |
i i Enable the device to operate normally Iﬁ
| | | 19 Change device state to ready-for-normal-operation \:
i . . .
On-boarding Device CMS Device AMS Device New Device
(UUID BOBx0ow- ..} (UUID CBS:0000-...) (UUID ABS:0om-..) (UUID AT1C 300t

Figure 10 - Onboarding Overview

This section explains the onboarding and security provisioning process but leaves the provisioning
of non-security aspects to other OCF specifications. In the context of security, all Devices are
required to be provisioned with minimal security configuration that allows the Device to securely
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interact/communicate with other Devices in an OCF environment. This minimal security
configuration is defined as the Onboarded Device "Ready for Normal Operation" and is specified
in Section 8.

5.2.1 OnBoarding Steps

The flowchart below shows the typical steps that are involved during onboarding. Although
onboarding may include a variety of non-security related steps, the diagram focus is mainly on the
security related configuration to allow a new Device to function within an OCF environment.
Onboardlng typically beglns W|th the DeV|ce gettmg owned by the Iegmmate user/system followed
by cop ) etting
infor atlon such as who can access the DeV|ce and what actlons can be performed asowell as
what permissions the Device has for interacting with other Devices.
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User/System

Initiates
onboarding

D ONpoaraing
“Ready for OTM” Cleanup completed'\(b

P
Qb'q/
User/System ?\'\

Selects OTM

OT™M
Success ?

Onboarding
Reset

Ownership
established

Cevice
“Ready for
Provisioning”

Provisioning
Success ?

Reset Event
Yes (corrupt SVR, hardware reset etc)

Normal Device
o Ready for Normal

Operation”

Figure 11 — OCF Onboarding Process
5.2.2 Establishing a Device Owner

The objective behind establishing Device ownership is to allow the legitimate user that
owns/purchased the Device to assert itself as the owner and manager of the Device. This is done
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through the use of an OBT that includes the creation of an ownership context between the new
Device and the OBT tool and asserts operational control and management of the Device. The OBT
can be considered a logical entity hosted by tools/ Servers such as a network management console,
a device management tool, a network-authoring tool, a network provisioning tool, a home gateway
device, or a home automation controller. A physical device hosting the OBT will be subject to some
security hardening requirements, thus preserving integrity and confidentiality of any credentials
being stored. The tool/Server that establishes Device ownership is referred to as the OBT.

The OBT uses one of the Owner Transfer method specified in Section 7.3 to securely establish
Device ownership. The term owner transfer is used since it is assumed that even for a new Device,
the o ip i 3] U Vi Vi uy Mimate
user ¢f the new Device.

An owner transfer method establishes a new owner (the operator of OBT) that is_authoried to
manape the Device. Owner transfer establishes the following

e | An Owner Credential (OC) that is provisioned by the OBT in the /oic/sec/doxm Respurce
of the Device. This OC allows the Device and OBT to mutuatlyJauthenticate during
subsequent interactions. The OC asserts the user/system’s ownership of the Device by
recording the credential of the OBT as the owner. The OBT<als0 records the idenfity of
Device as part of ownership transfer.

e | The Device owner establishes trust in the Device through“the OTM.
e | Preparing the Device for provisioning by providing{credentials that may be needed.

52.2.1 Preparing the Device for provisioning

Once|Device ownership is established, the Deviceyheeds to be prepared for provisioning| This
could|be in the form of getting bootstrapping parameters (BP) that allow the Device to contact the
bootsfrap server (BS) and establish a secure s&ssion with the BS. The typical bootstrap parameters
are a$ follows

e | Bootstrap server (BS)/ tool metadata: This information needs to include addressing and
access mechanism/ protocellto be used to access the bootstrap server. Addrgssing
information may include Server URI or FQDN if HTTP or TCP/IP is being used to contact
the Server.

o | Bootstrapping credential (BC): This is the credential that the Device needs to use to cgntact
the BS, authenticate to the BS, and establish a secure session with the BS to rgceive
provisioning parameters from the BS. The BC may be derived from the OC depending on
the type of QC:

If the [OBT itselacts as the bootstrap server, the metadata for the bootstrap server may point to a
servige hosted-by the OBT itself. In such a scenario additional BC credentials may not be negded.

5.2.3 Provisioning for Normal Operation

Once the Devite has the necessary mformaton o mitiate provisioning, the NextStep 1S 1o provision
additional security configuration that allows the Device to become operational. This can include
setting various parameters and may also involve multiple steps. For example if the Device is to
receive its configuration from a bootstrapping server, then the provisioning may involve connecting
to the bootstrap server and receive its configuration. Also provisioning of ACL’s for the various
Resources hosted by the Server on the Device is done at this time. Note that the provisioning step
is not limited to this stage only. Device provisioning can happen at multiple stages in the Device’s
operational lifecycle. However specific security related provisioning of Resource and Property
state would likely happen at this stage at the end of which, each Device reaches the Onboarded
Device "Ready for Normal Operation" State. The "Ready for Normal Operation" State is expected
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to be consistent and well defined regardless of the specific OTM used or regardless of the
variability in what gets provisioned. However individual OTM mechanisms and provisioning steps
may specify additional configuration of Resources and Property states. The minimal mandatory
configuration required for a Device to be in "Ready for Normal Operation" state is specified in
Section 8.

5.3 Provisioning

Note that in general, provisioning may include processes during manufacturing and distribution of
the Device as weII as processes after the DeV|ce has been brought |nto |ts intended environment

es after
may

5 and

evice
s and

parameters. These parameters can include

e | Security credentials through a credential management servic€E(CMS), currently assumed
to be deployed in the same OBT.

e | Access control policies and ACLs through an ACL provisioning service (APS), currently
assumed to be deployed in the same OBT, but may be,part of AMS in future.

As mentioned, to accommodate a scalable and modulardesign, these functions are considered as
serviges that in future could be deployed as separate servers. Currently, the deployment asqumes
that these services are all deployed as part of a OBT."Regardless of physical deployment scepario,
the same security-hardening requirement) applies\to any physical server that hosts the tools and
securjty provisioning services discussed here:

Devicles are aware of their security provisioning status. Self-awareness allows them to be progctive
about] provisioning or re-provisioning sécurity Resources as needed to achieve the dgvices
operational goals.

5.3.1| Provisioning a bootstrap\service

The Device is discovered or programmed with the bootstrap parameters (BP), including the
metadata required to discover and interact with the Bootstrap server (BS). The Device is configured
with Qootstrap credential(BC) required to communicate with BS securely.

In thg Resource structure, the rowneruuid Property in the /oic/sec/pstat Resource identifigs the
bootsfrap service (BSS).

When symmefric*keys are used, the OC is used to derive the BC. However, when the DeVice is
capable of using asymmetric keys for ownership transfer and other provisioning processes,|there
may not/be a need for a cryptographic relationship between BC and OC.

Regafdtessof ow the BCis created; the commurication between Device and 8BS (anmd-potentially
other servers) must be done securely. For instance when a pre-shared key is used for secure
connection with the Device, the oic.sec.bss service includes the oic.sec.cred Resource is
provisioned with the PSK.

5.3.2 Provisioning other services

To be able to support the use of potentially different device management service hosts, each
Device Secure Virtual Resource (SVR) has an associated Resource owner. The onboarding Device,
also known as DOXS, provisions rowneruuid Properties with the appropriate provider identity.

32

© ISO/IEC 2018 - All rights reserved


https://iecnorm.com/api/?name=68f4d77aa55833872ade58a358a60cd0

ISO/IEC 30118-2:2018(E)

e Credential Management Service (CMS) : (/oic/sec/cred.rowneruuid)
e Access Manager Service (AMS) : (/oic/sec/acl.rowneruuid and /oic/sec/acl2.rowneruuid )

When these services are populated the Device may proactively request provisioning and verify
provisioning requests are authorized. Each of the services above must be performed securely and
thus require specific credentials to be provisioned. The DOXS service may initiate of any services
above by signaling the service provider Device(s) or by setting the appropriate vector in the ‘tm’
Property of the Device’s /oic/sec/pstat Resource. This will cause the Device to re-provision its
credential and or access Resources

5.3.3| Credential provisioning

Sevetlal types of credential may be configured in a /oic/sec/cred Resource. Currentlythey include
at leapt the following credential types; pairwise symmetric keys, group symmetric keys,.Certificates,
asymmetric keys and signed asymmetric keys. Keys may be provisioned by 'a CMS| (e.g.
"oic.spc.cms") or dynamically using a Diffie-Hellman key agreement protocolhor through |other
meank.

The fpllowing describe an example on how a Device can update a PSK for a secure connectjon. A
Device may discover the need to update credentials, e.g. because adecure connection attempt
fails. [The Device will then need to request credential update froma'CMS. The Device may|enter
credential-provisioning mode (e.g. /oic/sec/pstat.Cm=16) and may-configure operational mode (e.g.
/oic/spc/pstat.Om="1") to request an update to its credential Resource. The CMS responds with a
new pairwise pre-shared key (PSK).

5.3.4] Role assignment and provisioning

The $Servers, receiving requests for Resources they.host, need to examine the role asserted by
the Client requesting the Resource and compare‘that role with the constraints described in their
ACLs|corresponding to the services. Thus, a.Client Device may need to be provisioned with one
or mdre role credentials.

Each|Device holds the role information as’a Property within the credential Resource. Thug, it is
possiple that a Client, seeking a role-provisioning, enters a mode where both its credentials and
ACLs| can be provisioned (if theywvare provisioned by the same sever!). The provisijoning
modefstatus is typically indicated by the content of /oic/sec/pstat.

Once|provisioned, the Client cah assert the role it is using as described in Section 10.3.1, if|it has
a certificate role credentjal:

Alternjatively, if the sérver has been provisioned with role information for a client, or the client has
previgusly assertediroles to the server, the client can assert a specific role with the CoAP payload:

e.g. GET /allight?roleid={"role”:"Role-A"}

The dlient has no way to know in advance what roles are provisioned on the server, and| must
attempptian action and observe the server’s response. If the response is permission denief, the

earrs-thatetthe re—setveris Aot Provisto ith-the+ote—o re—A "u-ured.
If no specific role is specified in the CoAP payload, all provisioned roles are used in ACL
enforcement. When a server has multiple roles provisioned for a client, access to a Resource is
granted if it would be granted under any of the roles.

v,

5.3.5 ACL provisioning

During ACL provisioning, the Device establishes a secure connection to an APS (or bootstrap
server, if it is hosting the APS). The APS will instantiate or update Device ACLs according to the
ACL policy.
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The Device and APS may establish an observer relationship such that when a change to the ACL
policy is detected; the Device is notified triggering ACL provisioning.

The APS (e.g. rt="oic.sec.aps") may digitally sign an ACL as part of issuing a /oic/sec/sacl
Resource. The public key used by Servers to verify the signature may be provisioned as part of
credential provisioning. A /oic/sec/cred Resource with an asymmetric key type or signed
asymmetric key type is used. The PublicData Property contains the APS’s public key.

5.4 Secure Resource Manager-(SRM)

SRM plays a key role in the overall security operation. In short, SRM performs both management
of SVRR and access control for requests to access and manipulate Resources. SRM consists of 3
main functional elements:

¢ | A Resource manager (RM): responsible for 1) Loading SVRs from persistentstofage (using
PSI) as needed. 2) Supplying the Policy Engine (PE) with Resources cupon requgst. 3)
Responding to requests for SVRs. While the SVRs are in SRM memory;‘the SVRs are in a
format that is consistent with device-specific data store format. Howeyver, the RM will use
JSON format to marshal SVR data structures before be passed to PSifor storage, or ftravel
off-device.

e | A Policy Engine (PE) that takes requests for access to SVRSyand based on access cpntrol
policies responds to the requests with either "ACCESS_GRANTED" or "ACCESS_DENIED".
To make the access decisions, the PE consults the appropriate ACL and looks fof best
Access Control Entry (ACE) that can serve the requést given the subject (Device of role)
that was authenticated by DTLS.

o | Persistent Storage Interface (PSI): PSI provides a set of APIs for the RM to manipulate
files in its own memory and storage. ThesxSRM design is modular such that it mpy be
implemented in the Platform’s secure execution environment; if available.

Resource Introspection (RI) layer

Secure Resource Manager (SRM)

N PSI
. ' e e Platform Seclre
Resourc Policy Engine s storage
Mana S{M) (PE) torage (security Virtdal
X Interface (PS') Resource databgse)

Connectivity Abstraction (CA) layer

Figure 12 — OCF's SRM Architecture
5.5 Credential Overview

Devices may use credentials to prove the identity and role(s) of the parties in bidirectional
communication. Credentials can be symmetric or asymmetric. Each device stores secret and public
parts of its own credentials where applicable, as well as credentials for other devices that have
been provided by the OBT or a CMS. These credentials are then used in the establishment of
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secure communication sessions (e.g. using DTLS) to validate the identities of the participating
parties. Role credentials are used once an authenticated session is established, to assert one or
more roles for a device.
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6

Security for the Discovery Process

The main function of a discovery mechanism is to provide Universal Resource ldentifiers (URIs,
called links) for the Resources hosted by the Server, complemented by attributes about those
Resources and possible further link relations. (in accordance to Section 10 in OCF Core
Specification)

6.1

Security Considerations for Discovery

When defining discovery process, care must be taken that only a minimum set of Resources are

expos
requi
as thg

To a
disco
ACLs
of the

The
Reso

Aside
proce
disco
1.
2.

The d

on thé known Resource "/oic/res".

The ¢
Servdg

irces. (See Section 13.4)

h with viol f inform
ements of the application at hand. This includes both data included in the Resources;
corresponding metadata.

erability of each individual Resource. Instead, the Server holding the ResourCe will r
for each Resource to determine if the requester (the Client) is authorized'to"see/hand
Resources.

oic/sec/acl2 Resource contains ACL entries governing access)to the Server h

from the privacy and discoverability of Resources from ACL’ point of view, the disc
ery process:
Providing integrity protection for discovered Resources.

Providing confidentiality protection for discovered Resources that are considered sen

Chieve extensibility and scalability, this specification does not provide & mandafie on

ly on
e any

osted

overy

Ss itself needs to be secured. This specification sets, the/following requirements f¢r the

Bitive.

iscovery of Resources is done by doing a RETRIEVE operation (either unicast or mulficast)

iscovery request is sent over a nonésecure channel (multicast or unicast without DT
r cannot determine the identity of the requester. In such cases, a Server that wa

L S), a
hts to

authepnticate the Client before *tesponding can list the secure discovery URI | (e.g.
coapg://IP:PORT/oic/res ) in the insecured /oic/res response. This means the secure disdovery
URI i$ by default discoverable-hy any Client. The Client will then be required to send a separate
unicapt request using DTLS to-the secure discovery URI.
For s¢cure discovery, any.Resource that has an associated ACL2 will be listed in the respofse to
/oic/regs if and only ifthe“Client has permissions to perform at least one of the CRUDN operations
(i.e. the bitwise ORvof'the CRUDN flags must be true).
For ekample,sa\Client with Deviceld "d1" makes a RETRIEVE request on the "/door" Respurce
hosted on a-Sefver with Deviceld "d3" where d3 has the ACL2s below:
{
Toclicst2'" -
{ = | =
“subject": {"uuid": ""0685B960-736F-46F7-BECO-9E6CBD61ADC1"},
"resources": [{"href':""/door"}],
"permission”: 2, // RETRIEVE
"aceid": 1
] }
"rowneruuid”: "0685B960-736F-46F7-BECO-9E6CBD61ADC1""
}
36
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{
“aclist2": [
“subject™: {"authority”: "owner™, "role": "owner'}
"resources": [{"href':"/door"}],
"permission”: 2, // RETRIEVE
“aceid": 2
}
1.
"rowneruuid": "0685B960-736F-46F7-BECO-9E6CBD61ADC1™
3}
{
Taclist2: [
{
“subject": {"uuid": "0685B960-736F-46F7-BECO-9E6CBD61ADC1" }s
"resources": [{"href'":"/door/lock"}],
"permission”: 4, // UPDATE
"aceid": 3
|}
Trowneruuid”: "0685B960-736F-46F7-BECO-9E6CBD61ADCL™
3}
{
Taclist2: [
{
"subject": {"conntype'": "anon-clear:},
"resources": [{"href":"/light"}],
"permission”: 2, // RETRIEVE
“aceid": 4
}
Trowneruuid": "0685B960-736F-46F7-BECO-9E6CBD61ADC1™
}
The ACL indicates that Client "d1"*has RETRIEVE permissions on the Resource. Hence |when
device "d1" does a discovery on the7/oic/res Resource of the Server "d3", the response will include
the URI of the "/door" Resourcermetadata. Client "d2" will have access to both the Resolirces
ACEZ will prevent "d4" from.update.
Discojvery results delivered to d1 regarding d3'’s /oic/res Resource from the secure Interface:
L
{
Thref':~¥/door",
Trt':E'oic.r.door"],
Tif'-y["oic.if.b", "oic.11"],
'di’’: ""0685B960-736F-46F7-BECO-9E6CBD61ADCL™,
}
1
Discovery results delivered to d2 regarding d3's /oic/res Resource from the secure Interface:
L
{

"href": "/door",

"rt': [Toic.r.door"],

"1 [Toic.if.b", "oic.l1'],

"di'': ""0685B960-736F-46F7-BECO-9E6CBD61ADC1™
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3
{

“"href": "/door/lock",

"rt": [foic.r.lock],

"if": [Moic.if.b"],

“type': [Tapplication/json™, "application/exi+xml']

}
1
Discovery results delivered to d4 regarding d3's /oic/res Resource from the secure Interface:
L
{
Thref: */door/lock™,
Trt”: [Toic.r.lock™],
Tif': [Moic.if.b"],
Ttype™: [Tapplication/json™, "application/exi+xml™],
1di": "0685B960-736F-46F7-BECO-9E6CBD61ADC1"
}
1

Discojvery results delivered to any device regarding d3’s /oic/res_ReSource from the unsecure
Interface:

L
{
Tdi™: ""0685B960-736F-46F7-BECO-9E6CBD61ARCTY,
Thref': "/light",
Tre”: [Moic.r.light"],
Tif": [Toic.if.s"]
}
1
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7 Security Provisioning

7.1
Each

Device Identity
Device, which is a logical device, is identified with a device ID.

8(E)

Devices shall be identified by a Device ID value that is established as part of device onboarding.
The /oic/sec/doxm Resource specifies the Device ID format (e.g. urn:uuid). Device IDs shall be
unique within the scope of operation of the corresponding OCF network, and should be universally
unique. Device ID uniqueness within the network shall be enforced at device onboarding. A Device

OBT thll verify the chosen new device identifier does not conflict with other devices prevjously
introduced into the network.

Devid|
Reso
authe

A De

es maintain an association of Device ID and cryptographic credential using a /oic/se
irce. Devices regard the /oic/sec/cred Resource as authoritative when ver
ntication credentials of a peer device.

ice maintains its device ID in the /oic/sec/doxm Resource. It maintains.a list of crede

both [ts own and other device credentials, in the /oic/sec/cred Resource’*The device ID ¢

used
Furth

Devic

When
devic

A phy
Platfd
devic

Note:
uniqu
provig

7.1.1

When
in Se
field.
(VAIL

to distinguish between a device’s own credential, and credentials for other de
ermore, the /oic/sec/cred Resource may contain multiple credentials for the device.

e ID shall be:
Unique
Immutable
Verifiable

using manufacturer certificates, the certificate should bind the ID to the stored secret
b as described later in this section.

sical device, referred to as a Platform in OCF specifications, may host multiple Devices
rm is identified by a Platform ID~The Platform ID shall be globally unique and inserted
P in an integrity protected manner (e.g. inside secure storage or signed and verified).

An OCF Platform may have a secure execution environment, which shall be used to s
e identifiers and secrets. If a Platform hosts multiple devices, some mechanism is neeg
e each Device with.the appropriate and separate security.

Device Identity for Devices with UAID

a manufacturer certificate is used with certificates chaining to an OCF root CA (as sp€¢

Ction 7.1-1), the manufacturer shall include a Platform ID inside the certificate subje
n such'cases, the device ID may be created according to the Unique Authenticable IDe
) scheme defined in this section.

/cred
ifying

ntials,
an be
vices.

in the

. The
in the

ecure
ed to

cified
ct CN
ntifier

Fori

pnfifying and Inrnh:mfing Devices the Platform Secure Execution Environment (QFF) m

1y opt

to generate new Dynamic Public Key Pair (DPKP) for each Device it is hosting, or it may opt to
simply use the same public key credentials embedded by manufacturer; Embedded Platform
Credential (EPC). In either case, the Platform SEE will use its Random Number Generator (RNG)
to create a device identity called UAID for each Device. The UAID is generated using eitherEPC
only or the combnation of DPC and EPC if both are available. When both are available, the Platform
shall use both key pairs to generate the UAID as described in this section.

The Device ID is formed from the device’s public keys and associated OCF Cipher Suite. The

Devic

e ID is formed by:
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Determining the OCF Cipher Suite of the Dynamic Public Key. The Cipher Suite curve must
match the usage of the Algorithmldentifier used in SubjectPublicKeyInfo as intended for
use with Device security mechanisms. Use the encoding of the CipherSuite as the ‘csid’
value in the following calculations. Note that if the OCF Cipher Suite for Dynamic Public
key is different from the ciphersuite indicated in the Platform certificate (EPC), the OCF
Cipher Suite shall be used below.

From EPC extract the value of embedded public key. The value should correspond to the
value of subjectPublickey defined in SubjectPublicKeylnfo of the certificate. In the
following we refer to this as EPK. If the public key is extracted from a certificate, validate

>

|

o 230

hat the AlgorithmIdentiiier matches the expected value tor the cCipnhersuite within the
certificate.

From DPC Extract the value of the public key. The value should correspond_to the vallue of
subjectPublicKey defined in SubjectPublicKeylnfo. In the following we refer tothis as|DPK.

Using the hash for the Cipher Suite calculate:
h = hash( ‘vaid’ | csid | EPK| DPK | <other_info>)

her_info could be 1) device type as indicated in /oic/d (could ‘be read-only and det by

lanufacturer), 2) in case there are two sets of public key pairs¥(one embedded, an¢l one

namically generated), both public keys would be included,

Truncate to 128 bits by taking the first 128 bits of h
UAID = h[0:16] # leftmost 16 octets

Convert the binary UAID to a ASCII string by
USID = base27encode( UAID )

def base_N_encode(octets, alphabet):
long_int = string_to_int( octets )
text_out = *°
while long_int > O:
long_int, remainder = divmod(long_int, len(alphabet))
text_out = alphabet[remainder] + text_out
return text_out

b27chars = *ABCDEFGHJKMNPQRTWXYZ2346789"
def b27encode(octet_string):
""" Encode a octet string using 27 characters. "

retUn base_N_encode(octet_string, _b27chars )

Append the\string value of USID to ‘urn:usid:’ to form the final string
value ofdhe Device ID
urn:usidyABXW....

Whenever. the public key is encoded the format described in RFC 7250 for SubjectPublicK¢yinfo

shall pe'used.

7111
To be

Validation of UAID
able to use the newly generated Device ID (UAID) and public key pair (DPC), the device

Platform shall use the embedded private key (corresponding to manufacturer embedded public key
and certificate) to sign a token vouching for the fact that it (the Platform) has in fact generated the
DPC and UAID and thus deferring the liability of the use of the DPC to the new device owner. This
also allows the ecosystem to extend the trust from manufacturer certificate to a device issued
certificate for use in the new DPC and UAID. The degree of trust is in dependent of the level of
hardening of the device SEE.
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Dev_Token=Info, Signature(hash(info))

Signature algorithm=ECDSA (can be same algorithm as that in EPC or that possible for DPC)
Hash algorithm=SHA256

Info=UAID| <Platform ID> | UAID_generation_data | validity

UAID_generation_data=data passed to the hash algorithm used to generate UAID.

Validity=validity period in days (how long the token will be valid)

7.2 |Device Ownership

This ip an informative section. Devices are logical entities that are security endpoints‘that have an
identity that is authenticable using cryptographic credentials. A Device is ‘un-owned’ when it is first
initial|zed. Establishing device ownership is a process by which the device asserts it's identity to
an OBT and the OBT asserts its identity to the device. This exchange results in'the device changing
its ownership state, thereby preventing a different OBT from asserting administrative contro] over
the device.

The gdwnership transfer process starts with the OBT discovering a_new device that is "un-oyned"
through examination of the "Owned" Property of the /oic/sec/doxm‘\Resource of the new devitce. At
the end of ownership transfer, the following is accomplished:

1| Establish a secure session between new device and the OBT.
2] Optionally asserts any of the following:

a. Proximity (using PIN) of the OBT to the Platform.

b. Manufacturer’s certificate asserting(RPtatform vendor, model and other Platform
specific attributes.

3| Determines the device identifier.

4] Determines the device ownert.

5| Specifies the device owner (e.g. Device ID of the OBT).
6. Provisions the device-with owner’s credentials.

7| Sets the ‘Owned” state of the new device to TRUE.

7.3 |Device Owhership Transfer Methods
7.3.1] OTM_ implementation requirements

This document provides specifications for several methods for ownership transfer. Implementation
of ea
imple

All owner transfer methods (OTMs) included in this document are considered optional. Each vendor
is required to choose and implement at least one of the OTMs specified in this specification. The
OCF, does however, anticipate vendor-specific approaches will exist. Should the vendor wish to
have interoperability between an vendor-specific owner transfer method and and OBTs from other
vendors, the vendor must work directly with OBT vendors to ensure interoperability.
Notwithstanding, standardization of OTMs is the preferred approach. In such cases, a set of
guidelines is provided below to help vendors in designing vendor-specific OTMs. (See Section
7.3.6).
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The device owner transfer method (doxm) Resource is extensible to accommodate vendor-defined
methods. All OTM methods shall facilitate allowing the OBT to determine which OC is most
appropriate for a given new device within the constraints of the capabilities of the device. The OBT
will query the credential types that the new device supports and allow the OBT to select the
credential type from within device constraints.

Discover New Deavices Sequence

Onboarding Device Mew Device
HHE BB o= HHHEATHESm=)

| LS J

|
| |
Discover New Devices / :

Find new devices that are unowned. Device identifier may be obfuscated for privacy, (ot show). L\]
| N

1 1 GET foic/sec/doxm?owned=FALSE

I
]
,‘__I
] |
:__, 2R5P (. "oxms"[01 2 ], "owned" FALSE "deviceuuid": 2EAVCExxx-. ) :
-
: S :
nboarding Device Mew Device
LD BOBM0o-...) (LD AT1C300- )
Figure 13 - Discover New Device Sequence
N
Step Description G\o
Ol
1 The OBT queries to see if the new device is not yet owned.
2 The new device returns the /oic/sec/doxm Resource containing ownership status and

supported owner transfer methods. It also contains a temporal device ID that may change
subsequent to successful owner transfer. The device should supply a temporal ID to facilitats
discovery as a guest device.

Section 7.3.9 provides security considerations regarding selecting an owner transfer
method.

Table 2 - Discover New Device Details

Vendpr-specific device-owner transfer methods shall adhere to the /oic/sec/doxm Resfpurce
specification for OCs~that results from vendor-specific device owner transfer. Vendor-specific
methgds should,include provisions for establishing trust in the new device by the OBT an optipnally
establishing trust in the OBT by the new device.

The end state of a vendor-specific owner transfer method shall allow the new device to authenticate
to thef OBT and the OBT to authenticate to the new device.

Additional provisioning steps may be applied subsequent to owner transfer success leveraging the
established session, but such provisioning steps are technically considered provisioning steps that
an OBT may not anticipate hence may be invalidated by OBT provisioning.

7.3.2 SharedKey Credential Calculation

The SharedKey credential is derived using a PRF that accepts the key_block value resulting from
the DTLS handshake used for onboarding. The Server and Device OBT shall use the following
calculation to ensure interoperability across vendor products:
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SharedKey = PRF(Secret, Message);

Where:
PRF shall use TLS 1.2 PRF defined by RFC5246 section 5.
Secret is the key_block resulting from the DTLS handshake
= See RFC5246 Section 6.3
= The length of key_block depends on cipher suite.

e (e.g. 96 bytes for TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256
40 bytes for TLS_PSK_WITH_AES_128_CCM_8)

Message is a concatenation of the following:

8(E)

7.3.3

The (
certifi
to m
gene

7.3.4

Just-\
used
the o
ownhe

The @
throu

. DoxmType string for the current onboarding method (e.g. "oic.sec.doxm.jw")
e See "Section 13.1.1 OCF defined owner transfer methods for specific DoxmTypes"
. OwnerlID is a UUID identifying the device owner identifier and the device that maintains”Share
e Use raw bytes as specified in RFC4122 section 4.1.2
L] Device ID is new device’s UUID Device ID
e Use raw bytes as specified in RFC4122 section 4.1.2
SharedKey Length will be 32 octets.

. If subsequent DTLS sessions use 128 bit encryption cipher suites the leftmsot 16 octets will b
DTLS sessions using 256 bit encryption cipher suites will use all'82 octets.

Certificate Credential Generation

ertificate Credential will be used by Devices for secufe bidirectional communication,
cates will be issued by a CMS or an external certifieate authority (CA). This CA will be

ation will be specified in a later version of this\specification.

Just-Works Owner Transfer Method

vorks owner transfer method creates a‘symmetric key credential that is a pre-share
0 establish a secure connection through which a device should be provisioned for use
vner’'s network. Provisioning additiotral credentials and Resources is a typical step foll
ship establishment. The pre-shatred key is called SharedKey.

wnership transfer process starts with the OBT discovering a new device that is "un-o
ph examination of the "owned" Property of the /oic/sec/doxm Resource at the Device h

by the new device.

Once

the OBT asserts that the device is un-owned, when performing the Just-works owner trg

methgd, the OBT reliesy;on DTLS key exchange process where an anonymous Elliptic Curve

Hellm

The f
meth

an (ECDH) istused as a key agreement protocol.

d.

TLS_ECDH_ANON_WITH_AES_128 CBC_SHA256,

HKey.

b used.

The
used

tually establish the authenticity of the Devicg) v The onboarding details for certificate

d key
ithin
bwing

vned"
osted

ansfer
Diffie-

llowing ©OCF-defined vendor-specific ciphersuites are used for the Just-works owner transfer

S AORA
—TESECDHANON_WHTH_AES 256 €CBC_—SHA256

These are not registered in IANA, the ciphersuite values are assigned from the reserved area for
private use (OXFFOO ~ OxFFFF). The assigned values are OXFF0O and OxFFO1, respectively.
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Perform Just-Works Owner Transfer Method

on-boarding Device Mew Device
(UUID BOBOwoo-...) (UUID AT1C300-...)

I I
Execute Just Works Owner Transfer Method  / |

Onboarding device selects the oic.sec.oxm. jw owner transfer method and executes it. B]

. 1 POST Joic/sec/doxm {... "oxmsel"0,...} ,_:

€ 2 RSP 2.04 |

' 3 ClientHello(TLS_ECDHE _ANCN WITH AES 128 CBC_ SHA25E) ,‘_:

:{ 4 HelloWerifyRequest{cookie) |

' 5 ClientHello(TLS_ECDHE_ANCON_WITH_AES_128_CBC_SHAJSE cookie) ,_:

| ServerHello{TLS_ECDHE_AMOMN_WITH_AES_128_CEC) SHAZEE) |

i 6 ServerkKeyExchange(ECDH Publickey + ECC CurveParam) |

I ServerHelloDone() I

B .

!+ ClientkKeyExchange(ECDH Publickey) !

i ChangeCipherSpec + Finish !

lﬁ 8 ChangeCipherSpec + Finish |

T — :
Jn-boarding Device MNew Device

UUID BOBOwo-...) (UUID AT1C300-..)

Figure 14 <|A Just Works Owner Transfer Method
Step Description (-;\\()

1,2 The OBT notifies the Device that it selected the ‘Just Works’ method.

3-8 A DTLS session is established using anonymous Diffie-Hellman.

Note:{This’method assumes the operator is aware of the potential for man-in-the-middle
attatk-.and has taken precautions to perform the method in a clean-room network.

Table 3 — A Just Works Owner Transfer Method Details

7.3.4]1 Seeurity Considerations

AnonymotsBifffeHetimankeyagreementis—subfect-toaman-in-the=-middte—attacker—gse—of this
method presumes that both the OBT and the new device perform the ‘just-works’ method assumes
onboarding happens in a relatively safe environment absent of an attack device.

This method doesn’t have a trustworthy way to prove the device ID asserted is reliably bound to
the device.

The new device should use a temporal device ID prior to transitioning to an owned device while it
is considered a guest device to prevent privacy sensitive tracking. The device asserts a non-
temporal device ID that could differ from the temporal value during the secure session in which

44

© ISO/IEC 2018 - All rights reserved


https://iecnorm.com/api/?name=68f4d77aa55833872ade58a358a60cd0

ISO/IEC 30118-2:2018(E)

owner transfer exchange takes place. The OBT will verify the asserted Device ID does not conflict
with a Device ID already in use. If it is already in use the existing credentials are used to establish
a secure session.

An un-owned Device that also has established device credentials might be an indication of a
corrupted or compromised device.

7.3.5 Random PIN Based Owner Transfer Method

The Random PIN method establishes physical proximity between the new device and the OBT can
prevent man-in-the-middle attacks. The Device generates a random number that is communicated

to th

outside the scope of the definition of device owner transfer methods. The OBT and new Device
use the PIN in a key exchange as evidence that someone authorized the transfer of ewnership by

havin

aOBT over an out-of-band channel. The definition of out-of-band communications channel is

7.3.5J1 Random PIN Owner Transfer Sequence

Perform Random PIN Device

(Pnboarding Device
LILID BOBxooo-...)

j physical access to the new Device via the out-of-band-channel.

Owner Transfer Method

MNew Device
(UUID AT1C30x-. |

Execute Manufacturer Certificate Owner Transfer Method ~ /

Onhboarding device selects the oic.sec.oxm.rdp

ownertransfer method and executes it. B]

1 1 POST /foic/sec/doxm {... toxmsel™ 15

3

AN N ]

-

< 2 HSP 2.04

Compute PPSK following RFC 2898:\PPSK = PB

KDFZ(FRF, FPIM, MewDevicelD, ¢, DkLen) B]

I (199 ]

| 3 ClientHello(TLS_ESDHE_PSK_WITH_AES_128_CBC_SHAZ256)

-

:{ 4 HelloWerifyRegquest{cookie)

5 ClientHella{TLS_ECDHE_PSK_WITH_AES_128_CBC_SHAZ256,caakie)

ServerHelloDone()

| SemverHello(TLS_ECDHE_PSK_WITH_AES_128_CBC_SHAZSE)
| 7B 8enverkeyExchange(ECOH Publickey + ECC Curve Param)

l_____ Y

3

|7 ClientkeyExchange(ECDH Publickey) !

i ChangeCipherSpec + Finish »!

lr( 8 ChangeCipherSpec + Finish |

. :
Onboarding Device Mew Device

(UUID BOB:oow-..)

(UUID AT1C300¢-...)

Figure 15 — Random PIN-based Owner Transfer Method
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Step Description

1,2 The OBT notifies the Device that it selected the ‘Random PIN’ method.

8 A DTLS session is established using PSK-based Diffie-Hellman ciphersuite. The PIN is supplied
as the PSK parameter. The PIN is randomly generated by the new device then communicated
via an out-of-band channel that establishes proximal context between the new device and the
OBT. The security principle is the attack device will be unable to intercept the PIN due to a
lack of proximity.

Table 4 — Random PIN-based Owner Transfer Method Details

Ther

defingd by RFC2898 and a PIN exchanged via an out-of-band method to generate apre-s

key. T
PSK.

The PH

7.3.5

Secu

insuff
provig
allow

It is r¢g
40 bit
a7 ch
when
OBT

mess
recov|
here

the re
attach
amou
that i
equiv

hndom PIN-based device owner transfer method uses a pseudo-random function (RBH

'he PIN-authenticated pre-shared key (PPSK) is supplied to TLS ciphersuites that acq

PPSK = PBKDF2(PRF, PIN, Device ID, c, dkLen)
KDF2 function has the following parameters:

- PRF — Uses the TLS 1.2 PRF defined by RFC5246.

- PIN — obtain via out-of-band channel.

- Device ID — UUID of the new device.

* Use raw bytes as specified in RFC4122 section 4.1.2

- ¢ — Iteration count initialized to 1000
- dkLen — Desired length of the derived PSK in octets.

2 Security Considerations

ity of the Random PIN mechanism depends.en the entropy of the PIN. Using a PIN
cient entropy may allow a man-in-the-middle attack to recover any long-term credgq
ioned as a part of onboarding. In partictilar, learning provisioned symmetric key crede
b an attacker to masquerade as the onboarded device.

DF2)
hared
ept a

| with
ntials
ntials,

commended that the entropy of the PIN be enough to withstand an online brute-force dttack,

S or more. For example, a 12-digit numeric PIN, or an 8-character alphanumeric (0-9a
aracter case-sensitive alphanumeric PIN (0-9a-zA-Z). A man-in-the-middle attack (MI]
the attacker is active op-the network and can intercept and modify messages betwee

z), or
M) is
n the

And device. In the MITM-attack, the attacker must recover the PIN from the key exchange

hges in "real time", j.e., before the peers time out and abort the connection attempt. H
ered the PIN, he can complete the authentication step of key exchange. The guidance
calls for a minimum of 40 bits of entropy, however, the assurance this provides depen
sources available to the attacker. Given the paralleliziable nature of a brute force gus
, the attack-enjoys a linear speedup as more cores/threads are added. A more conser
ht of enttopy would be 64 bits. Since the Random PIN OTM requires using a DTLS ciphe
hcludes“an ECDHE key exchange, the security of the Random PIN OTM is always at
hlent.to the security of the JustWorks OTM.

aving
given
ds on
ssing
ative
rsuite
least

The

an X-

andom PIN OTM also has an option to use PBKDFZ2 to derive key material from the PIN.
The rationale is to increase the cost of a brute force attack, by increasing the cost of each guess
in the attack by a tuneable amount (the number of PBKDF2 iterations). In theory, this is an effective
way to reduce the entropy requirement of the PIN. Unfortunately, it is difficult to quantify the
reduction, since an X-fold increase in time spent by the honest peers does not directly translate to

fold increase in time by the attacker. This asymmetry is because the attacker ma

y use

specialized implementations and hardware not available to honest peers. For this reason, when
deciding how much entropy to use for a PIN, it is recommended that implementers assume
PBKDF2 provides no security, and ensure the PIN has sufficient entropy.

46

© ISO/IEC 2018 - All rights reserved


https://iecnorm.com/api/?name=68f4d77aa55833872ade58a358a60cd0

ISO/IEC 30118-2:2018(E)

The Random PIN device owner transfer method security depends on an assumption that a secure
out-of-band method for communicating a randomly generated PIN from the new device to the OBT
exists. If the OOB channel leaks some or the entire PIN to an attacker, this reduces the entropy of
the PIN, and the attacks described above apply. The out-of-band mechanism should be chosen
such that it requires proximity between the OBT and the new device. The attacker is assumed to
not have compromised the out-of-band-channel. As an example OOB channel, the device may
display a PIN to be entered into the OBT software. Another example is for the device to encode
the PIN as a 2D barcode and display it for a camera on the OBT device to capture and decode.

7.3.6

Manufacturer Certificate Based Owner Transfer Method

The n
the d
betwe

When
certifi
into o

1

7.3.6

hanufacturer certificate-based owner transfer method shall use a certificate embedde

en the device and the OBT.

peration on a user’s network. The onboarding process involves severahdiscrete steps:

Pre-on-board conditions

manufacturer certificate shall be identified by the following, properties:
i. the subject Property shall refer to the Device
ii. the credusage Property shall contain the:string "oic.sec.cred.mfgcert”
indicate that the credential contains a- manufacturer certificate
b. The manufacturer certificate chain shall be centained in the identified credential
element’s publicdata Property with the optionaldata Property containing the Trust A
c. The device shall contain a unique and imimutable ECC asymmetric key pair.
d. If the device requires authentication of.the OBT as part of ownership transfer, it is

e. User has configured the OBTrapp with network access info and account info
any).

the Device may authenticate*the OBT to verify the OBT signature.

encrypted link in accordance with the negotiated cipher suite.
1 Certificate Profites

Within the Device PKI, the following format shall be used for the subject within the certifi

Itis a
creati
Certif
or mg

nticipated thatithere may be N distinct roots for scalability and failover purposes. The v

cate Policy (CP) document and appropriate RFP documentation. Each root may issu

manufacturér may decide to request for more than one Manufacturer CAs. Each Manufactur
issuegs‘oné or more Device Sub-CAs (up to M) and issues one or more OCSP responders

If authentication fails, theDevice shall indicate the reason for failure and return to the
Ready for OTM state. M authentication succeeds, the device and OBT shall establist] an

d into

bvice by the manufacturer and may use a signed OBT, which determines the Trust. Ahchor

utilizing certificate-based ownership transfer, devices shall utilize asymmetric keys with
cate data to authenticate their identities with the OBT in the process of bringing a new device

a. The credential element of the Device’s credential Resource(/oic/sec/cred) containirg the

hchor

presumed that the OBT has been registered and has obtained a certificate for its unique
and immutable ECC asymmetric*key pair signed by the predetermined Trust Anchoy.

if

The OBT shall authenticate the Device using ECDSA to verify the signature. Additiopally

cates.
endor

ng and operating root will be approved by the OCF based on due process descrijed in

E one

re DEV>CAs, which in turn issue Manufacturer DEV CAs to individual manufacturgrs. A

er CA
up to

0). For now we can assume that revocation checking for any CA certificates is handled by
issued by the higher level CAs.
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Root CA

» h |
Manufacturer 1 Manufacturer 2
DEV CA DEVCA
ff \\ H\
e . I .
| Manufacturer 1 |: Manufacturer 1 | | Manufacturer 2
: DEV sub-CAl :I DEV sub-CA2 : Device Cerlificale
L o] L |
| 4 \d
Manufacturer 1 Gateway sub-CA
Device Certificate Certificate
Haomedgvice
Certificate

Figure 16 — Manufacturer Ceftificate Hierarchy
¢ | Root CA: C=<country where the root was created>, O=<name of root CA vendor>,
OU=0OCF Root CA, CN=0OCF (R) Device Root-CA<n>

e | DEV CA: C=<country for the DEV CA>{O=<name of root CA vendor>, OU=0OCF DEY CA,
CN=<name of DEV CA defined by root'CA vendor>

¢ | Manufacturer DEV CA: C=<country’where Manufacturer DEV CA is registered>,
O=<name of root CA vendor>,-~0OU=0CF Manufacturer DEV CA, CN=<name defined py
manufacturer><m>

e | Device Sub-CA: C=<country device sub-CA>, O=<name of root CA vendor>, OU=0(F
Manufacturer Device sub-CA, OU=<defined by Manufacturer>, CN=<defined by
manufacturer>

o | For Device Sub-CA Level OCSP Responder: C=<country of device Sub-CA>, O=<ngme
of root CA vendor>, OU=0CF Manufacturer OCSP Responder <o0>, CN=<name defired
by CA vendor >

e | Devicé cert: C=<country>, O=<manufacturer>, OU=Device,
CN==<device Type><single space (i.e., " ")><device model name>

0 The following optional naming elements MAY be included between the OU=QCF
(R} Devicesand CN—namingelements—They MAY appearinany order:
OU=chipsetID: <chipsetlD>, OU=<device type>, OU=<device model name>
OU=<mac address> OU=<device security profile>

e Gateway Sub-CA: C=<country>, O=<manufacturer>, OU=<manufacture name> Gateway
sub-CA, CN=<name defined by manufacturer>, <unique Gateway identifier generated
with UAID method>

e Home Device Cert: C=<country>, O=<manufacturer>, OU=Non-Device cert,
OU=<Gateway UAID>, CN=<device Typle>
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Technical Note regarding Gateway Sub-CA: If a manufacturer decides to allow its Gateways to act
as Gateway Sub-CA, it needs to accommodate this by setting the proper value on path-length-
constraint value within the Device Sub-CA certificate, to allow the latter sub-CA to issue CA
certificates to Gateway Sub-CAs. Given that the number of Gateway Sub-CAs can be very large a
numbering scheme should be used for Gateway Sub-CA ID and given the Gateway does have
public key pair, UAID algorithm shall be used to calculate the gateway identifier using a hash of
gateway public key and inserted inside subject field of Gateway Sub-CA certificate.

A separate Device Sub-CA shall be used to generate Gateway Sub-CA certificates. This Device
Sub-CA shall not be used for issuance of non-Gateway device certificates.

CRLs
basis

Devic
that t

When
shall

A CV
provig
A CV
other

than fhe CVC branch.

7.3.6

In org
and G
that @
to prd

The Q
authe

In the
malic

including Gatway Sub-CA certificates shall be issued on monthly basis, rather than,qus
to avoid potentially large liabilities related to Gateway Sub-CA compromise.

e certificates issued by Gateway Sub-CA shall include an OU=Non-Device ce¥, to in
ney are not issued by an OCF governed CA.

the naming element is DirectoryString (i.e., O=, OU=) either PrintableString or UTF8
be used. The following determines which choice is used:

PrintableString only if it is limited to the following subset of US'ASCII characters (as
required by ASN.1):

A'B, .., Z

a, b, .. z

0,1, ..9,
(space) ‘() +,-./:=7?

UTF8String for all other cases, e.g., subject<hame attributes with any other characte
for international character sets.

ers, system administrators, or other entities that will sign software images for the De
C CA shall not sign and issue certificates for any specialization other than code signi
words, the CVC CA shall not sign\and issue certificates that belong to any branches

2 Certificate Owner Transfer Sequence Security Considerations

er for full, mutual authentication to occur between the device and the OBT, both the d
BT must be able to trace back to a mutual Trust Anchor or Certificate Authority. This in
CF may need to obtain services from a Certificate Authority (e.g. Symantec, Verisign

BT shall authenticate the device during onboarding. However, the device is not requi
nticate the‘OBT due to potential resource constraints on the device.

cas€ where the Device does NOT authenticate the OBT software, there is the possib

vide ultimate Trust’/Anchors from which all subsequent OCF Trust Anchors are derived.

\rterly

licate

String

[S Or

C CA is used by a trusted organization«te“issue CVC code signing certificates to software

vices.
ng. In
other

evice
nplies
etc.)

ed to

lity of

ous OBT software unwittingly deployed by users, or maliciously deployed by an adve

sary,

whic

can comnromicsa natwarlkk acecacce cradantiale and/ar narcanal infarmatinn
-G OH P HHSEeHe WO« 66eSSEHe e RtatSararo—peSoH a1 o HRaHOR-
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7.3.6.3 Manufacturer Certificate Based Owner Transfer Method Sequence

Perform Manufacturer Certificate Owner Transfer Method

Onboarding Device
(UUID BOBxooot-...)

MNew Device
(UUID AT 1C300¢...)

Execute Manufacturer Certificate Owner Transfer Method

/

ks

(Cnboarding device selects the oic.sec.oxm. mfgcert owner transfer method and executes it. 'j

1 POST foic/sec/doxm {... "oxmsel"2 .}

[ N

> 2 RSP 2.04

-

The Manufacturer cert private key is used to sign handshake messages (Geftificate
attests the device manufacturer and static device attributes.

N7 5

implicitly trust it.

If device requires authentication of the on boarding device it\will resolve the
on boarding device certificate to its embedded trust anchoar=Otherwise, it will

<7

| 3 ClientHello(TLS_ECDHE_ECDSA_WITH,AES 128 CCM_B)

:{ 4 HelloWerifyRequest{cookie)

| 5 ClientHello(TLS_ECDHE_ECDSAWITH_AES_128_CCM_8,cookie)

Certificate*

A

ServerHelloDangl)

ServerHello(TLS_ECDHECECDSA WITH_AES_128_CCM_8)

ServerkeyExchangefECDH Publickey + ECC Curve Param)

Certificate™
7 ClientKeyExchange(ECDH PublickKey)
ChangeGipherSpec + Finish

8 ChangeCipherSpec + Finish

D Pl

Pnboarding Device
qL.IL.IID BOBwooo- ...

Mew Device
(UUID AT1C300c...)

Figure 17 — Manufacturer Certificate Based Owner Transfer Method Sequence
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Step Description

1,2 The OBT notifies the Device that it selected the ‘Manufacturer Certificate’ method.

8 A DTLS session is established using the device’s manufacturer certificate and optional OBT
certificate. The device’s manufacturer certificate may contain data attesting to the Device
hardening and security properties.

7.3.6.

Table 5 — Manufacturer Certificate Based Owner Transfer Method Details

4 Security Considerations

8(E)

The n
assur

The
prote

nanufacturer certificate private key is embedded in the Platform with a sufficient deg
pance that the private key cannot be compromised.

Platform manufacturer issues the manufacturer certificate and attests the,-private
ction mechanism.

The manufacturer certificate defines its uniqueness properties.

There
certifi

7.3.7
The ¢

may be multiple Device instances hosted by a Platform containing a single manufa
Cate

Vendor Specific Owner Transfer Methods
CF anticipates situations where a vendor will need to jmplement an owner transfer m

that accommodates manufacturing or Device constraints. The Device owner transfer m

resou
set of

7.3.7

rce is extensible for this purpose. Vendor-specificcowner transfer methods must adher
conventions that all owner transfer methods follew.

The OBT must determine which credential“types are supported by the Device. T
accomplished by querying the Device!sV/oic/sec/doxm Resource to identify supq
credential types.

The OBT provisions the Device withrOC(s).

The OBT supplies the Device ID\and credentials for subsequent access to the OBT.
The OBT will supply second, carrier settings sufficient for accessing the owner’s ne
subsequent to ownership establishment.

The OBT may perform-.additional provisioning steps but must not invalidate provis
tasks to be performediby a bootstrap or security service.

1 Vendor-specific Owner Transfer Sequence Example

ee of

b key

Cturer

thod
thod
e toa

his is
orted

twork

oning
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Perform Vendor Specific Device Owner Transfer Method

Onboarding Device Mew Device
(UUID BOBwoo-..) (UUID AT1C3m00- .. )

Execute Vendor Specific Owner Transfer Method  /

Cnhoarding device selects the oic.sec.oxm. <0xFFO0 - OxFFFF= owner transfer method and executes it. L\]

1 POST Joic/sec/doxm {"oxmsel":0XFFO0}

b
=

A

3 Do vendor specific owner transfer method,

e
-

I
, _2RSP 204 |
1

| RS

Onboarding Device Mew Device
(LUID BOBWoom-...) (UUID AT1C80-. )
Figure 18 — Vendor-specific Owner Transfef Sequence

Stgp Description 9\\

1,p The OBT selects a vendor-specific owner transfer method.

3 The vendor-specific owner transfer method is appli€d
Table 6 — Vendor-specifickOwner Transfer Details
7.3.7]2 Security Considerations

The v

7.3.8
Once
using

Own¢g
acces

The (
and
signa

The s

a.

endor is responsible for considering security threats and mitigation strategies.

Establishing Owner Credentials
the OBT and the new Device_have authenticated and established an encrypted conn
one of the defined OTM methods.

r credentials may cansist of certificates signed by the OBT or other authority, user ne
s information, provisioning functions, shared keys, or Kerberos tickets.

BT might then'provision the new Device with additional credentials for Device managsé
Device-to-Device communications. These credentials may consist of certificates
ures, UAIDbased on the Device public key, PSK, etc.

teps fersestablishing Device's owner credentials (OC) are detailed below:

pction

twork

bment
with

The OBT shall establish the Device ID and Device owner uuid - Figure 19

b. The OBT then establishes Device’s owner credentials (OC) - Figure 20. This can be either:

i Symmetric credential - Figure 21
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Asymmetric credential -
Asymmetric Owner Credential (OC) Assignment Sequence
On-boarding Device Mew Device
(UUID BOBxooot-...) (UUID AT1C3%00¢-...)
1 1
Provision the on-boarding device's public key and register the device's public key. (If using asymmetric credentials) Iﬁ

POST foic/sec/cred {"creds™[{..., "credtype™3", "subjectuuid":"BOBxxxxx-...", "credid":2,

| 1 "publicdata":{"encoding”:"oic. sec.encoding. pem”, "data""<ownerpub-key-pem="}. ...} ‘:

|2 RSP 204 |

| | 3 Generét Hey Pair

' 4 GET foic/sec/cred?subjectuuid="A71C3xxx-..." o

! RSP {"creds™[{..., "credtype™:32, "subjectuuid": "AF1C300..", "credid™: 1, !

i~ "publicdata”{"encoding": "oic.sec.encoding.pem”, "data":"<device-pub-key-pem="},.. .}]...} |

If certificate credential type was selected, issue a device certificate to the new device H

i T T

:, 6 FPerform asymmetric credential exchange above ‘_:

| 7 POST foic/sec/cred {"creds™:[{..., "credtype™8, "subjectuuid”:"AT1C3xxx-...", "credid"2, |

i "publicdata”{"encoding”:"oic. sec.encoding. pem”, "data”."<certificate-data-pem>"}....}], "roweneiutid";"00000000-..."} _ |

\_ 8 RSP 2.04 |
On-bgarding Device MNew Device
(UUID) BOBwooo-..) (UUID AT1C300-...)

ii. Figure 22

c.| Configure Device services. - Figure 23
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Configure Device for peer to peer interaction
Provision New Device for Peer-peer Interactions Sequence
CMS AMS New Peer
Device Device Device Device

(UUID CB5%000c...)

(UUID ABS0000¢-...)

(UUID AT 1C300c...)

(UUID CA401300¢...)

T
Prepare for Peer Device Interactions J X
| Enable ready-for-provisioning device state. ﬁ !
T 1 T ]
| 1 POST /oic/secipstat]{/dos"{"s":21] | |
\_2RSP2.04 : | |
| 3 POST Joic/sec/pstat[{fdos"{"s":2}}] | \)
\_4RSP2.04 i | |
Provision the new device with credentials to access a peer device ("CA4D0Txxx-..."). Hﬁ X
[ 1 T LA ]
| 5 POST foic/sec/cred {"::reds":[{..., "credtype”:3, "subjectuuid":"CA40 xxx-...", "credid™5, | |
L "publicdata":{"encodifig": "oic.sec. encoding.pem”, "data":"<owner-pub-key-pem>"},.J..} | X
i | “A i
. 6 RSP 2.04 , | X
[ ] f |
X 7 POST /oic/sec/cred {"creds™:[{..., "credtype”:3, "subjectuuid":"A71C3xxx-...", "credid":5] X X
' " "publicdata”:{"encodihg": "oic.sec.encoding.pem”, "data":"<owner-pub-key-pem="}, . ! !
'_BRSP2.04 ! ! !
| Provision the new device with access control entries to access a/peer device ("CA4010-..."). ﬁ |
i : Va' : |
! ! 9 POST foic/sec/acl2 {"aclist2": [... {"subject uid":"CA40 xo0x-..." | !
| 1+~ "permission”™B, "resources”:["nt""x.a.bnct]}, ], ) o |
i i _ 10 RSP 2.04 i i
| | 19 POST Joic/sec/ack2 {"aclist2® [~ {"subject""uid":"A71 C3ne-.. ", | |
i { ' "permission”6, "resources”. [*n""x.a.b.c"}.. 1.} i o
| i 12 RSP 2.04 | |
! Enableteady-for-normal-operation device state. Iﬁ !
| ] T 1 |
| | 13 POST [piclsec/pstat]{"dos"{"s"3}}] ‘_: |
| i MRSFI.04 | |
| 115 POST Jaic/sec/pstat]{"dos"{"s":3}]] | o
I 1l 1 |
| > 16 RSP 2.04 | |
T —_— T T
CMmS A AMS New Peer
Device ! Device Device Device
(UYID Ca5xwoooé... ) | | (UUID ABS10000-...) (UUID AT1C3w00¢-...) (UUID CA40 1004 ...)
d| Figure 24

These credentials may consist of certificates signed by the OBT or other authority, user network

access information, provisioning functions, shared keys, or Kerberos tickets.

The OBT might then provision the new Device with additional credentials for Device management
and Device-to-Device communications. These credentials may consist of certificates with
signatures, UAID based on the Device public key, PSK, etc.
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Establish Device Identity

On-boarding Device Mew Device
(UUID BOB0oook-...) (UUID AT1C300¢...)

Establish Device Identifiers /

Re-read owner transfer methods using the secure session and verify it is the same that was executed. B]

U
HSEHaisfsaatdexm

I
| 2RSP{. oxms"[0,12,. ] " owned" FALSE, .} |

i
-

The on hoarding device verifies the doxm properties match those retrieved before the secure cornection
was established. A mismatch in property values is treated as an authentication error.

™~

| Remember the device identifier in case it was obfuscated for anonymous devices. B]

Warify device supports Client-Directed provisioning, is in "RFOTM" state, and no defiee,state change is pending. B]

—~\ -

| Onboarding device tells new device how provisioning willie achieved. b]
© -

3 GET /oic/sec/pstat

i

E{ 4 RSP {.. "dos"{"s"1"p": FALSE}, ‘a0 X100} E

i 5 POST Joic/sec/pstat {...,"om":06A000 0100....} }__E

E{ 6 RSP 2.04 E
Onboarding device\posts the device owner UUID. I\_\]

NN

7 POST Joic/sechdoxm {... "devowneruuid": "BOBxxxxx-..."},. .}

| U
\_ 8 RSP 2.04 |

| Onboarding.device re-reads fdoxm to get the new device's persistent UUID. Iﬁ
ALY - I

9 GET foic/sec/doxm

|
: >
:__, 10 RSP | "deviceuuid":"A71C3xxx-..",. .} |
ye—— :
2N-boarding Device Mew Device
(UUID BOBsoooo- ) (UUID AT1C300e...)
Ciatra 10 Ectahlich Naoviean Idantity, Clavy
gt o—EStapv S ey eeae Rty
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Step Description
1,2 The OBT obtains the doxm properties again, using the secure session. It verifies that these
properties match those retrieved before the authenticated connection. A mismatch in
parameters is treated as an authentication error.
3,4 The OBT queries to determine if the Device is operationally ready to transfer Device
ownership.
5,6 The OBT asserts that it will follow the Client provisioning convention.
7 The-OBTassertsHselasthe-ownerofthe new Bevice by setting-the BevicebtoHs1b-
9, 10 The OBT obtains doxm properties again, this time Device returns new Device persistant
UUID.
Table 7 - Establish Device Identity Details
group
Asymmetric Owner Credential (OC) Assignment Sequence
On-bdarding Device New Device
(uuI} BOBwoox-...) (UUID AT1C3m0¢-...)
T T
Provision the on-boarding device's public key and register the device's public key. (If using.asymmetric credentials) H
T k4
!4 POST foic/seci/cred {"creds™[{..., "credtype™3", "subjectuuid":"B0Bxxxxx-..." "credid":2, !
i "publicdata":{"encoding”:"oic. sec.encoding. pem”, "data”:"<owner-pub-key-pém®"}. . ...} !
| 2RSP2.04 |
| | 3 Generate
| 4 GET /oic/sec/cred?subjectuuid="AT1C3xxx..." N
! RSP {"creds™[{..., "credtype™32, "subjectuuid" "A71E3-..", "credid"1, !
i~ "publicdata™{"encoding": "oic.sec.encoding. pem’,Jdata": "<device-pub-key-pem="}... . }]...} |
If certificate credential type was selected, issue a device certificate to the new device Iﬁ
T [SLEA] T
:J 6 Perform asymmetric credential exchange dhove ‘_:
| 7 POST foic/sec/cred {"creds™ [{. . “Cradtype™:8, "subjectuuid™:"A71 C3xxx-...", "cradid":2, |
1" "publicdata"{"encoding":"oic. $ec_ ghcoding. pem”, "data":"<certificate-data-pem="},. )], "|'0wneruuid":"OOOUOUOO-..."}‘:
\_BRSP2.04 |
On-bdarding Device New Device
(UUI} BOBXooo-...) (UUID AT1C3m00¢6-...)

See

ey Pair
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Establish Owner Credentials Sequence

On-boarding Device Mew Device
(UUID BOBOwe-.. ) (UUID AT1C300...)

Establish Owner Credentials /

Discover which credential types are supported by the new device. B]

I
! 1 GET /oic/sec/doxm >

2RSP{.. 'sct"[12481632,. ]..}

e
| 3 Select pair-wise symmetric key credential type.

| See Figure 20 - Symmetric Owner Credential Provisioning Sequence /|

| 7 -

"4 Select authentication certificate credential type.

| See Figure 21 - Asymmetric Ownership Credential Provisioning Sequence /|
i —c i

On-boarding Device Mew Device
(UUID BOBOwo:-...) (UUID AT1C300¢...)

Figure 20 — Owner Credential~Selection Provisioning Sequence
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Step Description

1,2 The OBT obtains the doxm properties to check ownership transfer mechanism supported on

the new Device.

3,4 The OBT uses selected credential type for ownership provisioning.

Table 8 - Owner Credential Selection Details

Symmetric Owner Credential (OC) Assignment Sequence

On-fjoarding Device New Device
(UUJD BOBwoo-...) (UUID AT1C300-...)
T T
Derive Ja shared symmetric key as the credential for subsequent connections with the on-boarding device. (If using symmetric credentials) Iﬁ

T 7
|

' 1 Sharedkey = PRF (MasterSecret, "oic.sec.oxm.mfgcert”, "uuid":"BOBxxxxx-...", "uuid": "A71C3xxx-...", "68")

Generate {..., "credtype™: 1, "subjectuuid™:"A71C3xxx-...", "cradid™1,

2 "privatedata”:{"encoding":"oic.sec.encoding.base64", "data"'<Sharedikey>"1,...}

POST foic/sec/ered {"creds™:[{..., "credtype™1, "subjectuuid” "BOBxxxxx-...", "credid™1,
"privatedata”:{"encoding":"oic.sec.encoding. basebd”, "data™""},. 1.}

Y

I 4 Derive SharedKey|Locally

Replace the "privajedata”

5 of received credenfial

6 RSP 2.04
On-oarding Device New Device
(UU|D BOBocook-...) (UUID AT1C306¢-..)
Figure 21 - Symmetric Owner Credential Provisioning Sequence
Step Description A\(o
1,2 The OBT uses a pseudo-random-function (PRF), the master secret resulting from the
DTLS handshake, and‘other information to generate a symmetric key credential
resource property<SharedKey.
3 The OBT creatés a credential resource property set based on SharedKey and then sends
the resource\property set to the new Device with empty "privatedata"” property value.
4,5 The néw,Device locally generates the SharedKey and updates it to the "privatedata"
property’ of the credential resource property set.
6 The new Device sends a success message.
Table 9 - Symmetric Owner Credential Assignment Details
In paftictar, if the OBT selects symmetric owner credentials:
e The OBT shall generate a Shared Key using the SharedKey Credential Calculation method
described in Section 7.3.2.
e The OBT shall send an empty key to the new Device’s /oic/sec/cred Resource, identified
as a symmetric pair-wise key.
e Uponreceipt of the OBT's symmetric owner credential, the new Device shall independently

generate the Shared Key using the SharedKey Credential Calculation method described in
Section 7.3.2 and store it with the owner credential.
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e The new Device shall use the Shared Key owner credential(s) stored via the /oic/sec/cred
Resource to authenticate the owner during subsequent connections.

Asymmetric Owner Credential (OC) Assignment Sequence

On-boarding Device New Device
(UUID BOBwoox-...) (UUID AT1C3m0¢-..)
T T
Provision the on-boarding device's public key and register the device's public key. (If using asymmetric credentials) Iﬁ

POST foic/sec/cred {"creds™:[{..., "credtype™ 3", "subjectuuid”:"BOBxxxxx-...", "credid":2,
"publicdata":{"encoding”:"oic. sec.encoding. pem”, "data";"<owner-pub-key-pem="},...1]....}

_ 2RSF2.04

|
|
|
T
i
|
&
|
|
|
|
|
|

3 Generate Hey Pair

4 GET /oic/sec/cred?subjectuuid="A71C3xxx-.."

Y

E 5 RSP {"creds™[{..., "credtype™:32, "subjectuuid" "AT1C300-...", "credid": 1,
i "publicdata”:{"encoding”: "oic.sec.encoding. pem”, "data”"<device-pub-key-pem="},.. ...}

-
€

If certificate credential type was selected, issue a device certificate to the new deyige B]

7S W

6 Perform asymmetric credential exchange above

A
Y

-

POST foic/sec/cred {"creds™[{..., "credtype"8, "subjectuuid":"A71 C3xxx-...", "credid" 2}

"publicdata”:{"encoding”: "oic.sec.encoding. permn”, "data":"<cerificate-data-pem="{ 7y H, "rowneruuid":"00000000-..."}
_ BRSP2.04
On-bdarding Device New Device
(uuI} BOBxooo-...) (UUID AT1C3w0¢-...)

Figure 22 - Asymmetric Ownership“Credential Provisioning Sequence
Y
Step Description $\'

If an asymmetric or certificate owner credential type was selected by the OBT

1,2 The OBT creates an asymmetric type credential Resource property set with its pubic
key (OC) to the new-Device. It may be used subsequently to authenticate the OBT. The
new device creates\a-credential Resource property set based on the public key
generated.

3 The new DeVice creates an asymmetric key pair.

4,5 The QBT, feads the new Device’s asymmetric type credential Resource property set
generated at step 25. It may be used subsequently to authenticate the new Device.

If certificateé owner credential type is selected by the OBT

6-8 The steps for creating an asymmetric credential type are performed. In addition, the
OBT instantiates a newly-created certificate (or certificate chain) on the new Device.

Table 10 — ASymmetric Owner Credential Assignment Details
If the OBT selects asymmetric owner credentials:

e The OBT shall add its public key to the new Device’s /oic/sec/cred Resource, identified as
an Asymmetric Encryption Key.

e The OBT shall query the /oic/sec/cred Resource from the new Device, supplying the new
Device’s UUID via the SubjectID query parameter. In response, the new Device shall return
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the public Asymmetric Encryption Key, which the OBT shall retain for future owner
authentication of the new Device.

If the OBT selects certificate owner credentials:
e The OBT shall create a certificate or certificate chain with the leaf certificate containing the
public key returned by the new Device, signed by a mutually-trusted CA, and complying
with the Certificate Credential Generation requirements defined in Section 7.3.3.

e The OBT shall add the newly-created certificate chain to the /oic/sec/cred Resource,
rdentifredasamr AsymmetricSigninmgKey-withCertificate:
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Configure Device Services

On-boarding Device Mew Device
(UUID BOBOXxKK-..) (UUID AT1C3xKx-)
i i
| Assign valid "rowneruuid” to security resources. | B]
: 1 POST foic/secidoxm {..., "rowneruuid": "BOBOXX-. "} }_:
j{ RSP0 I
: 3 POST foic/sec/pstat {..., "rowneruuid”: "BOBOXXCX-..."} }:
5_{ 4 RSP 2.04 :
E 3 POST foic/secfered {..., "rowneruuid": " CBEXXOX- ... "} }E
E_{ 6 RSP 2.04 !
i 7 POST foic/secfacl2 {..., "rowneruuid":"ABSXNK-. "} }E
i{ 8 RSP 2.04 E
Provision the new device with credentials for CMS credgntial management. Il\]
©y
E 9 F‘DST_ foic/secicred {_"u:reds:':[{..., "credtgpe"ﬁ", "subjestulid":"CBEXG-... ", "credid": 3, E
17 "publicdata™:{"encaoding”:"oic.sec.encoding. pem”, "datals" <owner-pub-key-pem="}. .1],...} >
;___: 10 RSP 2.04 :
Frovision the new device with cregéntials for AMS access management. Il\]

g

POST foic/seciered {"creds™:[{..., ‘erediype™3", "subjectuuid": "ABSXIO-. ", "credid": 4,

"publicdata”:{"encoding":"oic. sed encoding. pem”, "data":"<ownerpub-key-pem="},...}]....}

_ 12 RSP 204

Update the owned stattissDevice is now ready to move to provisioning and "RFPRO" state. b]
[ i [
' 13 POST foic/sec)doxm{{"owned": TRUE}] X
' _14 RSP 204 |
On-poarding Deyice Mew Device
(UUID BOBOXKALCA-..) (UUID AT1C3x4-.)
Figure 23 - Configure Device Services
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Step Description
1-8 The OBT assigns rowneruuid for different SVRs.
9-10 Provision the new Device with credentials for CMS
11 - 12 Provision the new Device with credentials for AMS
13- 14 Update the oic.sec.doxm.owned to TRUE. Device is ready to move to provision and
RFPRO state.
Table 11 - Configure Device Services Detail
Provision New Device for Peer-peer Interactions Sequence
CMS AMS New Peer
Device Device Device Device
(UJD CB5x000x-...) (UUID ABSX000-...) (UUID AT1C300¢ . ) (UUID CA401%004 ...)
| 1 | \ A |
Prepare for Peer Device Interactions __/ X X
Enable ready-for-provisioning device state. Iﬁ !
T 1 \\WwW |
| 1 POST Joic/sec/pstat]{idas™{"s":2}] o |
\_ 2 RSP 2.04 : | |
| 3 POST Joic/sec/pstat]{idas™{"s"2}] | o
\_4RSP2.04 ‘ | |
Provision the new device with credentials to access a peer device ["CA40Txxx-..."). ﬁ )
[ [ N [ 1
| . POST Joicisecicred {":creds":[{..., "credtype™:3, "subjectuuid""CAL0 xxx-... ", "credid™5, | |
L "publicdata”{"encoding": "oic.sec. encoding. pem”, "data’. "<owner-pub-key-pem="t. 1.1 o X
6 RSP 2.04 . X X
) 7 POST foic/seciered {"creds™:[{..., "credtype”:3, Csubjectuuid”: "AT 1C3xxx-...", "credid":5, ) )
' " "publicdata":{"encodifg": "oic.sec.encodingpam”, "data":"<owner-pub-key-pem="}..}]....} ! !
' _BRSP2.04 ! ! !
| Provision the new deyice-with access control entries to access a peer device ("CA4D10M-."). b] |
! = T v !
! ! g POST foic/sec/acl2 {"aclist2™ [... {"subject” "uuid":"CA40 T xxx-...", !
I 'pérmission™6E, "resources”:["'nt""x.a.b.c")},. ], ) o I
i ©"_10 RSP 2.04 i i
| ' 44 POST foic/sec/ack2 {"aclist2" [ .. {"subject’:"uuid":"AT1C3xxx-..", | |
i \ "permission":B, "resources":["t":"x.a.b.c"]},...]....} i o
| i 12RSP2.04 | |
( Enahble ready-for-normal-operation device state. ﬁ !
) T 1 ]
: 1 13 POST foic/sec/pstat]{"dos"{"s":3}}] ‘_: |
| i 14 RSP 2.04 | |
| 1 15 POST Jaic/sec/pstat]{"dos"{"s":3}]] | o
| i 16 RSP 2.04 | |
T — T T
CMS AMS New Peer
Device Device Device Device

(UUID C85x000c...)

(UUID ABSi00¢-...)

(UUID A7 1C300c...)

(UUID CA401300c...)

Figure 24 - Provision New Device for Peer to Peer Interaction Sequence
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Step Description

1-4 The OBT set the Devices in the ready for provisioning status by setting
oic.sec.pstat.dos to 2.

5-8 The OBT provision the Device with peer credentials

9-12 The OBT provision the Device with access control entities for peer Devices.

13 - 16 Enable Device to RFNOP state by setting oic.sec.pstat.dos to 3.

8(E)

7.3.9

An OBT and/or OBT's operator might have strict requirements for the list of OTMs tha

acceq]
when

For e
either

When
accor|

diagram above (GET /oic/sec/doxm). If step 1¢srperformed over an unauthenticated

unengq
GET
OTMS

Also,
Devid
new
inject
Thec
policy

7.4
7.4.1

Table 12 - Provision New Device for Peer to Peer Details

Security considerations regarding selecting an Ownership Transfer Method

table when transferring ownership of a new Device. Some of the factors®e be consi
determining those requirements are:

The security considerations described above, for each of the OTMs

The probability that a man-in-the-middle attacker might be present in the environment
to perform the Ownership Transfer

ample, the operator of an OBT might require that all of the Devices being onboarded sU
the Random PIN or the Manufacturer Certificate OTM.

ding to that policy, regardless of the doxm conténts obtained during step 1 from the seq

rypted connection between the OBT andcthe Device, the contents of the response
equest might have been tampered by a<man-in-the-middle attacker. For example, the
supported by the new Device might have been altered by the attacker.

e to fail. In such cases, the OBT-has no way of determining if the session failed becaus
Device doesn’t support then©OTM selected by the OBT, or because a man-in-the-n
bd such a failure into the.eemmunication between the OBT and the new Device.

urrent version of thisyspecification leaves the design and user experience related to the
mentioned above-as*OBT implementation details.

Provisioning
Provisiening Flows

As pa
OBT.
to beg
provid
and o

it are
dered

used

pport

such a local OTM policy exists, the OBT should {hy o use just the OTMs that are acceptable

ience

and/or

o the
list of

a man-in-the-middle attacker can-force the DTLS session between the OBT and thg¢ new

e the
niddle

OTM™M

rt of onboarding a new Device a secure channel is formed between the new Device and the

Subseguent to the Device ownership status being changed to ‘owned’, there is an oppo
ln prowsmmng The OBT decides how the new DeV|ce WI|| be managed gomg forwar

tunity
d and

n- gomg Device management

sioning

The Device employs a Server-directed or Client-directed provisioning strategy. The /oic/sec/pstat
Resource identifies the provisioning strategy and current provisioning status. The provisioning
service should determine which provisioning strategy is most appropriate for the network. See
Section 13.7 for additional detail.
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7.4.1.1 Client-directed Provisioning

Client-directed provisioning relies on a provisioning service that identifies Servers in need of
provisioning then performs all necessary provisioning duties.

OCF Client Led Provisioning
with a Single Service Provider

Provisioning Toal New Device

: : Find Devices to Provisi : :
| New Device is owned and supports client-led provisioning. Iﬁ
T T
11 GET Joic/sec/doxm?owned="TRUE" "_:
E{ 2 RSP [f..., "owned""FALSE", "devicewuid""A21C-E000-0000-0000",...}] :
E 3 GET /uic/sec/pstat "_E
E_l\ 4 RSP [f..., "om":"bx0000,0011", .}] E
é :Pr ision Credential R ces : = é
E PUT Joic/sec/crad [{"subjectuuid™:"uuidAPS", "credtype":"<psk=", "privatedata":"<psk>", stc...}, E
! {"subjectuuid": "uuidAMS" "credtype":"<psk=", "privatedata”."<psk>", etc...}] >
E{ 6 RSP 2.01
E 7 PUT Joic/sec/pstat [{ ... "cm"="bx0010,0000" ...}] "_E

< 8 RSP 2.04

. :Pr ision ACL Resoufces .’ .
E 9 GET_fDicfsecf_acI ["a_clist"'{_"suhjectuuid"'"uuidD1""'resnurces"'["fafl:esv_:un:e'l"], "permission™"_RUD_", "validity™:" "}, "rowneruuid™ "uuid"}, E
17 "aclist":{"subjectuuid":"uuidD2" "resources™["alresource2"], permission™"_R__ ", ...}, {Etc...}] >
| MO RSP 201 !
| 11 PUT Joic/sec/pstat [{ ... "om":"bx0000,0000", ... }] .,’_:
| ¢ 12 Closs DILS Session )

Provisjaning Tool New Deyice |

Figure 25.<-Example of Client-directed provisioning
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Step Description

1 Discover Devices that are owned and support Client-directed provisioning.

2 The /oic/sec/doxm Resource identifies the Device and it's owned status.

3 PT obtains the new Device’s provisioning status found in /oic/sec/pstat Resource

4 The pstat Resource describes the types of provisioning modes supported and which is
currently configured. A Device manufacturer should set a default current operational mode
(om). If the Om isn’t configured for Client-directed provisioning, its om value can be

herrged-

5 - 6] Change state to Ready-for-Provisioning. cm is set to provision credentials and ACLs.

7 - 8| PT instantiates the /oic/sec/cred Resource. It contains credentials for the provisioned
services and other Devices

9-1p cm is set to provision ACLs.

11 -p2 PT instantiates /oic/sec/acl Resources.

13 -14 The new Device provisioning status mode is updated to reflect that ACLs have been
configured. (Ready-for-Normal-Operation state)

15 The secure session is closed.

Table 13 — Steps describing Client -directed provisioning

7.4.1f2 Server-directed Provisioning

Servgr-directed provisioning relies on the Server(i.e. New Device) for directing much
provigioning work. As part of the onboarding process the support services used by the Server tg
additipnal provisioning are provisioned. The New'Device uses a self-directed, state-driven app
to analyze current provisioning state, and tries to drive toward target state. This example assu

singlg support service is used to provision.the new Device.

pf the

seek
roach
mes a
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OCF Server Led Provisioning
with a Single Service Provider

Provisioning Toal New Device

| 7 I

: :Determine Self-provisioning is led :.
| Precondition: Device is owned and supports device-led provisioning
T T
i | 1 Verify foic/sec/doxm. owned=TRUE
| i 2 Verify foic/sec/doxm. om=hx0000,0001
| ! 3 Verify foic/sec/pstat.tm=hxQ000 0000
| | 4 Verify foic/sec/psta.ci=bx0011,1100
‘ : Begin Server Led Provisioning - Single Provisioning Service :. : ==
Mew device obtains provisioning from provisioning semvices Iﬁ
1 s ~
' 3 Open as secure session with Provisioning Toal ol
| | 6 foic/sec/pstat.cm=hbx0011 000|
: :Ohlain Credential Resources for this Device :. -

7 GET Joic/sec/cred

id":" "credtype":™", Ete.. },

credtype”:"1" Ete... ),
8 {"credid "" "credtype”."1" Etc... },
{" credid ":"3", "subjectuuid”; "uuidD1","roleid" redtype”"1" Ete... |,
{" credid ":"4", "subjectuuid"; "uuidD2" "roleid":"" "credtype":"1" Etc... },
{ Etc...}]

9 foic/sec/pstat.cm=hbx0010 000

: Obtain ACL Resoufces for this Device :.

A~

10 GET /oic/sec/acl

RSP [{"subjectuuid":"uuidD1" "resource” ["/a/resourcel"], "perfission™"_RUD_", "validity"" ", "rowneruuid":"oic.sec.aps"}, |
11 {"subjectuuid” "uuidD2" "resource”:["/afresource2"], "permission™:"_R__ ", ..}, |
{Etc..}] !

| 12 foic/sec/pstat. crn=hx0000 00

=

13 Close DTLS Session

Figurle 26 — Example of\Server-directed provisioning using a single provisioning servife
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Step Description

1 The new Device verifies it is owned.

2 The new Device verifies it is in self-provisioning mode.

3 The new Device verifies its target provisioning state is fully provisioned.

4 The new Device verifies its current provisioning state requires provisioning.

5 The new Device initiates a secure session with the provisioning tool using the /oic/sec/doxm.
DevOwner value to open a TLS connection using SharedKey.

7 The new Device updates Cm to reflect provisioning of bootstrap and other services.

8-9 The new Devices gets the /oic/sec/cred Resources. It contains credentials for the provisioned
services and other Devices.

10 The new Device updates Cm to reflect provisioning of credential Resources.

11 —|12 | The new Device gets the /oic/sec/acl Resources.

13 The new Device updates Cm to reflect provisioning of ACL Resources.

14 The secure session is closed.

Tdble 14 — Steps for Server-directed provisioning usjing a single provisioning servi

7.4.1)3 Server-directed Provisioning Involving Multipl€ Support Services

A Serper-directed provisioning flow, involving multipte'support services distributes the provis
work pcross multiple support services. Employing multiple support services is an effective
distriute provisioning workload or to deploy” specialized support. The following ex
demopstrates using a provisioning tool to configure two support services, a credential manag

suppqgrt service and an ACL provisioning support service.

ce

oning
ay to
mple
ment
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OCF Server Led Provisioning
with Multiple Service Providers

Credential ACL
Prowisioning Mew Management Prowisioning
Toal Device Service Service

: Determine Self-provisioning is needed :.

Precondition: Device is owned and supports server-led provisioning Iﬁ

T | |
1 1 Werify foic/sec/doxm.owned=TRUE | |

H 2 “erify foic/sec/doxm.om=bx0000 0000
A—

' 3 Werify foic/sec/pstat.tm=hbx0000,0000

4 “erify foic/sec/pstat.crn=bx0011,1100

: Begin Device Led Provisioning - Multiple Provisioning Services :.

' _ 5 Open a secure session with Provisioning Tog] !

' 6 GET foic/sec/cred !

RSP [{"credid™:"0", "subjectuuid":"uuidBSS3", \
i redtype”:"1", Etc... }, '
, "subjectuuid”: "uuidAPS", |
credtype™:"1", Etc... }, }
"subjectuuid”:"uuidCMS", '

credtype":"1", Etc... },
, "subjectuuid”: "uuidAMS",
. Etc... 1

{"credif":
"roledid”:"" "credtiype”:

8 foic/sec/pstat.cm=hbx0011 Q000

9 Close DTLS session !

: Obtain Credential Resources for Dévice Interactions :.

Mew device obtains credentials fram its assigned Credential Provisioning Service Iﬁ

T %

| 10 Open DTAS session with CMS

11 GEReic/sec/cred?CradID = 3

i RSP {"credid":"4", "subjectuuid":"uuidD1",
| credtype™:"1", Etc... },

o> 12 ["cre 5", "subjectuuid”: "uuidD2",

: credtype™ ™", Etc... },

{ Etc...}]

' 13 foic/sec/pstat. cm=bx0010 0000

| 14 Close DTLS Session

: Obtain ACL Resources for Device Interactions :.

Mew device obtains ACLs from its assigned ACL Provisioning Semice Iﬁ

' 15 Open DTLS session with APS ! !

' 16 GET foic/secfacl ! !

! RSP ["aclist":[{"subjectuuid™: "uuidD1" "resdurce™ ["fafresourcel”], !
[T "permission™:"_RUD_", "validity "H. "rowneruuid”:"oic.sec.aps”}],

"aclist™ [{"subjectuuid”:"uuidD2" "resource | ["fafresource2”],
"permission”:"_R T R = ) !

' 18 GET foic/sec/sacl ! !

! RSP ["aclist™[{"subjectuuid™ "uuidD3" "resource™["fa/resource3”], |
49 "permission™:"_RUD_", "validity™:" "}], "rowneruuid”: "oic.sec.aps”},
| “aclist™ [{"subjectuuid”: "uuidD4" "resource|:["/alfresourced "], |
! permission™.”_K____ ", 1], "signature”. " <SIGNATURE="] T

! 20 GET foic/secfamacl ! !

' 21 RSP ["resource": [{"fafresourceS"}, {fafresourceE}, {"fafresources"}] '

' 22 foic/sec/pstat. cm=hbx0000 0000

23 Close DTLS Session

Prowvisioning Mew Credential ACL
Tooal Device Management Frowvisiaoning
Service Service

Figure 27 — Example of Server-directed provisioning involving multiple support services
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Step Description

1 The new Device verifies it is owned.

2 The new Device verifies it is in self-provisioning mode.

3 The new Device verifies its target provisioning state is fully provisioned.

4 The new Device verifies its current provisioning state requires provisioning.

5 The new Device initiates a secure session with the provisioning tool using the /oic/sec/doxm.

DevOwner value to open a TLS connection using SharedKey.

6 The new Device updates Cm to reflect provisioning of support services.

7 The new Device closes the DTLS session with the provisioning tool.

8 The new Device finds the CMS from the /oic/sec/cred Resource, rowneruuid preperty and
opens a DTLS connection. The new device finds the credential to use from the-/oic/sec/cred
Resource.

9 —10 The new Device requests additional credentials that are needed for interaction with other
devices.

11 The new Device updates Cm to reflect provisioning of credential.LReSources.

12 The DTLS connection is closed.

13 The new Device finds the ACL provisioning and management service from the /oic/sec/acl2

Resource, rowneruuid property and opens a DTLS connection. The new device finds the
credential to use from the /oic/sec/cred Resource:

14 —|15 | The new Device gets ACL Resources that it will use to enforce access to local Resources.

16 —|18 | The new Device should get SACL Resources immediately or in response to a subsequent
Device Resource request.

19 —[20 | The new Device should also get a'list of Resources that should consult an Access Manager for
making the access control decision.

21 The new Device updates:Cm 'to reflect provisioning of ACL Resources.

22 The DTLS connection isclosed.

Tdble 15 — Steps for\Server-directed provisioning involving multiple support services

7.5 PBootstrap Example
This gection is-left'intentionally blank.
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8

Device Onboarding State Definitions

As explained in Section 5.2, the process of onboarding completes after the ownership of the Device
has been transferred and the Device has been provisioned with relevant configuration/services as
explained in Section 5.3. The diagram below shows the various states a Device can be in during
the Device lifecycle.

The /pstat.dos.s property is RW by the /pstat resource owner (e.g. ‘doxs’ or ‘bss’ service) so that
the resource owner can remotely update the Device state. When the Device is in RFNOP or RFPRO,
ACLs can be used to allow remote control of Device state by other Devices. When the Device state

is SRESET the Device owner credential may be the onty indication of authorization 1o acce
Devicle. The Device owner may perform low-level consistency checks and re-provisioning
the Device suitable for a transition to RFPRO.

( RFPRO

.

RFOTM [PROVISION ING_NEEDED]

entry / pstat.dos.p = TRUE;
pstatdos.s= RFPRO
do / If from CLEANUP_SUCCEEDED
[OTM_SUCCEEDED] ) Then do SVR consistency check PrOVSINAIG SUCCEEDED]
/ exit / pstat.dos.p = FALSE

entry / pstat.dos.p = TRUE; J

bs the
0 get

RFNOP

[HARD_RESET_NEEDED] \(

pstat.dos.s = RFOTM

N

[HARD_RESET_SUCCEEDED]

do / Hoxm.deviced = NEW_UUID [SOFT_RESET_NEEDEf] entry / pstat.dos.p = TR
exit | pstat.dos.p = FALSE pstat.dos.s = RFNOP
T [OTM_é:ED] [HARD_RESET_NEEDED] exltf pstat dos.p = FALY

UE;

E

[SOFT_RESET NEEDED]

(

RESET (Hard)

entry | pstat.dos.p = TRUE;

do / Delete SVR content ( SRESET

exit/ pstat.dos.p = FALSE pstat.dos.s = SRESET

As sHown in the, diagram, at the conclusion of the provisioning step, the Device comes
"Ready for Normal Operation" state where it has all it needs in order to start interoperatin
other[Devjces. Section 8.1 specifies the minimum mandatory configuration that a Device sha
in orc1er to-be considered as "Ready for Normal Operation".

[CLEANUP_SUCCEEDED]

\

pstat.dos.s = RESET

[HARD\BESET_NEEDED]
Lbad mir default SVR content entry / pstat.dos.p = TRUE;

do / pstat.om = CLENT_DIRECTED
exit / pstat.dos.p = FALSE

Figure 28 — Device state model

n the
) with
| hold

In the event of power loss or Device failure, the Device should remain in the same state that it was
in prior to the power loss / failure

If a Device or resource owner OBSERVESs /pstat.dos.s, then transitions to SRESET will give early
warning notification of Devices that may require SVR consistency checking.

In order for onboarding to function, the Device shall have the following Resources installed:

1. /oic/sec/doxm Resource
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/oic/sec/pstat Resource

/oic/sec/cred Resource

The values contained in these Resources are specified in the state definitions below.

8.1

Device Onboarding-Reset State Definition

8(E)

The /pstat.dos.s = RESET state is defined as a "hard" reset to manufacturer defaults. Hard reset
also defines a state where the Device asset is ready to be transferred to another party.
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[atform manutacturer should provide a physical mechanism (e.9g. button) that forces
rm reset. All Devices hosted on the same Platform transition their Device states tonRE|
the Platform reset is asserted.

bllowing Resources and their specific properties shall have the value as specified.
he "owned" Property of the /oic/sec/doxm Resource shall transition to FALSE.
he "devowneruuid" Property of the /oic/sec/doxm Resource shall be nibUUID.

ne "devowner" Property of the /oic/sec/doxm Resource shall bexnilUUID, if this Proper
plemented.

ne "deviceuuid" Property of the /oic/sec/doxm Resource shall be reset to the manufact
efault value.

he "deviceid" Property of the /oic/sec/doxm Resouree shall be reset to the manufacture

default value, if this Property is implemented.

e "sct" Property of the /oic/sec/doxm Resource shall be reset to the manufacturer’s de
llue.

he "oxmsel" Property of the /oic/sec/doxm Resource shall be reset to the manufacturer
pfault value.

he "isop" Property of the /oic/see/pstat Resource shall be FALSE.

e "dos" of the /oic/sec/pstat Resource shall be updated: dos.s shall equal "RESET" st

amd dos.p shall equal "FALSE".

10. T
"

11. T
"G

12.T
m

e current provisioning mode Property - "cm" of the /oic/sec/pstat Resource shall be
0000001".

e target pfovisioning mode Property - "tm" of the /oic/sec/pstat Resource shall be
0000010™

e operational modes Property - "om" of the /oic/sec/pstat Resource shall be set to the

SET

y is

rer's

bfault

ate

|anufacturer default value.

13. The supported operational modes Property - "sm" of the /oic/sec/pstat Resource shall be set
to the manufacturer default value.

14. The "rowneruuid" Property of /oic/sec/pstat, /oic/sec/doxm, /oic/sec/acl, /oic/sec/amacl,
/oic/sec/sacl, and /oic/sec/cred Resources shall be nil UUID.
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8.2

Device Ready-for-OTM State Definition

The following Resources and their specific properties shall have the value as specified for an
operational Device that is ready for ownership transfer

1.

. The /oic/sec/cred Resource should contain credential(s) if required by the selected OTM

The "owned" Property of the /oic/sec/doxm Resource shall be FALSE and will transition to
TRUE.

The "devowner" Property of the /oic/sec/doxm Resource shall be nil UUID, if this Property is
implemented.

The "devowneruuid" Property of the /oic/sec/doxm Resource shall be nil UUID.

The "deviceid" Property of the /oic/sec/doxm Resource may be nil UUID, if this Property
implemented. The value of the "di" Property in /oic/d is undefined.

S

he

—

The "deviceuuid" Property of the /oic/sec/doxm Resource may be nil UUID.\The value of
"di" Property in /oic/d is undefined.

The "isop" Property of the /oic/sec/pstat Resource shall be FALSE.

The "dos" of the /oic/sec/pstat Resource shall be updated: dos.s\shall equal "RFOTM" state
and dos.p shall equal "FALSE".

The "cm" Property of the /oic/sec/pstat Resource shall be-*00XXXX10".

The "tm" Property of the /oic/sec/pstat shall be "00XXXX00".

Device Ready-for-Provisioning State Definition

The fpllowing Resources and their specific properties shall have the value as specified whgn the

Devicle is ready for additional provisioning:

The "owned" Property of the /oic/sec/doxm Resource shall be TRUE.
Thhe "devowneruuid” Property 0f'the /oic/sec/doxm Resource shall not be nil UUID.

The "deviceuuid" Property-of the /oic/sec/doxm Resource shall not be nil UUID and shal| be
set to the value that was determined during RFOTM processing. Also the value of the "dji"
Property in /oic/d Resource shall be the same as the deviceid Property in the /oic/sec/dgxm
Rgsource.
T

he "oxmsel")Property of the /oic/sec/doxm Resource shall have the value of the actual PTM
uged duriggyownership transfer.

The 'isop" Property of the /oic/sec/pstat Resource shall be FALSE.
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and dos.p shall equal "FALSE".

aLc

The "cm" Property of the /oic/sec/pstat Resource shall be "00XXXX00".
The "tm" Property of the /oic/sec/pstat shall be "00XXXX00".
The "rowneruuid" Property of every installed Resource shall be set to a valid Resource owner

(i.e. an entity that is authorized to instantiate or update the given Resource). Failure to set a
rowneruuid or rowner (at least one of the two) may result in an orphan Resource.
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10. The /oic/sec/cred Resource shall contain credentials for each entity referenced by an
rowneruuid, amsuuid, devowneruuid.

8.4 Device Ready-for-Normal-Operation State Definition

8(E)

The following Resources and their specific properties shall have the value as specified for an
operational Device Final State

1. The "owned" Property of the /oic/sec/doxm Resource shall be TRUE.

2. The "devowneruuid" Property of the /oic/sec/doxm Resource shall not be nil UUID.

3. T
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onboarding (but should not require use of an owner transfer method /doxm.oxms).

The C
suffic

amd dos.p shall equal "FALSE".

ne "deviceuuid" Property of the /oic/sec/doxm Resource shall not be nil UUID and shal
t to the ID that was configured during OTM. Also the value of the "di" Property in/oic/
all be the same as the deviceuuid.

ne "oxmsel" Property of the /oic/sec/doxm Resource shall have the value gftthe actual
ed during ownership transfer.

he "isop" Property of the /oic/sec/pstat Resource shall be TRUE.

e "dos" of the /oic/sec/pstat Resource shall be updated: dos.s\shall equal "RFNOP" s

ne "cm" Property of the /oic/sec/pstat Resource shall be-*"00XXXX00" (where "X" is
terpreted as either 1 or 0).

e "tm" Property of the /oic/sec/pstat shall be "00XXXX00".

ne "rowneruuid" Property of every installed Résource shall be set to a valid resource o
e. an entity that is authorized to instantiate,or update the given Resource). Failure to
wneruuid or rowner (at least one of thetwo) may result in an orphan Resource.

e /oic/sec/cred Resource shall contain credentials for each service referenced by a
wneruuid, amsuuid, devowneruuid:

bvice Soft Reset State Definition

oft reset state is defined(e.g. /pstat.dos.s = SRESET) where entrance into this state n
evice is not operational but remains owned by the current owner. The Device ma
ET by authenticating\to an OBT (e.g. "rt" = "oic.r.doxs") using the OC provided during of

BT should perform a consistency check of the SVR and if necessary, re-provision them

ently to allew the Device to transition to RFPRO.
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Soft Reset Example
Obt Svr

: Sanity Check Svr Resources :

1 UPDATE Svr:State=5RESET |

' 2 Verify Obt is authorized

[ Authorization avicts if the role includes 'oic cac suc doxs' )

1
alt [If Obt credential is corrupted)
| 3 Svr:State=RESET

[Else Continue]
| 4 READ all SVRs

|

|

L)
r

|

|

i 5 All SVRs

Obt runs a consistency check on Security Virtual Resources (SVR). BL

T\ .
|OOE / [If an SVR is corrupted] X

| 6 DELETE SVR X
' 7 UPDATE SVR

I .y (

TS
T

I
| 8 UPDATE Svr:State=RFPRO ¢

e 29 — OBT Sanity Check Sequence inSRESET

BT should perform a sanity check of:SVRs before final transition to RFPRO Device st
evice’s OBT credential cannot be found or is determined to be corrupted, the Device

BT. This mitigates denial-of-service attacks that may be attempted by non-OBT Device

in SRESET, the following:Resources and their specific Properties shall have the valy
ied.

e "owned" Property.of the /oic/sec/doxm Resource shall be TRUE.

he "devowneruuid" Property of the /oic/sec/doxm Resource shall remain non-null.

hed"deviceuuid" Property of the /oic/sec/doxm Resource shall remain non-null.

ate. If
state

tions to RESET. The Device should remain in SRESET if the OBT credential fails to vallidate

S.

es as

ne "devowner" Property of the /oic/sec/doxm Resource shall be non-null, if this Propgrty is
implemented.

The "deviceid" Property of the /oic/sec/doxm Resource shall remain non-null.

The "sct" Property of the /oic/sec/doxm Resource shall retain its value.

The "oxmsel" Property of the /oic/sec/doxm Resource shall retains its value.

The "isop" Property of the /oic/sec/pstat Resource shall be FALSE.

The /oic/sec/pstat.dos.s Property shall be SRESET.
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10. The current provisioning mode Property - "cm" of the /oic/sec/pstat Resource shall be
"00000001".

11. The target provisioning mode Property - "tm" of the /oic/sec/pstat Resource shall be
"00XXXX00".

12. The operational modes Property - "om" of the /oic/sec/pstat Resource shall be ‘client-directed
mode’.

13. The supported operational modes Property (/pstat.sm) may be updated by the Device owner

Alca - DONC)
LAY e an =4 W ye vw g i

14. The "rowneruuid" Property of /oic/sec/pstat, /oic/sec/doxm, /oic/sec/acl, /oie/sed/acl2,
/dic/sec/amacl, /oic/sec/sacl, and /oic/sec/cred Resources may be reset by the Device pwner
(gka DOXS) and re-provisioned.
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9  Security Credential Management

This section provides an overview of the credential types in OCF, along with details of credential
use, provisioning and ongoing management.

9.1 Credential Lifecycle

OCF credential lifecycle has the following phases: (1) creation, (2) deletion, (3) refresh, (4)
issuance and (5) revocation.

9.1.1 Creation

Devicles may instantiate credential Resources directly using an ad-hoc key exchange method such
as Diffie-Hellman. Alternatively, a CMS may be used to provision credential Resoureces {o the
Devi

The tredential Resource maintains a resource owner Property (/oic/sec/cred.Rowner] that
identifies a CMS. If a credential was created ad-hoc, the peer Device involved in the Key Exclhange
is corlsidered to be the CMS.

Credgntial Resources created using a CMS may involve specialized credential issuance profocols
and messages. These may involve the use of public key infrastructure(PKI) such as a certificate
authority (CA), symmetric key management such as a key distripution centre (KDC) or as part of
a proyisioning action by a provisioning, bootstrap or onboarding service.

9.1.2| Deletion

The CMS can delete credential Resources or the Deyvice (e.g. the Device where the credential
Resolirce is hosted) can directly delete credential Resaurces.

An eXpired credential Resource may be deleted to\manage memory and storage space.
Deletjon in OCF key management is equivalent to credential suspension.

9.1.3| Refresh
Credgntial refresh may be performed(with the help of a CMS before it expires.

The method used to obtain the.cfedential initially should be used to refresh the credential.

The /pic/sec/cred Resource ‘supports expiry using the Period Property. Credential refresh mfay be
appligd when a credential.is about to expire or is about to exceed a maximum threshold for |bytes
encrypted.

A creldential refresfr'method specifies the options available when performing key refreshl The
Periofl Property.informs when the credential should expire. The Device may proactively obtain a
new ¢redential_using a credential refresh method using current unexpired credentials to regfresh
the existing credential. If the Device does not have an internal time source, the current time should
be obrained from a CMS at regular intervals.

Alternatively, a CMS can be used to refresh or re-issue an expired credential unless no trusted
CMS can be found.

If the CMS credential is allowed to expire, the BSS or onboarding service may be used to re-
provision the CMS. If the onboarding established credentials are allowed to expire the Device will
need to be re-onboarded and the device owner transfer steps re-applied.

If credentials established through ad-hoc methods are allowed to expire the ad-hoc methods will
need to be re-applied.

All Devices shall support at least one credential refresh method.
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Revocation

8(E)

Credentials issued by a CMS may be equipped with revocation capabilities. In situations where
the revocation method involves provisioning of a revocation object that identifies a credential that
is to be revoked prior to its normal expiration period, a credential Resource is created containing
the revocation information that supersedes the originally issued credential. The revocation object
expiration should match that of the revoked credential so that the revocation object is cleaned up

upon

expiry.

It is conceptually reasonable to consider revocation applying to a credential or to a Device. Device

revoc

tion asserts all credentials associated with the revoked Device should be consider

d for
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9.2.2

ption. Device revocation is necessary when a Device is lost, stolen or compromised. De
dentials on a revoked Device might not be possible or reliable.
Credential Types

oic/sec/cred Resource maintains a credential type Property that ,SUpports s¢
graphic keys and other information used for authentication and data’ protection

letion

everal
The

ntial types supported include pair-wise symmetric keys, group symmetric keys, asyminetric

ntication keys, certificates (i.e. signed asymmetric keys) and~ shared-secrets
assword).

Pair-wise Symmetric Key Credentials

vise symmetric key credentials have a symmetric key in common with exactly one othe
e. A CMS might maintain an instance of the symmetricckey. The CMS is trusted to iss
ion pair-wise keys and not misuse it to masquerade.as one of the pair-wise peers.

vise keys could be established through ad-hoc key agreement protocols.
rivateData Property in the /oic/sec/cred Resource contains the symmetric key.

ublicData Property may contain a token-encrypted to the peer Device containing the
ey.

ptionalData Property may contain revocation status.

Device implementer should,>apply hardened key storage techniques that ensur
eData remains private.

evice implementer.should apply appropriate integrity, confidentiality and access prot

(i.e.

peer
ue or

pair-

e the

pction

/oic/sec/cred, /@ic/sec/crl, /oic/sec/roles, /oic/sec/csr Resources to prevent unauthorized

cations.

Group Symmetric Key Credentials

Group keys are’symmetric keys shared among a group of Devices (3 or more). Group key
for efficient sharing of data among group participants.

used

S are

up.

Group keys are distributed with the aid of a CMS. The CMS is trusted to issue or provision group
keys and not misuse them to manipulate protected data.

The PrivateData Property in the /oic/sec/cred Resource contains the symmetric key.

The PublicData Property may contain the group name.

The OptionalData Property may contain revocation status.
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The Device implementer should apply hardened key storage techniques that ensure the
PrivateData remains private.

The Device implementer should apply appropriate integrity, confidentiality and access protection
of the /oic/sec/cred, /oic/sec/crl, /oic/sec/roles, /oic/sec/csr Resources to prevent unauthorized
modifications.

9.2.3 Asymmetric Authentication Key Credentials

Asymmetric authentication key credentials contain either a public and private key pair or only a
public_key. The private key is used to sign Device authentication challenges. The public key is
used fo verify a device authentication challenge-response.

The HrivateData Property in the /oic/sec/cred Resource contains the private key.
The HublicData Property contains the public key.
The QptionalData Property may contain revocation status.

The Pevice implementer should apply hardened key storage techniques that ensurge the
PrivaieData remains private.

Devicles should generate asymmetric authentication key pairs intetnpally to ensure the private key
is only known by the Device. See Section 9.2.3.1 for when it is'necessary to transport privaie key
matetfial between Devices.

The Pevice implementer should apply appropriate intedrity, confidentiality and access protégction
of thg /oic/sec/cred, /oic/sec/crl, /oic/sec/roles, /oic/Sec/csr Resources to prevent unauthorized
modifjcations.

9.2.3]1 External Creation of Asymmetric Authientication Key Credentials

Devicles should employ industry-standard high-assurance techniques when allowing off-devige key
pair greation and provisioning. Use of such*key pairs should be minimized, particularly if the key
pair i$ immutable and cannot be changed*or replaced after provisioning.

When used as part of onboarding;these key pairs can be used to prove the Device possessés the
manufacturer-asserted properties)’in a certificate to convince an OBT or a user to gccept
onboarding the Device. See Section 7.3.3 for the owner transfer method that uses such a certificate
to authenticate the Device, and then provisions new network credentials for use.

9.2.4] Asymmetric Key Encryption Key Credentials
The asymmetric key-encryption-key (KEK) credentials are used to wrap symmetric keys |when
distrilputing or storinig the key.

The HrivateData Property in the /oic/sec/cred Resource contains the private key.

The HublicData Property contains the public key.

The OptionalData Property may contain revocation status.

The Device implementer should apply hardened key storage techniques that ensure the
PrivateData remains private.

The Device implementer should apply appropriate integrity, confidentiality and access protection
of the /oic/sec/cred, /oic/sec/crl, /oic/sec/roles, /oic/sec/csr Resources to prevent unauthorized
modifications.
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9.2.5 Certificate Credentials

Certificate credentials are asymmetric keys that are accompanied by a certificate issued by a CMS
or an external certificate authority (CA).

A certificate enrolment protocol is used to obtain a certificate and establish proof-of-possession.
The issued certificate is stored with the asymmetric key credential Resource.

Other objects useful in managing certificate lifecycle such as certificate revocation status are
associated with the credential Resource.

Eithef an asymmetric key credential Resource or a self-signed certificate credential is_uged to
terminate a path validation.

The HrivateData Property in the /oic/sec/cred Resource contains the private key,
The HublicData Property contains the issued certificate.
The QptionalData Property may contain revocation status.

The Pevice implementer should apply hardened key storage techniques that ensurge the
PrivaieData remains private.

The Device implementer should apply appropriate integrity, cenfidentiality and access protection
of the /oic/sec/cred, /oic/sec/crl, /oic/sec/roles, /oic/sec/esr*Resources to prevent unauthorized
modifjcations.

9.2.6| Password Credentials
Shargd secret credentials are used to maintain a PIN or password that authorizes Device afcess
to a fpreign system or Device that doesn’t support any other OCF credential types.

The RrivateData Property in the /oic/sec/cred Resource contains the PIN, password and |other
valuep useful for changing and verifying\the password.

The HublicData Property may contain-the user or account name if applicable.
The QptionalData Property may;contain revocation status.

The Pevice implementefsshould apply hardened key storage techniques that ensure the
PrivateData remains private.

The Device implementer should apply appropriate integrity, confidentiality and access protgction
of thg /oic/sec/ened, /oic/sec/crl, /oic/sec/roles, /oic/sec/csr Resources to prevent unauthgrized
modifjcations

9.3 [ertificate Based Key Management

9.3.1 Overview

To achieve authentication and transport security during communications in OCF network,
certificates containing public keys of communicating parties and private keys can be used.

The certificate and private key may be issued by a local or remote certificate authority (CA) when
a Device is deployed in the OCF network and credential provisioning is supported by a CMS
(Credential Management Service). For the local CA, a certificate revocation list (CRL) based on
X.509 is used to validate proof of identity. In the case of a remote CA, Online Certificate Status
Protocol (OCSP) can be used to validate proof of identity and validity.
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Figure 30 — Certificate Management Architecture

CF certificate and OCF CRL (Certificate Revocation List) format is a subset of X.509 fd
lliptic curve algorithm and DER encoding format are allowed, most of optional fields in
bt supported so that the format intends to meet the constrained Device’s requirement.

the certificate and CRL management in the Serveér, the process of storing, retrievin

the relevant Interfaces may be exposed to the’upper layer.

M is the security enforcement point in a Server as described in Section 5.4, so the d
cates and CRL will be stored and managed in SVR database.

bquest to issue a Device’s certificate should be managed by a CMS when a Device is

be revoked. A CRL is a data-structure containing the list of revoked certificates and
ponding Devices that aresnot be trusted. The CRL is expected to be regularly update
ble; every 3 months) in real operations.

Certificate Format
CF certificate fokmat is a subset of X.509 format (version 3 or above) as defined in [RFCH

1 Certificate'Profile and Fields

Er, validity, subject, subjectPublicKeylnfo, extens

rmat,
X.509

g and
hager

ata of

hewly
nlid, it

their
d (for

280].

CF certificate shall support the following fields; version, serialNumber, signa11ure,
i

ons,

sign

htureAlgorithm and signatureValue.

version: the version of the encoded certificate

serialNumber : certificate serial number

sighature: the algorithm identifier for the algorithm used by the CA to sign this certi
issuer: the entity that has signed and issued certificates

validity: the time interval during which CA warrants

ficate
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The QCF certificate syntax shall be defined as follows;

OCFC

3
The

assodiated with the subject, a validity period, and other associated information. Per RFC
versign 3 certificates use the value 2 in the version field to encode the version number; the
gramimar does not allow version 2 certificates.

OCFt

subj

3
Exte

Exte

ISO/IEC 30118-2:201

subject: the entity associated with the subject public key field (devicelD)
subjectPublicKeylnfo: the public key and the algorithm with which key is used
extensions: certificate extensions as defined in section 9.3.2.2

sighatureAlgorithm: the cryptographic algorithm used by the CA to sign this certi

8(E)

ficate

signatureValue: the digital signature computed upon the ASN.1 DER encoded

OCFtbsCertificate (this signature value is encoded as a BIT STRING.)

ertificate :$:= SEQUENCE {
OCFtbsCertificate TBSCertificate,
signatureAlgorithm Algorithmldentifier,
signatureValue BIT STRING

OCFtbsCertificate field contains the names of a subject\and an issuer, a publi

bsCertificate ::= SEQUENCE {

version [0] 2 or above;
serialNumber CertificateSerialNumber,
signature Algorithmldentifier,
issuer Name,

validity Validity,

subject Name:,
subjectPublicKeylnfo SubjectPublicKeylnfo,
extensions [3] EXBLICIT Extensions

bctPublicKeylnfo ::i=- SEQUENCE {
algorithm Algorithmldentifier,
subjectPublickey BIT STRING

Isions = (SEQUENCE SIZE (1..MAX) OF Extension

sion 115 °SEQUENCE {
extmD OBJECT IDENTIFIER,
critical BOOLEAN DEFAULT FALSE,
extnValue OCTET STRING

c key
5280,
below

-- contains the DER encoding of an ASN.1 va

corrocnaondinoa to tho ovionc AL
T

H ne
COT T CSPOTOTT g OO ic—CXTCT o TOTT— Ty P

-- by extnlID

Certificate Fields Description OCF X.509

oC
if

version 2 or above Mandatory Mandatory

serialNumb | CertificateSerialNu

FtbsCert |er mber Mandatory Mandatory

icate 1.2.840.10045.4.3.
signature Algorithmldentifier 2(ECDSA algorithm
with SHA256,

Specified in

[RFC3279],[RFC

© ISO/IEC 2018 - All rights reserved
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Mandatory) 4055], and
[RFC4491]
issuer Name Mandatory Mandatory
validity Validity Mandatory Mandatory
subject Name Mandatory Mandatory
1.2.840.10045.2.1,
1.2.840.10045.3.1. | Specified in
subjectPub | SubjectPublicKeyln | 7(ECDSA algorithm | [RFC3279],[RFC
licKeylnfo | fo with SHA256 based | 4055], and
on secp256rl [REC4491]
curve, Mandatory)
issuerUniq | IMPLICIT Not supported
uelD Uniqueldentifier PP
subjectUni | IMPLICIT !
quelD Uniqueldentifier Not supported Optional
extensions EXPLI(.:IT Mandatory
Extensions
1.2.840.10045,4.37 | Specified in
_ - . s 2(ECDSA algorithm | [RFC3279],[RFC
signatureAlgorithm Algorithmlidentifier with SHA256: 4055], and
Mandatory) [REC4491]
sipgnatureVvalue BIT STRING Mandatory Mandatory

9.3.2

As th
sectig

any modifications to the RFC definition are listed. Devices MUST implement and understar

exten
theref

Table 16 — Comparison between OCF and, X(509 certificate fields

2 Supported Certificate Extensions

bse certificate extensions are a standard partiof RFC 5280, this specification include
n number from that RFC to include it by reference. Each extension is summarized herd

sions listed here; other extensions fromithe RFC are not included in this specificatio

s the
b, and
d the
n and

ore are not required. Section 10.3 dese¢ribes what Devices must implement when valigating

certificate chains, including processing ofiextensions, and actions to take when certain extersions
are absent.
e | Authority Key Identifier (4-2:1.1)
The Authority Key Identifier (AKI) extension provides a means of identifying the publ|c key
corresponding to_the private key used to sign a certificate. This specification makegs the
following modifications to the referenced definition of this extension:
The authorityCertlssuer or authorityCertSerialNumber fields of the AuthorityKeyldentifier
sequence are not permitted; only keyldentifier is allowed. This results in the follpwing
grammiar definition:
id-ce-authorityKeyldentifier OBJECT IDENTIFIER ::= { id-ce 35 }
Athosrs o/ Il nt oy - = CLCALICANAOLT L
MU eriun IL_yI\Uy IU?II-LII LAY ] - — \Jl_\(Ul_l\l\/L 1 _ _
keyldentifier [0] Keyldentifier }
Keyldentifier ::= OCTET STRING
e Subject Key ldentifier (4.2.1.2)
The Subject Key Identifier (SKI) extension provides a means of identifying certificates that
contain a particular public key.
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This specification makes the following modification to the referenced definition of this
extension:

Subject Key Identifiers SHOULD be derived from the public key contained in the
certificate’s SubjectPublicKeylInfo field or a method that generates unique values. This
specification RECOMMENDS the 256-bit SHA-2 hash of the value of the BIT STRING
subjectPublicKey (excluding the tag, length, and number of unused bits). Devices verifying
certificate chains must not assume any particular method of computing key identifiers,
however, and must only base matching AKI's and SKI's in certification path constructions
on key identifiers seen in certificates.

e | Subject Alternative Name

If the EKU extension is present, and has the value XXXXXX, indicating that.'this is g role
certificate, the Subject Alternative Name (subjectAltName) extension shall be present and
interpreted as described below. When no EKU is present, or has another value, the
subjectAltName extension SHOULD be absent. The subjectAltName 'extension is uged to
encode one or more Role ID values in role certificates, binding the- roles to the styibject
public key. The subjectAltName extension is defined in RFC 5280 (Section 4.2.1.6):

id-ce-subjectAltName OBJECT IDENTIFIER ::= { idsece 17 }

SubjectAltName ::= GeneralNames

GeneralNames ::= SEQUENCE SIZE (1..MAX) OF GeneralName

GeneralName ::= CHOICE {
otherName [0] OtherName,
rfc822Name [11 I1A5String,
dNSName [2] 1A5String,
Xx400Address [31] ORAddress,
directoryName [4] Name,
ediPartyName [5]1 EDIPartyName,
uniformResourceldentifier [6] 1A5String,
iPAddress [7] OCTET STRING,
registeredID 8l OBJECT IDENTIFIER }

EDIPartyName ::=.SEQUENCE {
nameAssigner [0] DirectoryString OPTIONAL,
partyName [1] DirectoryString }

Each GeneralName in the GeneralNames SEQUENCE which encodes a role shall be a
directoryName, which is of type Name. Name is an X.501 Distinguished Name. Each Name
shallxcontain exactly one CN (Common Name) component, and zero or on¢ OU
(Organizational Unit) components. The OU component, if present, shall specify the
authority that defined the semantics of the role. If the OU component is absenf, the
certfteate—tssye has—defired-the OTe- € N—CORpPoReRtSHa e cotetre o€ .thel’
GeneralName types in the SEQUENCE may be present, but shall not be interpreted as
roles. Therefore, if the certificate issuer includes non-role names in the subjectAltName
extension, the extension should not be marked critical.

Note that the role, and authority need to be encoded as ASN.1 PrintableString type, the
restricted character set [0-9a-z-A-z ‘() +,-./:=7].

e Key Usage (4.2.1.3)
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The key usage extension defines the purpose (e.g., encipherment, signature, certi

ficate

signing) of the key contained in the certificate. The usage restriction might be employed

when a key that could be used for more than one operation is to be restricted.
This specification does not modify the referenced definition of this extension.

Basic Constraints (4.2.1.9)

The basic constraints extension identifies whether the subject of the certificate is a CA and
the maximum depth of valid certification paths that include this certificate. Without this

9.3.2]

All

TLS_
estab
Diffie
partie
AES_|
in [RHA

Todo

+ H e + + 1o H £ +la. e o +
CTALCTTIOIUIT, A LTTLTTLAlT LArimiut T Ait 1ooutTT UT ULTICTT LTTUTNTUAlTOo.
This specification does not modify the referenced definition of this extension.

Extended Key Usage (4.2.1.12)

Extended Key Usage describes allowed purposes for which the certified public key
can be used. When a Device receives a certificate, it determines the-purpose based ¢

can be used for that purpose.

This specification makes the following modifications tosthe’ referenced definition d
extension:

CAs SHOULD mark this extension as critical.

CAs MUST NOT issue certificates with the “anyExtendedKeyUsage OID (2.5.29.
The list of OCF-specific purposes and the ‘assigned OIDs to represent them are:

¢ |dentity certificate 1.3.6.1.4.1.44924.1.6

e Role certificate 1.3:6:1.4.1.44924.1.7

3 Cipher Suite for Authentication, Confidentiality and Integrity

Devices support the _ certificate based key management shall sU
FCDHE_ECDSA_WITH_AES,;»128 CCM_8 cipher suite as defined in [RFC7251].
ish a secure channel bétween two Devices the ECDHE_ECDSA (i.e. the signed vers
Hellman key agreement) key agreement protocol shall be used. During this protocol th
s authenticate eaeh™ other. The confidentiality of data transmission is provide
128 CCM_8. The integrity of data transmission is provided by SHA256. Details are d4
C7251] and referenced therein.

lightweight'eertificate processing, the values of the following fields shall be chosen as fq

signatureAlgorithm := ANSI X9.62 ECDSA algorithm with SHA256,

may
n the

context of the interaction in which the certificate is presented, and verifies the certificate

f this

57.0).

pport
To

on of
e two
d by
efined

llows:

signature := ANSI X9.62 ECDSA algorithm with SHA256,

The c

subjectPublicKeylnfo := ANSI X9.62 ECDSA algorithm with SHA256 based on

secp256rl curve.

ertificate val idity period is a period of time, the CA warrants that it will maintain

information about the status of the certificate during the time; this information field is represented
as a SEQUENCE of two dates:

the date on which the certificate validity period begins (notBefore)
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the date on which the certificate validity period ends (notAfter).

Both notBefore and notAfter should be encoded as UTCTime.

The field issuer and subject identify the entity that has signhed and issued the certificate and the
owner of the certificate. They shall be encoded as UTF8String and inserted in CN attribute.

9.3.2.4 Encoding of Certificate
The ASN.1 distinguished encoding rules (DER) as defined in [ISO/IEC 8825-1] shall be used to
encode certificates.
9.3.3] CRL Format
An OCF CRL format is based on [RFC5280], but optional fields are not supportedrand signature-
relateld fields are optional.
9.3.3]1 CRL Profile and Fields
The PCF CRL shall support the following fields; signature, issuer, this Update,
revofationDate, signaturealgorithm and signatureValug

e | signature: the algorithm identifier for the algorithm uséd)by the CA to sign this CRL

e | issuer : the entity that has signed or issued CRL,

e | this Update : the issue date of this CRL

e | userCertificate : certificate serial number

e | revocationDate : revocation date time

e | signatureAlgorithm: the cryptographic algorithm used by the CA to sign this CRL

e | signatureValue: the digital signature computed upon the ASN.1 DER en¢oded

OCFtbsCertList (this.signature value is encoded as a BIT STRING.)
The dignature-related fields.stuch as signature, signatureAlgorithm, signatureValue
are optional.
CertpficateList( = SEQUENCE {
OCFtbsCertList TBSCertList,
signatureAlgorithm Algorithmldentifier,
signatureVvValue BIT STRING
}

OCFtpsCertList:: = SEQUENCE {

siphature Algorithmldentifier OPTIONAL,

issuer Name,

this Update Time,

revokedCertificates RevokedCertificates,

signatureAlgorithm Algorithmldentifier OPTIONAL,
sighatureValue BIT STRING OPTIONAL

}

RevokedCertificates SEQUENCE OF SEQUENCE {
userCertificate CertificateSerialNumber,
revocationDate Time

3
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CRL fields Description OCF X.509
version Version v2 Not supported Optional
1.2.840.10045.4 | SPecified in
[RFC3279],
_ Algorithmidenti | -3:2(ECDSA [RFC4055]
signature . algorithm with '
fier SHA256,0ptiona | 21
) P [RFC4491]
list OIDs
issuer Name Mandatory Mandatory
SEngsCer thisUpdate Time Mandatory Mandatory
nextUpdate Time Not supported Optional
userCertift | Certificate
- . Mandatory Mandatqry
revokedC :gsgiation Serial Number
ertifica Date Time Mandatory Mandatqry
tes
crlEntryEx . .
tention>s/ Time Not supported Optional
crlExtensions Extensions Not supported Optional
1.2.840:10045.4 | SPecifiefl in
3-2(ECDSA [REC3219],
. T r
sipgnatureAlgorithm A_Igorlthmldentl algorithm with [RFCA035],
fier SHA256,0ptiona | &7
) P [RFC4491]
list OIDs
signatureValue BIT STRING Optional Mandatqry

9.3.3

The A
shall

9.3.4

Devid|
with &

The ¢
Prope
Devic
/oicls

A cer|
throu
verifig
a full

2 Encoding of CRL

be used to encode CRL.

Resource Model

bc/cred Resource).

additi

Table 17 — Comparison between.©@CF and X.509 CRL fields

SN.1 distinguished encoding rules (DER*method of encoding) defined in [ISO/IEC 8825-1]

e certificates and private keys are kept in cred Resource. CRL is maintained and updated
separate crl Resource that.is defined for maintaining the revocation list.

red Resource contains the certificate information pertaining to the Device. The Publ igData
rty holds the device.\certificate and CA certificate chain. PrivateData Property holds the
e private key paired to the certificate. (See Section 13.2 for additional detail regarding the

fificate revocation list Resource is used to maintain a list of revoked certificates obflained
jh the \CMS. The Device must consider revoked certificates as part of certificate
atiom. if the CRL Resource is stale or there are insufficient Platform Resources to malintain
list; the Device must query the CMS for current revocation status. (See Section 13.3 for

path

9.3.5 Certificate Provisioning

The CMS (e.g. a hub or a smart phone) issues certificates for new Devices. The CMS shall have
its own certificate and key pair. The certificate is either a) self-signed if it acts as Root CA or b)
signed by the upper CA in its trust hierarchy if it acts as Sub CA. In either case, the certificate
shall have the format described in Section 9.3.2.

nal detail rpgnrrling the /oic/sec/crl RPQ(’\III‘PP)

The CA in the CMS shall retrieve a Device’s public key and proof of possession of the private key,
generate a Device’s certificate signed by this CA certificate, and then the CMS shall transfer them
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to the Device including its CA certificate chain. Optionally, the CMS may also transfer one or more
role certificates, which shall have the format described in Section 9.3.2. The subjectPublicKey of
each role certificate shall match the subjectPublicKey in the Device certificate.

In the below sequence, the Certificate Signing Request (CSR) is defined by PKCS#10 in RFC 2986,
and is included here by reference.

The sequence flow of a certificate transfer for a Client-directed model is described in Figure 31.

1.

The CMS retrieves a CSR from the Device that requests a certificate. In this CSR, the

U _oloo P ot

Pevice—shal—place—tis—reqguested—HHBD—irto—the—subject—and—ts—puble—key—
SubjectPublicKeylnfo. The Device determines the public key to present; this may
already-provisioned key it has selected for use with authentication, or if none is-pres
may generate a new key pair internally and provide the public part. The key.'pair sh
compatible with the allowed ciphersuites listed in Section 9.3.2.3 and 11.2:3, sind
certificate will be restricted for use in OCF authentication.

If the Device does not have a pre-provisioned key pair and is unable'to generate a ke
on its own, then it is not capable of using certificates. The Device shall advertise th
both by setting the 0x8 bit position in the sct property of /oic/séctdoxm to 0, and rety
error that the /oic/sec/csr resource does not exist.

The CMS shall transfer the issued certificate and CA chain/to the designated Device
the same credid, to maintain the association with the private key. The credentia

(oic.sec.cred) used to transfer certificates in Figure 31 is also used to transfef

M the

be an
ent, it
all be
e the

y pair
s fact
rn an

using

type
role

certificates, by including multiple credentials in(the POST from CMS to Device. ldentity

certificates shall be stored with the credusageproperty set to “oic.sec.cred.cert' an
certificates shall be stored with the credusage-property set to “oic.sec.cred.rolecert'.

Client-directed(Certificate Transfer

Cred

ential Management Service Device

0 role

The Ownership Cfedential should be used to establish a secure connection.

N

i 1 RETRIEVE /oic/seslese |

:__ 2 RSP [{"csr™ "<contents of CSR=", "encoding”:"<supported-encoding-type="}]

UPDATEYgic!sec/cred [{"credtype™8, "subject”:"deviceuuid”, "credusage”:"oic.sec.cred.cert”,
"publicdata”;"<DER-encoded device and CA certificate chain in baseB4="}]

()

Y

RSP 2.04

9 UPDATE foic/sec/pstat [{..., "tm"="bx0010,0000", ...}

Y

6 RSP 2.04

o S 177 s

A

Cre

2rtial Management SETVICe LIeviCe

9.3.6

Figure 31 — Client-directed Certificate Transfer
CRL Provisioning

The only pre-requirement of CRL issuing is that CMS (e.g. a hub or a smart phone) has the function
to register revocation certificates, to sign CRL and to transfer it to Devices.

The CMS sends the CRL to the Device.

Any certificate revocation reasons listed below cause CRL update on each Device.
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change of issuer name
change of association between Devices and CA
certificate compromise

suspected compromise of the corresponding private key

CRL may be updated and delivered to all accessible Devices in the OCF network. In some special
cases, Devices may request CRL to a given CMS.

Thers

are two options to update and deliver CRL;
CMS pushes CRL to each Device

each Device periodically requests to update CRL

bvice.

The sfequence flow of a CRL transfer for a Client-directed model is described.in Figure 32.
1.| The CMS may retrieve the CRL Resource Property.
2.| If the Device requests the CMS to send CRL, it should transfernthe latest CRL to the D
Client-directed CRL Transfer
Credential
Management
Service Device
| |
The Cwnership Credential should be wsed to establish a secure connection. B]

T CRL74] .

! POST foic/sec/crl !

[fterlid™ i

| "update™". |

i "cridata”: (‘DER-encoded CRL in baseB4"}] >

'€ RS04 !

' WPDATE foic/sec/pstat [{..., "em"="bx0010,0000", ...}] 3-1'

| I

< RSP 2.04 !

Credential Device
Management
Service
Figure 32 — Client-directed CRL Transfer
The sequence flow of a CRL transfer for a Server-directed model is described in Figure 33.

1. The Device retrieves the CRL Resource Property tupdate to the CMS.
2. If the CMS recognizes the updated CRL information after the designated tupdate time, it

may transfer its CRL to the Device.
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Server-directed CRL Transfer

Credential

Management
Service

Device

The Ownership Credential should be used to establish a secure connection. B]

: 1 GET /foic/sec/er?tupdate="NULL" or UTCTIME

>

POST foicisec/crl !

| [ erlid™:"...",
| 2 "tupdate™"...",
'H( "crldata"™: "DER-encoded CRL in baseg4"
'H( I RSP 2.04 '
1 4 UPDATE foic/sec/pstat [{..., "cm"="hx0010,0000" ~\H }:
:_( 5 RSP 2.04 :
Device Credential
Management
Service

Figure 33 — Servet-directed CRL Transfer
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10 Device Authentication

When a Client is accessing a restricted Resource on a Server, the Server shall authenticate the
Client. Clients shall authenticate Servers while requesting access. Clients may also assert one or
more roles that the server can use in access control decisions. Roles may be asserted when the

Devic

e authentication is done with certificates.

10.1 Device Authentication with Symmetric Key Credentials

When
Serve
valid
type
suitak

If the
inclugd
crede
unknd
proto

10.2

When
publid
publig
Subje

10.3

When
chain
Each
signa
‘oic.s
certifi
above

Devic

using symmetric keys to authenticate, the Server Device shall include
rKevExch n k_identity_hin h rver's Device ID. The Clien
te that it has a credential with the Subject ID set to the Server’s Device ID, and a cred

f PSK. If it does not, the Client shall respond with an unknown_psk_identity error.or
le error.

Client finds a suitable PSK credential, it shall reply with a ClientKeyExchange ‘messag
es a psk_identity_hint set to the Client’'s Device ID. The Server shall verify that it

ntial with the matching Subject ID and type. If it does not, the Server(shall respond w
wn_psk_identity or other suitable error code. If it does, then it shall ‘continue with the

Col, and both Client and Server shall compute the resulting premaster secret.

Device Authentication with Raw Asymmetric Key Credentials

using raw asymmetric keys to authenticate, the Client andi\thé Server shall include a su
key from a credential that is bound to their Device. Each-Pevice shall verify that the prg
key matches the PublicData field of a credential{hey have, and use the correspo
ct ID of the credential to identify the peer Device,

Device Authentication with Certificates
using certificates to authenticate, the Client*and Server shall each include their cert

the
shall
ential
other

e that
has a
th an
DTLS

itable
vided
nding

ficate

as stored in the appropriate credential;@s part of the selected authentication cipher

ure shall be verified until a public_key is found within the /oic/sec/cred Resource wi
pc.cred.trustca’ credusage. Credential Resource found in /oic/sec/cred are used to ter
cate path validation. Also validity period and revocation status should be checked
certificates.

es must follow the certificate path validation algorithm in Section 6 of RFC 5280. In parti

For all non-end-gntity certificates, Devices shall verify that the basic constraints exteg
is present, and that the cA boolean in the extension is TRUE. If either is false, the cert
chain MUST be’rejected. If the pathLenConstraint field is present, Devices will confir
number oficertificates between this certificate and the end-entity certificate is less tH
equal terpathLenConstraint. In particular, if pathLenConstraint is zero, only an end-
certificate can be issued by this certificate. If the pathLenConstraint field is absent,
is aMimit to the chain length.

Device shall validate the certificate chain presented by the peer Device. Each cer’t-l(icate

suite.

h the
inate
or all

cular:

nsion
ficate
m the
an or
entity
there

Eor all nnn-nnd-nnfity r‘nrtifir‘nfne, Devices shall \/nrify that the |1ny usage-extens

on is

present, and that the keyCertSign bit is asserted.

Devices may use the Authority Key Identifier extension to quickly locate the issuing

certificate. Devices MUST NOT reject a certificate for lacking this extension, and

must

instead attempt validation with the public keys of possible issuer certificates whose subject

name equals the issuer name of this certificate.

The end-entity certificate of the chain shall be verified to contain an Extended Key Usage
(EKU) suitable to the purpose for which it is being presented. An end-entity certificate which

contains no EKU extension is not valid for any purpose and must be rejected. Any certi

ficate

90

© ISO/IEC 2018 - All rights reserved


https://iecnorm.com/api/?name=68f4d77aa55833872ade58a358a60cd0

ISO/IEC 30118-2:201

8(E)

which contains the anyExtendedKeyUsage OID (2.5.29.37.0) must be rejected, even if

other valid EKUs are also present.

Devices MUST verify "transitive EKU" for certificate chains. Issuer certificates

(any

certificate that is not an end-entity) in the chain MUST all be valid for the purpose for which

the certificate chain is being presented. An issuer certificate is valid for a purpos

e if it

contains an EKU extension and the EKU OID for that purpose is listed in the extension, OR

it does not have an EKU extension. An issuer certificate SHOULD contain an
extension and a complete list of EKUs for the purposes for which it is authorized to

EKU
issue

certificates. An issuer certificate without an EKU extension is valid for all purposes; this

The li

If the
TRUE
certifi
inac

Note:
speci

10.3.

This 3
serve
with @

Folloy
serve
certifi
chain
Devid|

differs from end-entity certificates without an EKU extension.
St of purposes and their associated OIDs are defined in Section 9.3.2.2.

Device does not recognize an extension, it must examine the critical field/If the f
, the Device MUST reject the certificate. If the field is FALSE, the Device_.MUST tre
cate as if the extension were absent and proceed accordingly. This applies to all certif
hain.

Certificate revocation mechanisms are currently out of scgpe” of this version ¢
ication.

| Role Assertion with Certificates

I does not support the certificate credential type, cliénts should not attempt to assert
ertificates.

ving authentication with a certificate, a client\may assert one or more roles by updatir
I’'s roles resource with the role certificates it wants to use. The role credentials mu
cate credentials and shall include a certifiCate chain. The server shall validate each cert
as specified in Section 10.3. Additionally, the public key in the end-entity certificate us
e authentication must be identical t@’the public key in all role (end-entity) certificates.

eld is
at the
cates

f the

ection describes role assertion by a client to a server using a certificate role credential. If a

roles

g the
st be
ficate
ed for
Also,

the sdibject distinguished name in the end-entity authentication and role certificates must match.

Ther
subje
that

contal
used

Dles asserted are encoded in the subjectAltName extension in the certificate. Note th
CtAltName field can have multiple values, allowing a single certificate to encode multiple
ply to the client. The server'shall also check that the EKU extension of the role certific
ns the value 1.3.6.1.4.1.44924.1.7 (see Section 9.3.2.1) indicating the certificate m
to assert roles. Figure 34 describes how a client Device asserts roles to a server.

At the
roles
ate(s)
ay be
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Asserting Certificate Role Credentials

Client Server

A secure connection must be established using a certificate credential to authenticate the client b]

LIPDATE foic/secfroles
[Mcredid™". " "syb™" " "credtype"8

1 "phdata” " DER-encoded role and CA certificate chain in basebd”,

“roleid":{"authority":"Optional Authority Identifier”, "rale”: "1B-byte octet string"},

"ownrs":"...
) %
2 RSP 2.04

€

lient Server

Figur

1,

Figure 34 — Asserting a role with a certificate-rele credential.
e 34 Notes

The response shall contain "204 No Content" to indi€ate success or 4xx to indicate an
If the server does not support certificate credentials, it should return "501 Not Implemg

Roles asserted by the client may be kept for'a duration chosen by the server. The du

obtained, the certificates in /oic/sec/roles should be checked, and the role removed
certificate is revoked or expired.

Servers should choose a nonzeto duration to avoid the cost of frequent re-assertio
a duration, effectively allowing the CMS to decide the duration.

The format of the data sent in the create call shall be a list of credentials (oic.sec.cre

error.
nted"

ration

shall not exceed the validity period of the role certificate. When fresh CRL information is

if the

h of a

role by a client. It is recommended that servers use the validity period of the certificate as

i, see

Table 23). They shall have credtype 8 (indicating certificates) and PrivateData field

authoritative." Similar for the roleid data (authority, role).

shall

not be present. Fer'fields that are duplicated in the oic.sec.cred object and the certificate,
the value in the_certificate shall be used for validation. For example, if the Period field is
set in the credential, the server amust treat the validity period in the certificate as

Certificates shall be encoded as in Figure 31 (DER-encoded certificate chain in basg64)

Clients may GET the /oic/sec/roles resource to determine the roles that have|been
previously asserted. An array of credential objects must be returned, or "204 No Coptent"

to indicate that no previously asserted roles are currently valid.
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Secured communications between Clients and Servers are protected against eavesdropping,
tampering, or message replay, using security mechanisms that provide message confidentiality
and integrity.

11.1 Session Protection with DTLS

Devices shall support DTLS for secured communications as defined in [RFC 6347]. Devices using
TCP shall support TLS v1.2 for secured commumcatlons as defined in [RFC 5246] See Section

OCF
or low

Note:

11.1.

Foru
See §

Secu
11.2.

ciphef

them.

11.2

The di

suites
additi

[RFC
[RFC
[RFC
PSKs
[RFC

11.2.
11.2.
The J

All Dg

Devices MUST support (D)TLS version 1.2 or greater and MUST NOT support versjo
er.

| Unicast Session Semantics
hicast messages between a Client and a Server, both Devices shall authenticate each
ection 10 for details on Device Authentication.

ed unicast messages between a Client and a Server shall employ a cipher suite from S

suite and the receiving Device shall verify and decrypt‘\the messages before proce

Cipher Suites

ipher suites allowed for use can vary depending on the context. This section lists the
allowed during ownership transfer and notmal operation. The following RFCs p
pnal information about the cipher suites usged in OCF.

4279]: Specifies use of pre-shared keys (PSK) in (D)TLS
4492]: Specifies use of elliptic curvé’cryptography in (D)TLS
5489]: Specifies use of cipher suites that use elliptic curve Diffie-Hellman (ECDHHE

6655, 7251]: Specifies AES:CCM mode cipher suites, with ECDHE

| Cipher Suites for Device Ownership Transfer
ol Just Works Method Cipher Suites

ust Works owner transfer method may use the following (D)TLS cipher suites.
TLS_ECDHMANON_WITH_AES_128_CBC_SHA256,
TLS_ECDH_ANON_WITH_AES_256_CBC_SHA256

vices supporting Just Works OTM shall implement:
TL'S’ ECDH_ANON_WITH_AES_128 CBC_SHA256 (with the value 0xFF00)

sl

Multicast session semantics are not yet defined in this version of the security |[specificqtion.

bther.

pction

The sending Device shall encrypt and authenticate messages as defined by the selected

ssing

ipher
ovide

) and

All Devices supporting Just Works OTM should implement:

TLS_ECDH_ANON_WITH_AES_256_CBC_SHA256 (with the value OXFFO1)

11.2.1.2 Random PIN Method Cipher Suites
The Random PIN Based owner transfer method may use the following (D)TLS cipher suites.

TLS_ECDHE_PSK_WITH_AES_128 CBC_SHA256,
TLS_ECDHE_PSK_WITH_AES_256_CBC_SHA256,

All Devices supporting Random Pin Based OTM shall implement:

TLS_ECDHE_PSK_WITH_AES_128 CBC_SHA256
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11.2.1.3 Certificate Method Cipher Suites

The Manufacturer Certificate Based owner transfer method may use the following (D)TLS cipher
suites.
TLS_ECDHE_ECDSA_WITH_AES_128 CCM_8,
TLS_ECDHE_ECDSA_WITH_AES_256_CCM_38,
TLS_ECDHE_ECDSA_WITH_AES 128 CCM,
TLS_ECDHE_ECDSA_WITH_AES_256_CCM
Using the following curve:
secp256rl (See [RFC4492))
All Deuices Qllr\lhnl"fihg Manufacturer Certificate Based OTM shall imlhlnmnnt'
TLS _ECDHE_ECDSA_WITH_AES 128 CCM_8
Devices supporting Manufacturer Certificate Based OTM should implement:
TLS_ECDHE_ECDSA_WITH_AES_256_CCM_8,
TLS_ECDHE_ECDSA_WITH_AES_128_ CCM,
TLS_ECDHE_ECDSA_WITH_AES_256_CCM

11.2.2 Cipher Suites for Symmetric Keys

The fpllowing cipher suites are defined for (D)TLS communication using PSKs:
TLS_ECDHE_PSK_WITH_AES_128 CBC_SHAZ256,
TLS_ECDHE_PSK_WITH_AES_256_CBC_SHA256,
TLS_PSK_WITH_AES_128 CCM_8, (* 8 OCTET Authentication tag *)
TLS_PSK_WITH_AES_256_CCM_s,

TLS_PSK_WITH_AES_128 CCM, (* 16 OCTET Authentication tag *)
TLS_PSK_WITH_AES_256_CCM,

Note:|All CCM based cipher suites also use HMAC-SHA=256 for authentication.

All Dgvices shall implement the following:
TLS_ECDHE_PSK_WITH_AES_128 CBCXSHA256,

Devices should implement the following:
TLS_ECDHE_PSK_WITH_AES_128"CBC_SHA256,
TLS_ECDHE_PSK_WITH_AES_256_CBC_SHA256,
TLS_PSK_WITH_AES_128_CEM_S,
TLS_PSK_WITH_AES_ 256, CCM_S8,
TLS_PSK_WITH_AES_128' CCM,
TLS_PSK_WITH_AES”256_CCM

11.2.3 Cipher Suites fortAsymmetric Credentials

The fpllowing cipher suites are defined for (D)TLS communication with asymmetric keys or
certificates:

TLS_ECDHE."ECDSA_WITH_AES_128_CCM_s8,
TLS_ECDHE_ECDSA_WITH_AES_256_CCM_8,
TLS_ECDHE_ECDSA_WITH_AES_128_CCM,
TLSSECDHE_ECDSA WITH_AES 256 _CCM

Using the fellowing curve:

secp256rl (See [RFC4492])

All Devices supporting Asymmetric Credentials shall implement:
TLS_ECDHE_ECDSA WITH_AES 128 CCM_8

All Devices supporting Asymmetric Credentials should implement:
TLS_ECDHE_ECDSA_WITH_AES_256_CCM_s,

TLS_ECDHE_ECDSA_WITH_AES_128_CCM,
TLS_ECDHE_ECDSA WITH_AES_256_CCM
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12 Access Control

12.1 ACL Generation and Management

This section will be expanded in a future version of the specification.

12.2

ACL Evaluation and Enforcement

8(E)

The Server enforces access control over application Resources before exposing them to the
requestor. The Security Resource Manager (SRM) in the Server authenticates the requestor when
access is received via the secure port. Authenticated requestors, known as the “subject” can be

used
reque

If the
subje

Acces
docur
may K

The s

) AL e 4l " ) " 2 HIX| e 1 bl bl e
U TIAtCIT ACL TIIUITS Uial SPTUITY 1T TTUUTOSIUT S TUTTILILY, TUTT UT TIidy TITAtCIT AULTTTTit

stors using a subject wildcard.

request arrives over the unsecured port, the only ACL policies allowed are those\that
Ct wildcard match of anonymous requestors.

s is denied if a requested resource is not matched by an ACL entry, (Note: Ther
nented exceptions pertaining to Device onbording where access to secufrity virtual reso
e permitted prior to provisioning of ACL resources.

econd generation ACL (i.e. /oic/sec/acl2) contains an array of Aceess Control Entries (A

ated

use a

e are
urces

CE2)

alues
s are
ource

that gmploy a resource matching algorithm that uses an array of reseurce references to match
Resolirces to which the ACE2 access policy applies. Matching cansists of comparing the \

of thg ACE2 "resources" property (see Section 13) to the requésted Resource. Resourcsd
matched in four ways; host reference (href), resource type (rt), resource interface (if) or res
wildcard.

12.2.1 Host Reference Matching

When present in an ACE2 matching element, the HOst Reference (href) Property shall be us

for repource matching.

12.2.2

When
resou

12.2.

When
resou

The href Property shall be used to find@n exact match of the Resource name.
Resource Type Matching

present in an ACE2 matching element, The Resource Type (rt) Property shall be useg
rce matching.

The rt Property shall be.used to find an exact match of the Resource Type name.

An array of strings is uséd to match Resources that implement multiple Resource Ty
names (e.g. collection resources).

B Interface Matchihg

present in the ACE2 matching element, the Interface (if) property shall be used for
rce matching.

An_array of strings is used when the Resource implements multiple Interfaces.

12.2 4

The ‘iff_property shall be used to find an exact match of the Resource Interface string.

for

Il Multiple Criteria Matching

If multiple matching criteria are supplied in the same ACE2 Resources property (e.g. ‘href and ‘rt’
and ‘if") then a logical AND of the criteria shall be applied. For example, if both ‘href’="/a/light and
‘if="oic.if.s" are in the Resources property, then a match exists only when both the ‘href’ and the
‘if’ criterion are true for the candidate resources.

If the ACE2 "resources" property is an array of entries, then a logical OR is applied for each array
element. For example, if a first array element of the Resources property contains ‘href'="/a/light"
and the second array element of the Resources property contains ‘if’="oic.if.s", then Resources
that match either the ‘href’ criteria or the ‘if’ criteria are included in the set of matched Resources.
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12.2.5 Resource Wildcard Matching

A wildcard expression may be used to match multiple Resources using a wildcard Property
contained in the oic.sec.ace2.resource-ref structure. The following wildcard matching strings are

defined:
String Description
"+ Shall match all discoverable resources.
- Shall match all non-discaverable resources
e Shall match all resources.
Table 18 — ACE2 Wildcard Matching Strings Description
Note:|Discoverable resources appear in the /oic/wk/res Resource, while non-diseoverable

resou

Exam

{
L

//Ma

//Ma

// M
""oic

//Ma
Type

rces may appear in other collection resources but do not appear in thé /res collection

ple JSON for Resource matching

kches Resources named "/x/doorl™ or "/x/door2"
{

“href":"/x/doorl"
},
{

“"href":"/x/door2"
}1
tches Resources with Resource Type "oic.sec.crl'™ and "oic.sec.cre
{

"rt":[" oic.sec.crl ", Moic.sec.cred "]
}1

htches Resources that implement both "oic.if_baseline”™ and
_if_.rw" Interfaces.

"if":["oic.ifsbaseline”, "oic.if.rw"]

}.

5 "x.light.led%y "x.light.flourescent” and "x.light.color™.

{
“"hreft:"/x/lightl",

"reo"x.light.led","x.light.flourescent", "x.light.color"]

“"href":"/x/light2",

"rt":["x.light.led”,”"x.light.flourescent”™, "x.light.color']

tches Resources tnamed "/x/lightl” or "/x/light2" and have Resourg

//Matches all Resources.

{

}

we't sk
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12.2.6 Subject Matching using Wildcards

When the ACE subject is specified as the wildcard string "*" any requestor is matched. The OCF
server may authenticate the OCF client, but is not required to.

Examples: JSON for subject wildcard matching

//matches all subjects that have authenticated and confidentiality
protections in place.
“"subject” : {
conntype™ : "auth-crypt”
by

//matches all subjects that have NOT authenticated and have NO
conflidentiality protections in place.
“"subfject” : {
*‘conntype’™ : "anon-clear™
}

12.2.7 Subject Matching using Roles
When the ACE subject is specified as a role, a requestor shall be matched if either:

1| The requestor authenticated with a symmetric key credential, and the role is present|in the
roleid property of the credential’s entry in the credential xeSource, or

2| The requestor authenticated with a certificate, and-a valid role certificate is present jn the
roles resource with the requestor’s certificate’s\public key at the time of evaluation.
Validating role certificates is defined in section 10.3.1.

12.2.8 ACL Evaluation

The QCF Server shall apply an ACE2 matching. @lgorithm that matches in the following
sequence:

1| If the /oic/sec/sacl Resource exists'and if the signature verification is successful, these
ACE2 entries contribute to the set of local ACE2 entries in step 3. The Server shall verify
the signature, at least once,\fallowing update of the /oic/sec/sacl Resource.

The local /oic/sec/acl2 Resource contributes its ACE2 entries for matching.
3] Access shall be granted’'when all these criteria are met:
a. The requestor is matched by the ACE2 "subject" Property.

b. The reguested Resource is matched by the ACE2 "resources” Property and the
requested Resource shall exist on the local Server.

c. _The "period" Property constraint shall be satisfied.
d~ The "permission” Property constraint shall be applied.

Note:| [f_multiple ACE2 entries match the Resource request, the union of permissions, for all
matching_ ACFs, defines the effective permission granted. F. g If Perm1=CR---: Perm2=-JUDN;

Then UNION (Perm1, Perm2)=CRUDN.

The Server shall enforce access based on the effective permissions granted.
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13 Security Resources

oic.r.acl2 oic.r.acl oic.r.amacl oic.r.sacl
Resource Resource Resource Resource
aclist2 aclist resources A.CI'SttZ
rowneruuid rowneruuid sighature
oic.r.doxm oic.r.pstat
Resource Resource
oxm dos
oxmsel Isop
sct fm
owned omm
deviceuuid y
devowneruuid m _
rowneruuid rowneruuid
oic.r.crl
oic.r.cred Rgsource cqul(ce.Sr(.)ruorICees
Resource crlid
creds thisupdate roles
; crldata
rowneruuid
Figure 35 — OCF Security Resources
pubdatatype
Property
> encoding
creds data
Property
- privdatatype
credid
¢ic.r . cred subjectuuid Property
Resouwrce roleid >
creds credtype encoding
rowneruuid " | credusage data
publicdata handle
privatedata
optionaldata optdatatype
period Property
cms  E—
encoding
data
revstat
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Figure 36 — oic.r.cred Resource
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and Properties

aclist2 Psrlj)b]gftt
Property perty
oic.r.acl2 T
. idt
Resource subject did y{)e
: resources conntype
aclist2 . roletype
rowneruuid permission
validity resource
aceid —_— Propetty
href
rt
if
WC
Figure 37 — oic.r.acl2 Resource and Properties
resources
oic.r.amacl Property
Resource
resources subject
resources
permission
validity
aceid
Figure 38 — oic.r.amacl Respurce and Properties
oic.r.sacl aclist2 resources
Resource Property Property
aclist2 i
signature subject 7| href
1] resources rt
: permission if
sjgnature validity we
perty aceid
sigtype
sigvialue
Figure 39 — oic.secr.sacl Resource and Properties
13.1 Pevice Owner Transfer Resource
The /pic/sec/doxm Resource contains the set of supported Device owner transfer methods.
Resolirce(discovery processing respects the CRUDN constraints supplied as part of the security
Resolirc€ definitions contained in this specification.
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Fixed URI Resource Type Resource Type Interfa Description Related

Title ID ('rt" value) ces Function
al
Interacti
on

/oic/sec/doxm Device Owner urn:oic.r.doxm baseline Resource for supporting Configurat
Transfer Methods Device owner transfer ion
Table 19 — Definition of the oic.r.doxm Resource
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Owner oxms oic.sec.doxm array Yes R Value identifying the owner-transfer-
Transfer type method and the organization that
Method defined the method.
Ooxm oxmsel |oic.sec.doxm | UINT16 Yes RESET R Server shall set to (4)
Selection type "oic.sec.oxm.self"
The as yet unauthenticated DOXS
shall set to its selected OTM and both
parties execute the OTM er secure
owner transfer session j ablished,
RFOTM RW DOXS shall update t EXm el again
making it permanent:\If thel OTM fails
the Server shall a?rvllbtion Qevice
state to RESET. N
&
RFPRO R n/a ,\'\
RFNOP R n/aC)(bQ
SRESET R éé/
L N
Suppgrted sct oic.sec.credt | bitmask Yes % Identifies the types of credgntials the
Credgntial ype \ Device supports. The SRM sets this
Types 5\ value at framework initializgtion after
¢/ O determining security capabilities.
V.
\
Owrnjed owned Boolean TIF Yes RE@ R Server shall set to FALSE.
4 \\ DOXS shall set to TRUE aftdr secure
\\QFOTM RW owner transfer session is esftablished.
S\\Q RFPRO R n/a
A‘\Q RFNOP R n/a
\O SRESET R n/a
Al
. . . A\ .\ .
Devjce |deviceuuid String \*g&.sec.dldt Yes R Server shall construct a temporary
uu|D C) ype RESET random UUID that differs for each
. transition to RESET.
Og RW DOXS shall update to a valye it has
i~ selected after secure owner|transfer
session is established. If upflate fails
®~ with error PROPERTY_NOT_FOUND
RFOTM the DOXS shall either accepft the
Q - Server provided value or update
O /doxm.owned=FALSE and t¢rminate
.% the session.
<<5J
RFPRO R n/a
RFNOP R n/a
SRESET R n/a
Device |devowneru String uuid Yes Server shall set to the nil uuid value
Owner Id uid RESET R (e.g. "00000000-0000-0000-0000-
000000000000" )
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RW DOXS shall set value after secure

RFOTM owner transfer session is established.
RFPRO R n/a
RFNOP R n/a
SRESET R n/a
Resource |rowneruuid String uuid Yes Server shall set to the nil uuid value
Owner Id RESET R (e.g. "00000000-0000-0000-0000-
UUUUULUUULLUU )
The DOXS should configure [the
rowneruuid property)when 4
RFOTM RW successful owner-~transfer sgssion is
established.
RFPRO R n/a
RFNOP R n/a

{The”’DOXS (referenced via
\/doxm.devowneruuid propefty) should
rverify and if needed, updatg the
resource owner property when a
mutually authenticated secyre session
is established. If the rownerfuuid does
; not refer to a valid DOXS thie Server

| shall transition to RESET Deyvice state.

SRESET RW!

Table 20 — Properties of thelqic.r.doxm Resource

N
Prdperty Propert Value Value Device Access Mode Descriptior
Tjitle y Name Type Rule 0 State
N
Dgvice uuid String uuid Yes RW - A uuid valye
D

Table 21 - Properties of the oic.sec.didtype Property

The dwner transfer method (oxms) Property contains a list of owner transfer methods whefe the
entrigs appear in the order of preference. The Device manufacturer configures this Property with
the rmost desirable methods appearing before the lower priority methods. The ndtwork
management tool queries this list at the time of onboarding when the network management tool
selects the most appropriate method.

Subs¢quent to~an owner transfer method being chosen the agreed upon method shall be entered
into the /doxm-Resource using the oxmsel Property.

owngr

ransfer methods consist of two parts, a URN identifying the vendor or organization arrd the
speci

t
o~ h
A2

<OxmType> ::="urn:" <NID>":" <NSS>
<NID> :: = <Vendor-Organization>

<NSS> ::

<Method> | {<NameSpaceQualifier> "."} <Method>
<NameSpaceQualifier> ::= String

<Method> ::= String

102

© ISO/IEC 2018 - All rights reserved


https://iecnorm.com/api/?name=68f4d77aa55833872ade58a358a60cd0

ISO/IEC 30118-2:2018(E)

<Vendor-Organization> ::= String

When an owner transfer method successfully completes, the owned Property is set to ‘1’ (TRUE).
Consequently, subsequent attempts to take ownership of the Device will fail.

The SRM generates a Device identifier (deviceuuid) that is stored in the /oic/sec/doxm Resource
in response to successful ownership transfer.

Owner transfer methods should communicate the deviceuuid to the service that is taking ownership.
The service should associate the deviceuuid with the OC in a secured database.

The Device vendor shall determine that the Device identifier (deviceuuid) is persistenf (not
updatfable) or that it is non-persistent (updatable by the owner transfer service — a.k.a POX$).

If devjceuuid is persistent, the request to update shall fail with the error PROPERTYANOT_FQUND.

If it i non-persistent, the request to update shall succeed and the value suppliedyby DOXSY shall
be remembered until the Device is RESET. If the update fails for any othermreason and Device
state has not transitioned to RESET, the value of deviceuuid shall be the ni;UUID (e.g. "0000p000-
000040000-0000-000000000000").

Regafdless of whether the Device has a persistent or non-persistent deviceuuid, a tenpporal
randdm non-repeating UUID is found each time the Device @nters RESET. The temporal
deviceuuid is used while the Device state is in the RESET staté-and while in the RFOTM Device
state juntil the DOXS establishes a secure OTM connection.
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13.1.1 OCF defined owner transfer methods

Value Type |Value Type URN |Enumeration |Description
Name (optional) Value
(mandatory)

OCFJustWorks | oic.sec.doxm.jw (0] The just-works method relies on anonymous Diffie-Hellman
key agreement protocol to allow an OBT to assert ownership
of the new Device. The first OBT to make the assertion is
accepted as the Device owner. The just-works method results
in a shared secret that is used to authenticate the Device to
the OBT and likewise authenticates the OBT to the Device. The|
Device allows the OBT to take ownership of the Device| after
which a second attempt to take ownership by a differept OBT
will fail.

Note: The just-works method is subject to a'man-in-thie-
middle attacker. Precautions should be taken‘to provide
physical security when this method is used-.

OCF$haredPin |oic.sec.doxm.rdp 1 The new Device randomly generates-a PIN that is
communicated via an out-of-band channel to a Device |OBT.
An in-band Diffie-Hellman key, ‘agreement protocol estgblishes
that both endpoints possess, the PIN. Possession of thel PIN by
the OBT signals the new Device that device ownership |can be
asserted.

OCKkMfgCert oic.sec. 2 The new Device is presumed to have been manufacturgd with
doxm.mfgcert an embedded<asymmetric private key that is used to s|gn a
Diffie-Hellmanjexchange at Device onboarding. The
manufacturer certificate should contain Platform hardehing
information and other security assurances assertions.
OCF|Reserved |<Reserved> 3 Reserved
OCFSelf oic.sec.oxm.self 4 The manufacturer shall set the /doxm.oxmsel value to|(4).
The Server shall reset this value to (4) upon entering RESET
Device state.
OCF|Reserved |<Reserved> 5~0OXFEFF Reserved for OCF use
Vendpr-defined | <Reserved=> OXFFO0~O0xFFFF|Reserved for vendor-specific OTM use
Value Type
Name
Table 22 — Properties of the oic.sec.doxmtype Property
13.2 [Credential Resource
The /pic/sec/cred Resource maintains credentials used to authenticate the Server to Clients|and
support services as well as credentials used to verify Clients and support services.
Multiple‘credential types are anticipated by the OCF framework, including pair-wise pre-shared
keys,lasymmetric keys, certificates and others. The credential Resource uses a Subject UU|D to

distinguish the Clients and support services it recognizes by verifying an authentication

challenge.

In order to provide an interface which allows management of the "creds" Array Property, the
RETRIEVE, UPDATE and DELETE operations on the oic.r.cred Resource shall behave as

follows:

1. A RETRIEVE shall return the full Resource representation, except that any write-only
Properties shall be omitted (e.g. private key data).

1
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2. An UPDATE shall replace or add to the Properties included in the representation sent with
the UPDATE request, as follows:

a. If an UPDATE representation includes the "creds" array Property, then:

i. Supplied creds with a "credid" that matches an existing "credid" shall
replace completely the corresponding cred in the existing "creds" array.

ii. Supplied creds without a "credid" shall be appended to the existing "creds"
array, and a unique (to the cred Resource) “credid" shall be created and

nnnnnnn A tao th nani—erad b th S orviar Ik Noradidn f o daolata d
aSSTYTCt—to—trC— eV CTe U~ Oy e oCTVvCeTT re—efreate—oT—a—6aereteq Cre

should not be reused, to improve the determinism of the interfac¢ and
reduce opportunity for race conditions.

iii. Supplied creds with a "credid" that does not match an existirig credid shall
be appended to the existing "creds" array, using the supplied "credid'|.

3] A DELETE without query parameters shall remove the entire "creds" array, but shall not
remove the oic.r.cred Resource.

4] A DELETE with one or more "credid" query parameters shalkfemove the cred(s) with the
corresponding credid(s) from the "creds" array.
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Fixed URI Resource |Resource Type ID| Interfaces Description Related
Type Title ¢'rt” value) Functional
Interaction

/oic/sec/cred Credentials urn:oic.r.cred baseline Resource containing Security

credentials for Device
authentication,
verification and data
protection

Table 23 — Definition of the oic.r.cred Resource

Property
Title

Property
Name

Value
Type

Value
Rule

Manda
tory

Device
State

Access
Mode

Descriptiéﬁ\cb

4

Credéntials

creds

oic.sec.cr
ed

array

Yes

RESET

Server shalljset'to manufac
defaults,

furer

RFOTM

RW

Set/by DOXS after successf

I OTM

RFPRO

Set by the CMS (referenced
/cred.rowneruuid property)
successful authentication. A
vertical resources is prohibi

via the
after
ccess to
ed.

RENOP.

Access to vertical resources]
permitted after a matching
found.

is
ACE is

SRESET

RW

The DOXS (referenced via

/doxm.devowneruuid prope
should evaluate the integrit
may update creds entries W
secure session is establishe
Server and DOXS are authe]

rty)

of and
hen a

H and the
nticated.

Respurce
Owrjer ID

rowneruuid

String

tuid

Yes

RESET

Server shall set to the nil ujiid value

(e.g. "00000000-0000-000
000000000000" )

0-0000-

RFOTM

RW

The DOXS should configure
/cred.owneruuid property W
successful owner transfer s¢
established.

the
hen a
bssion is

RFPRO

n/a

RFNOP

n/a

RW

The DOXS (referenced via

SRESET

7doxm.devowneruuid prope
should verify and if needed,

ty)
update

the resource owner property when a
mutually authenticated secure
session is established. If the
rowneruuid does not refer to a valid
DOXS the Server shall transition to

RESET Device state.

Table 24 — Properties of the oic.r.cred Resource

1
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All secure Device accesses shall have a /oic/sec/cred Resource that protects the end-to-end
interaction.

The /oic/sec/cred Resource can be created and modified by the services named in the ‘rowneruuid”
Property.

ACLs naming /oic/sec/cred Resource should further restrict access beyond CRUDN access modes.
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Property Property |Value |[Value |Manda |Access|Device |Description
Title Name Type |Rule tory Mode [State
Credential credid UINT1| O- Yes RW Short credential ID for local references
6 64K-1 from other Resource
Subject subjectuuid | String | uuid Yes RW A uuid that identifies the subject to which
uuliD this credential applies
Role ID roleid oic.se - No RW Identifies the role(s) the subject is
L.IU;UI. aut: IUIILL‘JUI tU aDDCIt.
ype
Credential credtype oic.se | bitmas | Yes RW Represents this credential’s type.
Type c.cred k .
type 0 — Used for testing
1 — Symmetric pair-wise key
2 — Symmetric greupkey
4 — Asymmetric sighing key
8 — Asymmetri¢ signing key with certificate
16 — PIN, arpassword
32 ~Asymmetric encryption key
Credential credusage | String - No RW Used to resolve undecidability of the
Uspge credential. Provides indication for
how/where the cred is used
oic.sec.cred.trustca: certificate trust
anchor
oic.sec.cred.cert: identity certificate
oic.sec.cred.rolecert: role certificate
oic.sec.cred.mfgtrustca: manufacturey
certificate trust anchor
oic.sec.cred.mfgcert: manufacturer
certificate
Publi¢ Data | publicdata | oic.se - No RW Public credential information
.pub . .
dca?;ty 1:2: ticket, public SKDC values
pe 4, 32: Public key value
8: certificate
Private Data| privatedata) | oic.se - No 1:2: symmetric key
gé%;g, 4: 8, 32, 64: Private asymmetric key
pe 16: password hash, password value,
security questions
- RESET |Server shall set to manufacturer defajult
RFOTM |Set by DOXS after successful OTM
wW RFPRO |Set by authenticated DOXS or CMS
- RFNOP | Not writable during normal operation.
W SRESE |DOXS may modify to enable transition to
T RFPRO.
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Opt

ional

Data

optionaldata

oic.se

c.optd

atatyp
e

No

RW

Credential revocation status informati

8: Revocation + CA certificate.

ion

1, 2, 4, 32: revocation status information

Pe

riod

period

String

No

RW

Period as defined by RFC5545. The
credential should not be used if the
current time is outside the Period win

dow.

Credential
Refresh
Method

crms

oic.se
c.crmt

ype

array

No

RW

refreshed using the credentia
method (crm) according to the type

Credentials with a Period ProPerfty a[]e
refres

aerniaons 10r olC.secC.cCrim.

Table 25 — Properties of the oic.sec.cred Property

Pro

berty

Title

Property
Name

Value
Type

Value
Rule

Access
Mode

Manda
tory

( 1/’
N
N
N

Description

Enc
for

bding
Imat

encoding

String

RW

No

A string specifying the encoding format of th
contained in the pubdata

"oic.sec.encoding.jwt" - RFC7517 JSON welp

token (JWT) encoding

"oic.sec.encading.cwt” - RFC CBOR web to
(CWT) encoding

"oig’sec’encoding.base64" — Base64 encodi
“oic.sec.encoding.uri" — URI reference

‘oic.sec.encoding.pem" — Encoding for PEM
encoded certificate or chain

"oic.sec.encoding.der" — Encoding for DER-
encoded certificate or chain

"oic.sec.encoding.raw" — Raw hex encoded

P data

en

9

Hata

Ata

data

String

RW

No

The encoded value

Table 26 — Properties of the oic.sec.pubdatatype Property

Pro

berty

Title

Property
Name

o)

Value Q
Type-

.

N
N Value
Rule

Access
Mode

Manda
tory

Description

Enc
fo

bding
mat

encoding

String

RW

Yes

A string specifying the encoding format of th
contained in the privdata

"oic.sec.encoding.jwt" - RFC7517 JSON welp

token (JWT) encoding

"oic.sec.encoding.cwt" - RFC CBOR web tol
(CWT) encoding

P data

en

"oic.sec.encoding.base64" — Base64 encodi

9

"oic.sec.encoding.uri" — URI reference

"oic.sec.encoding.handle" — Data is contained in a
storage sub-system referenced using a handle

"oic.sec.encoding.raw" — Raw hex encoded data

Data

data

String

RW

No

The encoded value
This value shall never be readable.

Handle

handle

UINT16 -

RW

No

Handle to a key storage resource
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Table 27 — Properties of the oic.sec.privdatatype Property

Property Property (Value Value |Access|Manda |Description
Title Name Type Rule Mode |tory
Revocation revstat Boolean | T|F RW Yes |Revocation status flag
status
True — revoked
False — not revoked
Encpding encoding String - RW No |A string sp_ecigi_ng the encoding format of\the
forqmat data contained in the optdata
"oic.sec.encoding.jwt" - RFC7517 JSON wep
token (JWT) encoding
"oic.sec.encoding.cwt”" - RFC €BOR web token
(CWT) encoding
"oic.sec.encoding.base64’ =~ Base64 encoding
"oic.sec.encoding.pem™" 3 Encoding for PEM-
encoded certificate/or,chain
"oic.sec.encoding{der" — Encoding for DER-
encoded certificate or chain
"oic.sec.ercading.raw" — Raw hex encoded |data
Dpta data String - RW No |The encoded structure
Table 28 — Properties of the oic.sec.optdatatype Property
AN .
Property Property |Value Type [Value Ac@ Mand | Description
Title Name Rule Mo atory
%
X
Authority authority String - R No |A name for the authority that defined the
role. If not present, the credential issyer
defined the role. If present, must be
expressible as an ASN.1 PrintableStrjng.
Rple role String - R Yes |An identifier for the role. Must be
expressible as an ASN.1 PrintableStrjng.
Table\29 — Definition of the oic.sec.roletype Property.
13.2.1 Properties of the Credential Resource
13.2.1.1 Credential ID
Credential ID (credid) is a local reference to a /oic/sec/cred instance. The SRM generates it. ¢redid
shall pe usedito disambiguate Resource instances that have the same Subject UUID.
13.2.1.2 Subject UUID

Subject UUID identifies the Device or service to which a credential Resource shall be used to
establish a secure session, verify an authentication challenge-response or to authenticate an
authentication challenge.

A Subject UUID that matches the Server’'s own Device ID identifies credentials that authenticate

this Device.

Subject UUID shall be used to identify a group to which a group key is used to protect shared data.
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13.2.1.3 Role ID

Role ID identifies the set of roles that have been granted to the Subject UUID. The asserted role
or set of roles shall be a subset of the role values contained in the roleid Property.

If a credential contains a set of roles, ACL matching succeeds if the asserted role is a member of
the role set in the credential.

13.2.1.4 Credential Type
The Credential Type is used to interpret several of the other Property values whose contents can

differ fgepend e HE—0 echertiadt - e a and
optionaldata. The CredType value of ‘0’ ("no security mode") is reserved for testing and debugging
circumstances. Production deployments should not allow provisioning of credentials of type ‘0’.

The §RM should introduce checking code that prevents its use in production deployments.

13.2.1.5 Public Data

Publi¢ Data contains information that provides additional context surrounding the issuance pf the
credential. For example, it might contain information included in a certificate-or response data from
a Keyl Management Service. It might contain wrapped data such as a SKDC issued ticket that has
yet to| be delivered.

13.2.1.6 Private Data
Privale Data contains the secret information that is used to‘authenticate the Device, protgct or
unprgtect data or verify an authentication challenge-response-

Privafe Data shall not be disclosed outside of the SRM:®trdsted computing base. A secure el¢gment
(SE) pr trusted execution environment (TEE) should be used to implement the SRM’s tnusted
comppting base. In this situation, the Private Data.contents should be a handle or referernce to
securg storage resources.

13.2.1.7 Optional Data

Optiohal Data contains information thatNs optionally supplied, but facilitates key management,
scalapility or performance optimization, For example, if the Credential Type identifies certifi¢ates,
it contains a certificate revocation status value and the Certificate Authority (CA) certificatp that
will b¢ used for mutual authentication.

13.2.1.8 Period

The Heriod Property identifies the validity period for the credential. If no validity period is spdcified
the cfedential lifetime is’undetermined. Constrained Devices that do not implement a datg-time
capabhility shall obtain-Current date-time information from it's CMS.

13.2.1.9 Crédential Refresh Method Type Definition
The dic.secserm defines the credential refresh methods that the CMS shall implement.
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Nal

Value
Type

me

Value Type
URN

Applicable
Credential

Type

Description

Prov

ision

ing
Service

oic.sec.crm.pro

All

A CMS initiates re-issuance of credentials nearing expiration. The

Server should delete expired credentials to manage storage
resources. The Resource Owner Property references the

provisioning service. The Server uses its /oic/sec/cred.rowneruuid

Resource to identify additional key management service that

supports this credential refresh method.

shg

Pre

a3

red

3

H Il
OtE-SEC €T PST

L]

Tloa—o £ ola 1 £ oo i ierideiad BF.S
e ServeTr eI orMmSatnoCt Rey eSS oy matmg—a o

connection with the Device prior to credential expiration-ysing a
Diffie-Hellman based ciphersuite and the current PSK.The new

DTLS MasterSecret value becomes the new PSK. The SerVer

selects the new validity period. The new validity, pefiod value is
sent to the Device who updates the validity period for the|current
credential. The Device acknowledges this update by returping a
successful response or denies the update\by returning a failure
response. The Server uses its /oic/sec/ched.rowneruuid R¢source

to identify a key management service.that supports this
credential refresh method.

Ran

Hom

oic.sec.crm.rdp

[16]

The Server performs ad-hoc™key refresh following the

oic.sec.crm.psk approach;.but in addition generates a ranflom

PIN value that is communicated out-of-band to the remote

Device. The current PSK + PIN are hashed to form a new [PSK’

that is used with the DTLS ciphersuite. l.e. PSK’ = SHA256(PSK,
PIN). The Serverwuses its /oic/sec/cred.rowneruuid Resoufce to
identify a key mahagement service that supports this credential

refresh method.

SK]|

DC

oic.sec.crm.skdc

[1, 2, 4,
32]

The Server issues a request to obtain a ticket for the De\ice. The
Seryer‘updates the credential using the information confained in

thev'response to the ticket request. The Server Uises

/oic/sec/cred.rowneruuid Resource to identify the

its
key

management service that supports this credential refresh jnethod.
The Server uses its /oic/sec/cred.rowneruuid Resource to| identify
a key management service that supports this credential refresh

method.

PKQ

S10

oic.sec.crm.pkl
0

(8l

The Server issues a PKCS#10 certificate request message {o obtain
a new certificate. The Server uses its /oic/sec/cred.rowneruuid
Resource to identify the key management service that $upports

this credential refresh method. The Server ufes

its

/oic/sec/cred.rowneruuid Resource to identify a key mangagement

service that supports this credential refresh method.

13.2.
Credsd

.1

Table 30 — Value Definition of the oic.sec.crmtype Property

Credential Usage

ntial Usage indicates to the Device the circumstances in which a credential should be

used. Five values are defined:

oic.sec.cred.trustca: This certificate is a trust anchor for the purposes of certificate chain
validation, as defined in section 10.3.

oic.sec.cred.cert: This credusage is used for certificates for which the Device possesses
the private key and uses it for identity authentication in a secure session, as defined in
section 10.3.
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e oic.sec.cred.rolecert: This credusage is used for certificates for which the Device
possesses the private key and uses to assert one or more roles, as defined in section
10.3.1.

e oic.sec.cred.mfgtrustca: This certificate is a trust anchor for the purposes of the
Manufacturer Certificate Based Owner Transfer Method as defined in section 7.3.6.

e oic.sec.cred.mfgcert: This certificate is used for certificates for which the Device possesses
the private key and uses it for authentication in the Manufacturer Certificate Based Owner
Transfer Method as defined in section 7.3.6.

13.2.2 I(n\]/ I:nrm:ﬂ'flhg

13.2.'1?.1 Symmetric Key Formatting
Symmetric keys shall have the following format:
sV
Name Value Type Description ,\Q)
Lepgth 16 OCTET Specifies the number of 8-bit octets following Length
Key opaque OCTET 16 byte array of octets. When used as_input to a PSK function
Array Length is omitted.

Table 31 — 128-bit symmetric key

- A\
Name Value Type Description (/ O
Lepgth 32 OCTET Specifies the number/of 8-bit octets following Length
Key opaque OCTET 32 byte array-of‘octets. When used as input to a PSK function
Array Length is omitted.

Table 32 — 256bit symmetric key

13.2.2.2 Asymmetric Keys
Note:]Asymmetric key formatting is not available in this revision of the specification.

13.2.2.3 Asymmetric Keys with Certificate
Key formatting is defined by certificate definition.

13.2.2.4 Passwords
Technpical Note: Password formatting is not available in this revision of the specification.

13.2.8 CredentiahRefresh Method Details
13.2.3.1.1 Provisioning Service

The flesolrce owner identifies the provisioning service. If the Server determines a credential
requiles¢efresh and the other methods do not apply or fail, the Server will request re-provisioning
of th i rati TatT i elete
the Resource.

13.2.3.1.2 Pre-Shared Key

Using this mode, the current PSK is used to establish a Diffie-Hellmen session key in DTLS. The
TLS_PRF is used as the key derivation function (KDF) that produces the new (refreshed) PSK.

PSK = TLS_PRF(MasterSecret, Message, length);
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e MasterSecret — is the MasterSecret value resulting from the DTLS handshake

using one of the above ciphersuites.
e Message is the concatenation of the following values:

0 RM - Refresh method - I.e. "oic.sec.crm.psk”

o Device ID_A is the string representation of the Device ID that supplied the

DTLS ClientHello.

o0 Device ID_B is the Device responding to the DTLS ClientHello message

Both

If Ser
choseé
corre

13.2.

Using
PSK
shoul

The H
band

The pseudo-random function (PBKDF2) defined by RFC2898. PIN is a shared value us
ate a pre-shared key. The PIN-authenticated presshared key (PPSK) is supplied to a PTLS

genet
ciphe

The H

Both

If Serjver initiatedsthe credential refresh, it selects the new validity period. The Server send

Server and Client use the PSK to update the /oic/sec/cred Resource’s privatedata.Pto
ver initiated the credential refresh, it selects the new validity period. The Serversends
n validity period to the Client over the newly established DTLS session so it Can 'upda
sponding credential Resource for the Server.

B.1.3 Random PIN
this mode, the current unexpired PIN is used to generate a PSK_following RFC28989

H be used to switch from PIN to PSK mode.

IN is randomly generated by the Server and communicatgdito the Client through an g
method. The OOB method used is out-of-scope.

suite that accepts a PSK.

PPSK = PBKDF2(PRF, PIN, RM, DevicedD; c, dkLen)
BKDF2 function has the following parameters:
- PRF — Uses the DTLS PRF.
- PIN — Shared between Devices.
- RM - Refresh method — ke. "oic.sec.crm.rdp”
- Device ID — UUID of thé-new Device.
- ¢ — Iteration count initialized to 1000, incremented upon each use.
- dkLen — Desired\ength of the derived PSK in octets.
Server and Clientuse the PPSK to update the /oic/sec/cred Resource’s PrivateData Pro

s Cengthrof Message 1T bytes:
;I)erty.

the
e it's

. The

s used during the Diffie-Hellman exchange to produce a new session key. The sessidgn key

ut-of-

ed to

perty.
s the

chosgn validity period to the Client over the newly established DTLS session so it can update its
corresponding.credential Resource for the Server.

13.2.8.14-SKDC

A DTES—session—is—openetd—to—the—foiefsecteretrownerattd—with—svetype="oic-secems’

that

supports the oic.sec.crm.skdc credential refresh method. A ticket request message is delivered to
the oic.sec.cms service and in response returns the ticket request. The Server updates or
instantiates an /oic/sec/cred Resource guided by the ticket response contents.

13.2.3.1.5 PKCS10

A DTLS session is opened to the /oic/sec/cred.rowneruuid with svctype="oic.sec.cms" that
supports the oic.sec.crm.pk10 credential refresh method. A PKCS10 formatted message is
delivered to the service. After the refreshed certificate is issued, the oic.sec.cms service pushes
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the certificate to the Server. The Server updates or instantiates an /oic/sec/cred Resource guided
by the certificate contents.

13.2.3.2 Resource Owner

The Resource Owner Property allows credential provisioning to occur soon after Device
onboarding before access to support services has been established. It identifies the entity
authorized to manage the /oic/sec/cred Resource in response to Device recovery situations.

13.3 Certificate Revocation List

13.3.1_CRL Resource Definition
Devicle certificates and private keys are kept in cred Resource. CRL is maintained and ‘updated
with d separate crl Resource that is newly defined for maintaining the revocation list(
Fixed URI Resource Type |[Resource Type Interfaces | Description (vlkelated
Title ID ('rt"" value) + V|Functignal
Q) Interagtion
pic/sec/crl CRLs urn:oic.r.crl baseline Resource containing Secufity
CRLs for‘Device
certificate, revocation

Table 33 — Definition of the oic.r.crl Resource

Prg

Tjitle Name Type Rule Mode |tory O

A\

perty Property |Value |Value [Access|Manda Descg@ 'gn

K%

CH

L Id crlid UINT16 0- RW Yes{/ |CRL ID for references from other Resourcq
64K-1

This

Update thisupdate String - RW Yes ([This indicates the time when this CRL has
updated.(UTC)

been

CRI

Data crldata String - RW Yes |CRL data based on CertificateList in CRL p

rofile

13.4

All R
expre
subje
to ap
referq
using

13.4.
ACL 3

Table 34 — Properties of the oic.r.crl Resource

ACL Resources

ssed using three ACL-Résource Types: /oic/sec/acl, /oic/sec/amacl and /oic/sec/sac
Ct (e.g. Device ID of.the Client) requesting access to a Resource shall be authenticated
blying the ACL check. Resources that are available to anyone can use a wildcard s
nce. All Resource accessible via the unsecured communication channel shall be n
the wildcard.subject.

| OCF ACcess Control List (ACL) BNF defines ACL structures.
tructure in Backus-Naur Form (BNF) notation:

bsource hosted by a Seryer are required to match an ACL policy. ACL policies can be

. The
prior
ibject
amed

<ACl

> <ACE> {<ACE>}

<ACE> <Subjectld> <ResourceRef> <Permission> {<Validity>}

<Subjectld> <Deviceld> | <Wildcard> | <Roleld>

<Deviceld> <UulD>

<Rol

eld> [<Authority>] <RoleName> {<RoleName>}

<Rol

eName> <URI>

<Authority> <UUID>

<ResourceRef> " (" <OIC_LINK> {"," {OIC_LINK>} ™)~

Permissions CO T " OCRITI O =) v )

<Val

idity> <Period> {<Recurrence>}

1
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<Wildcard> el

<URI> RFC3986 // OCF Core Specification defined
<UulD> RFC4122 // OCF Core Specification defined
<Period> RFC5545 Period

<Recurrence> RFC5545 Recurrence

<OIC_LINK> OCF Core Specification defined in JSON Schema

Table 35 — BNF Definition of OCF ACL

The <Deviceld> token means the requestor must possess a credential that uses <UUID>
identity in order to match the requestor to the <ACE> policy.

as its

The qRolelD> token means the requestor must possess a role credential with <URI> as,its
order|to match the requestor to the <ACE> policy.

The q4Wildcard> token "*" means any requestor is matched to the <ACE> policy, with or w
authelntication.

When a <Subjectld> is matched to an <ACE> policy the <ResourceRef> is uset\to match the
policyf to resources.

The qOIC_LINK> token contains values used to query existence of hosted resources.

ole in

ithout

<ACE>

The qPermission> token specifies the privilege granted by the <ACE> policy given the <Subjectid>

and 4resourceRef> matching does not produce the empty set mateh.

Perm|ssions are defined in terms of CREATE (‘C’), RETRIEVE\('R’), UPDATE (‘U’), DELETH
NOTIFY (*‘N’) and NIL (*-). NIL is substituted for a permissions character that signifig
tive permission is not granted.

The gmpty set match result defaults to a condition where no access rights are granted.

If the|l <Validity> token exists, the <Permission>“granted is constrained to the time <Pe
<Valiglity> may further be segmented into a <Recurrence> pattern where access may alterng
be granted and rescinded according to the pattern.

13.4.2 ACL Resource

Therd are two types of ACLs, ‘acl’ is alist of type ‘ace’ and ‘acl2’ is a list of type ‘ace2’. A O
shall pot host the /acl Resource. Npte: the /acl Resource is defined for backward compatibilit
use bl Provisioning Tools, etc.

In order to provide an interface’which allows management of "aces2" (for /oic/sec/acl2 Resq
Array|Property, the RETRIEVE, UPDATE and DELETE operations on the oic.r.ace2 Resource
behave as follows:

1. A|RETRIEVE shall return the full Resource representation.

(‘D).
s the

riod>.
tively

evice
y and

urce)
shall

2. Ap UPDATE shall replace or add to the Properties included in the representation sent with the

UPDATE-request, as follows:

& If an UPDATE representation includes the array Property, then:

i. Supplied ACEs with an "aceid" that matches an existing "aceid" shall replace

completely the corresponding ACE in the existing "aces2" array.

ii. Supplied ACEs without an "aceid" shall be appended to the existing "aces2"
array, and a unique (to the acl2 Resource) "aceid" shall be created and

assigned to the new ACE by the Server. The "aceid" of a deleted ACE s

hould

not be reused, to improve the determinism of the interface and reduce

opportunity for race conditions.

1
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iii. Supplied ACEs with an "aceid" that does not match an existing "aceid" shall be

appended to the existing "aces2" array, using the supplied "aceid".

3. A DELETE without query parameters shall remove the entire "aces2" array, but shall not

remove the oic.r.ace2 Resource.

4. A DELETE with one or more "aceid" query parameters shall remove the ACE(s) with the

corresponding aceid(s) from the "aces2" array.

Evaluation of local ACL Resource completes when all ACL Resource have been queried and no

If an access manager ACL satisfies the request, the Server opens a secure connectiomte’the

c/sacl

AMS.

If the|primary AMS is unavailable, a secondary AMS should be tried. The Server queriés thgd AMS
supplying the subject and requested resource as filter criteria. The Server Device lD’is taken from

the secure connection context and included as filter criteria by the AMS. If the AMS policy sa
the Permission Property is returned.

isfies

If the requested Resource is still not matched, the Server returns an error. The requester should
querylthe Server to discover the configured AMS services. The Client{should contact the AMS to

request a sacl (/oic/sec/sacl) Resource. Performing the following operations implement this
of request:

1| Client: Open secure connection to AMS.

2| Client: GET /oic/sec/acl?device="urn:uuid:XXX. . resource="URI"

type

3] AMS: constructs a /oic/sec/sacl Resource that is signed by the AMS and returnsg it in

response to the GET command.
4] Client: POST /oic/sec/sacl [{ ...sacl....}]
5] Server: verifies sacl signature using,AMS credentials and installs the ACL Resource if

6] Client: retries original Resource access request. This time the new ACL is included
local acl evaluation.

The ACL contained in the /oig/sec/sacl Resource should grant longer term access that satis
repegted Resource requests.

valid.

n the

ies
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Fixed URI Resource Type Resource Interface Description Related
Title Type ID ('rt" S Functional
value) Interaction
/oic/sec/acl ACL urn:oic.r.acl baseline Resource for Security
managing access

Table 36 — Definition of the oic.r.acl Resource
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Property
Title

Property
Name

Value Type

Value
Rule

Manda
tory

Access
Mode

Device
State

Description

ACE List aclist oic.sec.ace

Yes

Access Control Entries in the ACL
resource. This Property contains
"aces”, an array of oic.sec.acel
resources and "aces2", an array of
oic.sec.ace2 Resources

RESET

Server shall set to manufacturer
defaults.

RW

RFOTM

The OBT shall configure selgct
oic.sec.ace? entries aftera qecure
session is established:

RW

RFPRO

The AMS (referenced via rowneruuid
property) shall-update the
oic.sec.ace2 entries after mytually
authenticated secure session is
established. Access to verticgl

resources is prohibited.

RFNOP

Access to vertical resources|is
errr:jltted after a matching ACE is
ound.

RW

SRESET

The OBT (referenced via
devowneruuid property? shouild
evaluate the integrity of and may
update oic.sec.aceZ entries yhen a
secure session is establishefl and
the Server and OBT are
authenticated.

Resource | rowneruuid

String
Owngr ID

uuid

Yes

The resource owner property
(rowneruuid) is used by the $erver to
reference a service provider ftrusted
by the Server. Server shall verify the
service provider is authorizefl to
perform the requested actiorf

RESET

Server shall set to the nil uuig value
e.g. "00000000-0000-0000{0000-
00000000000" )

RW

RFOTM

The DOXS should configure the
acl.rowneruuid and /acl2.rowneruuid
property when a successful qwner
transfer session is establishegd.

RFPRO

n/a

RFNOP

n/a

RW

SRESET

The DOXS (referenced via

/doxm.devowneruuid property)
should verifv and if nnnrlnd, pdate

the resourcé owner property when a
mutually authenticated secure
session is established. If the
rowneruuid does not refer to a valid
DOXS the Server shall transition to
RESET Device state..

Table 37 — Properties of the oic.r.acl Resource

© ISO/IEC 2018 - All rights reserved
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Property Property [Value Type |Value Rule Access|Mandatory |[Description
Title Name Mode

Resources resources | oic.oic-link array Yes The application’s Resources
to which a security policy
applies

Permission permission | oic.sec.crud bitmask RW Yes Bitmask encoding of

ntype CRUDN permission
Validity validity oic.sec.ace/ array RW No An array of a tuple of period

definitionsfii and recurrence. Each.itgm in

me-interval this array contains a String
representing a periodhus|ng
the RFC5545 Periad, anfl a
string array representing|a
recurrence rule using thg
RFC5545 Rectrrence.

Sulgject ID subjectuuid String uuid, "*" RW Yes A uuid that identifies the|
Deyiceto which this ACE
applies to or "*" for
anonymous access.

Table 38 — Properties of the oic.r.ace Property
=~
Value Access Policy Description (‘\\\ Notes

bx0000,0000 (0) No permissions No permissiaens

bx0000,0001 (1) C CREATE

bx0000,0010 (2) R RETREIVE, OBSERVE, DISCOVER Note that the "R" permisgion bit

covers both the Read permission
and the Observe permissjon.
bx0000,0100 (4) u WRITE, UPDATE

bx0000,1000 (8) D DELETE

bx0(01,0000 (16) N NOTIFY The "N" permission bit is ignored

in OCF 1.0, since "R" cov
Observe permission. It id
documented for future ve

brs the

rsions

Table 39 = Value Definition of the oic.sec.crudntype Property

Fixed URI &’ource Type Resource Interface Description Related
4Q~ Title Type ID ('rt” s Functional
C, value) Interactipn
AN
/oid/seclacl2 ACL2 oic.r.acl2 baseline Resource for Secufity
managing access
Table 40 — Definition of the oic.sec.acl2 Resource

120

© ISO/IEC 2018 - All rights reserved



https://iecnorm.com/api/?name=68f4d77aa55833872ade58a358a60cd0

ISO/IEC 30118-2:2018(E)

Property
Name

Value Type

Mand
atory

Device
State

Acces

s
Mode

Description

aclist2

_array of
oic.sec.ace2

The aclist2 property is an array of ACE
records of type "oic.sec.ace2". The Server
uses this list to apply access control to its
local resources.

RESET

Server shall set to manufacturer defaults.

RFOTM

RW

The OBT shall configure select oic.sec.ace2

entries after a secure session Is established.

RFPRO

RW

The AMS (referenced via rowneruuid
property) shall update the oic{sec-ace?
entries after mutually authenticated seture
session is established. Access to vertigal
resources is prohibited.,

RFNOP

Access to vertical fesources is permittgd after
a matching ACE'isyfound.

SRESET

RW

The OBT (referenced via devowneruuid
property) 'should evaluate the integrity [of and
may update oic.sec.ace2 entries wherl a

secure-session is established and the [Server
and\OBT are authenticated.

row

heruui
d

uuid

Yes

Same as rowneruuid in oic.sec.acl

© ISO/IEC 2018 - All rights reserved
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Property Value Type Mand Description
Name atory
subject oic.sec.roletype, Yes The Client is the subject of the ACE when the roles,
oic.sec.didtype, Device ID, or connection type matches.
oic.sec.conntype
resources array of Yes The application’s resources to which a security policy
oic.sec.ace2.resource-ref applies
permission oic.sec.crudntype.bitmask Yes Bitmask encoding of CRUDN permission
validity array of oic.sec.time- No An array of a tuple of period and recurrence.Each item
pattern in this array contains a string representing.a‘pefiod
using the RFC5545 Period, and a stringcarray
representing a recurrence rule using the IRFC5545
Recurrence.
ceid integer Yes An aceid is unique with respect tosthe ‘aces’ arrqy.
Table 42 — oic.sec.ace2 data type definition,
Prpperty Value Type Mand Description \QO
Name atory O
Ca
href uri No A URI referring+to a resource to which the contdining
ACE applies
rt array of strings No The_fesource types to which the containing ACE|applies
if array of strings No The interfaces to which the containing ACE appljes
wcC string No A wildcard matching policy where:
"+" — Matches all discoverable resources
"-" — Matches all non-discoverable resources
"** — Matches all resources
Table 43 — oic:gec.ace2.resource-ref data type definition.
\\
Progderty Value Va}l@Rule Description
Name Type .
QN
conntype string enum This property allows an ACE to be matched based on the copnection
" N or message protection type
[ "auth-crypt",
"anon-clear" ]
auth-crypt ACE applies if the Client is authenticated and the data chanrjel or
message is encrypted and integrity protected
anon-clear ACE applies if the Client is not authenticated and the data channel
or message is not encrypted but may be integrity protected

Table 44 — Value definition oic.sec.conntype Property

Local ACL Resources supply policy to a Resource access enforcement point within an OCF stack
instance. The OCF framework gates Client access to Server Resources. It evaluates the subject’s
request using policy in the ACL.

Resources named in the ACL policy should be fully qualified or partially qualified. Fully qualified
Resource references should include the Device ID of a remote Device hosting the Resources.

1

22

© ISO/IEC 2018 - All rights reserved



https://iecnorm.com/api/?name=68f4d77aa55833872ade58a358a60cd0

ISO/IEC 30118-2:201

8(E)

Partially qualified references means the local Resource Server is hosting the Resource. If a fully
qualified resource reference is given, the Intermediary enforcing access shall have a secure
channel to the Resource Server and the Resource Server shall verify the Intermediary is authorized
to act on its behalf as a Resource access enforcement point.

Resource Servers should include references to Device and ACL Resources where access
enforcement is to be applied. However, access enforcement logic shall not depend on these
references for access control processing as access to Server Resources will have already been
granted.

Loca

modif
Neve
Reso

An A
includ
recur
to theg

mfatches one of the "resources” of the ACE;AND the ACE is currently valid.

et . . et to—rrstart

y this Resource. This prevents non-terminating dependency on some other ACL ReSq
theless, it should be desirable to grant access rights to ACL Resources usifig an
irce.

CE or ACE2 entry is called currently valid if the validity period of the ACE) or ACE2
es the time of the request. Note that the validity period in the ACE'or 'ACE2 may
ing time period (e.g., daily from 1:00-2:00). Matching the resource(s).specified in a r¢
resource property of the ACE or ACE2 is defined in Section 12.2. For example, on
can match is if the Resource URI in the request exactly matches one of the res
nces in the ACE or ACE2 entries.

Liest will match an ACE if any of the following are true:

ne deviceuuid associated with the secure session matehes the "subjectuuid” of the ACE
e resource of the request matches one of the “resources" of the ACE; AND the A
rrently valid.

he ACE "subjectuuid" contains the wildcard "*" character; AND the resource of the re

hen authentication uses a symmetric-key credential;

ND the CoAP payload query string of the request specifies a role, which is associated
e symmetric key credential of the current secure session;

c.r.cred.creds.roleid property of the current secure session;

ND the resource gfithe request matches one of the "resources" of the ACE;

ND the ACE is.cUrrently valid.

Lest will/match an ACE2 if any of the following are true:

ne ACE?2 "subject" is of type oic.sec.didtype has a UUID value that matches the device

p and
urce.
ACL

entry
be a
quest
P way
ource

AND
CE is

quest

with

ND the CoAP payload query string of the request specifies a role, which is contained in the

uuid

soCiated with the secure session;

AND the resource of the request matches one of the "resources" of the ACE2

c.sec.ace2.resource-ref;

AND the ACEZ2 is currently valid.

they
referg
Areq
1. T
th
c\
2. T
3. W
A
thi
A
oi
A
A
Areq
1. T
aj
Oi
2.

The ACE2 "subject" is of type oic.sec.conntype and has the wildcard value that matches the
currently established connection type;

AND the resource of the request matches one of the "resources" of the ACE2

oi

c.sec.ace2.resource-ref;
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AND the ACEZ2 is currently valid.

3. When Client authentication uses a certificate credential;

AND one of the roleid values contained in the role certificate matches the "roleid" of the
ACEZ2 oic.sec.roletype;

AND the role certificate public key matches the public key of the certificate used to establish

th

0i
A
4. W

A
Sq

A
oi

A

e current secure session;

c.sec.ace2.resource-ref;
ND the ACE2 is currently valid.
hen Client authentication uses a certificate credential;

ND the CoAP payload query string of the request specifies a role, which,iIs member of
t of roles contained in the role certificate;

ND the roleid values contained in the role certificate matches theroleid" of the ACE2
Cc.sec.roletype;

ND the role certificate public key matches the public key.ofithe certificate used to esta

thie current secure session;

A
0i

A
5 W

A
S§

A
0i

A
6. W

A
0i

A
th

ND the resource of the request matches one of the\'resources" of the ACE2
C.sec.ace2.resource-ref;

ND the ACEZ2 is currently valid.
hen Client authentication uses a symmetric key credential;

ND one of the roleid values associated with the symmetric key credential used in the s
ssion, matches the "roleid" of the ACE2 oic.sec.roletype;

ND the resource of the request matches one of the "resources” of the ACE2
C.sec.ace2.resource-ref;

ND the ACE2 is curréntly valid.

hen Client authéntication uses a symmetric key credential;

Cc.r.cred.creds.roleid property of the current secure session;

ND, CoAP payload query string of the request specifies a role that matches the "roleid"

e ACE2 oic.sec.roletype;

he

Dlish

ecure

ND the CoAP-payload query string of the request specifies a role, which is contained i the

of

AND the resource of the request matches one of the "resources" of the ACE2

oi

c.sec.ace2.resource-ref;

AND the ACEZ2 is currently valid.

A request is granted if ANY of the ‘matching’ ACEs contains the permission to allow the
request. Otherwise, the request is denied.
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Note that there is no way for an ACE to explicitly deny permission to a resource. Therefore, if one
Device with a given role should have slightly different permissions than another Device with the
same role, they must be provisioned with different roles.
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13.5 Access Manager ACL Resource

Fixed URI Resource Type Resource Type Interfaces |Description Related
Title ID ('rt" value) Functional
Interaction
/oic/sec/amacl Managed ACL urn:oic.r.amacl baseline Resource for Security
managing access

Table 45 — Definition of the oic.r.amacl Resource
Pro erwy Froperwy value value ACCESS [ Viandat [DesSCriptuori
Title Name Type Rule Mode |ory '\Cb
QO
Resdurces | resources oic.s%c.ace array RW Yes  |[Multiple links to this host's Resources
Table 46 — Properties of the oic.r.amacl Resource
13.6 pigned ACL Resource
Fixed URI Resource [Resource Type |[Interfaces |Description \{O Related
Type Title |ID ('rt” value) O Functiopal
% Interaction
AN
/oic/sg¢c/sacl | Signed ACL urn:oic.r.sacl baseline Resouree.for managing access Secprity
Table 47 — Definition of the oi€.fnsacl Resource
Prdperty Property |Value Type Value |A Manda | Description
Tlitle Name Rule |M tory
ACE List aclist2 oic.sec.ace2 array | RW Yes |Access Control Entries in the ACL Resource
Sighature signature oic.sec.sigtype - RW Yes ([The signature over the ACL Resourfe
Table 48 ~Rroperties of the oic.r.sacl Resource
)
Prdperty Property \(a(h) Valu un Acces Man Description
Title Name e e it S dat
Rul M
f§‘ ype ule ode ory
Siq_mature sigtype String - - RW Yes The string specifying the predefirjed
ype signature format.
"oic.sec.sigtype.jws" — RFC7515JJSON
web signature (JWS) object
”oic.sec.sigtypedokT_' — RFC2315
base64-encoded object
"oic.sec.sigtype.cws” — CBOR-
encoded-IWSobject
Si%n?ture sigvalue String - - RW Yes The encoded signature
alue

Table 49 — Properties of the oic.sec.sigtype Property

13.7 Provisioning Status Resource

The /oic/sec/pstat Resource maintains the Device provisioning status. Device provisioning should
be Client-directed or Server-directed. Client-directed provisioning relies on a Client Device to
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determine what, how and when Server Resources should be instantiated and updated. Server-
directed provisioning relies on the Server to seek provisioning when conditions dictate. Server-
directed provisioning depends on configuration of the /oic/sec/cred.rowneruuid and /oic/sec/cred
Resources, at least minimally, to bootstrap the Server with settings necessary to open a secure
connection with appropriate support services.
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Fixed URI Resource Type Resource Type Interfaces |Description Related
Title ID ("'rt" value) Functional
Interaction
/oic/sec/pstat Provisioning Status urn:oic.r.pstat baseline Resource for Configuration
managing Device
provisioning status
Table 50 — Definition of the oic.r.pstat Resource
128
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Property |Propert|Value Type Value Mand |Access |Device |Description
Title y Name Rule atory [Mode [State
Device dos oic.sec.dostype - Yes RW Device Onboarding State
Onboarding
State
Is. isop Boolean TIF Yes Device can function even when Cm
Operational is non-zero. Device will only
R RESET [service requests related to
satisfying Tm when IsOp is FALSE.
Server shall set to FALSE
R REOTM Server shall set to FALSE
R REPRO Server shall set to FALSE
R RENOP Server shall set ta TRUE
R SRESE |Server shall set to FALSE
T
Cl\bl”rgm cm oic.sec.dpmtype bitmask | Yes R Server shall set to 0000,00Q1
qde
R Should be set by DOXS aftgr
successful OTM to 00xx,xx10.
R Set by CMS, AMS, DOXS affter
successful authentication
R Set by CMS, AMS, DOXS after
successful authentication
R Server shall set to 0000,00Q1
Targef Mode tm oic.sec.dpmtype bitmask No R Server shall set to 0000,0030
RW Set by DOXS after successjul OTM
RW Set by CMS, AMS, DOXS after
successful authentication
RW Set by CMS, AMS, DOXS after
successful authentication
RW Set by DOXS as needed to fecover
from failures. Server shall set to
XXXX,XX00 upon entry into
SRESET.
Operational om oic.sec.pomtype bitmask | Yes R Server shall set to manufacfurer
Mqde default.
RW Set by DOXS after successjul OTM
R Setby-EMS-AMSBOXSafter
successful authentication
RW Set by CMS, AMS, DOXS after
successful authentication
RW Set by DOXS.
Su'elported sm oic.sec.pomtype bitmask | Yes R Supported provisioning services
ode operation modes
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Device |deviceuu String uuid Yes RW [DEPRECATED] A uuid that
uuIiD id identifies the Device to which the
status applies
; ; Server shall set to the nil uuid value
R St d Y R
OwiS (O™ fng uul es RESET (€., "00000000-0000-0000-0000-
000000000000" )
RW The DOXS should configure the
pstat.rowneruuid property when a
RFOTM .
successful owner transfer session
is established.
R |RFPRO[M
R |renoP |2
RW The DOXS (refetenced via

doxm.devowneruuid propeity)
should verify and if needed,|update
the resource owner property when
a mutually authenticated sefure
session is established. If the
rowneruuid does not refer t¢ a valid
DOXS the Server shall trangition to
RESET Device state.

SRESE

Table 51 — Properties of the oic.r.pstat Resource

The provisioning status Resource /oic/sec/pstat is used to\enable Devices to perform self-dinected
provigioning. Devices are aware of their current configufration status and a target configufation
objecfive. When there is a difference between currentiand target status, the Device should cpnsult
the rqwneruuid Property of /oic/sec/cred Resource o discover whether any suitable provisijoning
serviges exist. The Device should request provisioning if configured to do so. The om Property of
/oic/sec/pstat Resource will specify expected*Device behaviour under these circumstances.

Self-directed provisioning enables Deyices to function with greater autonomy to minimize
dependence on a central provisioning “authority that should be a single point of failure |n the
netwqrk.
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Property
Title

Property
Name

Value
Type

Value Rule

Mandat
ory

Access
Mode

Device
State

Description

Device
Onboarding
State

UINT16

enum
0=RESET,
=RFOTM,
2=RFPRO,
3=RFNOP,
4=SRESET

Y

RESET

'The Device is in a har
state.

d reset

RW

RFOTM

The Device is in a Ready-For-
Owner-Transfer-Method state.
Set by DOXS after successful

OTM to RFPRO.

R\AL
vy

RFPRO

[The Device is in a Ready-For-

PROVvisioning state., S
CMS, AMS, DOXS aft
successful authentical

et by
er
ion

RW

RFNOP

The Device.is i a Re
Normal-Operation stal
CMS, AMS, DOXS aft
sucgessful authentica

hdy-For-
e. Set by
er

ion

RW

SRESET

[The\Device is in a Sof
state.
State transitions can
effected remotely by

pstat.dos.s when the
authenticated and aut
update the dos.s prop|
by CMS, AMS, DOXS
successful authentical

t-Reset

e
riting to
caller is
horized to
erty. Set
after

ion

Pending state

Boolean

TRUE (1) — ‘s’ state i
until all necessary chg
Device resources are

FALSE (0) — ‘s’ state
are complete

pending
nges to
complete

hanges

In all states:

Table 52 — Properties'of the oic.sec.dostype Property

e | The /pstat.dos.p Propertyds-read-only by all requestors.

¢ | An authenticated client-can effect a Device state change by updating
pstat.dos.s=<device_state>. Doing so instructs the Server to automatically perform §
changes requirgd to transition to the designated Device state. There may be multiplg
steps, hencethe“dos.p value is set to TRUE as the first step and remains TRUE unti
steps are complete. The final step sets dos.p to FALSE. The dos.s value is set to the
designated-Device state at the same time the dos.p value is set to FALSE. A client n
observey/pstat.dos to be notified when a Device state change is completed.

o | The Client is authenticated to write to /pstat.dos.s if it possesses an appropriate rolg
DOXS, CMS, AMS).

1l the
| all

hay

(e.g.

e Write requests to /pstat.dos.s where the requestor tries to transition to a state that isn’t
reachable will result in a DEVICE_STATE_NOT_PERMITTED error.

e Write requests to /pstat.dos.s when /pstat.dos.p is TRUE will result in a
DEVICE_STATE_NOT_READY error.

e /pstat.dos.p must be set to TRUE on entrance.

e /pstat.dos.p property must be set to FALSE on exit.

© ISO/IEC 2018 - All rights reserved
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When

Device state is RESET:
All SVR content is removed and reset to manufacturer default values.
The default manufacturer Device state is RESET.
Vertical resources are reset to manufacturer default values.

Vertical resources are inaccessible.

DL !

When

When

:f b:;cllt DUIIJDL,I;IUCID GBSEF\VE UUD.p—FALSE, t:lc IIUt;fibat;Ull ib acut }JI;UI tU t:lc pOInt
where access control and credential resources (needed to deliver the messagd) are
dismantled.

After successfully processing RESET the SRM transitions to RFOTM by setting’/pstat]/dos.s
to RFOTM.

Device state is RFOTM:
Vertical Resources are inaccessible.

Before OTM is successful, the deviceid Property of /oic/se¢/doxm Resource must be [set to
a randomized UUID value.

Before OTM is successful, the /pstat.dos.s Property is read-only by unauthenticated
requestors

After the OTM is successful, the /pstat.dos.s Property is read-write by auth¢rized
requestors.

The negotiated Device owner credential is used to create an authenticated sessior] over
which the OBT directs the Device state to transition to RFPRO.

If an authenticated session cannot be established when the OTM completes after <tbd=60>

seconds, the SRM asserts the:OTM failed and transitions to RESET (/pstat.dos.s=RESET).

(Note: The transfer of owpership is considered complete when /doxm.owned is $et to

TRUE. The Device statesmay continue in RFOTM to complete initial provisioning.)
Device state is RFPRO:

The /pstat.doS.sProperty is read-only by unauthorized requestors and read-write by
authorized reguestors.

Vertical'Resources are inaccessible.

The JOCF Server may re-create vertical Resources.

AN authorizead Client may provision SVKS as needed 1or normal tunctioning i KENO

An authorized Client may perform consistency checks on SVRs to determine which shall
be re-provisioned.

Failure to successfully provision SVRs may trigger a state change to RESET. For
example, if the Device has already transitioned from SRESET but consistency checks
continue to fail.

The authorized Client sets the /pstat.dos.s=RFNOP.
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When Device state is RFNOP:

The /pstat.dos.s Property is read-only by unauthorized requestors and read-write by
authorized requestors.

8(E)

Vertical resources, SVRs and core Resources are accessible following normal access

processing.

An authorized may transition to RFPRO. Only the Device owner may transition to
SRESET or RESET.

When

The p
mode
Provis

Device state is SRESET:

but the SRM doesn’t attempt to access or reference them.

SVR integrity is not guaranteed, but access to some SVR Properties.is\necessary. T
include /doxm.devowner, /cred[<devowner>] and /pstat.dos.

minimalist /cred and /doxm resources enabling Device ownencontrol of SRESET. If
SRM can’t establish these Resources, then it will transitiensto RESET state.

An authorized Client performs SVR consistency checks: The caller may provision SV
as needed to ensure they are available for continuéd provisioning in RFPRO or for
normal functioning in RENOP.

The authorized Device owner may avoid entering RESET state and RFOTM by writin
RFPRO or RFNOP to /pstat.dos.s.

ACLs on SVR are presumed to be invalid. Access authorization is granted according
Device owner privileges.

The SRM asserts a Client-direeted operational mode (e.g.
/pstat.om=CLIENT_DIRECTED).

rovisioning mode type is"a\16-bit mask enumerating the various Device provisioning
5. "{ProvisioningMode}" should be used in this document to refer to an instance of a
ioning mode without\selecting any particular value.

The certificates that identify and authorize the Device owner afe sufficient to re-creafe

Vertical Resources are inaccessible. The integrity of vertical Resources may-be suspect

hese

the

Rs

1
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Type Name

Type URN

Description

_Device
Provisioning Mode

urn:oic.sec.dpmtype

provisioning modes

Device provisioning mode is a 16-bit bitmask describing various

Table 53 — Definition

of the oic.sec.dpmtype Property

Value Device Mode Description
bx0000,0001 (1) Reset Device reset mode enabling manufacturer reset operations
bx0000,0010 (2) Take Owner Device pairing mode enabling owner transfer operations
bx0000,0100 (4) Bootstrap Service Service provisioning mode enabling instantiation of @'BSS. [This
allows authorized entities to install a BSS.
bx0000,1000 (8) Security Service provisioning mode enabling instantjation of Device
Management security services and related credentials
Services
bxp001,0000 (16) Provision Credential provisioning mode enabling instantiation of pairyise
Credentials Device credentials using a management service of type
urn:oic.sec.cms
bx0010,0000 (32) Provision ACLs ACL provisioning mode ehabling instantiation of Device AQLs
using a management service of type urn:oic.sec. ams
bx0100,0000 (64) Initiate Software Software version ¥alidation requestedlgending (1)
Version Validation Software versiafi validation complete (0)
bx1000,0000 (128) Initiate Secure Secure software update requested/gending (1)
Software Update Secure software update complete (0)
Table 54 — Value Definition of the{ic.sec.dpmtype Property (Low-Byte)
Value Device Mode ‘\\(f Description
Bx0000,0000 — <Reserved> Reserved for later use
bx1111,1111
Table 55 — Value Definition of the oic.sec.dpmtype Property (High-Byte)
The grovisioning operationymode type is a 8-bit mask enumerating the various provisioning
operation modes.
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Type Name Type URN Description
Device urn:oic.sec.pomtype Device provisioning operation mode is a 8-bit bitmask describing
Provisioning various provisioning operation modes
OperationMode
Table 56 — Definition of the oic.sec.pomtype Property
Value Operation Mode Description
bxQ000 0001 (1) Server-directed Dm\/iqinning related services are plnm:\d in different Devices.
utilizing multiple Hence, a provisioned Device should establish multiple DTLIS
provisioning sessions for each service. This condition exists when hit Qs
services FALSE.
bkx0000,0010 (2) Server-directed All provisioning related services are in the same Device. Heénce,
utilizing a single instead of establishing multiple DTLS sessiops with provisipning
provisioning service | services, a provisioned Device establishes pnly one DTLS session
with the Device. This condition exists when bit 0 is TRUE.
bx0000,0100 (4) Client-directed Device supports provisioning service control of this Device's
provisioning rowsmr_ung_ operations. This condition exists when bit 1 is TRUE.
hen this bit is FALSE this DeviCe“eontrols provisioning stéps.
g;?ggg&ggg((f%g) <Reserved> Reserved for later use
bx1111,11xx <Reserved> Reserved for later usé

13.8

The /
certifi
PKCS
/oicls

Table 57 — Value Definition of the oiexsec.pomtype Property

Certificate Signing Request Resource

bic/sec/csr Resource is used by a Devicg/to provide its desired identity, public key
ed, and a proof of possession of the cotresponding private key in the form of a RFC

#10 Certification Request.

If the-Device supports certificates (the sct proper

bc/doxm has a 1 in the 0x8 bit positioh), the Device shall have a /oic/sec/csr resource.

to be
2986
ty of
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Fixed URI Resource Resource Interfaces Description Related
Type Title Type ID ('rt" Functional
value) Interaction
loic/sec/csr Certificate urn:oic.r.csr baseline The = CSR resource Configuration
Signing contains _a  Certificate
Request Signing Request for the
Device's public key.

Table 58 — Definition of the oic.r.csr Resource

Proper Ly FTroperty vdadluce ALLESS viaridatory UEbLlipLiUll
Tjtle Name Type Mode Q)
N
Cgrt ficate csr String R Yes Contains the signed CSR encodedraceording to the
igning :
Request encoding Property
Encpding encoding String R Yes A string specifying the engoding format of| the data

contained in the csr Property

"oic.sec.encoding.pem’ —Encoding for PEM-gncoded
certificate signing request

"oic.sec.encoding:der" — Encoding for DER-erjcoded
certificate signjng‘request

Table 59 — Properties of the oic.r.csr Résource

The Qevice chooses which public key to use, and may optionally generate a new key pair for this
purpdse.

In the] CSR, the Common Name component of the Subject Name shall contain a string of the format
"uuidIX" where X is the Device’s requested UUID_in\the format defined by RFC 4122. The Common
Namg, and other components of the Subject Name, may contain other data. If the Device chposes
to incjude additional information in the Common Name component, it shall delimit it from the [UUID
field by white space, a comma, or a semicofon.

If the Device does not have a pre-provisioned key pair to use, but is capable and willing to gernjerate
a new key pair, the Device may begin generation of a key pair as a result of a RETRIEVE ¢f this
resoufrce. If the Device cannot immediately respond to the RETRIEVE request due to time required
to generate a key pair, the Dévice shall return an "operation pending" error. This indicates fo the
Client that the Device is not yet ready to respond, but will be able at a later time. The Client ghould
retry the request after a short delay.

13.9 Roles resource

The rples resourcemaintains roles that have been asserted with role certificates, as describped in
Sectipn 10.3.4Asserted roles have an associated public key, i.e., the public key in the¢ role
certificate. «Clients may only access roles associated with their public key of the certificate| used
to aufhenticate during (D)TLS session establishment. The roles resource should be viewed [as an
extengion.of the (D)TLS session state. See section 10.3.1 for how role certificates are validzrted.

The roles resource shall be created by the server upon establishment of a secure (D)TLS session
with a client, if is not already created. A server shall retain the roles resource at least as long as
the (D)TLS session exists. A server shall retain each certificate in the roles resource at least until
the certificate expires or the (D)TLS session ends, whichever is sooner. A server may retain the
roles resource and its contents beyond the length of a (D)TLS session or a certificate’s validity
period, although the requirements of section 10.3 and 10.3.1 to validate a certificate’s time validity
at the point of use always apply. A server should regularly inspect the contents of the roles
resource and purge contents based on a policy it determines based on its resource constraints.
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For example, expired certificates, and certificates from clients that have not been heard from for
some arbitrary period of time could be candidates for purging.

As stated above, the resource is implicitly created by the server upon establishment of a (D)TLS
session. In more detail, the RETRIEVE, UPDATE and DELETE operations on the Roles Resource
should behave as follows. Unlisted operations are implementation specific and not reliable. Note
that this description is editorial, and the RAML provides the normative and formal behaviour
description.

1. Retrieve shall return all previously asserted roles associated with the client’s public key. Note
that the public key is always available to the server as part of the secure channel information.
Retrieve with query parameters is not supported.

2. Update includes the "roles" array property and distinct roles in this array are added fo the
rgsource. This is also scoped to the client’s public key. Two roles are distinctif €ither pf the
“rple" or "authority" properties differs.

3. Delete shall remove the entire "roles" array for the client’s public key.

Fixed URI Resource Type [Resource Type Interfac |Descri iGJ, Relatedl
Title ID ("'rt" value) es % Functignal
(.\\\ Interagtion
/oic/sec/roles Roles urn:oic.r.roles baseline |Resource containing roles Secyrity
that have previously been
asserted to this server

Table 60 — Definition of the ojiexr/roles Resource

O
Property Property |Value Type|Value AccessManda Description
Title Name Rule Mo% tory
O
Rgles roles oic.sec.cred | array RW Yes |List of roles previously asserted to this|
server

Table 61 — Preperties of the oic.r.roles Resource

13.10] Security Virtual Resources (SVRs) and Access Policy
The §VRs expose the security-related Properties of the Device.

Granting access requests (RETRIEVE, UPDATE, DELETE, etc.) for these SVRs to unauthenticated
(anonymous) Clients(coeuld create privacy or security concerns.

For ekample, whénsthe Device onboarding State is RFOTM, it is necessary to grant requegts for
the o|c.r.doxm-Resource to anonymous requesters, so that the Device can be discovered and
onboarded byranh OBT. Subsequently, it might be preferable to deny requests for the oic.rlJdoxm
Resoyirce(tofanonymous requesters, to preserve privacy.

13.11] “SVRs, Discoverability and Endpoints

All implemented SVRs shall be “discoverable” (reference OCF Core Specification, Policy
Parameter section 7.8.2.1.2).

All implemented discoverable SVRs shall expose a Secure Endpoint (e.g. CoOAPS) (reference OCF
Core Specification, Endpoint chapter 10).

The /doxm Resource shall expose an Unsecure Endpoint (e.g. CoAP) in RFOTM (reference OCF
Core Specification, Endpoint chapter 10).
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13.12 Privacy Consideration for Core and SVRs

Unique identifiers are a privacy consideration due to their potential for being used as a tracking
mechanism. These include the following Resources and Properties:

e /d Resource containing the ‘di’ and ‘piid’ Properties.
¢ /p Resource containing the ‘pi’ Property.
e /doxm Resource containing the ‘deviceuuid’ Property.

All identifiers are unique values that are visible to throughout the Device lifecycle by anonymous
reque ; fS— f f fee— f f fet f : le to
reliably obtain identifiers useful for building a log of activity correlated with a specific Platfenmn and
Devicle.

Therq are two strategies for privacy protection of Devices:
1| Apply an ACL policy that restricts read access to Resources containing unique ident|fiers
2] Limit identifier persistence to make it impractical for tracking use.

Both techniques can be used effectively together to limit exposure to\privacy attacks.

1| A Platform / Device manufacturer should specify a default ACL policy that restricts
anonymous requestors from accessing unique identifiers:=#A network administrator should
modify the ACL policy to grant access to authenticated Devices who, presumably, do not
present a privacy threat.

2] Servers shall supply a temporary, non-repeating Device ID when the ‘owned’ Propgrty in
the /doxm Resource is FALSE and applies* over multiple ownership transitions| The
temporary identifiers are disjoint from and not correlated to the persistent identifierq shall
be:

a. Disjoint from (i.e. not linked)the persistent identifiers

3] Generated by a function that <is" pre-image resistant, second pre-image resistant and
collision resistant

A new Device seeking deploymeht needs to inform would-be OBTs of the identifier used to [begin
the ohboarding process. However, attackers could obtain the value too and use it for Qevice
tracking throughout the Device’s lifetime. To address this privacy threat, Servers shall supply the
tempgrary ‘deviceuuid’ to-unauthenticate /oic/res requests when the 'deviceowneruuid' is the nil
UUID| The Server shall-generate a new pseudo-random temporary ‘deviceuuid’ value whgn the
Device state transitions to RESET. This ensures the ‘deviceuuid’ value cannot be used to|track
acrosp multiple ewners.

The 'deviceowneruuid’ property is initialized to the nil UUID at RESET which is retained until [being
set dyring’RFOTM Device state. The Device shall supply a non-persistent identifier to RETRIEVE
. The

‘ : JY 5 = e-Server
to allow the persistent ‘deviceuuid’ to be returned in RETRIEVE requests to the /doxm and /res
resources.

The onboarding utility may also provision an ACL policy that restricts access to the /oic/sec/doxm
resource such that only authenticated Clients are able to obtain the persistent ‘deviceuuid’ value.
Clients avoid making unauthenticated discovery requests by having been provisioned with a
/oic/sec/cred resource entry that contains the Server’s ‘deviceuuid’.
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The ‘di’ property in the /oic/d Resource shall mirror that of the ‘deviceuuid’ Property. The
onboarding utility should provision an ACL policy that restricts access to the /oic/d Resource such

that only authenticated Clients are able to obtain the persistent ‘di’

value.

The ‘piid’ Property in the /oic/d Resource similarly should present a temporary and changing value
when ‘deviceowneruuid’ has the nil UUID value. The server shall provide a persistent value (or
allows the onboarding utility to provision) subsequent to ‘deviceowneruuid’ being changed to a
non-nil UUID. An ACL policy on the /d resource protects the ‘piid’ from being disclosed to

anonymous requestors.

The pt

‘devigeowneruuid’ has the nil UUID value and shall change to a persistent value
‘devideowneruuid’ being changed to a non-nil UUID. An ACL policy shall protect the_‘p¥ prd

in thel/p resource from being disclosed to anonymous requestors.

when
upon
perty
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Regource Property title Prop Value type Access Mode Behavior
Type erty
nam
=
oi¢.wk.p Platform ID pi oic.types- Server shall construct a temporary
scherga.uw Al rra]lndom.UUID..(does not oyerride
States R the persistent pi)
oi¢.wk.p Protocol piid oic.types- RESET, Server should construct a temporary
Independent schema.uui SRESET random UUID when entering
Identifier d R RESET state.
RFPRO,
RFNOP
DfOXS may set the persifstem value
after secure owner transfer spssion
RFOTM RW is established; otherwise Server sets
value.
oi¢.wk.d Device Identifier di oic.types- /d.di shall mirror the value corjtained
schema.uui | All states R in /doxm.deviceuuid in all Device
d states.
Table 62 — Core Resource Properties state
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14 Core Interaction Patterns Security
This section is left intentionally blank and will be defined in future version..

14.1 Observer

14.2 Subscription/Notification

14.3 Groups

14.4 Publish-subscribe Patterns and Notification
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15 Security Hardening Guidelines/ Execution Environment Security

8(E)

This is an informative section. Many TGs in OCF have security considerations for their protocols
and environments. These security considerations are addressed through security mechanisms
specified in the security specifications for OCF. However, effectiveness of these mechanisms
depends on security robustness of the underlying hardware and software Platform. This section
defines the components required for execution environment security.

15.1 Execution environment elements

Exec

tion environment within a computing Device has many components. To perform security

functi
dime
if the
of the
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secur

Note

speci
devel
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Each

15.1.

Secu
Data"
certifi
that if
confid

It is 3

pns in a robustness manner, each of these components has to be secured as a sef
sion. For instance, an execution environment performing AES cannot be considered's
input path entering keys into the execution engine is not secured, even though the-part
CPU, performing the AES encryption, operate in isolation from other processes. Dif
sions referred to as elements of the execution environment are listed below-/To qualif
e execution environment (SEE), the corresponding SEE element must qualify as secur

(Secure) Storage

(Secure) Execution engine
(Trusted) Input/output paths
(Secure) Time Source/clock
(Random) number generator
(Approved) cryptographic algorithms
Hardware Tamper (protection)

hat software security practices (such-as those covered by OWASP) are outside scope
ication, as development of secure.€ode is a practice to be followed by the open s
bpment community. This spegification will however address the underlying Pla

of the elements above.are described in the following subsections.

| Secure Storagge
e storage refers_to the physical method of housing sensitive or confidential data ("Sern
. Such data.could include but not be limited to symmetric or asymmetric private

s integrity’be maintained, whereas Critical Sensitive Data requires that both its integrit
entiality be maintained.

arate
ecure
itions
erent

as a
e.

bf this
ource
1tform

ance required for executing software. Examples are secure boot and secure software
upgrade.

sitive
keys,

cate data, network access credentials, or personal user information. Sensitive Data requires

y and

sitive

trongly recommended that 10T Device makers provide reasonable protection for Ser

Data so that it cannot be accessed by unauthorized Devices, groups or individuals for either
malicious or benign purposes. In addition, since Sensitive Data is often used for authentication

and e

ncryption, it must maintain its integrity against intentional or accidental alteration.

A partial list of Sensitive Data is outlined below:
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Data Integrity protection Confidentiality protection
Owner PSK (Symmetric Yes Yes
Keys)
Service provisioning keys Yes Yes
Asymmetric Private Keys Yes Yes
Certfficate Data and Signed Yes Not required
Hashes
Public Keys Yes Not required
Acess credentials (e.g. Yes Yes
S$ID, passwords, etc.)
ECDH/ECDH Dynamic Yes Yes
Shared Key
Root CA Public Keys Yes Not required
Devide and Platform IDs Yes Not required

Table 63 — Examplestof Sensitive Data

Exac] method of protection for secure Storage is implementation specific, but tygically
combjnations of hardware and software methods are used.

15.1.1.1 Hardware secure storage

Hardware secure storage is recommeénded for use with critical Sensitive Data such as syminetric
and gsymmetric private keys, .aécess credentials, and personal private data. Hardware secure
storage most often involves §emiconductor-based non-volatile memory ("NVRAM") and ingludes
countermeasures for protecting against unauthorized access to Critical Sensitive Data.

Hardware-based secure)storage not only stores Sensitive Data in NVRAM, but also prqvides
prote¢tion mechanisms/'to prevent the retrieval of Sensitive Data through physical and/or elecftronic
attacks. It is not necessary to prevent the attacks themselves, but an attempted attack should not
resultlin an unauthorized entity successfully retrieving Sensitive Data.

Proteftion-méechanisms should provide JIL Moderate protection against access to Sensitivg Data
from attacks that include but are not limited to:

1) Physical decapping of chip packages to optically read NVRAM contents
2) Physical probing of decapped chip packages to electronically read NVRAM contents

3) Probing of power lines or RF emissions to monitor voltage fluctuations to discern the bit
patterns of Critical Sensitive Data

4) Use of malicious software or firmware to read memory contents at rest or in transit within
a microcontroller

5) Injection of faults that induce improper Device operation or loss or alteration of Sensitive
Data
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15.1.1.2 Software Storage

It is generally NOT recommended to rely solely on software and unsecured memory to store
Sensitive Data even if it is encrypted. Critical Sensitive Data such as authentication and encryption
keys should be housed in hardware secure storage whenever possible.

Sensitive Data stored in volatile and non-volatile memory shall be encrypted using acceptable
algorithms to prevent access by unauthorized parties through methods described in Section
15.1.1.1.

15.1.1.3 Additional Security Guidelines and Best Practices

Below are some general practices that can help ensure that Sensitive Data is not compromiged by
varioys forms of security attacks:

1) FIPS Random Number Generator ("RNG") — Insufficient randomness or entropy in thgg RNG
used for authentication challenges can substantially degrade securitynstrength. Fgr this
reason, it is recommended that a FIPS 800-90A-compliant RNG with a certified |noise
source be used for all authentication challenges.

2) Secure download and boot — To prevent the loading and execution of malicious soffware,
where it is practical, it is recommended that Secure Download and Secure Boot methods
that authenticate a binary’s source as well as its contents-be used.

3) Deprecated algorithms —Algorithms included but not litnited to the list below are considered
unsecure and shall not be used for any security-related function:

a. SHA-1

b. MD5

c. RC4

d. RSA 1024

4) Encrypted transmission between*blocks or components — Even if critical Sensitive Data is
stored in Secure Storage, any’use of that data that requires its transmission out df that
Secure Storage should he-encrypted to prevent eavesdropping by malicious software Wwithin
an MCU/MPU.

15.1.2 Secure executiontengine

Execytion engine is the/part of computing Platform that processes security functions, such as
cryptaographic algorithms or security protocols (e.g. DTLS). Securing the execution engine requires
the following

o | Isolation<of execution of sensitive processes from unauthorized parties/ processes| This
includes’ isolation of CPU caches, and all of execution elements that needed fo be
considered as part of trusted (crypto) boundary.
¢ | JIsolation of data paths into and out of execution engine. For instance both unencrypte

cryptographic algorithms, such as decryption or signing. See trusted paths for more details.
15.1.3 Trusted input/output paths

Paths/ ports used for data entry into or export out of trusted/ crypto-boundary needs to be protected.
This includes paths into and out secure execution engine and secure memory.

Path protection can be both hardware based (e.g. use of a privileged bus) or software based (using
encryption over an untrusted bus).
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15.1.4 Secure clock

Many security functions depend on time-sensitive credentials. Examples are time stamped
Kerberos tickets, OAUTH tokens, X.509 certificates, OSCP response, software upgrades, etc. Lack
of secure source of clock can mean an attacker can modify the system clock and fool the validation
mechanism. Thus an SEE needs to provide a secure source of time that is protected from
tampering. Note that trustworthiness from security robustness standpoint is not the same as
accuracy. Protocols such as NTP can provide rather accurate time sources from the network, but
are not immune to attacks. A secure time source on the other hand can be off by seconds or
minutes depending on the time-sensitivity of the corresponding security mechanism. Note that
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time source can be external as Inng as it is Qignnd hy a trusted source and the Qigr
tion in the local Device is a trusted process (e.g. backed by secure boot).

b Approved algorithms

portant aspect of security of the entire ecosystem is the robustness of publicly vette
eviewed (e.g. NIST-approved) cryptographic algorithms. Security ispnot achieve
rity of the cryptographic algorithm. To ensure both interoperability and, security, no
accepted cryptographic algorithms must be used, but also a list of approved cryptogt

d and
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pns must be specified explicitly. As new algorithms are NIST approved or old algorithms are

cated, the list of approved algorithms must be maintained by OC&2 All other algorithms
deemed stronger by some parties) must be considered non-approved.

et of algorithms to be considered for approval are algorithms for
Hash functions
Signature algorithms
Encryption algorithms
Key exchange algorithms

Pseudo Random functions (PRF).used for key derivation

even

This lyst will be included in this or asseparate security robustness rules specification and muist be

follow

15.1.¢
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ed for all security specifications within OCF.

b Hardware tamper protection

Is levels of hardwate tamper protection exist. We borrow FIPS 140-2 terminolog)
ements) regardingtamper protection for cryptographic module

Production‘grade (lowest level): this means components that include conformal s
coating «@pplied over the module’s circuitry to protect against environmental or
physicalydamage. This does not however require zeroization of secret material
physical maintenance. This definition is borrowed from FIPS 140-2 security level 1.

Tamper ewdent/proof (mld Ievel) ThIS means the DeV|ce shows ewdence (through C(

FIPS 140 2 securlty Ievel 2.

(not
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Tamper resistance (highest level), this means there is a response to physical tempering

that typically includes zerioization of sensitive material on the module. This definit
borrowed from FIPS 140-2 security level 3.

ion is

It is difficult of specify quantitative certification test cases for accreditation of these levels. Content
protection regimes usually talk about different tools (widely available, specialized and professional
tools) used to circumvent the hardware protections put in place by manufacturing. If needed, OCF
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can follow that model, if and when OCF engage in distributing sensitive key material (e.g. PKI) to
its members.

15.2 Secure Boot
15.2.1 Concept of software module authentication

In order to ensure that all components of a Device are operating properly and have not been
tampered with, it is best to ensure that the Device is booted properly. There may be multiple stages
of boot. The end result is an application running on top an operating system that takes advantage
of memory, CPU and peripherals through drivers.

The general concept is the each software module is invoked only after cryptographic inljegrity
verifigation is complete. The integrity verification relies on the software module havihg|been
hashegd (e.g. SHA_1, SHA_ 256) and then signed with a cryptographic signature algorithm with (e.g.
RSA)| with a key that only a signing authority has access to.

Signer
keys Data
Hash function (e.g. SHA256)
Y/
. Signature*algorithm

Rrivate key | (RSA encryption, ECDSA)
Public Key Data _
Cerfificate Signature

Secure Storage/ TPM

Figure 40 — Software Module Authentication

After the data s Signed with the signer’s signing key (a private key), the verification key (the public
key clorresponding to the private signing key) is provided for later verification. For lower| level
software, madules, such as bootloaders, the signatures and verification keys are inserted [|nside
¢r.prfoof memory, such as One time programmable memory or TPM. For higher level software

format (IETF CMS RFC), where the signedData format includes both indications for signature
algorithm, hash algorithm as well as the signature verification key (or certificate). The secure boot
specification however does not require use of PKCS#7 format.
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Data

Increasing
Signature Memory
Verification key address

Figure 41 — Verification Software Module

The Verification module first decrypts the signature with the verification key (public key-.of the
signef). The verification module also calculates a hash of the data and then compares the
decrypted signature (the original) with the hash of data (actual) and if the two values match, the
software module is authentic.

Stqred Stored signature
Vetification Data
key
Signature algorithm -
(RSA decryption, ECDSA) Hash function (e.g. SHA256)
Decrypted Signature Hashed Data
-

Figure 42 — Software Module Authenticity
15.2.2 Secure Boot process

Depepding on the Device implementation, there may be several boot stages. Typically, in p PC/
Linux|type environment, the first step is to find and run the BIOS code (first-stage bootloader) to
find out where the boot code is and then run the boot code (second-stage boot loader). The s¢cond
stage| bootloader is typically the process that loads the operating system (Kernel) and trapsfers
the executiensto the where the Kernel code is. Once the Kernel starts, it may load external Kernel
modujes-and drivers.

Whe i it i i i i ifi efore
executing the boot loader stage. As mentioned, while the signature and verification key for the
lowest level bootloader is typically stored in tamper-proof memory, the signature and verification
key for higher levels should be embedded (but attached in an easily accessible manner) in the
data structures software.

15.2.3 Robustness requirements

To qualify as high robustness secure boot process, the signature and hash algorithms shall be one
of the approved algorithms, the signature values and the keys used for verification shall be stored
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in secure storage and the algorithms shall run inside a secure execution environment and the keys
shall be provided the SEE over trusted path.

15.2.3.1 Next steps

Develop a list of approved algorithms and data formats

15.3 Attestation
15.4 Software Update
15.4.1 Overview:

The Device lifecycle does not end at the point when a Device is shipped from the manufadturer;
the di|stribution, retailing, purchase, installation/onboarding, regular operation, maintenancg and
end-df-life stages for the Device remain outstanding. It is possible for the Device to réquire update
during any of these stages, although the most likely times are during onboarding, regular opefation
and nmpaintenance. The aspects of the software include, but are not limited to, firmware, opefating
system, networking stack, application code, drivers, etc.

15.4.2 Recognition of Current Differences

Different manufacturers approach software update utilizing a collection of tools and strat¢gies:
over-fhe-air or wired USB connections, full or partial replacement of.\existing software, signed and
verifigd code, attestation of the delivery package, verification of.the’source of the code, patkage
structures for the software, etc.

It is rgcommended that manufacturers review their processes and technologies for compliancg with
indusjry best-practices that a thorough security review, of these takes place and that periodic
review continue after the initial architecture has been &stablished.

This gpecification applies to software updates as recommended to be implemented by Deviges; it
does |not have any bearing on the above-mentioned alternative proprietary software update
mechpnisms.

15.4.3 Software Version Validation

Setting the Initiate Software Version\Jalidation bit in the /oic/sec/pstat.tm Property (see Talple 51
of Se¢tion 13.7) indicates a request-to initiate the software version validation process, the prpcess
wheregby the Device validates the-software (including firmware, operating system, Device difivers,
netwqrking stack, etc.) against a trusted source to see if, at the conclusion of the check, the
software update process will need to be triggered (see below). When the Initiate Software V[Irsion

Validation bit of /oic/see/pstat.tm is set to 1 (TRUE) by a sufficiently privileged Client, the Qevice
sets the /oic/sec/pstat.em Initiate Software Version Validation bit to 0 and initiates a software
versign check. Onge."the Device has determined if an update is available, it sets the Initiate
Softwmare VersionValidation bit in the /oic/sec/pstat.cm property to 1 (TRUE) if an update is
availgble or O"(FALSE) if no update is available. To signal completion of the Software Version
Validation «process, the Device sets the Initiate Software Version Validation bit in the
/oic/sec/pstat.tm Property back to 0 (FALSE). If the Initiate Software Version Validation |bit of
/oic/sgelfstat.tm is set to 0 (FALSE) by a Client, it has no effect on the validation process.

15.4.4 Software Update

Setting the Initiate Secure Software Update bit in the /oic/sec/pstat.tm property (see Table 51 of
Section 13.7) indicates a request to initiate the software update process. When the Initiate Secure
Software Update bit of /oic/sec/pstat.tm is set to 1 (TRUE) by a sufficiently privileged Client, the
Device sets the /oic/sec/pstat.cm Initiate Software Version Validation bit to 0 and initiates a
software update process. Once the Device has completed the software update process, it sets the
Initiate Secure Software Update bit in the /oic/sec/pstat.cm property to 1 (TRUE) if/when the
software was successfully updated or 0 (FALSE) if no update was performed. To sighal completion
of the Secure Software Update process, the Device sets the Initiate Secure Software Update bit in
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the /oic/sec/pstat.tm Property back to 0 (FALSE). If the Initiate Secure Software Update bit of
/oic/sec/pstat.tm is set to O (FALSE) by a Client, it has no effect on the update process.

15.4.5 Recommended Usage

The Initiate Secure Software Update bit of /oic/sec/pstat.tm should only be set by a Client after the
Initiate Software Version Validation check is complete.

The process of updating Device software may involve state changes that affect the Device
Operational State (/oic/sec/pstat.dos). Devices with an interest in the Device(s) being updated
should monitor /oic/sec/pstat.dos and be prepared for pending software update(s) to affect Device
state(s) prior to completion of the update.

Note |that the Device itself may indicate that it is autonomously initiating a software version
checK/update or that a check/update is complete by setting the pstat.tm and pstatcm Initiate
Softwjare Version Validation and Secure Software Update bits when starting er..completing the
versign check or update process. As is the case with a Client-initiated update;” Clients can be
notifigd that an autonomous version check or software update is pendingsand/or compldte by
obseryving pstat resource changes.

15.5 Non-OCF Endpoint interoperability
15.7 $ecurity Levels

Secullity Levels are a way to differentiate Devices based on their'security criteria. This negd for
differ¢ntiation is based on the requirements from different vetticals such as industrial and health
care and may extend into smart home. This differentiation is distinct from Device classifi¢ation
(e.g. RFC7228)

Theseg categories of security differentiation may include, but is not limited to:
Security Hardening
Identity Attestation
Certificate/Trust
Onboarding Technique
Regulatory Compliance
a. Data at rest
b. Data in transit
Cipher Suites — Crypto Algorithms & Curves
7] Key Length
8] Secure Boot/Update

il i Al

In the future securitydevels can be used to define interoperability.

The fpllowing applies to Security Specification 1.1:
The durrent specification does not define any other level beyond Security Level 0. All Devicés will
be dejsignated-as Level 0. Future versions may define additional levels.

Note thedollowing points:

L TiIC dCﬁllitiUll Uf [z} yiVCII beulity iUVCi VVi“ ICIIIdiII Ullbilclllgc'd II.JCALVVCCII VCIbiUIIb f the
specification.

o Devices that meet a given level may, or may not, be capable of upgrading to a higher level.

o Devices may be evaluated and re-classified at a higher level if it meets the requirements
of the higher level (e.g. if a Device is manufactured under the 1.1 version of the
specification, and a later spec version defines a security level 1, the Device could be
evaluated and classified as level 1 if it meets level 1 requirements).

e The security levels may need to be visible to the end user.
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16 Appendix A: Access Control Examples

16.1 Example OCF ACL Resource

The Server is required to verify that any hosted Resource has authorized access by the Client
requesting access. The /oic/sec/acl2 Resource is co-located on the Resource host so that the
Resource request processing should be applied securely and efficiently. This example shows how
a /oic/sec/acl2 Resource could be configured to enforce an example access policy on the Server.

{

‘aclist2": [

8(E)

mode

2015

by
16.2

The A
a co
demo

{

"res
Il
Il
{"
Il

177 An ACL provisioning and management service should be identified ag

“CRUDN” (Create, Retrieve, Update, Delete and Notify)
“subject™: {Tuuid: "XXXX-..-XX01"},
"resources'": [
{"href":"/oic/sh/light/1"},
{"href":"/oic/sh/temp/0"}
1.
"permission”: 31, // 31 dec = 0b0O001 1111 which maps to ---N DURC
“validity": [
// The period starting at 18:00:00 UTC, on~January 1, 2015 and
// ending at 07:00:00 UTC on January 2, 2015
"period": ['20150101T180000Z/20150102TQ70000Z2"],
// Repeats the {period} every week unt¥l the last day of Jan.

"recurrence': ["RRULE:FREQ=WEEKLY3UNTIL=20150131T070000Z"]

// the resource owner
‘'rowneruuid': ""0685B960-736F+46F7-BECO-9E6CBD61ADC1"

EFxample Access Manager(Service
MS should be used to centralize management of access policy, but requires Servers to

hstrates how the Jeic/sec/amacl Resource should be configured to achieve this objecti

burces": [

f the {Subject} wants to access the /oic/sh/light/1 Resource at hostl and an Amacl wa
supplied.then use the {4} sacl validation credential to enforce access.
ref"("/oic/sh/light/1},

11

// Subject with ID .01 should access two named Resources with acclss

b

open

nection to the AMS -whenever the named Resources are accessed. This example

Ve.

"2

f.the {Subject} wants to access the /oma/3 Resource at host2 and an AM sacl was

hoanlind than on tha (1) canl \yalidat A eceradeantial ta anfaran ann~ncc
TCUT LY

o
PPt arCT oSt tTe T SatT varmoaotroT LEAYICIanavan vy g} Rv) B i vy o s vl vl vxe re

{"href": "/oma/3"},
/I'If the {Subject} wants to access any local Resource and an Amacl was supplied then use
/I the {4} sacl validation credential to enforce access.
{'we": )]
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17 Appendix B: Execution Environment Security Profiles

Given that 10T verticals and Devices will not be of uniform capabilities, a one-size-fits all security
robustness requirements meeting all IOT applications and services will not serve the needs of OCF,
and security profiles of varying degree of robustness (trustworthiness), cost and complexity have
to be defined. To address a large ecosystem of vendors, the profiles can only be defined as
requirements and the exact solutions meeting those requirements are specific to the vendors’ open

or pro

prietary implementations, and thus in most part outside scope of this document.

To align W|th the rest of OCF specifications, Where Device classmcatlons foIIow IETF RFC 7228

will b@ more fit to the current 10T chip market than that of IETF.

lofiles

aximum of 3. However our understandmg is OCF capabllltles criteria for each of 3Clhsses

Given the extremely low level of resources at class 0, our expectation is that class 0 Devicgs are
eithenl capable of no security functionality or easily breakable security) that depend on
envirgnmental (e.g. availability of human) factors to perform security functions. This mearns the
class|0 will not be equipped with an SEE.
Platform class SEE Robustness level
N\

0 No N/A

1 Yes Low

2 Yes High

consi
augm

TechrEcal Note: This analysis acknowledges that these Platform classifications do not tak

Table 64 — OCR;Security Profile

eration of possibility of security .cos;processor or other hardware security capabilit
nts classification criteria (namely-CPU speed, memory, storage).

e into
that
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18 Appendix C: RAML Definition

All the sub-clauses in Appendix C describe the Security Resources with a restful APl definition
language. The Resources presented in Appendix C are formatted for readability, and so may
appear to have extra line breaks. The contents of the Resource Types without the extra line breaks
are available in OCF Resource Type Definitions.

Resource Name Resource Type Section
Access Control List oic.r.acl A.l
Access Control List 2 oic.r.acl2 A2
Mgnaged Access Control List oic.r.amacl A.3
Sligned Access Control List oic.r.sacl A4
Device Ownership Transfer oic.r.doxm A5
Device Provisioning Status oic.r.pstat A.6
Credential oic.r.cred A7
Certificate Signing Request olc.r.csr A.8
Roles oic.r.roles A.9
(ertificate Revocation List oic.r.crl A.10
Table 65 — OCF SVR RAML
A.1l | OICSecurityAclResource
A.l1l Introduction
This flesource specifies the local access control list.
A.l.2 Example*URI
/oic/specl/acl
A.1.3 Resource Type
A.1.4 RAML Definition

#%RAML 0.8

title: OICSecurityAclResource
version: v1.1-20161213

traits:
- interface :
queryParameters:

if:
enum: [“oic.if.baseline"]

- ace-filtered :
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gueryParameters:

subjectuuid:

/oic/sec/acl:

description: |
This resource specifies the local access control list.

is : ["interface"]

get:

dd

-
7

rq

scription: |

Retrieves the ACL entries.

When used without query parameters, all the ACE entries are returned.
When used with a subjectuuid, only the ACEs with the specified
subjectuuid are returned

IT subjectuuid and resources are specified,

only the ACEs with the specified subjectuuid and resource hrefs are
returned.

: [Face-filtered™]
sponses :
200:

body :
application/json:

schema

“$schema': "http://json-schema.org/draft~04/schema#"",
"id": "https://www.openconnectivity.org/ocf-apis/security/schemas/oic.r.acl.js
"title": "Access Control List information",
“definitions'": {
“oic.r.acl": {
"type': "object",
"properties': {

on#'",

“aclist": {
"type": "object's,
"description’ i Y'Subject-based Access Control Entries in the ACL resou
"properties’ :\{
"aces":
typetls "array",
"items': {
"$ref'': "oic.sec.ace.json#/definitions/oic.sec.ace"
3
¥
¥
“required": [ "aces" ]
T
"rowneruuid": {
"description: "The value identifies the unique resource owner",
"$ref'': "._/../core/schemas/oic.types-schema.json#/definitions/uuid"
}
}
s
1>
"type': "object",
“allof': [
{ "$ref": "._/../core/schemas/oic.core-schema.json#/definitions/oic.core" },
{ "$ref": "#/definitions/oic.r.acl"” }
1.
"required": [ "aclist", "rowneruuid" ]
3
example
1
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"aclist": {
"aces": [

"subjectuuid": "e6lc3e6b-9c54-4b81-8ce5-f9039c1d04d9™,
"resources': [

"href': "coaps://1P-ADDR/temp",
"rel": "some-rel”,

"rt": [“oic.r.temperature'],
"if': [Moic.if.a"]

"href': “coaps://1P-ADDR/temp",
"rel": "some-rel”,
"rt": ["oic.r.temperature'],
“if': [Moic.if.s"]
3

1.

"permission™: 31,

“validity": [

"'period™:"'20160101T180000Z2/20170102T070000Z",
"recurrence': [ "DSTART:XXXXX",
“"RRULH : FREQ=DAILY ;UNTI1L=20180131T140000Z ; BYMONTH=1"" ]

3
{
“'period:""20160101T180000Z/PT5H30M™",
"recurrence': [ "RRULE:FREQ=DAILY;UNTJL=20180131T140000Z;BYMONTH=1" []
¥
1
¥
1
3,
"rowneruuid”: "de305d54-75b4-431b-adb2-eb6b9e546014""
3

400:

description: |
The request is invalid.

post:

dgscription: |

Updates the ACL resource{ with the provided values

ACEs provided

in the update not cufxerftly in the ACL are added

ACEs that already

exist in the ACl~&r2 ignored.

Note that for_tRg)purposes of update, equivalency is determined
by comparing. ke ACE subjectuuid, permission, string comparisons
of all valdiiNy elements, and string comparisons of all resource
hrefs.

bqdy ;
apA Jcation/json:

SCTTETa

{
“"$schema™: "http://json-schema.org/draft-04/schema#",
"id": "https://www.openconnectivity.org/ocf-apis/security/schemas/oic.r.acl._json#",
“title”: "Access Control List information”,
"definitions": {
"oic.r.acl": {
"type'': "object",
“properties": {

"aclist": {
"type': "object",
""description': "Subject-based Access Control Entries in the ACL resource",
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“properties”: {

"aces'": {
"type': "array",
"items': {
"$ref'': "oic.sec.ace.json#/definitions/oic.sec.ace"
3
}
"required": [ "aces" ]
T
“rowneruuid”: {
"description”: "The value identifies the unique resource owner™,
“$ref’': . ./../core/schemas/oic.types-schena. json#/definitions/uuid’
3
3
3
T
""type'': "object",
“allof": [
{ "$ref': "__/../core/schemas/oic.core-schema. json#/definitions/oi¢c.core” },

{ "$ref: "#/definitions/oic.r.acl” }

"required": [ "aclist”, "rowneruuid" ]

}

example

"aclist": {
"aces": [

""subjectuuid”: "e6lc3e6b-9c54-4b81-8ce5-F9039c1d04d9",
"resources": [

"href'': "coaps://1P-ADDR/temp":,
"rel": "some-rel",

"rt": ["oic.r.temperature'’]y
“if': [Toic.if.a]

“href'': “coaps://1P-ADDR/temp",
"rel": "some-rel’,
"rt": [Toic.r.temperature'],
"if": [Toic.if.s"]
}

1.

"permission" 31,

“validity!: ‘[

tperiod:""20160101T180000Z2/20170102T070000Z"",
"Fecurrence': [ ""DSTART i XXXXX",
""RRULH : FREQ=DAILY ;UNT FL=20180131T140000Z ; BYMONTH=1" ]

"period':'"20160101T180000Z/PT5H30M",
"recurrence": [ "RRULE:FREQ=DAILY;UNTIL=20180131T140000Z;BYMONTH=1" 1]
¥
1

nl
J
1
T,
"rowneruuid": "de305d54-75b4-431b-adb2-eb6b9e546014"

responses :
400:

description: |
The request is invalid.
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201:

description: |
The ACL entry/entries is/are created.

204:

description: |
The ACL entry/entries is/are updated.

delete:

description: |

Deletes ACL entries.

When DELETE is used without query parameters, all the ACE entries are deleted.
When DELETE is used with a subjectuuid, only the ACEs with the specified
subjectuuid are deleted

IT subjectuuid and resources are specified,

only the ACEs with the specified subjectuuid and resource hrefs are

deleted.

-
L0

: [Face-Tiltered™]
rgsponses :
200:

description: |
The matching ACEs or the entire ACL resource has been glegessfully deleted.

400:

description: |
The request is invalid.

A.15 Property Definition

Property name Value type Mandatory Access mode Description
rowreruuid multiple  types: | yes The value
see schema identifies the
unique resojurce
owner
acligt object: see | yes Subject-basqd
schema Access Coptrol
Entries in | the
ACL resource
aceg array: see | yes
(aclipt) schema
A.1.6 CRUDN<behavior
Respurce Create Read Update Delete Notify
/oic/gec/acl get post delete

A.2 ~OfCSecurityActZResoUurce

A.2.1 Introduction

This resource specifies the local access control list.
A.2.2 Example URI

/oic/sec/acl2
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A.2.3 Resource Type
A.2.4 RAML Definition
#%RAML 0.8

title: OICSecurityAcl2Resource
version: v1.0-20161214

traits:
- interface :
queryParameters:
if:

enum-_I''oic 1f basgling 'l
T =

- acq-filtered :
dueryParameters:

aceid:

/oic/4ec/acl2:

desdription: |
THis resource specifies the local access control list.

is [*interface"]
get

dgscription: |

Retrieves the ACL data.

When used without query parameters, all the ACE entri€s dare returned.
When used with a query parameter, only the ACEs mat™wg the specified
parameter are returned.

-
L0

: [face-Tiltered™]
rgsponses :
200:

body:
application/json:

schema

“"$schema': "http//Json-schema.org/draft-04/schema#’”,
"id": "https://www.openconnectivity.org/ocf-
apis/gecurity/schemas/oic.r.acl2_json#",
“title”: 'Aecess Control List information®,
"definitions': {
“oigzr.acl2": {
"type': "object",
“properties': {

"aclist2": {
""type': "array",
"description': "Access Control Entries in the ACL resource",
“items': {
"$ref'’: "oic.sec.ace2.json#/definitions/oic.sec.ace2"
b
¥
"rowneruuid": {
"description': "The value identifies the unique resource owner",
“$ref'': . _/../core/schemas/oic.types-schema.json#/definitions/uuid"
3
3
3
T,
"type': "object”,
“allof": [
{ "$ref": "._/../core/schemas/oic.core-schema.json#/definitions/oic.core" },
{ "$ref": "#/definitions/oic.r.acl2" }
1.
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“required": [ "aclist2", "rowneruuid']

¥
example
"aclist2": [
{
“aceid": 1,
"subject": {

"authority": "484b8a51-cb23-46c0-a5f1-bdaebef50ebe’,
"role": "SOME_STRING"

3

"resources": [

{

“href: “/light",
“rt": [Toic.r.light],
"if": [oic.if.baseline", "oic.if.a"]

3.

"href': "/door",
"rt": ["oic.r.door'],
"if": [Toic.if.baseline”, "oic.if.a"]
3
1.
"permission’: 24
3,
{
"aceid": 2,
"subject": {
"uuid": "e6lc3e6b-9c54-4b81-8ce5-f9039¢1d04d9™
¥

esources”: [

“href": "/light"”,

"rt": [Toic.r.light'],

“if": [Toic.if.baseline' ) Joic.if.a"]
3
{

"href": "/door",

“rt: [Toic.r.door'],

"if": [Toic.if-baseline™, "oic.if.a"]

}

"ﬁermission": 24
3
{

"aceid": 3,
"subject": {''conntype': "anon-clear"},
Yresources": [
{
“"href": "/light",
"rt'": [Moic.r.light'],
"if": [Toic.if.baseline”™, "oic.if.a"]

"href: "/door",
"rt": ["oic.r.door"],
"Ef": r"n-n_--F hnﬁr\l=nf\", PN E-F

3

1.
"permission™: 16,
“"validity": [

{
"'period™:''20160101T180000Z/20170102T070000Z",
"recurrence': [ "DSTART:XXXXX",

“"RRULE:FREQ=DAILY ;UNTIL=20180131T140000Z ; BYMONTH=1"" ]
3
{

"period":"20160101T180000Z/PT5H30M",
"recurrence': [ "RRULE:FREQ=DAILY;UNTIL=20180131T140000Z;BYMONTH=1" ]
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}
1
] ¥
“rowneruuid": "de305d54-75b4-431b-adb2-eb6b9e546014"
3

400:

description: |
The request is invalid.

posTr-

dgscription: |

Updates the ACL resource with the provided ACEs.

ACEs provided in the update with aceids not currently in the ACL
resource are added.

ACEs provided in the update with aceid(s) already in the ACL completely
replace the ACE(s) in the ACL resource.

ACEs provided in the update without aceid properties are added and
assigned unique aceids in the ACL resource.

bqdy:
application/json:

schema

{
“"$schema™: "http://json-schema.org/draft-04/schema#’

"id": "https://www.openconnectivity.org/ocf-apis/security/schemas/oic.r.acl2_json#",
"“title": "Access Control List information”,
“definitions": {
"oic.r.acl2”": {
“type': "object",
"properties”: {

"aclist2": {
"type': "array",
"description’: "Access Control Entries in the ACL resource",
"items": {
"$ref": "oic.sec.ace2<json#/definitions/oic.sec.ace2"
3
1.
“rowneruuid": {
"description!{ {*The value identifies the unique resource owner",
“$ref'': "_c7/>>/core/schemas/oic.types-schema. json#/definitions/uuid"
3
3
3
}
"type'': "Object",
"allof"&\ L
{ $ref'': "_._/../core/schemas/oic.core-schema. json#/definitions/oic.core” },
£.N$ref": "#/definitions/oic.r.acl2" }
i
“required”: [ "aclist2", "rowneruuid™]
T
exampie
"aclist2": [
“aceid": 1,
"subject'": {

"authority": "484b8a51-cb23-46c0-a5f1-b4aebef50ebe™,
“role": "SOME_STRING"

}

esources": [

"href": "/light",
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=

E

deld
dg

“rt'": [foic.r.light"],
"if": ["oic.if.baseline”, "oic.if.a"]
3,
"href': "/door",
"rt": ["oic.r.door"],
"if": ["oic.if.baseline”, "oic.if.a"]
3
1.
"permission’: 24
3
{
“aceid”: 3,
“subject": {
"uuid": "e6lc3e6b-9c54-4b81-8ce5-19039c1d04d9™"
T,

"resources”: [

“href: "/light",

“rt': [foic.r.light"],

“if': [Toic.if.baseline™, "oic.if.a"]
3
{

"href": "/door",

"rt'": [“"oic.r.door"],
"if'": [oic.if.baseline”, "oic.if.a"]

¥
1.
"permission’: 24
]}
",owneruuid": "'e61c3e6b-9c54-4b81-8ce5-19039¢1d04d9™
}
sponses :
400:
description: |
The request is invalid.
201:
description: |
The ACL entry is createq:
204:
description: |
The ACL entry( i3 updated.
te:
scriptiopi]

Deletes\\ACl entries.

When DREETE is used without query parameters, all the ACE entries are deleted.
Wher\DELETE is used with a query parameter, only the ACEs matching the

speCified parameter are deleted.

is : [face-filtered™]

responses :

200:

description: |

The matching ACEs or the entire ACL resource has been successfully deleted.

400:

description: |
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The request is invalid.

A.2.5 Property Definition

Property name Value type Mandatory Access mode Description
rowneruuid multiple  types: | yes The value
see schema identifies the
unique resource
owner
aclist2 array: see | yes Access Control
sehema Entries—in— the
ACL resource

A.2.6 CRUDN behavior

Respurce Create Read Update Delete Notify

/oic/gec/acl2 get post delete

A.2.7 Referenced JSON schemas
A.2.8 oic.sec.didtype.json
A.2.9 Property Definition

Property name Value type Mandatory Access mode Description
uuid multiple  types: | yes A UUID Dagvice
see schema ID

A.2.1p Schema Definition

{
“"$sghema’: "http://json-schema.org/draft-04/schema#?},
"id'|: "https://www.openconnectivity.org/ocf-apis/security/schemas/oic.sec.didtype.json#",
"tigle": "Device ldentifier Format type",

"definitions": {
""qic.sec.didtype": {
"type'': "object",
"description': "Device identifier",
"properties': {
“uuidT: {
"description™: "A UUID-Device ID",
“$ref'': . _/../core/schemas/oic.types-schema.json#/definitions/uuid"
¥

,equired": [uurdi]

}

}

A.2.1L oic.get.ace2.json
A.2.1p Praperty Definition

Property name Value type Mandatory Access mode Description

aceit teget An—tdentifter for
the ACE that is
unigue within the
ACL. In cases
where it isn't
supplied in an
update, the
Server will add
the ACE and
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assign it a unique

value.
subject multiple  types: | yes The subject to
see schema whom this ace

applies, either a
deviceld, role, or

wildcard
validity array: see validity is an
schema array of time-
pattern objects
resources array: see References_| the
schema application's
resources to
which .a sedurity
policy applief
rt multiple  types: When  present,
(respurces) see schema the ACE |only

applies when the
rt (resource type)

matches
href multiple  types: When  present,
(respurces) see schema the ACE |only

applies when the
href matches

wc string A wildicard
(respurces) matching poljicy
if multiple  types: When  present,
(respurces) see schema the ACE |[only
applies when the
if (interface)
matches
permission integer yes Bitmask
encoding of
CRUDN
permission

A.2.1B Schema Definition

{
“"$sghema™: "‘http://jsen-schema.org/draft-04/schema#",
"id'|: "https://www.epenconnectivity.org/ocf-apis/security/schemas/oic.sec.ace2.json#",
"tigle": "Subject-based Access Control Entry (ACE) object definition"”,
“definitions": §
""qic.sec.ace2’:r {
"type': ("Object",
"properties': {
"aceid": {
“gype'': "integer",
“"minimum™: 1,

T - ere
it isn"t supplied in an update, the Server will add the ACE and assign it a unique value."
"resources": {
""type'': "array",
“description: "References the application”"s resources to which a security policy
applies”,
“items": {
"type'': "object",
"description': "Each resource must have at least one of these properties set",
“properties”: {
“href": {
"description': "When present, the ACE only applies when the href matches",
161
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"$ref'': "oic.oic-link-schema.json#/definitions/oic.oic-link/properties/href"
T
"ret: {
"description': "When present, the ACE only applies when the rt (resource type)
matches",
"$ref’: "oic.oic-link-schema.json#/definitions/oic.oic-link/properties/rt"
}-
"ifr {
"description”: "When present, the ACE only applies when the if (interface)
matches™,
"$ref": "oic.oic-link-schema. json#/definitions/oic.oic-link/properties/if"
¥
"we': {
“type'': "'string",
“enum': [ U4+, U, Rt ],
"description”: "A wildcard matching policy",
"detail-desc”: [ "+ - Matches all discoverable resources",
"'- - Matches all non-discoverable resources",
""* - Matches all resources"
1
¥
}
}
}

wi ldcd

or meg

the d3

and tl

“permission”: {

"type'': "integer",

"description’: "Bitmask encoding of CRUDN permission’,
“$ref'': “oic.sec.crudntype.json#/definitions/oic.sec.crudntype/properties/bitmask’
¥,
"subject": {
“description”: "The subject to whom this ace appldes, either a deviceld, role, or
rd”,
"anyOf'': [
"$ref'': "oic.sec.didtype.json#/definitions/oic.sec.didtype"
T
{
"$ref'’': "oic.sec.roletype. json#/definitions/oic.sec.roletype"”
T,
{
“type': "object”,
"properties': {
"conntype": {
"type'': "'string"y
“enum': [ "auth{crypt'”, "anon-clear™ ],
“description’: N'This property allows an ACE to be matched based on the conngction
sage type'",

ta channel or message‘is encrypted and integrity protected",

e data channel ©r)message is not encrypted but may be integrity protected"

¥,

*val idify"- L

"detail-desc": [ "auth-crypt - ACE applies if the Client is authenticated gnd
""anon-clear - ACE applies if the Client is not authenticated
1
¥
P
required": [“"conntype']
¥

1

ks
}
}

}
}

"type'': "aFray" s

"description': "validity is an array of time-pattern objects",
“items”: {

“$ref'': "oic.sec.time-pattern.json#/definitions/time-pattern’
}

",equired": [ "permission”, "subject™ ]
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A.2.14 oic.sec.roletype.json
A.2.15 Property Definition

Property name Value type Mandatory Access mode Description

role string yes The ID of the role
being identified.

authority string The Authority
component of the
entity being
identified. A
NULL
<Authority>
refersto_the |ocal
entity of device.

A.2.1p Schema Definition

{
“"$sghema™: *‘http://json-schema.org/draft-04/schema#",
"id'|: "https://www.openconnectivity.org/ocf-apis/security/schemas/oic.sec.roletype.json#",
"tigle": "Security Role Types",
“definitions": {
""qic.sec.roletype”: {
"type'': "object",
"description™: "Security role specified as an <Authority> &“<Rolename>. A NULL <Authority>
referg to the local entity or device.",
"properties": {
"authority": {
“type'': “'string",
"description': "The Authority component of the/entity being identified. A NULL
<Authgrity> refers to the local entity or device."

"}ole": {
“type'': “'string",
"description”: "The ID of the role being identified."

}

";equired”: [“role™]

A.2.1f oic.sec.time-patterh<son
A.2.1B Property Definition

Property name Valde type Mandatory Access mode Description
recuprence array: see String array
schema represents a

recurrence [rule
using the
RFC5545
Recurrence

period string yes String represents
a period using
the RFC5545
Period

A.2.19 Schema Definition
“"$schema™: "http://json-schema.org/draft-04/schema#”,
"id": "https://www.openconnectivity.org/ocf-apis/security/schemas/oic.sec.time-pattern.json#",

"title": "RFC5545 time period and recurrence rule(s)",
“definitions": {
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“time-pattern”: {
"type': "object",

"description: "The time-pattern contains a period and recurrence expressed in RFC5545

syntax',
“properties”: {
“period”: {
“type'': “string",

"description': "String represents a period using the RFC5545 Period"

¥

ecurrence”: {
“type": "array",

"description': "String array represents a recurrence rule using the RFC5545 Recurrence",

"items': {

“type'': "'string"
}

";equired": [ "period” ]

A.2.2D oic.sec.crudntype.json

A.2.2[l Property Definition

Property name Value type Mandatory Access-mode Description

bitmpsk integer yes The encoded
bitmask
indicating
permissions

A.2.2P Schema Definition

""$sghema™: "http://json-schema.org/draft-04/schema#",
“id|: “"https://www.openconnectivity.org/ocf-apis/security/schemas/oic.sec.crudntype.json#",

“"title": "Permission BitMask",
"definitions": {
""gqic.sec.crudntype': {

“properties”: {

“bitmask': {
"type': "integer",
“minimum™: O,
“"maximum™: 31,

""description™: "OIC CRUDN types",

"description': "The ‘encoded bitmask indicating permissions",
“detail-desc”:~[>"0 - No permissions”,
"1l - Create permission is granted”,

"2 - Read, observe, discover permission is granted",
"4 - Write, update permission is granted",

"8 - Delete permission is granted”,

16 - Notify permission is granted” ]

3
H
H
¥,
"typel—objectt;
“allof": [

{ "$ref": "#/definitions/oic.sec.crudntype” }

1

’equired": ["bitmask']
}
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A.3 OlICSecurityAmaclResource

A.3.1 Introduction

This resource specifies the host resources with access permission that is managed by an AMS.
A.3.2 Example URI

/oic/sec/amacl

A.3.3 Resource Type

A.3.4 RAML Definition
#eRAMY 0.8

title] OICSecurityAmaclResource
versign: v1.0-20150819
traitg:
- inferface :
dueryParameters:
if:
enum: ["oic.if.baseline]

/oic/4ec/amacl :

desdription: |
ThHis resource specifies the host resources with access permission that is managed by an AWM

[

is [“interface™]
get

dgscription: |
Retrieves the amacl data.

=

gsponses :
200:

body :
application/json:

schema

"$schema'': "httpsr//json-schema.org/draft-04/schema#'”,
"id": "https://www.openconnectivity.org/ocf-
apis/gqecurity/schemas/oic.ramacl . json#",
"title"/~'Managed Access Control information",
“defipitions”: {
"oicer.amacl”: {
“type'': "object",
"properties”: {
"resources": {
""type'': "array",
“description”: "Multiple links to this host"s resources",
“items": { "$ref: "oic.sec.ace2.json#/properties/resources’” }

3
H
}

¢ pe*: "object",
"allof': [

{ "$ref": "#/definitions/oic.r.amacl” }
]

}

}

equired”: [ "resources" ]

example
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{
"resources': [
“"href': "/temp",
"rt'": [“oic.r.temperature'],
"if": ["oic.if.baseline”, "oic.if.a"]
3,
{
"href': "/temp",
"rt'': [oic.r.temperature],
“if': [oic.if.baseline”, "oic.if.s"]
3
1
}

post:

dgscription: |
Sets the new amacl data

bqdy :
application/json:

schema

{
“"$schema™: "http://json-schema.org/draft-04/schema#",
"id": "https://www.openconnectivity.org/ocf-apis/security/schemas/oic.r.amacl.jsor#",
“title": "Managed Access Control information®,
"definitions": {
"oic.r.amacl": {
"type': "object",
"properties": {
"resources": {
"type': "array",

"description”: "Multiple links *toe/this host"s resources",
“items'": { "$ref'': "oic.sec.ace2.json#/properties/resources" }
3
¥
3

T

"type'': "object",

“allof": [

{ "$ref': "#/definitions7oic.r.amacl™ }

1,
"required": [ "reseurces" ]
}
example
{
"resources™: [
“href'': "/temp",
'rt: [oic.r.temperature'],
"if": [Toic.if.baseline”, "oic.if.a"]
¥
{
“href'' - "/temp"
"rt": [“oic.r.temperature'],
"if": [Toic.if.baseline”, "oic.if.s"]
b
]
3
responses :

400:

description: |
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