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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical activity.
ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work.

The procedures used to develop this document and those intended for its further maijtenance are
descrjibed in the ISO/IEC Directives, Part 1. In particular, the different approval criteriangeded for the
diffejent types of document should be noted (see www.iso.org/directives or
wwwl.iec.ch/members experts/refdocs).

Attention is drawn to the possibility that some of the elements of this document may be the subject of
paterjt rights. ISO and IEC shall not be held responsible for identifying any orall such patent rjights. Details
of any patent rights identified during the development of the documentwill be in the Introduction and/or
on thHe ISO list of patent declarations received (see www.iso.org/patents) or the IEC ljst of patent
declafrations received (see https://patents.iec.ch).

Any frade name used in this document is information given for the convenience of users and does not
constitute an endorsement.

For gn explanation of the voluntary nature of standards, the meaning of ISO specifit terms and
exprgssions related to conformity assessment, as wéll as information about ISO's adherence|to the World
Trad¢ Organization (WTO) principlesscvin the Technical Barriers to Trade (TBT),
see www.iso.org/iso/foreword.html. In the\EC, see www.iec.ch/understanding-standards.

This focument was prepared by DMTF*(as DMTF Redfish Specification, DSP0266, Version} 1.13.0) and
drafted in accordance with its editorial rules. It was adopted, under the JTC 1 PAS procedure, by Joint
Technical Committee ISO/IEC JTC,1, Information technology.

This first edition cancels and replaces the first edition (ISO/IEC 30115:2018), which has been technically
revised.

The hain changes areas follows:

— anumber of clauses have been added expanding the functionality of the protocol, includjng additions
br controlling software-defined composable systems, for performing software or firmware updates
alnd for' aggregating multiple service instances;

-

— the protocol itself has been enhanced to provide a number of optional query parameters to enable
more efficient transactions;

— the specification and its data model have been enhanced to provide compatibility with the OpenAPI
v3.0 specification allowing the use of the OpenAPI toolchain for both documentation and code
generation.

Alist of all parts in the ISO/IEC 30115 series can be found on the ISO and IEC websites.

Any feedback or questions on this document should be directed to the user’s national standards body. A
complete listing of these bodies can be found at www.iso.org/members.html and www.iec.ch/national-
committees.
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Copyright Notice

Copyright © 2015-2021 DMTF. All rights reserved.

DMTF is a not-for-profit association of industry members dedicated to promoting enterprise and systems
management and interoperability. Members and non-members may reproduce DMTF specifications and
docunpents, provided that correct attribution is given. As DMTF specifications may be revised fromjtime to
time, the particular version and release date should always be noted.

Implementation of certain elements of this standard or proposed standard may be subject,to third pgrty
paten{ rights, including provisional patent rights (herein "patent rights"). DMTF makes 'horepresentafions
to usdrs of the standard as to the existence of such rights, and is not responsible t{o'recognize, disclpse,
or identify any or all such third party patent right, owners or claimants, nor for any<incomplete or
inaccyrate identification or disclosure of such rights, owners or claimants. DMTF shall have no liability to
any party, in any manner or circumstance, under any legal theory whatsoever, for failure to recognize,
disclope, or identify any such third party patent rights, or for such partysreliance on the standard or
ration thereof in its product, protocols or testing procedures..DMTF shall have no liability to any
party implementing such standard, whether such implementation is foreseeable or not, nor to any p4dtent
ownel or claimant, and shall have no liability or responsibilityfor costs or losses incurred if a standard is
withdriawn or modified after publication, and shall be indemnified and held harmless by any party
implementing the standard from any and all claims of infringement by a patent owner for such
implementations.

For information about patents held by third-parties which have notified the DMTF that, in their opiniopn,
such patent may relate to or impact implementations of DMTF standards, visit http://www.dmtf.org/apout/
policigs/disclosures.php.

This document's normative langdage is English. Translation into other languages is permitted.
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2 Introduction {-}

Redfish is a standard that uses RESTful interface semantics to access a schema based data model to conduct
management operations. It is suitable for a wide range of devices, from stand-alone servers, to composable
infrastructures, and to large-scale cloud environments.

The inftial Redfish scope targeted servers. The DMTF and its alliance partners expanded that scope to coyer moft data
center|IT equipment and other solutions, and both in- and out-of-band access methods.

Additipnally, the DMTF and other organizations that use Redfish as part of their industry standard ar solution have
added|educational material.

This dpcument defines the RESTful interface protocol and the various concepts and sefvides necessary to impleent a
Redfish interface. The definition of the schema based data model and standard messades for the Redfish interfgce are
coverdd separately in the following documents:

- DMTF DSP8010, Redfish Schema Bundle, https://www.dmtf.org/dsp/DSP8010 contains the individual schema
définition files in multiple schema description languages.

» DMTF DSP0268, Redfish Schema Supplement, https://www.dmif.org/dsp/DSP0268 contains the normative
dg¢scriptions and example payloads for all standard Redfish’schema in a single reference guide.

- DMTF DSP8011, Redfish Standard Registries Bundle, https://www.dmtf.org/dsp/DSP8011 contains the message
eistries used for error reporting and event messages.

=
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3S

cope

This specification defines the required protocols, data model, behaviors, and other architectural components for an
interoperable, multivendor, remote, and out-of-band capable interface. This interface meets the cloud-based and

web-b
enviro

The spkecification defines the required elements for all Redfish implementations, and the optional elements that

ased IT professionals' expectations for scalable platform management. While large and hyperscale
hments are the primary focus, clients can use the specification for individual system management.

systen} vendors and manufacturers can choose. This specification also defines at which points an jmplementatign can

provid

e OEM-specific extensions.

The spiecification sets normative requirements for Redfish services and associated materials, such as Redfish sch¢ma

files. |

succesfully and effectively access and use a Redfish service.

The sp
hardw

general, the specification does not set requirements for Redfish clients but indjeates how a client can

ecification does not require that implementations of the Redfish interfaces and functions require particulpr
bre or firmware.

14
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4 Normative references

The following documents are referred to in the text in such a way that some or all of their content constitutes
requirements of this document. For dated references, only the edition cited applies. For undated references, the latest
edition of the referenced document (including any amendments) applies.

« DMTF DSP0270, Redfish Host Interface Specification, https://www.dmtf.org/sites/default/files/standares/
cuments/DSP0270_1.0.0.pdf

« Redfish Schema: RedfishExtensions v1.0.0, https://redfish.dmtf.org/schemas/v1/RedfishExtengions v1.xml

o

» Transport Layer Security (TLS) Parameters, https://www.iana.org/assignments/tls-paraméters/tls-parameterd.xhtmi

* JSON Schema: A Media Type for Describing JSON Documents draft-handrews-json-schema-01,
ps://tools.ietf.org/html/draft-handrews-json-schema-01

e JSON Schema Validation: A Vocabulary for Structural Validation of JSON draft=handrews-json-schema-
vdlidation-01, https://tools.ietf.org/html/draft-handrews-json-schemafyalidation-01

» |EfF RFC1738, T. Berners-Lee et al, Uniform Resource Locators (URL); https://tools.ietf.org/html/rfc1738

« |EJ'F RFC3986, T. Berners-Lee et al, Uniform Resource Identifier(WRI): Generic Syntax, https://tools.ietf.org/hi{ml/
rf¢3986

« |E[F RFC5280, D. Cooper et al, Internet X.509 Public Keytifrastructure Certificate and Certificate Revocation |List
(dRL) Profile,

» |EfF RFC6585, M. Nottingham et al, Additional HETP Status Codes, https://tools.ietf.org/html/rfc6585

- |E[F RFC6901, P. Bryan, Ed. et al, JavaScript @bject Notation (JSON) Pointer, https://tools.ietf.org/html/rfc69p

« |E[F RFC7230, R. Fielding et al, Hypertext Transfer Protocol (HTTP/1.1): Message Syntax and Routing,
htttps://tools.ietf.org/html/rfc7230

» |EfF RFC7231, R. Fielding et al, Hypertext Transfer Protocol (HTTP/1.1): Semantics and Content,
hijtps://tools.ietf.org/html/rfc7231

- |E[F RFC7232, R. Fielding.et*al, Hypertext Transfer Protocol (HTTP/1.1): Conditional Requests, https://tools.ieff.org/
himl/rfc7232

« |EfF RFC7234, R«Fielding et al, Hypertext Transfer Protocol (HTTP/1.1): Caching, https://tools.ietf.org/html/rfc7234

—_

» |E[F RFC7525,\Y. Sheffer et al, Recommendations for Secure Use of Transport Layer Security (TLS) and Datagram
TransportLayer Security (DTLS), https://tools.ietf.org/html/rfc7525

- |EfFRFE7578, L. Masinter et al, Returning Values from Forms: multipart/form-data, https://tools.ietf.org/htnpl/

rit75v8
» |ETF RFC7617, J. Reschke et al, The 'Basic' HTTP Authentication Scheme, https://tools.ietf.org/html/rfc7617

» |ETF RFC8259, T. Bray, Ed., The JavaScript Object Notation (JSON) Data Interchange Format, https://tools.ietf.org/
html/rfc7617

- |ETF RFC8288, M. Nottingham, Web Linking, https://tools.ietf.org/html/rfc8288
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» ISO 639-1:2002, Codes for the representation of names of languages - Part 1: Alpha-2 code, https://www.iso.org/
standard/22109.html

» 24 February 2014, OData Version 4.0 Part 1: Protocol, https://docs.oasis-open.org/odata/odata/v4.0/os/
part1-protocol/odata-v4.0-os-part1-protocol.html

« 24 February 2014, OData Version 4.0 Part 3: Common Schema Definition Language (CSDL), https://docs.oasis-
open.org/odata/odata/v4.0/os/part3-csdl/odata-v4.0-os-part3-csdl.html

. 11March 2016, OData Version 4.0 Plus Errata 03 OASIS Standard incorporating Draft 01 of Errata 03,
htitps://docs.oasis-open.org/odata/odata/v4.0/errata03/csd01/complete/vocabularies/

Olg.OData.Measures.V1.xml

» 2() November 2014, SNIA TLS Specification for Storage Systems, https://www.snia.org/tech_activities/standafds/
cyrr_standards/tls

» The OpenAPI Specification, https://swagger.io/specification/
e The Unified Code for Units of Measure, https://ucum.org/ucum.htmi

» 24 December 2020, Fetch Living Standard, https://fetch.spec.whatwg.org/

» 9.P Server-sent events in the HTML Living Standard, https://html,sgéc.whatwg.org/multipage/server-sent-
ents.html

(o))
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5 Terms, definitions, symbols, and abbreviated terms

Some terms and phrases in this document have specific meanings beyond their typical English meanings. This clause
defines those terms and phrases.

The te
"need
Directi
cases

specifi

Englisth meaning.

The te

|IEC Diflectives, Part 2, Clause 6.

The te
Part 2,
contern

The te
develd

appro
materi
materi
versio

Thisd

511

5.1.1

embed

Note 1

ms "shall" ("required"), "shall not", "should" ("recommended"), "should not" ("not recommended"), "may!
hot" ("not required”), "can" and "cannot” in this document are to be interpreted as described in ISO/IEC

es, Part 2, Clause 7. The terms in parenthesis are alternatives for the preceding term, for use in exceptiof
vhen the preceding term cannot be used for linguistic reasons. Note that ISO/IEC Directives, Part 2, Claus
bs additional alternatives. Occurrences of such additional alternatives shall be interpretedrin-their normal

ms "clause”, "subclause", "paragraph”, and "annex" in this document are to bg’interpreted as described i

ms "normative" and "informative" in this document are to be interpreted’as described in ISO/IEC Directi
Clause 3. In this document, clauses, subclauses, or annexes labeled"(informative)" do not contain norma
t. Notes and examples are always informative elements.

m "deprecated" in this document is to be interpreted as\naterial that is not recommended for use in ne

pment efforts. Existing and new implementations may‘use this material, but they should move to the fav
ch. Deprecated material may be implemented innorder to achieve backwards compatibility. Deprecated

bl should contain references to the last published version that included the deprecated material as norm

bl and to a description of the favored apprdach. Deprecated material may be removed from the next maj
of the specification.

cument defines these additionalerms:

Hardware terms

baseboardmanagement controller (BMC)

ded dewviceé or service

e 7

n ISO/

es,

tive

bred

tive

puter

to entry: Typically an independent microprocessor or system-on-chip with associated firmware in a com

system that completes out-of-band systems monitoring and management-related tasks.

5.1.2

IPMI

Intelligent Platform Management Interface
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5.1.3 KVM-IP

keyboard, video, mouse redirection over IP

5.1.4 NIC

netwofk interface controller

5.1.5(PClI

Periphpral Component Interconnect

5.1.6/PCle

Periphgral Component Interconnect Express

5.2 Web development terms

5.2.11CORS

cross-rigin resource sharing

5.2.2|CRUD

basic ¢reate, Read, Update, and Delete gperations that any interface can support

5.2.3|CSRF

cross-§ite request forgery

5.2.4|event

data s{ructure’that corresponds to one or more alerts

5.2.5 excerpt
subset of data that is copied from one resource and presented in another resource

Note 1 to entry: An excerpt provides data in convenient locations without duplication of entire resources.
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HTTP

Hypertext Transfer Protocol

5.2.7

HTTPS

Hypert

Note 1

5.2.8

APl th

5.2.9

Internd

5.2.1

JavaSd

5.2.1

single

5.2.1

compl

Note 1

5.2.1

ext Transfer Protocol Secure

to entry: TLS secures HTTP.

hypermedia API

t enables you to navigate through URIs that a service returns

IP

t Protocol

D JSON

[ipt Object Notation

1 member

Fesource instance in a resource collectioh

2 message

bte HTTP-formatted or-HTTPS-formatted request or response

B3 OData

DataProtocol (OData), as defined in OData Version 4.0 Part 1: Protocol

Open

to entry: In the REST-based Redfish protocol, every request results in a response.

5.2.14 OData service document

resource that provides information about the service root for generic OData clients

© ISO/IEC 2022 - All rights reserved

19


https://iecnorm.com/api/?name=dbfbcfa2f72ddf21b7e59ee26e882e6f

ISO/IEC 30115-1:2022(E)

5.2.15 operation

HTTP POST, GET, PUT, PATCH, HEAD,and DELETE request methods that map to generic CRUD operations

5.2.16 parent resource

parent to another resource if the initial segment of the resource URI is the same as the URI of the other resqurge, but
is at lepst one level higher

Note 1 to entry: For example, /redfish/v1/Chassis/A88 is a parent resource of /redfish/v1/Chassis/A88/Assemply .

5.2.1]7 property
name-palue pair in a Redfish-defined request or response

Note 1 to entry: A property can be any valid JSON data type.

5.2.1B request

message from a client to a service

5.2.1P response

messafje from a service to a client in response to'afequest message

5.2.2P subscription

registrption of a destination to receive events

5.2.2[1 task

represgntation of.adong-running operation

5.2.2R task monitor

opaque service-generated URI that the client who initiates the request can use to monitor an asynchronous operation

5.2.23 TCP

Transmission Control Protocol
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5.2.24 TLS

Transport Layer Security

5.2.25 XSS

Cross-

531

5.3.1

see req

5.3.2

comm

5.3.3

discov|

ite scripting

Redfish terms

collection

ource collection

Redfish client

Linicates with a Redfish service and accesses one or more of the Service's resources or functions

Redfish protocol

brs, connects to, and inter-communicates with a*Redfish service

5.3.4|Redfish schema
a set of human and machine-readable decuments that define Redfish resources using one or more of the supported
schemp definition languages
5.3.5|Redfish service
implerhentation of the protocols, resources, and functions that deliver the interface that this specification defings and
its ass¢ciated behaviors for one or more managed systems
Note 1 to eftry: Also known as the service.
5.3.6 resource
URI-addressable Redfish data structure
21
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5.3.7 resource collection

set of similar resources where the number of instances can shrink or grow

5.3.8 resource tree

tree stfucture of resources accessible through a well-known starting URI

Note 1 to entry: A client can discover the available resources on a Redfish service by following the reseurce hyperlinks
from the base of the tree.

5.3.9|resource type

set of flefinitions for properties and actions contained within a resource and documedted in the Redfish schemg files

5.3.1P service root

startinfg-point resource for locating and accessing the other resources'and associated metadata that make up ah
instange of a Redfish service

5.3.1{1 subordinate resource

is subgrdinate to another resource if the initial segment of the resource URI is the same as the URI of the other
resourfe, but is at least one level deeper

Note 1 to entry: For example, /redfish/vl/Chassis/A88/Assembly is a subordinate resource of the chassis respurce
named A8s .

22 © ISO/IEC 2022 - All rights reserved


https://iecnorm.com/api/?name=dbfbcfa2f72ddf21b7e59ee26e882e6f

ISO/IEC 30115-1:2022(E)

6 Typographical conventions

The following typographical convention indicates deprecated material:

DEPRECATED
Depre¢ated material appears here.

END QEPRECATED

In plades where this typographical convention cannot be used, such as tables or{figures, the "DEPRECATED" labegl is
used ajone.
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7 Overview

Redfis
Being

Being

servicgs and components within them. The model is also easy to extend.

By reqpiring JSON representation, Redfish enables easy integration with programming environments. It is also 4

interp

An int¢roperable Redfish schema defines this model, which is freely available and published in OpenAPI YAML,

CSDL,

7.1 Goals

As an
goals.

Table

Goal

Scalabl

Flexiblg Can implement through. eXisting hardware or entirely as a software service.

Extensi

Backwgrd-compatible Can add(capabilities while preserving investments in earlier implementations.

Interopjerable Provides consistent functionality across multiple vendor implementations.

Standa
Simple

Lightw!

h is a management standard that uses a data model representation with a RESTful interface.

RESTful, Redfish is easier to use and implement.

model-oriented, it can express the relationships between components and the semantics of the Redfish

et by humans.

bnd JSON Schema formats.

hrchitecture, data model, and set of protocols that enable astlient to access Redfish services, Redfish has 1

describes these goals:

Ny

Purpose .
- \_\®

™

Can scale on stand-alone machines or racks of equipment.

ble Can easily add new and vendor-specific capabilities to the data model.

AN\

ds-based “Built on ubiquitous and secure protocols. Leverages other standards where applicable.

Easy-to-use without the need for highly specialized programming skills or systems knowledge.

asy to

DData

hese

ight I')p(igm:ri to reduce rnmlnlpyif\l and imlnlx:\mpnt;\finn costs Minimizes the I’F\ﬂlllirpr‘l fnntlnrint for imlnlpmpntafi bns.

: Table 1 — Redfish goals
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7.2 Design tenets

To deliver these goals, Redfish:

» Provides a RESTful interface by using a JSON payload and a data model.

0
- 0

sth

- M
- M
a
* kg
us

Redfis
rules, 4

need t
types,

Interoperable does not mean identical. Many elements of Redfish are optional. Clients should be prepared to d

the op|

The re
types

resour
infinitg

Additi
other {

Data, OpenAPI, and the RFCs that this document references.

ganizes the data model so that it provides clearly demarcated and value-add features in‘th&’same paylo
ndardized items.

kes data in payloads as obvious in context as possible.

intains implementation flexibility. Does not tie the interface to any particulacdnderlying implementatio
hitecture.

cuses on widely used capabilities. To avoid complexity, does not add functions that only a small percentd
ers value.

minimizes the need for clients to complete upgrades by using strict versioning and forward-compatibili
nd separation of the protocols from the data model. However, Redfish does not guarantee that clients n
b update their software. For example, clients’might need to upgrade to manage new system or compone
br update the data model.

tional elements by using the puijlt-in discovery methods.

ource tree reflects the topology of the system and its devices. Consequently, different hardware or devicg

esult in different resource trees, even for identical systems from the same manufacturer. References betw
Fes may result irha graph instead of a tree. Clients that traverse the resource tree should provide logic to
loops.

nally~net all Redfish resources use simple REST read-and-write semantics. Different use cases may follo
ypés of client logic. For example, clients cannot simply read user credentials or certificates from one serv

hd as

or

ge of

ty
Ever
Nt

scover

b

een
avoid

HP N s o H
et e toa o teT—Services

and w

Finally, the hyperlink values between resources and other elements can vary across implementations. Clients should

not assume that they can reuse hyperlinks across different Redfish service instances.
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7.4 Additional design background and rationale

7.4.1 REST-based interface

Redfish exposes many service applications as RESTful interfaces. This document defines a RESTful interface.

Redfish defines a RESTful interface because it:

+ Enables a lightweight implementation, using fewer layers than previous standards.
+ Is]a prevalent access method in the industry.

» Is|easy to learn, document, and implement in modern programming languages.

« Hgs a number of development environments and a healthy tooling ecosystem.

« Fifs with the design goal of simplicity.

« Equally applies to software application space as it does to embedded envir@nments, which enables convergence
arjd sharing of code within the management ecosystem.
» Aglapts well to any data modeling language.

» Has industry-provided security and discovery mechanisms.

7.4.2| Data-oriented

The Rgdfish data model is developed by focusing on the contents of the payload. By concentrating on the contgnts of
the pajload first, Redfish payloads are easily mappedito schema definition languages and encoding types. The fata
modellis defined in various schema languages, including OpenAPI YAML, OData CSDL, and JSON Schema.

7.4.3[Separation of protocol from data model

Redfish separates the protocol gperations from the data model and versions the protocol independently from the
data mjodel. This enables clients'to extend and change the data model as needed without requiring the protocq|
version to change.

7.4.4/Hypermedia API service root

Redfish has'a single service root URI and clients can discover all resources through referenced URIs. The hypermedia
APl enpbles’the discovery of resources through hyperlinks.

7.4.5 OpenAPI v3.0 support

The OpenAPI v3.0 provides a rich ecosystem of tools for using RESTful interfaces that meet the design requirements
of that specification. Starting with Redfish Specification v1.6.0, the Redfish schemas support the OpenAPI YAML file
format and URI patterns that conform to the OpenAPI Specification were defined. Conforming Redfish services that
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support the Redfish protocol version v1.6.0 or later implement those URI patterns to enable use of the OpenAPI

ecosys

tem.

For details, see OpenAPI Specification v3.0.

7.4.6

OData conventions

With t
follow
there f

To pro
Redfis
JSON

he popularity of RESTful APIs, there are nearly as many RESTful interfaces as there are applications. While
ng REST patterns helps promote good practices, due to design differences between the many RESTful AR
ew common conventions between them.

Vide for interoperability between APIs, OData defines a set of common RESTful conventions.and annotati
follows OData conventions for describing schema, URL conventions, and definitions{fontypical properti
payload.

7.5 $ervice elements

7.5.1

Some
asynch
the req

To det
status

7.5.2

Synchronous and asynchronous operation support

bperations can take more time than a client typically wants'to wait. For this reason, some operations can
ronous at the discretion of the service. The request pertion of an asynchronous operation is no different
uest portion of a synchronous operation.

ermine whether an operation was completed.synchronously or asynchronously, clients can review the HT
Codes. For more information, see the Asynehronous operations clause.

Eventing mechanism

RedfisLenabIes clients to receive messages outside the normal request and response paradigm. The service us4

these
critical

This sg

essages, or events, toasynchronously notify the client of a state change or error condition, usually of a {
nature.

ecification defings two styles of eventing:

S

bns.
bs in a

be
from

rp

(%]

ime

. \F:\]sh-style eventing.

hen'the service detects the need to send an event, it calls HTTP_PosT to push the event message to the

Client.

Clients can enable reception of events by creating a subscription entry in the event service, or an administrator
can create subscriptions as part of the Redfish service configuration.

« Server-sent events (SSE)-style eventing.
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The client opens an SSE connection to the service through a GET on the serversentEventuri -specified URI in
the event service.

For information, see the Eventing clause.

7.5.3 Actions

Actionp are Redfish operations that do not easily map to RESTful interface semantics. These types of operations|may
not diectly affect properties in the Redfish resources. The Redfish schema defines certain standard actions’for
commpn Redfish resources. For these standard actions, the Redfish schema contains the normative language of the
behavior of the action.

7.5.4|Service discovery

While the service itself is at a well-known URI, clients need to discover the network‘address of the service. Like YPnP,
Redfish uses SSDP for discovery. A wide variety of devices, such as printers and-client operating systems, suppoft
SSDP. |t is simple, lightweight, IPv6 capable, and suitable for implementation inh embedded environments.

For mgre information, see the Discovery clause.

7.5.5|Remote access support

Remote management functionality typically includes aceess mechanisms for redirecting operator interfaces such as
serial qonsole, keyboard video and mouse (KVM-IP);~command shell, or command-line interface, and virtual mefd
While these mechanisms are critical functionality) they cannot be reasonably implemented as a RESTful interfacé.

a.

Therefpre, this standard does not define-the protocols or access mechanisms for those services but encourages
implerhentations that leverage existing.standards. However, the Redfish schema includes resources and proper{ies
that enjable client discovery of these Capabilities and access mechanisms to enable interoperability.

7.6 Security

The challenge of rémote interface security is to protect both the interface and exchanged data. To accomplish this,
Redfish proyidestauthentication and encryption. As part of this security, Redfish defines and requires minimum |evels
of encfyption:

For more information, see the Security details clause.
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In this document, the Redfish protocol refers to the RESTful mapping to HTTP, TCP/IP, and other protocol, transport,
and messaging layer aspects. HTTP is the application protocol that transports the messages and TCP/IP is the
transport protocol. The RESTful interface is a mapping to the message protocol.

The R4
interad

existin

Table J

Item

j tool chains.

HTTP npethods

Actiond

Media

HTTP s

ypes

atus codes

Error rdg sponses

TLS

Asynchfonous semantics

: Tabld 2 — Redfish protocol

A Redf
RFC72

The sul
intero

8.11

dfish protocol is designed around a web service-based interface model, which provides network and
tion efficiency for both user interface (Ul) and automation usage. Specifically, the protocol can leverage

describes the items that the Redfish protocol uses:

Description

Maps to common CRUD operations.

Expands operations beyond CRUD-type operations.
Negotiates the type of data sent in the'message body.
Indicates the success or failureof the server's request.
Returns more information ;chan HTTP status codes.

Secures messages,See Security details.

Manages longsrdnning operations.

ish interface shall be exposed“through a web service endpoint implemented by using HTTP version 1.1. See
BO, RFC7231, and RFC7232:

bsequent clauses describe how the Redfish interface uses and adds constraints to HTTP to ensure
erability of Redfish implementations.

Jniversal Resource Identifiers

R

A Universal Resource Identifier (URI) identifies a resource, including the service root and all Redfish resources.

» A URI shall identify each unique instance of a resource.

= URIs shall not include any RFC1738-defined unsafe characters.
o For example, the {, },

1

A
[, ~ 0.1,

> ,and \ characters are unsafe because gateways and other

transport agents can sometimes modify these characters.
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o Do not use the # character for anything other than the start of a fragment.

« URIs shall not include any percent-encoding of characters. This restriction does not apply to the query
parameters portion of the URI.

A GET operation on a URI returns a representation of the resource with properties and hyperlinks to associated
resources. The service root URI is well known and is based on the protocol version.

To disqover the URIs to additional resources, extract the associated resource hyperlinks from earlier responses, The
hyperrhedia APl enables the discovery of resources through hyperlinks.

Redfislh considers the RFC3986-defined scheme, authority, service root, and version, and unique resource path
compgnent parts of the URI.

For example, this URI:

https://mgmt.vendor.com/redfish/v1/Systems/1

Contaips these component parts:

e hktps: is the scheme.
e mgmt.vendor.com is the authority to which to delegate the URI.
e rpdfish/vl is the service root and version.

e Spstems/1 is the unique resource path.

In a Uf

» The scheme and authority componént parts are not part of the unique resource path because redirection
dprabilities and local operatioris may cause the connection portion to vary.

0

« The service root and resoutee path component parts uniquely identify the resource in a Redfish service.

In an implementation:

» The resource path component part shall be unique.

+ Afrelativerefetence in the body and HTTP headers payload can identify a resource in that same implementgtion.

. AT abisoldte URI in the body and HTTP headers payload can identify a resource in a different implementatipn.

For the absolute URI definition, see RFC3986.

For example, a PosT operation may return the /redfish/vi/Systems/2 URIlinthe Location header of the response,
which points to the posT -created resource.
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Assuming that the client connects through the mgmt.vendor.com appliance, the client accesses the resource through

the https://mgmt.vendor.com/redfish/v1/Systems/2 absolute URI.

URIs that conform to RFC3986 may also contain the query, ?query , and frag, #frag, components. For information

about queries, see Query parameters. When a URI includes a fragment ( frag ) to submit an operation, the server

ignores the fragment.

If a prgperty in a response references another property within a resource, use the RFC6901-defined URI fragm

ept

I

identifler representation format. If the property is a reference property in the schema, the fragment shall réferémnce a

valid r¢source identifier. For example, the following fragment identifies a property at index 0 of the Faf§ array|in the
/redfish/vl/Chassis/MultiBladeEncl/Thermal resource:
{
'@odata.id": "/redfish/v1l/Chassis/MultiBladeEncl/Thermal#/Fans/0"
}
For requirements on constructing Redfish URIs, see the resource URI pattetnstannotation clause.
8.2 HTTP methods
Table 3 describes the mapping of HTTP methods to the Redfish-supported operations. If the Required column
contaifs Yes, a Redfish interface shall support the HTTR:\ethod. If the Required column contains No, a Redfish
interfae may support the HTTP method.
. Q‘ .
HTTP method Interface semantic \O Required
Create resource
POST Resource action Yes
Eventing
GET Rétrieve resource Yes
PUT «Replace resource No
PATCH Update resource Yes
DELETE| Delete resource Yes
HEAD Retrieveresourcetreacter N
Retrieve header
OPTIONS . . . No
Cross-origin resource sharing (CORS) preflight
: Table 3 — Mapping of HTTP methods to Redfish-supported operations
31

© ISO/IEC 2022 - All rights reserved


https://iecnorm.com/api/?name=dbfbcfa2f72ddf21b7e59ee26e882e6f

ISO/IEC 30115-1:2022(E)

For HTTP methods that the Redfish service does not support or that Table 3 omits, the Redfish service shall return the
HTTP 465 Method Not Allowed status code or the HTTP 501 Not Implemented status code.

8.3 HTTP redirect

HTTP redirect enables a service to redirect a request to another URL. Among other things, HTTP redirect enables
RedfisfrTesources to alias areas of the data modet.

All Redfish clients shall correctly handle HTTP redirect.

The sefvice for the redirected resource shall enforce the authentication and authorization requiretaehts for the
rediredted resource.

8.4 Media types

Some [esources may be available in more than one type of representation. THe“tnedia type indicates the
represgntation type.

In HTTP messages, the media type is specified in the content-Type {header. To tell a service to return the respopse
throudh certain media types, the client sets the HTTP Accept header to a list of the media types.

» All resources shall be available through the JSON appPication/json media type.

» Redfish services shall make every resource available-in a JSON-based representation as a JSON object, as
decified in RFC8259. Receivers shall not reject-a’JSON-encoded message, and shall offer at least one JSON-
based response representation. An implententation may offer additional non-JSON media type representafions.

(%)

To reqpiest compression in the responsebody, clients specify an Accept-Encoding request header.

8.5 ETags

To redlice unnecessarytRESTful accesses to resources, the Redfish service should support the association of a separate
entity fag (ETag) with.each resource.

npplementations should support the return of ETag properties for each resource.

npplermentations should support the return of ETag headers for each single-resource response.

» Implementations shall support the return of ETag headers for GET requests of ManagerAccount resources.

Because the service knows whether the new version of the object is substantially different, the service generates and
provides the ETag as part of the resource payload.
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The ETag mechanism supports both strong and weak validation. If a resource supports an ETag, it shall use the
RFC7232-defined ETag.

This specification does not mandate a particular algorithm for ETag creation, but ETags should be highly collision-free.
An ETag can be:

*  Ahash

« Algeneration ID
* Aftime stamp

« Sgme other value that changes when the underlying object changes

If a clignt calls PUT or PATCH to update a resource, it should include an ETag from a previous ‘6ET in the HTTP| If-
Match [or If-None-Match header. If a service supports the return of the ETag header on a résource, it may respopd
with tHe HTTP 428 Precondition Required status code if the If-Match or If-None-Mateh header is missing frgm the

PUT dr PATCH request for the same resource, as specified in RFC6585.
In add|tion to the return of the ETag property on each resource, a Redfish service should return the ETag header on:

» Afclient puT, POST, or PATCH operation

« A|GET operation for an individual resource

The fofmat of the ETag header is:

ETag: <string>

p

8.6 Protocol version

The prptocol version is separate’from the resources' version or the Redfish schema version that the resources
suppoft.

Each Redfish protacaliversion is strongly typed by using the URI of the Redfish service in combination with the
resourfe obtained at that URI, called the ServiceRoot resource.

The roptURIfor this version of the Redfish protocol shall be /redfish/vi/ .

The URI defines the major version of the protocol.

The Redfishversion property of the ServiceRoot resource defines the protocol version, which includes the major
version, minor version, and errata version of the protocol, as defined in the Redfish schema for that resource.

The protocol version is a string in the format:
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<MajorVersion>.<MinorVersion>.<ErrataVersion>
where

e <MajorVersion> is an integer that represents the major version. Indicates a backward-incompatible change.

e <MinorVersion> is an integer that represents the minor version. Indicates a minor update. Redfish introduces
functionality but does not remove any functionality. The minor version preserves compatibility with earlier minor
vgrsions.

e <Errataversion> is an integer that represents the errata version. Indicates a fix to the earlier versiong

Any repource that a client discovers through hyperlinks that the service root or any service root-referenced servjce or
resourfe returns shall conform to the same protocol version that the service root supports.

A GET| operation on the /redfish resource shall return this response body:

'vi": "/redfish/v1/"

8.7 Redfish-defined URIs and relative reference rules

Table 4 describes the Redfish-defined URIs that a Redfish, service shall support:

g
URI Returns A\Q Note
el Version. A major update that does not preserve compatibility with earlier minor  Services shall support this
redrtip
versions. URI.
Services shall support this
/redfikh/v1/ Redfish segvice root. URI A
) . Services shall support this
/redfikh/v1/odata Redfish OData service document. PP

URI.

~ NS

Services shall support th
URI.

s
/redfikh/v1/$metadata  Redfish metadata document.

/redfikh/Aa/ Services should support this
Redfish OpenAPI YAML document. PP

1

openapil-yest HR-

: Table 4 — Redfish-defined URIs

In addition, Table 5 describes the URIs that services shall process without a trailing slash in one of these ways:
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» Redirect it to the associated Redfish-defined URI.
» Treat it as the equivalent URI to the associated Redfish-defined URI.

URI Associated Redfish-defined URI
/redfish/v1 /redfish/v1/
/redfish/ /redfish

: Tablg 5 — Redfish-defined URIs without trailing slashes

All oth

resour

annotdtions reference. The client shall treat the URIs for these supplemental resources as opaque.

All Redfish-defined URIs and URIs starting with /redfish are reserved for future standardization by DMTF and

allianc

All relgtive references that the service uses shall start with either:

< A

Sylstems .

« A

For de|

Fes that the @Redfish.Settings , @Redfish.ActionInfo, and @Redfish.CollectionCapabilities payload

b partners, except OEM extension URIs, which shall conform to the requiréments of the OEM URIs clause|

double forward slash ( // ) and include the authority (netwofk-path), such as //mgmt.vendor.com/redfish

single forward slash ( /) and include the absolute-path;~such as /redfish/vi/Systems .

fails, see RFC3986.

er Redfish service-supported URIs shall match the resource URI patterns definitions, except tife supplemgntal

DMTF

vl/
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9 Service requests

This clause describes the requests that clients can send to Redfish services.

9.1 Request headers

The HTTP Specification defines headers for request messages. Table 6 defines those headers and their feguiremgnts

for Redgifish services and clients.

For Reffish services:

« Redfish services shall process the headers in Table 6 as defined by the HTTP 1.7 Specification if the Service

requirement column contains Yes or Conditional.

» Redfish services should process the headers in Table 6 and Table 7 as defined-by the HTTP 1.1 Specificationl|if the

Service requirement column contains No.

For Reffish clients (sending the HTTP requests):

« Redfish clients shall include the headers in Table 6 as defined by the HTTP 1.7 Specification if the Client

requirement column contains Yes or Conditional.

+ Rgdfish clients should transmit the headers in Tablg{6\and Table 7 as defined by the HTTP 1.1 Specification if the

Client requirement column contains No.

36
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Service Client Supported

Header Description

requirement requirement values

Communicates to the server the media type or types that this client is prepared to
accept.

Services shall support resource requests with Accept header values of

application/json oOr application/json;charset=utf-8 .

=

Services shall support XML metadata requests with Accept header vatues
application/xml oOr application/xml;charset=utf-8 .

Accept] Yes No RFC7231 . :
E Services shall support OpenAPl YAML schema requests with Accept headef
values of application/yaml or application/yaml;charsét=otf-8 or applidation/

vnd.oai.openapi Or application/vnd.oai.openapi;charset=utf-8 .

Services shall support SSE requests with Accépt yheader values of text/evdnt-

stream Or text/event-stream;charset=ut¥f-8 s

Services shall support any requestwith Accept header values of applicatjon/*,
application/*;charset=utf-8 ,%*/*, or */*;charset=utf-8
Indicates whether the cliefit can handle gzip-encoded responses. If a servicg
Acceptt cannot return an acceptable response to a request with this header, it shall
No No RFC7231 R .
Encodirg respond with the HTTP 406 Not Acceptable status code. If the request omits this

header, the sér¥ice should not return gzip-encoded responses.

Accept]

The languages that the client accepts in the response. If the request omits this

No No RFC7231
Languade header, uses the service's default language for the response.

-e A

:Required for HTTP basic authentication.

Authorfization Conditional Conditional RFC76™N

—+

A client can access unsecured resources without this header on systems thg
\ support basic authentication.

The size of the message body.

) To indicate the size of the body, a client can use the Transfer-Encoding: cHunked
No “No RFC7231 header.

Contenft -

Length

If a service needs to use Content-Length and does not support Transfer-
Encoding , it responds with the HTTP 406 Not Acceptable status code.

The request format. Required for operations with a request body.

Services shall accept the content-Type header set to either application/json or
Content-Type Conditional Conditional RFC7231 application/json;charset=utf-8 .

It is recommended that clients use these values in requests because other values
can cause an error.
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Service Client Supported .
Header ) N Description
requirement requirement values
Host Yes No RFC7230  Enables support of multiple origin hosts at a single IP address.
To ensure that clients update the resource from a known state, puT and PATCH
requests for resources for which a service returns ETags shall support If-Match .
If-Match Conditional  No RFC7232
VWhile not required Tor clients, 1t 1s highly recommended for PUT_and PATCH
operations.
A service only returns the resource if the current ETag of that resource doeq not
match the ETag sent in this header.
If-Nonp-Match No No RFC7232
If the ETag in this header matches the resource's current ETag, the GET opdration
returns the HTTP 304 Not Modified status code.
The event source's last id field from the $SE stfeam. Requests history eveipt data.
Last-Epent-ID No No HTML5 SSE
See Server-sent events.
Limits gateway and proxy hops.
Max-Foprwards  No No RFC7231
Prevents messages frofn femaining in the network indefinitely.
OData-| i . i
No No 4.0 The maximum OBata version that an OData-aware client understands.
MaxVerdion
The OData version.
Setvices shall reject requests that specify an unsupported OData version.
OData-fersion Yes No 4.0 ]
If a service encounters an unsupported OData version, it should reject the request
with the HTTP 412 precondition Failed status code.
N\
/Fetch
Living
Standard,  Enables web applications to consume a Redfish service while preventing CYRF
Origin| Yes No
3.1 attacks.
: Origin
header
. Traces product tokens and their versions.
User-Agent Yes No RFC7231
The header can list multiple product tokens.
Defines the network hierarchy and recognizes message loops.
Via No No RFC7230

: Table 6 — Request headers

Each pass inserts its own via header.

38
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Redfish services shall understand and be able to process the headers in Table 7 as defined by this specification if the

Service requirement column contains Yes.

Service Client

Header Supported values  Description

X-Auth

requirement requirement

Authenticates user sessions.
- Opagque encoded The token value shall be indistinguishable from random.

Token

: Tabld 7 — Request headers part 2

9.2 ¢

9.2.1

The 6
URI. C
identif}

The s¢
to the
repres
individ
resour,
e Th
- T
e Th

If supq
heade

9.2.2

TES LOHU][IO”a" . . . . R
octet strings While services shall support this header, a client can access unsecured

resources without establishing a session.

GET (read requests)

GET (read requests) overview

T operation retrieves resources from a Redfish service. Clients maké&ia ‘GET request to the individual res
ients may obtain the resource URI from published sources, suckas the OpenAPI document, or from a reg
er property in a previously retrieved resource response, such“as'the links property.

Fvice shall return the resource representation using one.of the media types listed in the Accept header,
requirements of the media types. If the Accept hedder is absent, the service shall return the resource's
bntation as application/json . Services may but are not required to support the convention of retrieving
ual properties within a resource by appending*a segment containing the property name to the URI of th4
Ce.

e HTTP GET operation shall retrieVe-a resource without causing any side effects.
e service shall ignore the content of the body ona GeT .

e GET operation shall bé.idempotent in the absence of outside changes to the resource.

orted by the servie clients can perform a conditional GET operation by specifying an If-None-Match rd
that contains‘the*ETag of the resource.

Resotirce collection requests

purce

jource

ubject

quest

Client

retrieve 3 resaurce collection hy mnl{ing a GET requestto the resaurce collection IURI The response nc

udes

the resource collection's properties and an array of its members.

No requirements are placed on implementations to return a consistent set of members when a series of requests that

use pa

ging query parameters are made over time to obtain the entire set of members. These calls can result in

missed or duplicate elements if multiple GET requests use paging to retrieve the Members array instances.
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- Cl

ients shall not make assumptions about the URIs for the members of a resource collection.

» Retrieved resource collections shall always include the count ( Members@odata.count ) property to specify the total

number of entries in its Members array.

« Regardless of the next link ( Members@odata.nextLink ) property or paging, the count ( Members@odata.count )

property shall return the total number of resources that the Members array references.

A sub

t of the members can be retrieved using client paging query parameters

A serv
this ca
follow

- Re¢sponses can contain a subset of the full resource collection's members.

n
« A

—

e The next link ( Members@odata.nextLink ) property shall adhere to the rules-n the Next link property clause.

* G

=

€

9.2.3

The ro|

The se]

Servicg

9.2.4

Redfish services expose two©Data-defined documents at specific URIs to enable generic OData clients to navig

the Re

e 5S4
* 5S4

hee next set of members in the collection.

ce might not be able to return all of the contents of a resource collection request in a single respanse/bg
ke, the response can be paged by the service. If a service pages a response to a resource collectiopsreque
ng rules shall apply:

Hividual members shall not be split across response bodies.

next link ( Members@odata.nextLink ) property annotation shall be supplied in.thé response body with the

ET operations on the next link ( Members@odata.nextLink ) property(shall return the subsequent section of
Kource collection response.

Service root request

bt URL for Redfish version 1.x services shall be /redfish/vi/ .
fvice returns the serviceRoot resource, as'defined by this specification, as a response for the root URL.

s shall not require authentication ‘to-retrieve the service root and /redfish resources.

OData service and. metadata document requests

Hfish service.

rvice shall.expose an OData metadata document at the /redfish/vi/$metadata URI.

rvice(shall expose an OData service document at the /redfish/vi/odata URI.

e S

dy. In
st, the

URI to

the

rvice’shall not require authentication to retrieve the OData metadata document or the OData service

document.
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9.3 Query parameters

9.3.1 Query parameter overview

To paginate, retrieve subsets of resources, or expand the results in a single response, clients can include the query
paramgters. Some query parameters apply only to resource collections.

Servicg

©

» Shall only support query parameters on GET operations.
« Should support the $top, $skip, only,and excerpt query parameters.
* May support the $expand, $filter,and $select query parameters.

» Shall include the ProtocolFeaturesSupported object in the service root, if the sérVice supports query paranjeters.
This object indicates which parameters and options have been impleménted.

» Shall ignore unknown or unsupported query parameters that do not begin-with $ .

« Shall use the & operator to separate multiple query parameters in a'single request.
Servicgs shall return:

e ThHe HTTP 501 Not Implemented status code for any unsupported query parameters that start with §$ .
« An extended error that indicates the unsupportedsqueéry parameters for this resource.

* THe HTTP 400 Bad Request status code for any-guery parameters that contain values that are invalid, or vglues
agplied to query parameters without defined values, such as excerpt or only .

Servicgs should return:

* THe HTTP 400 Bad Request status code with the QueryNotSupportedonResource message from the Base M¢ssage
Registry for any implemented query parameters that are not supported on a resource in the request.
* THe HTTP 400 Bad Reguest status code with the QueryNotSupportedonResource message from the Base Mg¢ssage

Registry for any supported query parameters that apply only to resource collections but are used on singular
esources. Thishcludes query parameters such as $filter, $top, $skip,and only .

=

e The HTTR ‘4o’ Bad Request status code with the QueryNotSupportedonOperation message from the Base
Messade Registry for any supported query parameters on operations other than GeT .

Services shall process query parameters in this order:

e $filter
e $skip
*  $top
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« Apply server-side pagination
* $expand
* excerpt

¢ $select

Table 8 describes the query parameters:

Query parameter Description and example (1/
yp p P (\(]/

Returns a subset of the resource's properties that match the defined Excerpt schema annotation.

If no Excerpt schema annotation is defined for the resource, the entire resource is returned.
excerpft

Example:

https://resource?excerpt

Returns a hyperlink and its contents in-line with retrieved resources, as if/a Get call response was included in-ling with
that hyperlink.

See The $expand query parameter.

$expand=<string>
Example:

https://resource?$expand=*($levels=3)

https://resourcecollection?$expand=. ($levels=1)

Applies to resource collections. Returnis'a subset of collection members that match the $filter expression.

See The $filter query parametgr.
$filtep=<string>

Example:

https://resouficegollection?$filter=SystemType eq 'Physical’
Applies towresource collections. If the target resource collection contains exactly one member, clients can use this|query
parameter to return that member's resource.

Ilf the collection contains either zero members or more than one member, the response returns the resource colldction,
1]
as expected.

onl . .
Y Services should return the HTTP 400 Bad Request with the QueryCombinationInvalid message from the Base Mgssage
Registry if only is being combined with other query parameters.
Example:
https://resourcecollection?only
42
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Query parameter Description and example

Returns a subset of the resource's properties that match the $select expression.

See The $select query parameter.

$select=<string>

Example:

$skipS

$top=¢|

: Tabld 8 — Query parameters

9.3.2

The $
but alg
follow

The $
includ
annotg

Table 4
of theg

https://resource’$select=SystemType,Status

Applies to resource collections. Returns a subset of the members in a resource collection, or an empty sef of men
the $skip value is greater than or equal to the member count. This paging query parameter defines the mumber|

members in the resource collection to skip.

integer>
Example:
https://resourcecollection?$skip=5
Applies to resource collections. Defines the number of members to show in the response.
Minimum value is o, though a value of e returns an empty set of members.
integer>

Example:

https://resourcecollection?$top=30

The $expand query parameter

xpand query parameter enables a clieot to request a response that includes not only the requested reso
o includes the contents of the subardinate or hyperlinked resources. The definition of this query parame
the OData Protocol Specification.

xpand query parameterhas a set of possible options that determine which hyperlinks in a resource are
bd in the expanded response. Some resources may already be expanded due to the resource's schema
tion AutoExpand\»such as the Temperature objectinthe Thermal resource.

describes-the Redfish-supported options for the $expand query parameter. The service may implement
e options but not others. Any other supported syntax for $expand is outside the scope of this specificati

bers if

of

irce,

er

some

>

Option Description Example

Shall expand all hyperlinks, including those in payload annotations, such

asterisk ( * ) as @Redfish.Settings , @Redfish.ActionInfo , and https://resource?$expand=*

@Redfish.CollectionCapabilities

© ISO/IEC 2022 - All rights reserved
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Option Description Example

Number of levels the service should cascade the $expand operation.

The default level shall be 1.
$levels https://resourcecollection?$expand=. ($levels=2)
For example, $levels=2 expands both the hyperlinks in the current
resource (level 1), and the hyperlinks in the resulting expanded resources
(level 2).

Shall expand all hyperlinks not in any links property instances of the

. resource, including those in payload annotations, such as

per|od .) https://resourcecollection?$eéxpand=.
@Redfish.Settings , @Redfish.ActionInfo , and

@Redfish.CollectionCapabilities

tilde ( Shall expand all hyperlinks found in all links property instances of the

https://resourcecollection?$expand=~
resource.

: Tabld 9 — The $expand query parameter options
Examp|les of $expand usage include:
e GET of a SoftwareInventoryCollection .

With $expand , the client can request multiple SoftwaréInventory collection member resources in one reqpest
rather than fetching them one at a time.

e GET ofa ComputerSystem .

With $levels, asingle GeT request caflihclude the subordinate resource collections, such as Processors |and

Mpmory .

e GET all UUIDs in members of the computersystem collection.
Td accomplish this result/include both $select and $expand on the URI.
The syntax is @BT\/redfish/v1/Systems?$select=UUID&$expand=. ($levels=1)

When ferviceSiexecute $expand , they may omit some of the referenced resource's properties.

When
response.

If a service cannot return the payload due to its size, it shall return the HTTP 507 Insufficient Storage status code.

If a service cannot return the payload corresponding to an individual member of a resource collection, it should
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return the @odata.id property for that member and should return extended information indicating the reason that

member was not returned, such as when a provider internal to the service returns an error or times out.

The following example expands the RoleCollection resource with the level set to 1:

"@odata.id": "/redfish/vl/AccountService/Roles",

'@odata.type": "#RoleCollection.RoleCollection",

'Name": "Roles Collection",

'Members@odata.count": 3,

‘Members": [{ y\.
"@odata.id": "/redfish/v1/AccountService/Roles/Administrator”, %/
"@odata.type": "#Role.vl_1_©.Role", '\
"Id": "Administrator”, Q
"Name": "User Role", (b
"Description”: "Admin User Role", C)
"IsPredefined": true, @
"AssignedPrivileges": ["Login", "ConfigureManager", O\\

"ConfigureUsers", "ConfigureSelf", "ConfigureComponents"] \%

b, {

"@odata.id": "/redfish/v1/AccountService/Roles/Operator", c‘)\
"@odata.type": "#Role.vl_ 1 ©.Role",
"Id": "Operator", Q
"Name": "User Role", \Q
"Description": "Operator User Role", 0\
"IsPredefined": true, 5\

"AssignedPrivileges": ["Login", "Configurei@&

"ConfigureComponents™]
3 {

"@odata.id": "/r‘ed'Fish/vl/AccountSer@cge/Roles/ReadOnly",
"@odata.type": "#Role.vl_l_@.Ro]se\'Q

"Id": "ReadOnly", . l
"Name": "User Role", .\0
"Description”: "ReadOnly(User Role",

"IsPredefined": true, -
"AssignedPr‘ivileges@"Login", "ConfigureSelf"]

} @QO
Q.

9.3.3(Th ect query parameter

The ¢ e\g t_query parameter indicates that the implementation should return a subset of the resource's prop

brties

that match the $select expression. If a request omits the $select query parameter, the response returns all

properties by default. The definition of this query parameter follows the OData Protocol Specification.
The $select expression shall not affect the resource itself.

The $select expression defines a comma-separated list of properties to return in the response body.

© ISO/IEC 2022 - All rights reserved
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The sy

ntax for properties in objects or properties in arrays of objects shall be the object and property names

concatenated with a slash ( /).

An example of $select usage is:

GET

/redfish/v1/Systems/1?$select=Name,SystemType,Status/State

When

propefty is an object, the service shall return the entire object. The @odata.id and @odata.type properties sha

in the

suppo
@odat
was o]

Any ot

9.3.4

The ¢
$Filt

The ¢

A liter.

If the |
with t

The $
the ¢4

Kervices execute $select , they shall return all requested properties of the referenced resource. If axeque
response payload and contain the same values as if $select was omitted. If the @odata.cehtéxt proper

.etag property is supported, it shall be in the response payload and contain the samelvalues as if $selg
hitted.

her supported syntax for $select is outside the scope of this specificatiof:

The $filter query parameter

Filter parameter enables a client to request a subset of thé€ résource collection's members based on the
r expression. The definition of this query parameter follows the OData Protocol Specification.

Filter query parameter defines a set of propertiessand literals with an operator.
| value can be:

string enclosed in single quotes.
number.

boolean value.

teral value does not Match the data type for the specified property, the service should reject $filter re
e HTTP 400 Bad Regllest status code.

Filter segtioh of the OData ABNF Components Specification contains the grammar for the allowable syr
ilter query parameter, with the additional restriction that only built-in filter operations are supported.

Table 1

ted, it shall be in the response payload and should be in the context property recommended format. If the

sted
| be

y is

ct

quests

tax of

0Yists the Redfish-supported values for the $filter query parameter. Any other supported syntax for

$filter is outside the scope of this specification.

Value Description Example

O

(Status/State eq 'Enabled' and Status/Health eq 'OK') or SystemType eq

Precedence grouping operator.

'Physical’
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Value Description Example
and Logical and operator. ProcessorSummary/Count eq 2 and MemorySummary/TotalSystemMemoryGiB gt 64
eq Equal comparison operator. ProcessorSummary/Count eq 2

Greater than or equal to comparison

ge ProcessorSummary/Count ge 2
operator.
gt Great than comparison operator. ProcessorSummary/Count gt 2
le Less than or equal to comparison operator. MemorySummary/TotalSystemMemoryGiB le 64
1t | ess than comparison operator. MemorySummary/TotalSystemMemoryGiB 1t 64
ne Not equal comparison operator. SystemType ne 'Physical’
not |ogical negation operator. not (ProcessorSummary/Count eq 2)
or | ogical or operator. ProcessorSummary/Count eq 2 or ProcessgrSummary/Count eq 4

: Tablg 10 — The $filter query parameter options
When pvaluating expressions, services shall use the following operator precedence:

» Gfouping

» Ldgical negation

» Relational comparison. gt, ge, 1t,and le all\have equal precedence.
« Equality comparison. eq and ne both have\&gual precedence.

» Lqgical and

+ Lqgical or

If the dervice receives an unsupported $filter query parameter, it shall reject the request and return the HTTH se1
Not Implemented status code.

9.4 HEAD

The HEAD nrethod differs from the GET method in that it shall not return message body information.

H %l ) | lod o) o . i Lo 1 ol N Woel . M i d
owe C,Uuic TEAU TTTITUTUU CUTTTPITITS LT SallTic aUutiTuTiZatiurnm LITCTURS Al Tu TTTUTTIS all tic Satiic TTiTta mrotrratton an

status codes in the HTTP headers as a GET method.
Services may support the HEAD method to:

« Return meta information in the form of HTTP response headers.
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« Verify hyperlink validity.
Services may support the HEAD method to verify resource accessibility.
Services shall not support any other use of the HEAD method.

The HeaD method shall be idempotent in the absence of outside changes to the resource.

Servicgs shall reject HEAD requests that contain query parameters. Services should return the HTTP 400 B&d) Réfuest
status code if provided with a query parameter in a HEAD request.

9.5 Data modification requests

9.5.1|Data modification requests overview
To cregte, modify, and delete resources, clients issue the following operations;

e PQST (create)
e PATCH (update)
e PUT (replace)
o DELETE (delete)

« PQST (action) on the resource

The following clauses describe the success and error tesponse requirements common to all data modification
requegts.

9.5.2[ Modification success résponses

For crgate operations, the respdnse from the service, after the create request succeeds, should be one of these
respor|ses:

* THe HTTP 201 creatéd status code with a body that contains the JSON representation of the newly createfl
resource afterthe request has been applied.

e The HTTR=202 Accepted status code with a Location header set to the URI of a task monitor when the

ocessing of the request requires additional time to be completed.

After processing of the {gsk omplete, the created resource may J 1 ( ) request to

the task monitor URI with the HTTP 201 created status code.

* The HTTP 204 No Content status code with empty payload in the event that the service cannot return a
representation of the created resource.
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For update, replace, and delete operations, the response from the service, after successful modification, should be

one of

the following responses:

« The HTTP 200 ok status code with a body that contains the JSON representation of the targeted resource after

th

e modification has been applied, or, for the delete operation, a representation of the deleted resource.

e The HTTP 202 Accepted status code with a Location header set to the URI of a task monitor when the

processing of the modification requires additional time.

o TH

ﬂ
D

For de|

9.5.3

If the resource exists but does not support the requested operation, services\shiall return the HTTP 405 Method

Allowe|

Other

resour

9.61

To upd

The re
refere
ignore
accept
resour

For req

design

See th

After processing of the task is complete, the modified resource may be returned in response to a requ
the task monitor URI with the HTTP 200 ok status code.

e HTTP 204 No Content status code with an empty payload in the event that service cannot returm a
presentation of the modified or deleted resource.

Fails on successful responses to action requests, see POST (action).

Modification error responses

i status code.

Vise, if the service returns a client 4xx or service 5xx statusycode, the service encountered an error and
Ce shall not have been modified or created as a result ofithe ‘operation.

PATCH (update)

ate a resource's properties, the service shall'support the PATCH method.

huest body defines the changes te'fmake to one or more properties in the resource that the request URI

ces. The PATCH request doesnot change any properties that are not in the request body. The service sh
OData annotations in the request body, such as resource identifier, type, and ETag properties. Services
a PATCH method withamempty JSON object, which indicates that the service should make no changes {

Ce.

ources that@llow for properties to not be updated immediately, clients can perform PATCH requests to g
ated settings resource. For more information, see the Settings resource clause.

b Vlodification success responses clause for behavior when the PATCH operation is successful.

pst to

Not

the

3]

Q

y
o the

If supported by the service, clients can perform a conditional PATCH operation by specifying an If-Match or If-

None-Match request header that contains the ETag of the resource.

The implementation may reject the update on certain properties based on its own policies and, in this case, not make

the requested update.
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A partial success of a PATCH operation occurs when a modification request for multiple properties results in at least
one property updated successfully, but one or more properties could not be updated. In these cases, the service shall
return the HTTP 200 ok status code and a resource representation with extended information that lists the
properties that could not be updated. Examples include:

» A property is read-only, unknown, or unsupported.

« A service-side error occured, such as a write failure for an EEPROM.

If all pfoperties in the update request are read-only, unknown, or unsupported, but the resource can be updatéf, the
servicq shall return the HTTP 460 Bad Request status code and an error response with messages that show the[non-
updatgble properties.

If the ypdate request only contains OData annotations, such as resource identifier, type, and-ETag properties, the
servicq should return the HTTP 400 Bad Request status code with the Nooperation message from the Base Mgssage
Registfy.

In the pbsence of outside changes to the resource, the PATCH operation should‘be idempotent, although the ofiginal
ETag palue may no longer match.

9.7 PATCH on array properties

The Arfay properties clause describes the three styles of arraysproperties in a resource.

Withinla PATCH request, the service shall accept null\, t6 remove an element, and accept an empty object {} o
leave gn element unchanged. Array properties that/use the fixed or variable length style remove those element,
while drray properties that use the rigid style replace removed elements with null elements. A service may indicate
the mgdximum size of an array by padding, nill elements at the end of the array sequence.

When processing a PATCH request,\the order of operations shall be:

»  Modifications
« Deletions
« Adglditions

A PATEH request with fewer elements than in the current array shall remove the remaining elements of the arrdy.

For exgmplé, a fixed length-style Flavors array indicates that the service supports a maximum of six elements,|by

padding the array with null elements, with four populated.

"Flavors": ["Chocolate", "vanilla", "Mango", "Strawberry", null, null]
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A client could issue the following PATCH request to remove vanilla, replace Strawberry with cherry , and add
Coffee and Banana to the array, while leaving the other elements unchanged.

"Flavors": [{}, null, {}, "Cherry", "Coffee", "Banana"]

After the PATCH operation, the resulting array is:

'Flavors": ["Chocolate", "Mango", "Cherry", "Coffee", "Banana", null]

9.8 PUT (replace)

To conppletely replace a resource, services may support the puT method.\The service may add properties to th{
respor|se resource that the client omits from the request body, the £€sgource definition requires, or the service
normajly supplies.

The PYT operation should be idempotent in the absence of outside changes to the resource, with the possible
excepfjon that the operation might change ETag values:

See thg Modification success responses clause farbehavior when the puT operation is successful.

If supgorted by the service, clients can perform a conditional puT operation by specifying an If-Match or If-None-
Match |request header that contains the.ETag of the resource.

Servicgs may reject requests that.do not include properties that the resource definition (schema) requires.

9.9 POST (create)

To credte a resource, services shall support the PosT method on resource collections.

The PPsT ‘véquest is submitted to the resource collection to which the new resource will belong. See the Modif{cation

success responses clause for behavior when the posT operation is successful.

The body of the create request contains a representation of the object to create. The service may ignore any service-
controlled properties, such as 1d , which would force the service to overwrite those properties. Additionally, the
service shall set the Location header in the response to the URI of the new resource.
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» Submitting a PoST request to a resource collection is equivalent to submitting the same request to the Members
property of that resource collection. Services that support the addition of Members to a resource collection shall
support both forms.

o For example, if a client adds a member to the resource collection at /redfish/vi/EventService/
Subscriptions , it can perform a POST request to either /redfish/vi/EventService/Subscriptions or

/redfish/v1/EventService/Subscriptions/Members .

» The_posST operation shall not be idempotent

« Sdrvices may allow the inclusion of @Redfish.OperationApplyTime property in the request body. See Qperafion
agply time.
« Sarvices should return the HTTP 400 Bad Request status code for requests containing propertieswith the yalue
npll .

9.10 DELETE (delete)

To remjove a resource, the service shall support the DELETE method. Resources subordinate to the resource renpoved
by a geLETE method are typically removed, as the contents of subordinate resources are dependent on the pagent
resourfe. In some cases, related resources may also be relocated in the resource tree based on their definition gnd
usage.|Other resources in the resource tree may also be removed opincur side effects of a resource removal.

See thg Modification success responses clause for behavior wheh.the DELETE operation is successful.

« Ifthe resource was already deleted, the service mayreturn the HTTP 404 Not Found status code or a success
cqde.
« The service may allow the inclusion of the @Rédfish.OperationApplyTime property in the request body. See

Operation apply time.

9.11 POST (action)

Servicgs shall support the POST* method as a way for clients to send actions to resources.

* THe PosST operatiofr may not be idempotent.

« Sgrvices may allow the inclusion of the @Redfish.OperationApplyTime property in the request body. See

Operatjofapply time.

To reqliest'actions on a resource, send the HTTP posT method to the URI of the action. The target property ih the

resource's Actions property shall contain the URI of the action. The URI of the action shall be in the format:
<ResourceUri>/Actions/<QualifiedActionName>

where
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*  <ResourceUri> isthe URI of the resource that supports the action.

e Actions is the name of the property that contains the actions for a resource, as defined by this specification.

e <QualifiedActionName> is the qualified name of the action. Includes the resource type.

To determine the available actions and the valid parameter values for those actions, clients can query a resource

directly.

Clientd provide parameters for the action as a JSON object within the request body of the posT operation. For

informlation about the structure of the request and required parameters, see the Actions property clausecSome
paramgter information may require that the client examine the Redfish schema that corresponds to the tesourc

If the gction request does not contain all required parameters, the service shall return the HTTPMN@6 Bad Requesjt

status [code. If the action request contains unsupported parameters, the service shall ignore(the 'unsupported
paramgters or return the HTTP 400 Bad Request status code. If an action does not have any required parameteys, the

servicqd should accept an empty JSON object in the HTTP body for the action request.

Table 11 describes the HTTP status codes and additional information that the@etvice shall return a response to
succeskful PosT (action) request:

D

QD

HTTP Q
To indicate status  Additional information \Q
code 5\0\
Succes, and the An error response, with a messagethat indicates success or any additional relevant messages. If the
schemq does not o action was successfully processed and completed without errors, warnings, or other notifications for the
contair| a response client, the service should return the Success message from the Base Message Registry in the cod
definitipn. property in the responsessody.
Succes, and the
schemd contains a . . .
o 8 0K  The response-body conforms to the action response defined in the schema.
responge definition for
the actfon.
A new fesource was 1 ]
A dth _A Location response header set to the URI of the created resource. An error response, with a megsage

created, and the - o .

h d " 201 that indicates success or any additional relevant messages. If the action was successfully processed and
schemg does no . . e . .
contail a response Erested completed without errors, warnings, or other notifications for the client, the service should return {he

i

definiti P ( Success message from the Base Message Registry in the code property in the response body.

efinitipn.
A new fesource was
created, and the

) 201 A Location response header set to the URI of the created resource. The response body conforms|to the
schemacortaims= N y N
L Created  action response defined in the schema.
response definition for
the action.
Additional time is 202 .
. A Location response header set to the URI of a task monitor.
required to process.  Accepted
53
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HTTP
To indicate status  Additional information
code
Success, and the
schema does not 204 No
. No response body.
contain a response Content

definition.

: Tabld 11 — POST (action) status codes

If an agtion requested by the client has no effect, such as a reset of a ComputerSystem where the ResétType
paramgter is set to on and the computerSystem is already on, the service should respond withxthe HTTP 2ee pk
status [code and return the Nooperation message from the Base Message Registry.

If an efror was detected and the action request was not processed, the service shall petuen an HTTP 4axx or HTTP
sxx sfatus code. The response body, if provided, shall contain an error responsge-that 'describes the error or errprs.

Examplle successful action response:

‘error": {
"code": "Base.l1l.8.Success",
"message": "Successfully Completed Request”,
"@Message.ExtendedInfo": [{
"@odata.type": "#Message.vl_1_1.Messagd",
"Messageld": "Base.1.8.Success",
"Message": "Successfully Completed\Request”,
"Severity": "OK",
"MessageSeverity": "OK",
"Resolution": "None"

1

9.12 Operation apply time

—

Servicgs may-accept the @Redfish.OperationApplyTime annotation in the POST (create), DELETE (delete), or POS

actiorbréguest body. This annotation-enables the client to control when an operationis carried out
7o Y P

For example, if the client wants to delete a particular volume resource, but can only safely do so when a reset occurs,
the client can use this annotation to instruct the service to delete the volume on the next reset.

If multiple operations are pending, the service shall process them in the order in which the service receives them.
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Services that support the @Redfish.OperationApplyTime annotation for create operations on a resource collection and
delete operations on members of a resource collection shall include the @Redfish.OperationApplyTimeSupport
response annotation for the resource collection.

The following example response for a resource collection supports the @Redfish.OperationApplyTime annotation in
requests to create new members and delete existing members:

'@odata.id": "/redfish/v1/Systems/1/Storage/SATAEmbedded/Volumes",
'@odata.type": "#VolumeCollection.VolumeCollection",
'Name": "Storage Volume Collection”,
Description™: "Storage Volume Collection",
'Members@odata.count": 2,
'Members™: [{

"@odata.id": "/redfish/v1/Systems/1/Storage/SATAEmbedded/Volumes/1"
> q

"@odata.id": "/redfish/v1/Systems/1/Storage/SATAEmbedded/Volumes/2"
1,
'@Redfish.OperationApplyTimeSupport™: {
"@odata.type": "#Settings.vl_2_@.0OperationApplyTimeSupport",
"Supportedvalues": ["Immediate", "OnReset"]

In the previous example, a client can annotate their create¥equest body on the volumeCollection itself, or a dglete
operatjon on the Vvolumes within the VolumeCollectign -

The following sample request deletes a volume “©On the next reset:

DELETE /redfish/v1/Systems/1/Storage/SATAEmbedded/Volumes/2 HTTP/1.1
Content-Type: application/json;cHarset=utf-8

Content-Length: <computed_ length>

ODafa-Version: 4.0

'@Redfish.OpéhationApplyTime": "OnReset"

Servicgs thdt support the @Redfish.OperationApplyTime annotation for an action shall include the
@Redfish.OperationApplyTimeSupport response annotation for the action.

The following example response for a ComputerSystem resource supports the @Redfish.OperationApplyTime
annotation in the reset action request:
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"@odata.id": "/redfish/v1/Systems/1",
"@odata.type": "#ComputerSystem.vl_5_0.ComputerSystem",
"Actions": {
"#ComputerSystem.Reset": {
"target": "/redfish/v1/Systems/1/Actions/ComputerSystem.Reset",
"ResetType@Redfish.AllowableValues": ["On", "ForceOff", "ForceRestart",
"Nmi", "ForceOn", "PushPowerButton"],
"@Redfish.OperationApplyTimeSupport”: {
"@odata.type": "#Settings.vl_2_0.0perationApplyTimeSupport",
"SupportedvValues": ["Immediate", "AtMaintenanceWindowStart"],
"MaintenanceWindowStartTime": "2017-05-03T23:12:37-05:00",
"MaintenanceWindowDurationInSeconds": 600,

"MaintenanceWindowResource™": {
"@odata.id": "/redfish/v1/Systems/1"

In the previous example, a client can annotate their reset actionnrequest body on the computerSystem in the payload.

The following sample request completes a reset at the stafiof the next maintenance window:

POST /redfish/v1/Systems/1/Actions/ComputenSystem.Reset HTTP/1.1
Confent-Type: application/json;charset=utf-8

Congent-Length: <computed length>

ODafa-Version: 4.0

'ResetType": "ForceRestant",
'@Redfish.OperationApplyTime": "AtMaintenanceWindowStart"

Servicgs that support the @Redfish.OperationApplyTime annotation for a resource collection or action shall cregte a
task, apd respond with the HTTP 202 Accepted status code with a Location header set to the URI of a task mdnitor,

if the dlient’s request body contains @Redfish.OperationApplyTime in the request.

The settings Redfish schema defines the structure of the @Redfish.OperationApplyTimeSupport object and the
@Redfish.OperationApplyTime annotation value
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9.13 Deep operations

Implementations may support operations that modify the current resource as well as subordinate resources. These
operations are known as deep operations. They give the client the ability to modify more than one resource with a
single operation.

Table 12 describes the types of deep operations that this specification defines:

] : b
Operation Description Example '\ .
Y4
Deep PATCH Modify a resource and one or more Modify a computerSystem resource as well as subordinate storage apd
(updatg) subordinate resources. NetworkInterface resources.
Deep fpost Create multiple resources in a resource

. Create ManagerAccount resources.
(create collection.

: Tabld 12 — Deep operations

» Sdrvices that support deep PATCH for updating resources shall setthe value of the DeepPATCH property in fthe

DpepOperations property in the ProtocolFeaturesSupported<property within the service root to true .

« Sdrvices that support deep PosT for creating resources shall set the value of the DeepPoST property in the

DpepOperations property in the ProtocolFeaturesSupported property within the service root to true .

* The Members property in resource collections shall'aot be removed when using a deep PATCH .

« Agtion URIs shall not support deep PosT operations.

« Ifthe service supports deep operations, the MaxLevels property in the DeepOperations property in the

PlotocolFeaturesSupported property(in‘the service root shall indicate the maximum number of levels that the
sgrvice supports for deep operations:

« Td request deep operations on a-fesource, send the HTTP method to the deep operation URI of the resourge. The

URI for deep operations en\any resource shall be in the format: <Resourceuri>.Deep .

« The schema used fopvalidating the root level of the request body shall be the schema of the resource in the
regource URI.

The subordinate resources included in the request body shall be validated against their corresponding
schema.

The bqdy.ef,deep operations contains the resource being modified as well as the subordinate resources being

modified—Fhistesotrcecanbeacoltectionora-singte-instance—Fheseresources—cottdbe-stbordinateresotrees,
subordinate resource collections, or subordinate members of resource collections. The client can omit properties
from the request such as those it does not want to modify or that the service controls. Requests that include
references to multiple instances, such as members of a collection, shall include the Members property as part of the

request body.
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To determine which members of subordinate resource collections are to be modified by a deep PATCH , services shall
use the @odata.id property provided by the client to identify the member of the resource collection to be modified.

Clients may provide the @odata.etag property in subordinate resources being modified by a deep PATCH . If the
request contains the If-Match or If-None-Match header, the service shall compare the ETag in the request header
with the ETag of the resource specified by the URI. If this check passes, the operation can proceed using the
@odata.etag values contained in the body of the subordinate resources. In this case, the operation on each

subordinate resource shall be completed independently, where some subordinate values that pass the conditiop
check proceed and the resources that fail do not proceed. In this case, annotated extended information shallbe
includg¢d in the subordinate resource representation of the response.

Failurel semantics for deep operations are similar to that of other operations of similar type. If apy‘properties in p
deep PATCH operation succeeded, the resultis a 200 ok with the results returned in the response, and the seryice
should include extended information indicating warnings or errors. For a deep PosT operation, if any member pf the
collectjon was created then a 201 created shall be returned, and any members that/yere not created should hpve
extended information in their place holders with sufficient identifying information, stch as returning all of the
propefties provided in the PosT request body for that member, as well as extéadéd information indicating why the
creatign was not successful. When sending a deep PoST request, the valuéof'the Location header shall be that of
one of|the URIs created and should be that of one of the least subordifiate’URIs, such as that of a computerSystlem
resourfe and not one of the devices subordinate to the cComputerSystem resource.

Deep [posT shall not be allowed on the SessionCollection ¢resource.

The following deep PATCH example modifies two menmiers of the RoleCollection resource:

PATfH /redfish/v1/AccountService/Roles.Deep HTTP/1.1
Confent-Type: application/json;charset=utf-8
Confent-Length: <computed length>.

ODafa-Version: 4.0

{
'Members": [{
"@odata.id": "/[redfish/v1l/AccountService/Roles/OperatorRestricted”,
"AssignedPriviileges": ["Login", "ConfigureComponents"]
b, {
"@odatd.id": "/redfish/vl/AccountService/Roles/ReadOnlyRestricted",
"AssignedPrivileges": ["Login"]
]
}

The following deep POST example creates two members in the RoleCollection resource:

POST /redfish/v1/AccountService/Roles.Deep HTTP/1.1
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Content-Type: application/json;charset=utf-8
Content-Length: <computed length>
OData-Version: 4.0

{
"Members": [{
"RoleId": "OperatorRestricted”,
"AssignedPrivileges": ["Login", "ConfigureComponents"]
> 1
"RoleId": "ReadOnlyRestricted",
"AssignedPrivileges": ["Login"]
]
¥

The following deep PATCH example modifies the asset tag and BIOS settings of a ComputerSystem resource:

PAT{H /redfish/v1/Systems/47832.Deep HTTP/1.1
Confent-Type: application/json;charset=utf-8
Confent-Length: <computed length>
ODafa-Version: 4.0

'AssetTag": "Inventory Tag 12394783431",
'Bios": {
"@odata.id": "/redfish/v1/Systems/47832/Bios’ )
"@Redfish.Settings": {
"SettingsObject": {
"@odata.id": "/redfish/v1/Systems/47832/Bios/SD",
"Attributes": {
"AdminPhone": "(123) 456:789",
"BootMode": "Uefi"

The following example shows a deep PATCH with ETags in the request:

PATEH V/Fedfish/v1l/AccountService/Roles.Deep HTTP/1.1
Content-Type: application/json;charset=utf-8
Content-Length: <computed length>

If-Match: <Collection ETag>

OData-Version: 4.0
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The following example response shows a partial failure of a deep PATCH where the ETag providedn the requeq
the Rdle resource named ReadOnlyRestricted was incorrect:

"Members": [{
"@odata.id": "/redfish/v1/AccountService/Roles/OperatorRestricted”,
"@odata.etag": "W/\"ABCDEFG\"",
"AssignedPrivileges": ["Login", "ConfigureComponents"]

}){
"@odata.id": "/redfish/vl/AccountService/Roles/ReadOnlyRestricted”,
"@odata.etag": "W/\"ABCDEFG\"",
"AssignedPrivileges": ["lLogin"]

t for

HTTP/1.1 200 OK
Content-Type: application/json;charset=utf-8
Content-Length: <computed length>
ETag: <Resource collection ETag>
ODafa-Version: 4.0
{
Members": [{
"@odata.id": "/redfish/v1/AccountService/Roles/QperatorRestricted”,
"@odata.etag": "W/\"ABCDEFG\"",
"AssignedPrivileges": ["Login", "ConfigureComponents"]
P
"@odata.id": "/redfish/v1/AccountServicé/Roles/ReadOnlyRestricted”,
"@Message.ExtendedInfo": [{
"@odata.type": "#Message.vl_1 }=Message",
"MessageId": "Base.1l.8.PreconditionFailed",
"RelatedProperties": ["#/ASsignedPrivileges"]
gl
1
¥
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10 Service responses

This clause describes the responses that Redfish services can return to clients.

'l ']
10.TResponse headers
HTTP teﬁnes headers for use in response messages. Table 13 defines those headers and their requirements for
Redfish services:
» Redfish services shall return the HTTP 1.7 Specification-defined headers if the Required-column contains Ygs.
» Redfish services should return the HTTP 1.1 Specification-defined headers if the Required column contains|No.
 Redfish clients shall be able to both understand and process all the HTTP 1.7 Spécification-defined headers
\
Supported
Headef Required PP Description \%
values ‘\
(@)
Fetch Living
Accessf
Standard, V. . .
Control- Yes 323, HTTP Prevents or allows requests based onh¢riginating domain. Prevents CSRF attacks.
Allow-(rigin o
responses
POST , PUT,
PATCH Shall be returned with the'HTTP 405 (Method Not Allowed) status code to indicate the valig
Allow Yes ' methods for the requéest URI. Shall be returned with any GET or HEAD operation to indicat¢ the
DELETE , . .
other allowableoperations for this resource.
GET , HEAD
Cache-| o
control Yes RFC7234 Shall be'supported and indicates whether a response can or cannot be cached.
ontro
Contenft- X
No RFC723d Encoding used to compress the message body.
Encodirg
! Size of the message body. An optional means of indicating size of the body uses Transfer-
Contenft- N :RFC7231 Encoding: chunked , that does not use the Content-Length header. If a service does not supjport
o
Length Transfer-Encoding and needs Content-Length instead, the service shall respond with the HTTP
411 Length Required status code.
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Supported
Header Required - Description
values
The message body's representation type.
Services shall specify a Content-Type of application/json when returning resources as JSON.
Services shall specify a Content-Type of application/xml when returning metadata as XML.
Contenjt- . .
Yes RFC7231 Services shall specify a Content-Type of application/yaml or application/vnd.oai.gpenapf
Type )
e when returning OpenAPI schema as YAML.
Services shall specify a content-Type of text/event-stream when returning an SSE stream
;charset=utf-8 shall be appended to the content-Type if specifieghin ‘the chosen media-type in
the Accept header for the request.
» An identifier for a specific version of a resource, often a méssage digest. The ETag header $hall be
ETag Conditional RFC7232 .
included on responses to GET s of ManagerAccount resources.
Link Yes RFC8288 Link headers shall be returned, as described in the fink headers clause.

. URI of a newly created resource. Shall be feturned upon creation of a resource. Location apd x-
Locatipn Conditional RFC7231 . .
Auth-Token shall be included on respehses that create user sessions.

Max-
- No RFC7231 Limits gateway and proxy hops, Rrevents messages from remaining in the network indefinitgly.
orwardgs
OData- ) )
r— Yes 4.0 OData version of thetpayload to which the response conforms.
ersiol
RFC7231, ( ) . . . .
Retry-pfter No . Informs a%lient how long to wait before requesting the task information again.
Section 7.1.3
Apreduct token and its version. Multiple product tokens may be listed.
Serven] No RFC7231
Note: Previous versions of the Specification marked this header as required. This has been
changed as no use cases for requiring it have been identified.
\ Defines the network hierarchy and recognizes message loops. Each pass inserts its own Vig
Via No ~RFC7230
; header.
WWW- Required for Basic and other optional authentication mechanisms. For details, see the Seculity
“Yes RFC7617 .
Authenficate'\ details clause.
aNN/
Opaque - — - —
X-Auth- Contains the authentication token for user sessions. The token value shall be indistinguishable
Yes encoded
Token from random.

octet strings

: Table 13 — Response headers
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10.2 Link header

The Link header provides metadata information on the accessed resource in response to a HEAD or GET request.

The metadata information can include hyperlinks from the resource and JSON Schemas that describe the resource.

The fo
Setti

A

Schem
return

A

10.3

HTTP glefines status codes that appear in responses. The status codes themselves provide general information 3
how the request was processed, such as whether the request was successful, if the client provided bad informatjon, or

the se

Lin

Link:

Lin

~
-

T
dg
a
TH

Lin

Lin

: F : ,. »

gs annotation:

¢ </redfish/v1l/AccountService/Roles/Administrator>; path=/Links/Role
<http://redfish.dmtf.org/schemas/Settings.json>
: </redfish/v1/JsonSchemas/ManagerAccount.vl_0_2.json>; rel=describedby

e first Link header is an example of a hyperlink that comes from the resoufeet describes hyperlinks w
e resource. This type of header is outside the scope of this specification.
e second Link headeris an example of an annotation Link header as’it references the JSON Schema t
scribes the annotation and does not have rel=describedby . This example references the public copy of
notation on the DMTF's Redfish schema repository.
e third Link header is an example for the JSON Schema, that describes the actual resource.
Note that the URL can reference an unversioned JSONrSchema because the @odata.type in the resou
indicates the appropriate version, or reference_thieversioned JSON Schema, which according to previo
normative statements need to match the version in the @odata.type property of the resource.

header containing rel=describedby shall'be returned on GET and HEAD requests. If the referenced JS
@ is a versioned schema, it shall mat¢h'the version contained in the value of the @odata.type property

bd in this resource.

header satisfying annotations should be returned on GET and HEAD requests.

Status codes

iée’encountered an error when processing the request.

to a

thin

hat
the

S

ON

bout

When the service returns a status code in the 4xx or 5xx range, services should return an extended error

response in the response body to provide the client more meaningful and deterministic error semantics.

When the service returns a status code in the 2xx range and the response contains a representation of a

resource, services may use extended information to convey additional information about the resource.

Extended error messages shall not provide privileged information when authentication failures occur.
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Note: For security implications of extended errors, See Security details.

Table 14 lists HTTP status codes that have meaning or usage defined for a Redfish service, or are otherwise referenced

by this specification. Other codes may be returned by the service as appropriate, and their usage is implementation-
specific. For usage and additional requirements imposed by this specification, see the Description column.

+ Clients shall understand and be able to process the status codes in Table 14 as defined by the HTTP 1.7
S’. CLl'[rl-LULl'UII dl ld COTISU dil ICUI IUy GUIUI;L;UI Id: ll:'qu;l CITICTTLS dCI’iI IC\..II :J_y L: Iib )}JCL;Iril.dl.iUl I
« Sgrvices shall respond with the status codes in Table 14 as defined in Description column.
« Rgdfish services should not return the HTTP 1ee status code. Using the HTTP protocol for a multipass dat
trgnsfer should be avoided, except for the upload of extremely large data.
« Ifho other status code in the 4xx range is appropriate for client-side errors, the default status code should be
the HTTP 400 Bad Request status code.
» If ho other status code in the 5xx range is appropriate for service-side errors, thedefault status code shoyld be
the HTTP 500 Internal Server Error status code.
N
HTTP gtatus .. \%
Description 5\
code O
/
200 0K Request completed successfully and includes a representation in ifs body.
Request to create a resource completed successfully. The Ldcation header shall be set to the canonical URI for the ngqwly
201 Crated created resource. For PosT (create) requests, the responsebody may include a representation of the newly created repource.
For PosT (action) requests, the response body shall igcliide the action response.
oeE Request has been accepted for processing but-the processing has not been completed. The Location header shall be|set to
Accentdd the URI of a task monitor that can later be gueried to determine the status of the operation. The response body may irjclude
cceptq
P a representation of the Task resource,
204 No T .
conten Request succeeded, but no content is being returned in the body of the response.
onten
301 Moyed \ .
Requested resource fesides under a different URI.
Permangntly
302 Folnd Requested resource resides temporarily under a different URI.
son Nk Servicé\fias made a conditional GET request where access is allowed but the resource content has not changed. Eithef or
O]
vodifidd _bothithe 1f-Modified-Since and If-None-Match headers initiate conditional requests to save network bandwidth if np
l0a1T14g
.change has occurred. See HTTP 1.1, sections 14.25 and 14.26.
~C /
400 Bad REqUEST could NOT be Processed because It contams mvald mformation, such as an mvalid mput 1ield, or is missing a required
Request value. The response body shall return an extended error as defined in the Error responses clause.
481 . . . . . . . . . .
Authentication credentials included with this request are missing or invalid.
Unauthorized
64
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HTTP status ..
Description
code
yPE Service recognized the credentials in the request but those credentials do not possess authorization to complete this request.
SR This code is also returned when the user credentials provided need to be changed before access to the service can be
orbldaden . . .
granted. For details, see the Security details clause.
404 Not . .
em— Request specified a URI of a resource that does not exist.
oun:
205 meknod HTTP verb in the request, such as DELETE , GET, HEAD, POST, PUT, Or PATCH, is not supported for this requestURI. The
ejtho

Vot Allowed response shall include an Allow header that provides a list of methods that the resource identified by the URLin the dlient
O jowe
request supports.

406 Noft Accept header was specified in the request and the resource identified by this request cannot génerate a representatfon
Acceptgple  that corresponds to one of the media types in the Accept header.

Creation or update request could not be completed because it would cause a conflict/ih, the current state of the resoufces

409
conflide that the platform supports. For example, a conflict occurred due to an attempt to sét'mdltiple properties that work in g linked
ontll
manner by using incompatible values.
Requested resource is no longer available at the service and no forwardingtaddress is known. This condition is expectdd to
"o 6 be considered permanent. Clients with hyperlink editing capabilities should delete references to the URI in the client r¢quest
one

after user approval. If the service does not know or cannot determifie whether the condition is permanent, client should use
the HTTP 404 Not Found status code. This response is cacheable/unfess otherwise indicated.

411 Lehgth  Request did not use the content-Length header to specifysthe length of its content but perhaps used the Transfer-
Requirdd Encoding: chunked header instead. The addressed res@urce requires the Content-Length header.

412
precondition Precondition check, such as check of the oOpata-version, If-Match, or If-Not-Modified header, failed.

Failed

415
Unsuppqrted  Request specifies a Content~Type for the body that is not supported.

Media Type

428
Precondition Request did nd@t provide the required precondition, such as an If-Match or If-None-Match header.

Requirdd

431 Refuest \ . . R . . .
Senviee/is unwilling to process the request because either an individual header field or the collection of all header fieldf are

“too large.
Too Larjge

Header |Fie

500 Internal Service encountered an unexpected condition that prevented it from fulfilling the request. The response body shall return an
server Error extended error as defined in the Error responses clause.

501 Not Service does not currently support the functionality required to fulfill the request. This response is appropriate when the
Implemented service does not recognize the request method and cannot support the method for any resource.

© ISO/IEC 2022 - All rights reserved 65


https://iecnorm.com/api/?name=dbfbcfa2f72ddf21b7e59ee26e882e6f

ISO/IEC 30115-1:2022(E)

HTTP status
code

503 Service

Unavailable

Description

Service currently cannot handle the request due to temporary overloading or maintenance of the service. A service may use
this response to indicate that the request URI is valid but the service is performing initialization or other maintenance on the
resource. A service may also use this response to indicate that the service itself is undergoing maintenance, such as finishing

507

Insufficient Service cannot build the response for the client due to the size of the response.

Storagd

: Tablg 14 — HTTP status codes

10.4 OData metadata responses

10.4.[1 OData metadata responses overview

OData|metadata describes resources, resource collections, capabilities, and)service-dependent behavior to geng
OData|consumers with no specific understanding of this specificatiom. €lients are not required to request metadg
they already have sufficient understanding of the target service. For ekample, clients are not required to reques
metadpta to request and interpret a JSON representation of a tesource that this specification defines.

A client can access the OData metadata at the /redfishy/wl/$metadata URI.

A client can access the OData service documentatthe /redfish/vi/odata URI.

10.4.2 OData $metadata

The Obata metadata describes top-fevel service resources and resource types according to OData Common Sc
Definifion Language. The ODatametadata is represented as an XML document with an Edmx root element in tf
http:f/docs.oasis-open.org/ddata/ns/ednx namespace with an OData version attribute setto 4.0 .

The sefvice shall use,the "application/xml or application/xml;charset=utf-8 MIME types to return the OData

metadpta docundeht'as an XML document.

<edrx:Edmx xmlns:edmx="http://docs.oasis-open.org/odata/ns/edmx" Version="4.0">

initialization steps after reboot of the service.

bric
ata if

ema
e

<I'--"edmx:Reference and edmx:Schema elements go here -->

</edmx: Edmx>
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10.4.2.1 Referencing other schemas

The OData metadata should include the namespaces for each of the Redfish resource types, along with the
RedfishExtensions.vl_0_6 namespace. Dynamic clients that reference the OData metadata document leverage
schema definitions that are referenced to understand the definitions of the resources in the service. However, there
are cases where it might not be practical to maintain an accurate document, such as when resources are dynamically
discovpred by the service through devices that support Redfish Device Enablement.

These feferences may use either:

« The standard URI for the published Redfish schema definitions, such as on http://redfish,dmtf.org/schemgs .

« A|URI to a local version of the Redfish schema.

<edpx:Reference Uri="http://redfish.dmtf.org/schemas/vl/ServiceRoot_v1.xml s
<pdmx:Include Namespace="ServiceRoot"/>

<pdmx:Include Namespace="ServiceRoot.vl_0 _0"/>

</egimx:Reference>

<edpx:Reference Uri="http://redfish.dmtf.org/schemas/vl/MirtualMedia_v1.xml">

<pdmx:Include Namespace="VirtualMedia"/>

<pdmx:Include Namespace="VirtualMedia.vl_©_0"/>

</efimx:Reference>

<edhx:Reference Uri="http://redfish.dmtf.org/scheméds/v1/RedfishExtensions_v1.xml">
<pdmx:Include Namespace="RedfishExtensionsgyI 0 0" Alias="Redfish"/>

</efimx:Reference>

The sefvice's OData metadata document-shall include an EntityContainer that defines the top-level resourcesfand
resourfe collections.

10.4.2|2 Referencing OEM'extensions

The Obata metadata document may reference additional schema documents that describe OEM-specific extengions
that the service (ses:

For exgmple;-the OData metadata document may reference custom types for additional resource collections.

<edmx:Reference Uri="http://contoso.org/Schema/CustomTypes">
<edmx:Include Namespace="CustomTypes"/>
</edmx:Reference>
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10.4.3 OData service document

The OData service document serves as a top-level entry point for generic OData clients. More information about the
OData service document can be found in the OData JSON Format Specification.

{
'@odata.context": "/redfish/v1l/$metadata”,
'value": [{
"name": "Service",
"kind": "Singleton",
"url": "/redfish/v1/"
> {
"name": "Systems",
"kind": "Singleton",
"url": "/redfish/v1/Systems"
5 oool
}

The sefvice shall use the application/json MIME type to return the @Pata service document as a JSON object
The JSPN object shall contain the @odata.context context property setto /redfish/vi/$metadata .

The JSPN object shall include a value property set to a JSON array that contains an entry for the service root gnd

each r¢source that is a direct child of the service root.

Table 15 describes the properties that each JSON\0bject entry includes:

Property Description . k
AN
name User-friendly resource name of the resource.
kind Type of resourtey Value is singleton for all cases defined by Redfish

url Relative'RL for the top-level resource.

: Tabld 15 — JSON object properties

10.5.Resource responses

Services use the application/json MIME type to return resources and resource collections as JSON payloads. A
service shall not break responses for a single resource into multiple results.

68 © ISO/IEC 2022 - All rights reserved


https://iecnorm.com/api/?name=dbfbcfa2f72ddf21b7e59ee26e882e6f

ISO/IEC 30115-1:2022(E)

The format of these payloads is defined by the Redfish schema. For rules about the Redfish schema and how it maps
to JSON payloads, see the Data model and Schema definition languages clauses.

10.6 Error responses

HTTP status codes often do not provide enough information to enable deterministic error semantics. For example, if a

client gmakesaPATCH Cattandso =d =T 1P 499 Ba

Requesf status code does not tell the client which values are in error. Error responses provide the client mone

meanipgful and deterministic error semantics.

To proyide the client with as much information about the error as possible, a Redfish service may‘provide multiple
error rpsponses in the HTTP response. Additionally, the service may provide Redfish standardized ‘errors, OEM-
definef errors, or both, depending on the implementation's ability to convey the most uséfutinformation about the

underlying error.

Table 16 describes the properties in the extended error response, which is a sindle YSON object:

&\

Property Description v @)
. String. Defines a MessageId from the message registpy/\See the Messageld format clause for the format of
code
Messageld .
messagp Displays a human-readable error message that corresponds to the message in the message registry.

@Vessage.ExtendedInfo Displays an array of message objects. Desetibes one or more error messages.

: Tabld 16 — Error properties
See thg Schema definition languages clause for references to the schema definitions of the error response paylpad.

The @fessage.ExtendedInfo property should be present in all error responses. If the @Message.ExtendedInfo prpperty
is presgnt, all information neegssary to process the error should be provided in the @vessage.ExtendedInfo property.
Clientd should look for the (@Message.ExtendedInfo property for error processing first, and fallback on the code| and
message properties if. @Méssage.ExtendedInfo is not present.

The following_sample error response contains two messages in the @vessage.ExtendedInfo property that descr|be
two different errors. The message described by the code and message properties do not provide actionable
informiation’for the client.

"error": {
"code": "Base.l.8.GeneralError",
"message": "A general error has occurred. See Resolution for information on how to resolve the error.",
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"@Message.ExtendedInfo": [{
"@odata.type": "#Message.vl_1_1.Message",

"MessageId": "Base.l.8.PropertyValueNotInList",

"RelatedProperties": ["#/IndicatorLED"],

"Message": "The value Red for the property IndicatorLED is not in the list of acceptable values.",

"MessageArgs": ["Red", "IndicatorLED"],

"Severity": "Warning",

"MessageSeverity": "Warning",

b A
"@odata.type": "#Message.vl_1_1.Message",
"MessageId": "Base.l.8.PropertyNotWritable",
"RelatedProperties™: ["#/SKU"],

"MessageArgs": ["SKU"],

1]

"Message": "The property SKU is a read only property and cannot be assigne€:>

o)

"Severity": "Warning", (:’
"MessageSeverity": "Warning",
"Resolution": "Remove the property from the request body and re

'\<0’
alue.",

"Resolution": "Choose a value from the enumeration list that the implementation can suzfgi;LJnd resubmit the request

v

-

@f@che request if the operfation failed."
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Data model

One of the key tenets of Redfish is the separation of protocol from the data model. This separation makes the data

both transport and protocol agnostic. By concentrating on the data transported in the payload of the protocol (in
HTTP, it is the HTTP body), Redfish can also define the payload in any encoding and the data model is intended to be

schemp-language agnostic. While Redfish uses the JSON data-interchange format, Redfish provides a common

encod
other

progrgmming environments.
The ddta model allows an OEM to extend the model by adding an OEM resource or extending.a‘resource.

This cl

1.1

A reso

resourfes as JSON payloads.

Each r

respor|se payload by the value of the type identifier property.

Respo

* (@pdata.id

* (@pdata.type

e I
e N
Respo

propeffties not defined by that resource type.

11.2 ReSource types

ng type that ensures property naming conventions that make development easier in JavaScript, Python,
lenguages. This encoding type helps the Redfish data model be more easily accessible in modern teols ar

huse describes common data model, resource, and Redfish schema requirements.

Resources

rce is a single entity accessed at a specific URI. Services use theapplication/json MIME type to return

bsource shall be strongly typed, defined by a resource type in a Redfish schema document, and identified

hses for a single resource shall contain the following properties:

Registry resources are not required to provide @odata.id

:I

pme

hses may alsg)contain other properties defined within that resource type. Responses shall not include any

hnd
d

in the

A resource type defines the set of properties that may be returned in the response payload of a Redfish resource

request. Each resource type is documented in a Redfish schema document, and those documents are known

collectively as the Redfish schema. The resource type may also include definitions for actions available for that

resource.
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Resource types are named to match the contents and purpose of the resource that they define. For example the
Circuit resource type defines the properties and actions related to a single electrical circuit. Resource types provide
global uniqueness for definitions across multiple schema files and allow for schema files to reference each other.
Resource types may be defined by OEMs to extend the Redfish schema, and should follow the naming rules specified
by the OEM resource types clause.

11.3 Resource-collections

A resolirce collection is a set of resources that share the same schema definition. Services use the appliaation/{son
MIME type to return resource collections as JSON payloads.

Resoufce collection responses shall contain the following properties:

¢ (@pdata.id

e @pdata.type
* Npme

¢ Mpmbers

¢ Mpmbers@odata.count

Respofses for resource collections may contain the following properties:

* (@pdata.context

* (@pdata.etag

.
o

Pscription
¢ Mpmbers@odata.nextLink

*  Opm

Respofses for resource collections shall not contain any other properties with the exception of payload annotafions.

11.4 OEM resources

OEMs pnd other(third parties can extend the Redfish data model by creating additional resource types. Extendifg the
data model issacecomplished by defining an OEM resource type, and schema file, for each resource type, and crgating
hyperl|nks to-connect instances of new resources to the resource tree.

Companies, OEMs, and other organizations may also use the oem property in resources, the links property, and the
actions property to define additional properties, hyperlinks, and actions for standard Redfish resource types.

While the information and semantics of these extensions are outside of the standard, the schema representing the
data, the resource itself, and the semantics around the protocol shall conform to the requirements in this
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specification. OEMs are encouraged to follow the design tenets and naming conventions in this specification when

defini

ng OEM resources or properties.

11.5 Common data types

11.5

Table

Type

Booleah A variable with a value of true or false .

Numbqg

String

Array

Object| A set of properties enclosed with curly braces ( { and } ). See the Structtired properties clause.

Null

: Tabld 17 — Primitive data types

When
JSON
values

11.5.2 Empty string values

String

not been set to an initjal value. This allows client software to identify the property as supported by the service,
avoids|the use of qull , which indicates an error condition. For example, the AssetTag property must be set by
end ug

stored

implerhentations should avoid the use of filler strings, such as N/A or <Empty>  to represent a value nat set by

user.

.1 Primitive types

7 describes the primitive data types for properties and action parameters in the data model:

Description

N
Rl

A number with optional decimal point or exponent. Number properties may restrict the repregentation to an integer or a ny
with decimal point.

=

A sequence of characters enclosed with double quotes ( " ).

A comma-separated set of the previous types enclosed with square braces ( [ .and 1 ). See the Array properties clause.

null value, which the service uses when it is unable to determine the property's value due to an error or other temporary
condition, or if the schema has requirements for using null ferother special conditions.

ype. In particular, services should support valid integer and decimal values in exponential notation and i
that contain a decimal point wjth(no non-zero trailing digits.

properties should return an empty string ("") for properties configured by a user or external service that

AssetPag value due to a non-volatile memory error would return null . To improve interoperability,

mber

Feceiving values from the client, services should support other valid representations of the data in the spgcified

teger

ave
nd
the

er, andstherefore would return an empty string (*") until assigned a value by the user, while a failure to rgad the

Q
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11.5.3 GUID and UUID values

Globally Unique Identifier (GUID) and Universally Unique Identifier (UUID) values are unique identifier strings and
shall use the format:

([0-9a-f]{8}-[0-9a-f]{4}-[0-9a-f]{4}-[0-9a-f]{4}-[0-9a-f]{12})

11.5.4 Date-Time values
Date-Tlime values are strings according to the ISO 8601 extended format, including the time offset.or UTC suffiy.
Date-Time values shall use the format:
<YYYY}-<MM>-<DD>T<hh>:<mm>:<ss>[ .<SSS>](Z| ((+]-)<HH>:<MM>))
where

e <lyyy> is the four-digit year.

e <jm> is the two-digit month (1 to 12).

e <pp> is the two-digit day (1 to 31).

e T| is the time separator. Shall be a capital 7.
e <hh> is the two-digit hour (0 to 23).

e <m> is the two-digit minute (0 to 59).

e <ps> is the two-digit second (0 to 59).

e <pss> is optional and is the decimal fraction of a second. Shall be one or more digits where the number of
digits implies the precision.

« 7| is the zero offset indicator. Shall be a capital z .
e <hH> is the two-digit hourieffset (0 to 23).

e <m> is the two-digjt-minute offset (0 to 59).
For expmple, 2015/08>13T04:14:33+06:00 represents March 13, 2015 at 4:14:33 with a +06:00 time offset.

When fhe timeof day is unknown or serves no purpose, the service shall report ee:ee:eez for the time of day yalue.

11.5.5 Duration values

Duration values are strings according to the ISO 8601 duration format, with the exception of not expressing a
representation for years, months, or weeks. Duration values shall use the format:

P[<d>D][T[<h>H][<m>M][<s>[.<f>]S]]

4 © ISO/IEC 2022 - All rights reserved


https://iecnorm.com/api/?name=dbfbcfa2f72ddf21b7e59ee26e882e6f

ISO/IEC 30115-1:2022(E)

where

e «d> is the number of days.
e <h> is the number of hours.
e <m> is the number of minutes.

e <s> is the number of seconds.

. >—isthefractionatsecords:
Each field is optional and can contain more than one digit.

For exgmple, Table 18 describes the following durations:

\
Value Duration (bQ

~
P9@D Ninety days.
P3D Three days. )
PT6H Six hours. o~
PT10S Ten seconds. \
PTO.00fLS 0.001 seconds. A
PT1H3I One hour and 30 minutes. -

: Tabld 18 — Durations

DERRECATED: Duration values shall use%he format: P[<y>Y][<m>M][<w>W][<d>D][T[<h>H][<m>M][<s>[.<F>]S1]|.
Thid definition allows for specifying. yea¥s, months, and weeks. ISO 8601 does not specify an exact value for the
durption of a year or of a month(Wi¥ch introduces interoperability challenges.

11.5.6 Reference properties

Referepce propertiessprovide a reference to another resource in the data model. Reference properties are JSON
object$ that contaitian @odata.id property. The @odata.id property value is the URI of the referenced resourge.

11.5.]7 Non-resource reference properties

Non-resource reference properties provide a reference to services or documents that are not Redfish-defined
resources. These properties shall include the uri term in their property name. For example, AssemblyBinaryDataUri
in the Assembly schema. The access protocol and data format of the referenced URI may be defined in schema for
that property. Non-resource reference properties that refer to local HTTP/S targets shall follow the Redfish protocol,
including use of Redfish sessions and access control, unless otherwise specified by the property definition in schema.
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11.5.8 Array properties

Array properties contain a set of values or objects, and appear as JSON arrays within a response body. Array elements

shall all contain values of the same data type.

Table 19 describes the array types, regardless of the data type of the elements:

Array

Fixed 14

Variabl

Rigid

: Tabld 19 — Array types

Servicg
clients
size. S

prope
the ar

11.5.

Structy

Some
that fg

Becau
model

ype

ngth

b length

s may pad an array property with null elements at;the end of the sequence to indicate the array size tq
This practice is useful for small fixed length arrays, and for variable or rigid arrays with a restrictive maxi

rvices should not pad array properties if the<fiaximum array size is not restrictive. For example, an array

ty typically populated with two elements, that a service limits to a maximum of 16 elements, should not
y with 14 null elements.

D Structured propertiés
red properties are JSSON-objects within a response body.

btructured propé@rties inherit from the Resource.vi_6_e.ReferenceableMember definition. Structured prope
llow this defipition shall contain the MemberId and resource identifier properties.

e the“definition of structured properties can evolve over time, clients need to be aware of the inheritancg
thiat' the different structured property definitions use.

- \ V
Description AQ(L

Contains a static number of elements. The property definition sets or the implementation chooses the size of the arr:

Contains a variable number of elements. The array size is not specified and the size varies among ‘instances. The arra
may change. This array style is the most common style.

The array index is meaningful. When elements are added to or removed from the array, the elements do not change
position, or index, in the array. An element that is removed from a rigid array shall bedreplaced by a null element a
other elements shall remain at their current index.

Empty elements in a rigid array property shall be represented by null elements. Any array property that uses this sf
shall indicate the rigid style in the long description of its schema definitioh.

size

their
d all

e

mum

bad

rties

For example, the Location property definition in the Resource schema has gone through several iterations since the

Resource.vl_1_@ type was introduced, and each iteration inherits from the earlier version so that existing references

in other schemas can leverage the additions.

Structured property references need to be resolved for both local and external references.
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A local reference is a resource that has a structured property in its own schema, such as ProcessorSummary in the

ComputerSystem resource. In these cases, the type property for the resource is the starting point for resolving the

structured property definition.

To find the latest applicable version, clients can step the version of the resource backwards.

For example, if a service returns #ComputerSystem.v1l_4_0.ComputerSystem as the resource type, a client can step

backwprds from ComputerSystem.vi_4 0, tO ComputerSystem.vl 3 0, tO ComputerSystem.vi_2 0, and so on, unfil it
finds the Processorsummary structured property definition.
An extgrnal reference is a resource that has a property that references a definition found in a different.schema, fuch
as the| Location property in the chassis resource.
In thege cases, clients can use the latest version of the external schema file as a starting péint-to resolve the
structyred property definition.
For exgmple, if the latest version of the Resource schemais 1.6.0, a client can go backward from Resource.v}_6_0,
to Redource.vl_5_0,t0 Resource.vi_4 o, and so on, until it finds the Location” structured property definition.
11.5.10 Message object
11.5.1p.1 Overview
A mes$age object provides additional information abotityan object, property, or error response.
Table 30 describes the properties of the message ebject, which is a JSON object:
X
Property Type Required ines
A
\
. Error or message. Do not confuse this value with the HTTP status code. Clients can usq this
MessagpId String Yes . .
code to access a detailed message from a message registry.
NN
. ) Human-readable error message that indicates the semantics associated with the error| This
Messagp String No T .
shall be the complete message, and not rely on substitution variables.
An'array of
RelatefProperties\ JSON No Properties in a JSON payload that the message describes.
pointers
" Anarray of Substitution parameter values for the message. If the parameterized message defines
eSSageAT
52 strings i MessagelId , the service shall include the MessageArgs in the response.
String Severity of the error. Services can replace the value of the MessageSeverity property defined
MessageSeverity . No . . R . . .
(enumeration) in the message registry with a value more applicable to the implementation.
77
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Property Type Required Defines

Severity of the error. Services can replace the value of the severity property defined in the

. . message registry with a value more applicable to the implementation.
Severity String No

DEPRECATED: This property has been deprecated in favor of MessageSeverity .

X Recommended actions to take to resolve the error. Services can replace the value of the
Resolution Strin No
esolution -

: Tabld 20 — Message object properties

Each ipstance of a message object shall contain at least a MessageId , together with any applicablé IMessageArgq , or a
Message property that defines the complete human-readable error message.

A MesgageId identifies a specific message that a message registry defines.

11.5.1p.2 Messageld format

The MgssageId property value shall be in the format:
<RegigtryName>.<MajorVersion>.<MinorVersion>.<MessageKey>

where

*  <RegistryName> is the name of the registry. The fegistry name shall be Pascal-cased.
e <Majorversion> is a non-negative integer thatrepresents the major version of the registry.
* <pinorversion> is a non-negative integepthat represents the minor version of the registry.

*  <MessageKey> is a human-readablekey into the registry. The message key shall be Pascal-cased and shall fot

5

Clude spaces, periods, or spe€ial characters.
To seafch the message registfy.for a message, the client can use the MessagelId .

The mgssage registry dpproach has advantages for internationalization because the registry can be translated easily,
and is Jightweight for.implementations because large strings need not be included with the implementation.

The usk of @eneralkrror from the Base Message Registry as a MessageId in ExtendedInfo is discouraged. If np
better|méssage exists or the ExtendedInfo array contains multiple messages, use Generalkrror from the Base

Message Registry onty i the code property of the error ODject.

When an implementation uses GeneralError from the Base Message Registry in ExtendedInfo , the implementation
should include a service-defined value for the Resolution property with this error to indicate how to resolve the

problem.
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Properties

1 Properties overview

Every property included in a Redfish response payload shall be defined in the schema for that resource. The following

attrib

- P
dg
* Rd

« Properties not returned from a GET operation indicate that the property is not supported by the

N
Ccq
ad

f
at

ad
* Rd

S€
ha
re
. A

This cl
shall n

11.6.

Regist
respor|

11.6.

provide the function described by the property. For example; a chassis resource instance might not providg

es apply to all property definitions:

perty names in the request and response payload shall match the casing of the Name attribute/valde in
fining schema.

quired properties shall always be returned in a response.

plementation, or by that particular resource instance. Differences in underlying product support or
nfiguration varies among resource instances, and therefore the properties retufned by each instance var
cordingly.

the time of the operation due to an internal error, or inaccessibility-of the data, the value of null is an
ceptable value if supported by the schema definition.

source instances should omit properties if the underlying groduct, service, or current configuration does

rial number, and therefore should omit the serialNumber property, while other chassis resource instancg
ve a serial number provide this property. See théSpécial resource situations clause for handling special
Kource situations.

service may implement a writable propertysas read-only.

huse also contains a set of common properties across all Redfish resources. The property names in this cl
bt be used for any other purpose.

2 Resource identifier (@odata.id) property

y resources in agesponse may include an @odata.id property. All other resources and resource collectig
se shall includesan @odata.id property. The value of the identifier property shall be the resource URI.

B Résource type (@odata.type) property

the

bn implementation supports a property, it shall always provide a value\for'that property. If a value is unkpown

not

s that

puse

nsin a

All resources and resource collections in a response shall include an @odata.type type property. To support generic

OData

The va

clients, all structured properties in a response should include an @odata.type type property.

lue of the type property for resources and structured properties shall be in the format:

#<ResourceType>.<Version>.<TermName>

© ISO/IEC 2022 - All rights reserved

79


https://iecnorm.com/api/?name=dbfbcfa2f72ddf21b7e59ee26e882e6f

ISO/IEC 30115-1:2022(E)

where

e <ResourceType> is the resource type in the Redfish schema that defines the resource.

* <Version> is the resource type version, in the format: v<MajorVersion>_<MinorVersion>_<ErrataVersion>

* <TermName> is the specific type defined within the resource type definition. For most Redfish resources, the

specific type name is the same as the resource type name.

An exd
denotg

The va
#<Res

where

An exg

Compu

11.6.

ETags

propefty. For a resource, the value shall be the ETag:

11.6.

Respo
of the

If the
Protod

The cg

/redf

mple of a resource type value is #ComputerSystem.v1l_0_8.ComputerSystem , where ComputerSystem.v1l_g)e
s the version 1.0.0 of the computerSystem resource type, and the specific type is ComputerSystem

ue of the type property for resource collections shall be in the format:

urceType>.<ResourceType>

ResourceType> is the resource type in the Redfish schema that defines theuresource collection.

mple of a resource collection type value is #ComputerSystemCollection.ComputerSystemCollection for thd

erSystemCollection resource collection.

4 Resource ETag (@odata.etag) property.

bnable clients to conditionally retrieve or update“ayesource. Resources should include an @odata.etag

5 Resource context (@odata:context) property

hses for resources and resouricecollections may contain an @odata.context property that describes the s
payload.

Podata.context property is present, it shall be the context URL that describes the resource, according to OData

ol

ntext URL\for a resource should be in the format:

shyL/$metadata#t<ResourceType>.<ResourceType>

where

*  <ResourceType> is the resource type of the resource or resource collection.

For example, the following context URL specifies that the results show a single ComputerSystem resource:
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'@odata.context": "/redfish/v1l/$metadata#ComputerSystem.ComputerSystem",

11.6.

The 1
value

Resou

11.6.

The N
The va

propefty shall follow the definition for Name in the Resource schefma,

11.6.

The b
follow

11.6.

The ™

element. The MemberId valuesshall be unique across the array. The MemberId property shall follow the definitio

Membe

11.6.

The cd
count

ntavt LIRL faor 2 racaourca mav bha in ana of tha athar formatc that QD ot Deatacal cnacifiac
J Lad *

6 Id

property of a resource uniquely identifies the resource within the resource collection thatContains it. T
f 1d shall be unique across a resource collection. The 1d property shall follow the definition for 1d in
ce schema.
7 Name

me property conveys a human-readable moniker for a resource. Thétype of the Name property shall be
ue of Name is NOT required to be unique across resource instarices“within a resource collection. The Na

B Description

scription property conveys a human-readable description of the resource. The Description property §

the definition for Description inthe Resolrce schema.

0 Memberld

mberId property uniquely identifies an element within an array, where a reference property can referenc

Id in the Resource.'schema.

10 Count'(Members@odata.count) property

broperty shall be named Members@odata.count and its value shall be the total number of members availg

unt groperty defines the total number of resource, or members, that are available in a resource collection].

he
the

string.

e

hall

b the
h for

The
ble in

the resource collection. The $top or $skip query parameters shall not affect this count. If the number of members

available in the resource collection is reduced due to filtering, such as in response to the $filter query parameter,

the count should be the total number of members available in the resource collection after the filter is applied.
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11.6.11 Members

The Members property of a resource collection identifies the members of the collection. The Members property is
required and shall be returned in the response for any resource collection. The Members property shall be an array of
JSON objects named Members . The Members property shall not be null . Empty collections shall be an empty JSON
array.

11.6.[12 Next link (Members@odata.nextLink) property

The ndxt link ( Members@odata.nextLink ) property value shall be an opaque URL to a resource, with-the same
@odatj.type , which contains the next set of partial members from the original operation. TheMext link property shall
only bg present if the number of members in the resource collection is greater than the nariber of members
returned, and if the payload does not represent the end of the requested resource collection.

The Mgmbers@odata.count property value is the total number of resources availdble'if the client enumerates all pages
of the fesource collection.

11.6.13 Links

The Links property represents the hyperlinks associated with«the resource, as defined by that resource's scherpa
definitjon. All associated reference properties defined for aresource shall be nested under the links property. All
directly (subordinate) referenced properties defined fox a resource shall be in the root of the resource.

The links property shall be named Links and cdntain a property for each related resource.

To navjgate vendor-specific hyperlinks, the Binks property shall also include an oem property.

11.6.1B.1 Reference to a related. resource

A refeflence to a single resolrge is a JSON object that contains a single resource identifier property. The name df this
refererce is the name of the relationship. The value of this reference is the URI of the referenced resource.

{
Links™ IN{
"MamagedBy": {
"@odata.id": "/redfish/vil/Chassis/Encll"
}
}
}
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A reference to a set of zero or more related resources is an array of JSON objects. The name of this reference is the

ISO/IEC 30115-1:2022(E)

3.2 References to multiple related resources

name of the relationship. Each element of the array is a JSON object that contains a resource identifier property with
the value of the URI of the referenced resource.

11.6.

The A

11.6.14.1 Action representation

Each s

action

This pfoperty name shall be in the format:

#<Res

where

The cli

The pr

[Links": {
"Contains": [{
"@odata.id": "/redfish/v1/Chassis/1"

b {
"@odata.id": "/redfish/v1/Chassis/Encl1"

1]

14 Actions property

tions property contains the actions supported by a resourcé.

pported action is represented as a property nested under Actions . The unique name that identifies the
is used to construct the property name.

urceType>.<ActionName>

ResourceType> is thesresource where the action is defined.

hctionName> £i3 the name of the action.

Ent may\use this fragment to identify the action definition in the referenced Redfish schema document.

ﬁpcxrfy forthe action is a2 ISON thinr'f and contains the 'Fnlln\/uing prnpnrfinc'

« The target property shall be present, and defines the relative or absolute URL to invoke the action.

+ The title property may be present,and defines the action's name.

The OData JSON Format Specification defines the target and title properties.
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To specify the list of supported values for a parameter, the service may include the @Redfish.Allowablevalues
annotation.

For example, the following property defines the Reset action for a Computersystem :

{
"#ComputerSystem.Reset": {

"target": "/redfish/v1/Systems/1/Actions/ComputerSystem.Reset",

"title": "Computer System Reset"”,

"ResetType@Redfish.AllowableValues": ["On", "ForceOff", "GracefulRestart",
"GracefulShutdown", "ForceRestart", "Nmi", "ForceOn",
"PushPowerButton"]

5
}

Given this, the client could invoke a POST request to /redfish/vl/Systems/1/Actidns/ComputerSystem.Reset with the
following body:

POST /redfish/v1/Systems/1/Actions/ComputerSystem.Reset HTTPALl.1
Content-Type: application/json;charset=utf-8

Content-Length: <computed length>

ODafa-Version: 4.0

'ResetType": "On"

The repource may provide a separate<@Redfish.ActionInfo resource to describe the parameters and values thaf a
particylar instance or implementation/supports. Use the @Redfish.ActionInfo annotation to specify the ActiorInfo
resourfe, which contains a UR| te,the @Redfish.ActionInfo resource for the action. For details, see the Action ipfo
annotgtion clause.

11.6.14.2 Action résponses

Response payloads for actions may contain a JSON body that is described by the schema definition for the actipn.
See thg S¢hema definition languages clause for the representation of these definitions. Actions that do not defipe a

resporise hnrly may Inrn\/inlp an erraor response inthe response pnyln;\d

11.6.15 Oem

The oem property is used for extending standard resources with OEM extensions.
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16 Status

The status property represents the status of a resource. The status property shall follow the definition for status

in the

Resource schema.

By having a common representation of status, clients can depend on consistent semantics. The status property is

capabl

11.7

The Rq
undery
in the
geners
conte

11.7.

Standd
republ
consis

e of indicating the current state, health of the resource, and the health of subordinate resources.

Naming conventions

dfish interface is intended to be easily readable and intuitive. Thus, consistency helps-the consumer
tand the use of a newly discovered property. While consistency is no substitute for the normative inform
Redfish Specification and Redfish schema, the following naming rules help with’readability and client usag
I, names in Redfish are designed and intended to be human-readable and.convey the meaning of the na
t, without the need to consult schema definitions or other documentatjon:

1 Naming rules

rd Redfish schema and registries defined and published by ‘the DMTF, and those created by others and
shed by the DMTF, shall follow a set of naming conventiehs. These conventions are intended to ensure
ent naming and eliminate naming collisions. For schema files, the resource type is used to construct the

propefty and the schema file name.

Standd
multip|
intero

The ge
as foll

« N
Wi
« N
Al
¢ Rg

rd Redfish properties follow similar naming.conventions, and should use a common definition when defi
e schemas across the Redfish data model. This consistency enables code re-use across resources and ind
erability. New resource definitionsishould leverage existing property definitions whenever possible.

neral Redfish naming rules for-resource types, registries, properties, action parameters, and enumeration
WS:

bmes shall be Pascal-cased. The first letter of each word in a name shall be uppercase and spaces betwee
brds shall be rémboved. For example, ComputerSystem, PowerState , and SerialNumber .

hmes of afray properties or reference properties for resource collections should use a plural form of the
other names should use the singular form of the name.

fetehce properties for resource collections should omit the term "collection” in the name.

htion
e.In
Ime, in

fype

ned in
reases

b are

ame.

» Names shall not contain spaces or underscore characters. Names should not contain any special characters that
violate naming rules for supported schema description languages or programming languages.

« Both characters should be capitalized for two-character acronyms. For example, IPAddress or RemoteIP .

« Names constructed from a single acronym or mixed-case name, such as LDAP, PCIe, or SNMP , should use the

ty

pical capitalization for that name.
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« Names incorporating acronyms with three or more characters should follow the capitalization used in related
names for consistency. For example, EnablesNnMPvl and EnablesnMPv2 follow the pattern used for snwp .

« Pascal-casing may be used for acronyms longer than two characters to improve readability, especially when two

or

more acronyms appear together in a name, which should be avoided.

» Enumeration names should start with a letter and be followed by letters or numbers to conform to schema

description language requirements. Underscore characters may be used to replace other special characters, or to

Si

nificantls imnrove readability _but this usaae is discauraged
7 T 7T 4 7

e En

o T
N
Except
« W
EX

- O
w

* B4

0

o Th

o St

11.7.

The fo

- U

ptoperty or schema names should follow conventions and strive for consistency.

umeration names should prioritize readability as they may appear unmodified on user interfaces, whered

e names Settings and sp are reserved for use for settings resources and shall not be used fer<schema
mes.

ons are allowed for the following cases:

ell-known technology abbreviations, acronyms, or product names should followtheir defined capitalizati
amples include iscs1, iscSITarget,and ilo .

EFM appears as 0em in schema and property names either alone or as a\pOrtion of a name, but should be
hen used alone as an enumeration value.

hderscore characters are allowed in the construction of OEM=<$pecified object property names when requ
d in OEM-defined resource types or OEM-defined registry wames.

perties that have units or other special meaning, append a unit identifier to the name. Examples include

ndwidth (Mbps). For example, PortSpeedMbps:s.

U speed (Mhz). For example, ProcessorSpéedmhz .

emory size (MB). For example, MemoryfB).

unts of items (Count). For exampte, ProcessorCount Or FanCount .
e state of a resource (State). Eor example, PowerState .

hte values where work is In, process. For example, Applying or Clearinglogic .

2 URI naming, rules
lowing rules)apply to Redfish schema-defined URIs:

RI segimients should generally follow the naming rules, and for each segment, follow the name of the pro

OEM

red,

berty

t

it o ac dha hamarlinl

K.
TPTOVTEESTTR Ty P

» URI segments for resource collections should use the plural form of the resource collection schema name, with

th

e Collection term omitted. For example, Processors fora ProcessorCollection .

« If a hyperlink to a subordinate resource is not found at the root of the resource, the URI segments should contain
the property path. For example, for the certificates hyperlink found in ManagerNetworkProtocol within the

HTTPS object, HTTPS should be one of the URI segments.
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11.8 Extending standard resources

11.8.

1 Extending standard resources overview

In the context of this clause, the OEM term refers to any company, manufacturer, or organization that provides or

define
includ
OEM-{

11.8.

Each p

propeffty shall uniquely identify the OEM or organization that defines the properties‘ebntained by that object. T|

OEM-3

The O

S

S

n
mj

The o
compd

The dd
specifi
specifi
specifi
Redfis
istob

11.8.

The O

pecified object properties, which can contain OEM-specific property definitions.

2 OEM property format and content

pecified object naming clause describes this naming convention.
M-specified object shall include a type property if the object:

not contained in an array of objects.

contained in the first object within an array of objects.

Ember.

m property can simultaneously hold multiple;©EM-specified objects, including objects for more than on

ny or organization.

finition of any other properties thatiare contained within the OEM-specified object, along with the functi
Fations, validation, or other requirements for that content is OEM-specific and outside the scope of this
Fation. While there are no Redfish-specified limits on the size or complexity of the elements within an OF
bd object, it is intended\ityis typically used for only a small number of simple properties that augment the
resource. If a large number of objects or a large quantity of data compared to the size of the Redfish re
b supported, thetOEM should consider creating a subordinate resource for their extensions.

B OEM:specified object naming

M:specified object properties within the oem property are named by using a unique OEM identifier. Thd

an extension to the DMTF-published schema and functionality for Redfish. All Redfish-specified resogtcps
b an empty structured oem property. The value of this predefined placeholder can encapsulate ong.ofr,more

roperty contained within the oem property shall be an OEM-specified JSON object. The name of each oljject

subsequent array members containing an OEM-specified object, whose type is different than the first arfay

147

bnal

M-

pource

re are

two specified forms for the identifier. The identifier shall be either an ICANN-recognized domain name (including the
top-level domain suffix), with all dot ( . ) separators replaced with underscores ( _ ), or an IANA-assigned Enterprise
Number prefixed with "EID_."

DEPRECATED: The identifier shall be either an ICANN-recognized domain name including the top-level domain
suffix, or an IANA-assigned Enterprise Number prefixed with EID: .
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Organ

izations that use .com domain names may omit the .com suffix. For example, Contoso.com would use

Contoso instead of Contoso_com , but Contoso.org would use Contoso_org . The domain name portion of an OEM

identifier shall be considered to be case independent. That is, the text Contoso_biz , contoso_BIZ, conTOso_biz , and

so on all identify the same OEM.

The OEM identifier portion of the object name may be followed by an underscore ( _ ) and any additional string to

enable further subdivisions of OEM-specified objects as desired. For example, Contoso_xxxx or EID_412_xxxx . The

form and meaning of any text that follows the trailing underscore is completely OEM-specific. OEM-specified
extensjon suffixes may be case sensitive, depending on the OEM. Generic client software should treat sugh
extensjons, if present, as opaque and not try to parse nor interpret the content.

This syffix could be used in many ways, depending on OEM need. For example, the Contoso compahy may hav
Researgh suborganization, in which case the OEM-specified property name might be extended to Contoso_Rese,

Altern

The O
the sc

identifyy the party that is the top-level manager of a resource type to prevent'collisions between OEM property

definit
may b
Conto
propri

tively, it can identify a unique resource type for a functional area, geography, subsidiary, and so on.

M identifier portion of the name typically identifies the company or organizatieh that created and maint]
fema for the property. However, this practice is not a requirement. The jdentifier is only required to uniqy

ons from different vendors or organizations. Consequently, the ordanization for the top of the resource

e different than the organization that provides the definition of\the OEM-specified property. For example
o may allow one of their customers, such as customera , té_extend a Contoso product with certain Custo
btary properties. In this case, although Contoso allocated the name contoso_Customera , it could be Custd

b a
arch.

Bins

ely

ype

merA
merA

that d¢fines the content and functionality within that resource type. In all cases, OEM identifiers should not be §ised

excepff with permission or as specified by the identified.:é¢ompany or organization.

11.8.

Comp

a standlard Redfish resource, preferablycfrom the oem property within the Links property. To avoid naming co

with ¢
resour
would

11.8.

Comp
BIOS a

¥ OEM resource types

nies, OEMs, and other organizations-can define additional resources and link to them from an oem prof
rrent or future standard Redfish schema files, the defining organization's name should be prepended to

Ce type name, which is@lso used to construct the file name of the schema files. For example, Contosobri
not conflict with asDeive resource type or schema, or conflict with another OEM's drive-related definitig

5 OEM registries

nies\OEMs, and other organizations can define additional registries and utilize them in message objects

erty in
lisions
the

e

n.

or for

ttributes. To avoid naming collisions with current or future standard Redfish message registries, the defin

ng

organization's name should be prepended to the registry name, which is also used to construct the name of the
registry file. For example, ContosoDriveEvents would not conflict with a DriveEvent message registry, or conflict

with another OEM's drive-related registry.
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11.8.6 OEM URIs

To avoid URI collisions with other OEM resources and future Redfish standard resources, the URIs for OEM resources
within the Redfish resource tree shall be in the form:

<BaseUri>/0Oem/<OemName>/<ResourcePath>

where

* <paseUri> is the URI segment of the standard Redfish resource starting with /redfish/ where the® oem property

isfused. For example, /redfish/v1/Systems/3AZ38944T523 .

e <pemName> is the name of the OEM, that follows the same naming as defined in the OEM:-specified object

ngming clause.

e <ResourcePath> is the path to the OEM-defined resource. This path might contaif, multiple segments for cpses
where OEM-defined resources are subordinate to an OEM-defined resource”Each segment in the path conftains

he name of an OEM-defined resource.

—

For example, if Contoso defined a new ContosoAccountServiceMetrics¢ resource to be linked through the oem
propefty at the /redfish/vi/AccountService URI, the OEM resouree\has the /redfish/v1l/AccountService/Oem/

Contosp/AccountServiceMetrics URI.

11.8.]7 OEM property examples

The following fragment shows examples of naming_and the oem property as it might appear when accessing a
resourfe. The example shows that the OEM identifiers can be of different forms, that OEM-specified content cap be
simpleglor complex, and that the format and Usage of extensions of the OEM identifier is OEM-specific.

[Oem™: {

"Contoso": {
"@odata.typel:) "#ContosoAnvil.vl_2_1.AnvilTypesl™,
"Slogan'g.\'€ontoso anvils never fail",
"Discl¥aimer": "* Most of the time"

s

"ContosSo_biz": {
“@odata.type": "#ContosoBizEngine.vl_1_©.RelatedSpeed",

"Speed": "Ludicrous"
s
"EID_412": {
"@odata.type": "#AdatumPowerExtensions.vl_0_1.PowerInfoExt",
"ReadingInfo": {
"Accuracy": "5",
"IntervalSeconds": "20"
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s

"Contoso_CustomerA": {
"@odata.type": "#ContosoCustomerASling.vl_©_0.SlingPower",
"AvailableTargets": ["Rabbit", "Duck", "Runner"],
"LaunchPowerOptions": ["Low", "Medium", "Eliminate"],
"LaunchPower": "Eliminate",
"Target": "Rabbit"

11.8.8 OEM actions

OEM-dpecific actions appear in the JSON payload as properties of the oem objeCtynested under an Actions
propetty.

The ngme of the property that represents the action, which shall follow the form:
#<RespurceType>.<Action>
where

*  <ResourceType> is the resource type.

e <pction> is the action.

{
Actions™: {
"Oem": {
"#Contoso_ABC_ComputerSystem.Ping": {
"target" i, ~"Yredfish/v1/Systems/1/Actions/Oem/Contoso_ABC_ComputerSystem.Ping"
}
}
B
}

The URI of the OEM action in the target property shall be in the form:
<ResourceUri>/Actions/Oem/<ResourceType>.<Action>

where
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e <ResourceUri> is the URI of the resource that supports invoking the action. For example, /redfish/v1/Systems/
1/ .

A

ctions is the name of the property containing the actions for a resource.

* oOem is the name of the OEM property within the Actions property.

° <

ResourceType>.<Action> is the resource type followed by the action. For example,

Contoso_ABC_ComputerSystem.Ping .

11.9

11.9.

Resou
in the

[<Pro

where

Servicg
Specifi
names

The cli

may ig
includ

11.9.

To spe
@Redf

Payload annotations

1 Payload annotations overview

ces, objects within a resource, and properties may include additional annotations as_properties with the
ormat:

ertyName>]@<Namespace>.<TermName>

bropertyName> is the name of the property to annotate. If absent, the annotation applies to the entire JSC
ject, which may be an entire resource.

Namespace> is the namespace that defines the annotation term.

rermName> is the annotation term to apply to théresource or property of the resource.

s shall limit the annotation usage to the _odata , Redfish,and Message namespaces. The OData JSON H
cation defines the odata namespace.(The Redfish namespace is an alias for the RedfishExtensions.v1 |
pace.

ent can get the definition of the annotation from the OData metadata document, the HTTP Link heade
nore the annotation entirely, but should not fail reading the resource due to unrecognized annotations,
ng new annotations. that the Redfish namespace defines.

2 Allowable values

rify the fist of allowable values for a property or action parameter, services may use the
sh¥A¥lowablevalues annotation for properties or action parameters.

hame,

DN

ormat

X

, Or

To specify the set of allowable values, include a property with the name of the property or action parameter, followed
by @Redfish.Allowablevalues . The property value is a JSON array of strings that define the allowable values for the

property or action parameter.
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11.9.3 Extended information
The following clauses describe the methods of providing extended information:

» Extended object information

« Extended property information

11.9.3}1 Extended object information q/Qq/
To spefify object-level status information, services may annotate a JSON object with the @Messag%a'(}e;dedlnfc
annotgtion. N

N
0P

{ Q/O
'@odata.id": "/redfish/vl/Managers/1/Seriallnterfaces/1", QQ\
'@odata.type": "#Seriallnterface.vl_0_0.Seriallnterface", (:)
'Name": "Managed Serial Interface 1", CE)
'Description™: "Management for Serial Interface”, $\?\

'Status”: { ()

"State": "Enabled",

“Health": "oK" QQ
}) \
InterfaceEnabled": true, Q\Q\

SignalType": "Rs232", QD
'BitRate": "115200", \‘('\
'Parity": "None", $
DataBits": "8", . QD
'StopBits": "1", A\
'FlowControl": "None", *é;)

'ConnectorType": "RJ45", \&
'PinOut": "Cyclades", {QSJ
'@Message.ExtendedInfo": [{(:)

"MessageId": "Base.l,8.PropertyDuplicate”,

"Message": "Indica hat a duplicate property was included in the request body.",

"RelatedProperti ["#/InterfaceEnabled"],

"Severity": W ng",

"MessageSe y": "Warning",

"Resolu : "Remove the duplicate property from the request body and resubmit the request if the operation failed."

AR
\‘</Q

The property contains an array of message objects.
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11.9.3.2 Extended property information

Services may use @Message.ExtendedInfo , prepended with the name of the property to annotate an individual
property in a JSON object with extended information:

{
'@odata.id": "/redfish/v1/Managers/1/SerialInterfaces/1", (]/
'@odata.type": "#Seriallnterface.vl_ 0 ©.Seriallnterface", (1/
'Name": "Managed Serial Interface 1", .
Description": "Management for Serial Interface", h\‘
'Status": { Q.)’
"State": "Enabled", '\

"Health": "OK"

, o®

InterfaceEnabled": true,

(</O
'SignalType": "Rs232", \\

'BitRate": 115200, O
'Parity”: "None", CE)
'DataBits": 8, 5\\
'StopBits": 1, ()

'FlowControl": "None",

'ConnectorType": "RJ45", QQ

[PinOut”: "Cyclades”, \
'PinOut@Message.ExtendedInfo": [{ 0
"MessageId": "Base.l1.8.PropertyValueNotInList'f

"Message": "The value Contoso for the propsegy PinOut is not in the list of acceptable values.")

"Severity": "Warning", $

"MessageSeverity": "Warning", ‘\Q

"Resolution": "Choose a value from enumeration list that the implementation can support and |[resubmit the request if
] \O

} AN
S

11.9.4 Action info anb\&tion

The @Redfish.ActionI oceerm within the action representation conveys the parameter requirements and allowable
values|on parame r actions. This term contains a URI to the ActionInfo resource.

Example #@er‘System.Reset action with the @Redfish.ActionInfo annotation and resource:

NS

"Actions": {
"#ComputerSystem.Reset": {
"target": "/redfish/v1/Systems/1/Actions/ComputerSystem.Reset",
"@Redfish.ActionInfo": "/redfish/v1/Systems/1/ResetActionInfo"
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})

The ResetActionInfo resource contains a more detailed description of the parameters and the supported values. This

resourge TOlMOWS Tne Actionlnto SCnema detiniton.

'@odata.id": "/redfish/v1/Systems/1/ResetActionInfo”,

[@odata.type": "#ActionInfo.vl_0_0.ActionInfo",

'Id": "ResetActionInfo",

'Name": "Reset Action Info",

'Parameters”: [{

"Name": "ResetType",

"Required": true,

"DataType": "String",

"AllowableValues": ["On", "ForceOff", "ForceRestart", "Nmi",
"ForceOn", "PushPowerButton"]

11.9.5 Settings and settings apply time annotations

See thg Settings resource clause.

11.9.6 Operation apply time and operation apply time support annotations

See thg Operation apply time clausé.

11.9.7 Maintenance. window annotation

The seftings apply tifiesand operation apply time annotations enable an operation to be performed during a
maintgnance windew. The @Redfish.Maintenancewindow term at the root of a resource configures the start timg and
duratipn of amaintenance window for a resource.

The following example body for the /redfish/vi/Systems/1 resource configures the maintenance window to sfart at
2017-05-03723:12:37-05:00 and last for 600 seconds.

"@odata.id": "/redfish/v1/Systems/1",
"@odata.type": "#ComputerSystem.vl_5_0.ComputerSystem",

94 © ISO/IEC 2022 - All rights reserved


https://iecnorm.com/api/?name=dbfbcfa2f72ddf21b7e59ee26e882e6f

11.9.

Resou
the ro
resour

The fo

propefty contains the ComputerSystemComposition value, and the cCapabilities@bject property contains the

/redf
requeg

ISO/IEC 30115-1:2022(E)

"@Redfish.MaintenanceWindow": {
"MaintenanceWindowStartTime": "2017-05-03T23:12:37-05:00",
"MaintenanceWindowDurationInSeconds": 600

})

B Collection capabilities annotation

ce collections may contain a collection capabilities annotation. The @Redfish.CollectionCapabilities te
t of a resource collection shows what properties a client is allowed to use in a POST reguest for creating
Ce.

lowing ComputerSystemCollection example body contains the collection capabilities annotation. The us

sh/v1/Systems/Capabilities value. The resource at /redfish/v1/Systefis/Capabilities describes the P(g
t format for creating a ComputerSystem resource for compositions.

'@odata.id": "/redfish/v1/Systems",
'@odata.type": "#ComputerSystemCollection.ComputerSystemCollection",
'Name": "Computer System Collection",
'Members@odata.count": 0,
'Members": [],
'@Redfish.CollectionCapabilities": {
"@odata.type": "#CollectionCapahi¥ities.vl_1_0.CollectionCapabilities”,
"Capabilities": [{
"CapabilitiesObject": {
"@odata.id": "/redfis{lYvl/Systems/Capabilities”
s
"UseCase": "Compat€rSystemComposition”,
"Links": {
"TargetCollection": {
"@odeta.id": "/redfish/v1/Systems"

3]

rm at

[oV]

pCase

The capabilitiesObject resource follows the same schema for the resource that the resource collection contains. It

contains annotations to show which properties the client can use in the PosT request body. Table 21 describes the

CapabilitiesObject resource annotations. These annotations describe which properties are required, optional, or if

other rules are associated with the properties.

© ISO/IEC 2022 - All rights reserved

95


https://iecnorm.com/api/?name=dbfbcfa2f72ddf21b7e59ee26e882e6f

ISO/IEC 30115-1:2022(E)

Annotation Description

<PropertyName>@Redfish.RequiredOnCreate Required in the PosST request body.

<PropertyName>@Redfish.OptionalOnCreate Not required in the PosST request body.

<PropertyName>@Redfish.SetOnlyOnCreate Cannot be modified after the resource is created.
<Propeptyhmmespietishpdrebteittertrente—Carrbetrochftedafterthetesotreetserented:
<PropeftyName>@Redfish.AllowableValues Can be set to any of the listed values. h

. . requested object instances
@Redfikh.RequestedCountRequired

Used for composition requests.

the PoST request body.
@Redfikh.ResourceBlockLimits

Used for composition requests.

: Tabld 21 — CapabilitiesObject resource annotations

Examplle cCapabilitiesObject resource:

Required in the PosT request body for the corresponding object to indicate the number of

Indicates restrictions regarding quantities of ResourgeBlo¢k resources of a given tyde in

{

'@odata.id": "/redfish/v1/Systems/Capabilities"”,

@odata.type": "#ComputerSystem.vl_8 0.CeMpluterSystem",

'Id": "Capabilities”,

'Name": "Capabilities for the systefe0llection”,

'Name@Redfish.RequiredOnCreate" ;~‘true,

'Name@Redfish.SetOnlyOnCreate™\\\true,

'Description@Redfish.OptionalOnhCreate”: true,

Description@Redfish.Set@nlyOnCreate™: true,

'HostName@Redfish.OptionalonCreate”: true,

HostName@Redfish fOpdatableAfterCreate”: true,

'Links@Redfish.RequiredOnCreate™: true,

[Links": {
"ResoupceBlocks@Redfish.RequiredOnCreate”: true,
"ResgurceBlocks@Redfish.UpdatableAfterCreate”: true

 »

'@Redfish.ResourceBlockLimits": {

SMinComputat: 1.
"MaxCompute": 1,
"MaxStorage": 8

}

¥
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Requested count and allow over-provisioning annotations

Table 22 describes the @Redfish.RequestedCount and @Redfish.AllowOverprovisioning annotations.

Clients use these annotations in composition requests to define the number of resource to allocate and to indicate
whether the Redfish service can provision more resources than the client requests:

. - M
Annotgtion Description Q
@)

@Redfikh.RequestedCount Number of requested resources.

@Redfikh.AllowOverprovisioning

: Tabld 22 — RequestCount and AllowOverprovisioning annotations

Examp|le client request for at least four and possibly more Processor resources;

g

11.9.10 Zone affinity annotation

The zgne affinity annotatior i5 used by clients in composition requests to indicate the components for the

Boolean. If true, the service may provision more resources than the @Redfish.RéquestedCount

annotation requests. Default is false .

Processors": {
"Members": [{
"@Redfish.RequestedCount”: 4,
"@Redfish.AllowOverprovisioning": true

1]

compqsition come from the specified resource zone. The @Redfish.ZoneAffinity term in the request body conftains
the value of the 1d.property of the requested resource zone.
Example client+aduest for components to be allocated from the resource zone with the 1d property containing 1 :
{
"@Redfish.ZoneAffinity": "1",
}
97
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11.9.11 Supported certificates annotation

Resource collections of type certificateCollection should contain a supported certificates annotation. The
@Redfish.SupportedCertificates term at the root of a resource collection shows the different certificate formats

allowed in the resource collection.

Example certificateCollection that only supports PEM style certificates:

{
'@odata.id": "/redfish/v1/Managers/BMC/NetworkProtocol/HTTPS/Certificates”,
'@odata.type": "#CertificateCollection.CertificateCollection”,
'Name": "Certificate collection”,
'Members@odata.count”: 1,
‘Members™: [{
"@odata.id": "/redfish/vl/Managers/BMC/NetworkProtocol/HTTPS/Certificales/1"
1,
'@Redfish.SupportedCertificates™: ["PEM"]
}

11.9.12 Deprecated annotation

Servicgs may annotate properties with @Redfish.Deprecatéd if the schema definition has the property marked s

depredated.

Example deprecated property:

'VendorID": "©xABCD",
'VendorID@Redfish.Depregated": "This property has been deprecated in favor of ModuleManufacturerID.|",

11.10 Settings resource

A settihgs.fesource represents the future intended state of a resource. Some resources have properties that can be
updated and the updates take place immediately. However, some properties need to be updated at a future point in
time, such as after a system reset. While the active resource represents the current state, the settings resource

represents the future intended state.

For resources that support a future intended state, the response shall contain a property with the @Redfish.Settings
payload annotation. When a settings annotation is used, the following conditions shall apply:
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+ The settings resource shall be of the same schema definition as the active resource.

» The settings resource should contain a subset of updatable properties from the active resource. Additionally, it
shall contain required properties, which are always mandatory.

» The settings resource shall not contain the @Redfish.Settings annotation.
» The settings resource may contain the @Redfish.SettingsApplyTime annotation.

» The URI for the settings resource shall reflect that it is subordinate to the active resource. The URI should be in

1 £ } . i e -
0 TOTTTT <BdaSEeUrLl>/5€eTTINgS Ul <basSeurls>/SU WITETT <Bd>SeUrl> 15 e URTUT UTE aCliveE TESSUUTLE.

The seftings resource shall contain the properties that are updated at a future point in time. For resourees_that
suppoft a future intended state, Table 23 describes the behavior of supported properties in the resource’and seftings
resourfe that a service should support.

Propernty Active resource behavior Settings resource behavior (bQ
~

Returned in the resource response

Read-only, required. Returned in the settings resource response to a GET request

toa GET request.

Returned in the resource response

Read-only, not required. Not returned in the settings resource response to a GET reqpest.

toa GET request.
Active value returned in the

. ) ) resource response to a GET ) .
Writable, updates immediately, Netreturned in the settings resource response to a GET reqgliest.

o request.
but nof at a future point in time.

{Modification requests are rejected.
Modification requests change the ’ q !

active value immediately. |

Active value returned in the

. ) ) resource response to @\GeT Future value returned in the settings resource response to a |GET
Writable, updates immediately or

e request. request if a future value is pending, otherwise not returned.
at a futpre point in time.

Modification requests change the  Modification requests change the future value.
active valueimmediately.

Active Value returned in the . .
. . Future value returned in the settings resource response to a [GeT
Writable, updates at a future point resource response to a GET

request.

in time| but not immediately. \request.
y q Modification requests change the future value.

"Modification requests are rejected.

: Tabld 23 — Activé.resource and settings resource property behavior

The @rl:edfish.Settings annotation includes several properties that help clients monitor when the service has

consumed-the active resource and determine the success or failure of applying the values.

* The Messages property is a collection of messages that represent the results of the last time the values of the
settings resource were applied.

» The ETag property contains the ETag of the settings resource that was last applied. Immediate updates made
directly to the active resource are not reflected in it.
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e The Time property indicates the time when the settings resource was last applied. Immediate updates made
directly to the active resource are not reflected in it.

The following active resource example body supports a settings resource. A client can use the settingsobject
property to locate the URI of the settings resource.

'@Redfish.Settings": {
"@odata.type": "#Settings.vl_0_0.Settings",
"SettingsObject": {
"@odata.id": "/redfish/v1/Systems/1/Bios/SD"
1
"Time": "2017-05-03723:12:37-05:00",
"ETag": "\"A89B0O31B62\"",
"Messages": [{
"MessageId": "Base.1l.8.PropertyNotWritable",
"RelatedProperties": ["#/Attributes/ProcTurboMode"]
ial

If a service enables a client to indicate when to apply settings:

» The settings resource shall contain a property with*the” @Redfish.SettingsApplyTime annotation.

Only settings resources shall contain the @Redfish.SettingsApplyTime annotation.

e The @Redfish.Settings annotation in the active resource shall contain the SupportedApplyTimes property

S

Howing the allowable values for ApplyTime within @Redfish.SettingsApplyTime .

» Cljents can modify the @Redfish.SettingsApplyTime annotation to indicate when to apply the settings.

In the

following example request, ‘the client indicates that the settings resource values are applied on reset duri

specified maintenance windoWw:

ifor

hg the

{
[@Redfish.SettingsApplyTime": {
"Applyime": "InMaintenanceWindowOnReset",
"M@&intenanceWindowStartTime": "2017-05-03723:12:37-05:00",
“MaintenanceWindowDurationInSeconds": 600
¥
100
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1 Special resource situations

11.11.1 Overview

Resources need to exhibit common semantic behavior whenever possible. This can be difficult in some situations

discus
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.2 Absent resources

ces may be absent or their state unknown at the time a client requests information abaout'that resource.

Ces that represent removable or optional components, absence provides useful inforfation to clients be
ates a capability, such as an empty PCle slot, DIMM socket, or drive bay, that would not be apparent if th
Fe simply did not exist.

50 applies to resources that represent a limited number of items or unaonfigured capabilities within an
hentation, but this usage should be applied sparingly and should not.apply to resources limited in quant
trary limits. For example, an implementation that limits SoftwaréInventory to a maximum of 20 items sh
pulate 18 absent resources when only two items are present:

ources that provide useful data in an absent state and where the URI is expected to remain constant, sud
DIMM is removed from a memory socket, the resqurce should exist and should return the Absent valu

circumstance, any required properties that have no known value shall be represented as null . Propertig

bbsent state, should not be returned-Likewise, subordinate resources for an absent resource should not
ted until their support can be-determined. For example, the Power and Thermal resources under a cha
re should not exist for an absent Chassis.

Eoftware should be-aware that when absent resources are later populated, the updated resource may rep
ent configuratian or'physical item, and previous data, including read-only properties, obtained from tha
Fe may be invalid. For example, the Memory resource shows details about an single DIMM socket and the
d DIMM, When that DIMM is removed, the Memory resource remains as an absent resource to indicate t
DIMM socket. Later, a new DIMM is installed in that socket, and the Memory resource represents data ab
W, RIMM, which could have completely different characteristics.
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2 Registries

Registry resources assist the client in interpreting Redfish resources beyond the Redfish schema definitions. To get
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more information about a resource, event, message, or other item, use an identifier to search registries. This
information can include other properties, property restrictions, and the like. Registries are themselves resources.

Table 24 describes the types of registries that Redfish supports:

Registry Description See

Deatermines-the-semantics-of-each-bropertvin-a-BlOS orBlOS cattinasrasaurca Bacauca BlOS informationcan
Lad Lad T =

vary from platform to platform, Redfish cannot define a fixed schema for these values. BIOS registries should be
assigned unique identifiers to allow users to match a given registry with compatible products.

BIOS
This registry contains both property descriptions and other information, such as data type, allowable values, and
user menu information.
Constructs a message from a Messageld and other message information to present to an end user, The » Errgr
Messade messages in these registries appear in both eventing and error responses to operations. resgponses
1 * Evepting
This registry is the most common type of registry.
Maps the resources in a Redfish service to the privileges that can complete specified” dperations against those
resources.
Privilege A client can use this information to: Privilegd model

« Determine which roles should have specific privileges.

« Map accounts to those roles so that the accounts can complete operations on Redfish resources.

: Tabld 24 — Registries

11.1[3 Schema annotations

11.13.1 Schema annotations overview

The schema definitions of the)data model use schema annotations to provide additional documentation for
develdpers. This clause describes the different types of schema annotations that the Redfish data model uses. Fpr
informiation about how each of the annotations are implemented in their respective schema languages, see the|
Schemfa definitighfanguages clause.

11.13.2Description annotation

The description annotation can be applied to any type, property, action, or parameter to provide a description of
Redfish schema elements suitable for end users or user interface help text.

All schemas that are published or republished by the DMTF's Redfish Forum shall include a description annotation on
the following schema definitions:
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11.13.3 Long description annotation

The lophg description annotation can be applied to any type, property, action, or parameter to providexa formal,
normative specification of the schema element.

When [the long descriptions in the Redfish schema contain normative language, the service'shall be required to
conform with the statement.

All schemas that are published or republished by the DMTF's Redfish Forum shall include a long description
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tion on the following schema definitions:

dfish types

ference properties
sources and resource collections

uctured types

ource capabilities annotation canbe applied to resources and resource collections to express the differg)
f HTTP operations a client cafl invoke on the given resource or resource collection.

bdate capabilities indjcate whether a client can perform a PATCH or PUT request on the resource.
blete capabilitigs-indicate whether a client can perform a DELETE request on the resource.

service may implement a subset of the capabilities that are allowed on the resource or resource collectio

pmdsthat are published or republished by the DMTF's Redfish Forum for resources and resource collecti

Kert capabilities indicateswhether a client can perform a PosT request on the resource to create a resourg

nt

bns

shall irf

clude resource capabilities annotations

11.13.5 Resource URI patterns annotation

The resource URI patterns annotation expresses the valid URI patterns for a resource or resource collection.
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The strings for the URI patterns may use { and } characters to express parameters within a given URI pattern.
Items between the { and } characters are treated as identifiers within the URI for given instances of a Redfish
resource. Clients interpret this as a string to be replaced to access a given resource. A URI pattern may contain
multiple identifier terms to support multiple levels of nested resource collections. The identifier term in the URI
pattern shall match the 1d string property for the corresponding resource, or the MemberId string property for the
corresponding object within a resource. The process for forming the strings that are concatenated to form the URI
pattern are in the URI naming rules clause.

The following string is an example URI pattern that describes a ManagerAccount resource: /redfish/vi/

AccounfgService/Accounts/{ManagerAccountId}

Using the previous example, {ManagerAccountId} is replaced by the 1d property of the corresponding
Manag¢rAccount resource. If the Id property for a ManagerAccount resource is John , the full URI for that resofirce is

/redf}sh/v1l/AccountService/Accounts/John

The URI patterns are constructed based on the formation of the resource tree. When'constructing the URI pattefn for
a subdrdinate resource, the URI pattern for the current resource is used and appended. For example, the
RoleCpllection resource is subordinate to AccountService . Because the URIMNpattern for AccountService is
/redfish/vi/AccountService , the URI pattern for the RoleCollection seselrceis /redfish/vl/AccountService

Roles

In sone cases, the subordinate resource is found inside of a,sthictured property of a resource. In these cases, the
name pf the structured property appears in the URI pattern for the subordinate resource. For example, the
CertificateCollection resource is subordinate to thexManhagerNetworkProtocol resource from the HTTPS property.

Becauge the URI pattern for ManagerNetworkProtocollis /redfish/v1l/Managers/{ManagerId}/NetworkProtocol , the URI
patter for the CertificateCollection resource\is /redfish/vi1/Managers/{ManagerId}/NetworkProtocol/HTTPS/

Certifficates .

All schemas that are published or republished by the DMTF's Redfish Forum for resources and resource collectipns
shall be annotated with the resource URI patterns annotation.

All Redfish resources and Redfish resource collections implemented by a service shall match the URI pattern
descrilped by the resource-dRI patterns annotation for their given definition.

11.13.6 Additional properties annotation

The additional properties annotation specifies whether a type can contain additional properties outside of thos¢
defined I the schema. Types that do not sUpport additional properties shalt Mot contain properties beyond those

described in the schema.
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11.13.7 Permissions annotation

The permissions annotation specifies whether a client can modify the value of a property, or if the property is read-

only.

A servi

ce can implement a modifiable property as read-only.
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.8 Required annotation

huired annotation specifies whether a service needs to support a property. Required properties shall be
ted with the required annotation. All other properties are optional.

.9 Required on create annotation

huired on create annotation specifies that a property is required to be prdviged by the client on creation
Ce. Properties not annotated with the required on create annotation are’not required to be provided by t
bn a create operation.

.10 Units of measure annotation

tion to following the naming rules, properties representing units of measure shall be annotated with the
sure annotation to specify the units of measuremént for the property.

ue of the annotation shall be a string that.dgntains the case-sensitive "(c/s)" symbol of the unit of measy
h the Unified Code for Units of Measure (WCUM), unless the symbolic representation does not reflect co
For example, RPM commonly reportsifan speeds in revolutions-per-minute but has no simple UCUM

bntation. For units with prefixes; the'case-sensitive ( ¢/s ) symbol for the prefix as listed in UCUM should

|, would use MiBy as théwalue for the annotation. For values that also include rate information, such as
its per second, the rate)unit's symbol should be appended and use a slash ( / ) character as a separator.
le, Mbit/s .
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Reference properties annotated with this term shall be expanded by the service, even if not requested by the client. A

service may page resource collections.
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11.13.12 Owning entity annotation

The owning entity annotation can be applied to a schema to specify the name of the entity responsible for
development, publication, and maintenance of a given schema.

11.13-13-Deprecated-annotation

The dgprecated annotation specifies if a property, enumeration, or other schema element has been deprecated
Schemfa elements marked as deprecated contain a schema version that shows when the element was dejprecatdd, as
well aq text that specifies the favored approach.

Existing and new implementations may use deprecated schema elements, but they should.faove to the favored
approgch. Deprecated schema elements may be implemented to achieve backwards compatibility. Deprecated
schemp elements may be removed from the next major version of the schema.

11.14 Versioning

As stafed previously, a resource can be an individual entity or a resautce collection, which acts as a container for a set
of resqurces.

A resolirce collection does not contain any version information because it defines a single Members property, apd the
overall collection definition never grows over time.

A resolirce has both unversioned and versioned dé&finitions.

1%}

Referepces from other resources use the.unversioned definition of a resource to ensure no version dependenci¢
exist bptween the definitions. The unversioned definition of a resource contains no property information about|the
resourfe.

The vefrsioned definition of @résource contains a set of properties, actions, and other definitions associated with the
resourfe. The version of & resource follows the format:

V<X>. $Y>.<Z>

where

¢ <X> IS an Integer that represents the major version. Indicates a backward-incompatible change.

e <Y> isaninteger that represents the minor version. Indicates a minor update. Redfish introduces new
functionality but does not remove any functionality. The minor version preserves compatibility with earlier minor
versions. For example, a new property introduces a new minor version of the resource.

* <2> is an integer that represents the errata version. Indicates a fix in an earlier version. For example, a fix to a
schema annotation on a property introduces an errata version of the resource.

106 © ISO/IEC 2022 - All rights reserved


https://iecnorm.com/api/?name=dbfbcfa2f72ddf21b7e59ee26e882e6f

ISO/IEC 30115-1:2022(E)

11.15 Localization

The creation of separate localized copies of Redfish schemas and registries is allowed and encouraged. Localized
schema and registry files may be submitted to the DMTF for republication in the Redfish schema repository.

qut

translgted copies of those names may be provided as additional annotations in the localized schema for use by|client
applicgtions. A separate file for each localized schema or registry shall be provided for each supported languagp. The
Englishi-language versions of Redfish schemas and registries shall be the normative versions, and alterations of
meaning due to translation in localized versions of schemas and registries shall be forbidden.

Schemjas and registries in non-English languages shall use the appropriate schema annotatiens to identify their
langudge. Descriptive property, parameter, and enumeration text not translated into the specified language shqll be

removpd from localized versions. This removal enables software and tools to combifie’normative and localized fopies,
especiplly for minor schema version differences.

© ISO/IEC 2022 - All rights reserved 107


https://iecnorm.com/api/?name=dbfbcfa2f72ddf21b7e59ee26e882e6f

ISO/IEC 30115-1:2022(E)

12

File naming and publication

For consistency in publication and to enable programmatic access, all Redfish-related files shall follow a set of rules to
construct the name of each file. The Schema definition languages clause describes the file name construction rules,
while the following clauses describe the construction rules for other file types.

12.1

Redfis
<Regi

For ex

12.2

The dd
profile

<Prof

For ex

the pri

12.3

The bi
for the
minor
be for

<Dict

Registry file naming

message or privilege registry files shall use the registry name to construct the file namehin-this format:
tryName>.<MajorVersion>.<MinorVersion>.<Errata>.json

mple, the file name of the Base Message Registry v1.0.2 is Base.1.0.2.json\’

Profile file naming

cument that describes a profile follows the Redfish schemd file’naming conventions. The file name formg
5 shall be:

leName>.v<MajorVersion>_<MinorVersion>_<Errataswjson

mple, the file name of the BasicServer profile,v1.2.0 is BasicServer.vi_2_o.json . The file name shall incl
file name and version, which matches those property values within the document.

Dictionary file naming

hary file describing a Redfish Device Enablement dictionary follows the Redfish schema file naming conve
schema definition/fandguage that the dictionary is converted from. Because a single dictionary file contai
evisions of the sehema, only the major version appears in the file name. The file names for Dictionaries s
natted as:

onaryName>_v<MajorVersion>.dict

t for

Lide

ntions
hs all
hall

o . s .
For exampte, thefiterameof theChassisdictiomary vi-2-0schasstsvratee

12.4 Localized file naming

Localized schemas and registries shall follow the same file naming conventions as the English language versions.

108

© ISO/IEC 2022 - All rights reserved


https://iecnorm.com/api/?name=dbfbcfa2f72ddf21b7e59ee26e882e6f

ISO/IEC 30115-1:2022(E)

When multiple localized copies are present in a repository and which have the same file name, files in languages
other than English shall be organized into subfolders named to match the ISO 639-1 language code for those files.
English language files may be duplicated in an en subfolder for consistency.

12.5 DMTF Redfish file repository

All RedfTist scliemas, reglsfrles, aICfIOf‘IaI’IeS, and prorties pU5 iShed or repuB ished By the DMTF'S Redfish Forumy are
availahle from the DMTF website for download. Programs may use the following durable URLs to access thg
reposifory. Programs incorporating remote repository access should implement a local cache to reduceatency,
progrgdm requirements for Internet access and undue traffic burden on the DMTF website.
Organl|zations creating Redfish-related files such as OEM schemas, Redfish interoperability profiles, or message
registr|es are encouraged to use the form at https://redfish.dmtf.org/redfish/portal to submit-those files to the PMTF
for redublication in the DMTF Redfish file repository.
Table 35 describes how files are organized on the site:
g\\
URL Folder contents (@)
Z,
redfish.dmtf.org/ . .
N Current (most recent minor or errata) release of eacli schéma file in CSDL, JSON Schema, and/or OpenAPI fprmats.
schemay
redfisp.dmtf.org/ Durable URL for programmatic access to all v1.xx"schema files. Every v1.xx minor or errata release of each s¢hema
schemad/v1 file in CSDL, JSON Schema, OpenAPI formats:
redfish.dmtf.org/ Durable URL for programmatic accéss to localized v1.xx schema files. Localized schemas are organized in
schemaq/v1/{code} subfolders using the two-character1SO 639-1 language code as the {code} segment.
redfish.dmtf.org/ . J " X X
Subfolders contain schema files specific to a particular version release.
schemaqd/archive
redfish.dmtf.org/ . . .
Current (mest recent minor or errata) release of each registry file.
registrlies
redfisp.dmtf.org/ Durablé URL for programmatic access to all v1.xx registry files. Every v1.xx minor or errata release of each rdgistry
registries/vi :ﬁle.
redfish.dmtf.org/ Durable URL for programmatic access to localized v1.xx registry files. Localized schemas are organized in
registrlies/v1l/i{eode} subfolders using the two-character ISO 639-1 language code as the {code} segment.
redfish.dmef.org/
Sulbfald ot rocuctng £ ific t parkicular varcion 1
. s N N I 7 ~ L
registries/archive
redfish.dmtf.org/ L - § . . . .
i1 Current release of each Redfish interoperability profile (json) file and associated documentation.
profiles
redfish.dmtf.org/ . L .. . . .
Durable URL for programmatic access to all v1.xx Redfish interoperability profile (json) files.
profiles/v1
109
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URL

redfish.dmtf.org/

profiles/archive

redfish.dmtf.org/

dictionaries

redfis|

dictiol

redfis|

Folder contents

Subfolders contain profile files specific to a particular profile version or release.

Durable URL for programmatic access to all v1.xx Redfish Device Enablement dictionary files.

fr.amct.org/

aries/vil

h.dmtf.org/

dictiorfaries/archive

: Tabld 25 — Redfish file repository

Durable URL for programmatic access to all v1.xx Redfish Device Enablement dictionary files.

Subfolders contain dictionary files specific to a particular version release.
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Schema definition languages
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Individual resources and their dependent types and actions are defined within a Redfish schema document. This

clause describes how these documents are constructed in the following formats:

» Opata Common Schema Definition Language
* JYON Schema
» OpenAPI

13.1

13.1.

OData

Specif

13.1.R File naming conventions for CSDL

Redfish CSDL schema files shall be named using the resource'type name for the schema, followed by _v and the

major
major

<Reso

For ex

rceType>_v<MajorVersion>.xml

mple, version 1.3.0 of the ChassiS.schema is Chassis_vi.xml .

13.1.B Core CSDL files

Table 36 describes the core’CSDL files:

\O Description

OData Common Schema Definition Language

1 OData Common Schema Definition Language overview

Common Schema Definition Language (CSDL) is an XML schema format.defined by the OData CSDL
cation. The following clause describes how Redfish uses CSDL to describe resources and resource collections.

version of the schema. Because a single CSDL schiéma file contains all minor revisions of the schema, only the
Version appears in the file name. The file name-shall be formatted as:

File

—
RedfishErporiya. xml Payload definition of the Redfish error response.
RedfishExtensions_vi.xml All definitions for Redfish types and annotations.

Resource_v1.xml

: Table 26 — Core CSDL files

All base definitions for resources, resource collections, and common properties, such as Status .
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13.1.4 CSDL format

The outer element of the OData schema representation document shall be the Edmx element, and shall have a
Version attribute with a value of 4.0 .

<edhx:Edmx xmlns:edmx="http://docs.oasis-open.org/odata/ns/edmx” Version="4.0">
<|-- edmx:Reference and edmx:DataService elements go here --> (i:L/

</egimx: Edmx> (]/
N

/
The Rgferencing other CSDL files and CSDL data services clauses describe the items that are fgl\m/ithin the Epmx

element. ODQ

13.1.4}1 Referencing other CSDL files \\Q/

CSDL files may use Reference tags to reference types defined in other CSDI@:uments.

X

The Rgference element uses the uri attribute to specify a CSDL file. eference element also contains one ¢r
more |Include tags that specify the Namespace attribute contain@e types to be referenced, along with an
optional Alias attribute for that namespace. \\

Type definitions generally reference the OData and Redfisi’lnamespaces for common type annotation terms. Redfish
CSDL flles always use the Alias attribute on the fo@ iig namespaces:

«  opbg.oData.Core.V1 is aliased as Opata . A\Q)
e Ofg.OData.Measures.V1 is aliased as Méé;%res.

e RpdfishExtensions.vl 0 @ is ali@)as Redfish .
* Vplidation.vl 8 0 is a|iased,ag’!/alidation .
q§§§\ .

<edpx:Reference Uri=<EE;p://docs.oasis—open.org/odata/odata/v4.0/cs@1/vocabularies/0rg.OData.Core.Vl.nml">
<pdmx:Include Neg§§pace="0Pg.0Data.Core.Vl" Alias="OData"/>

</efimx:Referen
<ed x:Refer‘e ri="http://docs.oasis-open.org/odata/odata/v4.0/0s/vocabularies/Org.0Data.Measures.Vl.xml" >

erence Uri="http://redfish.dmtf.org/schemas/v1l/RedfishExtensions_v1.xml">
<edmx:Include Namespace="RedTishExtensions.vl_©_0  Alias= Redfish />
<edmx:Include Namespace="Validation.vl_©_ 0" Alias="Validation"/>

</edmx:Reference>

<edmx:Reference Uri="http://redfish.dmtf.org/schemas/v1l/Resource_v1l.xml">
<edmx:Include Namespace="Resource"/>

<edmx:Include Namespace="Resource.vl_0 _0"/>
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</edmx:Reference>

13.1.4

.2 CSDL data services

Define structures, enumerations, and other definitions in CSDL within a namespace. Use a Schema tag to define the

schem
Redfis
other

clause

Name
the na

<Reso

For ex

b and use the Namespace attribute to declare the name of the namespace.
uses namespaces to differentiate different versions of the schema. CSDL enables structures to inherit fr
tructures, which enables newer namespaces to define only the changes. The Elements of CSDL hamespa

describes this behavior.

paces containing unversioned resource and resource collection definitions shall usethe resource type to
mespace, in this format:

rceType>

mple, the unversioned namespace of the Chassis resource is chas§iks .

m

name

Namegpaces containing versioned resource definitions shall use the résource type to name the namespace, in this
format:
<ResofirceType>.v<MajorVersion>_<MinorVersion>_<Errata
For example, the version 1.3.0 namespace of the:Chassis resource is Chassis.vi_3_0 .
The sthema element is a child of the Dataservices element, which is a child of the Edmx element:
<edpx:DataServices>
<pchema xmlns="http://decsvoasis-open.org/odata/ns/edm" Namespace="MyTypes.vl 0 _0">
<!-- Type definitidps)for version 1.0.0 of MyTypes go here -->
<fSchema>
<pchema xmlns="hidpt//docs.oasis-open.org/odata/ns/edm"” Namespace="MyTypes.vl_ 1 _0">
<!-- Type defihitions for version 1.1.0 of MyTypes go here -->
<fSchema>
</efimx:Dat@Services>
13.1.5 Elements of CSDL namespaces
The following clauses describe the definitions within each namespace:
« Qualified names
113
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+ Entity type and complex type elements

13.1.5.1 Qualified names
Many definitions in CSDL use references to qualified names. CSDL defines this as a string in the form:

<Namespace>.<TypeName>

where

e <Namespace> is the namespace name.

e <JrypeName> is the name of the element in the namespace.

For exgample, if a reference is made to MyType.vi_e_o.MyDefinition , the definition can be'found in the
MyTyp¢.vl_©_0 namespace with an element named MyDefinition .

13.1.5{2 Entity type and complex type elements

Use thp EntityType and ComplexType tags to define the entity type and complex type elements, respectively. These
eleme]:ts define a JSON structure and their set of properties by defining property elements and navigation property

elemefts within the EntityType or ComplexType tags.

All entjty types and complex types contain a Name attribute, which specifies the name of the definition.

Entity fypes and complex types may have a BaseType\“attribute, which specifies a qualified name. When the
BaseType attribute is used, all definitions of the referenced BaseType are available to the entity type or compléx type
being Hefined.

All respurces and resource collectiops are defined with the entity type element. Resources inherit from
Resoufce.vl_0_0.Resource , and resodrce collections inherit from Resource.vi_©_0.ResourceCollection .

Most gtructured properties ‘are defined with the complex type element. Some use the entity type element that
inheritp from Resource,v1-@_0.ReferenceableMember . The entity type element enables references to be made by using
the Ngvigation Property element, whereas the complex type element does not allow for this usage.

Example entity type and complex type element:

<EntityType Name="TypeA" BaseType="Resource.vl_0_0.Resource">
<Annotation Term="OData.Description" String="The TypeA entity type description."/>
<Annotation Term="OData.LongDescription" String="The TypeA entity type normative description."/>
<!-- Property and navigation property definitions go here -->

</EntityType>

<ComplexType Name="PropertyTypeA">
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<Annotation Term="OData.Description" String="The TypeA structured property description."/>
<Annotation Term="OData.LongDescription" String="The TypeA structured property normative description."/>

<!-- Property and navigation property definitions go here -->
</ComplexType>

13.1.5

3 Action element

Use the Action tag to define the action element. This element defines an action that can be performegyen a

resourge.

All actjon elements contain a Name attribute, which specifies the name of the action. The action shall be repres

in payloads as the qualified name of the action, preceded by # .

In Red
action

ish, all action elements contain the IsBound attribute that is always set to #rdes, which indicates that th

appears as a member of a structured type.

The adtion element contains one or more Parameter tags that specify the~Name and Type of each parameter.

Becau

parampter and specifies the structured type to which the action’helongs. In Redfish, this parameter is always on

the fol

e all action elements in Redfish use the IsBound="true" tergwthe first parameter is called the binding

owing complex type elements:

bnted

12

e of

» Fqr standard actions, the Actions complex typeforthe resource.
e Fgqr OEM actions, the oemActions complex type for the resource.
The refnaining Parameter elements describe.additional parameters to be passed to the action. Parameters containing
the tem Nullable="false" are required to be provided in the action request.
<Schema xmlns="http://dolS~adsis-open.org/odata/ns/edm" Namespace="MyType">
<pction Name="MyActioq"/IsBound="true">
<Parameter Name="Wbing" Type="MyType.Actions"/>
<Parameter Ndmes“Parameterl” Type="Edm.Boolean"/>
<Parametep WNaffte="Parameter2"” Type="Edm.String" Nullable="false"/>
<fAction>
<fomprexType Name="Actions">
</ComplexType>
</Schema>
115
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Some action parameters may specify a type that is defined by an entity type element. In these cases, the parameter in

the request is a reference object to a resource within the service.

13.1.5.4 Action element for OEM actions

OEM-specific actions shall be defined by using the action element with the binding parameter set to the oemActions

complex type for the resource. For example, the following definition defines the OEM #Contoso.Ping action for a

ComputgerSystem .

v

<Schema xmlns="http://docs.oasis-open.org/odata/ns/edm" Namespace="Contoso"> h\
<pction Name="Ping" IsBound="true"> C:;
<Parameter Name="ComputerSystem" Type="ComputerSystem.vl_0_0.0emActions"/> P\?\

<[Action>

</Sghema> C)(bQ
N

13.1.5|5 Action with a response body \%O

following definition defines the Generatecsr action with a respons@
GenerateCSRResponse . <2

<Acfion Name="GenerateCSR" IsBound="true"> ’§Q)
<Parameter Name="CertificateService" Type="E§§f icateService.vl_0_0.Actions"/>

A

eturnType Type="CertificateSerice.v1JQQS:EenerateCSRResponse" Nullable="false"/>
</Aftion> \,O

<CopplexType Name="GenerateCSRRe &5
Annotation Term="OData.Addif1 1Properties” Bool="false"/>
hnnotation Term="OData.Description” String="The response body for the GenerateCSR action."/>

A A

NavigationProperty Name= ertificateCollection”
Type="CertificateC ion.CertificateCollection™ Nullable="false">
<Annotation Term{Eépata.Permissions" EnumMember="0Data.Permission/Read" />

A

<Annotation ¥OData.Description”

<Annota erm="Redfish.Required"/>

<[Navi Property>

<Prope Name="CSRString" Type="Edm.String" Nullable="false">

tation Term="OData.Permissions" EnumMember="OData.Permission/Read"/>

G

A resppnse body for an action shall be defined using the ReturnType Qgﬁfb}hin an Action element. For exampl
t contains the definition specified by

String=" ink to the certificate resource collection where the certificate is installed."/>

e, the

<Annotation Term="OData.Description” String="The string for the certificate signing request.”/>

<Annotation Term="Redfish.Required"/>
</Property>
</ComplexType>

Using the above example, the following payload is an example response for the Generatecsr action.
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"CSRString": "----- BEGIN CERTIFICATE REQUEST-----
"CertificateCollection”: {
"@odata.id": "/redfish/v1/Managers/BMC/NetworkProtocol/HTTPS/Certificates"

13.1.5

Propeffties of resources, resource collections, and structured properties are defined using the property element.

Prope
All prd

All pro
follow

< A
< A
« A

6 Property element

ty tag defines a property element inside entity type and complex type elements.

perty elements contain a Name attribute, which specifies the name of the property.

ng names or types:

qualified name that references an enum type element.
qualified name that references a complex type element.

primitive data type.

« Anp array of the previous names or types by using the céltection term.

Table J

Type
Edm.Bo|
Edm.Dal
Edm. D¢
Edm.Do|
Edm.Dul

Edm. Gyl

7 describes the primitive data types:

N

Meaning
xO

blean True or False:

teTimeOffset Date-timé string.

. R . e -
kimal Ntmeric values with fixed precision and scale.

~\_J

Lble IEEE 754 binary64 floating-point number (15-17 decimal digits).
fation

Duration string.

i d GUID/UUID string.

Edm. In|

t64 Signed 64-bit integer

perty elements contain a Type attribute specifies the data type. The Type~attribute shall be one of the

Edm.St

ring UTF-8 string.

: Table 27 — Primitive data types

The
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Property elements may specify a Nullable attribute. If the attribute is false , the property value cannot be null . If
the attribute is true or absent, the property value can be null .

Example property element:

<Property Name="Propertyl" Type="Edm.String" Nullable="false">
<Annotation Term="OData.Description" String="The Propertyl property description."/>
<Annotation Term="OData.LongDescription" String="The Propertyl property normative description."/x
<pnnotation Term="OData.Permissions" EnumMember="OData.Permission/Read"/>
<pnnotation Term="Redfish.Required"/>
<Annotation Term="Measures.Unit" String="Watts"/>
</Pfoperty>

13.1.5]7 Navigation property element

Referehce properties of resources, resource collections, and structured propertiestare defined using the navigatjon
propefty element. The NavigationProperty tag defines a navigation property‘efement inside entity type and cqmplex
type elements.

All navigation property elements contain a Name attribute, which spedifies the name of the property.

All naVfigation property elements contain a Type attribute specifies the data type. The Type attribute is a qualified
name that references an entity type element. This can also’be made into an array using the Collection term.

Naviggtion property elements may specify a Nullable' attribute. If the attribute is false , the property value cgnnot
be null.If the attribute is true or absent, the-property value can be null .

Unless|the reference property is to be expanded, all navigation properties in Redfish use the
OData|AutoExpandReferences annotatien element to show that the reference is always available.

Example navigation property element:

<NayigationProperty\Name="RelatedType" Type="MyTypes.TypeB">

<Annotation. Teff="0OData.Description" String="The RelatedType navigation property description."/>
<Annotatiem TJerm="0Data.LongDescription”

StripgXNThe RelatedType navigation property normative description."/>

<pnpbtation Term="OData.AutoExpandReferences"/>

</NpvigdtionProperty>

13.1.5.8 Enum type element

Use the EnumType tag to define the enum type element. This element defines a set of enumeration values, which may
be applied to one or more properties.
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um type elements contain a Name attribute, which specifies the name of the set of enumeration values.

Enum type elements contain Member tags that define the members of the enumeration. The Member tags contain a

Name

attribute that specifies the string value of the member name.

<EnumType Name="EnumTypeA">

< —"

tvpe description."/>

<pnnotation Term="OData.LongDescription” String="The EnumTypeA enum type normative description."kSL,

<Hember Name="MemberA">

A A

A

Annot

</EpumType> (bQ

<Annotation Term="OData.Description” String="The description of MemberA"/>

Member> r\:.
ember Name="MemberB"> C:;
<Annotation Term="OData.Description" String="The description of MemberB"/> h\

Member>

13.1.5|9 Annotation element %O
N\

htions in CSDL are expressed using the Annotation element. Th& Aohotation element can be applied to

schemp element in CSDL. 0

The following examples show how each Redfish schema anno@on is expressed in CSDL.

e OData Core Schema defines terms with the o@@preﬁx.

* The OData Measures Schema defines terms wi@he Measures prefix.

« The RedfishExtensions Schema defines terrﬁ%th the Redfish prefix.

xO

.

Examp|le description annotation: \L~
O

<An

@)

otation Term="OData.q:g§£iption" String="This property contains the user name for the account."/>

O

Examplle long descri@gannotation:

<An

otat&f}%#érm:"OData.LongDescription" String="This property shall contain the user name for the ac(d

N

any

ount."/>

Example additional properties annotation:

<Annotation Term="OData.AdditionalProperties"/>
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Example permissions annotation (read-only):

<Annotation Term="OData.Permissions" EnumMember="OData.Permission/Read"/>

Example permissions annotation (read/write):

<Anpotation Term="OData.Permissions" EnumMember="OData.Permission/ReadWrite"/> (i:L’

Example required annotation: '\Q.)’
Q’\
<Anpotation Term="Redfish.Required"/> (:;?)
N4
Example required on create annotation: %O
;\\
O

<Anpotation Term="Redfish.RequiredOnCreate"/>

Examp|le units of measure annotation: s\

<Anpotation Term="Measures.Unit" String="MiBy"

K\
Examp|le expanded resource annota‘cion:\J\:\'O
W

<Anpotation Term="OData.AutoExpand"/>

®)

Example insert capakﬂf&@nnotation (showing PosT is not allowed):

Q~

<An otatiq@F"Capabilities .InsertRestrictions">
fecsr®)

ecq
rtyValue Property="Insertable" Bool="false"/>

<kg "
necora

</Annotation>

Example update capabilities annotation (showing PATCH and puT are allowed):
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<Annotation Term="Capabilities.UpdateRestrictions">
<Record>
<PropertyValue Property="Updatable" Bool="true"/>
<Annotation Term="OData.Description"
String="Manager accounts can be updated to change the password and other writable properties."/>
</Record>
</Annotation>

Examp|le delete capabilities annotation (showing DELETE is allowed):

<Anpotation Term="Capabilities.DeleteRestrictions">
ecord>

<PropertyValue Property="Deletable" Bool="true"/>
<Annotation Term="OData.Description”

A

String="Manager accounts are removed with a Delete operation."/>
Record>

</Apnotation> \%

A

Example resource URI patterns annotation: QQQ
A\
<Anpotation Term="Redfish.Uris"> &Q:>
<follection> Q)
<String>/redfish/v1/AccountService/Accounts EhanagerAccountId}</String>
<fCollection> . ®$
</Apnotation> A\

xO
N
.\SJ

Example owning entity annotation:

<Anfiotation Ter‘m="Redfi@®ingEntity" String="DMTF"/>

O

.

Examplle deprecat notation:

<An (wg{g) Term="Redfish.Revisions">

<fo tion>

<Record>
<PropertyValue Property="Kind" EnumMember="Redfish.RevisionKind/Deprecated"/>
<PropertyValue Property="Version" String="v1_3_0"/>
<PropertyValue Property="Description”
String="This property has been deprecated in favor of ModuleManufacturerID."/>
</Record>
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</Collection>
</Annotation>

13.2 JSON Schema

13.2.1 JSON Schema overview

The JSPN Schema Specification defines a JSON format for describing JSON payloads. The following clause desdribes
how Redfish uses JSON Schema to describe resources and resource collections.

13.2.2 File naming conventions for JSON Schema

Each Redfish JSON Schema file represents a single resource type.

Versioped Redfish JSON Schema files shall use the resource type to name the file, in this format:
<ResolirceType>.v<MajorVersion>_<MinorVersion>_<Errata>.json

For exgample, version 1.3.0 of the Chassis schema is Chassis¢vin3 @.json .

Unverdioned Redfish JSON Schema files shall use the reseutrce type to name the file, in this format:
<ResofirceType>.json

For exgample, the unversioned definition of the Chassis schema is Chassis.json .

13.2.B Core JSON Schema files
Table 38 describes the core YSON Schema files:

N
File Q§ Description
')

odata-j4.json Definitions for common OData properties.

redfisherkof.vl_0_0.json and its subsequent

Payload definition of the Redfish error response

versions
redfish-schema-v1.json Extensions to the JSON Schema that define Redfish JSON Schema files.

All base definitions for resources, resource collections, and common properties, such as

Resource.json and its subsequent versions
Status .
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: Table 28 — Core JSON Schema files

13.2.4 JSON Schema format

Each JSON Schema file contains a JSON object to describe resources, resource collections, and other definitions for

the data model.

Table 39 describes the JSON object, which contains the following terms:

Term

$id

$ref

$schemp

copyright

definiftions

title

: Tablg 29 — JSON Schema format

13.2.5 JSON Schema definitions bedy

This clause describes the types of definitions found in the definitions term of a Redfish JSON Schema file.

13.2.5}1 Resource definitions in. JSON Schema

To satipfy versioning requireéments, the JSON Schema representation of each resource has one unversioned sch
file, and a set of versioned schema files.

N~
Description '\.(1/

-

Reference to the URI where the schema file is published.

For a schema file that describes a resource or resource collection, the reference to the structural definition of the reso(
resource collection.

URI to the Redfish schema extensions for JSON Schema. The value should be http:y/%redfish.dmtf.org/schemas/v1/red

schema-vl.json
Copyright statement for the organization producing the JSON Schema.

Structures, enumerations, and other definitions defined by the schema.

For a schema file that describes a resource or resource collection, the matching type identifier for the resource or reso

collection.

rce or

[fish-

tma

The urlversioned,definition of a resource contains an anyof statement. This statement consists of an array of 4ref

terms, [which_point to the following definitions:

» The JSON Schema definition for a reference property.

« The versioned definitions of the resource.

The unversioned definition of a resource also uses the uris term to express the allowable URIs for the resource, and

the deletable, insertable, and updatable terms to express the capabilities of the resource.
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The following example shows an unversioned resource definition in JSON Schema:

{
"ComputerSystem": {
"anyof": [{
"$ref": "http://redfish.dmtf.org/schemas/vl/odata.v4_0_3.json#/definitions/idRef"
oA
oA
"$ref": "http://Pedfish.dmtf.org/schemas/vl/ComputerSystem.v1_0_1.json#/definitions/COQES rJystem"”
b A A
"$ref": "http://redfish.dmtf.org/schemas/vl/ComputerSystem.v1_6_0.json#/definitiong%COmputerSystem"
i N y
"deletable": true, y\
"description”: "The ComputerSystem schema represents a general purpose machi Q:yr system.",
"insertable": false,
"longDescription”: "This resource shall represent resources that repre computing system.",
"updatable"”: true, \\Q
"uris": ["/redfish/v1/Systems/{ComputerSystemId}"] (:)
: O
; S

The versioned definition of a resource contains the property{@witions for the given version of the resource.

Z

13.2.5|2 Enumerations in JSON Schema \\'Q

Table 30 describes the terms that constitute de@%ns for enumerations:

Term Description \&
'\S:)
enum String array tha@tains the possible enumeration values.
enumDekcriptions Object t@;ntains the descriptions for each of the enumerations as name-value pairs.

enumLohgDescriptions O@ that contains the long descriptions for each of the enumerations as name-value pairs.
enumDeprecated Q~ bject that contains the deprecation guidance for each of the enumerations as name-value pairs.

enumVer‘sionDé) ed  Object that contains the deprecation version information for each of the enumerations as name-value pair.

type \Q/ Because all enumerations in Redfish are strings, the type term always has the string value.

: Table 30 — JSON Schema enumerations

The following example shows an enumeration definition in JSON Schema:
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"IndicatorLED": {
"enum": ["Lit", "Blinking", "Off"],
"enumDescriptions": {
"Blinking": "The Indicator LED is blinking.",
"Lit": "The Indicator LED is lit.",
"Off": "The Indicator LED is off."

})

"enumLongDescriptions”: {

"Lit": "This value shall represent the Indicator LED is in a solid on state.”,
"Off": "This value shall represent the Indicator LED is in a solid off state.” C:;

), N

"type": "string” '\

| o

} 00 \Q/O
o)
A%

13.2.5|3 Actions in JSON Schema Q)

Versioped definitions of resources contain a definition called Act'§@ his definition is a container with a set d
ce: The names of standard actions shall be in the

terms that point to the different actions supported by the reso%

form: $\

#<RespurceType>.<ActionName> Q&;\

Example Actions definition: 4\

xO
N~
O

( .
Actions™: { <:)
"additionalProperties":’ false,
"description”: "T ilable actions for this resource.”,
"longDescription. This type shall contain the available actions for this resource.”,
"properties”: C)
"#Compu Stem.Reset": {
! T "#/definitions/Reset”

Y
)\@ : "object

"Blinking": "This value shall represent the Indicator LED is in a blinking state wherejlg(l/LED is being turned on an

.
-

=

Another definition within the same schema file describes the action itself. This definition contains a term called
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parameters to describe the client request body. It also contains property definitions for the target and title

properties shown in response payloads for the resource.

The following example shows a definition of an action:

"Reset": {

"additionalProperties”: false,

"description”: "This action resets the system.",

"longDescription”: "This action shall perform a reset of the ComputerSystem.",

"parameters": {
"ResetType": {
"$ref": "http://redfish.dmtf.org/schemas/v1l/Resource.json#/definitions/Resetype",
"description": "The type of reset to be performed."”,
"longDescription": "This parameter shall define the type of reset to béyperformed."

s
"properties": {
"target": {
"description": "Link to invoke action”,
"format": "uri",
"type": "string"
s
"title": {
"description”: "Friendly action name",
"type": "string"

})
"type": "object”

Some pction parameters may specify a type that is a resource definition. In these cases, the parameter in the request
is a reflerence object to a reseuice within the service.

13.2.5|4 OEM actions.in JSON Schema

OEM-dpecific attions shall be defined by using an action definition in an appropriately named JSON Schema fil¢. For
example, the following definition defines the OEM #ContosoNetworkDevice.Ping action, assuming it's found in the

versioed‘ContosoNetworkDevice JSON Schema file, such as ContosoNetworkDevice.vi_0_6.json .

"Ping": {
"additionalProperties”: false,
"parameters": {},
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"properties": {

"target": {
"description": "Link to invoke action",
"format": "uri",

"type": "string”

}J
"title": {

}
\
13.2.5{5 Action with a response body O
O
A resppnse body for an action shall be defined using the actionResponseérm within the action definition. For

examplle, the following definition defines the Generatecsr action wj

specified by #/definitions/GenerateCSRResponse . <2

B}

1 r\(.l’
"type": "object” %/
N

'GenerateCSR": {

'GenerateCSRResponse": {

\@ "$ref": "http://redfish.dmtf.org/schemas/vl/CertificateCollection.json#/definitions/Certif

FIRTR Y 11 " . ifiente—is—installed. "
e e e e et e e e e e — e e e ee—=—anstal led .,

"description": "Friendly action name",
"type": "string" (1(/1/

0P

response that contains the definition

S
\\(\Q)

"actionResponse": { $
"$ref": "#/definitions/GenerateCS onse"

})

"parameters": {} \,O

O

N
"additionalProperties”:, g;l)se,
"description”: "Thg§g§épbnse body for the GenerateCSR action.”,

"properties": {
O

"CSRString" Q
"dese§é§$1 n": "The string for the certificate signing request.”,

y": true,

r
v ", "str‘ing"

" grtificateCollection": {

icateCollection”,

1 Qe n 15 TR I |
GeSerIpTIo— e —TIin

"readonly": true

})

"required": ["CertificateCollection", "CSRString"],
"type": "object"
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In the previous example, the following payload is an example response for the GenerateCsr action.

{
'CSRString": "----- BEGIN CERTIFICATE REQUEST-----...----- END CERTIFICATE REQUEST----- P
CertificateCollection”: {
"@odata.id": "/redfish/vl/Managers/BMC/NetworkProtocol/HTTPS/Certificates”
}

13.2.6 JSON Schema terms
Table 31 describes the JSON Schema terms that Redfish uses to provide schema‘arnnotations for Redfish JSON
Schemfa:

JSON §chema term Related Redfish schem/a‘ @ation

description o

Description
enumDekcriptions
longDekcription D
. Long degsgription

enumLopgDescriptions

additipnalProperties Additional properties

readonfly Permissions

requirkd Required

requirkdonCreate Required on create

units Units of measure

autoExpand Expanded resource

deletaple

inserthblé Resource capabilities

updatahle

uris Resource URI patterns

owningEntity Owning entity
128
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JSON Schema term Related Redfish schema annotation
deprecated

Deprecated
versionDeprecated

: Table 31 — JSON Schema terms

13.3 OpenAPI

13.3.1 OpenAPI overview

The O

servicq. The following clause describes how Redfish uses OpenAPI to describe resources and resource collectiorfs.

13.3.2 File naming conventions for OpenAPI schema

Each Redfish OpenAPI file represents a single resource type.

Versio

<Reso

For ex

Unvergioned Redfish OpenAPI files shall use the tesource type name to name the file, in this format:

<Reso

For ex

enAPI Specification defines a format for describing JSON payloads and the set of URIs,a‘client can access on a

ned Redfish OpenAPI files shall be named using the resourcedype name for the schema, following the fofmat:
rceType>.v<MajorVersion>_<MinorVersion>_<Errata>.yamk

mple, version 1.3.0 of the Chassis schema is Chassis.v1l_3_0.yaml .

rceType>.yaml

mple, the unversioned definition of the Chassis schema is chassis.yaml .

13.3.B Core OpenAPlschema files
Table 32 describes thescore OpenAPI schema files:
Nt
File i Description
O

odata-p4.yaml Definitions for common OData properties.

openapi.yaml URI paths and their respective payload structures.

Resource.yaml and its subsequent All base definitions for resources, resource collections, and common properties, such as
versions Status .
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: Table 32 — Core OpenAPI schema files

13.3.4 openapi.yaml

The openapi.yaml file is the starting point for clients to understand the construct of the service.

Table 33 describes the terms that the openapi.yaml file contains:

4
Term Description (\Q(l/

components  Global definitions. For Redfish, contains the format of the Redfish error response.

Structure consisting of information about what the openapi.yaml is describing, such as the authonof the file and any c¢ntact

info i X
information.
openapf Version of OpenAPI the document follows.
paths URIs supported by the document, with possible methods, response bodies, and réquest bodies.

: Tabld 33 — openapi.yaml terms

The sefvice shall return the openapi.yaml file, if present in the Redfish service, as a YAML document by using either
the afplication/yaml or application/vnd.oai.openapi MIMEtypes. The service may append ;charset=utf-8 [to the
MIME type. Note that while the application/yaml type is in common use today, the application/vnd.oai.openjapi
type was recently defined and approved specifically to,sGpport OpenAPI. Implementations should use caution when
selectihg the MIME type as this specification may change in the future to reflect adoption of the OpenAPI-defined
MIME type.

The pgths term contains an array of the possible URIs. For each URI, it also lists the possible methods. For each
methog, it lists the possible responsebddies and request bodies.

Example paths entry for a resource:

/reflfish/v1/System8y{ComputerSystemId}:

gpt:

parametegs®

- descpiption: The value of the Id property of the ComputerSystem resource
in: path
wWame: ComputerSystemId

T cqull Ed- Cruc
schema:
type: string
responses:
'200":
content:
application/json:
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schema:

$ref: http://redfish.dmtf.org/schemas/v1l/ComputerSystem.vl_6_0.yaml#/components/schemas/ComputerSystem
description: The response contains a representation of the ComputerSystem
resource
default:
content:
application/json:
schema:
$ref: '#/components/schemas/RedfishError'
description: Error condition

Example paths entry for an action:

/refifish/v1/Systems/{ComputerSystemId}/Actions/ComputerSystem.Reset:
ppst:
parameters:
- description: The value of the Id property of the ComputerSystem peSource
in: path
name: ComputerSystemId
required: true
type: string
requestBody:
content:
application/json:
schema:
$ref: http://redfish.dmtf.org/schemasyl/ComputerSystem.vl_6_0.yaml#/components/schemas/ResetRequestBody
required: true
responses:
'200':
content:
application/json:
schema:
$ref: '#/components/schemas/RedfishError'
description: The réspohse contains the results of the Reset action
'202':
content:
application/Json:
schemay
$ref: http://redfish.dmtf.org/schemas/v1l/Task.vl_4_@.yaml#/components/schemas/Task
description: Accepted; a task has been generated
‘204
description: Success, but no response data

dafoi 1
CreToHTt

content:
application/json:
schema:
$ref: '#/components/schemas/RedfishError'
description: Error condition
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13.3.5 OpenAPI file format

With the exception of openapi.yaml , each OpenAPI file contains a YAML object to describe resources, resource
collections, or other definitions for the data model. Table 34 describes the terms that the YAML object contains:

Term Description

components  Structures, enumerations, and other definitions defined by the schema.

X-
Copyright statement for the organization producing the OpenAPI file.
copyright

For a schema file that describes a resource or resource collection, the matching type identifier forthe resource or resouce

title .
collection.

: Tabld 34 — YAML object terms

13.3.6 OpenAPIl components body

o

This clpuse describes the types of definitions that can be found in the )components term of a Redfish OpenAPI fi

13.3.6}1 Resource definitions in OpenAPI

To satipfy versioning requirements, the OpenAPI representation of each resource has one unversioned schema file,

and a et of versioned schema files.

The urjversioned definition of a resource contains an anyof statement. This statement consists of an array of gref
terms, [which point to the following defipitions:

« The OpenAPI definition for a reférence property.

* The versioned definitions of the resource.

Examp|le unversioned resolrce definition in OpenAPI:

ComputerSystem:

apyof:
-| $c€fs http://redfish.dmtf.org/schemas/vl/odata.v4_0_3.yaml#/components/schemas/idRef
- yrer: p.//redrisn.dmtt.org/schnemas/vl/Computersystem.vl_0_0.yaml#/ components/schemas/computersystem

- $ref: http://redfish.dmtf.org/schemas/v1l/ComputerSystem.vl_0_1.yaml#/components/schemas/ComputerSystem
- $ref: http://redfish.dmtf.org/schemas/v1l/ComputerSystem.vl_6_0.yaml#/components/schemas/ComputerSystem
description: The ComputerSystem schema represents a general purpose machine

or system.
x-longDescription: This resource shall be used to represent resources that represent
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a computing system.

The versioned definition of a resource contains the property definitions for the given version of the resource.

13.3.6.2 Enumerations in OpenAPI

Table 35 describes the terms in OpenAPl enumerations:

(L;’
Term Description N .
enum String array that contains the possible enumeration values.
type Because all enumerations in Redfish are strings, the type term always has thefvalié string .

x-enumpescriptions Object that contains the descriptions for each of the enumerations as nanie-value pairs.

x-enumfongDescriptions  Object that contains the long descriptions for each enumerationsas‘a-name-value pair.

x-enunpeprecated Object that contains the deprecation guidance for each of the'enumerations as name-value pairs.

x-enunpersionDeprecated  Object that contains the deprecation version inform@tion'for each of the enumerations as name-value pdirs.

: Tabld 35 — OpenAPI enumerations

Example enumeration definition in OpenAPI:

IndjcatorLED:
epum:
-l Lit
-|Blinking
-| 'Off’
type: string
xfenumDescriptions:
Blinking: The Indicator LED is blinking.
Lit: The Indicator LED is lit.
'Off': Thedndicator LED is off.
xfenumLongBescriptions:
Blinkiwg® This value shall represent the Indicator LED is in a blinking state
wheré the LED is being turned on and off in repetition.
€./ This value shall represent the Indicator LED is in a solid on state.
OFfT . This value shall represent the Indicator LED 1s 1n a solid off state.

13.3.6.3 Actions in OpenAPI

Versioned definitions of resources contain a definition called Actions . This definition is a container with a set of
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terms that point to the different actions supported by the resource. The names of standard actions shall be in the
form:

#<ResourceType>.<ActionName>

Example Actions definition:

Actjons:

Q

ilditionalProperties: false

Q.

bscription: The available actions for this resource.
pfoperties:
'#ComputerSystem.Reset':
$ref: '#/components/schemas/Reset’
pe: object
longDescription: This type shall contain the available actions for this resource.

X ot

Anothér definition within the same schema file describes the action itself. This-definition contains property defifitions
for thg target and title properties shown in response payloads for thegesotrce.

The following example shows a definition of an action:

Resgt:
iditionalProperties: false

Q W

pscription: This action resets the system.
pfoperties:
target:
description: Link to invoke action
format: uri
type: string
title:
description: Friendly actioh name
type: string
type: object
longDescription: #his/action shall reset the ComputerSystem.

X

The pgrameters fohythe action are shown in another definition with RequestBody appended to the name of the pction.
This g¢ts mapped from the openapi.yaml file for expressing the post method for the URI of the action.

The fo lowing example shows a definition of parameters of an action:

ResetRequestBody:
additionalProperties: false
description: This action resets the system.
properties:
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ResetType:
$ref: http://redfish.dmtf.org/schemas/v1l/Resource.yaml#/components/schemas/ResetType
description: The reset type.
x-longDescription: This parameter shall define the type of reset to perform.

type: object
x-longDescription: This action shall reset the ComputerSystem.

13.3.6

OEM-{
exampl

versio

Ping:

+

Pi

>

+ T O

13.3.

Table 3

NG
OpenAPI term $ Related Redfish schema annotation
P &

descri

X-enum

4 OEM actions in OpenAPI

pecific actions shall be defined by using an action definition in an appropriately named OpenAPl.file. Fo
le, the following definition defines the OEM #ContosoNetworkDevice.Ping action, assumingdyit's found in 4
ed ContosoNetworkDevice OpenAPI file with a name, such as ContosoNetworkDevice,viNg_@.yaml .

b
iditionalProperties: false
Foperties:
target:
description: Link to invoke action
format: uri
type: string
title:
description: Friendly action name
type: string
pe: object
bRequestBody:
iditionalProperties: false
Foperties: {}
pe: object

7 OpenAPI terms used-by Redfish

6 describes the OpenAPI terms that Redfish uses to provide schema annotations for Redfish OpenAPI fild

ption o
) Description
Pescriptilons

he

\

x-lon

X-enum

additi

readOn

Bescription —
Long description
LongDescriptions

onalProperties Additional properties

ly Permissions
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OpenAPI term

required

X-requiredOnCreate

Related Redfish schema annotation

Required

Required on create

x-units Units of measure
X-autofxpene Expancecresott
x-ownihgEntity Owning entity
deprecpted

x-deprecatedReason Deprecated
x-versfionDeprecated

: Tabld 36 — OpenAPI terms used by Redfish

13.

Schema modification rules

Schemfa referenced from the implementation may vary from the canofital definitions of those schema defined py the

Redfish schema or other entities, provided they adhere to the following rules. Clients should take this into
consideration when attempting operations on the resources defined by schema.

* Mpdified schema may constrain a read/write propertyto be read only.

» Modified schema may constrain a property by addirig length annotations to properties that do not have tHose

a

notations.

»  Mpdified schema may constrain a property by adding a pattern annotation to properties that do not have that

a

notation.

» Modified schema may constrain.the-¢apabilities of a resource or resource collection to remove support for[HTTP

(e}

erations.

dified schefpa-may remove actions.

dified schema may change description annotations.

Modified schema may'change the update capabilities to indicate a client can perform a PATCH or PUT
request on the resource to support writable OEM properties.

dified schema mayremove properties that are not required.

dified schema may remove action parameters that are not required.

dified schema may change any external references to point to Redfish schema that adheres to the

modification rules.

* Modified schema may change the owning entity annotation to specify who made the modifications.

* Modified schema may remove URIs from the resource URI patterns annotation.

» Modified schema may add URIs to the resource URI patterns annotation to define OEM URIs for standard
resources and shall follow the OEM URI rules specified by the OEM URIs clause.
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« Other modifications to the schema shall not be allowed.
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1 Eventing overview

huse describes how to use the REST-based mechanism to subscribe to and receive event messages.
e: For security implications of eventing, see the Security details clause.

dfish service requires a client or administrator to create subscriptions to receive gvents.

te a subscription, use one of these methods:

rectly HTTP PosT to the subscription collection.

Hirectly open a server-sent events (SSE) connection for the event service.

R POST to subscription collection

te the event service, the client traverses the Redfishéervice interface. The event service is located in the
k5 described in the ServiceRoot schema.

he client discovers the service, they perform an HTTP PosT on the resource collection URI for Subscript
bvent service to subscribe to events. Far'the subscription body syntax, see the Redfish EventDestination
h. This request includes:

e URI where an event-receiver client expects events to be sent. When an event is triggered within the Re
rvice, the service sends.an event to that URI.

e type of events t@ send.

ubscriptionfequest succeeds, the service shall return:

o ANHTTP 201 created status code.

< TH

ervice

fons

dfish

e\lecation header that contains a URI of the newly created subscription resource.

If the subscription request succeeds, the service should return:

« A

response body containing a representation of the subscription resource that conforms to the

EventDestination schema.
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After a subscription is registered with the service, clients begin receiving events. Clients do not receive events

retroactively. The service does not retain historical events.

Services shall:

« Support push style eventing for all resources that can send events.

« Respond to a request to create a subscription with an error if the body of the request is conflicting. For instance,

if
* Rd
R

a
¢ Rg

Servicg

* Pl
af]
e S
sh
th

Servicg

« Tdg
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« T4

To uns
DELET

Subse
status

Some

Event

14.1.

parameters In the request are not supported, the service shall return the HI TP 400 Bad Request Status C

spond to a request to create a subscription with an error if the body of the request contains both

e considered mutually exclusive.

tain subscriptions as persistent across service restarts.

s shall not:

sh events by using HTTP PosT unless an event subscription has been created. To terminate the event st
any time, either the client or the service can delete the subscription.

nd a push event payload larger than 1 Mebibyte (MiB). If more than*1_MiB of data is to be sent, the servi
all divide the payload on the nearest Event entry such that thetotal payload transmitted to the client is
n 1 MiB. This restriction shall not apply to metric reports.

s may:

rminate a subscription by sending a subscriptienTérminated message from the Base Message Registry 4
t event.

rminate a subscription if the number of delivery errors exceeds preconfigured thresholds.

Lbscribe from the events associatéd-with this subscription, the client or administrator shall perform an H]
request to the subscription/s resource URI.

luent requests to subseription resources that have been terminated respond with the HTTP 404 Not Fou
code.
Fonfigurablespraperties define the behavior for all event subscriptions. For details, see the Redfish

ervice s¢hema.

bde.

bgistryPrefixes and MessageIds , and shall return the HTTP 400 Bad Request status code. Thege| propeifties

re
less

s the

[ TP

B\Open an SSE connection

A service may support the ServerSentEventUri property in the EventService resource. If a client performs a GET

request on the URI that the ServerSentEventuri contains, an SSE connection opens for the client. For details about

this method, see the server-sent events Event service clause.
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14.1.4 EventType-based eventing

DEPRECATED: EventType -based eventing is deprecated in the Redfish schema in favor of using

RegistryPrefix and ResourceType .

DEPRECATED

Table 37 describes the types of events that Redfish generates:

\\

Event Occurs when Description
2 QO

" Not every modification of a resource results in an eventy This behavior is similar tojwhen
Resources are created, modified, . . K

ETags are changed and implementations might not/send an event for every resourfe
or destroyed.

change.
Life cydle
Y Usually indicates that the resource . . . .
. . . For example, if an event is sent for evely Ethernet packet that is received or each time
and, optionally, its properties have . .
changed that a sensor changes one degree, more events than fit in a scalable interface are
ged. generated.
Usually adopts a message régistry approach similar to extended error handling in that a
o MessageId is included,
An event of some significance
happens. . . . .
Alert An example of ‘afi“alert event is, a chassis is opened, a button is pushed, a cable is

. | d, threshold ded.
Depending on the resource, may unpluggec, @ threshold exceede

be generated directly or indirectly. .
These.gvents usually do not correspond well to life cycle-type events. Therefore, alerts

ha(é)their own category.

“Generated as specified by the MetricReportDefinition resources found subordingte to

. the telemetry service. Can occur periodically, on demand, or when changes are defected
The telemetry service generates or

Metric feport .
updates a metric repofi

in the metric properties.

For details, see the Redfish MetricReportDefinition schema.

: Tabld 37 — EventType-based eventing

END QEPRECATED

14.1.5 Subscribing to events

Table 38 describes the properties that a subscriber provides to subscribe to events and filter received messages:
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Property Description
An array of standard or OEM message registries.

An event is sent to the subscriber if one of the message registries that RegistryPrefixes lists defines the event

message.
RegistryPrefixes

To receive messages from all registries, pass an empty array. The contents of the array does not include the registry

Version.

For example, if the registry is Base.1.5.0 , the property value is Base .

An array of standard or OEM resource types.

An event is sent to the subscriber if the originofCondition resource type matches one of the, ResourceTypes vallies.
ResourkeTypes . . . q

The contents of the array does not include the schema version. For example, if the r€squice type is Task.vi_2_0.fask ,

the property value is Task .

To receive messages from any resource, pass an empty array.

An array of URIs to resources.

An event is sent to the subscriber if the originofCondition_froperty matches one of the URIs listed in

OriginResources .
OriginResources

To receive messages from any resource, pass an empty array.
To include subordinate resources regardless, of‘depth, set the SubordinateResources property to true .
The format that can be sent by using the EventFormatTypes property in the event service.

EventFprmatType  Represents the format of the payload sent to the event destination.

If the subscriber omits(this\alue, the payload corresponds to the Event schema.

: Tabld 38 — Subscription properties

14.1.6 Event formats

Table 39 describes the event formats:

Event 1& Deseription

Used when the telemetry service generates a new or updates an existing metric report. Metric report

Metric report message objects message objects sent to the specified client endpoint shall contain the properties, as described in the
Redfish MetricReport schema.
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Event format Description

Used for all other types of events. Event message objects PosT ed to the specified client endpoint shall
contain the properties as described in the Redfish Event schema. Supports a message registry. In a
message registry approach, a message registry lists the MessageIds in a well-known format. These
MessageIds are terse in nature and thus they are much smaller than actual messages, making them suitable
for embedded environments.

The registry also contains a message. The message itself can have arguments and default values for spverity

. and recommended actions. The MessageId property follows the format defined in the Messagefd) fefjmat
Event message objects I
clause

Event messages may also have an EventGroupId property, which lets clients know that different mesdages

may be from the same event. For instance, if a LAN cable is disconnected, they maynget a specific megsage
from one registry about the LAN cable being disconnected, another message(from a general registry pbout

the resource changing, perhaps a message about resource state change, arid'maybe more. For the clipnt to
determine whether these have the same root cause, these messages hale the same value for the
EventGroupId property.

: Tabld 39 — Event formats

14.1.7 OEM extensions

OEMs kan extend both messages and message registries. Any individual message, per the MessageRegistry scljema
definitjon, define OEM sections. Thus, if OEMs wish to proyide additional information or properties, use the OEIM
section.

OEMs ghall not supply additional message argunients beyond those in a standard message registry. OEMs may

substifute their own message registry for thesstandard registry to provide the OEM section within the registry but
shall npt change the standard values, sueh_as' messages, in such registries.

14.2 Asynchronous operations

Servicgs that support asynchronous operations implement the TaskService and Task resources.

The task service describes the service that handles task. It contains a resource collection of zero or more Task
resourfes. The~Fask resource describes a long-running operation that is spawned when a request takes longer|than
a few 4econds) such as when a service is instantiated.

The Task schema defines task structure, including the start time, end time, task state, task status, and zero or more
task-associated messages.

Each task has a number of possible states. The Task schema defines the exact states and their semantics.

When a client issues a request for a long-running operation, the service returns the HTTP 202 Accepted status code
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Location header that contains the URI of the task monitor and, optionally, the Retry-After header that

defines the amount of time that the client should wait before querying the status of the operation.

The task monitor is an opaque service-generated URI that the client who initiates the request can use. To query the
status of an operation and determine when the operation has been completed and whether it succeeded, the client
performs a GET request on the task monitor. The client should not include the application/http MIME type in the

Accept header.

The 2
task.

As lon
the cli

If a ser
operat
the as

To can
resour|
either

In the
code,
status
Task

After t
Task

After t

If the i

b2 Accepted response body should contain an instance of the Task resource that describes the state)of

 as the operation is in process, the service shall continue to return the HTTP 202 Accepted¥ Status code
bnt queries the task monitor URI.

ice supports cancellation of a task, the Allow header shall contain DELETE fori{the task monitor. To can
on, the client may perform a DELETE request on the task monitor URI. The sefvice determines when to g
ociated Task resource.

Cel the operation, the client may also perform a DELETE request to(the Task resource. Deleting the Tas
Fe may invalidate the associated task monitor. A subsequent /GeT. request on the task monitor URI return
the HTTP 410 Gone or 404 Not Found status code.

Linlikely event that a DELETE of the task monitor or Task resource returns the HTTP 202 Accepted statu
n additional task shall not be started and instead(the client may monitor the existing Task resource for
pf the cancellation request. When the task finally completes cancellation, operations to the task monitor
esources shall return the HTTP 404 Not Rddrd status code.

he operation has been completedithe service shall update the Taskstate with the appropriate value. Th
chema defines the task completed values.

he operation has been completed, the task monitor shall return:

e appropriate HTTP $tatus code, such as but not limited to 200 ok for most operations or 201 Created
DST to create-aresource.

e headers ahd response body of the initial operation, as if it had completed synchronously.

hitid) operation fails, the response body shall contain an error response.

hen

rel the
elete

%]

the
and

D

for

If the operation has been completed and the service has already deleted the task, the service may return the HTTP
410 Gone Or 404 Not Found status code. This situation can occur if the client waits too long to read the task monitor.

To continue to get status information, the client can use the resource identifier from the 202 Accepted response to

directly query the Task resource.
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» Services that support asynchronous operations shall implement the Task resource.
» The response to an asynchronous operation shall return the HTTP 202 Accepted status code and set the
Location response header to the URI of a task monitor associated with the task. The response may also include
the Retry-After header that defines the amount of time that the client should wait before polling for status.

The response body should contain a representation of the Task resource.

e GET requests to either the task monitor or Task resource shall return the current status of the operation

withott-steeking-

e HJTP GeT, puT,and PATCH operations should always be synchronous.
« Cljents shall be prepared to handle both synchronous and asynchronous responses for HTTP GeT { |PuT , PATCH,
PPST , and DELETE requests.
« Sarvices shall persist pending tasks produced by client requests containing @Redfish.OpepationApplyTime @Cross
sqrvice restarts, until the task begins execution.

+ Tasks that are pending execution should include the @Redfish.OperationApplyTimg property to indicate when the

—

akk will start. If the @Redfish.OperationApplyTime Vvalue is AtMaintenanceWindowStart or
IpMaintenanceWindowOnReset , the task should also include the @Redfish.Mafntenancewindow property.

14.3 Resource tree stability

The refource tree, which is defined as the set of URIs and array-elements within the implementation, should be
consistent on a single service across device resets or power eyeles, and should withstand a reasonable amount pf
configpiration change, such as adding an adapter to a ser/€r.

The refource tree on one service might not be consistent across instances of devices. The client should traverse|the
data njodel and discover resources to interact with them.

Some [esources might remain very stabléfrom system to system, such as manager network settings. However, the
architdcture does not guarantee this-stability.

» Afresource tree should remain stable across service restarts and minor device configuration changes. Thus,|the
sgt of URIs and array,element indexes should remain constant.

« Alclient shall not éxpect the resource tree to be consistent between instances of services.

14.4 Discovery

14.4.1 Discovery overview

Automatic discovery of managed devices supporting Redfish may be accomplished by using the Simple Service
Discovery Protocol (SSDP). This protocol enables network-efficient discovery without resorting to ping-sweeps, router
table searches, or restrictive DNS naming schemes. Use of SSDP is optional, and if implemented, shall enable the user
to disable the protocol through the ManagerNetworkProtocol resource.
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The objective of discovery is for client software to locate managed devices that conform to the Redfish Specification.
Therefore, the primary SSDP functionality is incorporated in the M-SEARCH query. Redfish also follows the SSDP
extensions and naming that UPnP uses, where applicable, so that systems that conform to the Redfish Specification

can also implement UPnP without conflict.

14.4.2 UPnP compatibility

For compatibility with general-purpose SSDP client software, primarily UPnP, the service should use UDP port)1
for all BSDP traffic. In addition, the Time-to-Live (TTL) hop count setting for SSDP multicast messages sheuld.dd

to 2.

14.4.83 USN format

The U

D00

fault

ID in the USN field of the service shall equal the UUID property in the service root, If multiple or redundant

manaders exist, the UUID of the service shall remain static regardless of redundancy‘fajlover. The unique ID sha]l be in
the caponical UUID format, followed by ::dmtf-org .
14.44 M-SEARCH response
The Rgdfish service Search Target (ST) is defined as:
urngdmtf-org:service:redfish-rest:1

The mpnaged device shall respond to M-SEARCH qUeries for Search Target (ST) of the Redfish service, as well af
ssdp:3ll1 . For UPnP compatibility, the managed device should respond to M-SEARCH queries for Search Targef (ST)
of upnp:rootdevice .

The URN provided in the sT headerin the reply shall use the redfish-rest: service name followed by the major
version of the Redfish Specification. If the minor version of the Redfish Specification to which the service conforns is a
non-zgro value, that minor version shall be appended with and preceded by a colon ( : ).

For exgmple, a servige\that conforms to a Redfish Specification v1.4 would reply with a redfish-rest:1:4 servicg.
The mpnaged device shall provide clients with the AL header that points to the Redfish service root URL.

For UPnP rr\mlnnfihilify‘ the mnnngpd device should Prn\/ir‘lp clients with the 1 ocation header that Ihr\in‘l‘c to the
UPnP XML descriptor.

The response to an M-SEARCH multicast or unicast query shall use the following format:
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HTTP/1.1 200 OK

CACHE-CONTROL :max-age=<seconds, at least 1800>
ST:urn:dmtf-org:service:redfish-rest:1

USN:uuid:<UUID of the service>::urn:dmtf-org:service:redfish-rest:1
AL:<URL of Redfish service root>

EXT:

A service may provide additional headers for UPnP compatibility. Fields in brackets are placeholders for devjce;
specifif values.

14.4.5 Notify, alive, and shutdown messages

Redfish devices may implement the additional UPnP-defined SSDP messages to announcéitheir availability to
softwae. If implemented, services shall allow the end user to disable the traffic separately from the M-SEARCH
respor|se functionality. This capability enables users to use the discovery functionalitywith minimal amounts of
generdted network traffic.

14.5 Server-sent events

14.5/1 General

Serverfsent events (SSE), defined by the Web Hypertext'Application Technology Working Group (WHATWG), engbles
a clienf to open a connection with a web service. The:web service can continuously push data to the client, as npeded.

Succegsful resource responses for SSE shall:

« Return the HTTP 200 ok status cede:

e Have a Content-Type header set/as text/event-stream Or text/event-stream;charset=utf-8 .
Unsucgessful resource responses for SSE shall:

+ Rgturn an HTTP <408 "or greater status code.
* Have a Content-Type header set as application/json Or application/json;charset=utf-8 .

» Co¢ntaip-aJJSON object in the response body, as described in Error responses, which details the error or errgrs.

A service may r\rr:\cinnnll\j/ send a comment within a stream to l(anrr_\ the connection alive Services shall separat

events with blank lines. Blank lines should be sent as part of the end of an event, otherwise dispatch may be delayed
in conforming consumers.

The following clauses describe how Redfish uses SSE in different Redfish data model contexts. For details about SSE,
see the HTML5 Specification.
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14.5.2 Event service

A service's implementation of the EventService resource may contain the ServerSentEventuri property. If a client

performs a GET request on the URI specified by the serversentEventuri property, the service shall keep the

connection open and conform to the HTML5 Specification until the client closes the socket. Service-generated events
shall be sent to the client by using the open connection.

When
Subsc

Event

The se|
shall ¢

The se|
id fig

client 1

The se|

formaf

To red

b client opens an SSE stream for the event service, the service shall create an EventDestination resQurce
iptions collection for the event service to represent the connection. The context property in the
estination resource shall be a service-generated opaque string.

fvice shall delete the corresponding EventDestination resource when the connectiofi’is ¢losed. The serv
ose the connection if the corresponding EventDestination resource is deleted.

fvice shall use the id field in the SSE stream to uniquely identify a payloadiin‘the SSE stream. The value
Id is determined by the service. A service should accept the Last-Event-Ip header from the client to allg
o restart the event stream in case the connection is interrupted.

S:

etric report SSE stream. Services shall use this formatwhen the telemetry service generates or updates a
port.

ent message SSE stream. Services shall use this format for all other types of events.

ice the amount of data returned to thé ¢lient, the service should support the $filter query parameter i

fvice shall use the data field in the SSE stream based on thefpayload format. The SSE streams have thesg

in the

of the
W a

metric

h the

URI fof the SSE stream.
Note: The $filter syntax shall foflow the format in the $filter query parameter clause.
The sefvice should supportthése properties as filter criteria:
* EpentFormatType
The seryjee-sends events of the matching EventFormatType .
Example:

https://sseuri?$filter=EventFormatType eq 'Event’

Valid values are the EventFormatType enumerated string values that the Redfish EventService schema defines.
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V4lid values are the EventType enumerated string values that the Redfish Event schema defines:

The service sends events with the matching Messageld .

Eample:

The service sends metric reports generated from the. MetricReportDefinition .

Example:

The service sends events for the resource.

Eample:

EventType

The service sends events of the matching EventType .

Example:

https://sseuri?$filter=EventType eq 'StatusChange'

Mpssageld

https://sseuri?$filter=Messageld eq 'Contoso.l1.0.TempAssert’

MptricReportDefinition

https://sseuri?$filter=MetricReportDefinition eq '/redfish/v1l/TelemetryService/MetricReportDefinif

OfiginResource

https://sseuri?$filter=0OriginResource eq '/redfish/vl/Chassis/1/Thermal’

ions/PowerMetrics’

RegistryPrefix

The service sends events with messages that are part of the RegistryPrefix .
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Example:

https://sseuri?$filter=(RegistryPrefix eq 'Resource') or (RegistryPrefix eq 'Task')

* ResourceType

W
ar

14.5.2

The se]

The fo
field t

id:

dath:

dat
dat
dat

e service sends events for resources that match the ResourceType .

ample:

https://sseuri?$filter=(ResourceType eq 'Power') or (ResourceType eq 'Thermal(")

LbordinateResources

hen subordinateResources is true and oOriginResource is specified, the service sends events for the re
d its subordinate resources.

ample:

https://sseuri?$filter=(0OriginResource eq '/c€dfish/v1/Systems/1') and (SubordinateResources eq t

1 Event message SSE stream

Fvice shall use the data field in'the SSE stream to include the JSON representation of the Event object.

lowing example payloadishows a stream that contains a single event with the id field setto 1,and a
at contains a single (Event object.

b “@odata.type": "#Event.vl_6_0.Event",
b nddn: 1,
b "Name": "Event Array",

ource

Hata

data: "Context": "ABCDEFGH",

data: "Events": [

data: {

data: "MemberId": "1",
data: "EventType": "Alert",
data: "EventId": "1",
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data: "Severity": "Warning",

data: "MessageSeverity": "Warning",

data: "EventTimestamp": "2017-11-23T17:17:42-0600",
data: "Message": "The LAN has been disconnected”,
data: "MessageId": "Alert.1.0.LanDisconnect”,

data: "MessageArgs": [

data: "EthernetInterface 1",

data: "/redfish/v1/Systems/1"

dath: 1,

dath: "OriginOfCondition": {

dath: "@odata.id": "/redfish/v1/Systems/1/EthernetInterfaces/1"
dath: },

dath: "Context": "ABCDEFGH"

dath: }

dath: 1

dathp:}

14.5.2|2 Metric report SSE stream

The sefvice shall use the data field in the SSE stream to include the JSON bepresentation of the MetricReport
object

The following example payload shows a stream that contains a‘etric report with the id field set to 127, and|the
data field containing the metric report object.

id:|127
dath:{
dath: "@odata.id": "/redfish/v1/TelemetryService/MetricReports/AvgPlatformPowerUsage",
dath: "@odata.type": "#MetricRepert.vl_3_0.MetricReport”,
dath: "Id": "AvgPlatformPowerUsage",
dath: "Name": "Average Platform' Power Usage metric report”,
dath: "MetricReportDefinition": {
dath: "@odata.id" Y redfish/vl/TelemetryService/MetricReportDefinitions/AvgPlatformPowerUsage"]
dath: %o
dath: "MetricValues": [
dath: {
dath: “"MetricId": "AverageConsumedWatts",
dath: "MetricValue": "100",
dath: "Timestamp": "2016-11-08T12:25:00-05:00",
dath: "MetricProperty": "/redfish/v1l/Chassis/Tray_1/Power#/0/PowerConsumediWatts"”
dath: 3,
data: {
data: "MetricId": "AverageConsumedWatts",
data: "MetricvValue": "94",
data: "Timestamp": "2016-11-08T13:25:00-05:00",
data: "MetricProperty": "/redfish/v1l/Chassis/Tray_1/Power#/0/PowerConsumediWatts"”
data: ¥,
150
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data: {

data: "MetricId": "AverageConsumedWatts",

data: "MetricvValue": "100",

data: "Timestamp": "2016-11-08T14:25:00-05:00",

data: "MetricProperty"”: "/redfish/vl/Chassis/Tray_1/Power#/0/PowerConsumediWatts™

data: }

data: 1

data:}
14.6 Update service
14.6.[1 Overview
This clpuse covers the mechanism for software updates by using the update service:
14.6.2 Software update types
Clientq can use these methods to update software through the updatégervice:

« Simple updates: The service pulls the update from a clientsindicated network location.
*  Mltipart HTTP push updates: The client uses HTTP or HRTPS with a multipart-formatted request body to g
sdftware image to the service.

14.6.2{1 Simple updates
A service can support the simpleupdate .action within the UpdateService resource. A client can perform a Pos
requedt on the action target URI to initiaté a pull-based update, as defined by the UpdateService schema. Aftef
succeskful PosT , the service should\eturn the HTTP 202 Accepted status code with the Location header set ]
URI offa task monitor. Clients cab\use this task to monitor the progress and results of the update, which include
progrgss of image transfer to the service.
14.6.2|2 Multipart HFTP push updates
A service mayssupport the MultipartHttpPushUri property within the Updateservice resource. A client can per
an HTTP 8p HTTPS PosT request on the URI specified by this property to initiate a push-based update.

ush a

a
b the
5 the

form

» Access to this URI shall require the same privilege as access to the update service.

e Aclient posT to this URI shall contain the content-Type HTTP header with the value multipart/form-data , with

the body formatted as defined by this specification. For more information about multipart/form-data HTTP
requests, see RFC7578.

e The client PosT request shall contain the binary image as one of the parts in a multipart/form-data request
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body, as defined by Table 40. In addition, the request shall include parameters for the update in a JSON
formatted part in the same multipart/form-data request body, as defined by Table 40. If the request has no
parameters, an empty JSON object shall be used.

+ Aservice may require the Content-Length HTTP header for PosT requests to this URI. In this case, if a client
does not include the required Content-Length header in the POST request, the service shall return the HTTP 411
Length Required status code.

[ger

[

n the maximum image size that the service supports, as advertised in MaxImageSizeBytes propertysin th

UpdateService resource.

er a successful PosT to this URI, the service shall return the HTTP 202 Accepted status code with a Locption
hgader set to the URI of a task monitor. Clients can use this task to monitor the progress and results of the
update.

Table 40 describes the requirements of a multipart/form-data request body for an HTIP push software updatg:

Required Descripti
body dart headers parameters B

( )\
Reque t HTTP Header value and ( b
IES:\\

Undat JSON-formatted paftfor passing the update parameters. The value offthe
pdatsg

Content- form-data; name field shallkbe 'UpdateParameters” . The format of the JSON shal
paramgters Yes . S
ISON dart Disposition name="UpdateParameters"” follow the definition of the updateparameters object in the UpdateSefvice
da
schema,
application/
Content- 4 g
json;charset=utf-8 or  Yes _Media type format and character set of this request part.
Type \
application/json
) form-data; \ Binary file to use for this software update. The value of the name field shall
Updatq file Content- . )
. name="UpdateFile"; Yes be "updateFile" . The value of the filename field should reflect the hame
binary part Disposition 1 .
filename=string of the file as loaded by the client.
Content- applicatign/octet- X X
Yes Media type format of the binary update file.
Type stream
OEM . ) .
" Content- form-data; N Optional OEM part. The value of the name field shall start with "oem |
specifid \ o . .
prt Dispositié) ‘wame="0emxXXx" Content-Type is optional, and depends on the OEM part type.
parts )

: Tabl1 40— Multipart HTTP push updates

This example shows a multipart/form-data request to push an update image:

POST /redfish/v1/UpdateService/upload HTTP/1.1
Host: <host-path>
Content-Type: multipart/form-data; boundary=-------------------~--~-~-—-~--- d74496d66958873e
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Content-Length: <computed-length>
Connection: keep-alive
X-Auth-Token: <session-auth-token>

————————————————————————————— d74496d66958873e
Content-Disposition: form-data; name="UpdateParameters

Content-Type: application/json

{
'Targets": ["/redfish/v1/Managers/1"],
'@Redfish.OperationApplyTime": "OnReset",
‘Oem": {}

¥

R e d74496d66958873e
Content-Disposition: form-data; name="UpdateFile"; filename="flash.bin"
Content-Type: application/octet-stream

<software image binary>
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15 Security details

15.1 Transport Layer Security (TLS) protocol

15.1.[1 Transport Layer Security (TLS) protocol overview

Implementations shall support the Transport Layer Security (TLS) protocol v1.2 with RFC7525 recomméndations|or
later. Inplementations may remove support for older versions for TLS in favor of newer versions.

DERRECATED: Previous versions of this specification allowed for TLS v1.1.
Implermentations should support:

« The Storage Networking Industry Association (SNIA) TLS Specification fol’Stbrage Systems.

» The latest version of the TLS v1.x specification.

15.1.R Cipher suites

Implerpentations shall only support cipher suites listed as "Récemmended" in the TLS Cipher Suites table defirled by
the IAINA TLS Parameters registry.

Cipherfsuites that are listed as mandatory in various,RFCs, but are not "Recommended" in the TLS Cipher Suitds
table defined by the IANA TLS Parameters registy, shall not be supported.

Implerpentations should consider the support of pre-shared key ciphers suites listed as "Recommended"” in the|TLS

Cipher Suites table defined by the fANA TLS Parameters registry, which enable authentication and identificatiof
withoyt trusted certificates.

DEPRECATED

Implerentations should support AES-256-based ciphers from the TLS suites.

Redfish implementations should consider the support of ciph

authentication and identification without trusted certificates:

TLS_PSK_WITH_AES_256_GCM_SHA384
TLS_DHE_PSK_WITH_AES_256_GCM_SHA384
TLS_RSA_PSK_WITH_AES_256_GCM_SHA384
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