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ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
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Introduction

This document defines the architecture, operations, data elements and basic requirements for Identity
Attributes Verification Services (IAVSs), thereby providing a framework for the implementation of
generic identity services within a service-oriented environment. An identity in the context of IAVS
comprises a subject, biographic data and biometric data. Other parts of the ISO/IEC 30108 series are
intended to define specific IAVS implementations (or bindings) within specific environments, for
example, Simple Object Access Protocol (SOAP) web services.

IAVS services are generic in nature, being modality-neutral and not targeted at any particular business

application.

These services include those related to the management, transformation and bio

etric

comparison
service prov
requester o

In TAVS two
more atomid
flexibility on

In TAVS twg
systems ma
based syster

This documg
state transfe

identity data. Services are invoked by an IAVS requester and implemented by @n
ider (responder). IAVS does not prescribe the architecture or business logic ofeithg
service provider.

categories of identity services are defined: primitive and aggregate. Primitive service
and well-defined, whereas the aggregate services tend to be higher levelrand enable
the part of the IAVS service provider.

identity models are also defined: person-centric and encounter-based. Person-c{
ntain a single up-to-date record (set of data) for a given person, whereas an encoy
h retains data related to each interaction the person has with‘the system.

nt represents a version of [AVS defined in ISO/IEC 30108-1, but using a representaf
r (RESTful) approach.

[AVS
r the

LS are
more

bntric
nter-

ional

Vi
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Biometrics — Identity attributes verification services —

Part 2:
RESTful specification

1 Scope

The ISO/IEC 30108 series defines biometric services used for identity assurance that-are

nvoked over

a seryices-based framework. It provides a generic set of biometric and identity-related fyinctions and

assodiated data definitions to allow remote access to biometric services.

Althdugh focused on biometrics, the ISO/IEC 30108 series includes support.for other rel
assurlance mechanisms such as biographic and document capabilities. Identity attributeq
servifes (IAVSs) are intended to be compatible with and used in cenjunction with oth
standards as described in ISO/IEC 30108-1.

This locument implements the specification provided in ISO/IEC-30108-1 using represent
trangfer (REST).

Specification of biometric functionality is limited to remote (backend) services. Service
client-side application and biometric capture devices arehot within the scope of this docuy

hited identity
verification
er biometric

ational state

s between a
nent.

Integjration of biometric services as part of an authentication service or protocol is not within the scope

of this document.

2 ormative references

The following documents are refexfed to in the text in such a way that some or all of t
consfitutes requirements of thisdocument. For dated references, only the edition cited
undated references, the latest.edition of the referenced document (including any amendmg

ISO/IEC 2382-37, Information technology — Vocabulary — Part 37: Biometrics

[SO/IEC 19785-1, Infermation technology — Common Biometric Exchange Formats Framew(
Data element specification

ISO/IEC 30108-1:2015Y, Information technology — Biometric Identity Assurance Services —
serviges

heir content
applies. For
nts) applies.

rk — Part 1:

Part 1: BIAS

3

For the purposes of this document, the terms and definitions given in ISO/IEC 30108-1 and

ISO/IEC 2382-37 apply.

ISO and [EC maintain terminology databases for use in standardization at the following addresses:

— ISO Online browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: available at https://www.electropedia.org/

1) Under revision.

© ISO/IEC 2023 - All rights reserved
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4 Symbols and abbreviated terms

For the purposes of this document, the symbols and abbreviated terms given in ISO/IEC 30108-1 and
the following apply.

BIR biometric information record

BRA [SO Biometric Registration Authority

CBEFF Common Biometric Exchange Formats Framework (defined in ISO/IEC 19785 series)
EFTS eleetronicfingerprinttransmission-speecification

ID identity / identification / identifier

[AVS identity attributes verification services

JSON JavaScript Object Notation

REST representational state transfer

SOAP Simple Object Access Protocol

UuID universally unique identifier

YAML Yet Another Markup Languagel3!

5 Conforymance

ISO/IEC 30108-1:2015, Annex A specifies the confermance requirements for systems/compopents

claiming conformance to this document.

6

This clause provides an overview of representational state transfer (REST), in the scope of IAVS.

System context

The specificgtion included in this document has been written in OpenAPI™,2) using YAML™ (Yet Anpther
Markup Laniguage)3) as the specification language. OpenAPI is an extended way to specify RESTful
services, allpwing a variety-of tools to develop client and server applications, as well as using data in

any

XML (eXtengible Markup'Language).

of the dpta formats typically used in RESTful services, e.g. JSON (JavaScript Object Notatign) or

inan

ECMA Standard ECMA-404 (2017 2nd Edition) The JSON Data Interchange Format ISO\IEC 21778
Hyper Text Transfer Protocol (HTTP/1.1) RFC 7230 [https://httpwg.org/specs/rfc7230.html]

Hypertext Transfer Protocol (HTTP/1.1): Semantics and Content RFC 7231

JSON Schema: A Media Type for Describing JSON Documents [http://json-schema.org/draft/2019
-09/json-schema-core.html]

2)

This trademark is provided for reasons of public interest or public safety. This information is given for the

convenience of users of this document and does not constitute an endorsement by ISO or IEC.

3)

This trademark is provided for reasons of public interest or public safety. This information is given for the

convenience of users of this document and does not constitute an endorsement by I1SO or IEC.

2

© ISO/IEC 2023 - All rights reserved
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— YAML Ain’t Markup Language (YAML™) Version 1.2: 3rd Edition, Patched at 2009-10-01 [https://
yaml.org/spec/1.2/spec.html]

All subclauses within Clause 7 entitled "REST method" (numbered 7.x.x.2) indicate the HTTP method
used, among the various possibilities: GET, POST, DELETE, PUT and PATCH.

Within this document, when a YAML specification is given (e.g. all subclauses numbered 7.x.x.5), it shall
be placed within an OpenAPI file, in the section indicated, taking into account the template provided in

x A.

Anne

7 1

dentity assurance services

7.1

This
lowet
highd

a sequence would be a negative search where a 1:N identification which-results in no m

found
Implg

mixtiire of both primitive and aggregate types.

Aggr

Each
are id
attrik
or an

parameter is required, optional or conditional df the parameter is conditional, the service

must

7.2

7.2.1
[AVS

7.2.2

7.2.2

The 4
an of

General

clause defines two categories of 1AVS services: primitive and aggregate. Primitive
-level operations that are used to request a specific capability. Aggregate services
r-level, performing a sequence of primitive operations in a single request. (An exa

is immediately followed by the addition of the biometric sample into that search

menters are not restricted to one or the other but they may provide (and requester

boate services do not have to utilize primitive services.

service is identified by an <interface> tag and mustinclude a name attribute. Servicg
entified by a <parameter> tag and must include@ name, type and direction attribute.
ute specifies whether the parameter is anxinput parameter (in), an output par
input/output parameter (inout). Parametetrs’may also include a use attribute to in

identify the conditions.
Primitive services

Introduction

specifies the following set of primitive services.
Add Subject To-Gallery

1 Description

ldd Subject To Gallery service shall register a subject to a given gallery or populati
tional parameter, the value of the claim to identity by which the subject is known t

may

services are
operate at a
mple of such
atches being
population.)
S may use) a

parameters
[he direction
nmeter (out)
dicate if the
> description

bn group. As
b the gallery

hevsnecified. This claim to identitv shall be uniaue across the gallerv. If no claim 1

o identity is

speci

fied,rthe subject ID (assigned with 'Ehe Create Subjéct service) shafl be qued as the clai

m to identity.

Additionally, in the encounter-centric model, the encounter ID associated with the subject’s biometric

samp

NOTE

7.2.2.

POST

le that will be added to the gallery shall be specified.

In the IAVS model, the creation and management of galleries are the responsibility of the service
provider implementation. Services are not exposed to the requester for this purpose.

2 REST method

© ISO/IEC 2023 - All rights reserved
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7.2.2.3

Parameters

— Gallery ID — the identifier of the gallery or population group to which the subject will be added.

— Subject ID — the identifier of the subject.

— Identity Claim (optional) — the identifier by which the subject is known to the gallery.

— Encounter ID (conditional) — the identifier of the encounter, required for encounter-centric models.

7.2.2.4

Responses

In addition tp the generic HTTP responses defined in 9.2, the execution of this service shall proyide one

of the responses listed in Table 1 (see 9.3 for the definitions of each error condition code).

Table 1 — Particular responses for Add Subject To Gallery service

HTTP

status HICTP stat}ls Error condition code Description
cofde meaning
code
200 |OK SUCCESS

400 |Bad Request

INVALID_IDENTITY_CLAIM

INVALID_SUBJECT_ID

INVALID_ENCOUNTER_ID

404 |[Nof|Found

UNKNOWN_GALLERY

UNKNOWN_SUBJECT

UNKNOWN_IDENTITY_CLAIM

UNKNOWN_ENCOUNTER

500 |!

ntérnal Server CANNOT_STORE_DATA

Errpr INTERNAL_DATABASE.ERROR

7.2.2.5

To be plac

YAML specification

ed|in section #/paths:

/addSubjectToGallery:

post:

summajry: Add Subjecty To Gallery
parameters:
- name: galleryID

|
o]

ijn: queny
required~true
slchena:

“ype: string
ame” subjectID

in: query
required: true
schema:

type: string

- name: identityClaim

in: query
required: false
schema:

type: string

- name: encounterID

in: query
required: false #conditional
schema:

type: string

responses:
200:

Sref: '#/components/responses/success'

© ISO/IEC 2023 - All rights reserved
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400:
description: Bad Request
content:
application/json:
schema:
oneOf:
- Sref: '"#/components/schemas/invalidIdentityClaim’
- Sref: '#/components/schemas/invalidSubjectId'
- Sref: '#/components/schemas/invalidEncounterId’
404 :
description: Not Found
content:
application/json:
schema:
oneOf:
- Sref: '"#/components/schemas/unknownGallery'
- Sref: '#/components/schemas/unknownSubject'
- S$ref: '"#/components/schemas/unknownIdentityClaim'
- Sref: '#/components/schemas/unknownEncounter'
500:
description: Internal Server Error
content:
application/json:
schema:
oneOf:
- $ref: '"#/components/schemas/cannotStofebata’
- Sref: '#/components/schemas/internalbatabaseError'
- Sref: '"#/components/schemas/unknownE¥ror'
503:
Sref: '#/components/responses/x503"

7.2.3| Check Quality

7.2.3]1 Description

The (heck Quality service shall return a quality score for a given biometric sample or a specffied subject.
Eithefr a biometric sample or a subject identifier (ID) shall be provided. The biometric inpuf is provided
in a fommon Biometric Exchange Formats Framework (CBEFF, as defined in ISO/IEC 19785 series)
basic|structure or CBEFF record,which in this document is called a CBEFF-BIR (Biometric|Information
Record). The algorithm vendoiand algorithm vendor product ID may be optionally provided in order
to refuest a particular algorithm’s use in calculating the biometric quality. If an algorithm vendor is
provided, then the algorithm vendor product ID is required. If no algorithm vendor is grovided, the
implgmenting system shall provide the algorithm vendor and algorithm vendor product [D that were
used [to calculate the biometric quality as output parameters.

NOTE Algorithm vendors are registered with the ISO Biometric Registration Authority (BRA)/and assigned
uniqule identifiers'as defined in ISO/IEC 19785-2. Algorithm Product IDs are assigned by the registefed algorithm
venddr.

7.2.312" REST method

GET

7.2.3.3 Parameters

— BIR (conditional) — data structure containing a single biometric sample for which a quality score is
to be determined; required if no Subject ID is provided.

— Subject ID (conditional) — the identifier of the subject; required if no BIR is provided.

— Algorithm Vendor (optional) — the identifier of the vendor of the quality algorithm used to determine
the quality.

© ISO/IEC 2023 - All rights reserved 5


https://iecnorm.com/api/?name=ff25e679671d5066bca25f971fef7051

ISO/IEC 30108-2:2023(E)

— Algorithm Vendor Product ID (conditional) — the vendor-assigned ID for the algorithm used to

determine the quality; required as input if algorithm vendor is provided.

7.2.3.4 Responses

In addition to the generic HTTP responses defined in 9.2, the execution of this service shall provide one
of the responses listed in Table 2 (see 9.3 for the definitions of each error condition code).

Table 2 — Particular responses for Check Quality service

HTTP HITP.status
status . Error condition code Description
cqde meaning
code
Adding also
— Quality Score
200 |[OK SUCCESS
— Algorithm Version
as seembelow table.
INVALID_BIR
INVALID_SUBJECT_ID
400 |Bad Request INVALID_INPUT
BIOMETRIC_TYPE_NOT_SUPPORTED
UNKNOWN_FORMAT
BIR_DECRYPTION_FAILURE
403 |Forpidden BIR_QUALITY_ERROR
BIR_SIGNATURE_FAILURE
404 |Nof|Found UNKNOWN_SUBJECT
500 g;tr‘;r“alser"er CANNOT_CHECK_QUAITY

A successful

—  Quality §
patron fl

— Algorith

execution of this service will provide:

7.2.3.5 YAML specification

To be placed

/checkQual

1 iy

get:

in section’ #/paths:

[core — the quality of the biometric, as defined by the Quality type in one of the JSON-¢
brmats ISO/IEC 19785-3:

m Version — the version of the algorithm used to determine the quality

summary: Check Quality
parameters:

- n
i
r
S

- n
i
r
S
- n

i

S

ame: bir
n: query

equired: false #conditional

chema:

$ref: '#/components/schemas/CBEFF BIR Type'

ame: subjectID

n: query

equired: false #conditional

chema:

type: string

ame: algorithmVendor
n: query #inout
required: false

chema:

type: string

oded

© ISO/IEC 2023 - All rights reserved
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- name: algorithmVendorProductID
in: query #inout
required: false #conditional

schema:
type: string
responses:
200:
description: Success. Returns quality score and algorithm version
content:
application/json:
schema:
type: object
properties:
qualityScore:
type: string #RAUL: CBEFF-3 JSON
description: >
The quality of the biometric, as defined by the Quaikity
type in one of the JSON-coded patron formats ISO/ZEC
19785-3
algorithmVersion:
type: string
description: >
The version of the algorithm used to determine the
quality
400:
description: Bad Request
content:
application/json:
schema:
oneOf:
- Sref: '#/components/schemas/4nyvalidBir'
- Sref: '"#/components/schema§/ihvalidSubjectId’
- $ref: '"#/components/schemas/invalidInput’
- $ref: '"#/components/scHémas/biometricTypeNotSupported'
- Sref: '#/components/sghemas/unknownFormat'
403:
description: Forbidden
content:
application/json:
schema:
oneOf:
- S$ref: '"#/COmponents/schemas/birDecryptionFailure’
- Sref: Y components/schemas/birQualityError'
- Sref: M /components/schemas/birSignatureFailure’
404:
descriptions~Unknown Subject
content:
applicafion/json:
sehema :
Sref: '#/components/schemas/unknownSubject'
5001
deéscription: Internal Server Error
content:
application/json:

oneOf:
- Sref: '"#/components/schemas/cannotCheckQuality'
- $ref: '"#/components/schemas/unknownError'
503:
Sref: '#/components/responses/x503"

7.2.4 Classify Biometric Data

7.2.4.1 Description

The Classify Biometric Data service shall attempt to classify a biometric sample. For example, a
fingerprint biometric sample may be classified as a whorl, loop or arch (or other classification classes
and sub-classes). The types of classification algorithms and classes are not specified here. Instead, they

© ISO/IEC 2023 - All rights reserved 7
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are left for the implementing system to define. If no classification algorithm is input, then the 1AVS
service provider will make the selection.

7.2.4.2 REST method
GET

7.2.4.3 Parameters

— BIR — data structure containing a single biometric sample for which the classification is to be
determined.

— Classificqition Algorithm Type (optional/output) — identifies the type of classification algorithm|to be
used (input) and that was used (output) to perform the classification (e.g. for fingerprints, Henry
classificption).

7.2.4.4 Responses

In addition tp the generic HTTP responses defined in 9.2, the execution of this.service shall provide one
of the responses listed in Table 3 (see 9.3 for the definitions of each error condition code).

Table 3 — Particular responses for Classify Biometri¢ Data service

HTTP
status HTTP stat}xs Error condition code Description
cdde meaning
code
200 |OK SUCCESS Addingalso Classification, a seen
below table.

INVALID_BIR

INVALID_INPUT
BIOMETRIC_TYPE_NQT-SUPPORTED
UNKNOWN_FORMAT
BIR_DECRYPTION_FAILURE

403 |Forpidden BIR_QUALITY¥"ERROR
BIR_SIGNATURE_FAILURE

400 |Bad Request

500 glrtr‘)rfal Server |-\ (NOT PROCESS_DATA

A successfullexecutionofthis service will provide:

— Classificgtion <—the result of the classification.

7.2.4.5 YAML'specification

To be placed in section #/paths:

/classifyBiometricData:

get:
summary: Classify Biometric Data
parameters:

- name: bir

in: query

required: true

schema:

$ref: '#/components/schemas/CBEFF BIR Type'

- name: classificationAlgorithmType

in: query

required: false

schema:

8 © ISO/IEC 2023 - All rights reserved
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type: string
responses:
200:
description: Success. Returns classification
content:
application/json:
schema:
type: object
properties:
classification:
type: string
description: The result of the classification
400:
description: Bad Reguest

content:
application/json:
schema:
oneOf:
- Sref: '#/components/schemas/invalidBir'
- $ref: '#/components/schemas/invalidInput’
- Sref: '#/components/schemas/biometricTypeNotSupported’
- $ref: '"#/components/schemas/unknownFormat'
403:
description: Forbidden
content:
application/json:
schema:
oneOf:
- Sref: '"#/components/schemas/birDeeryptionFailure’
- $ref: '"#/components/schemas/bipQualityError’
- Sref: '#/components/schemas/Dir'SignatureFailure’
500:
description: Internal Server Error
content:
application/json:
schema:
oneOf:
- $ref: '"#/components/schemas/cannotProcessData’
- Sref: '#/compohénts/schemas/unknownError'
503:
Sref: '#/components/responses/x503"

7.2.5| Create Encounter

7.2.5{1 Description

The (reate Encounter service shall, for the specified subject, create a new encounter
assodiate an encCounter ID to that record. If not provided by the requester, the Create Encoy
shall [generate_dn encounter ID that uniquely identifies the encounter within the subject 1
system.

record and
nter service
ecord in the

Typidally. the 1AVS service provider will assign the encounter ID. In the event that the requ

pster assigns

the encounter ID, it shall be used unless it duplicates an existing encounter ID in which c
shall be returned.

The Create Encounter service is performed prior to a Set Biographic Data, Set Biometric
Document Data operation.

ase an error

Data, or Set

NOTE When in encounter mode, for comparison operations it is not necessary to explicitly create an
encounter. The [AVS service provider will create the encounter and will set the encounter type to "recognition”.

7.2.5.2 REST method
POST
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7.2.5.3 Parameters

— Subject ID — the identifier of the subject.

— Encounter Type — the category of encounter.

— Encounter ID (optional) — the identifier of the encounter.

7.2.5.4 Responses

In addition to the generic HTTP responses defined in 9.2, the execution of this service shall provide one

of the respo

ses listed in Table 4 (see 9.3 for the meaning of each error condition codes):

Table 4 — Particular responses for Create Encounter service

HTTP |HT|TP status

status | cofle mean- Error condition code Description
code ing
200 |OK SUCCESS Adding also Encounter ID, a seen

below table.

INVALID_SUBJECT_ID

400 |Bad Request |INVALID_ENCOUNTER_TYPE

INVALID_ENCOUNTER_ID

404 |[NofFound

UNKNOWN_SUBJECT

UNKNOWN_ENCOUNTER

500
er

Intérnal Serv- DUPLICATE_ENCOUNTER_ID

Brror INTERNAL_DATABASE_ERROR

A successfu

llexecution of this service will provide:

— Encounter ID — the identifier of the encounter.

7.2.5.5 YAML specification

To be placed|in section #/paths:

/createEnjcounter:

post:

summgfry: Create Encounter
paranmeters:
- nlame: subyectID

resp
20

10

in: queny
required:” true
slchema

Bybe: string

me: encounterType

in: query
required: true
schema:

Sref: '"#/components/schemas/EncounterCategoryType'
name: encounterID
in: query
required: false
schema:

type: string
onses:
1:
description: Success. Returns encounter ID created
content:

application/json:

schema:
type: object
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properties:
encounterID:
type: string
description: The identifier of the encounter

400:
description: Bad Request
content:
application/json:
schema:
oneOf:
- Sref: '"#/components/schemas/invalidSubjectId’
- Sref: '"#/components/schemas/invalidEncounterType'
- Sref: '#/components/schemas/invalidEncounterId’
404
description: Not Found
content:
application/json:
schema:
oneOf:
- Sref: '#/components/schemas/unknownSubject'
- Sref: '#/components/schemas/unknownEncounter'
500:
description: Internal Server Error
content:
application/json:
schema:
oneOf:
- Sref: '#/components/schemas/dupligcat€EncounterId’
- Sref: '#/components/schemas/internalDatabaseError'
- $ref: '"#/components/schemas/urknownError'
503:
Sref: '#/components/responses/x503"

7.2.6] Create Subject

7.2.6{1 Description

The (reate Subject service shall create a new subject record and associate a subject ID to| that record.
The dreate Subject service shall generate a subject ID that uniquely identifies the subject in|the system.

Whern cross-system uniqueness.is required, universally unique identifiers (UUIDs) should be used for
Subject IDs.

7.2.6{2 REST method
POST

7.2.6{3 Parameters

None

7.2.6.4 Responses

In addition to the generic HTTP responses defined in 9.2, the execution of this service shall provide one
of the responses listed in Table 5 (see 9.3 for the meaning of each error condition code):
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Table 5 — Particular responses for Create Subject service

HTTP |HTTP status
status | code mean- Error condition code Description
code ing
200 |OK SUCCESS Adding also Subject ID, as seen
below table.
500 |!nternalServ-liirppNAL_DATABASE_ERROR
er Error

A successful

execution of this service will provide:

— SubjectIID — the identifier of the subject.

7.2.6.5

To be placed

/createSy
post:

summa|

respo

201

d
d

500]:

503:

$

7.2.7 Dele

7.2.7.1 D¢

The Delete B

YAML specification

in section #/paths:
bject:

ry: Create Subject
nses:
escription: Success.
ontent:
application/json:
schema:
type: object
properties:
subjectID:
type: string
description:

Returns the subject ID created

The identifier (&f the subject
lescription: Internal Server Erro=
ontent:
application/json:
schema:
oneOf:
- Sref:
- Sref:

'#/compenéents/schemas/internalDatabaseError'
'#/coppontents/schemas/unknownError'

ref: '#/componentdyrésponses/x503"

te Biographic'Data

scription

jographic Data service shall erase all of the biographic data associated with a given st

Ibject

record. In th

p'encounter-centric model, the service shall erase all of the biographic data associated

with

a given encounter, and therefore the encounter ID shall be specified. If no encounter ID is specified, or
it is null, biographic data will be removed from all encounters. If a gallery is specified, biographic data
will be deleted from that gallery only. When deleting data, [AVS implementations may completely erase
the information in order to prevent the ability to reconstruct a record in whole or in part, or they may
track and record the deleted information for auditing and/or quality control purposes.

7.2.7.2 REST method

DELETE

7.2.7.3 Pa

rameters

— Subject ID — the identifier of the subject.

12
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— Gallery ID (optional) — the identifier of the gallery or population group from which the biographic
information will be deleted.

— Encounter ID (conditional) — the identifier of the encounter, required for encounter-centric models.

7.2.7.4 Responses

In addition to the generic HTTP responses defined in 9.2, the execution of this service shall provide one
of the responses listed in Table 6 (see 9.3 for the meaning of each error condition code):

Table 6 — Particular responses for Delete Biographic Data service

HTTP |HTTP status

status | code mean- Error condition code Description
code ing
20p |OK SUCCESS

INVALID_INPUT

40D |Bad Request |[INVALID_SUBJECT_ID
INVALID_ENCOUNTER_ID
UNKNOWN_SUBJECT

40# |Not Found UNKNOWN_GALLERY
UNKNOWN_ENCOUNTER
Internal Serv-| CANNOT_DELETE_DATA

er Error INTERNAL_DATABASE_ERROR

50D

7.2.7{5 YAML specification

To beplaced in section #/paths:

/d¢leteBiographicData:

gost:
summary: Delete Biographi%™Data
parameters:

- name: subjectID
in: query
required: true
schema:

type: string

- name: galleryID
in: quecy
requilred: false
sqghema:

t¥Ype: string

€ mame: encounterID
in: query
required: false

schema:
type: string
responses:
200:
Sref: '#/components/responses/success'
400:
description: Bad Request
content:
application/json:
schema:
oneOf:
- $ref: '"#/components/schemas/invalidInput'
- Sref: '"#/components/schemas/invalidSubjectId"
- Sref: '#/components/schemas/invalidEncounterId’
404:

description: Not Found
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content:
application/json:
schema:
oneOf:
- $ref: '#/components/schemas/unknownSubject'
- $ref: '#/components/schemas/unknownGallery'
- Sref: '#/components/schemas/unknownEncounter'
500:
description: Internal Server Error
content:
application/json:
schema:
oneOf:
— Sref: '"#/component chemas/cannotDeleteData’
- S$ref: '#/components/schemas/internalDatabaseError'
- Sref: '"#/components/schemas/unknownError'
503
Slref: '#/components/responses/x503"'
7.2.8 Delgte Biometric Data
7.2.8.1 Dadscription

The Delete Biometric Data service shall remove biometric data from a-given subject record. I

encounter-c¢
null, biometi
deleted fron
shall be dele
order to prey

bntric model, the encounter ID shall be specified. If no encounter ID is specified, o

ted. When deleting data, IAVS implementations may completely erase the informat

ic data will be removed from all encounters. If a gallery.issSpecified, biometric data w
that gallery only. If a biometric type(s) is specified, thén only biometric data of that

rent the ability to reconstruct a record in whole ¢r in part, or they may track and recot

n the
r it is
ill be
type
on in
d the

deleted infofmation for auditing and/or quality control purposes.

7.2.8.2 RHEST method

DELETE

7.2.8.3 Parameters

— Subject ID — the identifier of the-Subject.

— Gallery ID (optional) — the identifier of the gallery or population group from which the bionpetric
informafion will be deleted,

— Encounter ID (conditional) — the identifier of the encounter, required for encounter-centric m¢dels.

— Biometric Type (optional) — the type of biological or behavioural data to delete, as defined Hy the
BiometrficType-schema.

7.2.84 R

ponses

In addition to the generic HTTP responses defined in 9.2, the execution of this service shall provide one
of the responses listed in Table 7 (see 9.3 for the meaning of each error condition code):

14
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Table 7 — Particular responses for Delete Biometric Data service

HTTP
status
code

200 |OK

HTTP status
code mean-
ing

Error condition code Description

SUCCESS

INVALID_SUBJECT_ID
INVALID_INPUT
INVALID_ENCOUNTER_ID
BIOMETRIC_TYPE_NOT_SUPPORTED
UNKNOWN_SUBJECT
UNKNOWN_GALLERY
UNKNOWN_ENCOUNTER

Internal Serv-| CANNOT_DELETE_DATA

er Error INTERNAL_DATABASE_ERROR

400

Bad Request

40f [Not Found

50p

7.2.8{5 YAML specification

To bejplaced in section #/paths:

/dgleteBiometricData:
gost:
summary: Delete Biometric Data
parameters:
- name: subjectID
in: query
required: true
schema:
type: string
- name: galleryID
in: query
required: false
schema:
type: string
- name: encounterID
in: query
required: false
schema:
type: stxing
- name: biemetricType
in: query
requisked’
schema®
Spef:
resposes:
200"
Sref:

400
“r g

false

'#/components/schemas/BiometricType'

'#/components/responses/success'

description:
content:
application/json:
schema:
oneOf:

Bad Request

- Sref:
- Sref:
- Sref:
- Sref:

404 :
description:
content:

'#/components/schemas/invalidSubjectId’
'#/components/schemas/invalidInput’
'#/components/schemas/invalidEncounterId’
'#/components/schemas/biometricTypeNotSupported'

Not Found

application/json:

schema:
oneOf:

- Sref:

'#/components/schemas/unknownSubject'
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- Sref: '"#/components/schemas/unknownGallery'
- Sref: '"#/components/schemas/unknownEncounter'
500:
description: Internal Server Error
content:
application/json:
schema:
oneOf:
- $ref: '#/components/schemas/cannotDeleteData’
- $ref: '#/components/schemas/internalDatabaseError'
- Sref: '#/components/schemas/unknownError'
503:
Sref: '#/components/responses/x503"

7.2.9 Del¢te Document Data

7.2.9.1 Dascription

The Delete Pocument Data service shall erase all of the document data of the specified categdry or
categories apgsociated with a given subject record. In the encounter-centric model the service|shall
erase all of the document data associated with a given encounter, and therefore the encounter ID
shall be spetified. If no encounter ID is specified, or it is null, document data will be removed frqm all
encounters. |If no categories are specified, then all categories (for the specified encounters) shall be
deleted. When deleting data, IAVS implementations may completely erase the information in order to
prevent the ability to reconstruct a record in whole or in part, or they n1ay track and record the dgleted
information [for auditing and/or quality control purposes.

7.2.9.2 REST method
DELETE

7.2.9.3 P];ameters
— Subject ID — the identifier of the subject.
— Encounter ID (conditional) — the identifier of the encounter, required for encounter-centric models.

— Document Category (optional) — the category(ies) of the identity documents to be deleted.

7.2.9.4 Responses

In addition tp the generic HTTP responses defined in 9.2, the execution of this service shall provide one
of the responses listeddn Table 8 (see 9.3 for meaning of each error condition code):

Table 8 — Particular responses for Delete Document Data service

HTTP |HT[TRstatus

status | code mean- Error condition code Description
code ing
200 |OK SUCCESS

INVALID_SUBJECT_ID
400 |Bad Request |[INVALID_ENCOUNTER_ID
INVALID_INPUT
UNKNOWN_SUBJECT

404 |NotFound |UNKNOWN_ENCOUNTER
UNKNOWN_DOCUMENT_CATEGORY
Internal Serv-| CANNOT_DELETE_DATA

er Error INTERNAL_DATABASE_ERROR

500
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/deleteDocumentData:

ISO/IEC 30108-2:2023(E)

post:
summary: Delete Document Data
parameters:
- name: subjectID
in: query
required: true
schema:
type: string
= TTame T SNCOUNTEr 1D
in: query
required: false
schema:
type: string
- name: documentCategory
in: query
required: false
schema:
type: string
responses:
200:
Sref: '#/components/responses/success'
400:
description: Bad Request
content:
application/json:
schema:
oneOf:
- Sref: '#/components/schemas/invalidSubjectId’
- $ref: '"#/components/schemas/invalidEncounterId'’
- $ref: '#/components/s&femas/invalidInput’
404 :
description: Not Found
content:
application/json:
schema:
oneOf:
- Sref: ‘$Ycomponents/schemas/unknownSubject'
- Sref:('#/components/schemas/unknownEncounter"
- Srefs: "#/components/schemas/unknownDocumentCategory'
500:
descripti@gny® Internal Server Error
content:
appltcation/json:
schema:
oneOf:
- Sref: '#/components/schemas/cannotDeleteData'
- Sref: '#/components/schemas/internalDatabaseError'
- Sref: '#/components/schemas/unknownError'
503:

Sref: '#/components/responses/x503"

7.2.10 Delete Encounter

7.2.10.1 Description

The Delete Encounter service shall delete an existing encounter record from the system. When deleting
an encounter, IAVS implementations may completely erase the encounter information in order to
prevent the ability to reconstruct a record or records in whole or in part, or they may track and record

the deleted information for auditing and/or quality control purposes.

© ISO/IEC 2023 - All rights reserved
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7.2.10.2 REST method
DELETE

7.2.10.3 Parameters
— Subject ID — the identifier of the subject.

— Encounter ID — the identifier of the encounter.

7.2.10.4 Responses

In addition tp the generic HTTP responses defined in 9.2, the execution of this service shall provicie one
of the responses listed in Table 9 (see 9.3 for the meaning of each error condition code):

Table 9 — Particular responses for Delete Encounter service

HTTP |HT|TP status

status | cofle mean- Error condition code Description
code ing
200 |OK SUCCESS

INVALID_SUBJECT_ID
INVALID_ENCOUNTER_ID
UNKNOWN_SUBJECT
UNKNOWN_ENCOUNTER
Intérnal Serv-| CANNOT_DELETE_DATA

er Hrror INTERNAL_DATABASE_ERROR

400 |Bad Request

404 |[NotfFound

500

7.2.10.5 YAML specification

To be placed|in section #/paths:

/deleteEnjcounter:
post:
summajry: Delete Encounter
parameters:
- nlame: subjectID
ijn: query
rlequired: true
slchema:
type: stping
ame : encounterID
n: queny
equiTred: false
chiema™
type: string
responses:
200:
Sref: '#/components/responses/success'
400:
description: Bad Request
content:
application/json:
schema:
oneOf:
- Sref: '"#/components/schemas/invalidSubjectId’
- $ref: '#/components/schemas/invalidEncounterId'

w5 S

404 :
description: Not Found
content:
application/json:
schema:
oneOf:
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- Sref: '#/components/schemas/unknownSubject'
- Sref: '"#/components/schemas/unknownEncounter'
500:
description: Internal Server Error
content:
application/json:
schema:
oneOf:
- Sref: '#/components/schemas/cannotDeleteData’
- $ref: '"#/components/schemas/internalDatabaseError'
- Sref: '#/components/schemas/unknownError'
503:
Sref: '#/components/responses/x503"

7.2.11 Delete Subject

7.2.11.1 Description

The []
assoq
regis
infor
they

elete Subject service shall delete an existing subject record and, in an enceuinter-centr
iated encounter information from the system. This service shall alsg'remove the subj
fered galleries. When deleting a subject, [AVS implementations may-completely eras

7.2.11.2 REST method

DELHTE

7.2.1[1.3 Parameters

S

ubject ID — the identifier of the subject.

7.2.11.4 Responses

In ad

of the responses listed in Table 10/{see 9.3 for the meaning of each error condition code):

Table 10— Particular responses for Delete Subject service

mation in order to prevent the ability to reconstruct a record¢or-records in whole ¢
may track and record the deleted information for auditing andyer quality control purj

lition to the generic HTTP responses defined in 9.2, the execution of this service shall

cmodel, any
ct from any
b the subject
r in part, or
hoses.

provide one

HTTP |HTTP status
status | code mean- Error condition code Description
code ing
20p |OK SUCCESS
40p |Bad‘Request [INVALID_SUBJECT_ID
40f /}Not Found UNKNOWN_SUBJECT
I 1o CANNAOT DETETE NDATA
500 [[TeeTTIat Serv-TEANNOFBELEHEPATA
er Error INTERNAL_DATABASE_ERROR

7.2.11.5 YAML specification

To be placed in section #/paths:

/deleteSubject:
post:
summary: Delete Subject
parameters:
- name: subjectID
in: query
required: true
schema:
type: string

© ISO/IEC 2023 - All rights reserved
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respo
200

$

400

description:

C

404

description:

C

108-2:2023(E)

nses:
ref: '#/components/responses/success'
Invalid Subject ID
ontent:
application/json:

schema:

Sref: '#/components/schemas/invalidSubjectId'’

Unknown Subject
ontent:
application/json:

chema:

500):

503:

7.2.12 Del¢

7.2.12.1 Dd
The Delete S

population g
was specifie

7.2.12.2 RH
DELETE

$ref: '#/components/schemas/unknownSubject'

escription: Internal Server Error
ontent:
application/json:
schema:
oneOf:
- Sref:
- Sref:
- Sref:

'#/components/schemas/cannotDeleteData’
'#/components/schemas/internalDatabaseError'
'#/components/schemas/unknownError'

ref: '#/components/responses/x503"'

te Subject From Gallery

scription

ubject From Gallery service shall remove the registration of a subject from a gallg
roup. The subject shall be identified by either the subject ID or the claim to identity
d in the Add Subject To Gallery service.

7.2.12.3 P
Gallery
Subject

ST method
ameters
— the identifier-ofithe gallery or population group from which the subject will be de
(conditional) = the identifier of the subject; required if an identity claim is not prov

a subject ID isgiotprovided.

ry or
 that

eted.

ided.

Identity [Claim (conditional) — the identifier by which the subject is known to the gallery; required if

7.2.12.4 Responses

In addition to the generic HTTP responses defined in 9.2, the execution of this service shall provide one
of the responses listed in Table 11 (see 9.3 for the meaning of each error condition code):

20
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Table 11 — Particular responses for Delete Subject From Gallery service

HTTP |HTTP status

status | code mean- Error condition code Description
code ing
200 |[OK SUCCESS

400 |Bad Request

INVALID_SUBJECT_ID

INVALID_INPUT

INVALID_IDENTITY_CLAIM

UNKNOWN_GALLERY

40f [Not Found

UNKNOWN_SUBJECT

UNKNOWN_IDENTITY_CLAIM

Internal Serv-

50p er Error

CANNOT_DELETE_DATA

INTERNAL_DATABASE_ERROR

7.2.1R2.5 YAML specification

To be|placed in section #/paths:

/ddleteSubjectFromGallery:

gost:
parameters:
in: query

required:
schema:

in: query
required:
schema:

in: query

summary: Delete Subject From Gallery
- name: galleryID
true

type: string
- name: subjectID

false

type: string
- name: identityClaim

required: false
schema:
type: string
responses:
200:
Sref: '#/components/responses/success'
400:
desgxiption: Bad Request
content:
application/json:
schema:
oneOf:
- Sref: '#/components/schemas/invalidSubjectId'
- Sref: '#/components/schemas/invalidInput’
- Sref: '#/components/schemas/invalidIdentityClaim’
404:
description: Not Found
content:
application/json:
schema:
oneOf:
- $ref: '"#/components/schemas/unknownGallery'
- $ref: '#/components/schemas/unknownSubject'
- Sref: '"#/components/schemas/unknownIdentityClaim'
500:
description: Internal Server Error
content:
application/json:
schema:
oneOf:

© ISO/IEC 2023 - All rights reserved

21


https://iecnorm.com/api/?name=ff25e679671d5066bca25f971fef7051

ISO/IEC 30108-2:2023(E)

503
$

- Sref: '"#/components/schemas/cannotDeleteData'
- $ref: '#/components/schemas/internalDatabaseError'
- Sref: '#/components/schemas/unknownError'

ref: '"#/components/responses/x503"'

7.2.13 Get Identify Subject Results

7.2.13.1 Description

The Get Identify Subject Results service shall retrieve the identification results for the specified token.

This service
implemente
Subject Resu

7.2.13.2 RH
GET

7.2.13.3 Paframeters

— Token —

7.2.13.4 Re

In addition t

sponses

ST method

a value used to retrieve the results of the Identify Subject réquest.

Table 12 — Particular responses for Get Identify Subject Results service

as an asynchronous service, the implementing system returns a token, and the Getldentify
ts service is used to poll for the results of the original Identify Subject request.

b the generic HTTP responses defined in 9.2, the €xecution of this service shall provide one
of the respoimses list in Table 12 (see 9.3 for the meaning of.edch error condition code):

HTTP |HT|TP status
status | cofle mean- Error condition code Description
code ing
200 |oK SUCCESS Adding also Candidate Lis, as
seen below table.
400 |Bad Request |[INVALID_TOKEN
TOKEN_EXRIRED
404 |NotFound
IDENTIFICATION_RESULT _NOT_YET_AVAILABLE
500 Intdrnal Serv-| CANNOT_RETRIEVE_DATA
er Hrror INTERNAL_DATABASE_ERROR

A successful

— Candida

execiition of this service will provide:

fenList — a rank-ordered list of candidates that have a likelihood of matching the [input

biometr

c sample.

7.2.13.5 YAML specification

To be placed in section #/paths:

/getIdentifySubjectResults:

get:

summary: Get Identify Subject Results
parameters:
ame: token

- n
i

n: query

required: true

S

respo

22

chema:

Sref: '#/components/schemas/TokenType'

nses:
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7.2.1

7.2.1
The ]
biom

If the
imme
servi

which is an indication that the request is being handled asynchronously. In this case, thg

Subje

The
defin
cand

200:
description: Success. Returns the ranked Candidate List
content:
application/json:
# a rank-ordered list of candidates that have a
# likelihood of matching the input biometric sample
schema:
Sref: '#/components/schemas/CandidateListType'
400:
description: Invalid Token
content:
application/json:
schema:
Sref: '#/components/schemas/invalidToken'
404 :
description: Not Found
content:
application/json:
schema:
oneOf:
- Sref: '"#/components/schemas/tokenExpired'
- $ref: '"#/components/schemas/identificationResultNotYetAvail
500:
description: Internal Server Error
content:
application/json:
schema:
oneOf:
- Sref: '#/components/schemas/canngtRetrieveData'
- $ref: '"#/components/schemas/internalDatabaseError'
- S$ref: '#/components/schemas/anknownError'
503:
Sref: '#/components/responses/x503"

4 Identify Subject

4.1 Description

dentify Subject service shall perform an identification search against a given galler
btric type, returning a rank-ordered candidate list of a given maximum size.

Identify Subject service'is implemented as a synchronous service, the implementing
diately process the'request and return the results in the candidate list. If the Idg
Ce is implemented)as an asynchronous service, the implementing system shall ret

ct Results service shall be used to poll for the results of the Identify Subject request.

fandidagte list shall include only those candidates whose comparison score exceec
ed threshold, thus indicating a likely match with the subject. In the event that the
datesthan the requested Max List Size, the system shall determine which candidate i

-2:2023(E)

hble'

y for a given

system shall
ntify Subject
urn a token,
Get Identify

Is a system-
re are more
s included in

thel

NOTE

When in encounter mode, for comparison operations, it is not necessary to explicitly create an
encounter. The [AVS service provider will create the encounter and will set the encounter type to "recognition”.

7.2.14.2 REST method

GET

7.2.14.3 Parameters

— BIR — data structure containing the biometric sample for the search.

NOTE When multiple samples are included as input (e.g. in a multimodal operation), a complex BIR is
used.

© ISO/IEC 2023 - All rights reserved
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Max List Size — the maximum size of the candidate list that should be returned.

Gallery ID (optional) — the identifier of the gallery or population group which will be searched; this
parameter may also be used to identify an external system where the identification request should
be forwarded, if this capability is supported by the implementing system. This parameter shall not
be used in conjunction with Gallery.

Gallery (optional) — alist of BIRs that shall be used instead of a stored gallery. This parameter shall
not be used in conjunction with Gallery ID.

7.2.14.4 Responses

In addition tp the generic HTTP responses defined in 9.2, the execution of this service shall provide one

of the respomses listed in Table 13 (see 9.3 for the meaning of each error condition code):

Table 13 — Particular responses for Identify Subject service

HTTP |HT|TP status

status | cofle mean- Error condition code Description
code ing
Adding also
— Candidate List
200 |OK SUCCESS
— Token,

as seen below table.

INVALID_BIR

INVALID_INPUT
BIOMETRIC_TYPE_NOT_SUPPORTED
UNKNOWN_FORMAT

400 |Bad Request

BIR_DECRYPTION_FAILURE
403 |Forpidden BIR_QUALITY_ERROR
BIR_SIGNATURE_FAILURE

UNKNOWN_GALLERY
404 |Nof{Found CANNOT_IDENFIFY_DATA
IDENTIFICATION_RESULT_NOT_YET_AVAILABLE

CANNOT/PROCESS_DATA
500 |mtqrnalServ-fo N GT RETRIEVE_DATA
er Hrror
INTERNAL_DATABASE_ERROR

A successfullexeeution of this service will provide:

Candidate"List (conditional) — a rank-ordered list of candidates that have a likelihood of matrching
the input biometric sample; returned with successful, synchronous request processing.

Token — a token used to retrieve the results of the Identify Subject request, returned with
asynchronous request processing. If set to zero, operation is processed synchronously and candidate
list is returned. If set to a non-zero value, operation is processed asynchronously and Get Identify
Results needs to be used to retrieve the results.

NOTE Multiple scores/candidates is already built in as a score comes with a CandidateType which is a
member of Candidate List.

7.2.14.5 YAML specification

To be placed in section #/paths:

24
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/identifySubject:
get:
summary: Identify Subject
parameters:
- name: bir
in: query
required: true
schema:
Sref: '#/components/schemas/CBEFF BIR Type'
- name: maxListSize
in: query
required: true
schema:
tyvpe: integer
format: int32
- name: galleryID
in: query
required: false
schema:
type: string
- name: gallery
in: query
required: false
schema:
Sref: '#/components/schemas/CBEFF BIR ListType!
responses:
200:
description: Success. Returns quality score¢and algorithm version
content:
application/json:
schema:
type: object
properties:
candidatelList:
# A rank-ordered listgef candidates that have a likelihood
# of matching the input biometric sample; returned with
# successful, synchronous request processing
Sref: '#/components/schemas/CBEFF BIR ListType'
token:
# A token used to retrieve the results of the Identify
# Subject réequest; returned with asynchronous request
# procesglng. If set to zero, operation is processed
# synghxenously and candidate list is returned. If set to a
# non=zero value, operation is processed asynchronously and
#
S

Gets Identify Results must be used to retrieve the results
ref: '#/components/schemas/TokenType'
400:
descriptien: Bad Request
contens?®
afp*ication/json:
schema:
oneOf:
- Sref: '"#/components/schemas/invalidBir'
- $ref: '"#/components/schemas/invalidInput’
$J—Cf. '# puulyuuc“tc D'\_/hCIHG.D L}J‘_UlllCtJ_J‘_\lT_yt)Ct\‘l'UtSut/t)UJ_tC\J‘.'

- Sref: '#/components/schemas/unknownFormat'

403:
description: Forbidden
content:
application/json:
schema:
oneOf:
- Sref: '#/components/schemas/birDecryptionFailure’
- Sref: '"#/components/schemas/birQualityError'
- Sref: '#/components/schemas/birSignatureFailure'
404 :
description: Not Found
content:
application/json:
schema:
oneOf:
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- Sref: '"#/components/schemas/unknownGallery'
- $ref: '#/components/schemas/cannotIdentifyData'
- Sref: '#/components/schemas/identificationResultNotYetAvailable'
500:
description: Internal Server Error
content:
application/json:
schema:
oneOf:
- S$ref: '#/components/schemas/cannotProcessData'
- Sref: '#/components/schemas/cannotRetrieveData'
- S$ref: '#/components/schemas/internalDatabaseError'
- Sref: '"#/components/schemas/unknownError'
503=
Sref: '#/components/responses/x503"
7.2.15 List[Biographic Data
7.2.15.1 Ddscription

The List Biog
Biographic [
service (see
model, an ern
that encoun
the subject,
Encounter L

7.2.15.2 RE
GET

jraphic Data service shall list the biographic data elements stored‘for a subject usin
ata Elements output parameter. Note that no actual biographi¢.data is returned b
'he Retrieve Biographic Data service to obtain the biographic dataj. In the encounter-ce
counter ID may be specified to indicate that only the biographic data elements storsg
er should be returned. If an encounter ID is not specified’and encounter data exis
Lhe service shall return the list of encounter IDs which contain biographic data usin
st output parameter, and the Biographic Data Eleménts output parameter shall be en

ST method

72153 P

];ameters
— Subject ID — the identifier of the subject:

Encount

Encount

7.2.15.4 Re

In addition t

er ID (optional) — the identifier of the encounter.

br Type (optional) — the category of encounter.

sponses

of the responses listed\in Table 14 (see 9.3 for the meaning of each error condition code):

Table 14 — Particular responses for List Biographic Data service

g the
U this
entric
pd for
ts for
g the

pty.

b the generic:HTTP responses defined in 9.2, the execution of this service shall provide one

HTTP
status HTTP ctatus Error condition code Description
code meaning
code
Adding also
— Biographic Data Elements
200 |OK SUCCESS
— Encounter List
as seen below table.
INVALID_SUBJECT_ID
400 |Bad Request INVALID_ENCOUNTER_ID
INVALID_ENCOUNTER_TYPE
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Table 14 (continued)
HTTP
status HTTP ctatus Error condition code Description
code meaning
code
UNKNOWN_SUBJECT
404 |Not Found
UNKNOWN_ENCOUNTER
CANNOT_PROCESS_DATA
500 }Er;trfr“alser"er CANNOT_RETRIEVE_DATA
INTERNAL_DATABASE_ERROR

A successful execution of this service will provide:

7.2.1

a) the person-centric model is being used, or

iographic data; non-empty if the service was successful, biographic data exists, th
entric model is being used, and an encounter identifier was-not specified

5.5 YAML specification

To beplaced in section #/paths:

/13

stBiographicData:
et:
summary: List Biographic Data
parameters:
- name: subjectID
in: query
required: true
schema:
type: string
- name: encounterlD
in: query
required: false
schema:
type: (string
- name:_ encounterType
in: Query
reguired: false
sehéma:
Sref: '#/components/schemas/EncounterCategoryType'
Lesponses:

200:

iographic Data Elements (conditional) — a list of biographic data elements assoéiated with a subject
dr encounter; non-empty if the service was successful, biographic data exists, and eithgr:

the encounter-centric model is being used and an encounter identifier was specifig¢d.

ncounter List (conditional) — a list of encounter IDs associated‘with a subject and which contain

P encounter-

description: >
Success. Returns Biographic Data Elements and/or Encounter List
content:
application/json:
schema:
type: object
properties:
biographicDataElements:
# A list of biographic data elements associated with a
# subject or encounter; non-empty if the service was
# successful, biographic data exists, and either (a) the
# person-centric model is being used or (b) the
# encounter-centric model is being used and an encounter
# identifier was specified
Sref: '#/components/schemas/BiographicDataType'
encounterList:

© ISO/IEC 2023 - All rights reserved
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# a list of encounter ID's associated with a subject and
which contain biographic data; non-empty if the service
was successful, biographic data exists, the
encounter-centric model is being used, and an encounter
identifier was not specified

#
#
#
#
$ref: '#/components/schemas/EncounterListType’

400:

description:

C

Bad Request
ontent:
application/json:
schema:
oneOf:
- Sref:
— Sref:

'#/components/schemas/invalidSubjectId"
'#/component chemas/invalidFncounterTd"’

404

500):

503:

7.2.16 List

7.2.16.1 D¢

The List Bio
Biometric D
service (see
model, an ey
that encoun
the subject,
Encounter L

An optional
indicate that

- Sref: '"#/components/schemas/invalidEncounterType'

lescription: Not Found
ontent:
application/json:
schema:
oneOf:
- Sref:
- Sref:

'#/components/schemas/unknownSubject'

'#/components/schemas/unknownEncounter"

lescription: Internal Server Error

ontent:

application/json:

schema:
oneOf:

- Sref:
- Sref:
- Sref:
- Sref:

'#/components/schemas/cannotPrbeessData’
'#/components/schemas/cannotRetrieveData'
'#/components/schemas/intefnalDatabaseError'
'#/components/schemas/unknewnError'

ref: '#/components/responses/x503"

Biometric Data

scription

metric Data service shalklist the biometric data elements stored for a subject usi

counter ID may be'specified to indicate that only the biometric data elements stor

the service«shall return the list of encounter IDs which contain biometric data usi

subtypes fon

hta Elements output parameter. Note that no actual biometric data is returned b
the Retrieve Biomettic Data service to obtain the biometric data). In the encounter-c¢
¢d for

er should be returned. If an encounter ID is not specified and encounter data exisks for

g the
this
ntric

g the

st outputparameter, and the Biometric Data Elements output parameter shall be empty.

parameter may be used to indicate a filter on the list of returned data. Such a filte may

If a filter is not spec1f1ed all biometric type and blometrlc subtype mformatlon shall be listed (e.g. left

index finger,

right iris, face frontal, etc.).

7.2.16.2 REST method

GET

7.2.16.3 Pa

28

rameters

Subject ID — the identifier of the subject.
Encounter ID (optional) — the identifier of the encounter.

Encounter Type (optional) — the category of encounter.
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— List Filter (optional) — indicates what biometric information should be returned.

7.2.16.4 Responses

In addition to the generic HTTP responses defined in 9.2, the execution of this service shall provide one

of the responses listed in Table 15 (see 9.3 for the meaning of each error condition code).

Table 15 — Particular responses for List Biometric Data service

HTTP

HTTP status
status

| code meaning

Error condition code

Description

code—

20p |OK

SUCCESS

Adding also
— Biometric Data Elements
— Encounter List

as seen below table.

40p |Bad Request

INVALID_SUBJECT_ID

INVALID_ENCOUNTER_ID

INVALID_ENCOUNTER_TYPE

INVALID_INPUT

40f4 [Not Found

UNKNOWN_SUBJECT

UNKNOWN_ENCOUNTER

Internal Server

CANNOT_PROCESS_DATA

50D Error CANNOT_RETRIEVE_DATA
INTERNAL_DATABASE-ERROR
A successful execution of this service will provide:

— Biometric Data Elements (conditional) — a list of biometric data elements associated with a subject

a) the person-centric modelis being used, or

dr encounter; non-empty if the:service was successful, biometric data exists, and eithef

) the encounter-centric model is being used and an encounter identifier was specifi¢d.

iometric data; neh-empty if the service was successful, biometric data exists, the enco
nodel is beisigused, and an encounter identifier was not specified.

o lloulivel o

ncounter List (conditional) — a list of encounter IDs associated with a subject and vlhich contain

nter-centric

7.2.16.5 YAML specification

To begplaced in section #/paths:

/listBiometricData:
get:

summary: List Biometric Data

parameters:

- name: subjectID
in: query
required: true
schema:

type: string

- name: encounterID
in: query
required: false
schema:

type: string

- name: encounterType

in: query

© ISO/IEC 2023 - All rights reserved
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required: false
schema:
Sref: '#/components/schemas/EncounterCategoryType'
- name: listFilter
in: query
required: false
schema:
Sref: '"#/components/schemas/ListFilterType'
responses:
200:
description: >
Success. Returns Biographic Data Elements and/or Encounter List
content:
application/json:
schema:
type: object
properties:
biometricDataElements:
A list of biometric data elements associated with a
subject or encounter; non-empty if the service was
successful, biometric data exists, and either (a) the
person-centric model is being used or (b) the
encounter-centric model is being used and an epncounter
identifier was specified

Sref: '#/components/schemas/BiometricDatalistRype’
encounterList:

# a list of encounter ID's associated witlia“subject and
which contain biographic data; non-empt®w™1f the service
# was successful, biographic data exists, the
# encounter-centric model is being u§ed, and an encounter
#
$

HE o S S o e

4=

identifier was not specified
ref: '"#/components/schemas/EncodpterListType’
400|:
description: Bad Request
dontent:
application/json:
schema:
oneOf:
- Sref: '#/components/gchemas/invalidSubjectId’
- Sref: '#/componentg¥schemas/invalidEncounterId'
- Sref: '"#/components/schemas/invalidEncounterType'
- $ref: '#/compopents/schemas/invalidInput’
404]:
description: Not Found
dontent:
application/jsons
schema:
oneOf:
- Swef: '#/components/schemas/unknownSubject'
-<$ref: '"#/components/schemas/unknownEncounter"
500|:
description: Internal Server Error
dontent :
agplication/json:

1o
cIrenes

oneOf:
- $ref: '#/components/schemas/cannotProcessData'
- S$ref: '#/components/schemas/cannotRetrieveData'
- Sref: '#/components/schemas/internalDatabaseError'
- Sref: '"#/components/schemas/unknownError'
503:
$ref: '#/components/responses/x503"'

7.2.17 List Document Data

7.2.17.1 Description

The List Document Data service shall list the document categories stored for a subject using the
Document Data Elements output parameter. Note that no other document data is returned by this
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service (see the Retrieve Document Data service to obtain document data by category). In the encounter-
centric model, an encounter ID may be specified to indicate that only the document data elements stored
for that encounter should be returned. If an encounter ID is not specified and encounter data exists for
the subject, the service shall return the list of encounter IDs which contain document data using the
Encounter List output parameter, and the Document Data Elements output parameter shall be empty.

7.2.17.2 REST method
GET

7.2.17.3 Parameters

|
n

ubject ID — the identifier of the subject.

— HBncounter ID (optional) — the identifier of the encounter.

|
os

ncounter Type (optional) — the category of the encounter.

7.2.1/7.4 Responses

In adglition to the generic HTTP responses defined in 9.2, the execution of this service shal] provide one
of thg responses listed in Table 16 (see 9.3 for the meaning of each error condition code):

Table 16 — Particular responses for List Document Data service

HTTP
status HTTP status Error condition code Description
code meaning
code
Adding also
— Document Data Categories
20p |OK SUCCESS

— Encounter List

as seen below table.

INVALIDLSUBJECT_ID
40p |Bad Request  |INVALID_ENCOUNTER_ID
INVALID_ENCOUNTER_TYPE
UNKNOWN_SUBJECT

40f  |Not Found UNKNOWN_ENCOUNTER
NON_EXISTENT_DATA
Intefnal Server| CANNOT_RETRIEVE_DATA
Ef¥or INTERNAL_DATABASE_ERROR

50D

A successful execution of this service will provide:

— Document Data Categories (conditional) — alist of document categories associated with a subject or
encounter; non-empty if the service was successful, document data exists, and either

a) the person-centric model is being used, or
b) the encounter-centric model is being used and an encounter identifier was specified.

— Encounter List (conditional) — a list of encounter IDs associated with a subject and which contain
document data; non-empty if the service was successful, document data exists, the encounter-
centric model is being used, and an encounter identifier was not specified.
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7.2.17.5 YAML specification

To be placed in section #/paths:

/listDocumentData:

get:

summary: List Document Data
parameters:
- name: subjectID

i

n:

query

required: true
schema:
type: string

- NEMET ENCOUNTErID
ijn: query
required: false
slchema:
type: string
- nlame: encounterType
ijn: query
rlequired: false
slchema :
Sref: '#/components/schemas/EncounterCategoryType'
responses:
200|:
description: >
Success. Returns Biographic Data Elements and/or «Efitounter List
dontent:
application/json:
schema:
type: object
properties:
documentDataCategories:
description: >
a list of document categerdes associated with a subject
or encounter; non-empty I the service was successful,
document data exists,.fand either (a) the person-centric
model is being used\'ér (b) the encounter-centric model
is being used and ‘anh encounter identifier was specified
type: string
encounterList:
# a list of endounter ID's associated with a subject and
# which contain document data; non-empty if the service
# was successful, biographic data exists, the
# encounter-centric model is being used, and an encounter
# identifier was not specified
Sref "#/components/schemas/EncounterListType"
400|:
description:\Bad Request
dontent:
applisafion/json:
sthema:
oneOf:
- $ref: '#/components/schemas/invalidSubjectId'
- Sref: '#/components/schemas/invalidEncounterId'’
- Sref: '"#/components/schemas/invalidEncounterType'"
404:

description: Not Found

content:
application/json:
schema:
oneOf:
- Sref: '#/components/schemas/unknownSubject'
- S$ref: '#/components/schemas/unknownEncounter'
- Sref: '"#/components/schemas/nonExistentData’
500:
description: Internal Server Error
content:
application/json:
schema:
oneOf:

32
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- Sref: '#/components/schemas/cannotRetrieveData'
- $ref: '"#/components/schemas/internalDatabaseError'
- Sref: '#/components/schemas/unknownError'
503:
Sref: '#/components/responses/x503"

7.2.18 Perform Fusion

7.2.18.1 Description

-2:2023(E)

The Perform Fusion service shall accept either comparison score or comparison decision information and

7.2.18.2 REST method
GET

7.2.18.3 Parameters

— Husion Input — score or decision input information to the fuSion method for each ident]

7.2.18.4 Responses

The Rerform Fusion service returns one of the return ¢odes defined in Clause 9.

In adglition to the generic HTTP responses definedin 9.2, the execution of this service shall
of the responses listed in Table 17 (see 9.3 fordhe meaning of each error condition code):

ides specific elements for comparison score input and comparison decision inpug
identjty, while the FusionldentityListType provides the ability to submit multiple~iden
Perform Fusion service (see 8.6). The fusion method and processes are left to the iniplemer]

Table 17 — Particular responses for Perform Fusion service

mationType,
for a single
tities to the
ting system.

ity.

provide one

HTTP
status HTTP status Error condition code Description
code meaning
code
20p |OK SUCCESS Adding also Match, as seen below table.

40D |Bad Request INVALID_INPUT

Internal Server
Error

50p CANNOT_PROCESS_DATA

A successful €xecution of this service will provide:

— l\llatch + indicates the result of the fusion method.

7.2.18.5 YAML specification

To be placed in section #/paths:

/performFusion:
get:

summary: Perform Fusion

parameters:

- name: fusionInput

in: query
required: true
schema:

Sref: '#/components/schemas/FusionIdentityListType'

responses:
200:
description: >

© ISO/IEC 2023 - All rights reserved
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Success. Returns Biographic Data Elements and/or Encounter List
content:
application/json:
schema:
type: object
properties:
match:
description: >
indicates the result of the fusion methodd
type: boolean
400:
description: Invalid Input
content:
application/json:
schema:
Sref: '"#/components/schemas/invalidInput'
500|:
description: Internal Server Error
clontent:
application/json:
schema:
oneOf:
- S$ref: '#/components/schemas/cannotProcessData'
- Sref: '"#/components/schemas/unknownError'
503
Slref: '#/components/responses/x503"'
7.2.19 Query Capabilities
7.2.19.1 Ddscription
The Query (apabilities service shall return a list of the capabilities, options, galleries, etc. that are
supported Ry the IAVS implementation. Subclause 8.6.2 provides a list of capabilities. Refler to
ISO/IEC 301P8-1:2015, Annex A, for conformance reéquirements regarding which capability namles an
implementation is required to use in the Query Capabilities service. If the implementing system do¢s not
support a capability item, the Capability Value ¢an be set to null in the response.
Proprietary jand additional information can-be returned by returning capabilities that are not part of

the listed caj
Description

7.2.19.2 RE
GET

babilities in Table 1. When returning capabilities that are not listed in
thall describe the capability.

ST method

7.2.19.3 Paframeters

None.

Table 1, the Capability

7.2.19.4 Responses

In addition to the generic HTTP responses defined in 9.2, the execution of this service shall provide one
of the responses listed in Table 18 (see 9.3 for the meaning of each error condition code).

Table 18 — Particular responses for Query Capabilities service

HTTP
status HTTP status Error condition code Description
code meaning
code
200 |OK SUCCESS Adding also Capability List, as seen below table.
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A successful execution of this service will provide:

— Capability List - a list of capabilities supported by the IAVS implementation.

7.2.1

9.5 YAML specification

To be placed in section #/paths:

/queryCapabilities:
get:

7.2.2

7.2.2

The A
ID. Iny
set of
not s
assod
gallel

7.2.2
GET

summary: Query Capabilities
responses:

UVU .
description: >
Success. Returns Biographic Data Elements and/or Encounter LisE
content:
application/json:
schema:
type: object
properties:
capabilitylList:
# a list of capabilities supported by the BIAS
# implementation
Sref: '#/components/schemas/CapabilityhihstType'
500:
description: Unknown Error
content:
application/json:
schema:
Sref: '#/components/schemas/unknewnError'
503:
Sref: '#/components/responses/x503!

0 Retrieve Biographic Data

0.1 Description

biographic data associated with that encounter (list contains a single set). If the en

iated with the mostrecent encounter. If no gallery ID is specified, a list of biographic
ies shall be returned.

0.2 RESTmethod

etrieve Biographic Data seryice shall retrieve the list of biographic data associated wjith a subject
the encounter-centric madel, the encounter ID may be specified and the service shall return the

rounter ID is

pecified in the encounter-centric model, the service shall return the list of biographidinformation

Hata from all

7.2.20;

2 Paramotares
S>——aHHReters

— Subject ID — the identifier of the subject.

— Gallery ID (optional) — the identifier of the gallery or population group from which the biographic
information will be retrieved.

— Encounter ID (optional) — the identifier of the encounter.

— Encounter Type (optional) — the category of encounter.

7.2.20.4 Responses

In addition to the generic HTTP responses defined in 9.2, the execution of this service shall provide one
of the responses listed in Table 19 (see 9.3 for the meaning of each error condition code).
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Table 19 — Particular responses for Retrieve Biographic Data service

HTTP
status HTTP stat_us Error condition code Description
code meaning
code
200 |OK SUCCESS Adding also Biographic Data List, as seen below

table.

INVALID_SUBJECT_ID
INVALID_INPUT
INVALID_ENCOUNTER_ID

LINL D TNz

400 |Bad Request

UNKNOWN_SUBJECT
UNKNOWN_GALLERY
UNKNOWN_ENCOUNTER
NON_EXISTENT_DATA
Intbrnal Server|CANNOT_RETRIEVE_DATA
Errpr INTERNAL_DATABASE_ERROR

404 |NotfFound

500

A successfullexecution of this service will provide:

— Biographic Data List — a list of biographic data associated with the-subject or encounter.

7.2.20.5 YAML specification

To be placed|in section #/paths:

/retrieveBiographicData:
get:
summajry: Retrieve Biographic Data
parameters:
- nlame: subjectID
ijn: query
equired: true
chema:
type: string
ame: galleryID
n: query
equired: false
chema:
type: string
ame: encouaterID
n: query
equired: Yfalse
chemas
type: string
- nlame’yy encounterType

il suee

W =5 B3 0 =

0= S

1
required: false
schema:
Sref: '#/components/schemas/EncounterCategoryType'
responses:
200:
description: >
Success. Returns Biographic Data Elements and/or Encounter List
content:
application/json:
schema:
type: object
properties:
biographicDatalList:
# A list of biographic data elements associated with a
# subject or encounter
Sref: '"#/components/schemas/BiographicDatalListType'
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400:
description: Bad Request
content:
application/json:
schema:
oneOf:
- Sref: '"#/components/schemas/invalidSubjectId"
- $ref: '#/components/schemas/invalidInput’
- Sref: '#/components/schemas/invalidEncounterId’
- $ref: '"#/components/schemas/invalidEncounterType'
404 :
description: Not Found
content:
application/json:
schema:
oneOf:
- Sref: '#/components/schemas/unknownSubject'
- $ref: '"#/components/schemas/unknownGallery'
- Sref: '#/components/schemas/unknownEncounter'
- Sref: '#/components/schemas/nonExistentData’
500:
description: Internal Server Error
content:
application/json:
schema:
oneOf:
- Sref: '#/components/schemas/cannotRétrieveData’
- Sref: '#/components/schemas/interpalDatabaseError'
- Sref: '"#/components/schemas/unkngwnError'
503:
Sref: '#/components/responses/x503"
7.2.21 Retrieve Biometric Data
7.2.2(1.1 Description
The Retrieve Biometric Data service shallretrieve the biometric data associated with a subj

encolyinter-centric model, the encounter ID may be specified and the service shall return t
data pssociated with that encounter:If the encounter ID is not specified in the encounter-cq
the sprvice shall return the bigmetric information associated with the most recent enc
gallery ID is specified, bionletric data from all galleries shall be returned. The service
optiopal input parameterito specify that only biometric data of a certain type should be ref

7.2.2[1.2 REST method
GET

7.2.2[1.3 (Parameters

ect ID. In the
he biometric
bntric model,
punter. If no
provides an
rieved.

— S lhjpr'f' ID — the identifier of the subject

— Gallery ID (optional) — the identifier of the gallery or population group from which the biometric

information will be retrieved.
— Encounter ID (optional) — the identifier of the encounter.

— Encounter Type (optional) — the category of encounter.

— Biometric Type (optional) — the type of biological or behavioural data to retrieve, as defined by the

Multiple-types type in one of the JSON-coded patron formats ISO/IEC 19785-3.

© ISO/IEC 2023 - All rights reserved
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7.2.21.4 Responses

In addition to the generic HTTP responses defined in 9.2, the execution of this service shall provide one

of the responses listed in Table 20 (see 9.3 for the meaning of each error condition code).

Table 20 — Particular responses for Retrieve Biometric Data service

HTTP
status HTTP status Error condition code Description
code meaning
code
200 |OK SUCCESS Adding also BIR List, as seen below
INVALID_SUBJECT_ID
INVALID_INPUT
400 |Bad Request INVALID_ENCOUNTER_ID
INVALID_ENCOUNTER_TYPE
BIOMETRIC_TYPE_NOT_SUPPORTED
UNKNOWN_SUBJECT
UNKNOWN_GALLERY
404 |NofFound

UNKNOWN_ENCOUNTER

NON_EXISTENT_DATA

500

Internal Server
Errpr

CANNOT_RETRIEVE_DATA

INTERNAL_DATABASE_ERROR

A successful

BIR List

execution of this service will provide:

7.2.21.5 YAML specification

To be placed|

/retrieve
get:
summa

parameters:

- nlame:
n: query

chema :
type:
ame :
n: quexy
equired:
chéma”
type:

W =5 B3

in section #/paths:
BiometricData:

ry: Retrieve BiometricyData
subjectID

i

rlequired: true

S

sty
gadderyID

false

string

— data structure containing the retrieved biemetric samples.

- name:
in: query
required:
schema:

type:

- name:
in: query

encounterID
false

string
encounterType

required: false

schema:
Sref:

- name: biometricType

in: query
required:
schema:

Sref:

responses:

38

200:

false

'#/components/schemas/EncounterCategoryType’

'#/components/schemas/BiometricType'
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description: >
Success. Returns Biographic Data Elements and/or Encounter List
content:
application/json:
schema:
type: object
properties:
birList:
# data structure containing the retrieved biometric
# samples
Sref: '#/components/schemas/CBEFF BIR ListType'
400:
description: Bad Request
content:

application/json:
schema:
oneOf:
- Sref: '"#/components/schemas/invalidSubjectId’
- Sref: '#/components/schemas/invalidInput’
- Sref: '#/components/schemas/invalidEncounterId’
- Sref: '#/components/schemas/invalidEncounterType"
- $ref: '"#/components/schemas/biometricTypeNotSupported'
404 :
description: Not Found
content:
application/json:
schema:
oneOf:
- Sref: '#/components/schemas/unkngwnSubject'
- $ref: '"#/components/schemas/unknownGallery'
- Sref: '#/components/schemas/nknownEncounter'
- Sref: '#/components/schema§/ndonExistentData’
500:
description: Internal Server Errdd
content:
application/json:
schema:
oneOf:
- Sref: '#/compohénts/schemas/cannotRetrieveData'
- Sref: '"#/components/schemas/internalDatabaseError'
- Sref: '"#/components/schemas/unknownError'
503:
Sref: '#/components/responses/x503"

2 Retrieve Document Data

2.1 Description

The Retrieve Document Data service shall retrieve the list of document data associated w

ID fo

" the eategory or categories specified. In the encounter-centric model, the encounte

ith a subject
r ID may be
encounter. If

speciLied and the service shall return the list of document data associated with that

the e

counter ID is not specified in the encounter-centric model, the service shall retuj

n the list of

document information associated with the most recent encounter for which document data exists. If
no gallery ID is specified, document data from all galleries shall be returned. If no document category
is specified, all documents associated with the subject (and encounter ID, if present) shall be returned.

7.2.2
GET

7.2.2

2.2 REST method

2.3 Parameters

— Subject ID — the identifier of the subject.

— Gallery ID — the identifier of the gallery or population group from which the biographic information
will be retrieved.
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— Encounter ID (optional) — the identifier of the encounter.

— Encounter Type (optional) — the category of encounter.

— Document Category (optional) — the category(ies) of the identity documents to be retrieved.

7.2.22.4 Responses

In addition to the generic HTTP responses defined in 9.2, the execution of this service shall provide one
of the responses listed in Table 21 (see 9.3 for the meaning of each error condition code).

< o IS S 4 h Y = 1 £ D = D D =
IdDIC 41 — IdI'tituldl TCSPOUILSCES 101N relricve voauiricrit atd SCIviIiLe

HTTP
status
code

HTTP status
codle meaning

Error condition code

Description

200 |[OK

SUCCESS

Adding also Document Pata List, as een
below table.

400 |Bad Request

INVALID_SUBJECT_ID

INVALID_INPUT

INVALID_ENCOUNTER_ID

INVALID_ENCOUNTER_TYPE

404 |Nof|Found

UNKNOWN_SUBJECT

UNKNOWN_GALLERY

UNKNOWN_ENCOUNTER

UNKNOWN_DOCUMENT_CATEGORY

NON_EXISTENT_DATA

Int¢rnal Server

>00 Errpr

CANNOT_RETRIEVE_DATA

INTERNAL_DATABASE :ERROR

A successfullexecution of this service will provide:

— Document Data List — a list of document data associated with the subject or encounter.

7.2.22.5 YAML specification

To be placed|in section #/paths:

/retrieveDocumentData:

get:

summajry: Rebrfeve Document Data

parameters;
- nlame”
iln:Nquery

subjectID

required: true

schema:

type: string
- name: galleryID

in: query

required: false

schema:

type: string
- name: encounterID

in: query

required: false

schema:

type: string
- name: encounterType

in: query

required: false

40
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schema:
Sref: '#/components/schemas/EncounterCategoryType'
- name: documentCategory
in: query
required: false
schema:
type: string
responses:
200:
description: >
Success. Returns Biographic Data Elements and/or Encounter List
content:
application/json:
schema:
type: object
properties:
documentDatalist:
# a list of document data associated with the subjegt
# or encounter
Sref: '#/components/schemas/DocumentDataListType-

400:
description: Bad Request
content:
application/json:
schema:
oneOf:
- Sref: '"#/components/schemas/invalidSubjectId’
- S$ref: '#/components/schemas/invalddiniput’'
- Sref: '#/components/schemas/invatfidEncounterId’
- S$ref: '"#/components/schemas/inyalidEncounterType'
404 :
description: Not Found
content:
application/json:
schema:
oneOf:
- Sref: '#/components/Schemas/unknownSubject'
- $ref: '"#/components/schemas/unknownGallery'
- Sref: '#/compohénts/schemas/unknownEncounter'
- Sref: '#/components/schemas/unknownDocumentCategory'
- Sref: '#/components/schemas/nonExistentData’
500:
description: Ingexral Server Error
content:
application/json:
schemax
oneOfs
</Sref: '#/components/schemas/cannotRetrieveData'
= Sref: '#/components/schemas/internalDatabaseError'
- $ref: '"#/components/schemas/unknownError'
5031
Seef: 'f#/components/responses/x503"'

7.2.28 Set Ringrnphir Data

7.2.23.1 Description

The Set Biographic Data service shall associate biographic data to a given subject record. Depending on
the identity model in use, the biographic information should replace any existing biographic information
(person-centric model) or it shall be added within a new encounter (encounter-centric model). If
biometric or document data was also collected during the same encounter, the same encounter ID shall
be specified by the caller in order to link the biographic data with the associated biometric and/or
document information (using the Set Biometric Data and Set Document Data services). If the encounter
ID is omitted for the encounter-centric model, an error shall be returned.

NOTE Biographic data is typically set within the master database. However, this is implementation-specific.
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For encounter-based systems, the Create Encounter service shall be called prior to Set Biographic Data.
The Encounter ID assigned as a result (and returned by the Create Encounter service) shall be used as

input to this service.

7.2.23.2 REST method
PATCH

7.2.23.3 Parameters

— Subject ID (input) — the identifier of the subject.

— Gallery ID (input, optional) — the identifier of the gallery or population group to which the biogtaphic

will be 4dded.

— Encountgr ID (input, conditional) — the identifier of the encounter.

— Biographic Data (input) — a list of biographic data to associate with the subject/or'encounter.

7.2.23.4 Responses

In addition tp the generic HTTP responses defined in 9.2, the execution df this service shall provide one

of the respomses listed in Table 22 (see 9.3 for the meaning of each erroficondition code).

Table 22 — Particular responses for Set Biographic Data service

HTTP
status
code

HTTP status
code meaning

Error condition code

Description

200 |OK

SUCCESS

400 |Bad Request

INVALID_SUBJECT_ID

INVALID_INPUT

INVALID_ENCOUNTER_ID

UNKNOWN_BIOGRAPHIC_FORMAT

404 |[NofFound

UNKNOWN_SUBJECT

UNKNQWN_GALLERY

UNKNOWN_ENCOUNTER

Int¢rnal Server

500 Errpr

GANNOT_STORE_DATA

CANNOT_UPDATE_DATA

INTERNAL_DATABASE_ERROR

7.2.23.5 YAMEspecification

To be placed in section #/paths:

/setBiographicData:
post:

summary: Set Biographic Data

parameters:

- name: subjectID

in: query

required: true

schema:

type: string
- name: galleryID

in: query

required: false

schema:

type: string

42
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- name: encounterID
in: query
required: false
schema:
type: string
- name: biographicData
in: query
required: true
schema:
Sref: '#/components/schemas/BiographicDataType'
responses:
200:
Sref: '#/components/responses/success'
400
description: Bad Request
content:
application/json:
schema:
oneOf:
- Sref: '#/components/schemas/invalidSubjectId'
- $ref: '"#/components/schemas/invalidInput’
- $ref: '"#/components/schemas/invalidEncounterld’
- S$ref: '#/components/schemas/unknownBiographicFormat'

404 :
description: Not Found
content:
application/json:
schema:
oneOf:
- $ref: '"#/components/schemas/unknownSubject'
- S$ref: '#/components/schemas/nknownGallery'
- Sref: '"#/components/schema§/uhknownEncounter'
500:
description: Internal Server Errdd
content:
application/json:
schema:
oneOf:
- Sref: '#/compohénts/schemas/cannotStoreData’
- Sref: '"#/components/schemas/cannotUpdateData'
- Sref: '#/components/schemas/internalDatabaseError'
- $ref: '#/COmponents/schemas/unknownError'
503:
Sref: '#/componénts/responses/x503"

7.2.24 Set Biometric¢ Data

7.2.2¢.1 Description

The Jet Biometric Data service shall associate biometric data to a given subject record. Depending on
the identity model in use, the biometric information should replace any existing biometridinformation
(perdonteentric model) or it shall be added within a new encounter (encounter-centrfjc model). If
biographic or document data was also collected during the same encounter, the same encounter ID
shall be specified by the caller in order to link the biometric data with the associated biographic and/or
document information (using the Set Biographic Data and Set Document Data services). If the encounter
ID is omitted for the encounter-centric model, an error shall be returned.

NOTE Biometric data is typically set within the master database. The updating of the comparison engine
database (if separate) is governed by service provider policy.

For encounter-based systems, the Create Encounter service shall be called prior to Set Biometric Data.
The Encounter ID assigned as a result (and returned by the Create Encounter service) shall be used as
input to this service.
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7.2.24.2 REST method
PATCH

7.2.24.3 Parameters
— Subject ID — the identifier of the subject.

— Gallery ID (optional) — the identifier of the gallery or population group to which the biometric will
be added.

— Encounter ID (optional) — the identifier of the encounter

— BIR List |— data structure containing the new biometric sample(s).

7.2.24.4 Responses

In addition tp the generic HTTP responses defined in 9.2, the execution of this service-shall provide one
of the respomses listed in Table 23 (see 9.3 for the meaning of each error conditien:code).

Table 23 — Particular responses for Set Biometric Datd service

HTTP HTTP status e ...
status . Error condition code Description
code codle meaning

Adding also Encounter ID, as seen bglow

200 |[OK SUCCESS table.

INVALID_SUBJECT_ID
INVALID_INPUT
INVALID_ENCOUNTER_ID
INVALID_BIR
UNKNOWN_FORMAT
BIOMETRIC_TYPE_NOT_SUPPORTED
BIR_DECRYPTION_FAILURE

403 |Forpidden BIR_QUALITY’ERROR
BIR_SIGNATURE_FAILURE
UNKNOWN_SUBJECT

404 |NofFound UNKNOWN_GALLERY
UNKNOWN_ENCOUNTER
CANNOT_CHECK_QUALITY
Intérfal Server| CANNOT_STORE_DATA

Error CANNAOT ITDNATE NDATA
GOAAININULT_UT UNTL_UNAILY

INTERNAL_DATABASE_ERROR

400 |Bad Request

500

A successful execution of this service will provide:

— Encounter ID — the identifier of the encounter.

7.2.24.5 YAML specification

To be placed in section #/paths:

/setBiometricData:
post:
summary: Set Biometric Data
parameters:
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- name: subjectID
in: query
required: true
schema:

type: string

- name: galleryID
in: query
required: false
schema:

type: string

- name: encounterID
in: query
required: false
schema:

type: string
- name: birList
in: query
required: true
schema:
Sref: '#/components/schemas/CBEFF BIR ListType'
responses:
200:
description: Success. Returns encounter ID created
content:
application/json:
schema:
type: object
properties:
encounterID:
type: string
description: The identifier ©f)‘the encounter
400:
description: Bad Request
content:
application/json:
schema:
oneOf:
- Sref: '"#/components/schemas/invalidSubjectId’
- Sref: '#/compohénts/schemas/invalidInput’
- Sref: '"#/components/schemas/invalidEncounterId'’
- Sref: '"#/components/schemas/invalidBir'
- $ref: '#/COmponents/schemas/unknownFormat'
- Sref: MY components/schemas/biometricTypeNotSupported'
403:
description:eForbidden
content:
application/json:
schema:
QheOf:
- S$ref: '"#/components/schemas/birDecryptionFailure’
- Sref: '#/components/schemas/birQualityError’
- Sref: '"#/components/schemas/birSignatureFailure’
404
description: Not Found

application/json:

schema:
oneOf:
- $ref: '#/components/schemas/unknownSubject'
- Sref: '"#/components/schemas/unknownGallery'
- Sref: '#/components/schemas/unknownEncounter'
500:
description: Internal Server Error
content:
application/json:
schema:
oneOf:
- Sref: '"#/components/schemas/cannotCheckQuality'
- Sref: '#/components/schemas/cannotStoreData'
- Sref: '"#/components/schemas/cannotUpdateData'
- Sref: '#/components/schemas/internalDatabaseError'
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- $ref: '#/components/schemas/unknownError'
503:
Sref: '#/components/responses/x503"'
7.2.25 Set Document Data

7.2.25.1 Description

The Set Document Data service shall associate identity document data to a given subject record.
Depending on the identity model in use, the document information should replace any existing
document information for the same document category (person-centric model) or it shall be added

within a ne

during the s
document d:
Data and Sef
error shall b

NOTE
specific.

Dd

For encount
The Encount
input to this

7.2.25.2 RE
PATCH

ETICOUTItET (ENCouTter=cemntric modeh—H biograpticor biometric data was atsocott
hme encounter, the same encounter ID shall be specified by the caller in order te,lin
ita with the associated biographic and/or biometric information (using the Set'\Bjogr
Biometric Data services). If the encounter ID is omitted for the encounter-centric mod
e returned.

cument data is typically set within the master database only. However, this is implement

br-based systems, the Create Encounter service shall be called prior to Set Document
er ID assigned as a result (and returned by the Create Encounter service) shall be us

7.2.25.3 P
Subject

Gallery
be adde

Encount

Docume

7.2.25.4 Re

In addition t

of the responses listéd)in Table 24 (see 9.3 for the meaning of each error condition code).

cted
k the

aphic
el, an

ation-

Data.
ed as

service.
ST method
ameters
— the identifier of the subject.
(optional) — the identifier of the\gallery or population group to which the biographic will
.
br [D (optional) — the identifier of the encounter.
1t Data — a list of dociment data to associate with the subject or encounter.
sponses
b the generiCHTTP responses defined in 9.2, the execution of this service shall provide one

Table 24 — Particular responses for Set Document Data service

HTTP
status HTTP status Error condition code Description
code meaning
code
200 |ok SUCCESS Adding also Encounter ID, as seen below
table.
INVALID_SUBJECT_ID
400 |Bad Request INVALID_INPUT
INVALID_ENCOUNTER_ID
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Table 24 (continued)
HTTP
status HTTP stat_us Error condition code
code code meaning

Description

UNKNOWN_SUBJECT

UNKNOWN_GALLERY
404 |[Not Found

UNKNOWN_ENCOUNTER

UNKNOWN_DOCUMENT_CATEGORY

CANNOT_STORE_DATA
Internal Server

50 CANNOT_UPDATE_DATA

Error
INTERNAL_DATABASE_ERROR

A successful execution of this service will provide:

— HBncounter ID — the identifier of the encounter.

7.2.25.5 YAML specification

To begplaced in section #/paths:

/sqtDocumentData:

gost:

summary: Set Document Data
parameters:

- name: subjectID
in: query
required: true
schema:

type: string

- name: galleryID
in: query
required: false
schema:

type: string

- name: encounterID
in: query
required: false
schema:

type: strdnyg

- name: docéméhtData
in: quedy
requireds: true
schemau

responses:
200

content:

Sxef: '#/components/schemas/DocumentDataListType’

description: Success. Returns encounter ID created

application/json:
schema:
type: object
properties:
encounterID:
type: string

description: The identifier of the encounter

400:
description: Bad Request
content:
application/json:
schema:
oneOf:

- Sref:
- Sref:
- Sref:

404:

'#/components/schemas/invalidSubjectId’
'#/components/schemas/invalidInput'
'#/components/schemas/invalidEncounterId’

© ISO/IEC 2023 - All rights reserved

47


https://iecnorm.com/api/?name=ff25e679671d5066bca25f971fef7051

ISO/IEC 30

108-2:2023(E)

description: Not Found
content:
application/json:
schema:
oneOf:
- $ref: '#/components/schemas/unknownSubject'
- $ref: '#/components/schemas/unknownGallery'
- $ref: '#/components/schemas/unknownEncounter'
- Sref: '"#/components/schemas/unknownDocumentCategory"
500:
description: Internal Server Error
content:
application/json:
chema:
oneOf:
- Sref: '#/components/schemas/cannotStoreData’
- Sref: '"#/components/schemas/cannotUpdateData'
- $ref: '#/components/schemas/internalDatabaseError'
- S$ref: '#/components/schemas/unknownError'
503
Sjref: '#/components/responses/x503"

7.2.26 Tranpsform Biometric Data

7.2.26.1 D¢

The Transfon
new target f

feature

centring
standar

The service
particular ti
the Query Cd
Control para

7.2.26.2 RH
GET

7.2.26.3 Paframeters

— Input BIl

scription

m Biometric Data service shall transform or process a given biometric in one format
brmat. Examples of transformations include:

bxtraction;
or cropping biometric images;
1 biometric data format conversion.

includes an optional parameter tg<allow the requestor to specify certain controls
ansform operation (e.g. compression ratio, target record size, or target resolution
pabilities service for a description of the use of the Transform Operation and Tranj
meters.

ST method

R — data structure containing the biometric information to be transformed.

Transfon

im\Operation — value indicating the type of transformation to perform.

Transform Control (optional) — specifies controls for the requested transform operation.

7.2.26.4 Responses

nto a

for a
. See
form

In addition to the generic HTTP responses defined in 9.2, the execution of this service shall provide one
of the responses listed in Table 25 (see 9.3 for the meaning of each error condition code).

48

© ISO/IEC 2023 - All rights reserved


https://iecnorm.com/api/?name=ff25e679671d5066bca25f971fef7051

ISO/IEC 30108-2:2023(E)

Table 25 — Particular responses for Transform Biometric Data service

HTTP

status HTTP stat_us Error condition code Description
code meaning
code
200 |OK SUCCESS Adding also Output BIR, as seen below

table.

INVALID_BIR

INVALID_INPUT
INVALID_PROCESSING_OPTION
BIOMETRIC-TYPENOT-SHPPORTED
BIR_DECRYPTION_FAILURE

40B |Forbidden BIR_QUALITY_ERROR
BIR_SIGNATURE_FAILURE

400 |Bad Request

Internal Server

50p Error

CANNOT_PROCESS_DATA

A successful execution of this service will provide:

— Qutput BIR — data structure containing the new, transformedbiometric information.

7.2.26.5 YAML specification

To bejplaced in section #/paths:

/ttansformBiometricData:
get:
summary: Classify Biometric Data
parameters:
- name: bir
in: query
required: true
schema:
Sref: '#/componentsischemas/CBEFF BIR Type'
- name: transformOpepation
in: query
required: true
schema:
type: integer
formats\int64
- name: tramsformControl
in: quesy
reqg@ixred: false
sc¢hema:
type: string
resppbnses:
200:

< oo fal Rat
e SerIFpP o T—ot 55—

content:
application/json:
schema:
type: object
properties:
outputBIR:
# data structure containing the new, transformed
# biometric information
Sref: '#/components/schemas/CBEFF BIR Type'
400:
description: Bad Request
content:
application/json:
schema:
oneOf:
- Sref: '"#/components/schemas/invalidBir'
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- Sref: '#/components/schemas/invalidInput'
- S$ref: '#/components/schemas/invalidProcessingOptions'
- $ref: '#/components/schemas/biometricTypeNotSupported'
403:
description: Forbidden
content:
application/json:
schema:
oneOf:
- $ref: '#/components/schemas/birDecryptionFailure'
- Sref: '#/components/schemas/birQualityError’
- Sref: '"#/components/schemas/birSignatureFailure’
500:
cscription: Tnternal Server Frror
clontent:
application/json:
schema:
oneOf:
- Sref: '#/components/schemas/cannotProcessData'
- Sref: '"#/components/schemas/unknownError'
503
$lref: '#/components/responses/x503"'
7.2.27 Update Biographic Data
7.2.27.1 Ddscription
The Update |Biographic Data service shall update the biographic data for an existing subject rg

The service
centric modg

chall replace any existing biographic data with the new biographic data. In the encot
], the encounter ID shall be specified.

cord.
nter-

7.2.27.2 RHEST method

PUT

7.2.27.3 Parameters

— Subject ID — the identifier of the subject.

— Encountgr ID (conditional) — theidentifier of the encounter, required for encounter-centric mgdels.
— Biographic Data — list of ipdated biographic data elements.

7.2.27.4 Responses

In addition tp the generic HTTP responses defined in 9.2, the execution of this service shall provide one

of the respomsesdisted in Table 26 (see 9.3 for the meaning of each error condition code).

I'able 26 — Farticular responses Ior Update Biographic Data service

HTTP
status HTTP stat.us Error condition code Description
code meaning
code
200 |OK SUCCESS
INVALID_SUBJECT_ID
INVALID_INPUT
400 |Bad Request
INVALID_ENCOUNTER_ID
UNKNOWN_BIOGRAPHIC_FORMAT
UNKNOWN_SUBJECT
404 |NotFound
UNKNOWN_ENCOUNTER
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Table 26 (continued)
HTTP
status HTTP status Error condition code Description
code meaning
code
500 Internal Server CANNOT_UPDATE_DATA
Error INTERNAL_DATABASE_ERROR

7.2.27.5 YAML specification

To be placed in section #/paths:

/ugdateBiographicData:
gost:
summary: Update Biographic Data
parameters:
- name: subjectID
in: query
required: true
schema:
type: string
- name: encounterID
in: query
required: false
schema:
type: string
- name: biographicData
in: query
required: true
schema:
Sref: '#/components/schemas/BiqoghaphicDatalistType'
responses:
200:
Sref: '#/components/responsegksuccess'
400:
description: Bad Request
content:
application/json:
schema:
oneOf:
- Sref:( '"#/components/schemas/invalidSubjectId"
- Sref: '#/components/schemas/invalidInput'
- S«ef: '"#/components/schemas/invalidEncounterId’
-(S¥ef: '"#/components/schemas/unknownBiographicFormat'
404:
description: Not Found
conpgent:
application/json:
schema:
oneOf:
- Sref: '#/components/schemas/unknownSubject'
- Sref: '#/components/schemas/unknownEncounter'
500:
description: Internal Server Error
content:
application/json:
schema:
oneOf:
- Sref: '#/components/schemas/cannotUpdateData’
- Sref: '#/components/schemas/internalDatabaseError'
- $ref: '#/components/schemas/unknownError'
503:
Sref: '#/components/responses/x503"
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7.2.28 Update Biometric Data

7.2.28.1 Description

The Update Biometric Data service shall update a single biometric sample for an existing subject record.
The service includes an optional parameter indicating if the new biometric sample should be merged
with the existing biometric sample. If this parameter is set to “False” or is not used in the service
request, the service shall replace the existing biometric sample with the new biometric sample. In the

encounter-centric model, the encounter ID shall be specified.

NOTE

multi-sample

7.2.28.2 RH

PUT

The term “merge” is implementation-specific. However, it may include either adding the sample to a

7.2.28.3 PTDameters

— Subject
— Encount

— Merge (9
biometr

— BIR—d

7.2.28.4 Responses

In addition t

ST method

1 £ - 1 LR . - £ 1 £ 1 1 - RN
L CLOTU O pETTUTITITE SUIIIC ICVCT O DIVIIICLTIC TUSIOIT (€. 5. SdIIIPIC O 1C4AlUIrC ICVET TUSIUIL).

— the identifier of the subject.

hta structure containing the new biometric sample:

Table 27 — Particular responses for Update Biometric Data service

er [D (conditional) — the identifier of the encounter, required for encounter-centric m¢dels.

ptional) — value indicating if the input biometric sample’should be merged with any ex|sting
c information.

b the generic HTTP responses definedin"9.2, the execution of this service shall provide one
of the responses listed in Table 27 (see 9.3 for the,meaning of each error condition code).

HTTP ]
status HTTP status Error condition code Description
codle meaning

code

200 |OK SUCGESS
INVALID_SUBJECT_ID
INVALID_INPUT
INVALID_ENCOUNTER_ID

400 |Bad Requeést
INVALID_BIR
UNKNOWN_FORMAT
BIOMETRIC_TYPE_NOT_SUPPORTED
BIR_DECRYPTION_FAILURE

403 |Forbidden BIR_QUALITY_ERROR
BIR_SIGNATURE_FAILURE
UNKNOWN_SUBJECT

404 |[Not Found
UNKNOWN_ENCOUNTER
CANNOT_CHECK_QUALITY

500 }Enrtre;rnal Server [ ANNOT UPDATE_DATA
INTERNAL_DATABASE_ERROR
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7.2.28.5 YAML specification

To be placed in section #/paths:

/updateBiometricData:

post:
summary: Update Biometric Data
parameters:
- name: subjectID
in: query
required: true
schema:
type: string
= TTame T SNCOUNTEr 1D
in: query
required: false
schema:
type: string
- name: merge
in: query
required: false
schema:
type: boolean
- name: bir
in: query
required: true
schema:
Sref: '#/components/schemas/CBEFF BIR Type'
responses:
200:
Sref: '#/components/responses/success?
400:
description: Bad Request
content:
application/json:
schema:
oneOf:
- Sref: '"#/componeédits/schemas/invalidSubjectId’
- $ref: '#/compdrents/schemas/invalidInput’
- Sref: '#/comlpobnents/schemas/invalidEncounterId’
- $ref: '#/domponents/schemas/invalidBir'
- Sref: ‘$Ycdomponents/schemas/unknownFormat'
- Sref:('#/components/schemas/biometricTypeNotSupported’
403:
descriptiong \Eorbidden
content:
applidation/json:
schema:
oneOf:
- S$ref: '"#/components/schemas/birDecryptionFailure’
- Sref: '#/components/schemas/birQualityError’
- Sref: '#/components/schemas/birSignatureFailure'
404 :
description: Not Found
content:
application/json:
schema:
oneOf:
- Sref: '#/components/schemas/unknownSubject'
- Sref: '#/components/schemas/unknownEncounter'
500:
description: Internal Server Error
content:
application/json:
schema:
oneOf:
- Sref: '#/components/schemas/cannotCheckQuality'
- Sref: '"#/components/schemas/cannotUpdateData'
- $ref: '"#/components/schemas/internalDatabaseError'
- $ref: '"#/components/schemas/unknownError'
503:
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Sref: '"#/components/responses/x503"

7.2.29 Update Document Data

7.2.29.1 Description

The Update Document Data service shall update the document data for an existing subject record. The
service shall replace any existing document data of the same category with the new document data. In

the encounter-centric model, the encounter ID shall be specified.

7.2.29.2 REST method

PUT

7.2.29.3 Paframeters

— Subject ID — the identifier of the subject.

— Encountgr ID (conditional) — the identifier of the encounter, required for encounter-centric mgdels.

— Document Data — list of updated document data.

7.2.29.4 Responses

In addition tp the generic HTTP responses defined in 9.2, the exécution of this service shall provide one

of the responses listed in Table 28 (see 9.3 for the meaning of gach error condition code).

Table 28 — Particular responses for Update Document Data service

HTTP .
status HTTP status Error conditioncode Description
codle meaning
code
200 |OK SUCCESS

INVALID_SUBJECT=ID

400 |Bad Request INVALID_INPUT

INVALID_.ENCOUNTER_ID

UNKNOWN_SUBJECT

UNKNOWN_ENCOUNTER

404 |[NofFound

UNKNOWN_FORMAT

UNKNOWN_DOCUMENT_CATEGORY

IntérnalServer |CANNOT_UPDATE_DATA

500

Errpr INTERNAL_DATABASE_ERROR

7.2.29.5 YAML specification

To be placed in section #/paths:

/updateDocumentData:
post:

summary: Update Document Data

parameters:

- name: subjectID
in: query
required: true
schema:

type: string

- name: encounterID

in: query
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required: false
schema:
type: string
- name: documentData
in: query
required: true
schema:
Sref: '#/components/schemas/DocumentDataListType'
responses:
200:
Sref: '#/components/responses/success'
400:
description: Bad Request
content:
application/json:
schema:
oneOf:
- Sref: '"#/components/schemas/invalidSubjectId’
- Sref: '#/components/schemas/invalidInput’
- Sref: '#/components/schemas/invalidEncounterId’

404:
description: Not Found
content:
application/json:
schema:
oneOf:
- S$ref: '"#/components/schemas/unknownSubject'
- Sref: '#/components/schemas/unknoynkricounter'
- Sref: '#/components/schemas/unkngwnFormat'
- $ref: '"#/components/schemas/unknownDocumentCategory'
500:
description: Internal Server Error
content:
application/json:
schema:
oneOf:
- Sref: '"#/components/schemas/cannotUpdateData'
- $ref: '"#/components/schemas/internalDatabaseError'
- Sref: '#/compohénts/schemas/unknownError'
503:
Sref: '#/components/responses/x503"

7.2.30 Verify Subject

7.2.30.1 Description

The Verify Subject service shall perform a 1:1 verification comparison between a given blometric and
eithel a claim to%identity in a given gallery or another provided biometric. As such, either] the Identity
Claim or Reference BIR input parameters are required.

NOTH When in encounter mode, for comparison operations, it is not necessary to explicitly create an
encounter: The IAVS service provider will create the encounter and will set the encounter type to "recognition”.

7.2.30.2 REST method
GET

7.2.30.3 Parameters
— Input BIR — data structure containing the biometric sample for the search.

NOTE1  When multiple samples are included as input (e.g. in a multimodal operation), a complex BIR is
used.

— Reference BIR (conditional) — data structure containing the biometric sample that will be compared
to the Input BIR, required if no Identity Claim is provided.
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— Identity Claim (conditional) — the identifier by which the subject is known to the gallery, required if
no Reference BIR is provided.

NOTE 2

An identity claim can be the Subject ID or a different unique piece of biographic data used by the
gallery as a key (e.g. account number or username).

— Gallery ID (optional) — the identifier of the gallery or population group of which the subject needs
to be a member.

7.2.30.4 Responses

In addition t

of the responses listed in Table 29 (see 9.3 for the mezﬁng of each error condition code).

Table 29 — Particular responses for Verify Subject service

HTTP | HT|TP status
status | cofle mean- Error condition code Description
code ing
Adding also
> Match
200 |[OK SUCCESS
— Score
as seen below table.
INVALID_BIR
INVALID_INPUT
400 |Bad Request |[INVALID_IDENTITY_CLAIM
BIOMETRIC_TYPE_NOT_SUPPORTED
UNKNOWN_FORMAT
BIR_DECRYPTION_FAILURE
403 |Forpidden BIR_QUALITY_ERROR
BIR_SIGNATURE_FAILURE
UNKNOWN_GALLERY
404 |[NofFound
UNKNOWN_IDENTITY_CLAIM
CANNOTSEHECK_QUALITY
500 Intérnal CANNOT PROCESS_DATA
Serper Error |CANNOT_VERIFY_DATA
INTERNAL_DATABASE_ERROR

A successful

— Match —

execution of this service will provide:

L indicates if the lnpnf BIR matched either the biometric information assaciated witlh the

Identity Claim or the Reference BIR.

— Score (optional) — the comparison score, if the biometric information matched.

7.2.30.5 YAML specification

To be placed in section #/paths:

/verifySubject:

get:

summary: Verify Subject
parameters:
ame: inputBIR

56
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n: query

required: true
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schema:
Sref: '#/components/schemas/CBEFF BIR Type'
- name: referenceBIR
in: query
required: true
schema:
Sref: '#/components/schemas/CBEFF BIR Type'
- name: identityClaim
in: query
required: false
schema:
type: string
- name: galleryID
in: guer

required: false
schema:
type: string
responses:
200:
description: >
Success. Returns Biographic Data Elements and/or Encounter List
content:
application/json:
schema:
type: object
properties:
match:
description: >
indicates if the Input BIR matched either the biometric
information associated with{the Identity Claim or the
Reference BIR
type: boolean
score:
description: >
the comparison scoregy if the biometric information
matched
type: number
format: float
400:
description: Bad Request
content:
application/jsong
schema:
oneOf:
- Sref:+ '#/components/schemas/invalidBir’
- Sref: '#/components/schemas/invalidInput’
~\Sref: '#/components/schemas/invalidIdentityClaim’
</Sref: '"#/components/schemas/biometricTypeNotSupported'’
- $ref: '"#/components/schemas/unknownFormat'
403:
désgription: Forbidden
content:
application/json:
schema:

- Sref: '"#/components/schemas/birDecryptionFailure’
- $ref: '"#/components/schemas/birQualityError’
- $ref: '"#/components/schemas/birSignatureFailure’
404 :
description: Not Found
content:
application/json:
schema:
oneOf:
- Sref: '"#/components/schemas/unknownGallery'
- S$ref: '"#/components/schemas/unknownIdentityClaim'
500:
description: Internal Server Error
content:
application/json:
schema:

© ISO/IEC 2023 - All rights reserved

57


https://iecnorm.com/api/?name=ff25e679671d5066bca25f971fef7051

ISO/IEC 30

108-2:2023(E)

503:

$

oneOf:
- $ref: '#/components/schemas/cannotCheckQuality'
- Sref: '#/components/schemas/cannotProcessData'
- Sref: '#/components/schemas/cannotVerifyData'
- $ref: '#/components/schemas/internalDatabaseError'
- $ref: '#/components/schemas/unknownError'
ref: '"#/components/responses/x503"'

7.3 Aggregated Services

[AVS offers the followmg set of aggregate serv1ces The intent of IAVS is to standardlze the serv1ce

implementedl.

may be impl|

utilize any of

7.3.1 Deld

7.3.1.1 Dd
The Delete 4

. While the descrlptlon for an aggregate service may provide examples of how €4t
mented using the primitive services defined in 7.2, service providers are not.fequit
the primitive services when implementing the aggregate services.

te

scription

jggregate service shall delete an existing subject or, in ap~ghcounter-centric mod

existing encpunter from the system. This may be accomplished in a number of different ways acco

to systemre

gquirements and/or resources. For example, this aggregate\Service may initiate one or

Delete Subje
services to

't from Gallery, Delete Biographic Data, Delete Biometric Data and Delete Subject prin
elete subject information from the system.

If the Deletq aggregate service is implemented as a synchronous service, the implementing sy
shall immediately process the request and return thekresults in the Return Data parameter.

Delete aggregate service is implemented as an asynchvonous service, the implementing system
return a tokpn in the Return Data parameter, which.is an indication that the request is being ha

asynchrono
Delete reque

7.3.1.2 RE
DELETE

sly. In this case, the Get Deletion Resiilts service shall be used to poll for the results
St.

ST method

7.3.1.3 Paframeters

Processi

Encount|

ng Options —'options that guide how the service request is processed.

Subject ID (conditiohal) — the identifier assigned to the subject.

pr ID.(¢onditional) — the identifier of the encounter, required for encounter-centric m

bl, an
rding
more
hitive

rstem
f the
shall
ndled
bf the

bdels.

Input D

T (optional— comtains am Imput data record, witich may Inciude biometric data.

7.3.1.4 Responses

In addition to the generic HTTP responses defined in 9.2, the execution of this service shall provide one
of the responses listed in Table 30 (see 9.3 for the meaning of each error condition code).
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Table 30 — Particular responses for Delete service

HTTP |HTTP status

status | code mean- Error condition code Description
code ing
Adding also
— Token
200 |[OK SUCCESS

— Return Data

as seen below table.

INVALID_PROCESSING_OPTIONS

INVALID_SUBJECT_ID

40p |Bad Request
INVALID_ENCOUNTER_ID

INVALID_INPUT

UNKNOWN_SUBJECT
40¢ |Not Found

UNKNOWN_ENCOUNTER

sob Internal CANNOT_DELETE_DATA

Server Error |[NTERNAL_DATABASE_ERROR

A successful execution of this service will provide:

o8

he results.

|
=

eturn Data (optional) — contains a return.data record.

7.3.1{5 YAML specification

To be|placed in section #/paths:

/ddlete:
get:
summary: Retrieve Biometric Data
parameters:

- name: processbngOptions
in: query
required: jtrue
schema®t

- names subjectID
iR’ query
required: false
schema:

type: string

Srefi’ '#/components/schemas/ProcessingOptionsType'

oken (conditional) — a token used to retrieve the results of the Delete request; rgturned with
synchronous request processing. If set to zero, op€ration is processed synchronously. If set to a
on-zero value, operation is processed asynchrondusly and Get Deletion Results are us€d to retrieve

- name: encounterID
in: query
required: false
schema:

type: string

- name: inputData
in: query
required: false
schema:

Sref: '#/components/schemas/InformationType'

responses:
200:
description: >

Success. Returns Biographic Data Elements and/or Encounter List

content:
application/json:
schema:
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type:
properties:
token:

4002

o e e o e

object

a token used to retrieve the results of the Delete
request; returned with asynchronous request processing.
If set to zero, operation is processed synchronously.
If set to a non-zero value, operation is processed
asynchronously and Get Deletion Results must be used
to retrieve the results.

$ref: '#/components/schemas/TokenType'
returnData:

#

contains a return data record

Sref: '"#/components/schemas/InformationType'

descriptio
dontent:

oneO

404
descriptio
dontent:

oneO

500]:
descriptio
dontent:

oneO

503:

7.3.2 Enro¢l

7.3.2.1 Dadscription

n:

Bad Request

application/json:
schema:
f:

Sref: '#/components/schemas/invalidProcessingOptions'
Sref: '#/components/schemas/invalidSubjectId'’

$ref: '#/components/schemas/invalidEncounterId'

Sref: '#/components/schemas/invalidInput'

n:

Not Found

application/json:
schema:
f:

$ref: '#/components/schemas/unknownStbject'
Sref: '#/components/schemas/unknowfiEpcounter’

n:

Internal Server Error

application/json:
schema:
f:

$Sref: '#/components/schémas/cannotDeleteData’
Sref: '#/components/schemas/internalDatabaseError'
Sref: '"#/componentgyschemas/unknownError'

Slref: '#/components/responses/x503"'

The Enrol aggregate service shall add a new subject or, in an encounter-centric model, a new encounlter to

the system. This may be accomplished in a number of different ways according to system requirer
and/or resoyrces-For example, this aggregate service may initiate one or more Identify Subject prin

service requlests to determine if the given subject is already known to the system. If the sub]ect

previously kinown

nents
hitive
s not

Data,

and Add Subject to Gallery primitive services may be utlhzed to add sub]ect 1nf0rmat10n to the system. If
the subject is previously known to the system, the service may:

a) do nothing;

b) initiate an Update Biographic Data and/or Update Biometric Data primitive service request in a
person-centric model; or

c) initiate a Set Biographic Data and/or Set Biometric Data primitive service request in an encounter-

centric model.

For encounter-centric models, the encounter ID may optionally be specified by the caller. If the encounter
ID is omitted for the encounter-centric model, the service shall return a system-assigned encounter ID.
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If the Enrol aggregate service is implemented as a synchronous service, the implementing system shall
immediately process the request and return the results in the Return Data parameter. If the Enrol
aggregate service is implemented as an asynchronous service, the implementing system shall return
a non-zero token in the Token parameter, which is an indication that the request is being handled
asynchronously. In this case, the Get Enrol Results service shall be used to poll for the results of the
Enrol request.

7.3.2.2 REST method

POST

7.3.2{3

— Hrocessing Options — options that guide how the service request is processed.

Parameters

— Ipput Data — contains a subject enrolment record.

— Ipput Encounter ID (optional) — the identifier of the encounter; required for encoynter-centric

7.3.214

In adlition to the generic HTTP responses defined in 9.2, the execution of this service shall
of thg responses listed in Table 31 (see 9.3 for the meaning efjeach error condition code).

models.

Responses

Table 31 — Particular responses for Enrol service

provide one

HTTP |HTTP status
statpjis | code mean- Error condition code Description
code ing
Adding also
— Output Encounfer ID
— Subject ID
20p [OK SUCCESS
— Token
— Return Data
as seen below table.
INVALID_PROCESSING_OPTIONS
40D |Bad Request |INVALID_INPUT
INVALID_ENCOUNTER_ID
40 |NotFound UNKNOWN_ENCOUNTER
CANNOT_CREATE_TEMPLATE
Tnternal CANNOT PROCESS_DATA
200 |Server Error CANNOT_STORE_DATA
INTERNAL_DATABASE_ERROR

A successful execution of this service will provide:

— Output Encounter ID (conditional) — the identifier of the encounter; required for encounter-centric
models.

— Subject ID (conditional) — the identifier assigned to the subject.

— Token (conditional) — a token used to retrieve the results of the Enrol request; returned with
asynchronous request processing. If set to zero, operation is processed synchronously. If set to a
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non-zero value, operation is processed asynchronously and Get Enrol Results is used to retrieve the
results.

— Return Data (optional) — contains a return data record.

7.3.2.5 YAML specification

To be placed in section #/paths:

/enrol:
get:
summary: Enrol
paranfeters:
- nlame: processingOptions
ijn: query
rlequired: true
slchema :
Sref: '"#/components/schemas/ProcessingOptionsType'
- nlame: inputData
iln: query
rlequired: true
slchema :
Sref: '"#/components/schemas/InformationType'
- nlame: inputEncounterID
iln: query
required: false
slchema:
type: string
responses:
200]:
description: >
Success. Returns Biographic Data Elemerts and/or Encounter List
dontent:
application/json:
schema:
type: object
properties:
outputEncounterID:
description: >
The identifiexlof the encounter, required for
enounter-ceitwic models
type: string
subjectID:
descripgion: >
The (identifier of the subject
typel string
tokenin
#)'a’ token used to retrieve the results of the Enrol
# request; returned with asynchronous request
# processing. If set to zero, operation is processed
# synchronously. If set to a non-zero value, operation
# is processed asynchronously and Get Enrol Results
# must be used to retrieve the results.
Sref: '"#/components/schemas/TokenType'
returnData:
# contains a return data record
Sref: '#/components/schemas/InformationType'
400:
description: Bad Request
content:
application/json:
schema:
oneOf:
- S$ref: '"#/components/schemas/invalidProcessingOptions'
- $ref: '#/components/schemas/invalidInput'
- Sref: '#/components/schemas/invalidEncounterId’
404:
description: Unknown Encounter
content:

application/json:
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schema:
Sref: '#/components/schemas/unknownEncounter'
500:
description: Internal Server Error
content:
application/json:
schema:
oneOf:
- Sref: '"#/components/schemas/cannotCreateTemplate'
- $ref: '"#/components/schemas/cannotProcessData'
- Sref: '#/components/schemas/cannotStoreData'
- Sref: '#/components/schemas/internalDatabaseError'
- Sref: '"#/components/schemas/unknownError'
503:
Sref: '#/components/responses/x503"
7.3.3] Get Deletion Results
7.3.3]1 Descriptions
The (et Deletion Results aggregate service shall retrieve the deletion results for the spe|
This fervice is used in conjunction with the Delete aggregate service. Jf the Delete aggre
is implemented as an asynchronous service, the implementing systeém returns a token,
Deletfon Results service is used to poll for the results of the origidal Delete request.
7.3.3{2 REST method
GET
7.3.313 Parameters
— Token — a value used to retrieve the results of the Delete request.
7.3.314 Responses
In adgdition to the generic HTTP responses defined in 9.2, the execution of this service shall
of thq responses listed in Table:32 (see 9.3 for the meaning of each error condition code).

Table 32.— Particular responses for Get Deletion Results service

-2:2023(E)

cified token.

gate service
and the Get

provide one

HTTP |HTTP status
status | code mean- Error condition code Description
code ing
200 ok SUCCESS Adding also Returp Data as
seen below table.
40p.<4Bad Request |[INVALID_TOKEN
40% Not Found TOKEN_EXPIRED
500 Internal CANNOT_DELETE_DATA
Server Error |INTERNAL_DATABASE_ERROR

A successful execution of this service will provide:

— Return Data (optional) — contains a return data record.

7.3.3.5 YAML specification

To be placed in section #/paths:

/getDeletionResults:
get:
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summary: Get Deletion Results
parameters:
- name: token
in: query
required: true
schema:
Sref: '#/components/schemas/TokenType'
responses:
200:
description: >
Success. Returns Deletion Results
content:
application/json:
chema:
type: object
properties:
returnData:
# contains a return data record
Sref: '#/components/schemas/InformationType'
400|:
description: Invalid Token
dlontent:
application/json:
schema:
Sref: '#/components/schemas/invalidToken'
404]:
description: Token Expired
dontent:
application/json:
schema:
Sref: '#/components/schemas/tokenExpiréd)
500]:
description: Internal Server Error
dlontent:
application/json:
schema:
oneOf:
- Sref: '#/components/schémas/cannotDeleteData'
- S$ref: '#/components/schemas/internalDatabaseError'
- Sref: '"#/componentgyschemas/unknownError'
503
Slref: '#/components/responses/x503"'
7.3.4 Get Enrol Results
7.3.4.1 Dadscriptions
The Get Enrpl Results aggregate service shall retrieve the enrolment results for the specified t
This service|is used(in conjunction with the Enrol aggregate service. If the Enrol aggregate sery
implemented as afrasynchronous service, the implementing system returns a token, and the Get

Results serviceds used to poll for the results of the original Enrol request.

oken.
ice is
Enrol

7.3.4.2 REST method

GET

7.3.4.3 Pa

rameters

Token — a value used to retrieve the results of the Enrol request.

7.3.4.4 Responses

In addition to the generic HTTP responses defined in 9.2, the execution of this service shall provide one
of the responses listed in Table 33 (see 9.3 for the meaning of each error condition code).
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Table 33 — Particular responses for Enrol service

HTTP |HTTP status

status | code mean- Error condition code Description
code ing
Adding also
— Encounter ID
200 |OK SUCCESS — Subject ID

— Return Data

as seen below table.

40p |Bad Request |INVALID_TOKEN

40t |NotFound |TOKEN_EXPIRED
CANNOT_CREATE_TEMPLATE

cob |internal CANNOT_PROCESS_DATA

Server Error |CANNOT_STORE_DATA
INTERNAL_DATABASE_ERROR

A successful execution of this service will provide:
— Hncounter ID (conditional) — the identifier of the encounter;if assigned.
— Subject ID (conditional) — the identifier assigned to the subject.

— Return Data (optional) — contains a return data recerd.

7.3.4{5 YAML specification

To be| placed in section #/paths:

/g4tEnrolResults:
dqet:
summary: Get Enrol Results
parameters:
- name: token
in: query
required: true
schema:
Sref: '#/¢bmponents/schemas/TokenType'
responses:
200:
des¢nription: >
Suecess. Returns Enrolment Results
content:
application/json:
schema:
type: object
properties:
encounterID:
description: >
The identifier of the encounter, if assigned
type: string
subjectID:
description: >
The identifier assigned to the subject
type: string
returnData:
# contains a return data record
Sref: '#/components/schemas/InformationType'

400:
description: Invalid Token
content:
application/json:
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schema:
Sref: '#/components/schemas/invalidToken'
404:

description:
content:

application/json:

schema:

Sref:

Token Expired

'#/components/schemas/tokenExpired’
500:
description:
content:
application/json:
schema:
oneQf:

Internal Server Error

- Sref:
- Sref:
- Sref:
- Sref:
- Sref:

'#/components/schemas/cannotCreateTemplate’
'#/components/schemas/cannotProcessData’
'#/components/schemas/cannotStoreData’
'#/components/schemas/internalDatabaseError'
'#/components/schemas/unknownError'

503:

Sjref: '#/components/responses/x503"

7.3.5 Get [dentify Results

7.3.5.1 Ddscription

The Get Identify Results aggregate service shall retrieve the identification results for the specified ]
This service|is used in conjunction with the Identify aggregate sérvice. If the Identify aggregate sg
is implemenfed as an asynchronous service, the implementing)system returns a non-zero toker

the Get Identjify Results service is used to poll for the results of the original Identify request.

7.3.5.2 RHST method
GET

7.3.5.3 Paframeters

— Token — a value used to retrieve théresults of the Identify request

7.3.5.4 Responses

oken.
rvice
, and

In addition tp the generic HFTP'responses defined in 9.2, the execution of this service shall provide one

of the responses listed in Table 34 (see 9.3 for the meaning of each of the error condition code).

Table 34 — Particular responses for Get Identify Results service

HTTP |HT[IP/status
status | cogesxmean- Error condition code Description
code ing
Adding also
— Candidate List
200 |OK SUCCESS — Encounter ID

— Return Data

as seen below table.

400 |Bad Request [INVALID_TOKEN

TOKEN_EXPIRED

404 |[Not Found

IDENTIFICATION_RESULT_NOT_YET_AVAILABLE
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Table 34 (continued)

HTTP |HTTP status
status | code mean- Error condition code
code ing

Description

CANNOT_CHECK_QUALITY

500 Internal CANNOT_PROCESS_DATA

Server Error |CANNOT_IDENTIFY_DATA

INTERNAL_DATABASE_ERROR

A successful execution of this service will provide:

I
o O

he input biometric sample.

> v o]

eturn Data (optional) — contains a return data record.

7.3.5{5 YAML specification

To bejplaced in section #/paths:

/ggtIdentifyResults:
det:
summary: Get Identify Results
parameters:
- name: token
in: query
required: true
schema:
Sref: '#/components/schemasiFokenType'
responses:
200:
description: >
Success. Returns Identify Results
content:
application/jsaent
schema:
type: object
propexties:
cdngdidatelist:
# a rank-ordered list of candidates that have
# a likelihood of matching the input biometric
# sample
Sref: '#/components/schemas/CandidateListType'"
encounterID:
description: >
The identifier of the encounter, if assigned
type: string

ncounter ID (conditional) — the identifier of the encounter, if assigned.

andidate List (conditional) — a rank-ordered list of candidates that have a likelifdod| of matching

returnData:
# contains a return data record
Sref: '#/components/schemas/InformationType'

400:
description: Invalid Token
content:
application/json:
schema:
Sref: '#/components/schemas/invalidToken'
404 :
description: Bad Request
content:
application/json:
schema:
oneOf:
- Sref: '"#/components/schemas/tokenExpired'
- Sref: '"#/components/schemas/identificationResultNotYetAvailable'
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500:
description: Internal Server Error
content:
application/json:
schema:
oneOf:
- Sref: '#/components/schemas/cannotCheckQuality'
- Sref: '#/components/schemas/cannotProcessData'
- Sref: '"#/components/schemas/cannotIdentifyData’
- $ref: '#/components/schemas/internalDatabaseError'
- Sref: '#/components/schemas/unknownError'
503:
Sref: '#/components/responses/x503"
7.3.6 Get PUpdate Results
7.3.6.1 Dadscriptions
The Get Updgte Results aggregate service shall retrieve the update results for the specified token| This
service is uged in conjunction with the Update aggregate service. If the Updaté.aggregate servlice is
pdate

implemente:licas an asynchronous service, the implementing system returns atoken, and the Get Ul

Results servilce is used to poll for the results of the original Update request.

7.3.6.2
GET

7.3.6.3 Parameters

—  Token —

7.3.6.4

In addition t

RHEST method

Responses

a value used to retrieve the results of the Update request.

of the responmses listed in Table 35 (see 9.2:for the meaning of each error condition code).

Table 35 — Particular responses for Get Update Results service

b the generic HTTP responses defined in 9.2, the execution of this service shall provide one

HTTP |HT|[TP status
status | cofle mean- Error condition code Description
code ing
200 |OK SUCCESS Adding also Return Data ap
seen below.
400 |BadRequest [INVALID TOKEN

404 |NotFound |TOKEN_EXPIRED
CANNOT_CHECK_QUALITY
cop |mnternal CANNOT_PROCESS_DATA

Server Error

CANNOT_UPDATE_DATA

INTERNAL_DATABASE_ERROR

A successful execution of this service will provide:

— Return Data (optional) — contains a return data record.

68

© ISO/IEC 2023 - All rights reserved


https://iecnorm.com/api/?name=ff25e679671d5066bca25f971fef7051

ISO/IEC 30108-2:2023(E)

7.3.6.5 YAML specification

To be placed in section #/paths:

/getUpdateResults:
get:
summary: Get Update Results
parameters:
- name: token
in: query
required: true
schema:
Sref: '#/components/schemas/TokenType'
TESPONSES
200:
description: >
Success. Returns Update Results
content:
application/json:
schema:
type: object
properties:
returnData:
# contains a return data record
Sref: '#/components/schemas/Informationlype’

400:
description: Invalid Token
content:
application/json:
schema:
Sref: '#/components/schemas/inyahidToken'
404:
description: Token Expired
content:
application/json:
schema:
Sref: '#/components/s&hemas/tokenExpired’
500:
description: Internal Sé¥wer Error
content:
application/json:
schema:
oneOf:
- Srefs: "#/components/schemas/cannotCheckQuality'
- Sxef: '#/components/schemas/cannotProcessData'
-(Sxef: '#/components/schemas/cannotUpdateData'
- Sref: '#/components/schemas/internalDatabaseError'
= Sref: '"#/components/schemas/unknownError'
503:
Spef '#/components/responses/x503"'

7.3.7| Get Verify Results

7.3.7.1 Description

The Get Verify Results aggregate service shall retrieve the verification results for the specified token.
This service is used in conjunction with the Verify aggregate service. If the Verify aggregate service is
implemented as an asynchronous service, the implementing system returns a non-zero token, and the
Get Verify Results service is used to poll for the results of the original Verify request.

7.3.7.2 REST method
GET
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7.3.7.3 Parameters

— Token — avalue used to retrieve the results of the Verify request.

7.3.7.4 Responses

In addition to the generic HTTP responses defined in 9.2, the execution of this service shall provide one
of the responses listed in Table 36 (see 9.3 for the meaning of each error condition code).

Table 36 — Particular responses for Get Verify Results service

HTTP | HT[TPStatus
status | cofle mean- Error condition code Description
code ing
Adding also
— Match
200 |OK SUCCESS
— Score
as seen below table.
400 |Bad Request |[INVALID_TOKEN
BIR_DECRYPTION_FAILURE
403 |Forpidden BIR_QUALITY_ERROR
BIR_SIGNATURE_FAILURE
404 |Not|Found TOKEN_EXPIRED
CANNOT_CHECK_QUALITY
500 Intérnal Serv-| CANNOT_PROCESS_DATA
er Rrror CANNOT_VERIFY_DATA
INTERNAL_DATABASE_ERRQR

A successful

execution of this service will provide:

— Match — indicates if the Input BIR matched either the biometric information associated with the
Identity|Claim or the Reference BIR;
— Score (optional) — the comparison score, if the biometric information matched.
— Encountgr ID (conditional).=- the identifier of the encounter, if assigned.
— Return Data (optionai)*— contains a return data record.
7.3.7.5 YAML specification
To be placed|in§ection #/paths:
/getVerifyResults:
get:

summary: Get Verify Results
parameters:
ame: token

- n
i

n: query

required: true

S

chema:

Sref: '"#/components/schemas/TokenType'

responses:

70

200

description: >

C

Success.

ontent:

Returns Verify Results

application/json:
schema:
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type: object
properties:
match:
description: >
indicates if the Input BIR matched either the
biometric information associated with the Identity
Claim or the Reference BIR
type: boolean
score:
description: >
the comparison score, if the biometric information
matched
type: number
format: float
encounterID:
description: >
The identifier of the encounter, if assigned
type: string
returnData:
# contains a return data record
Sref: '#/components/schemas/InformationType'

400:
description: Invalid Token
content:
application/json:
schema:
Sref: '#/components/schemas/invalidTokent
403:
description: Forbidden
content:
application/json:
schema:
oneOf:
- Sref: '"#/components/scHémas/birDecryptionFailure’
- Sref: '#/components/sgchemas/birQualityError’
- Sref: '"#/componentsfischemas/birSignatureFailure’
404:
description: Token Expired
content:
application/json:
schema:
Sref: '#/components/schemas/tokenExpired'
500:
description: Internal Server Error
content:
applicatigdnyjson:
schemau
onedf:
- Sref: "#/components/schemas/cannotCheckQuality'
- $ref: '"#/components/schemas/cannotProcessData'
- Sref: '"#/components/schemas/cannotVerifyData'
- Sref: '#/components/schemas/internalDatabaseError'
- Sref: '"#/components/schemas/unknownError'

503:

= 1L - [ aNoN |
Yrer . T/ CONPOIICIICO/ TeopPuUlIoTS TUT

7.3.8 Identify

7.3.8.1 Description

The Identify aggregate service shall perform an identification function according to system
requirements and/or resources. For example, a system may have multiple galleries of subjects, and
may utilize any or all of these galleries, via calls to the Identify Subject primitive service, to perform a
system-level identification function. The system may perform additional actions based on input data
and/or results of the Identify Subject primitive service requests. For example, in an encounter-centric
model, this aggregate service may search three separate galleries of subjects, and if a match is found it
may then utilize the Set Biographic Data and/or Set Biometric Data primitive services to create a new
encounter for the subject. If this occurs, the service shall return a system-assigned encounter ID.
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If the Identify aggregate service is implemented as a synchronous service, the implementing system
shall immediately process the request and return the results in the Return Data parameter. If the
Identify aggregate service is implemented as an asynchronous service, the implementing system shall
return a non-zero token in the Token parameter, which is an indication that the request is being handled
asynchronously. In this case, the Get Identify Results service shall be used to poll for the results of the
Identify request.

NOTE When in encounter mode, for comparison operations, it is not necessary to explicitly create an
encounter. The [AVS service provider will create the encounter and will set the encounter type to "recognition”.

7.3.8.2 REST method

GET

7.3.8.3 Parameters
— Processihg Options — options that guide how the service request is processed.
— Input Ddta — contains an input data record, which at a minimum must include biometric data|

— Gallery ID (optional) — the identifier of the gallery or population group#which will be searched| This
parameter may also be used to identify an external system where thevdentification request should
be forwarded, if this capability is supported by the implementing System.

— Max List|Size — the maximum size of the candidate list that shéuld be returned.

7.3.8.4 Responses

In addition tp the generic HTTP responses defined in 9.25\the execution of this service shall provide one
of the responmses listed in Table 37 (see 9.3 for the mealiing of each error condition code).

Table 37 — Particular. responses for Identify service

HTTP |HT|TP status

status | cofle mean- Error condition code Description
code ing
Adding also
— Candidate List
— Encounter ID
200 |OK SUCCESS
— Token

— Return Data

as seen below table.

INVALID_PROCESSING_OPTIONS
INVALID_INPUT

404 |NotFound |UNKNOWN_GALLERY
CANNOT_CHECK_QUALITY
Internal CANNOT_PROCESS_DATA
Server Error |CANNOT_IDENTIFY_DATA
INTERNAL_DATABASE_ERROR

400 |BadReguest

500

A successful execution of this service will provide:

— Candidate List (conditional) — a rank-ordered list of candidates that have a likelihood of matching
the input biometric sample; returned with successful, synchronous request processing.

— Encounter ID (conditional) — the identifier of the encounter, if assigned.
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— Token (conditional) — a token used to retrieve the results of the Identify request; returned with
asynchronous request processing. If set to zero, operation is processed synchronously and candidate
list is returned. If set to a non-zero value, operation is processed asynchronously and Get Identify

Results is used to retrieve the results.

— Return Data (optional) — contains a return data record.

7.3.8.5 YAML specification

To be placed in section #/paths:

/identifv:

dqet:
summary: Identify
parameters:
- name: processingOptions
in: query
required: true
schema:
Sref: '#/components/schemas/ProcessingOptionsType'
- name: inputData
in: query
required: true
schema:
Sref: '#/components/schemas/InformationType(
- name: galleryID
in: query
required: false
schema:
type: string
- name: maxListSize
in: query
required: true
schema:
type: integer
format: int32
responses:
200:
description: >
Success. Returnseldentify-related results
content:
application/json:
schema:
types«Object
preperties:
candidatelist:

# of matching the input biometric sample; returned with

# successful, synchronous request processing

Sref: '#/components/schemas/CBEFF BIR ListType'
encounterID:

description: >

# A rank-ordered list of candidates that have a likelihood

TllC idcutific; Uf tllC cupuuutcL, if =] Di\jllcd
type: string
token:
# a token used to retrieve the results of the Identify

request; returned with asynchronous request processing.

#
# If set to zero, operation is processed synchronously
# and candidate list is returned. If set to a non-zero
# value, operation is processed asynchronously and Get
Identify Results must be used to retrieve the results
Sref: '#/components/schemas/TokenType'
returnData:
# contains a return data record
Sref: '#/components/schemas/InformationType'

4=

400:
description: Bad Request
content:
application/json:
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404
d
c

500
d
c

108-2:2023(E)

schema:
oneOf:
- Sref: '#/components/schemas/invalidProcessingOptions'
- Sref: '"#/components/schemas/invalidInput'
escription: Unknown GAllery
ontent:
application/json:
schema:
$ref: '#/components/schemas/unknownGallery'
escription: Internal Server Error
ontent:
application/json:

503:

7.3.9 Retrieve Data

7.3.9.1 D¢

The Retrieve
encounter-ce
be used to r
centric modg
for either a

7.3.9.2 RE
GET

7.3.9.3 Parameters

— Processi
what ty]

— Subject ID (conditional)}— the identifier of the subject; required if no encounter ID is provided

— Encount

7.3.9.4 Re

schema:
oneOf:
- Sref: '"#/components/schemas/cannotCheckQuality'
- S$ref: '#/components/schemas/cannotProcessData'
- Sref: '#/components/schemas/cannotIdentifyData'
- S$ref: '#/components/schemas/internalDatabaseError'
- Sref: '#/components/schemas/unknownError'

ref: '#/components/responses/x503"'

scription

Data aggregate service shall retrieve requestediinformation about a subject, or
entric model about an encounter. In a person-éentric model, this aggregate service
etrieve both biographic and biometric infornmyation for a subject record. In an encot
], this aggregate service may be used to retrieve biographic and/or biometric inform
ingle encounter or all encounters. EitheraSubject ID or encounter ID is specified.

ST method

ng Options — optiens that guide how the service request is processed, and may id¢
pe(s) of information should be returned.

br ID (conditional) — the identifier of the encounter; required if no subject ID is provic

sponses

in an

may
nter-
ation

entify

ed.

In addition to the generic HTTP responses defined in 9.2, the execution of this service shall provide one
of the responses listed in Table 38 (see 9.3 for the meaning of each error condition code).
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Table 38 — Particular responses for Retrieve Data service

HTTP |HTTP status

status | code mean- Error condition code Description
code ing
200 |OK SUCCESS Adding also Return Data as

seen below table.

INVALID_PROCESSING_OPTIONS
400 |Bad Request |INVALID_SUBJECT_ID
INVALID_ENCOUNTER_ID

vvvvvvvv AALN QLRI o
UINNINUVWIN_OUDJLEUGT

40f |NotFound |UNKNOWN_ENCOUNTER
NON_EXISTENT_DATA

| [Internal CANNOT_RETRIEVE_DATA
Server Error |INTERNAL_DATABASE_ERROR

50

A successful execution of this service will provide:

— Return Data — contains a return data record.

7.3.9{5 YAML specification

To be| placed in section #/paths:

/re¢trieveData:
dqet:
summary: Retrieve Data
parameters:
- name: processingOptions
in: query
required: true
schema:
Sref: '#/components/schemas/ProcessingOptionsType'
- name: subjectID
in: query
required: false
schema:
type: string
- name: encouRterID
in: query
required: Jfalse
schema
type: string
resporisées:
2 0:0%
description: >
Success. Returns Data retrieved

content .

application/json:
schema:
type: object
properties:
returnData:
# contains a return data record
Sref: '#/components/schemas/InformationType'
400:
description: Bad Request
content:
application/json:
schema:
oneOf:
- Sref: '"#/components/schemas/invalidProcessingOptions'
- Sref: '#/components/schemas/invalidSubjectId’
- $ref: '"#/components/schemas/invalidEncounterId'’
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404:
description: Not Found
content:
application/json:
schema:
oneOf:
- S$ref: '#/components/schemas/unknownSubject'
- $ref: '#/components/schemas/unknownEncounter'
- Sref: '#/components/schemas/nonExistentData’
500:
description: Internal Server Error
content:
application/json:
chema:
oneOf:
- Sref: '#/components/schemas/cannotRetrieveData'
- $ref: '#/components/schemas/internalDatabaseError'
- $ref: '#/components/schemas/unknownError'
503
Sjref: '#/components/responses/x503"
7.3.10 Update
7.3.10.1 Ddscription
The Update hggregate service shall update specified information about a subject, or in an encoy

centric mod
update both

this aggregd

single encou

7.3.10.2 RE

PATCH

7.3.10.3 Paframeters

Processi

what ty]

Encount

Input D

7.3.10.4 Re

Subject ID (conditional) — the identifier of the subject; required if no encounter ID is provided

bl about an encounter. In a person-centric model, thissaggregate service may be us

te service may be used to update biographic afid/or biometric information for eit]
ter or all encounters. Either a subject ID or encounter ID is specified.

ST method

ng Options — options that'guide how the service request is processed, and may id¢
pe(s) of information should be returned.

er ID (conditional) — the identifier of the encounter; required if no subject ID is provig
ta — confains subject information to update.
spohseés

PR Tontont Y

nter-
ed to

biographic and biometric information for a subjectirecord. In an encounter-centric npodel,

her a

entify

ed.

In addition t

of the responses listed in Table 39 (see 9.4 for the meaning of each error condition code).
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Table 39 — Particular responses for Update service

HTTP |HTTP status

status | code mean- Error condition code Description
code ing
Adding also
— Token
200 |[OK SUCCESS

— Return Data

as seen below table.

INVALID_PROCESSING_OPTIONS

INVALID_SUBJECT_ID

40p |Bad Request
INVALID_ENCOUNTER_ID

INVALID_INPUT

UNKNOWN_SUBJECT
40¢ |Not Found

UNKNOWN_ENCOUNTER

CANNOT_CHECK_QUALITY

Internal CANNOT_PROCESS_DATA

50p
Server Error |CANNOT_UPDATE_DATA

INTERNAL_DATABASE_ERROR

A successful execution of this service will provide:

o 5

he results.

|
=3

eturn Data (optional) — contains a return data record.

7.3.10.5 YAML specification

To be| placed in section #/paths:

/ugdate:
dqet:
summary: Update
parameters:

- name: pProcessingOptions
in:/Query
reduired: true
sehéma :

- name: subjectID
in: guery

Sref: '#/components/schemas/ProcessingOptionsType'

oken (conditional) — a token used to retrieve the'results of the Update request; rdturned with
synchronous request processing. If set to zetQ; operation is processed synchronously. If set to a
on-zero value, operation is processed asynchironously and Get Update Results is used to retrieve

required: false
schema:
type: string
- name: encounterID
in: query
required: false
schema:
type: string
- name: inputData
in: query
required: false
schema:

Sref: '#/components/schemas/InformationType'

responses:
200:
description: >

© ISO/IEC 2023 - All rights reserved

77


https://iecnorm.com/api/?name=ff25e679671d5066bca25f971fef7051

ISO/IEC 30108-2:2023(E)

Success. Returns Update-related data
content:
application/json:
schema:
type: object
properties:
token:

# a token used to retrieve the results of the Update
request; returned with asynchronous request
processing. If set to zero, operation is processed
synchronously. If set to a non-zero value, operation
is processed asynchronously and Get Update Results
must be used to retrieve the results.

Sref: '#/component chemas/TokenTvpe'
returnData:

# contains a return data record

Sref: '"#/components/schemas/InformationType'

B

400|:
description: Bad Request
dontent:
application/json:
schema:
oneOf:
- $ref: '#/components/schemas/invalidProcessingOptions'
- $ref: '#/components/schemas/invalidSubjectId’
- S$ref: '#/components/schemas/invalidEncountegTd'
- Sref: '#/components/schemas/invalidInput'
404
description: Not Found
dlontent:
application/json:
schema:
oneOf:
- $ref: '#/components/schemas/urknownSubject'
- Sref: '#/components/schemas/mnknownEncounter'
500]:
description: Internal Server Errox
dlontent:
application/json:
schema:
oneOf:
- Sref: '"#/compopents/schemas/cannotCheckQuality'
- Sref: '#/componénts/schemas/cannotProcessData’
- Sref: '#/compdnents/schemas/cannotUpdateData’
- Sref: '#/components/schemas/internalDatabaseError'
- S$ref: ‘iffeomponents/schemas/unknownError'
503
Slref: '#/componenhts/responses/x503"'

7.3.11 Verify

7.3.11.1 Daseription

The Verify aggregate service shall perform a 1:1 verification function between a given biometric and
either a claim of identity in a given gallery or another provided biometric, and according to system
requirements and/or resources. Either the Identity Claim or Reference BIR input parameters are
required. The system may perform additional actions based on input data and/or results of verification.
For example, in an encounter-centric model, this aggregate service may initiate a request to the Verify
Subject primitive service, and if a match is found it may then utilize the Set Biographic Data and/or Set
Biometric Data primitive services to create a new encounter for the subject. If this occurs, the service
shall return a system-assigned encounter ID.

For encounter-centric models, the encounter ID may optionally be specified by the caller. If the encounter
ID is omitted for the encounter-centric model, the service shall return a system-assigned encounter ID.

NOTE When in encounter mode, for comparison operations, it is not necessary to explicitly create an
encounter. The IAVS service provider will create the encounter and will set the encounter type to "recognition”.

78 © ISO/IEC 2023 - All rights reserved


https://iecnorm.com/api/?name=ff25e679671d5066bca25f971fef7051

ISO/IEC 30108-2:2023(E)

If the Verify aggregate service is implemented as a synchronous service, the implementing system shall
immediately process the request and return the results in the Return Data parameter. If the Verify
aggregate service is implemented as an asynchronous service, the implementing system shall return
a non-zero token in the Token parameter, which is an indication that the request is being handled
asynchronously. In this case, the Get Verify Results service shall be used to poll for the results of the
Verify request.

7.3.11.2 REST method

GET

7.3.1[1.3 Parameters

~

rocessing Options — options that guide how the service request is processed)‘and
Fhat type(s) of information should be returned.

<

Input Data — contains an input data record, which at a minimum is required to inclu
data.
R
t

eference BIR (conditional) — data structure containing the biometric sample that will
b the Input BIR, required if no Identity Claim is provided.

Ifentity Claim (conditional) — the identifier by which the subject is known to the galler
no Reference BIR is provided.

[on)

allery ID (optional) — the identifier of the gallery,‘'or population group of which t

—

7.3.11.4 Responses

In adgition to the generic HTTP responses defined in 9.2, the execution of this service shall
of thg responses listed in Table 40 (see 93,for the meaning of each error condition code).

equired to be a member.

Table 40 = Particular responses for Verify service

may identify

de biometric

be compared

y, required if

he subject is

provide one

HTTP |HTTP status
statpis | code mean- Error condition code Description
code ing
Adding also
— Match
— Score
20p |OK SUCCESS — Encounter ID
— Token
— Returm Data
as seen below table.
INVALID_PROCESSING_OPTIONS
INVALID_INPUT
400 |Bad Request INVALID_BIR
INVALID_IDENTITY_CLAIM
BIOMETRIC_TYPE_NOT_SUPPORTED
UNKNOWN_FORMAT
BIR_DECRYPTION_FAILURE
403 |Forbidden BIR_QUALITY_ERROR
BIR_SIGNATURE_FAILURE
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Table 40 (continued)

HTTP |HTTP status
status | code mean- Error condition code Description
code ing

UNKNOWN_GALLERY
UNKNOWN_IDENTITY_CLAIM
CANNOT_CHECK_QUALITY
Internal CANNOT_PROCESS_DATA
Server Error [CANNOT_VERIFY_DATA
INTERNAL_DATABASE_ERROR

404 |[Not Found

500

A successfullexecution of this service will provide:

— Match — indicates if the Input BIR matched either the biometric information associated with the
Identity|Claim or the Reference BIR.

— Score (optional) — the comparison score, if the biometric information matched:
— Encountgr ID (conditional) — the identifier of the encounter, if assigned:

— Token (donditional) — a token used to retrieve the results of the\lerify request; returned| with
asynchrpnous request processing. If set to zero, operation is processed synchronously. If set to a
non-zerg value, operation is processed asynchronously and GetVerify Results is used to retrieye the
results.

— Return Data (optional) — contains a return data record.,

7.3.11.5 YAML specification

To be placed|in section #/paths:

/deleteBijographicData:
/verify:
get:
summajry: Verify
paranmeters:
- nlame: processingOptions
n: query
equired: true
chema:
Sref: '"#/cdmponents/schemas/ProcessingOptionsType'
ame: inputData
n: query
equireds~“true
chenia :
Scef: '#/components/schemas/InformationType'
- nlame* referenceBIR
in: query
required: false
schema:
$ref: '#/components/schemas/CBEFF BIR Type'
- name: identityClaim
in: query
required: false
schema:
type: string
- name: galleryID
in: query
required: false
schema:
type: string
responses:
200:
description: >

0 B -

W =5 B3
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Success. Returns Verify Results
content:
application/json:
schema:
type: object
properties:
match:
description: >
indicates if the Input BIR matched either the
biometric information associated with the Identity
Claim or the Reference BIR
type: boolean
score:
description:

the comparison score, if the biometric information
matched
type: number
format: float
encounterID:
description: >
The identifier of the encounter, if assigned
type: string
token:
# a token used to retrieve the results of \the Verify
# request; returned with asynchronous xeduest
# processing. If set to zero, operati®h\is processed
# synchronously. If set to a non-zefo,~Value, operation
# is processed asynchronously ande Get Verify Results
# must be used to retrieve the results
Sref: '#/components/schemas/TakenType'
returnData:
# contains a return data ré&gord
Sref: '#/components/schemas/InformationType'
400:
description: Bad Request
content:
application/json:
schema:
oneOf:
- Sref: '#/components/schemas/invalidProcessingOptions'
- $ref: '"#/components/schemas/invalidInput’
- $ref: '#/COmponents/schemas/invalidBir'
- Sref: Y components/schemas/invalidIdentityClaim'
- Sref: " /components/schemas/biometricTypeNotSupported'
- Sref:+ '#/components/schemas/unknownFormat'
403:
descriptadns Forbidden
content:
appdication/json:
sehema:
oneOf:
- Sref: '"#/components/schemas/birDecryptionFailure’
- $ref: '"#/components/schemas/birQualityError’
- $ref: '"#/components/schemas/birSignatureFailure’

. WaW)
T .

description: Not Found

content:
application/json:
schema:
oneOf:
- Sref: '"#/components/schemas/unknownGallery'
- $ref: '"#/components/schemas/unknownIdentityClaim'
500:
description: Internal Server Error
content:
application/json:
schema:
oneOf:
- Sref: '"#/components/schemas/cannotCheckQuality'
- $ref: '"#/components/schemas/cannotProcessData'
- Sref: '"#/components/schemas/cannotVerifyData'
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- $ref: '#/components/schemas/internalDatabaseError'
- $ref: '#/components/schemas/unknownError'
ref: '"#/components/responses/x503"'

8 Data elements and data types

8.1

Introduction

One goal of 1AVS is to be flexible to the amount and types of biographic and biometric information
available to and used by a system. The parameters “Biographic Data” and “Biometric Data” are intended

to be general in this sense in order to allow this flexibility. This clause includes information on hoy

flexibility c
8.2 Biogr

8.2.1 Gen

be specified and supported by implementing systems.
aphic data

bral

v this

IAVS define$ three data types to provide flexibility for the amount and types of biographic| data
supported by implementing systems. The Biographic Data Item Type shall teptresent a single biographic
data item, ar}d the Biographic Data Set Type shall represent a set of biographic information in a spefified
format. The Biographic Data Type is a common type that shall representeither a set or list of biogrjaphic
data.
8.2.2 Biographic Data Item Type
8.2.2.1 Ddscription
The Biographic Data Item Type defines a single biographic data element. The biographic data item jname
and type are|required elements, while the value is-optional.
8.2.2.2 Ddfinitions
— Name — the name of the biographic-data item (e.g. "PersonName").
— Type — the data type for thetbiographic data item (e.g. "string").
— Value (optional) — the value assigned to the biographic data item (i.e. "John Doe").
8.2.2.3 YAML specification
To be placed|in section #/components/schemas:
BiographiéPataltemType:
type:—oDOJjeCTt
required:
- name
- type
properties:
name:
type: string
type:
type: string
value:
type: string

82
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Biographic Data List Type

.1 Description

The Biographic Data List Type shall provide a list of biographic data.

8.2.3

.2 Definitions

— Biographic Data — data structure containing information about a biographic record.

8.2.3

3 YAML specification

To begplaced in section #/components/schemas:

8.2.4

8.2.4
The

speci
speci

8.2.4
This

BiographicDatalListType:

type: array
items:
oneOf:
- Sref: '"#/components/schemas/BiographicDataType'
- Sref: '"#/components/schemas/BiographicDataltemTypes
- $ref: '"#/components/schemas/BiographicDataSetType,

Biographic Data Set Type

1 Description

Biographic Data Set Type defines a set of biographic data that is formatted acco
Eied format. This data type allows biographic information in an electronic fingerprint {
ication (EFTS) or pre-defined JSON format,for example, to be used with IAVS messag

2 Definitions

ata type is an array of objects with the following elements:

— name — the name of the biographic data format (e.g. "EFTS").

|
<

8.2.4

ersion (optional) — the {ersion of the biographic data format (e.g. "7.1" or "1.0").
purce — reference teva URI describing the biographic data format.

ype — the biggraphic data format type (e.g. "JSON").

3 Common biographic data format references

In order(to" provide a consistent representation of some common biographic data f

speci

rding to the
ransmission
es.

prmats, this
et Type. The

fication will establish common values for the attributes used in the Biographic Data S

common blographic data format shall have the name, source, and type attributes in common
attribute, if used, shall reflect the source organization’s assigned version. These shall be registered with
the BRA. Samples of common biographic data formats are shown in ISO/IEC 30108-1:2015, Table B.1.

8.2.4

4 YAML specification

To be placed in section #/components/schemas:

BiographicDataSetType:

type: array
items:
type: object
required:
- name
- source
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- type
properties:
name:
type: string
version:
type: string
source:

t

type: string
ype:
type: string

8.2.5 Biographic Data Type

8.2.5.1 De

The Biographic Data Type defines a set of biographic data elements, utilizing either the|Biogr
pe to represent a list of elements or the Biographic Data Set Type to represent a com|
t of biographic information. This type also includes optional fixed fields\for repres¢gnting

Data Item Ty
formatted s¢
first and last

8.2.5.2 De
— Last Nar
— First Na
— Biograp
— Biograp

scription

names, two common biographic data elements.
finitions

he (optional) — the last name of a subject.

ne (optional) — the first name of a subject.

tic Data Item — a single biographic data element.

pic Data Set — a set of biographic data information.

8.2.5.3 YAML specification

To be placed|

Biograp
type:
props¢g

lag

Y

fin

Is

big

=
big

$

8.3 Biom

in section #/components/schemas:

hicDataType:

object

rties:

tName :

ype: string

stName:

ype: string

graphicDataltem:

ref: '#/components/schemas/BiographicDataltemType’
graphicDataSet:

ref: '#/e0mponents/schemas/BiographicDataSetType’

btric Data

aphic
plete,

8.3.1 General

This subclau

se defines how to represent biometric data in the IAVS services.

8.3.2 Biometric Data Element Type

8.3.2.1 Description

The Biometric Data Element Type shall provide descriptive information about biometric data, such as

the biometric type, subtype, and format, contained in the BDB of the CBEFF-BIR.

84
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8.3.2.2 Definitions

— Biometric Type — the type of biological or behavioural data stored in the biometric record, as defined
by CBEFF.

— Biometric Type Count (optional) — the number of biometric records having the biometric type
recorded in the biometric type field.

— BDB Format Owner — identifies the standards body, working group, industry consortium, or other
CBEFF biometric organization that has defined the format for the biometric data.

— BDB Format Type — identifies the specific biometric data format specified by the CBEFF biometric
drganization recorded in the BDB Format Owner field.

8.3.213 YAML specification

To bejplaced in section #/components/schemas:

HiometricDataElementType:
type: object
required:
- biometricType
- bdbFormat
properties:
biometricType:
Sref: '#/components/schemas/BiometricType'
biometricTypeCount:
type: integer
format: int32
bdbFormat:
type: object
properties:
bdbOwner:
type: string
bdbType:
type: string

8.3.3| Biometric Data List Type

8.3.3|]1 Description

The Biometric Data ListType shall provide a list of biometric data elements.

8.3.3|2 Definitions

— Riometric-Pata Element — data structure containing information about a biometric re¢ord.

8.3.3|3.</YAML specification

To be placed in section #/components/schemas:

BiometricDatalListType:
type: array
items:
Sref: '#/components/schemas/BiometricDataElementType'

8.3.4 Biometric Type

8.3.4.1 Description

The Biometric Type defines the type and subtype of biometric modality that is being referred to. It is
used in several services. Coding is based on ISO/IEC 19785-3. As the resulting value for type comes from
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a combination of types, a simple integer is used rather than enumeration. The values can be obtained in
ISO/IEC 19785-3.

8.3.4.2 Definitions

— Subtype

Type — type of biometric data, as defined in ISO/IEC 19785-3.

— subtype of biometric data, as defined in ISO/IEC 19785-3.

8.3.4.3 YAML specification

To be placed
Biometn
type:

prop¢
bid

8.3.5 CBE

8.3.5.1 De

T Section #/CoMpoNEnts/SCemas:

icType:
object
rties:
type:
ype:
ormat:
type:
ype:
ormat:

integer
int32

integer
int32

FF BIR Type

scription

Biometric in|

ormation shall be packaged as a biometric information record (BIR) in a CBEFF stru

called a CBHFF-BIR in this document, with the biometricrdata embedded in the biometric data 1
as defined Ry ISO/IEC 19785-1. This document requjses the use of either the "Self-identifying

oriented Si
ISO/IEC 197

Annex B rep

specification].

The CBEFF H
reference to

8.3.5.2 De
bir-info — cq
bdb-info — ¢

sb-info — co

ple BIR" or the "Self-identifying, Tag-otiented Complex BIR" patron formats, defin
B5-3.

resents these two patron formats'in YAML for the direct integration into this Opsg

IR Type schema shall be:used to represent biometric information. This schema prov
CBEFF-BIR representation in YAML.

finitions
ntains information about the CBEFF-BIR.

pntains information about the BDB in a simple CBEFF-BIR.

htains/information about the security block, if used, in a simple CBEFF-BIR.

cture,
block,

Tag-
ed in

nAPI

des a

format-owne

r — 1dentifies the Patron format owner.

format-type — identifies the Patron format type.

8.3.5.3 YAML specification

Refer to Annex B.
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8.3.6 CBEFF BIR List Type

8.3.6.1 Description

The CBEFF BIR List Type shall provide a list of CBEFF-BIR elements.

NOTE As an alternative to a BIR List, a complex BIR can be used which contains multiple BIRs/modalities.
8.3.6.2 Definitions

— BIR — CBEFF structure containing biometric data and associated metadata.

8.3.6|3 YAML specification

To be| placed in section #/components/schemas:

BEFF BIR ListType:
type: array
items:
Sref: '#/components/schemas/CBEFF BIR Type'

8.4 |Candidate Lists

8.4.1| General

Candjdate lists are returned in the response to a bigmetric identification request. IAVS|defines two
data fypes to represent candidate lists. The Candidaté Type shall represent a single candiglate, and the
Candjdate List Type shall represent a set or list of carididates.

8.4.2] Candidate List Type

8.4.2[{1 Description

The Candidate List Type defines a Set of candidates, utilizing the Candidate Type to represent each
elemént in the set.

8.4.2|2 Definitions

— (andidate — a single candidate.

8.4.213 YAMLepecification

To begplaced-in section #/components/schemas:

dandidatelistType:
type: array
items:
Sref: '#/components/schemas/CandidateType'

8.4.3 Candidate Type

8.4.3.1 Description

The Candidate Type defines a single candidate as a possible match in response to a biometric
identification request. The Subject ID is a required element, while the score and biographic data are
optional.
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8.4.3.2 Definitions

— Rank —therankofthe candidate in relation to other candidates for the same biometric identification
operation.

— Subject ID — the identifier of the subject.

— Scorelist (optional) — a list of comparison score(s) and optionally the type and subtype of the
relating biometric.

— Biographic Data (optional) — biographic data associated with the matching candidate.

8.4.3.3 YAML specification

To be placed|in section #/components/schemas:

CandidateType:
type:| object
requilred:
- rfank
- sjubjectID
properties:
ranfk:
tlype: integer
subjjectID:
tlype: string
scorelist:
Hype: array
iftems:
type: object
properties:
scores:
type: array
items:
type: number
format: float
biometricType:
Sref: '"#/components/schémas/BiometricType'
required:
- scores
bidgraphicDhata:
Sjref: '"#/components/schemas/BiographicDataType'

8.5 Document Data

8.5.1 General

IAVS includefs metadata about one or more identity documents as well as (optionally) images of scdnned
identity doc]lments.

8.5.2 Document Data List Type

8.5.2.1 Description

The Document Data List Type shall provide a list of documents.

8.5.2.2 Definitions

— Document — data structure containing information about a document and optionally an image of
that document.
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To be
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.3 YAML specification

placed in section #/components/schemas:

DocumentDatalListType:

8.5.3

8.5.3

type: array

items:
Sref: '#/components/schemas/DocumentDataType'
Document Data Type

1 Description

The 1
prese

8.5.3

|
~

=

|
e

|
~

S S /S ]

=N Aoty

ot

nted identity document. This type also includes an optional field for an image ©f the d

2 Definitions
ocument Category — the type of identity document presented (e.g. passport).

ocument ID Number (optional) — the number associated with the identity document (|
umber).

ocument Issuance Country Code (optional) — the ISO 3166<1 alpha-2 code for the co
bsued the document or from within which it was issued:

ocument Issuance Date (optional) — the date upon which the identity document was i

ocument Expiration Date (optional) — the-date upon which the identity document is ng
bXpires).

ocument Last Name (optional) — the family name of the person to whom the identi
Uas issued, as contained withinthe document itself.

as issued, as containedwithin the document itself.

ocument Middle Neie (optional) — the second given name of the person to whom
ocument was issued, as contained within the document itself.

ocument Validity (optional) — the assessed validity of the identity document (e.g. as
cal or onlifie validity checks).

ocument Validity Text (optional) — details or remarks associated with the assessed
escription of validity issue).

Document Data Type defines a set of document data elements providing information about the

ocument.

e.g. passport

untry which

ocument Issuing Organization (optional) — the entity which issued the identity docungent.

ssued.

longer valid

ty document

ocument First Name (optiorial) — the first given name of the person to whom the identity document

the identity

the result of

validity (e.g.

— Document Image (optional) — a scanned image of the subject document (e.g. passport picture page).

8.5.3
To be

.3 YAML specification

placed in section #/components/schemas:

DocumentDataType:

type: object
properties:
category:
type: string
idNumber:
type: string
issuanceCountryCode:
type: string
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uingOrganization:
ype: string
uanceDate:
ype: string
irationDate:
ype: string
tName:

ype: string
stName:

ype: string
dleName:
ype: string
idity:

pe. tring

val
Y
img
Y
f
requi
- g

8.6 Capabilities

Implementir
include infol

idityText:
ype: boolean
ge:

ype: string
ormat: byte
red:

ategory

g systems will have various capabilities to support 1AVS\services. These capab
'mation on supported biometric comparison capabilitiesi-supported galleries, supp

processing
types to re
Capability Li

8.6.1 Cap;

8.6.1.1 De
The Capabil

element in the set.

8.6.1.2 D¢

Capabili

8.6.1.3
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Capabil]
type:

items|:
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YAML specification

tions for the aggregate services, supported biographicformats, etc. IAVS defines twq
st Type shall represent a set of capabilities.
hbility List Type

scription

ty List Type defines a set of capabilities, utilizing the Capability Type to represent]

finitions

'y — a single capability.

in section/#/components/schemas:

ityLis&lype:
artay

lities
prted
data

sent these capabilities. The Capability Type shall represent a single capability, and the

each

£ .

Sr

'# /components/schemas/CanabilitvuTyuns!
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8.6.2 Capability Type

8.6.2.1 Description

The Capability Type defines a single capability supported by an implementing system. Each supported
capability shall be identified by a Capability Name. Some supported capabilities will have an associated
Capability Value (e.g. supported galleries will have a Gallery ID value), while others will not (e.g.

biometric co

mparison support for a specific biometric type).

8.6.2.2 Definitions

90

Capability Name — the name of the capability, as defined by the implementing system.
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— Capability ID (optional) — an identifier assigned to the capability by the implementing system.
— Capability Description (optional) — a description of the capability.

— Capability Value (optional) — a value assigned to the capability.

— Capability Supporting Value (optional) — a secondary value supporting the capability.

— Capability Additional Info (optional) — contains additional information for the supported capability.
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For each capability described in Table 41, the Capability Name shall be set to that shown in Column 1.

Table 41 — List of Capability Items

Capability Name Capability Description

AggregatelnputDataOptional A capability information item shall be provided for each data element accepted
as optional input by the implementing system for the aggregate services.

The Capability Value shall be equal to the name of the data element accepted
by the aggregate services.

The Capability Supporting Value shall indicate which aggregate services
Dul)lJUlt t‘llC I:‘latcl c}cxucut, ubius UIIT Ul 1IIIUI'T Uf t}lC fU}}UVVillS VGIUCD eaCh
separated by a comma:

—  "Delete"

— “Enrol”
— “Identify”
—  “Verify”
— “All”

AggregatelnputDataRequired A capability information item shall be‘provided for each data element
required as input by the implementing system for the aggregate seryices.

The Capability Value shall be equal to'the name of the data element required
by the aggregate services.

The Capability Supporting Value shall indicate which aggregate serjvices
support the data elementising one or more of the following values) each
separated by a comma:

"Delete"”
—  “Enrol”
—  “Identify”
—. (“Verify”
= “All”

AggregatePrpcessingOption A capability information item shall be provided for each processing option
supported by the implementing system for the aggregate services.

The Capability Value shall be equal to the option identifier, or "key"[field,
for the Processing Option parameter in the aggregate services.

The Capability Supporting Value shall be equal to the option valie, or
"value" field, for the Processing Option parameter in the aggregate seryices,
if applicable.

The Capability Additional Info shall indicate which aggregate services
support the processing option, using one or more of the following values,
each separated by a comma:

— "Delete"
— “Enrol”

— “Identify”
—  “Verify”
— “Retrieve”

_ nAlln
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Table 41 (continued)

Capability Name

Capability Description

AggregateReturnData

A capability information item shall be provided for each data element re-
turned by the implementing system for the aggregate services.

The Capability Value shall be equal to the name of the data element returned
by the aggregate services.

The Capability Supporting Value shall indicate which aggregate services
support the data element, using one or more of the following values, each
separated by a comma:

"Delata”

—  “Enrol”

— “Identify”
—  “Verify”
— “Retrieve”

_ “All"

AggrpgateServiceDescription

A capability information item shall\be provided for each aggregate service
supported by the implementingsystem, describing the procgssing logic of
the aggregate system.

The Capability Value shall contain a description of the procgssing logic of
the aggregate services.

The Capability Supporting Value shall indicate which aggregate service is
described by thisycapability information item, using one of the following
values:

— "Delete"”
— {Enrol”
<) “Identify”
—  “Verify”

— “Retrieve”

BiogttaphicDataSet

A capability information item shall be provided to identify the biographic
data sets supported by the implementing system.

The Capability Value shall contain the name of the support¢d biographic
data format (e.g. “EFTS” or “NIEM").

The Capability Supporting Value shall contain the version of the supported
biographic data format.

The Capability Additional Info shall contain the supported bigpgraphic data

format type (e.g. ASCII or JSON).

CBEFFPatronFormat

A capability information item shall be provided for each patron format
supported by the implementing system.

The Capability Value shall contain the format owner.

The Capability Supporting Value shall contain the format type.

ClassificationAlgorithmType

A capability information item shall be provided for each classification
algorithm type supported by the implementing system.

The Capability Value shall be set to the name of the supported classification
algorithm type.
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Table 41 (continued)
Capability Name Capability Description
ConformanceClass A capability information item shall be provided to identify the conformance

class of the IAVS implementation (see ISO/IEC 30108-1:2015, Annex A for
more information).

The Capability Value shall be set to one of the following:

— “1” (for Class 1 conformance)

— “2” (for Class 2 conformance)

uan e Fall 2 £ ay
O UL LIdSS O LUIITUTIIIATILT])

— “4” (for Class 4 conformance)
— “5” (for Class 5 conformance)
— “6” (for Class 6 conformance)

— “7” (for Class 7 conformance)

Gallery A capability information item shall be provided/for each gallery or popu-
lation group supported by the implementinig‘system.

The Capability Value shall be equal tothevalue for the Gallery ID pgram-
eter in the Add Subject to Gallery, Delete’Biographic Data, Delete Biometric
Data, Delete Subject From Gallery, Identify Subject, Retrieve Biographic|Data,
Retrieve Biometric Data, Retriete Document Data, Set Biographic Datp, Set
Biometric Data, Set Document-Data and Verify Subject services.

—

IdentityModg A capability informationiitem shall be provided to identify whethdr the

implementing system is\person-centric or encounter-centric based.

The Capability Valueshall be set to one of the following:

— “person”

— ‘“encounter”

ComparisonAlgorithm A capability information item shall be provided for each compafison
algorithm vendor and algorithm vendor product ID supported by the im-
plementing system.

The Capability Value shall contain the algorithm vendor.
The Capability Supporting Value shall contain the algorithm vendor product ID.

The Capability Additional Info shall be set to the biometric type, as defined
in one of the JSON-coded patron formats ISO/IEC 19785-3, that corresponds
to the comparison algorithm.

The Capability Description shall contain the software version of the|com-
parison algorithm.

Comparisonycore A capability information item shall be provided to identify the use oflcom-
parison scores returned by the implementing system.

The Capability Value shall be set to the end-of-score-range that signifies
a match.

The Capability Supporting Value shall be set to the end-of-score-range that
signifies a no-match.

The Capability Additional Info shall be set to the biometric type, as defined
in one of the JSON-coded patron formats ISO/IEC 19785-3, that corresponds
to the comparison score range.
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Table 41 (continued)

Capability Name

Capability Description

QualityAlgorithm

A capability information item shall be provided for each qual

vendor and algorithm vendor product ID supported by the implementing

system.

The Capability Value shall contain the algorithm vendor.

The Capability Supporting Value shall contain the algorithm vendor product ID.

The Capability Additional Info shall be set to the biometric type, as defined
in one of the JSON-coded patron formats ISO/IEC 19785-3, that corresponds

ity algorithm

o il lis 1 akla
LU tHT Yyudiity alsUl ICITITT.

The Capability Description shall contain the software versjon
algorithm.

of the quality

SuppprtedBiometric

A capability information item shall be provided for,each bi
supported by the implementing system.

The Capability Value shall be set to the bigmetric type, as d|
of the JSON-coded patron formats in ISOHEC 19785-3 (for
biometric type for finger is representéd as “finger”).

The Capability Supporting Value shalMndicate if the implemg
supports comparison for the biometric type, using one of the foll

— “1” (identification)
—  “2” (verification)
— “3” (identification’and verification)

— “4” (no comparison supported)

ometric type

efined in one
example, the

nting system
owing values:

TrangformOperation

A capabilityitformation item shall be provided for each transfg
type and transform control combination supported by the i
system:;

Thé€apability Value shall be equal to the value for the Transfo
parameter in the Transform Biometric Data service.

The Capability Supporting Value shall specify the value of the Transform

Control parameter in the Transform Biometric Data service.
turned may be either a single value or arange of values. Ifara

isreturned, the Capability Description shall specify additional information

for the value of the Transform Control parameter. If the Tran
tion does not support a Transform Control, the Capability Sup
shall be set to “NotApplicable”.

rm operation
mplementing

rm Operation

The value re-
nge of values

sform Opera-
porting value

8.6.213 YAML specification

To bejpldeed in section #/components/schemas:

CapabilityAggregatelnputDataOptional:

type: object
properties:
name :

type: string

default: AggregatelInputDataOptional

id:

type: string
capabilityDesc:

type: string
value:

type: string
supportingValue:

type: array

items:

enum:
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- 'Delete'
- 'Enrol'
- 'Identify'
- '"Verify'
- 'All!
additionalInfo:
type: string
required:
- name
CapabilityAggregatelnputDataRequired:
type: object
properties:
name.:
tlype: string

d
id:
t
cap
t
vall
t
sup
t
1

add

t
requij
- 1

Capabil]
type:
prop¢

nan
4

d
id:
g
cap
I
vall
g
sup
I
add
g

hl

efault: AggregateInputDataRequired

ype: string
abilityDesc:
ype: string
ue :
ype: string
portingValue:
ype: array
tems :
enum:
- 'Delete!’
- 'Enrol'
- 'Identify'
- '"Verify'
—_ VAllV
itionalInfo:
ype: string
red:
ame

ityAggregateProcessingOption:
object

rties:

e :

ype: string

efault: AggregateProcesgingOption

ype: string
abilityDesc:
ype: string
ue :

ype: string
portingValue\
ype: strine
itionalllnfo:
ype: _|@rray
tems:

exrium:

1o 1

requi
- n

Capabil
type:
prope

- '"Enrol'
- 'Identify'
- '"Verify'
- 'Retrieve'
- 'All’

red:

ame

ityAggregateReturnData:
object
rties:

name:

t
d
id:
t
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ype: string
efault: AggregateReturnData

ype: string
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capabilityDesc:
type: string
value:
type: string
supportingValue:
type: array
items:
enum:
- 'Delete'’
- 'Enrol'
- 'Identify'
- 'Verify'
- 'Retrieve'
—_ 'A"'ll
additionalInfo:
type: string
required:
- name

type: object
properties:
name :
type: string

id:
type: string
capabilityDesc:
type: string
value:
type: string
supportingValue:
type: array
items:
enum:
- 'Delete'’
- 'Enrol'
- 'Identify'
- '"Verify'
- 'Retrieve'
additionalInfo:
type: string
required:
- name

apabilityBiographicDataSet:
type: object
properties;
name:
typ&s~5tring
default: BiographicDataSet

(JapabilityAggregateServiceDescription:

default: AggregateServiceDescription

ide
type: string
egapabilityDesc:
t_yJ_JC. DtJ_J‘_Jl\j
value:
type: string
supportingValue:
type: string
additionalInfo:
type: string
required:
- name

CapabilityCBEFFPatronFormat:
type: object
properties:
name:
type: string
default: CBEFFPatronFormat
id:
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type: string

capabilityDesc:
type: string
value:
type: string
supportingValue:
type: string
additionalInfo:
type: string
required:
- name

CapabilityClassificationAlgorithmType:
type: _object
properties:
narmje :
tlype: string
default: ClassificationAlgorithmType

id:
tlype: string
capabilityDesc:
type: string
valjue:
tlype: string
supportingValue:
type: string
additionalInfo:
tlype: string
requifred:
- njame

CapabillityConformanceClass:

type:| object

properties:

nanje :

tlype: string
default: ConformanceClass
id:
tlype: string
capabilityDesc:
tlype: string
valjue:

elnum :
—_ |1|
—_ l2l
—_ V3V
—_ V4V
—_ |5|
sugportingValue:
type: strine
additionallInfo:
tlype: String
requifred:?

- nlame

CapabilityGallery:
type: object
properties:

name :
type: string
default: Gallery

id:
type: string
capabilityDesc:
type: string
value:
type: string
supportingValue:
type: string
additionalInfo:

type: string
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required:
- name

CapabilityIdentityModel:
type: object
properties:

name :
type: string
default: IdentityModel
id:
type: string
capabilityDesc:
type: string
alue:

ISO/IEC 30108-2:2023(E)

enum:
- 'person'

- 'encounter'
supportingValue:
type: string
additionalInfo:
type: string
required:
- name

JapabilityComparisonAlgorithm:
type: object
properties:
name:
type: string

id:

type: string
capabilityDesc:

type: string
value:

type: string
supportingValue:

type: string

additionalInfo:

type: string
required:
- name

GJapabilityComparisonScore:
type: object
properties:
name :
type: stwxing
defaudfiy ComparisonScore

default: ComparisonAlgorithm

id:
type: string
capabilityDesc:
type: string
value:
t_yj_./c. DtJ_J‘_ll\j
supportingValue:
type: string
additionalInfo:
type: string
required:
- name

CapabilityQualityAlgorithm:
type: object
properties:
name:
type: string
default: QualityAlgorithm
id:
type: string
capabilityDesc:
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type: string
value:
type: string
supportingValue:
type: string
additionalInfo:
type: string
required:
- name
CapabilitySupportedBiometric:
type: object
properties:
name:
tlype: string
default: SupportedBiometric
id:
type: string
capabilityDesc:
tlype: string
valljue:
type: string
supportingValue:
gnum:
—_ lll
—_ V2V
—_ ‘3'
—_ |4|
additionalInfo:
type: string
requifred:
- nlame
CapabillityTransformOperation:
type:| object
propgrties:
nanfe :
type: string
default: TransformOperation
id:
tlype: string
capabilityDesc:
tlype: string
valljue:
tlype: string
supportingValue:
tlype: string
additionalInfo;
tlype: string
requifred:
- nlame
CapabillityType:
oneOf]:
- CJ_Cf. '# L/UllltJUll‘Cllt L/h‘ClllQ. ﬂQtJQ.}\JJI_lJl_t_ynkng_CHQtCIllPutDQtQUPtJ‘_ULAQl'
- Sref: '"#/components/schemas/CapabilityAggregateInputDataRequired'
- Sref: '"#/components/schemas/CapabilityAggregateProcessingOption'
- $ref: '#/components/schemas/CapabilityAggregateReturnData’
- Sref: '#/components/schemas/CapabilityAggregateServiceDescription'
- Sref: '#/components/schemas/CapabilityBiographicDataSet'
- Sref: '#/components/schemas/CapabilityCBEFFPatronFormat'
- $ref: '#/components/schemas/CapabilityClassificationAlgorithmType'
- Sref: '#/components/schemas/CapabilityConformanceClass'
- Sref: '"#/components/schemas/CapabilityGallery'
- Sref: '"#/components/schemas/CapabilityIdentityModel'
- $ref: '#/components/schemas/CapabilityComparisonAlgorithm'’
- $ref: '#/components/schemas/CapabilityComparisonScore'
- Sref: '"#/components/schemas/CapabilityQualityAlgorithm'
- $ref: '#/components/schemas/CapabilitySupportedBiometric'
- $ref: '"#/components/schemas/CapabilityTransformOperation’
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8.7 Fusion Information

8.7.1 Introduction

Fusion information is sent as input to fusion services. IAVS defines two data types to represent fusion
information. The Fusion Information Type shall represent a single set of fusion information, and the
Fusion Information List Type shall represent a set or list of fusion information elements.

8.7.2 Fusion Identity List Type

8.7.21—Peseription

The KFusion Identity List Type shall contain fusion input elements for one or more identitiies, utilizing
the Fhision Information List Type to represent a single set of fusion information for each id¢ntity.

8.7.2{2 Definitions

— Husion Identity — a set of fusion information for a single identity.

8.7.2{3 YAML specification

To begplaced in section #/components/schemas:

HusionIdentityListType:
type: array
items:
Sref: '#/components/schemas/FusionInfermationListType'
minltems: 1

8.7.3| Fusion Information List Type

8.7.3|]1 Description

The Husion Information List Typeshall contain at a minimum two sets of fusion input elements, utilizing
the Fpision Information Type texepresent a single set of fusion information.

8.7.3|2 Definitions

— Husion Element + a’set of fusion information.

8.7.3|13 YAMIL<pecification

To begplaged-in section #/components/schemas:

HusdonInformationListType:
type: array
items:
Sref: '#/components/schemas/FusionInformationType'
minItems: 2

8.7.4 Fusion Information Type

8.7.4.1 Description

The Fusion Information Type represents the information necessary to perform a fusion operation. It
shall include the biometric type and subtype, if applicable, for which the biometric comparison was
performed, the comparison algorithm identifying information, and either a score (for score-level fusion)
or a decision (for decision-level fusion).
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