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Foreword

-1:2015(E)

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
ISO/IEC]TC 1.

The

deschibed in the ISO/IEC Directives, Part 1. In particular the different approval criteris
ifferent types of document should be noted. This document was drafted in accorda

rocedures used to develop this document and those intended for its further maiy

itenance are
h needed for

the hce with the
editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Atterltion is drawn to the possibility that some of the elements of this do¢ument may b¢ the subject
of patent rights. ISO and IEC shall not be held responsible for identifyihg any or all{such patent
rightf. Details of any patent rights identified during the development of the document will be in the
Introduction and/or on the ISO list of patent declarations received (Seewww.iso.org/paterits).

Any trade name used in this document is information given for:the convenience of users and does not
constlitute an endorsement.

For gn explanation on the meaning of ISO specific térms and expressions related td conformity
assesgsment, as well as information about ISO’s adherence to the WTO principles in the Technical
Barriers to Trade (TBT) see the following URL: Foreword - Supplementary information

The dommittee responsible for this document jis ISO/IEC JTC 1, Information technology, SUbcommittee
SC 37 Biometrics.

ISO/IEC 30108 consists of the following parts, under the general title Information t¢chnology —
Biometric Identity Assurance Services:

— Hart 1: BIAS Services

This [corrected version of ISO/IEC 30108-1:2015 incorporates the following corrections plus other
minof editorial modifications.

Tablg A.1: The following’rows were missing and have been added to the end of the table:

Get Verify Results C* C* C*
Identify X X
Retrjeve(Data X X

Update X

Verify X

Capability Information Items

AggregatelnputDataOptional X X X
AggregatelnputDataRequired X X X
AggregateProcessingOption X X X
AggregateReturnData X X X
AggregateServiceDescription X X X
BiographicDataSet X X X X X

CBEFFPatronFormat X X X X X X X
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ClassificationAlgorithmType X
ConformanceClass X X X X X X X
Gallery X X X
IdentityModel X X X X X
ComparisonAlgorithm X X X X X X X
ComparisonScore X X X X X X X
QualityAlgorithm X
SupportedBiometric X X X X X X X
TransformQperation iy ~
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Introduction

This part of ISO/IEC 30108 defines the architecture, operations, data elements, and basic requirements
for biometric identity assurance services - a framework for the implementation of generic, biometric-
based identity services within a services-oriented environment. An identity in the context of BIAS
comprises a subject, biographic data, and biometric data. Other parts are intended to define specific
BIAS implementations (or bindings) within specific environments, for example, SOAP web services.

BIAS services are generic in nature, being modality neutral, and not targeted at any particular business
application. These services include those related to identity data management, transformation, and
biometri i i i i BIAS service
provider (responder). It does not prescribe the architecture or business logic of either the[requester or
servife provider.

Two ¢ategories of identity services are defined - primitive and aggregate. Primitive servites are more
atomjc and well-defined, whereas the aggregate services tend to be higher-devel and gnable more
flexiBility on the part of the BIAS service provider.

Two ]dentity models are also defined - person-centric and encounter-based. Person-cenltric systems
mainfain a single up-to-date record (set of data) for a given subject, whereas an encounter-hased system
retains data related to each interaction the subject has with the system.

This part of ISO/IEC 30108 represents a version of BIAS subsequent to that previously standardized by
INCITS and OASIS, therefore, it is denoted as version 2.0.

© ISO/IEC 2015 - All rights reserved vii
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Information technology — Biometric Identity Assurance

Services —

Part 1:
BIAS services

1 Scope

This part of ISO/IEC 30108 defines biometric services used for identity assuranceithat are

nvoked over

a seryices-based framework. It provides a generic set of biometric and identity<related fiinctions and

assodiated data definitions to allow remote access to biometric services.

The Binding of these services to specific frameworks is not included in.this part of ISO/IE
will e the subject of subsequent parts.

Althqugh focused on biometrics, this part of ISO/IEC 30108 will(ngcessarily include supp
relat¢d identity assurance mechanisms such as biographic and:‘document capabilities. BIA

C 30108, but

ort for other
S is intended

to be|compatible with and used in conjunction with other bieietric standards as describedl in Clause 3.

Specification of biometric functionality is limited to(remote (backend) services. Servi
a clignt-side application and biometric capture dévices are not within the scope of
ISO/IEC 30108.

res between
this part of

Integjration of biometric services as part of anauthentication service or protocol is not within the scope

of this part of ISO/IEC 30108.

onformance

Anneg A specifies the conformadnce requirements for systems/components claiming con
this part of ISO/IEC 30108.

ormative references

The flollowing doeuments, in whole or in part, are normatively referenced in this docun
indispensable~for- its application. For dated references, only the edition cited applies.

formance to

hent and are
For undated

refergnces, thelatest edition of the referenced document (including any amendments) appllies.

ISO/IECA9785-1, Information technology — Common Biometric Exchange Formats Framewd

rk — Part 1:

Data Joymont cpnncifinating
CICITICTIU Jl_}bblj ICULIvUIIL

ISO/IEC 19785-3, Information technology — Common Biometric Exchange Formats Framework — Part 3:

Patron format specifications

4 Terms and definitions

For the purposes of this document, the following terms and definitions apply.

4.1
biometric sample

analogue or digital representation of biometric characteristics prior to biometric feature extraction

Note 1 to entry: As an example, a record containing the image of a finger is a biometric sample.

© ISO/IEC 2015 - All rights reserved
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4.2
claim to ide

ntity

biometric claim
assertion that an individual is or is not the bodily source of a specified or unspecified biometric

reference in

4.3
encounter

an identity assurance system

event in which the BIAS requester interacts with a subject (4.11) resulting in data being collected during

or about the

Note 1 to en

encounter

|l data

during an enr

4.4

encounter-
system that
(4.11) and e
for each sub

4.5
gallery
group of sub)

EXAMPLE

4.6

identificati
biometrici
process of sd
identifier(s)

4.7

rv: The event mav involve collection of bicgravhic biometric document-and/or contextua
s s o Rl o T 7 ’ -+

olment or recognition interaction.

entric system

supports encounter processing maintaining a one-to-many relationship.between su
icounters (4.3) and which does not necessarily contain a single, unique.sét of inform
ect

ects (4.11) related by a common purpose, designation, or status

A watch list or a set of subjects entitled to a certain benefit.

n

entification

arching against a biometric enrolment database to find and return the biometric refe
httributable to a single individual

identity assurance

process of es

4.8
merge
combination|

Note 1 to ent

tablishing, determining, and /efconfirming a subject identity

of biometric data during the process of updating an enrolment record

'y: The “merge” operation is implementation specific, however, it may include either adding

sample to a multi-sample record or performing some level of biometric fusion, for example, sample or fé

level fusion.

4.9
merge
combination

of€wo or more subject records into a single subject record

bjects
ation

rence

A new
ature

4.10

person-centric model

identity model in which a single master record is maintained on a subject (4.11) which is updated over
time when additional, newer, or better biographic, biometric, and/or document information becomes
available and which does not maintain separate historical data records for each system encounter with
the subject

411
subject
person who is known to an identity assurance system

Note 1 to entry: The person may also be a biometric capture subject or biometric data subject, but this is not the
case in all situations.
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verification
biometric verification

proc

ess of confirming a biometric claim (4.2) through biometric comparison

Note 1 to entry: Verification is usually performed through a one-to-one comparison in which a biometric sample
(4.1) from one individual (probe) is compared to a biometric reference(s) from one individual to produce a
comparison decision (match/no-match) and optionally, a comparison score.

5 Symbols and abbreviated terms

AFIS Automated Fingerprint Identification System

BIAS Biometric Identity Assurance Services

BIR Biometric Information Record

CBEHF Common Biometric Exchange Formats Framework

ESB Enterprise Service Bus

ID Identity/Identification/Identifier

OASIp Organization for the Advancement of Structured Information’Standards
SOA Service-Oriented Architecture

SOAH Simple Object Access Protocol

6 System context

This

implgmentation considerations.

6.1

Servi

onto
They
calls

Service-oriented architectures

bpplication servers and then ednsumed by clients in different applications or busine

that service. This allows\clients of a service to rely on a consistent interface rega

implgmentation technology. ofthe service []JD]] (see Annex C).

Biomptric services areone of the types of services that can be provided over such a rem

inad

N-tie

Fenvironment:A diagram of a simple N-tier architecture is shown in Figure 1.

rlause provides an overview of Service-Oriented Architectures, the BIAS architectufe, and BIAS

ce-Oriented Architectures are software architectures in which reusable services 4re deployed

bS processes.

are intended to decouple-the implementation of a software service from the interface that

dless of the

bte interface

istributed infotmation system across a collection of networks. This can occur in a 2-tier, 3-tier, or

© ISO/IEC 2015 - All rights reserved
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Presentation Layer

Client
ENeb Bmwselj [ App]ll:atum Other j
m 1 h m Services
Appllcatlon Logic Layer
[ Resource Management Layer j

Figure 1 — Simple N-Tier architecture
In this diagram, BIAS services are defined between the application(Togic layer and the respurce
management layer.

Examples offbiometric resources that are of interest may include-one or more of the following:
— Afingerprint verification server;

— A 1:Niris search engine;

— A facial piometric watch list;

— A criminal or civil automated fingerprint identification system (AFIS);

— A name-based biographic identity database;

— An archjve of biometric identifiers;

— A population of subjects.

It is desired [that a generic set of services be defined that allows clients to remotely access and mgnage
these capabilities. To the exteht possible, domain specific implementations are to be avoided.

NOTE THis part of ISO/IEC 30108 is intended to support a wide variety of application domains which may
include goverhment (e'g. background checking, border management, and criminal justice), enterprise (e.g. lpgical
access control), and commercial biometric identity management implementations (e.g. employee databasey).

Services arg well defined, self-contained modules that provide standard business functionality and
are independent of the state or context of other services. Services can be easily assembled to form a
collection of autonomous and loosely-coupled business processes.

It is not the intention that specific business logic be instantiated within the service definitions - this
logic is more appropriate within the application logic layer - either in the higher level system initiating
the series of requests, or within the middleware [e.g. an enterprise service bus (ESB), workflow
manager, or biometric middleware] as appropriate. To do so would of necessity make the interface less
generic, modular, and flexible and require that the interface be updated each time the logic changed,
defeating one of the primary purposes of the services architecture.

The services to be defined are not targeted at a particular SOA implementation or framework.
Instead, they are defined in such a manner as to be able to be utilised within any such architecture.
This is accomplished by separately defining (in another standard) the bindings to that

4 © ISO/IEC 2015 - All rights reserved
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tecture/implementation. For example, Web services bindings are defined in the OASIS BIAS
aging Protocol.

BIAS architecture

The BIAS architecture consists of the following components:

— BIAS services (interface definition);

— BIAS data (schema definition);

— BIAS hindings (defined outside this standard)

The
Thes
them

BIAS services expose a common set of operations to external requesters of thesg operations.
e requesters may be an external system, a Web application, or an intermediary. The BIAS services
selves are platform and language independent. The BIAS services may be implemented with

diffeffing technologies on multiple platforms. For example, OASIS is defining Web services|bindings for

the B

Figur
biom
differ
expo

[AS services.

btric functionality as modular and independent operations which can be assembled in many
ent ways to perform and/or support a variety of business precesses. BIAS services can be publicly
bed directly and/or utilised indirectly in support of a service-provider’s own public services.

e 2 depicts the BIAS services within an application environment.-BIAS services p[ovide basic

© ISO/IEC 2015 - All rights reserved 5
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rd - % a _ u
| | Service Pl'l]‘l.-':ldEl' BIAS Component Service
\__ ) Wrapper (optional)

Figure 2 — BIAS application environment

6.3 Identity models

Some identity systems are person-centric and others are encounter-centric. That is, some base
transactions on a unique identifier associated with an individual human being while others track

6 © ISO/IEC 2015 - All rights reserved
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“biometric encounters” which may or may not be linked through such an identifier. Figure 3 provides
context to further explain these concepts.

Timestamp Xa
Subject ID: 1

Lpetated
Bicgraphics
'l.k

Encounter 1D: 4

Encounter #3
Encounter 1D: 3

Encounter #2
Encounter ID: 2

Timestamp Xz

Encounter #4

Inaj
alrea

initiall enrolment contains biographic data and a set/of\fingerprints these are stored. If s

a phd
(e.g.

exclu
syste|

An e
the s
finge
data
contg
Later
data
each

Encounter #1
Encounter 1D: 1
T £ ]
/| Emestme | g | o]
. Identity Identity
Person-Centric Assurance Encounter-Centric Assurance
* One set of information for each Resource  Encounters are grouped) | Resource

subject

by the Subject ID
» All encounter inforimation
is preserved

e New information updates and
replaces any existing information

Figure 3 — Person-centric and encounter-centric views

erson-centric model, as new data is received for a given subject, it is either added (
dy exist) or replaces previous data (if it already exists). For example, referring to Fij

to is received, it is added to the person-centtic record. If later new biographic dat
hew address), it replaces the originally stored data. In this way, the “master” s

sively) no need to retain historical data: This model is used, for example, in access
ms.

hcounter-centric model, in comparison, retains all data received for every intel
ibject. Initially, the subject record is created and populated with enrolment data (
Fprint, facial photo, and biégraphic data as shown in Figure 3). Subsequently, if nev

ining all data obtained during that encounter. The system now has two encounters for

in a third encounter, fingerprint and biographic data is captured and stored, in ad
previously stoned-in encounters one and two. Encounter IDs, unique to a subject, are
encounter. This-model is used, for example, in case management type systems.

PLE In‘\a border management system, a person is enroled in the system the first time f{

ry. A subject is created and biometric and biographic data are set, following any required

ion(s)y This represents the first encounter. Subsequently, when the person crosses the bordet]

f it does not
bure 3, if the
ubsequently,
h is received
ject record

b
is comtinuously updated to contain the most-accurate, current information with (in getl:Lral, but not

control type

faction with
for example,
V fingerprint

s captured for that subject (during an interaction event, or encounter), a new encounter is created

that subject.
dition to the
assigned to

hey enter the
identification
in the future,
s well as any

ed as another

Encounters can be classified as either enrolment or recognition encounters. Figure 4 depicts an example
in which both biographic and biometric data are submitted during different types of encounters.
Diagrams for additional scenarios are found in Annex D.

© ISO/IEC 2015 - All rights reserved
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! . ) Set Biometric Data
i Set Biographic Data Biometric Data |
: Biographic 2 E
e N : Data 2 (Enrolment) | !
’ . , N (Enrolment) '
/ Set Biometric Data’ ! :
: Biometric Data| | : !
! Set Biographic Data . 11 Pl : Set Biometric Data
! nrolment [ i : .
! Biographic ( ) ! E Encounter ID i Biometric Data
: Data 1 b =51 : 3
: (Enrolment) b : (Recognition)
Encounter ID /\/

NOTE Enfcounter type may be set using the Create Encounter operation. In addition, the Purposg
within the CBEFF header may be set to indicate this (see, 8.2 for more information on biometric data).

6.4 Ident

Biometric syjstems frequently include both*amaster database as well as a comparison engine datd

The former
however, us
system and
include wit

how these databases may existwithin a BIAS implementation. This is not always the case; howey
in some systems the master-and comparison engine databases may be one and the same.

Within this

IdentifySubject) operate upon the master database unless otherwise stated, with any assod

updates to
provider.

=50

/ Encounter ID
_____________________________ < =52

Subject ID
=10001

Matcher
DB

Figure 4 — Example of encouiter types

ty databases

is used to store all identity information (including encounter information). The I
1ally contains a single (Set of biometric reference data, even within an encounter-l
minimal, if any, biographic data. Systems use various schemes to determine which d
in the biometric engines and when that data is updated. Figure 5 provides an exam

art of ISQ/IEC 30108, all services (with the exception of comparison services, su

e doniparison engine databases (when separate) left to the policies of the BIAS s¢g

field

base.
atter,
based
hta to
ple of
er, as

ch as
iated
rvice
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BIAS Requests

|’ BIAS RespansesT

Web Application Service Layer

Biometric Identity system

(BIAS Service Provider)
Master Identity

Database
Manages databases, galleries, and encounters.
D Ny i S
May be partitioned
into galleries.
Matcher #1 Matcher #2 Typically contains
encounter data (if any).
Matcher #1 Matcher #2

Database Database

Typically unaware of encounters.
May or may not be aware of galleries.

Figure 5 — Example master/engine database implementation

EXAMPLE In the previous border management examgple, fingerprint, face, and iris biometric data is collected
on th¢ first encounter. All information is stored in the master database. Additionally, selected fingerprint and iris
data gre processed into templates and stored withirkthe appropriate comparison engine databage. During the
second encounter, only the data required for verification and identification is collected, and this flata is stored
in thqd master database. Templates are generated and used to perform the comparison operati¢ns. Based on
servide provider policy, following successful verification, it is found that the left index and ring firjgerprints are
of betfter quality than those collected duringthe first encounter and the engine database is updated with these
fingerprints (replacing the original templates).

6.5 |BIAS implementation considerations (informative)

Biomgptric services and the ‘applications which use them, particularly in an identity assurgnce context,
have unique characteristics which are summarised below:

— SYome services _can be performed very quickly while others (such as a 1:N identification within a
irge population) can take considerable time (on the order of hours) to complete. Therefore, the
ihterfaceshould support both synchronous and asynchronous operations;

fa—)

— Biome€tric operations may be singular or multi-biometric.

Biometric data is in nearly all cases considered personal information and thus privacy protection is

always a consideration.

— Before a biometric, biographic and/or document data transaction occurs between two different
entities, the terms and conditions of the use of the data should be negotiated and made transparent.
The following questions may be addressed:

— Who will be the recipient of the data to be shared?

— For what purpose(s) can the recipient use this data?

— Who/what authorises this data to be shared with the recipient for this purpose?
— How long may the recipient retain the data?

— How must data be destroyed at the end of a retention period?

© ISO/IEC 2015 - All rights reserved 9
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May the recipient share this data with other entities? If so, with whom? For what purpose(s)?
How long may the third party retain the data?

— Arecipient would later have to understand what they are accepting and the terms and conditions of
the agreement.

NOTE Implementers may consider implementation of a Biometric Policy (BP) and/or Biometric Practice
Statement (BPSO as defined in ISO 19092. A BP is a set of rules that specify the applicability of biometric
information for use by a class of applications or community that share common security and privacy requirements.
A BP may be used to control access to biometric information by an entity acting in some role or for some purpose
(e.g. information sharing). A BPS describes the security and privacy practices that an organization follows
during the biometric information life cycle, including business, legal, regulatory, and technical considerations for

information sharing and exchange.

Security is L

q

biographic
characterist

For the purp
should be c1
should be tr3

NOTE (0]}
report biome
modificationd
biometric sys
re-evaluated
of the biomet

Methods for
be critical tqg
negotiated.

7 Biome

This clause
lower-level

higher-level,
a sequence Y

found is immediately followed)by the addition of the biometric sample into that search popul

Implementel
both primiti

Aggregate s¢

7.1 BIAS]

portant for any kind of SOA. As in the case of privacy protection, before a(biom
nd/or document data transaction occurs between two different entities, ‘the seq
cs provided by the BIAS implementation should be known.

oses of data integrity and quality assurance, a capability for creation-ofa chain of cu
eated to track events, changes, and transfers of data. For examplé;the deletion of
icked and logged.

tric system events, including system malfunctions and other’sgcurity incidents, and add
, deletions, and transfers of data. Incident managementyresults and metrics gathered
fems event journals should be used in a periodic review prdcess that causes security controls
bver time. An on-going, systematic approach to reviews-siould inform the continuous improv
[ic information management system over time.

service level monitoring and compliance with*agreed-upon service level agreement;
requesters and implementers. Terms and-conditions for these capabilities may need

tric Identity Assurance Services

Hefines two categories of BIAS services, primitive and aggregate. Primitive service
perations that are used-'to Tequest a specific capability. Aggregate services operat
performing a sequence-of primitive operations in a single request. (An example of
vould be a negative'search where a 1:N identification which results in no matches

s are not restricted to one or the other but may provide (and requesters use) a mixt
e and aggregate types.

rvices-donot have to utilize primitive services.

nteérface XML schema

etric,
urity

stody
data

canization management should require that formal mechanisms’ be used to documenft and

tions,
from
to be
bment

may
to be

s are
b at a
such
being
tion.)
re of

A goal for this BIAS Standard is to be as language and protocol independent as possible. To that end, the

services are

<?xml versi
<xs:schema

specified using a simple XML schema as defined below.

on = "1.0" encoding="utf-8" 2>
id="BIAS Interface" xmlns:xs="http://www.w3.0rg/2001/XMLSchema">

<xs:complexType name="InterfaceType">

<xs:sequence>

<xs:element name="parameter" type="ParameterType"
minOccurs="0" maxOccurs="unbounded" />

</xs:sequence>

<xs:attribute name="name" type="xs:string" use="required" />
</xs:complexType>
<xs:complexType name="ParameterType">

<xs:attribute name="name" type="xs:string" use="required" />

<xs:attribute name="type" type="xs:string" use="required" />

<xXs:a

10

ttribute name="direction" type="DirectionType" use="required" />
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<xs:attribute name="use" type="UseType" use="optional"
default="required" />
xs:complexType>

<xs:simpleType name="DirectionType">

</

<xs:restriction base="xs:string">
<xs:enumeration value="in" />
<xs:enumeration value="out" />
<xs:enumeration value="inout" />

</xs:restriction>

xs:simpleType>

<xs:simpleType name="UseType">

<xs:restriction base="xs:string">
<xs:enumeration value="required" />
enumeration value="optional™

<

<3
</xs
Each
are id
attril
or an

paraineter is required, optional, or conditional. If the parameter is;cénditional, the servicq

must

7.2
BIAS

7.2.1

<intd
<y
<y
<y

<H

<y
</inft
7.2.1

The 4
an oy

<xs:enumeration value="conditional" />

</xs:restriction>
xs:simpleType>
s:element name="interface" type="InterfaceType"></xs:element>
schema>
service is identified by an <interface> tag and must include a name attribute. Servicg
entified by a <parameter> tag and must include a name, type, and direetion attribute.
ute specifies whether the parameter is an input parameter (in),5an output par3

input/output parameter (inout). Parameters may also include @ use attribute to in

identify the conditions.

Primitive services

specifies the following set of primitive services.

Add Subject To Gallery

rface name="AddSubjectToGallery">
arameter name="GalleryID" type="xs:string" direction="in" />
arameter name="SubjectID" types'Xs:string" direction="in" />
arameter name="IdentityClaim"

type="xs:string" directdeon="in" use="optional" />
arameter name="EncounterID"

type="xs:string" direction="in" use="conditional" />
arameter name="Returm"\type="xs:unsignedLong" direction="out" />
erface>

1 Description

ldd Subject To Gallery service shall register a subject to a given gallery or populati
tional parameter, the value of the claim to identity by which the subject is known t

may
speci

Additionally, in the encounter-centric model, the encounter ID associated with the subject]

that

be specified. This claim to identity shall be unique across the gallery. If no claim t

illbe added to the gallery shall be specified.

parameters
[he direction
meter (out),
dicate if the
> description

bn group. As
b the gallery
o identity is

ied, thesstbject ID (assigned with the Create Subject service) shall be used as the claii to identity.

s biometrics

NOTE

7.2.1

In the BIAS model, the creation and management of galleries are the responsibility of the service
provider implementation. Services are not exposed to the requester for this purpose.

.2 Parameters

Gallery ID (input) - the identifier of the gallery or population group to which the subject will be added

Subje

ct ID (input) - the identifier of the subject

Identity Claim (input, optional) - the identifier by which the subject is known to the gallery

Encounter ID (input, conditional) - the identifier of the encounter, required for encounter-centric models

Return (output) - return value indicating success or specifying a particular error condition

© ISO/IEC 2015 - All rights reserved
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7.2.1.3 Return codes

The Add Subject To Gallery service may return any of the return codes defined in Clause 9.

7.2.2 Check Quality

<interface
<paramet

name="CheckQuality">
er name="BIR"

type="CBEFF BIR Type" direction="in" use="conditional" />

<parameter name="SubjectID"

type="xs:string" direction="in" use="conditional" />
<parameter name="AlgorithmVendor"

1Y - e H— e e s e s I
<paramefler name="AlgorithmVendorProductID"

type="xs:string" direction="inout" use="conditional" />
<parametfer name="Return" type="xs:unsignedLong" direction="out" />
<parametler name="QualityScore"

type="iso-1ecl19785-3-7:Quality" direction="out" />
<parametler name="AlgorithmVersion" type="xs:string" direction="out" />

</interfacep

7.2.2.1 Dadscription

The Check

a biometric
structure or
vendor and
algorithm’s
algorithm v
shall provid
biometric qy

NOTE Al
identifiers as

7.2.2.2 Parameters

BIR (input, c
is to be dete

Subject ID (in

Algorithm Ve

ality service shall return a quality score for a given biometric'era specified subject. K
tample or a subject ID shall be provided. The biometric input)is provided in a CBEFF
CBEFF record, which in this part of ISO/IEC 30108 is called a CBEFF-BIR. The algo
hlgorithm vendor product ID may be optionally provided in order to request a part
use in calculating the biometric quality. If an algerithm vendor is provided, the
ndor product ID is required. If no algorithm vendoy is provided, the implementing sy
e the algorithm vendor and algorithm vendorproduct ID that were used to calculat
ality as output parameters.

borithm Vendors are registered with the ISO(Biometric Registration Authority and assigned
Hefined in ISO/IEC 19785-2. Algorithm Product IDs are assigned by the registered algorithm v

bnditional) - data structure-containing a single biometric sample for which a quality
'mined; required if no Subject ID is provided

put, conditional) - the identifier of the subject; required if no BIR is provided

ndor (input, optioptal / output) - the identifier of the vendor of the quality algorithm us

determine t

Algorithm Vdndor Praéduct ID (input, conditional / output) - the vendor assigned ID for the algorithm
to determing the quality; required as input if algorithm vendor is provided

Return (out,

e quality

fither
basic
Fithm
cular
n the
rstem
e the

nique
bndor.

Sscore

ed to

used

t)~return value indicating success or specifying a particular error condition

Quality Score (output) - the quality of the biometric, as defined by the Quality type in the XML Patron
Format specified in ISO/IEC 19785-3

Algorithm Version (output) - the version of the algorithm used to determine the quality

7.2.2.3 Return codes

The Check Q

12

uality service may return any of the return codes defined in Clause 9.
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7.2.3 Classify Biometric Data

<interface name="ClassifyBiometricData">
<parameter name="BIR" type="CBEFF BIR Type" direction="in" />
<parameter name="ClassificationAlgorithmType"
type="xs:string" direction="inout" />
<parameter name="Return" type="xs:unsignedLong" direction="out" />
<parameter name="Classification" type="xs:string" direction="out" />
</interface>

7.2.3.1 Description

The Classify Biometric Data service shall attempt to classify a biometric sample. For example, a
fingerprimtbiometric sampte may be classified asa wiort, foop, orarcir {for other ciassificption classes
and gub-classes). The types of classification algorithms and classes are not specified herd, rather they
are left for the implementing system to define. If no classification algorithm is input, then the BIAS
servife provider will make the selection.

7.2.3}2 Parameters

BIR (jnput) - data structure containing a single biometric sample for, which the classificdtion is to be
determined

Classification Algorithm Type (input, optional / output) - identifies)the type of classificatign algorithm
to be|used (input) and that was used (output) to perform the classification (e.g. for fingerprints, Henry
classification)

Retunn (output) - return value indicating success or spécifying a particular error condition|

Classification (output) - the result of the classification

7.2.3|13 Return codes

o

The (lassify Biometric Data service mayreturn any of the return codes defined in Clause

7.2.4| Create Encounter

<intgrface name="CreateEngounter">
<garameter name="SubjestID" type="xs:string" direction="in" />
<garameter name="EngounterType" type="EncounterCategoryType" direction="in" }>
<garameter name="EncounterID"

type="xs:string" direction="inout" use="optional" />
<garameter name=YReturn" type="xs:unsignedLong" direction="out" />

</inflerface>

7.2.41 Description
The (Qreate Encounter service shall, for the specified subject, create a new encounter record dnd associate

an erjcoturiter ID to that record. If not provided by the requester, the Create Encounter service shall
generate an encounter ID that uniquely identifies the encounter within the subject record in the system.

NOTE Typically the BIAS service provider will assign the encounter ID. In the event that the requester
assigns the encounter ID, it shall be used unless it duplicates an existing encounter ID in which case an error shall
be returned.

The Create Encounter service is performed prior to a Set Biographic Data, Set Biometric Data, or Set
Document Data operation.

NOTE When in encounter mode, for comparison operations, it is not necessary to explicitly create an
encounter. The BIAS service provider will create the encounter and will set the encounter type to “recognition”.

7.2.4.2 Parameters

Subject ID (input) - the identifier of the subject
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Encounter Type (input) - the category of encounter
Encounter ID (input, optional / output) - the identifier of the encounter

Return (output) - return value indicating success or specifying a particular error condition

7.2.4.3 Return Codes

The Create Encounter service may return any of the return codes defined in Clause 9.

7.2.5 Create Subject

<interface [name="CreateSubject">
<parametfer name="Return" type="xs:unsignedLong" direction="out" />
<parametfer name="SubjectID" type="xs:string" direction="out" />
</interfacep

7.2.5.1 Ddscription

The Create $ubject service shall create a new subject record and associate a subject ID to that rgcord.
The Create Subject service shall generate a subject ID that uniquely identifiesithe’subject in the syjstem.

NOTE When cross-system uniqueness is required, UUIDs should be used for.Subject IDs.

7.2.5.2 Parameters
Return (output) — return value indicating success or specifying-aparticular error condition

Subject ID (oyitput) - the identifier of the subject

7.2.5.3 Return codes

The Create Subject service may return any of theteturn codes defined in Clause 9.

7.2.6 Delgte Biographic Data

<interface [name="DeleteBiographicbata">
<parametfer name="SubjectID" fype="xs:string" direction="in" />
<parametfer name="GalleryID"«type="xs:string" direction="in" use="optional" />
<parametler name="EncounteriD"
type="xs:string™\direction="in" use="conditional" />
<parametfer name="Retufn™ type="xs:unsignedLong" direction="out" />
</interfacep

7.2.6.1 Dadscription

The Delete Riographic Data service shall erase all of the biographic data associated with a given sybject
record. In the €ncounter-centric model the service shall erase all of the blographlc data assoc1ated with
ied, or
it is null, blographlc data will be removed from all encounters Ifa gallery is spec1f1ed biographic data
will be deleted from that gallery only. When deleting data, BIAS implementations may completely erase
the information in order to prevent the ability to reconstruct a record in whole or in part, or they may
track and record the deleted information for auditing and/or quality control purposes.

7.2.6.2 Parameters
Subject ID (input) - the identifier of the subject

Gallery ID (input, optional) - the identifier of the gallery or population group from which the biographic
information will be deleted

Encounter ID (input, conditional) - the identifier of the encounter, required for encounter-centric models
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Return (output) - return value indicating success or specifying a particular error condition

7.2.6.3 Return codes

The Delete Biographic Data service may return any of the return codes defined in Clause 9.

7.2.7 Delete Biometric Data

<interface name="DeleteBiometricData">
<parameter name="SubjectID" type="xs:string" direction="in" />
<parameter name="GalleryID" type="xs:string" direction="in" use="optional" />
<parameter pname="EncounterID"

type="xs:string" direction="in" use="conditional" />

<garameter name="BiometricType"

type="iso-1ecl19785-3-7:Multiple-types" direction="in" use="optiomal)' /
<garameter name="Return" type="xs:unsignedLong" direction="out" />

</inflerface>

7.2.7}1 Description

The Delete Biometric Data service shall remove biometric data from a-given subject re¢cord. In the
encounter-centric model, the encounter ID shall be specified. If no/encounter ID is specffied, or it is
null, biometric data will be removed from all encounters. If a gallerynis specified, biometrig data will be
deletgd from that gallery only. If a biometric type(s) is specified,.then only biometric datd of that type
shall [be deleted. When deleting data, BIAS implementations may completely erase the information in
orderf to prevent the ability to reconstruct a record in wholecr in part, or they may track anjd record the
deletgd information for auditing and/or quality control purposes.

7.2.7)2 Parameters
Subjert ID (input) - the identifier of the subject

Gallery ID (input, optional) - the identifier.of the gallery or population group from which the biometric
information will be deleted

Encounter ID (input, conditional) - the-identifier of the encounter, required for encounter-centric models

Biometric Type (input, optional)="the type of biological or behavioural data to delete, as d¢fined by the
Multiple-types type in the XML Patron Format specified in ISO/IEC 19785-3

Retunn (output) - returmvalue indicating success or specifying a particular error condition

7.2.7]13 Return.Codes

The Delete Biometric Data service may return any of the return codes defined in Clause 9

7.2.8| -“Delete Document Data

<interface name="DeleteDocumentData">
<parameter name="SubjectID" type="xs:string" direction="in" />
<parameter name="EncounterID"
type="xs:string" direction="in" use="conditional" />
<parameter name="DocumentCategory"
type="xs:string" direction="in" use="optional" />
<parameter name="Return" type="xs:unsignedLong" direction="out" />
</interface>

7.2.8.1 Description
The Delete Document Data service shall erase all of the document data of the specified category(ies)
associated with a given subject record. In the encounter-centric model the service shall erase all of the

document data associated with a given encounter, and therefore the encounter ID shall be specified.
If no encounter ID is specified, or it is null, document data will be removed from all encounters. If
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no categories are specified, then all categories (for the specified encounters) shall be deleted. When
deleting data, BIAS implementations may completely erase the information in order to prevent the
ability to reconstruct a record in whole or in part, or they may track and record the deleted information
for auditing and/or quality control purposes.

7.2.8.2 Parameters
Subject ID (input) - the identifier of the subject
Encounter ID (input, conditional) - the identifier of the encounter, required for encounter-centric models

Document C

Return (outpjut) — return value indicating success or specifying a particular error condition

7.2.8.3 Return Codes
The Delete locument Data service may return any of the return codes defined in-Clatise 9.
7.2.9 Delgte Encounter
<interface [name="DeleteEncounter">
<parametfer name="SubjectID" type="xs:string" direction="in{ /=
<parametler name="EncounterID" type="xs:string" directionz"ia" />
<parametfer name="Return" type="xs:unsignedLong" directign="out" />
</interfacep
7.2.9.1 Dascription
The Delete Bncounter service shall delete an existing encoeuinter record from the system. When deleting

an encounte
prevent the
the deleted i

7.2.9.2 Parameters

Subject ID (in
Encounter 1}

Return (outp|

7.2.9.3 Re

The Delete Encounter service may return any of the return codes defined in Clause 9.

r, BIAS implementations may completely,erase the encounter information in ord
hbility to reconstruct a record or records'in whole or in part, or they may track and r
hformation for auditing and/or quality*control purposes.

put) - the identifier of thesubject
(input) - the identifier of the encounter

ut) - return value.indicating success or specifying a particular error condition

turn Codes

er to
bcord

7.2.10 Deldte-Subject
<interface name="DeleteSubject">
<parameter name="SubjectID" type="xs:string" direction="in" />
<parameter name="Return" type="xs:unsignedLong" direction="out" />
</interface>

7.2.10.1 Description

The Delete Subject service shall delete an existing subject record and, in an encounter-centric model,
any associated encounter information from the system. This service shall also remove the subject from
any registered galleries. When deleting a subject, BIAS implementations may completely erase the
subject information in order to prevent the ability to reconstruct a record or records in whole or in part,
or they may track and record the deleted information for auditing and/or quality control purposes.
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7.2.10.2 Parameters
Subject ID (input) - the identifier of the subject

Return (output) - return value indicating success or specifying a particular error condition

7.2.10.3 Return Codes

The Delete Subject service may return any of the return codes defined in Clause 9.

7.2.11 Delete Subject From Gallery

<intgrface name="DeleteSubjectFromGallery">
<garameter name="GalleryID" type="xs:string" direction="in" />
<garameter name="SubjectID"
type="xs:string" direction="in" use="conditional" />
<garameter name="IdentityClaim"
type="xs:string" direction="in" use="conditional" />
<pardmeter name="Return" type="xs:unsignedLong" direction="out" />
</intlerface>

7.2.11.1 Description

The Delete Subject From Gallery service shall remove the regi§tbation of a subject from| a gallery or
population group. The subject shall be identified by either theSubject ID or the claim to identity that
was dpecified in the Add Subject To Gallery service.

7.2.11.2 Parameters
Gallery ID (input) - the identifier of the gallery or pepulation group from which the subject wjll be deleted
Subjegt ID (input, conditional) - the identifier,af'the subject; required if an identity claim is hot provided

Identjty Claim (input, conditional) - the identifier by which the subject is known to the gallgry; required
if a sybject ID is not provided

Retunn (output) - return value indicating success or specifying a particular error condition

7.2.11.3 Return Codes

The Delete Subject Fromr-Gallery service may return any of the return codes defined in Clquse 9.

7.2.12 Get Identify Subject Results

<intdrface yname="GetIdentifySubjectResults">
<garaméter name="Token" type="TokenType" direction="in" />
<gapameter name="Return" type="xs:unsignedLong" direction="out" />
<gacameter name="CandidateList" type="CandidatelListType" direction="out" />
</interface

7.2.12.1 Description

The Get Identify Subject Results service shall retrieve the identification results for the specified token.
This service is used in conjunction with the Identify Subject service. If the Identify Subject service
is implemented as an asynchronous service, the implementing system returns a token, and the Get
Identify Subject Results service is used to poll for the results of the original Identify Subject request.

7.2.12.2 Parameters
Token (input) - a value used to retrieve the results of the Identify Subject request

Return (output) - return value indicating success or specifying a particular error condition
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Candidate List (output) — a rank-ordered list of candidates that have a likelihood of matching the input
biometric sample

7.2.12.3 Return Codes

The Get Identify Subject Results service may return any of the return codes defined in Clause 9.

7.2.13 Identify Subject

<interface
<paramet

name="IdentifySubject">
er name="GalleryID" type

n

xs:string" direction="in" use="optional" />

<parame

t

<parame
<parame
<parame
<parame

t

<parame

t
</interfac

r—pome="1Co11

e="CandidateListType" direction="in" use="optional" />

r name="BIR" type="CBEFF BIR Type" direction="in" />

r name="MaxListSize" type="xs:positivelnteger" direction="in" />
r name="Return" type="xs:unsignedLong" direction="out" />

r name="CandidateList"

e="CandidateListType" direction="out" use="conditional" />

r name="Token"

e="TokenType" direction="out"
>

—_n

use="conditional" />

7.2.13.1 Ddscription

The Identify} Subject service shall perform an identification search agajnst a given gallery for a
biometric type, returning a rank-ordered candidate list of a given maximum size.

If the Identi

Subject service is implemented as a synchronous.service, the implementing system

immediately] process the request and return the results in(the candidate list. If the Identify Suy

service is i
which is an

plemented as an asynchronous service, theximplementing system shall return a t
ndication that the request is being handled<asynchronously. In this case, the Get Idé

Subject Resylts service shall be used to poll for the results of the Identify Subject request.

The candidg
defined thre
candidates t
the last posi

NOTE w
encounter. Th

te list shall include only those candidates whose comparison score exceeds a sy
shold, thus indicating a likely match with the subject. In the event that there are
han the requested Max List Size;the system shall determine which candidate is incluc
ion in the candidate list.

hen in encounter mode, for*comparison operations, it is not necessary to explicitly creg
e BIAS service provider will create the encounter and will set the encounter type to “recognit

7.2.13.2 Paframeters

Gallery ID (i
this parame
be forwarde|

put, optional) - the identifier of the gallery or population group which will be sear
er may also be used to identify an external system where the identification request s
d, if this.capability is supported by the implementing system. This parameter shall 1

used in conj

civen

shall
bject
oken,
entify

Stem-
more
led in

te an
ion”.

ched;
hould
ot be

netion with Gallery
—atisto S that shall be used instead of a Stored gailery. 1his parameter

Gallery (input, optiona
shall not be used in conjunction with Gallery ID

BIR (input) -

data structure containing the biometric sample for the search

NOTE: When multiple samples are included as input (e.g. in a multimodal operation), a complex BIR

is used.

Max List Size (input) - the maximum size of the candidate list that should be returned

Return (outp

ut) - return value indicating success or specifying a particular error condition

Candidate List (output, conditional) - a rank-ordered list of candidates that have a likelihood of matching
the input biometric sample; returned with successful, synchronous request processing
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Token (output) - a token used to retrieve the results of the Identify Subject request; returned with
asynchronous request processing. If set to zero, operation is processed synchronously and candidate
list is returned. If set to a non-zero value, operation is processed asynchronously and Get Identify
Results must be used to retrieve the results.

7.2.13.3 Return Codes
The Identify Subject service may return any of the return codes defined in Clause 9.

NOTE Multiple scores/candidates is already built in as a score comes with a CandidateType which is a
member of Candidate List.

7.2.1¢ List Biographic Data

<intgrface name="ListBiographicData">

<garameter name="SubjectID" type="xs:string" direction="in" />

<garameter name="EncounterID"
type="xs:string" direction="in" use="optional" />
<garameter name="EncounterType"

type="EncounterCategoryType" direction="in" use="optional" />

<garameter name="Return" type="xs:unsignedLong" directionz"out" />
<garameter name="BiographicDataElements"
type="BiographicDataType" direction="out" use="gonditional" />
<garameter name="EncounterList"
type="EncounterListType" direction="out" usez™c¢onditional"™ />
</intlerface>

7.2.11.1 Description

The List Biographic Data service shall list the biographic data elements stored for a subject using the
Biogiaphic Data Elements output parameter. Note’that no actual biographic data is returned by this
servife (see the Retrieve Biographic Data setvice to obtain the biographic data). In the encounter-
centrfic model, an encounter ID may be spetified to indicate that only the biographic data elements
stored for that encounter should be returiied. If an encounter ID is not specified and engounter data
exists for the subject, the service shall\return the list of encounter IDs which contain biographic data
using the Encounter List output parameter, and the Biographic Data Elements output parameter shall
be empty.

7.2.14.2 Parameters

Subjert ID (input) - theridentifier of the subject

Encouinter ID (input, optional) - the identifier of the encounter

: g iated with a
subject or encounter; non-empty if the service was successful blographlc data exists, and either (a) the
person-centric model is being used or (b) the encounter-centric model is being used and an encounter
identifier was specified

Encounter List (output, conditional) - a list of encounter ID’s associated with a subject and which contain
biographic data; non-empty if the service was successful, biographic data exists, the encounter-centric
model is being used, and an encounter identifier was not specified
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7.2.14.3 Return Codes

The List Biographic Data service may return any of the return codes defined in Clause 9.

7.2.15

List Biometric Data

<interface name="ListBiometricData">

<parameter name="SubjectID" type="xs:string" direction

—_ng

="in" />

<parameter name="EncounterID"
type="xs:string" direction="in" use="optional" />
<parameter name="EncounterType"

type="EncounterCategoryType" direction="in"

use="optional" />

NI S oo o 1

<parame
t
<parame
<parame
t
<parame
t

</interfacep

7.2.15.1 Dgscription

The List Bi

Biometric D
service (see
model, an ey
that encoun
the subject,

Encounter L

An optional
indicate tha
subtypes for
If a filter is
left index fi;]

7.2.15.2 Parameters

Subject ID (in
Encounter 1D
Encounter Ty
List Filter (in

Return (outp|

e="ListFilterType" direction="in" use="optional" />

r name="Return" type="xs:unsignedLong" direction="out" />

r name="BiometricDataElements"

e="BiometricDataListType" direction="out" use="conditional" />
r name="EncounterList"

e="EncounterListType" direction="out" use="conditional" />

TSttt

etric Data service shall list the biometric data elements stereéd for a subject usin
hta Elements output parameter. Note that no actual biometric data is returned by
the Retrieve Biometric Data service to obtain the biometric’data). In the encounter-cq
counter ID may be specified to indicate that only the-biometric data elements storg
er should be returned. If an encounter ID is not specified and encounter data exis
the service shall return the list of encounter IDS\which contain biometric data usin

g the
 this
entric
ed for
ts for
g the

st output parameter, and the Biometric Data Elements output parameter shall be empty.

[parameter may be used to indicate a filter on the list of returned data. Such a filtei

may

L only biometric types should be listed\(e.g. face, finger, iris, etc.) or that only bionpetric

a particular biometric type should belisted (e.g. all fingerprints: left slap, right index
ot specified, all biometric type and Biometric subtype information shall both be liste
ger, right iris, face frontal, etc.).

put) - the identifier of the subject

(input, optional) - the identifier of the encounter

pe (input, optional) - the category of encounter

but, optional) - indicates what biometric information should be returned

ut)~return value indicating success or specifying a particular error condition

etc.).
1 (e.g.

Biometric Da

ta Elements (output, conditional] - a list oI biometric data elements assocClated with a su

Ibject

or encounter; non-empty if the service was successful, biometric data exists, and either (a) the person-
centric model is being used or (b) the encounter-centric model is being used and an encounter identifier
was specified

Encounter List (output, conditional) - a list of encounter ID’s associated with a subject and which contain
biometric data; non-empty if the service was successful, biometric data exists, the encounter-centric
model is being used, and an encounter identifier was not specified

7.2.15.3 Re

turn Codes

The List Biometric Data service may return any of the return codes defined in Clause 9.
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7.2.16 List Document Data

<interface name="ListDocumentData">
<parameter name="SubjectID" type="xs:string" direction="in" />
<parameter name="EncounterID"
type="xs:string" direction="in" use="optional" />
<parameter name="EncounterType"
type="EncounterCategoryType" direction="in" use="optional" />
<parameter name="Return" type="xs:unsignedLong" direction="out" />
<parameter name="DocumentDataCategories"
type="string" direction="out" use="conditional" />
<parameter name="EncounterList"
type="EncounterListType" direction="out" use="conditional" />
</ intrerfee

7.2.16.1 Description

The List Document Data service shall list the document categories stored for a“subject using the
Document Data Elements output parameter. Note that no other document data is retufned by this
servife (see the Retrieve Document Data service to obtain document data by category). In the
encoyinter-centric model, an encounter ID may be specified to indicate-that only the dofument data
elemé¢nts stored for that encounter should be returned. If an encounter D is not specified and encounter
data gxists for the subject, the service shall return the list of encounter IDs which contajn document
data psing the Encounter List output parameter, and the Document Data Elements outpyt parameter
shall be empty.

7.2.16.2 Parameters

Subjegt ID (input) - the identifier of the subject

Encounter ID (input, optional) - the identifier of the.encounter
Encoynter Type (input, optional) - the category.of encounter

Retunn (output) - return value indicating@iiccess or specifying a particular error condition

Docuiment Data Categories (output, eénditional) - a list of document categories associated with a subject
or enfounter; non-empty if the setvice was successful, document data exists, and either (a) the person-
centrfic model is being used or-(b)the encounter-centric model is being used and an encounter identifier
was dpecified

Encounter List (output,conditional) - a list of encounter ID’s associated with a subject and which contain
docunent data; nonfempty if the service was successful, document data exists, the encoyinter-centric
moddl is being used, and an encounter identifier was not specified

7.2.16.3 Return Codes

The ListDocument Data service may return any of the return codes defined in Clause 9.

7.2.17 Perform Fusion

<interface name="PerformFusion">
<parameter name="FusionInput"
type="FusionIdentityListType" direction="in" />
<parameter name="Return" type="xs:unsignedLong" direction="out" />
<parameter name="Match" type="xs:boolean" direction="out" />
</interface>

7.2.17.1 Description
The Perform Fusion service shall accept either comparison score or comparison decision
information and create a fused comparison result. The FusionInformationListType, through the

FusionInformationType, provides specific elements for comparison score input and comparison
decision input for a single identity, while the FusionldentityListType provides the ability to submit
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multiple identities to the Perform Fusion service (see 8.6). The fusion method and processes are left to
the implementing system.

7.2.17.2 Pa
Fusion Input

Return (outp

rameters
(input) — score or decision input information to the fusion method for each identity

ut) - return value indicating success or specifying a particular error condition

Match (output) - indicates the result of the fusion method

7.2.17.3 R

turm€odes

The Perform Fusion service may return any of the return codes defined in Clause 9.

7.2.18 Que

<interface
<parametj
<paramedt

</interfacqg

7.2.18.1 D¢

The Query (

ry Capabilities

name="QueryCapabilities">

ler name="Return" type="xs:unsignedLong" direction="out" />

ler name="CapabilityList" type="CapabilityListType" direct/dgon="out" / >

>

scription

Capabilities service shall return a list of the capabilities; options, galleries, etc. thz

supported bly the BIAS implementation. Table 1 provides a list, of’capabilities. Refer to Annex

conformancg
Capabilities
can be set to

Proprietary
the listed caj
Description

For each cap

 requirements regarding which capability namesan implementation must use in the (
service. If the implementing system does not support a capability item, the Capability
null in the response.

and additional information may be returfied by returning capabilities that are not p

It are
A for
Juery
Value

art of

pabilities in Table 1. When returning capabilities that are notlisted in Table 1, the Capapility

thall describe the capability.

ability described in Table 1, thec€apability Name shall be set to that shown in Column
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Capability name

Capability description

AggregatelnputDataOptional

A capability information item shall be provided for each data element

accepted as optional input by the implementing system fo
aggregate services.

The Capability Value shall be equal to the name of the data element

accepted by the aggregate services.

The Capability Supporting Value shall indicate which aggregate
services support the data element, using one or more of the following

values, each separated by a comma:

r the

—  “Delete”
—  “Enrol”
—  “Identify”
—  “Verify”
— Al

Aggr

poatelnputDataRequired

A capability information item shall beyprovided for each d
required as input by the implementing system for the agg
services.

The Capability Value shall be-equal to the name of the dat
required by the aggregate.services.

The Capability Suppotiting Value shall indicate which agg}

services supportthe/data element, using one or more of the following

values, each separated by a comma:
—  “Delete”®

— “Emrol”

— ~“dentify”

=" “Verify”

—  “All”

ata element
regate

h element

egate

Aggr

pgateProcessingOption

A capability information item shall be provided for each p
option supported by the implementing system for the agg
services.

The Capability Value shall be equal to the option identifie
field, for the Processing Option parameter in the aggregat

The Capability Supporting Value shall be equal to the optil
“value” field, for the Processing Option parameter in the g
services, if applicable.

The Capability Additional Info shall indicate which aggref

rocessing
regate

, or “key”
e services.

on value, or
ggregate

rate services

support the processing option, using one or more of the fd

llowing

values, each separated by a comma:
—  “Delete”

— “Enrol”

—  “Identify”

—  “Verify”

—  “Retrieve’
— MAll"
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Table 1 (continued)

Capability name

Capability description

AggregateReturnData

A capability information item shall be provided for each data element
returned by the implementing system for the aggregate services.

The Capability Value shall be equal to the name of the data element
returned by the aggregate services.

The Capability Supporting Value shall indicate which aggregate
services support the data element, using one or more of the following
values, each separated by a comma:

“Nalarl”
LJCTICTLU

—  “Enrol”

—  “Identify”
—  “Verify”
— “Retrieve”
—  “All”

AggregateServiceDescription

A capability information item shall be provided for each aggregat
service supported by the implementing'system, describing the
processing logic of the aggregate system.

4]

The Capability Value shall contain adescription of the processing|logic
of the aggregate services.

The Capability SupportingValue shall indicate which aggregate s¢r-
vice

is described by this capability information item, using one of the
following values:

—  “Delete”
—  “Enrol”
—  “Identify”
—_ “Verify”

= “Retrieve”

BiographicDjtaSet

A capability information item shall be provided to identify the
biographic data sets supported by the implementing system.

The Capability Value shall contain the name of the supported
biographic data format (e.g. “EFTS” or “NIEM”).

The Capability Supporting Value shall contain the version of the
supported biographic data format.

The Capability Additional Info shall contain the supported biographic
data format type (e.g. ASCII or XML).

CBEFFPatronFormat

A capability information item shall be provided for each patron format
supported by the implementing system.

The Capability Value shall contain the format owner.

The Capability Supporting Value shall contain the format type.

ClassificationAlgorithmType

A capability information item shall be provided for each classification
algorithm type supported by the implementing system.

The Capability Value shall be set to the name of the supported
classification algorithm type.

24
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Capability name

Capability description

ConformanceClass

A capability information item shall be provided to identify the
conformance class of the BIAS implementation (see Annex A for more

information).

The Capability Value shall be set to one of the following:
— “1” (for Class 1 conformance)

—  “2” (for Class 2 conformance)

— “3” (for Class 3 conformance)

— “4” (for Class 4 conformance)

—  “5” (for Class 5 conformance)

Gallepy

A capability information item shall be provided'for each g
population group supported by the implemefiting system

The Capability Value shall be equal to the.value for the Ga

allery or

lery ID

parameter in the Add Subject to Gallery; Delete Biographic Data,

Delete Biometric Data, Delete Subject From Gallery, Ide
ject,

Retrieve Biographic Data, Retrieve Biometric Data, Ret|
Document Data, Set Biogrdaphic Data, Set Biometric Dat
Document Data, and Verify-Subject services.

ntify Sub-

rieve
a, Set

IdentiityModel

A capability information-item shall be provided to identif;
the
implementing syStem is person-centric or encounter-cent

The Capability,Value shall be set to one of the following:
— “persen”

— ‘“encounter”

y whether

ric based.

ComparisonAlgorithm

A:capability information item shall be provided for each ¢
algorithm vendor and algorithm vendor product ID suppo
implementing system.

The Capability Value shall contain the algorithm vendor.

pmparison
rted by the

The Capability Supporting Value shall contain the algorithm vendor

product ID.

The Capability Additional Info shall be set to the biometri
defined by the XML Patron Format in ISO/IEC 19785-3, th
corresponds to the comparison algorithm.

The Capability Description shall contain the software ver
comparison algorithm.

C type, as
At

sion of the

Com;ltarisonScore

A capability information item shall be provided to identif;

y the use of

comparison scores returned by the implementing system

The Capability Value shall be set to the end-of-score-range that

signifies a match.

The Capability Supporting Value shall be set to the end-of-score-range

that signifies a no-match.

The Capability Additional Info shall be set to the biometri

c type, as

defined by the XML Patron Format in ISO/IEC 19785-3, that

corresponds to the comparison score range.
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Table 1 (continued)

Capability name Capability description

QualityAlgorithm A capability information item shall be provided for each quality
algorithm vendor and algorithm vendor product ID supported by the
implementing system.

The Capability Value shall contain the algorithm vendor.

The Capability Supporting Value shall contain the algorithm vendor
product ID.

The Capability Additional Info shall be set to the biometric type, as

dafi Al tlaa WAL Do L 3 ICO/InC 10700 2 a1 &
UCTTITCU Oy TRV TD T atT UIT T OTTIITat I ToU7 TG T 7700 J, CIIdt

corresponds to the quality algorithm.

The Capability Description shall contain the software version of the
quality algorithm.

SupportedBipmetric A capability information item shall be provided for each biometrig
type supported by the implementing system.

The Capability Value shall be set to the biometri¢type, as defined|by
the XML Patron Format in ISO/IEC 19785-3((for example, the biomet-
ric

type for finger is represented as “finger.").

The Capability Supporting Value shallindicate if the implementing
system supports comparison forthe biometric type, using one of the
following values:

— “1” (identification)
—  “2” (verification)
—  “3” (identification and verification)

— “4” (no comparison supported)

TransformOperation A capabilityinformation item shall be provided for each transforin
operation\type and transform control combination supported by the
implementing system.

TheCapability Value shall be equal to the value for the Transform
Operation parameter in the Transform Biometric Data service.

The Capability Supporting Value shall specify the value of the
Transform Control parameter in the Transform Biometric Data
service. The value returned may be either a single value or a rangd of
values. If a range of values is returned, the Capability Description $hall
specify additional information for the value of the Transform Contjrol
parameter. If the Transform Operation does not support a Transform
Control, the Capability Supporting value shall be set to “NotApplicpble”.

7.2.18.2 Pa|rameters

Return (output) — return value indicating success or specifying a particular error condition

Capability List (output) - a list of capabilities supported by the BIAS implementation

7.2.18.3 Return Codes

The Query Capabilities service may return any of the return codes defined in Clause 9.

7.2.19 Retrieve Biographic Data

<interface name="RetrieveBiographicData">
<parameter name="GalleryID" type="xs:string" direction="in" use="optional" />
<parameter name="SubjectID" type="xs:string" direction="in" />
<parameter name="EncounterID"
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type="xs:string" direction="in" use="optional" />
<parameter name="EncounterType"
type="EncounterCategoryType" direction="in" use="optional" />
<parameter name="Return" type="xs:unsignedLong" direction="out" />
<parameter name="BiographicDataList"
type="BiographicDatalListType" direction="out" />
</interface>

7.2.19.1 Description

The Retrieve Biographic Data service shall retrieve the list of biographic data associated with a subject
ID. In the encounter-centric model, the encounter ID may be specified and the service shall return the
set of biographic data associated with that encounter (list contains a single set). If the encounter ID is
not specified In the encounter-centric model, the service shall return the 11st of blographidinformation
assodiated with the most recent encounter. If no gallery ID is specified, a list of biographie’ata from all
galleries shall be returned.

7.2.19.2 Parameters

Gallery ID (input, optional) - the identifier of the gallery or population group)from which the biographic
information will be retrieved

Subjegt ID (input) - the identifier of the subject
EncoInter ID (input, optional) - the identifier of the encounter

Encounter Type (input, optional) - the category of encounter

Retuin (output) - return value indicating success or specifying a particular error condition

Biographic Data List (output) - a list of biographicdata associated with the subject or encoynter

7.2.19.3 Return Codes

The Retrieve Biographic Data service mdy return any of the return codes defined in Claude 9.

7.2.20 Retrieve Biometric Data

<intgrface name="RetrieveBibmetricData">
<garameter name="GalleryID" type="xs:string" direction="in" use="optional" /
<garameter name="SubjectID" type="xs:string" direction="in" />
<garameter name="EncounterID"

type="xsiAstiring" direction="in" use="optional" />

<garameter name="EncounterType"

typeg?EncounterCategoryType" direction="in" use="optional" />

<garametgryhame="BiometricType"

wypPE="1iso-1ecl19785-3-7:Multiple-types" direction="in" use="optional" /
<garafieter name="Return" type="xs:unsignedLong" direction="out" />
<gafdmpeter name="BIRList" type=" CBEFF BIR ListType " direction="out" />

</intle™Mface

7.2.20.1 Description

The Retrieve Biometric Data service shall retrieve the biometric data associated with a subject ID.
In the encounter-centric model, the encounter ID may be specified and the service shall return the
biometric data associated with that encounter. If the encounter ID is not specified in the encounter-
centric model, the service shall return the biometric information associated with the most recent
encounter. If no gallery ID is specified, biometric data from all galleries shall be returned. The service
provides an optional input parameter to specify that only biometric data of a certain type should be
retrieved.
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7.2.20.2 Parameters

Gallery ID (input, optional) - the identifier of the gallery or population group from which the biometric

information will be retrieved
Subject ID (input) - the identifier of the subject
Encounter ID (input, optional) - the identifier of the encounter

Encounter Type (input, optional) - the category of encounter

Biometric Type (input, optional) - the type of biological or behavioural data to retrieve, as defined by the

Multiple-typestype tm the XML Patron Format specified Im ISO/TEC19785-3

Return (output) — return value indicating success or specifying a particular error condition

BIR List (output) - data structure containing the retrieved biometric samples

7.2.20.3 Return Codes

The Retrieve Biometric Data service may return any of the return codes defined in Clause 9.

7.2.21 Retlieve Document Data

ame="RetrieveDocumentData">

r name="GalleryID" type="xs:string" directiomn="4n" use="optional" />
r name="SubjectID" type="xs:string" directien="in" />

r name="EncounterID"

e="xs:string" direction="in" use="optiomal" />

r name="EncounterType"

e="EncounterCategoryType" direction="1n" use="optional" />

<interface
<parame
<parame
<parame

t

<parame

t

<paramefer name="DocumentCategory"

type="xs:string" direction="in" usez="™optional" />
<parametler name="Return" type="xs:unsigneédLong" direction="out" />
<parametler name="DocumentDatalist"

t
</interfacep

7.2.21.1 Dadscription

e="DocumentDatalListType" diréetion="out" />

The Retrievg Document Data service shall retrieve the list of document data associated with a sy
ID for the category(ies) specified.\In the encounter-centric model, the encounter ID may be specifie
the service ghall return the list/of document data associated with that encounter. If the encountef
not specified in the encounter-centric model, the service shall return the list of document inform
associated with the mostrecent encounter for which document data exists. If no gallery ID is speq
document dgta fromyallhgalleries shall be returned. If no document category is specified, all docuy
associated with the-stibject (and encounter ID, if present) shall be returned.

Ibject
d and
ID is
ation
ified,
nents

7.2.21.2 Parameters

Gallery ID (input) - the identifier of the gallery or population group from which the biogr
information will be retrieved

Subject ID (input) - the identifier of the subject

Encounter ID (input, optional) - the identifier of the encounter

Encounter Type (input, optional) - the category of encounter

Document Category (input, optional) - the category(ies) of the identity documents to be retrieved
Return (output) - return value indicating success or specifying a particular error condition

Document Data List (output) — a list of document data associated with the subject or encounter
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7.2.21.3 Return Codes

The Retrieve Document Data service may return any of the return codes defined in Clause 9.

7.2.22 Set Biographic Data

<interface name="SetBiographicData">
<parameter name="GalleryID" type="xs:string" direction="in" use="optional" />
<parameter name="SubjectID" type="xs:string" direction="in" />
<parameter name="EncounterID"
type="xs:string" direction="in" use="conditional" />
<parameter name="BiographicData" type="BiographicDataType" direction="in" />

q i (1] g l]
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</inflerface>

7.2.2R.1 Description

The Set Biographic Data service shall associate biographic data to a given subject record. Depending
on the identity model in use, the biographic information should replace{any existing biographic
information (person-centric model) or it shall be added within a new encounter (encoynter-centric
moddl). If biometric or document data was also collected during the same encounter, the sarhe encounter
ID shiall be specified by the caller in order to link the biographic data’with the associated biometric
and/¢r document information (using the Set Biometric Data and Set’Document Data seijvices). If the
encoynter ID is omitted for the encounter-centric model, an error.shall be returned.

NOTH Biographic data is typically set within the master database; however, this is implementdtion specific.

For encounter-based systems, the Create Encounter service shall be called prior to Set Biographic
Data| The Encounter ID assigned as a result (and returhed by the Create Encounter service) shall be
used ps input to this service.

7.2.22.2 Parameters

Gallery ID (input, optional) - the identifier of the gallery or population group to which thfe biographic
will he added

Subjert ID (input) - the identifier ofthe subject
Encounter ID (input, conditional) - the identifier of the encounter
Biognaphic Data (input)-=alist of biographic data to associate with the subject or encountey

Retunn (output) - return value indicating success or specifying a particular error condition|

7.2.2R.3 Return Codes

The et Biographic Data service may return any of the return codes defined in Clause 9.

7.2.23 Set Biometric Data

<interface name="SetBiometricData">
<parameter name="GalleryID" type="xs:string" direction="in" use="optional" />
<parameter name="SubjectID" type="xs:string" direction="in" />
<parameter name="EncounterID"
type="xs:string" direction="in" use="conditional" />
<parameter name="BIRList" type="CBEFF BIR ListType" direction="in" />
<parameter name="Return" type="xs:unsignedLong" direction="out" />
</interface>

7.2.23.1 Description
The Set Biometric Data service shall associate biometric data to a given subject record. Depending on

the identity model in use, the biometric information should replace any existing biometric information
(person-centric model) or it shall be added within a new encounter (encounter-centric model). If
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biographic or document data was also collected during the same encounter, the same encounter
ID shall be specified by the caller in order to link the biometric data with the associated biographic
and/or document information (using the Set Biographic Data and Set Document Data services). If the
encounter ID is omitted for the encounter-centric model, an error shall be returned.

NOTE Biometric data is typically set within the master database; update of the comparison engine database
(if separate) is per service provider policy.

For encounter-based systems, the Create Encounter service shall be called prior to Set Biometric Data.
The Encounter ID assigned as a result (and returned by the Create Encounter service) shall be used as
input to this service.

7.2.23.2 Palrameters

Gallery ID (input, optional) - the identifier of the gallery or population group to which the bigmetrigc will
be added

Subject ID (input) - the identifier of the subject

Encounter 1} (input, optional / output) - the identifier of the encounter

BIR List (inpt
Return (outp|

7.2.23.3 Re
The Set Bion

t) - data structure containing the new biometric sample(s)

ut) - return value indicating success or specifying a partictalar error condition

turn Codes

netric Data service may return any of the return‘codes defined in Clause 9.

7.2.24 Set Document Data

<interface [name="SetDocumentData">
<parametler name="GalleryID" type="xs:stFing" direction="in" use="optional" />
<parametfer name="SubjectID" type="xs:string" direction="in" />
<parametfer name="DocumentData" type&'DocumentDatalListType" direction="in" />
<parametler name="EncounterID"

type="xs:string" directieds"inout" use="optional" />
<parametfer name="Return" typg="&s:unsignedLong" direction="out" />
</interfacep
7.2.24.1 Ddscription

The Set Dogument Data,service shall associate identity document data to a given subject rgcord.
Depending ¢n the identity model in use, the document information should replace any ex|sting
document infformation“for the same document category (person-centric model) or it shall be gdded
within a new encoeunter (encounter-centric model). If biographic or biometric data was also collected
during the shme\ehcounter, the same encounter ID shall be specified by the caller in order to linfk the
document ddtawith the associated biographic and/or biometric information (using the Set Biographic
Data and Set Biometric Data services). If the encounter ID is omitted for the encounter-centric model,
an error shall be returned.

NOTE
specific.

Document data is typically set within the master database only; however, this is implementation

For encounter-based systems, the Create Encounter service shall be called prior to Set Document Data.
The Encounter ID assigned as a result (and returned by the Create Encounter service) shall be used as
input to this service.

7.2.24.2 Parameters

Gallery ID (input, optional) - the identifier of the gallery or population group to which the biographic
will be added
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Subject ID (input) - the identifier of the subject
Document Data (input) - a list of document data to associate with the subject or encounter
Encounter ID (input, optional / output) - the identifier of the encounter

Return (output) - return value indicating success or specifying a particular error condition

7.2.24.3 Return Codes

The Set Document Data service may return any of the return codes defined in Clause 9.

7.2.25 Transform Biometric Data

<intqgrface name="TransformBiometricData">
<garameter name="InputBIR" type="CBEFF BIR Type" direction="in" />
<garameter name="TransformOperation" type="xs:unsignedLong" directdoh="in" /
<garameter name="TransformControl"

type="xs:string" direction="in" use="optional" />
<garameter name="Return" type="xs:unsignedLong" direction="out{~/>
<garameter name="OutputBIR" type="CBEFF BIR Type" directiog=Yout" />

</intlerface>

7.2.25.1 Description

The Transform Biometric Data service shall transform or pkrocess a given biometric in on¢ format into
a new target format. Examples of transformations include;

— Heature Extraction
— (entring or cropping biometric images
— Standard biometric data format conversion

The gervice includes an optional parameter to allow the requestor to specify certain cpntrols for a
partifular transform operation (e.g. compression ratio, target record size, or target resplution). See
the Query Capabilities service for ‘a:description of the use of the Transform Operation and Transform
Contfol parameters.

7.2.2p5.2 Parameters

Input|BIR (input) - data structure containing the biometric information to be transformed
Trandform Operation (input) - value indicating the type of transformation to perform
Trandform Cantrol (input, optional) — specifies controls for the requested transform operatipn

Retunn foutput) - return value indicating success or specifying a particular error condition

Output BIR (output) - data structure containing the new, transformed biometric information

7.2.25.3 Return Codes

The Transform Biometric Data service may return any of the return codes defined in Clause 9.

7.2.26 Update Biographic Data

<interface name="UpdateBiographicData">
<parameter name="SubjectID" type="xs:string" direction="in" />
<parameter name="EncounterID"
type="xs:string" direction="in" use="conditional" />
<parameter name="BiographicData" type="BiographicDataType" direction="in" />
<parameter name="Return" type="xs:unsignedLong" direction="out" />
</interface>
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7.2.26.1 Description

The Update Biographic Data service shall update the biographic data for an existing subject record.
The service shall replace any existing biographic data with the new biographic data. In the encounter-
centric model, the encounter ID shall be specified.

7.2.26.2 Parameters

Subject ID (input) - the identifier of the subject

Encounter ID (input, conditional) - the identifier of the encounter, required for encounter-centric models

Biographic D
Return (outp|

7.2.26.3 Re
The Update

7.2.27 Upd

<interface

<parametfer name="SubjectID" type="xs:string" direction="in“/>
<parametfer name="EncounterID"
type="xs:string" direction="in" use="conditional® />
<parametfer name="Merge" type="xs:boolean" direction£"in" use="optional" />
<parametler name="BIR" type="CBEFF BIR Type" direction="in" />
<parametler name="Return" type="xs:unsignedLong" direction="out" />
</interfacep
7.2.27.1 Ddscription
The Update| Biometric Data service shall update a single biometric sample for an existing sy

record. The
be merged v

service requgst, the service shall replacé.the existing biometric sample with the new biometric sa

In the encou

NOTE Th
multi-sample

7.2.27.2 Parameters

Subject ID (in

Encounter 1D

Merge (input, optional] - value indicating if the input biometric sample should be merged wit

ata (input) - list of updated biographic data elements

ut) - return value indicating success or specifying a particular error condition
turn Codes
Biographic Data service may return any of the return codes defined.in Clause 9.

ate Biometric Data

name="UpdateBiometricData">

service includes an optional parameter indicating if the new biometric sample s
Fith the existing biometric saniple. If this parameter is set to “False” or is not used i

hter-centric model, the encounter ID shall be specified.

e term “merge” is implementation specific; however, it may include either adding the samp
record or performjngsome level of biometric fusion (e.g. sample or feature level fusion).

put) - the)identifier of the subject

(input, conditional) - the identifier of the encounter, required for encounter-centric m

Ibject
hould
n the
mple.

etoa

odels

existing biometric information

BIR (input) -

Return (outp

data structure containing the new biometric sample

ut) - return value indicating success or specifying a particular error condition

7.2.27.3 Return Codes

The Update Biometric Data service may return any of the return codes defined in Clause 9.

7.2.28 Upd

32

ate Document Data
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<interface name="UpdateDocumentData'>

<parameter name="SubjectID" type="xs:string" direction="in" />

<parameter name="EncounterID"

type="xs:string" direction="in" use="conditional" />

<parameter name="DocumentData" type="DocumentDatalListType" direction="in" />
<parameter name="Return" type="xs:unsignedLong" direction="out" />
</interface>

7.2.28.1 Description
The Update Document Data service shall update the document data for an existing subject record. The

service shall replace any existing document data of the same category with the new document data. In
the encounter-centric model, the encounter ID shall be specified.

7.2.28.2 Parameters

Subjert ID (input) - the identifier of the subject
Encounter ID (input, conditional) - the identifier of the encounter, required for‘e€ncounter-centric models
Document Data (input) - list of updated document data

Retunn (output) - return value indicating success or specifying a particular error condition

7.2.28.3 Return codes

O

The Update Document Data service may return any of the return codes defined in Clause

7.2.2P Verify subject

<intgqrface name="VerifySubject">
<garameter name="InputBIR" type="CBEERSBIR Type" direction="in" />
<garameter name="ReferenceBIR"
type="CBEFF BIR Type" directidn="in" use="conditional" />
<garameter name="IdentityClaim"
type="xs:string" direction="in" use = "conditional" />
<garameter name="GalleryID" ype="xs:string" direction="in" use="optional" /
<garameter name="Return" tyjpe="xs:unsignedLong" direction="out" />
<garameter name="Match" <&ype="xs:boolean" direction="out" />
<garameter name="Scorel type="xs:float" direction="out" use="optional" />
</inflerface>

7.2.2P.1 Description
The Verify Subject.service shall perform a 1:1 verification comparison between a given bjometric and

eithef a claim t@identity in a given gallery or another provided biometric. As such, either| the Identity
Claim or Referernce BIR input parameters are required.

NOTE When in encounter mode, for comparison operations, it is not necessary to explicitly create an
encountér’ The BIAS service provider will create the encounter and will set the encounter type to “recognition”.

7.2.29.2 Parameters
Input BIR (input) - data structure containing the biometric sample for the search
NOTE When multiple samples are included as input (e.g. in a multimodal operation), a complex BIR is used.

Reference BIR (input, conditional) - data structure containing the biometric sample that will be compared
to the Input BIR, required if no Identity Claim is provided

Identity Claim (input, conditional) - the identifier by which the subject is known to the gallery, required
if no Reference BIR is provided

NOTE An identity claim may be the Subject ID or some other unique piece of biographic data used by the
gallery as a key (e.g. account number or username).
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Gallery ID (input, optional) - the identifier of the gallery or population group of which the subject
be a member

Return (output) — return value indicating success or specifying a particular error condition

must

Match (output) - indicates if the Input BIR matched either the biometric information associated with the

Identity Claim or the Reference BIR

Score (output, optional) - the comparison score, if the biometric information matched

7.2.29.3 Return Codes

The Verify Subject service may return any of the return codes defined in Clause 9.

7.3 Aggrdgate Services

BIAS offers the following set of aggregate services. The intent of BIAS is to standatridize the sg
request; system requirements and organizational business rules will determine how the servj
implemented. While the description for an aggregate service may provide examples of how eac
may be implemented using the primitive services defined in 7.2, service providers are not requij
utilise any of the primitive services when implementing the aggregate services.

7.3.1 Delgte

<interface [name="Delete">
<parametler name="ProcessingOptions"
tylpe="ProcessingOptionsType" direction="in" {/>
<parametjer name="SubjectID"
tylpe="xs:string" direction="in" use="con@itional" />
<paramefljer name="EncounterID"
type="xs:string" direction="in" use="¢ernditional" />
<parametler name="InputData"
type="InformationType" direction=*in" use="optional"/>
<parametfer name="Return" type="xs:unsigmedLong" direction="out" />
<parametler name="Token" type="TokenEype" direction="out" use="conditional" />
<parameftler name="ReturnData"
type="InformationType" direction="out" use="optional" />
</interfacep

7.3.1.1 Dadscription

The Delete hggregate service shall delete an existing subject or, in an encounter-centric mod

rvice
ice is
h one
ed to

0], an

existing encpunter from the.system. This may be accomplished in a number of different ways according

to system requirement$tand/or resources. For example, this aggregate service may initiate o
more Delete|Subjectfram Gallery, Delete Biographic Data, Delete Biometric Data and Delete Sy
primitive services.to.delete subject information from the system.

ne or
bject

rstem

If the Delett’ aggregate service is 1mplemented as a synchronous serV1ce the lmplementlng Sy

Delete aggregate service is 1mplemented as an asynchronous service, the 1mplement1ng system

(f the
shall

return a token in the Return Data parameter, which is an indication that the request is being handled
asynchronously. In this case, the Get Deletion Results service shall be used to poll for the results of the

Delete request.

7.3.1.2 Parameters
Processing Options (input) - options that guide how the service request is processed

Subject ID (input, conditional) - the identifier assigned to the subject

Encounter ID (input, conditional) - the identifier of the encounter, required for encounter-centric models

Input Data (input, optional) - contains an input data record, which may include biometric data
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Return (output) - return value indicating success or specifying a particular error condition
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Token (output, conditional) - a token used to retrieve the results of the Delete request; returned with
asynchronous request processing. If set to zero, operation is processed synchronously. If set to a non-
zero value, operation is processed asynchronously and Get Deletion Results must be used to retrieve
the results.

Return Data (output, optional) - contains a return data record

7.3.1.

The

7.3.2

<intqg
<y

<H
<H

<y
<H

<H
<y

</1inf

7.3.2

The
enco
requ
Subje
If thé
Data
infor

3 Return Codes

Enrol

rface name="Enrol">
arameter name="ProcessingOptions"
type="ProcessingOptionsType" direction="in" />

arameter name="InputData" type="InformationType" direction=Y%in" />
arameter name="EncounterID"
type="xs:string" direction="inout" use="conditionall \/>

arameter name="Return" type="xs:unsignedLong" directigu¥$lout" />
arameter name="SubjectID"

type="xs:string" direction="out" use="conditiodal" />
arameter name="Token" type="TokenType" directionz"eut"
arameter name="ReturnData"

type="InformationType" direction="out" use="optional" />
erface>

_n

use="conditional"™ /

1 Description

F'nrol aggregate service shall add a new ‘subject or, in an encounter-centric m
nter to the system. This may be accomplished in a number of different ways accordi

;Ilrements and/or resources. For example, this aggregate service may initiate one or n

ct primitive service requests to determine if the given subject is already known tg
subject is not previously known to the system, any or all of the Create Subject, Se
Set Biometric Data, and Add Subject to Gallery primitive services may be utilised t
mation to the system. If the subject is previously known to the system, the service

nothing; (2) initiate an Update Biographic Data and/or Update Biometric Data prim|

requse
prim
Fore
ID is

If the
imme
aggre

st in a person-centri¢ model; or (3) initiate a Set Biographic Data and/or Set Bio
tive service requestin an encounter-centric model.

counter-centriemodels, the encounter ID may optionally be specified by the caller. Ift
bmitted for the encounter-centric model, the service shall return a system-assigned e

Enrol aggregate service is implemented as a synchronous service, the implementing
diately process the request and return the results in the Return Data parameter.
gate service is implemented as an asynchronous service, the implementing system

odel, a new
ng to system
ore Identify
the system.
t Biographic
add subject
> may (1) do

itive service

metric Data

ne encounter
ncounter ID.

system shall
If the Enrol
shall return

a nor

P - +1 m_] - AT T C T ] P TR | 1 1
=4CT10 LORCIT IITI LI TORTID Pal dIIICLET, WILIUIT 15 dlIl HIUICAUUID UIdU LIS TTUUESL 15 Ublng handled

asynchronously. In this case, the Get Enrol Results service shall be used to poll for the results of the
Enrol request.

7.3.2

.2 Parameters

Processing Options (input) - options that guide how the service request is processed

Input

Data (input) - contains a subject enrolment record

Encounter ID (input, optional / output, conditional) - the identifier of the encounter; required for
encounter-centric models

Return (output) - return value indicating success or specifying a particular error condition

© ISO/IEC 2015 - All rights reserved

35


https://iecnorm.com/api/?name=d33d6352cc64fff1c937fdb10ee506ff

ISO/IEC 30108-1:2015(E)

Subject ID (output, conditional) - the identifier assigned to the subject

Token (output, conditional) - a token used to retrieve the results of the Enrol request; returned with
asynchronous request processing. If set to zero, operation is processed synchronously. If set to a non-
zero value, operation is processed asynchronously and Get Enrol Results must be used to retrieve the
results.

Return Data (output, optional) - contains a return data record

7.3.2.3 Return codes

qgareagate carvica mav roturn anu oftho roturn cadoc dofinad in Clanca O
The Enrol aggregate service may returnanyof returncodesd nClause Q.

7.3.3 Get Deletion Results
<interface [name="GetDeletionResults">

<parametfer name="Token" type="TokenType" direction="in" />

<parametler name="Return" type="xs:unsignedLong" direction="out" />

<parametler name="ReturnData"

tylpe="InformationType" direction="out" use="optional" />

</interfacep
7.3.3.1 Dadscriptions
The Get Delgtion Results aggregate service shall retrieve the deletion-results for the specified token.

This service|is used in conjunction with the Delete aggregate service. If the Delete aggregate service
is implemenfted as an asynchronous service, the implementing{system returns a token, and the Get
Deletion Results service is used to poll for the results of theoriginal Delete request.

7.3.3.2 Parameters
Token (input) - a value used to retrieve the results ofithe Delete request
Return (output) — return value indicating success-or specifying a particular error condition

Return Data|(output, optional) - contains a‘return data record

7.3.3.3 Re

The Get Delé

turn Codes

tion Results aggregate service may return any of the return codes defined in Clause

O

7.3.4 Get Enrol Results
<interface [name="GetEnrolResults">
<parametler name=Token" type="TokenType" direction="in" />
<parametler game="Return" type="xs:unsignedLong" direction="out" />
<paramefer_name="EncounterID"
tylpes"xs:string" direction="out" use="conditional" />
<parameter name="SubjectID"
type="xs:string" direction="out" use="conditional" />

<parameter name="ReturnData"
type="InformationType" direction="out"
</interface>

use="optional" />

7.3.4.1 Descriptions

The Get Enrol Results aggregate service shall retrieve the enrolment results for the specified token.
This service is used in conjunction with the Enrol aggregate service. If the Enrol aggregate service is
implemented as an asynchronous service, the implementing system returns a token, and the Get Enrol
Results service is used to poll for the results of the original Enrol request.
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7.3.4.2 Parameters

Token (input) - a value used to retrieve the results of the Enrol request

Return (output) - return value indicating success or specifying a particular error condition
Encounter ID (output, conditional) - the identifier of the encounter, if assigned

Subject ID (output, conditional) - the identifier assigned to the subject

Return Data (output, optional) - contains a return data record

7.3.413 Return Codes

The Get Enrol Results aggregate service may return any of the return codes definegin)Clajise 9.

7.3.5| GetIdentify Results

<intgqrface name="GetIdentifyResults">
<garameter name="Token" type="TokenType" direction="in" />
<garameter name="Return" type="xs:unsignedLong" directionz%out" />
<garameter name="CandidateList"
type="CandidateListType" direction="out" use="comditional" />
<garameter name="EncounterID"
type="xs:string" direction="out" use="conditiodpal" />
<garameter name="ReturnData"
type="InformationType" direction="out" usé&="Optional" />
</intlerface>

7.3.5|1 Description

The et Identify Results aggregate service shall retrieve the identification results for the specified
toker]. This service is used in conjunction with'the Identify aggregate service. If the Identify aggregate
servife is implemented as an asynchronous'service, the implementing system returns a non-zero token,
and the Get Identify Results service is uséed to poll for the results of the original Identify r¢quest.

7.3.5{2 Parameters
Token (input) - a value used t0 vetrieve the results of the Identify request
Retunn (output) - returnwalue indicating success or specifying a particular error condition

Candldate List (output, conditional) - a rank-ordered list of candidates that have a likelihood of matching
the input biometri¢c'sample

Encotinter ID (output, conditional) - the identifier of the encounter, if assigned

Retunn Data (output, optional) - contains a return data record

7.3.5.3 Return codes

The Get Identify Results aggregate service may return any of the return codes defined in Clause 9.

7.3.6 Get Update Results

<interface name="GetUpdateResults">
<parameter name="Token" type="TokenType" direction="in" />
<parameter name="Return" type="xs:unsignedLong" direction="out" />
<parameter name="ReturnData"
type="InformationType" direction="out" use="optional" />
</interface>
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7.3.6.1 Descriptions

The Get Update Results aggregate service shall retrieve the update results for the specified token.
This service is used in conjunction with the Update aggregate service. If the Update aggregate service
is implemented as an asynchronous service, the implementing system returns a token, and the Get
Update Results service is used to poll for the results of the original Update request.

7.3.6.2 Pa

rameters

Token (input) - a value used to retrieve the results of the Update request

|

atprn ol 1 cnacifiz condition
ot O a6t

Return (out,

Return Data

7.3.6.3 Re

The Get Update Results aggregate service may return any of the return codes definedin Clause 9

7.3.7 Get

<interface
<paramet
<paramet
<parametj
<paramet
<paramet
ty
<parametj
ty
</interfaceg

7.3.7.1 D¢

The Get Ver
This service

implemented as an asynchronous servicé,.the implementing system returns a non-zero token, ar

Get Verify R

7.3.7.2 Parameters

Token (input|
Return (outp|

Match (outpl
Identity Clai

) leabing cuiconacc o no
TCtTourt CrCotT s S atC oS O Sp eIy 1ty T

Tl
“J

(output, optional) - contains a return data record

turn Codes

Verify Results

name="GetVerifyResults">

ler name="Token" type="TokenType" direction="in" />

ler name="Return" type="xs:unsignedLong" directiomn="out" />
ler name="Match" type="xs:boolean" direction="out""/>
ler name="Score" type="xs:float" direction="outly use="
ler name="EncounterID"

pe="xs:string" direction="out" use="condit¥onal" />
ler name="ReturnData"

pe="InformationType" direction="out" use="optional" />
>

optional™ />

scription

fy Results aggregate service shallretrieve the verification results for the specified t
is used in conjunction with the Verify aggregate service. If the Verify aggregate sery

esults service is used to polHfor the results of the original Verify request.

- avalue used(to retrieve the results of the Verify request
ut) - returni-value indicating success or specifying a particular error condition

t) - indieates if the Input BIR matched either the biometric information associated wif
n orthe Reference BIR

oken.
ice is
d the

h the

Score (output, optional] — the comparison score, it the biometric information matched

Encounter ID (output, conditional) - the identifier of the encounter, if assigned

Return Data

(output, optional) - contains a return data record

7.3.7.3 Return Codes

The Get Verify Results aggregate service may return any of the return codes defined in Clause 9.

7.3.8

<interface
<paramet

Identify

name="Identify">
er name="ProcessingOptions"

type="ProcessingOptionsType" direction="in" />
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<parameter name="InputData" type="InformationType" direction="in" />
<parameter name="GalleryID" type="xs:string" direction="in" use="optional" />
<parameter name="MaxListSize" type="xs: positivelnteger" direction="in" />
<parameter name="Return" type="xs:unsignedLong" direction="out" />

<parameter name="CandidateList"

type="CandidateListType" direction="out" use="conditional" />
<parameter name="EncounterID"
type="xs:string" direction="out" use="conditional" />
<parameter name="Token" type="TokenType" direction="out"
<parameter name="ReturnData"
type="InformationType" direction="out" use="optional" />
</interface>

—_n

use=

7.3.8.1 Description

The |Identify aggregate service shall perform an identification function according
requirements and/or resources. For example, a system may have multiple galleries-of {
may fitilise any or all of these galleries, via calls to the Identify Subject primitive servicg
a sysfem-level identification function. The system may perform additional actiois based ¢

conditional™ />

to system
ubjects, and
, to perform
n input data

and/¢r results of the Identify Subject primitive service requests. For example,/in an encoynter-centric

modd]l, this aggregate service may search three separate galleries of subjects, and if a mat
may then utilise the Set Biographic Data and/or Set Biometric Data prinitive services to
encounter for the subject. If this occurs, the service shall return a system-assigned encoun

When in encounter mode, for comparison operations, it is not necessary to explic
nter. The BIAS service provider will create.the encounter and will set the encounter type to “

7.3.8{2 Parameters

Procgssing Options (input) - options that guide how the service request is processed

Input|Data (input) - contains an\input data record, which at a minimum must include biomg

Galle
this 1
be fo

(v ID (input, optiongl).— the identifier of the gallery or population group which will
arameter may alsoybe used to identify an external system where the identification re

'warded, if this.capability is supported by the implementing system
Max List Size (input) - the maximum size of the candidate list that should be returned
Retuin (output) - return value indicating success or specifying a particular error condition

Candldate’List (output, conditional) - a rank-ordered list of candidates that have a likelihood

ch is found it
create a new
ter ID.

Identify aggregate service is implemented as a synchronous service, the implementing system

meter. If the
system shall
ping handled
esults of the

tly create an
recognition”.

tric data

be searched;
quest should

of matching

the input biometric sample; returned with successful, synchronous request processing

Encounter ID (output, conditional) - the identifier of the encounter, if assigned

Token (output, conditional) - a token used to retrieve the results of the Identify request; returned with
asynchronous request processing. If set to zero, operation is processed synchronously and candidate

list is returned. If set to a non-zero value, operation is processed asynchronously and
Results must be used to retrieve the results.

Return Data (output, optional) - contains a return data record

7.3.8.3 Return Codes

The Identify aggregate service may return any of the return codes defined in Clause 9.
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7.3.9 Retrieve Data

<interface name="RetrieveData">
<parameter name="ProcessingOptions"
type="ProcessingOptionsType" direction="in" />
<parameter name="SubjectID"
type="xs:string" direction="in" use="conditional" />
<parameter name="EncounterID"
type="xs:string" direction="in" use="conditional" />
<parameter name="Return" type="xs:unsignedLong" direction="out" />
<parameter name="ReturnData" type="InformationType" direction="out" />
</interface>

7.3.9.1 Description

The Retrieve Data aggregate service shall retrieve requested information about a subject, ‘or
encounter-c¢ntric model about an encounter. In a person-centric model, this aggregate (Service
be used to retrieve both biographic and biometric information for a subject record. In'an encoy
centric modg¢l, this aggregate service may be used to retrieve biographic and/or biometric inform
for either a gingle encounter or all encounters. Either a subject ID or encounter ID miust be specifig

7.3.9.2 Paframeters

Processing Options (input) - options that guide how the service requestsyprocessed, and may id4
what type(s) of information should be returned

Subject ID (i
Encounter 10} (input, conditional) - the identifier of the encounter; required if no subject ID is provi
Return (output) — return value indicating success or specifying a particular error condition

Return Data|(output) — contains a return data record

urn Codes

The Retriev¢ Data aggregate service may return any of the return codes defined in Clause 9.
7.3.10 Updgate
<interface [name="Update">
<parametfer name="ProcedsirigOptions"
type="ProcessingOptionsType" direction="in" />
<parametler name="Sub§jectID"
type="xs:st¥hing" direction="in" use="conditional" />
<parametler name="EncounterID"
typpe="xsiastring" direction="in" use="conditional" />
<parametler dame="InputData" type="InformationType" direction="in" />

<parametfer¥ hame="Return" type="xs:unsignedLong" direction="out" />

put, conditional) - the identifier of the subject; required’if no encounter ID is provided

in an

may
nter-
ation
d.

entify

ded

<parametler»xname="Token" tvpe="TokenType" direction="out" use="conditional" />

<parameter name="ReturnData"
type="InformationType" direction="out" use="optional" />
</interface>

7.3.10.1 Description

The Update aggregate service shall update specified information about a subject, or in an encounter-

centric model about an encounter. In a person-centric model, this aggregate service may be us

ed to

update both biographic and biometric information for a subject record. In an encounter-centric model,

this aggregate service may be used to update biographic and/or biometric information for eit
single encounter or all encounters. Either a subject ID or encounter ID must be specified.

her a
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7.3.10.2 Parameters

Processing Options (input) - options that guide how the service request is processed, and may identify
what type(s) of information should be returned

Subject ID (input, conditional) - the identifier of the subject; required if no encounter ID is provided
Encounter ID (input, conditional) - the identifier of the encounter; required if no subject ID is provided
Input Data (input) — contains subject information to update

Return (output) - return value indicating success or specifying a particular error condition

Token (output, conditional) - a token used to retrieve the results of the Update request;'rgturned with
asyn¢hronous request processing. If set to zero, operation is processed synchronously. If set to a non-
zero Value, operation is processed asynchronously and Get Update Results must be-used tq retrieve the
resulfs.

Retunn Data (output, optional) - contains a return data record

7.3.10.3 Return Codes

The Update aggregate service may return any of the return code§ defined in Clause 9.

7.3.1f1 Verify

<intgrface name="Verify">
<garameter name="ProcessingOptions"
type="ProcessingOptionsType" direction="in" />
<garameter name="InputData" type="InformationType" direction="in" />
<garameter name="ReferenceBIR"
type="CBEFF BIR Type" directions¥in" use="conditional" />
<garameter name="IdentityClaim"
type="xs:string" directions¥in" use="conditional" />
<garameter name="GalleryID" typé="xs:string" direction="in" use="optional" /
<garameter name="Return" type=!I'xs:unsignedLong" direction="out" />
<garameter name="Match" type="xs:boolean" direction="out" />
<garameter name="Score" type="xs:float" direction="out" use="optional" />
<garameter name="EncouptexID"
type="xs:string"\direction="out" use="conditional" />
<garameter name="Token” type="TokenType" direction="out" use="conditional" /
<garameter name="ReturnData"
type="InfermationType" direction="out" use="optional" />
</inflerface>

7.3.11.1 Description

The Verify-aggregate service shall perform a 1:1 verification function between a given blometric and
either asclaim of identity in a given gallery or another provided biometric and according to system
requirements and/or resources. Either the Identity Claim or Reference BIR input parameters are
required. The system may perform additional actions based on input data and/or results of verification.
For example, in an encounter-centric model, this aggregate service may initiate a request to the Verify
Subject primitive service, and if a match is found it may then utilise the Set Biographic Data and/or Set
Biometric Data primitive services to create a new encounter for the subject. If this occurs, the service
shall return a system-assigned encounter ID.

For encounter-centric models, the encounter ID may optionally be specified by the caller. If the encounter
ID is omitted for the encounter-centric model, the service shall return a system-assigned encounter ID.

NOTE When in encounter mode, for comparison operations, it is not necessary to explicitly create an
encounter. The BIAS service provider will create the encounter and will set the encounter type to “recognition”.

If the Verify aggregate service is implemented as a synchronous service, the implementing system shall
immediately process the request and return the results in the Return Data parameter. If the Verify
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aggregate service is implemented as an asynchronous service, the implementing system shall return
a non-zero token in the Token parameter, which is an indication that the request is being handled
asynchronously. In this case, the Get Verify Results service shall be used to poll for the results of the

Verify request.

7.3.11.2 Pa

rameters

Processing Options (input) - options that guide how the service request is processed, and may identify

what type(s)

of information should be returned

Input Data (input) - contains an input data record, which at a minimum must include biometric data

Reference B}
to the Input

Identity Claip
if no Referen

Gallery ID (in
be a membel

Return (outp|

Match (outpl
Identity Clai

Score (outpu

R (input, conditional) - data structure containing the biometric sample that will be comy
BIR, required if no Identity Claim is provided

ce BIR is provided

put, optional) - the identifier of the gallery or population group of which the subject

ut) - return value indicating success or specifying a particular error condition

t) - indicates if the Input BIR matched either the biometricinformation associated wif
 or the Reference BIR

, optional) - the comparison score, if the biometric information matched

bared

n (input, conditional) - the identifier by which the subject is known to the gallery, required

must

h the

Encounter 10} (output, conditional) - the identifier of the encounter, if assigned

Token (outpyt, conditional) - a token used to retrieve the results of the Verify request; returned with
asynchronoys request processing. If set to zero, opération is processed synchronously. If set to 4 non-
zero value, dperation is processed asynchronously and Get Verify Results must be used to retrieve the
results.

Return Data|(output, optional) - contains a return data record

7.3.11.3 Return Codes

The Verify aggregate service may return any of the return codes defined in Clause 9.

8 Data elements.and data types

A goal of BIAS is<tebe flexible to the amount and types of biographic and biometric informjation
available to pnd (used by a system. The parameters “Biographic Data” and “Biometric Data” are meant
to be genera| in‘this sense in order to allow this flexibility. This clause includes information on hoy this

flexibility ca

n be specified and supported by implementing systems.

8.1 Biographic data

BIAS defines three data types to provide flexibility for the amount and types of biographic data supported
by implementing systems. The Biographic Data Item Type shall represent a single biographic data item,
and the Biographic Data Set Type shall represent a set of biographic information in a specified format.
The Biographic Data Type is a common type that shall represent either a set or list of biographic data.

8.1.1 Biographic Data Type

<xs:complexType name="BiographicDataType">
<xs:choice maxOccurs="unbounded">
<xs:element name="LastName" type="xs:string" minOccurs="0" />
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<xs:element name="FirstName" type="xs:string" minOccurs="0" />
<xs:element name="BiographicDataltem" type="BiographicDataltemType"
maxOccurs="unbounded" />
<xs:element name="BiographicDataSet" type="BiographicDataSetType" />
</xs:choice>
</xs:complexType>

8.1.1.1 Description

The Biographic Data Type defines a set of biographic data elements, utilizing either the Biographic
Data Item Type to represent a list of elements or the Biographic Data Set Type to represent a complete,
formatted set of biographic information. This type also includes optional fixed fields for representing
first and last names, two common biographic data elements.

8.1.112 Definitions

Last Name (optional) - the last name of a subject

First Name (optional) - the first name of a subject
Biogrjaphic Data Item - a single biographic data element

Biognaphic Data Set - a set of biographic data information

8.1.2| Biographic Data Item Type

<xs:gomplexType name="BiographicDataltemType">
<ifs:sequence>
<xs:element name="Name" type="xs:string"{/>

<xs:element name="Type" type="xs:stringl />

<xs:element name="Value" type="xs:string" minOccurs="0" />
</xs:sequence>

</xs{complexType>

8.1.2]1 Description

The Biographic Data Item Type defines a single biographic data element. The biographic data item name
and type are required elements, whil€ the value is optional.

8.1.2{2 Definitions
Namg - the name of the - biographic data item (i.e. “PersonName”)
Type t the data type for the biographic data item (i.e. “xs:string”)

Valug (optiongl)<the value assigned to the biographic data item (i.e. “John Doe”)

8.1.3| Biographic Data Set Type

<xs:comprextype Uctluc—"BJl_uij_ctJ_Jth_k,Dct taSetiype™
<xs:sequence>
<xs:any namespace="##any"/>
</xs:sequence>
<xs:attribute name="name" type="xs:string" use="required" />
<xs:attribute name="version" type="xs:string" use="optional" />
<xs:attribute name="source" type="xs:string" use="required" />
<xs:attribute name="type" type="xs:string" use="required" />
</xs:complexType>

8.1.3.1 Description

The Biographic Data Set Type defines a set of biographic data that is formatted according to the specified
format. This data type allows biographic information in an Electronic Fingerprint Transmission
Specification (EFTS) or pre-defined XML format, for example, to be used with BIAS messages.
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8.1.3.2 Definitions

name - the n

ame of the biographic data format (e.g. “EFTS”)

version (optional) - the version of the biographic data format (e.g. “7.1” or “1.0")

source - reference to a URI describing the biographic data format

type - the biographic data format type (e.g. “XML")

8.1.3.3 Co

mmon Biographic Data Format References

In order to
specificatior]
common bio
attribute, if
with the ISO
in Table B.1

8.1.4 Biog
<xs:complex
<xs:sequ

<Xs:¢

</xs:seq
</xs:complg

8.1.4.1 D¢

The Biograp

8.1.4.2 D¢

Biographic D

8.2 Biom

This defines

8.2.1 CBE

<xs:complex
<xs:sequ
<xs:¢

<X

provide a consistent representation of some common biographic data formats
will establish common values for the attributes used in the Biographic Data Set. Typ¢
braphic data format shall have the name, source, and type attributes in common-{The ve
used, shall reflect the source organization’s assigned version. These shall*be regis
Biometric Registration Authority. Samples of common biographic data fogmats are s
n Annex B.

raphic Data List Type

Type name="BiographicDataListType">
ence>

lement name="BiographicData" type="BiographicDataType"
minOccurs="0" maxOccurs="unbounded" />

luence>

IxType>

scription

hic Data List Type shall provide a list of bipgraphic data.

finitions

ata - data structure containing information about a biographic record

ptric Data

how to represent bipmetric data in the BIAS services.

FF BIR Type

Type name="CBEFF BIR Type">

ence>

lement\ndme="BIR Information" minOccurs="0">
s:complexType>

<&ssequence>

this
. The
rsion
tered
hown

<xs:element name="bir-info" type="iso-iecl19785-3-7:BIR-info"

</
</xs:
<xs:e
<x

</

</xs:
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minOccurs="0" />
<xs:element name="bdb-info" type="iso-iecl19785-3-7:BDB-info"
minOccurs="0" />
<xs:element name="sb-info" type="iso-iecl9785-3-7:SB-info"
minOccurs="0" />
</xs:sequence>
xs:complexType>
element>
lement name="BIR">
s:complexType>
<xs:choice minOccurs="1">
<xs:element name="BinaryBIR" type="xs:base64Binary" />
<xs:element name="URI BIR" type="xs:anyURI" />
<xs:element name="XML BIR" type="iso-iecl19785-3-7:BIR" />
</xs:choice>
xs:complexType>
element>
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</xs:sequence>
<xs:attribute name="format-owner" type="iso-iecl9785-3-7:Registered-int"

use="required" />

<xs:attribute name="format-type" type="iso-iecl9785-3-7:Registered-int"

</xs:

use="required" />
complexType>

8.2.1.1 Description

-1:2015(E)

Biometric information shall be packaged as a biometric information record (BIR) in a CBEFF structure,
called a CBEFF-BIR in this part of ISO/IEC 30108, with the biometric data embedded in the biometric
data block, as defined by ISO/IEC 19785-1. This part of ISO/IEC 30108 does not require any specific
CBEFF patron format, and recognises that BIAS implementations may support only one patron format.

Applications and implementations may also choose to support multiple patron formats.

The (
for ei
CBER
non-4
to th
refer

BIR 1
CBEHR
non-%

NOTH
prese

8.2.1
bir-in
bdb-i
sb-inf
Binan
URI B
XML |

formg

BEFF BIR Type schema shall be used to represent biometric information. This.sche

F-BIR representation. Non-XML CBEFF-BIR representations shall be basec64 encodeq
\SCII text and binary image data into ASCII form. XML CBEFF-BIR representations
b XML Patron Format as defined in ISO/IEC 19785-3, Amd1(2010){The XML Patr¢
enced with the namespace “http://standards.iso.org/iso-iec/19785/-3".

netadata information may be optionally included to make it\easier to understand

ML CBEFF-BIR representation or a reference to a URI containing a CBEFF-BIR.

BIR information elements are intended to reflect infornration in the BIR (if a simple BIR) d
ht in the topmost level of a BIR (if a complex BIR).

2 Definitions

fo - contains information about the CBEEE-BIR

1fo — contains information about the’BDB in a simple CBEFF-BIR

0 — contains information aboutthe security block, if used, in a simple CBEFF-BIR

y BIR - a non-XML CBEFE:-BIR

IR - a URI reference to a CBEFF-BIR

BIR — an XML CBEFF-BIR, using the XML Patron Format as defined in ISO/IEC 19785-3

it-owner - identifies the Patron format owner

formgt-type {identifies the Patron format type

8.2.2

ma provides

ther a non-XML CBEFF-BIR representation, a reference to a URI containing a EBEFF-BIR, or an XML

|, converting
shall adhere
n Format is

what is in a

F-BIR without having to parse the actual BIR content. This_is especially helpful when using the

rinformation

CBEFF BIR List Type

<xs:complexType name="CBEFF BIR ListType">
<xs:sequence>

<xs:element name="BIR" type="CBEFF BIR Type"
minOccurs="0" maxOccurs="unbounded" />

</xs:sequence>

</xs:

NOTE

8.2.2

The CBEFF BIR List Type shall provide a list of CBEFF-BIR elements.
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8.2.2.2 Definitions

BIR - CBEFF

structure containing biometric data and associated metadata

8.2.3 Biometric Data Element Type

<xs:complex
<xs:sequ
<xs:e

Type name="BiometricDataElementType">
ence>
lement name="BiometricType" type="iso-iecl9785-3-7:Multiple-types" />

<xs:element name="BiometricTypeCount" type="xs:positivelnteger"
minOccurs="0" />
<xs:element name="BiometricSubType" type="iso-iecl19785-3-7:Subtype"
2 non
<xs:ellement name="BDBFormatOwner" type="iso-iecl9785-3-7:Registered-int" />
<xs:€llement name="BDBFormatType" type="iso-iecl9785-3-7:Registered-int" />
</xs:sequence>
</xs:complekType>
8.2.3.1 Dascription

The Biometr

ic Data Element Type shall provide descriptive information about bigmetric data, sy

the biometrik type, subtype, and format, contained in the BDB of the CBEFF-BIR,

8.2.3.2 D¢

Biometric Ty
by CBEFF

Biometric Ty
in the biome

Biometric Si
biometric re

BDB Format
biometric or

BDB Format
organization

finitions

pe - the type of biological or behavioral data stored in the biometric record, as de

pe Count (optional) - the number of biometric reégords having the biometric type rec
tric type field

btype (optional) - more specifically defines the type of biometric data stored i
cord, as defined by CBEFF

Dwner - identifies the standards body, working group, industry consortium, or other G
canization that has defined the format for the biometric data

recorded in the BDB Format Owner field

8.2.4 Biometric Data List Type

<xs:complex
<xs:sequ
<xs:§

</xs:seq
</xs:complg

Type name="BiemetricDataListType">

ence>

lement name="BiometricDataElement" type="BiometricDataElementType"
minOcduns="0" maxOccurs="unbounded" />

uence>

XTyRe>

ch as

fined

rded

n the

BEFF

Type - identifies the specific biometric data format specified by the CBEFF biometric

8241 D

scription

The Biometric Data List Type shall provide a list of biometric data elements.

8.2.4.2 Definitions

Biometric Data Element - data structure containing information about a biometric record

8.3 Document Data

BIAS includes metadata about one or more identity documents as well as (optionally) images of scanned
identity documents.

8.3.1 Document Data Type

46
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<xs:complexType name="DocumentDataType">
<xs:sequence maxOccurs="unbounded">

<xs:element name="DocumentCategory" type="xs:string" />

<xs:element name="DocumentIDNumber" type="xs:string" minOccurs="0" />

<xs:element name="DocumentIssuanceCountryCode"
type="iso 3166:CountryAlpha2CodeType" minOccurs="0" />

<xs:element name="DocumentIssuingOrganization" type="xs:string"
minOccurs="0" />

<xs:element name="DocumentIssuanceDate" type="xs:dateTime"
minOccurs="0" />

<xs:element name="DocumentExpirationDate" type="xs:dateTime"
minOccurs="0" />

<xs:element name="DocumentLastName" type="xs:string" minOccurs="0" />

s:element name="DocumentFirstName" tvpe="xs:string" minQOccurs="0"

<
</xs

8.3.1

The 1
prese

8.3.1
Docu
Docu

Docu
docu

Docu
Docu

Docu
(expi

Docu
issue

Docu
issue

Docu
was i

<xs:element name="DocumentMiddleName" type="xs:string" minOccurs="0" />
<xs:element name="DocumentValidity" type="xs:boolean" minOccurs="0" /
<xs:element name="DocumentValidityText" type="xs:string" minOccurs="0!") />
<xs:element name="DocumentImage" type="xs:base64Binary" minOccursz"0¥ />
XS :sequence>

complexType>

1 Description

Document Data Type defines a set of document data elements providing informati
nted identity document. This type also includes an optional fieldfor an image of the d

2 Definitions
ment Category - the type of identity document presénted (e.g. passport)
ment ID Number (optional) - the number associatedwith the identity document (e.g. passj

ment Issuance Country Code (optional) - the ISO 2-character code for the country whi
ment or from within which it was issued

ment Issuing Organization (optional) sthe entity which issued the identity document
ment Issuance Date (optional) - the date upon which the identity document was issued

ment Expiration Date (optienal) - the date upon which the identity document is no
Fes)

ment Last Name (optional) - the family name of the person to whom the identity da
[, as contained within the document itself

d, as contained within the document itself

ssued; as contained within the document itself

n about the
ocument.

bort number)

h issued the

longer valid

cument was

ment First Name (optional) - the first given name of the person to whom the identity dgcument was

ment-Middle Name (optional) - the second given name of the person to whom the identity document

Document Validity (optional) - the assessed validity of the identity document (e.g. as the result of local

oron

line validity checks)

Document Validity Text (optional) - details or remarks associated with the assessed validity (e.g.
description of validity issue)

Document Image - a scanned image of the subject document (e.g. passport picture page)

8.3.2

Document Data List Type

<xs:complexType name="DocumentDatalListType">
<xs:sequence>

<xs:element name="Document" type="DocumentDataType"

minOccurs="0" maxOccurs="unbounded" />
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</xs:sequence>

</xs:comple

xType>

8.3.2.1 Description

The Document Data List Type shall provide a list of documents.

8.3.2.2 Definitions

Document - data structure containing information about a document and optionally an image of that

document

8.4 Candidate Lists

Candidate li
data types t
Candidate Li

8.4.1 Can

<xs:complex
<xs:seqy
<xs:¢g

<xS

</

</xs:
<xs:el€q
<xs:elg

m
</xs:seque
<xs:attril
</xs:complg

<xs:complex
<xs:seqy
<xs:¢g
<xs:¢g

/>
<xSs:§
</xs:seq
</xs:complg

8.4.1.1 D¢

The Candid
identificatio
optional.

5ts are returned in the response to a biometric identification request. BIAScdefine
represent candidate lists. The Candidate Type shall represent a single candidate, an

st Type shall represent a set or list of candidates.
lidate Type

Type name="CandidateType">

lence>

lement name="ScoreList" minOccurs="0">
:complexType>

xs : sequence>

<xs:element name="Score" type="ScoreType" />
/xs:sequence>

s:complexType>

lelement>

ment name="Subject ID" type="xs:string," >

ent name="BiographicData" type="BiographicDataType"
inOccurs="0" />

nce>

ute name="rank" type="xs:int" usé="required" />
xType>

Type name="ScoreType">

ence>

lement name="Value" typéz"xs:float" />

lement name="BiometricType" type="iso-iecl19785-3-7:Multiple-types"minOccur{

lement name="BiometricSubType" type="iso-iecl19785-3-7:Subtype" minOccurs="
uence>

xType>

scription

h request. The Subject ID is a required element, while the score and biographic dat

5 two
d the

=nQ"

" />

hite Type-defines a single candidate as a possible match in response to a biometric

a are

8.4.1.2 Definitions

Rank - the rank of the candidate in relation to other candidates for the same biometric identification

operation

Subject ID - the identifier of the subject

Scorelist (optional) - a list of comparison score(s) and optionally the type and subtype of the relating

biometric

Biographic Data (optional) - biographic data associated with the matching candidate

8.4.2 Candidate List Type
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<xs:complexType name="CandidateListType">
<xs:sequence>
<xs:element name="Candidate" type="CandidateType"
minOccurs="0" maxOccurs="unbounded" />
</xs:sequence>
</xs:complexType>

8.4.2.1 Description

The Candidate List Type defines a set of candidates, utilizing the Candidate Type to represent each
element in the set.

8.4.2,2 Definitions

Candldate - a single candidate

8.5 |Capabilities

Implg¢menting systems will have various capabilities to support BIAS sexvices. These| capabilities
inclugle information on supported biometric comparison capabilities, sapported galleriep, supported
procgssing options for the aggregate services, supported biographic fofmats, etc. BIAS defipes two data
typeq to represent these capabilities. The Capability Type shall represent a single capabllity, and the
Capability List Type shall represent a set of capabilities.

8.5.1] Capability Type

<xs:qomplexType name="CapabilityType">
<i#s:sequence>
<xs:element name="CapabilityName" type="xsS:string" />
<xs:element name="CapabilityID" type#'xs:string" minOccurs="0" />
<xs:element name="CapabilityDescripgion" type="xs:string" minOccurs="0" /
<xs:element name="CapabilityValue( type="xs:string" minOccurs="0" />
<xs:element name="CapabilitySupportingValue" type="xs:string"
minOccurs="0" />
<xs:element name="CapabilityAdditionalInfo" type="xs:string"
minOccurs="0" />
</|xs:sequence>
</xs{complexType>

8.5.1{1 Description
The (apability Type defines a single capability supported by an implementing system. Ea¢h supported
capability shall be identified by a Capability Name. Some supported capabilities will have dn associated

Capability Value (e.g-"supported galleries will have a Gallery ID value), while others will not (e.g.
biomgtric comparison support for a specific biometric type).

8.5.1{2 ,Definitions

Capabpility Name - the name of the capability, as defined by the implementing system

Capability ID (optional) - an identifier assigned to the capability by the implementing system
Capability Description (optional) - a description of the capability

Capability Value (optional) - a value assigned to the capability

Capability Supporting Value (optional) - a secondary value supporting the capability

Capability Additional Info (optional) - contains additional information for the supported capability

8.5.2 Capability List Type

<xs:complexType name="CapabilityListType">
<xs:sequence>
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lement name="Capability" type="CapabilityType"
minOccurs="0" maxOccurs="unbounded" />

</xs:sequence>

</xs:comple

xType>

8.5.2.1 Description

The Capability List Type defines a set of capabilities, utilizing the Capability Type to represent each
element in the set.

8.5.2.2 Definitions

Capability -

8.6 Fusio

Fusion infor
information
Fusion Infor

single canability
o r J

h Information

ation is sent as input to fusion services. BIAS defines two data types toxepresent f
The Fusion Information Type shall represent a single set of fusion infoymation, an
mation List Type shall represent a set or list of fusion information elements.

8.6.1 Fusion Information Type

<xs:complex
<xs:seqy
<xs:¢g

<xs:¢g

<Xs:

<xs:¢

<xs:d

<

<

</xs:
</xs:seq
</xs:complg

8.6.1.1 D¢

The Fusion

shall include
performed,
or a decision

8.6.1.2 D¢

Biometric Ty
by CBEFF

Biometric Si

Type name="FusionInformationType">

ence>

lement name="BiometricType" type="iso-iecl9785-3%7:Multiple-types" />
lement name="BiometricSubType" type="iso-iecl3785-3-7:Subtype"
minOccurs="0" />

e lement name="AlgorithmOwner" type="xs:string" />

lement name="AlgorithmType" type="xs:string" />

hoice minOccurs="1">

s:element name="Score" type="xs:float" A>

s:element name="Decision" type="xs:st&ing" />

choice>

uence>

xType>

scription

nformation Type represents the information necessary to perform a fusion operat
the biometric type and subtype, if applicable, for which the biometric compariso

he comparison algorithm identifying information, and either a score (for score-level fu
(for decision-levelfusion).

finitions

pe — thé type of biological or behavioral data stored in the biometric record, as de

usion
d the

on. It
was
sion)

fined

n the

btype (optional) - more specifically defines the type of biometric data stored i

biometric record

Algorithm Owner - the owner or vendor of the algorithm used to determine the score or decision

Algorithm Type - the Algorithm Owner’s identifier for the specific algorithm product and version used
to determine the score or decision

NOTE

Algorithm Owners are registered with the ISO Biometric Registration Authority and assigned unique

identifiers as defined in ISO/IEC 19785-2. Algorithm Types are assigned by the registered algorithm owner.

Score - the similarity score assigned by the comparison algorithm

Decision - th

8.6.2 Fusi
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e match decision assigned by the comparison algorithm

on Information List Type
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<xs:complexType name="FusionInformationListType">
<xs:sequence>
<xs:element name="FusionElement" type="FusionInformationType"
minOccurs="2" maxOccurs="unbounded" />
</xs:sequence>
</xs:complexType>

8.6.2.1 Description

The Fusion Information List Type shall contain at a minimum two sets of fusion input elements, utilizing
the Fusion Information Type to represent a single set of fusion information.

8.6.2,2 Definitions

Fusiop Element - a set of fusion information

8.6.3| Fusion Identity List Type

<xs:gomplexType name="FusionIdentityListType">
<ifs:sequence>
<xs:element name="FusionIdentity" type="FusionInformationLigtType"
maxOccurs="unbounded" />
</Axs:sequence>
</xs{complexType>

8.6.3|1 Description

The Kusion Identity List Type shall contain fusion input/elements for one or more identities, utilizing
the Flision Information List Type to represent a single set of fusion information for each id¢ntity.

8.6.3|2 Definitions

Fusiop Identity - a set of fusion information fot'a single identity

8.7 |Other Data Types

This flescribes the remaining data types defined by this part of ISO/IEC 30108.

8.7.1 Encounter Category.Type

<xs:4impleType name=YEncounterCategoryType">
<{s:restriction.base="xs:string">

<xs:enumeratdion value="Enrolment"/>

<xs:enumexdation value="Recognition"/>

<xs:enuieration value="Unspecified"/>

<xs:pdthérn value="([a-zA-Z0-9])+"/>
<Axs:restriction>

</xs{simpleType>

8.7.111 " Description

The Encounter Category Type identifies the type of encounter (interaction) during which the identity
(biographic, biometric, and/or document) data was collected from the subject as determined by the
requester.

8.7.1.2 Definition
As given above.

8.7.2 Encounter List Type

<xs:complexType name="EncounterListType">
<xs:sequence>
<xs:element name="EncounterID" type="xs:string"
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minOccurs="0" maxOccurs="unbounded" />

</xs:sequence>

</xs:comple

xType>

8.7.2.1 Description

The Encounter List Type defines a set of encounters.

8.7.2.2 Definition

Encounter ID - the identifier of an encounter (unique to a subject)

8.7.3 Info

<xs:complex
<xs:seqy
<xs:3

</xs:seq
</xs:complg

8.7.3.1 De
The Inform4d
a combinati

could repre;s
defined/refd

8.7.3.2 D¢

fmation Type

Type name="InformationType">

ence>

Iny namespace="##any" processContents="lax"
minOccurs="0" maxOccurs="unbounded" />
uence>

xType>

scription
tion Type provides a method to represent any type of data\element. It could repr
pn of the Biometric Data Type and Biographic Data Type defined in Clause 8,

ent a completely different data exchange model (an<EETS record, for example), ¢
renced in this part of ISO/IEC 30108 or by the impleménting system.

finitions

The Informalion Type allows for an unlimited number of‘data element types, and it does not specif

require any

8.7.4 List

<xs:complex
<xs:seqy
<xs:¢g

<xXs:¢g

</xs:seq
</xs:complg

8.7.4.1 Dd
The List Filf

barticular data element.

Filter Type

Type name="ListFilterType">

ence>

lement name="BiometricTypeFilter"
type="iso-1ecl9785-3=NMultiple-types" maxOccurs="unbounded" />
lement name="IncludeBiOmetricSubtype" type="xs:boolean" />
uence>

xType>

scription

er Type provides a method to filter the amount of information returned in a sear

biometric d4gta.

8.7.4.2 D¢

finitions

esent
or it
bither

y nor

ch of

Biometric Type Filter - limits the returned information to a specific type of biometric, as defined by CBEFF

Include Biometric Subtype - a Boolean flag indicating if biometric subtype information should be

returned

8.7.5 Option Type

<xs:complex

Type name="OptionType">

<xs:sequence>
<xs:element name="Key" type="xs:string" />
<xs:element name="Value" type="xs:string" minOccurs="0" />

</xs:sequence>

</xs:comple
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8.7.5.1 Description

BIAS aggregate services support the ability to include various processing options which direct and
possibly control the business logic for that service. Together with the Processing Options Type, the
Option Type provides a method to represent those options. Processing options should be defined by the
implementing system.

8.7.5.2 Definitions

Key - the identifier of an option supported by the implementing system

Valu thaovualiin for o Atioy ot d byt a tan ] s nti o oot aaa
C CliC vaIgaCT TUT oIt UPLAULL uul.ll;}\.ll CC Tl UJ CIIC LAALIJL\/AAL\,AALALLS JJ JCCTIT

8.7.6] Processing Options Type

<xs:qomplexType name="ProcessingOptionsType">
<3js:sequence>
<xs:element name="Option" type="OptionType"
minOccurs="0" maxOccurs="unbounded" />
</|xs:sequence>
</xs{complexType>

8.7.6{1 Description

BIAS|aggregate services support the ability to include various’processing options which direct and
possiply control the business logic for that service. The, Pfocess Options Type provides [a method to
reprgsent those options. Processing options should be defined by the implementing systenj.

8.7.6/2 Definitions

Option - an option supported by the implementing system

8.7.7] Token Type

<xs:g¢omplexType name="TokenType't
<3js:sequence>
<xs:element name="TokernValue" type="xs:string" />
<xs:element name="Expiration" type="xs:date" />
</|xs:sequence>
</xs{complexType>

8.7.711 Description

Somg of the BIAS\services may be handled asynchronously, such as the Identify Subject service.
Upon| receiving<@ request for the service, the implementing system may either process|the request
synchronously-and return the results directly or it may process the request asynchronously and return

y

The encoding of the Expiration element shall be the concatenation of the following components (in order):
a) the “year” component, consisting of the year encoded in four digits;

b) the “month” component, consisting of the month encoded in two digits;

c) the “day” component, consisting of the day encoded in two digits;

d) theletter “T”;

e) the “hour” component, consisting of the hour encoded in two digits;

f) the “minute” component, consisting of the minute encoded in two digits;
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g) the “second” component, consisting of the second encoded in two digits;

h) the letter “Z".

8.7.7.2 Definitions

Token Value - a value returned by the implementing system that is used to retrieve the results to a

service request at a later time

Expiration - a date and time at which point the token expires and the service results are no longer

guaranteed to be available (format: YYYYMMDDTHHMMSSZ)

9 Error handling and notification

As with any messaging interface, there is a need to define effective measures for™handling
propagating|error conditions. All BIAS services have a Return parameter for conveying return v
and error copdition codes.

9.1 Successful service calls

BIAS defineq a return value for successful service calls.
SUCCESS = 0

9.2 Error{condition codes

BIAS defineq two levels of errors that are represented by théerror condition codes: System and S¢
errors. In addition, BIAS also allows for implementations-to define their own error condition coq
represent erfor conditions that are not already defined by this part of ISO/IEC 30108.

System-level] errors are created in the core part ,of*BIAS and occur when the implementing sy
cannot service a request. They could result dueto*an internal logic error or because the implemg
system does|not support a particular request-Service-level errors are created in the service-depe
part in BIA$ and occur when there is a problem transmitting or representing the service req
They could result due to an invalid service request or because of a communications error. This
of ISO/IEC 3|0108 will define the errotcondition codes for system-level errors, since the service
errors depend on the service mechanisms in which the BIAS is implemented such as the Web ser
The service-Jevel errors are specified in other parts of ISO/IEC 30108.

BIAS defineq the following setof system-level error codes:

UNKNOWN_ERROR=1
The service failed foran unknown reason.

UNSUPPORTED] CAPABILITY=2

r and

D

alues

rvice
les to

r'stem
nting
hdent
juest.

part
Hlevel
vices.

A requested |capability is not supported by the service implementation.

INVALID INPUT=3
The data in a service input parameter is invalid.

BIR QUALITY ERROR=4
Biometric sample quality is too poor for the service to succeed.

INVALID BIR=5
The input BIR is empty or in an invalid or unrecognised format.

BIR SIGNATURE FATLURE=6
The service could not validate the signature, if used, on the input BIR.

BIR DECRYPTION FAILURE=7
The service could not decrypt an encrypted input BIR.

INVALID ENCOUNTER ID=8
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The input encounter ID is empty or in an invalid format.

INVALID SUBJECT ID=9
The input subject ID is empty or in an invalid format.

UNKNOWN_SUBJECT=10
The subject referenced by the input subject ID does not exist.

UNKNOWN GALLERY=11
The gallery referenced by the input gallery ID does not exist.

UNKNOWN_ENCOUNTER=12
The encounter referenced by the input encounter ID does not exist.

UNKNQWN_BIOGRAPHIC FORMAT=13
The Hiographic data format is not known or not supported.

UNKNQWN_IDENTITY CLAIM=14
The iflentity referenced by the input identity claim does not exist.

INVARID IDENTITY CLATM=15
The iflentity claim requested is already in use.

NONE{TSTENT DATA=16
The data requested for deletion does not exist.

UNKNQWN DOCUMENT CATEGORY=17
The data requested for deletion does not exist.

INVATD TOKEN=18
The data requested for deletion does not exist.

TOKEN EXPIRED=19
The data requested for deletion does not exist,

DUPLJCATE ENCOUNTER_ ID=20
The ipput encounter ID for a new encouniter already exists for that subject.

IDENTIFICATION RESULT NOT YET AVATILABLE=21
The result of an asynchronous identification process is not yet available.

UNKNQWN_FORMAT=22
An unpknown format was_detected.

INVALID LICENSE=23
An inalid license was found.

SERVICE_NOT AMRLEMENTED=24
The rlequested-Service/function is not implemented.

INVALIB/ENCOUNTER TYPE=25

The ibputencountertvneisnotarecoani a
PpH-eRcotntertypeIshHota+ 25 SO0V~

INVALID PROCESSING OPTION=26
The supplied processing options are invalid.

CANNOT STORE_DATA=27
Data cannot be stored due to an internal reason.

CANNOT PROCESS DATA=28
Data cannot be processed.

CANNOT CREATE TEMPLATE=29
A biometric template could not be created from the raw input data (either for purpose enrol or
verify/identify).

CANNOT DELETE DATA=30
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be deleted.

CANNOT RETRIEVE DATA=31

Data cannot

CANNOT INIT

be retrieved (read).

TALIZE INTERNAL MODULES=32

Internal modules cannot be initialized and/or loaded.

CANNOT VERI

FY DATA=33

Cannot perform a 1:1 verification of the supplied and /or stored data.

CANNOT IDEN

TIFY DATA=34

rm a 1:N identification of the supplied and /or stored data.

Cannot perf

INVALID CON
The (central

CANNOT CHEQ
The quality

INTERNATL DA
An internal ¢

CANNOT UPDA
Data cannot

BIOMETRIC T
The biometr

10 Securi

Security is jmportant for any kind of distributed computing environment, and even more so
fomputing occurs over open networks:\Web services, for example, generally operat¢ as a
et Web service, an intranet Web seryice, or a combination of both. BIAS implementerys will
noose the level of security and the‘security capabilities provided by their system(s).
ich are defined outside of this part of ISO/IEC 30108, need to include security capab

distributed
public interr]
ultimately c
bindings, wh
and provide

BIAS bindings shall provide optionsfor message confidentiality and integrity. BIAS bindings
ons for message tranhsport confidentiality and integrity. BIAS bindings shall prpvide

provide opt

options to s@ipport access contfols in order to authenticate users of a service. BIAS bindings also
bns for mutual authentication between clients (requesters) and servers (service provifers).

provide opti

FIGURATION=35
system was configured improperly.

K QUALITY=36
theck cannot be performed due to an internal reason.

TABASE ERROR=37
brror during the database connection occurred.

TE DATA=38
be updated.

YPE NOT SUPPORTED=39
ic modality/type is not supported by the system.

Ly

BIAS implementers with these 6ptions.
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Annex A
(normative)

Conformance requirements

A.1 General

ISO/IEC 30108-1:2015(E)

Confgrmance to this part of ISO/IEC 30108 falls into the following classes:

Class|1: Full Primitive Services Implementation
Class|2: Full Aggregate Services Implementation
Class|3: Limited Primitive Services Implementation
Class|4: Minimum Primitive Services Implementation
Class|5: Minimum Aggregate Services Implementation
Class|6: Matcher Primitive Services Implementation
Class|7: Matcher Aggregate Services Implementation

Confgrmance requirements for these classes are defined in A.2.

A.2 | Class conformance requirements

To claim conformance to this part of ISO/IEC 30108, implementations shall provide th{

> mandatory

servifes and capability item information for their conformance class, as defined below, inn accordance

with the service definitions in ClauSe7.

Implg¢mentations shall acceptallwalid input parameters and return valid outputs, as defing
and (lause 8. Implementations shall perform error handling as defined in Clause 9. Sery

shall jmplement the security requirements as defined in Clause 10.

All clpsses shall implement the Query Capabilities service.

d in Clause 7
ice bindings

TablelA.1 is a suthmary of conformance requirements by class. Details are provided follow]ng the table.
Table A.1 — BIAS conformance classes
Service/Capability Class 1 Class 2 Class 3 Class 4 Class5 | Class Class 7

Primitive Services

Add Subject To Gallery X X

Check Quality X

Classify Biometric Data X

Create Encounter C** C** C**

Create Subject X X X X

Delete Biographic Data X X X

Delete Biometric Data X X X X

Delete Document Data X X

Delete Encounter CH* C* C**
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Table A.1 (continued)

Service/Capability

Class 1

Class 2

Class 3

Class 4

Class5 | Class6 | Class7

Delete Subject

X

X

Delete Subject From Gallery

X

Get Identify Subject Results

(e}
*

C*

Identify Subject

List Biographic Data

List Biometric Data

List DocumentData

Perform Fusi

on

Query Capab

lities

Retrieve Biog

fraphic Data

>

Retrieve Biometric Data

Retrieve Doc

ument Data

Set Biograph

cData

Set Biometri

Data

Set Document Data

P PR R | R | <

Transform B

ometric Data

Update Biog]]

aphic Data

Update Biom|

ptric Data

Update Docu

ment Data

Verify Subjed

t

el e e R e A R A s A R A s e R s A e R A e R e

Aggregate S

prvices

Delete

Enrol

Get Delete R{

sults

Get Enrol Re

ults

C*

Get Identify |

Results

Get Update Rlesults

C*

Get Verify Re

sults

aoloalael~ -~
* MKl

C*

Identify

Retrieve Dat

Update

QN
i r\z
\Uj

>

Verify

)

>
=

&
\V

Capability Information Items

AggregatelnputDataOptional

AggregatelnputDataRequired

AggregateProcessingOption

AggregateReturnData

AggregateServiceDescription

P PR | X

BiographicDataSet

CBEFFPatronFormat

D P DR R )

P D DR > <

ClassificationAlgorithmType

ConformanceClass

>

Gallery

P | | | X<
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Table A.1 (continued)

Service/Capability Class1 | Class2 | Class3 | Class4 | Class5 | Class6 | Class7
IdentityModel X X X X X
ComparisonAlgorithm X X X X X X X
ComparisonScore X X X X X X X
QualityAlgorithm X
SupportedBiometric X X X X X X X
TransformOperation X
*  Canditional - rpqnirpd if associated service is implpmpnfr—\d as asvnchronously
** Cpnditional - required if encounter-centric model is implemented.

A.2.1 C(lass 1: Full Primitive Services Implementation

A Ful| Primitive Services Implementation shall provide the following BIAS services:

— Add Subject To Gallery

|
[an)

heck Quality

— (lassify Biometric Data

— (reate Encounter (conditional - required if encousiter-centric model is implemented)
— (reate Subject

— [Delete Biographic Data

— Delete Biometric Data

— Delete Document Data

— Delete Encounter (conditional*= required if encounter-centric model is implemented)
— Delete Subject

— [Delete Subject FromyGallery

— (et Identify_Subject Results(conditional - required if associated service is implemented as

jo5)

synchrongusly)

Yt

Hentify-Subject

— lfistBiographic Data

— List Biometric Data

— List Document Data

— Perform Fusion

— Query Capabilities

— Retrieve Biographic Data
— Retrieve Biometric Data
— Retrieve Document Data

— Set Biographic Data
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Set Biometric Data

Set Document Data
Transform Biometric Data
Update Biographic Data
Update Biometric Data
Update Document Data

Verify Subject

A Full Primitive Services Implementation shall provide the following capability information items in

response to the Query Capabilities service:

A.2.2 C(Class 2: Full Aggregate Services Implementation

A Full Aggrepate Services Implémentation shall provide the following BIAS services:

60

BiographicDataSet
CBEFFPatronFormat
ClassifidationAlgorithmType
ConformanceClass

Gallery
IdentityModel
ComparjsonAlgorithm
Compar]sonScore
Quality4lgorithm
SupportpdBiometric

TransformOperation

Delete
Enrol

Get Deldte Results (conditional - required if associated service is implemented as asynchrondusly)

Get Enr

isly)

Get Identify Results (conditional - required if associated service is implemented as asynchronously)
Get Update Results (conditional - required if associated service is implemented as asynchronously)
Get Verify Results (conditional - required if associated service is implemented as asynchronously)
Identify

Retrieve Data

Update

Verify
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A Full Aggregate Services Implementation shall provide the following capability information items in
response to the Query Capabilities service:

A.2.3 Class 3: Limited Primitive Services’lmplementation

A Linpited Primitive Services Implementation provides many of the primitive services, excg
Quality, Classify Biometric Data, Perform Fusion, Transform Biometric Data, and 3
servifes. A Limited Primitive Services [mplementation shall provide the following BIAS set

AggregatelnputDataOptional
AggregatelnputDataRequired
AggregateProcessingOption

AggregateReturnData

AggregateServiceDescription
BiographicDataSet
(BEFFPatronFormat
(JonformanceClass

(allery

IflentityModel
(JomparisonAlgorithm
(JomparisonScore

SupportedBiometric

Add Subject To Gallery

(reate Encounter (conditienal - required if encounter-centric model is implemented)

(an)

reate Subject

=

elete Biographic'Data
[Jelete Biontetric Data

Delete Document Data

[ alata Encountar (conditinnl roaaguirad ifancanntar cantric andal 1o trmnlamantad)
.................................................................................. =3

Delete Subject

Delete Subject From Gallery

pt for Check
11 document
vices:

Get Identify Subject Results (conditional - required if associated service is implemented as

asynchronously)
Identify Subject

List Biographic Data
List Biometric Data

List Document Data
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Query Capabilities
Retrieve Biographic Data
Retrieve Biometric Data

Retrieve Document Data

— Set Biographic Data

— Set Biometric Data

— Set DocypgnentBData

— Update

iographic Data

— Update Biometric Data

— Update Document Data

— Verify S

A Limited P1
in response

— Biograp
— CBEFFP
— Confornj
— Gallery

— Identity
— Compar
— Compar

— Support

bject

imitive Services Implementation shall provide the following.e€apability information
o the Query Capabilities service:

hicDataSet
htronFormat

anceClass

Model
sonAlgorithm
sonScore

cdBiometric

A.2.4 Class 4: Minimum Priniitive Services Implementation

A Minimum
Minimum Py

— Create E

— Create S

Primitive Serviees Implementation does not provide biometric identification servi
imitive Services Implementation shall provide the following BIAS services:

ncounter{conditional - required if encounter-centric model is implemented)

ubject

items

res. A

— Delete B
— Delete B

— Delete E

iographic Data
iometric Data

ncounter (conditional - required if encounter-centric model is implemented)

— Delete Subject

— List Biographic Data

— List Biometric Data

— Query Capabilities

— Retrieve Biographic Data
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