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ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
ISO/IEC JTC 1.
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Introduction

The presentation of an artefact or of human characteristics to a biometric capture subsystem in a
fashion intended to interfere with system policy is referred to as a presentation attack. ISO/IEC 30107
(all parts) addresses techniques for the automated detection of presentation attacks. These techniques
are called presentation attack detection (PAD) mechanisms.

As is the case for biometric recognition, PAD mechanisms are subject to false positive and false negative
errors. False positive errors wrongly categorize bona fide presentations as attack presentations,
potentially flagging or inconveniencing legitimate users. False negative errors wrongly categorize

presentation
resulting in
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of this document is as follows:
e terms related to biometric presentation attack detection testingand reporting, and

y principles and methods of performance assessment of(biometric presentation g
, including metrics.
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racterize biometric system performance.*Biometric performance testing termin
d methodologies for statistical analysis-a¥e only partially applicable to the evaluat
isms due to significant, fundamental differences between biometric performance tg

fal significance

rformance testing utilizes @ statistically significant number of test subjects represen
ed user group. Error rdtes are not expected to vary significantly when adding mor
1sing a completely different group. Generally, taking more measurements increase
he error rates.

ng, many biemetric modalities can be attacked by a large or indeterminate numbh
esentation~attack instrument (PAI) species. In these cases, it is very difficult or
p have a¢omprehensive model of all possible presentation attack instruments. Her
ossiblexto find a representative set of PAI species for the evaluation. Therefore, mea
bf ohe) set of presentation attack instruments cannot be assumed to be applicable

tially

nents
), and

ttack

ms.

have
ridely
blogy,
on of
sting

ative
P test
s the

er of
even
Ice, it
sured
to a

different set

PAI species present a source of systematic variation in a test. Different PAI may have significantly
different error rates. Additionally, within any given PAI species, there will be random variation across
instances of the PAI series. The number of presentations required for a statistically significant test
will scale linearly with the number of PAI species of interest. Within each PAI species, the uncertainty
associated with a PAD error rate estimate will depend on the number of artefacts tested and the number
of individuals.

EXAMPLE1 Infingerprint biometrics, many potent artefact materials are known, but any material or material
mixture that can present fingerprint features to a biometric sensor is a possible candidate. Since artefact
properties such as age, thickness, moisture, temperature, mixture rates, and manufacturing practices can
have a significant influence on the output of the PAD mechanism, it is easy to define tens of thousands of PAI
species using current materials. Hundreds of thousands of presentations would be needed for a proper statistical
analysis - even then, resulting error rates could not be transferred to the next set of new materials.
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b) Comparability of test results across systems

In biometric performance testing, application-specific error rates based on the same corpus of biometric
samples can be used to compare different biometric systems or different configurations. The meaning
of “better” and “worse” is generally understood.

By contrast, when using error rates to benchmark PAD mechanisms, terms such as “better” can be
highly dependent on the intended application.

EXAMPLE 2  In a given testing scenario with 10 PAI species (presented 100 times), System; detects 90 % of
attack presentations and System; detects 85 %. System; detects all presentations for 9 PAI species but fails to
detect all presentations with the 10th PAI species. System; detects 85 % of all PAI species. Which is better? In a
secur[ty analysIis, Systemy would be Worse than Systemy, because revealing the 10th PAT specieswpuld orient an
attaclter such that he could use this method to defeat the capture device all the time. Howeveryif aftackers could
be pre¢vented from using the 10th PAI species, System would be better than Systemj, because inflividual rates
indicqte that it is possible to overcome Systemy with all PAI species.

c) (ooperation

Many biometric performance tests address applications such as access-control in which subjects
are cpoperative. Errors due to incorrect operation are an issue of a'lack of knowledgd, experience
or gyidance rather than intent. Significant uncooperative behaviéur in a group is not part of the
underlying “biometric model” and would render the determined error rates almost useless for biometric
perfodrmance testing.

PAD fests include subjects whose behaviour is not cooperative: Attackers will try to find and exploit any
weakness of the biometric system, circumventing or manipulating its intended operation. Presentation
attack types, based on the experience and knowledge of‘the tester, can change the succesg rates for an
attack dramatically. Hence, it can be difficult to definetesting procedures that measure erfor rates in a
fashipn representative of cooperative behaviour.

d) Automated testing

In bigmetric performance testing, it is;.0ften possible to test comparison algorithms using databases
from|devices or sensors of similar quality. Performance can be measured in a technology evaluation
using previously collected corpuses‘of samples as specified in ISO/IEC 19795-1.

In PAD testing, data from the ‘hiometric sensor (e.g. digitized fingerprint images) may be¢ insufficient
to conduct evaluations. Biometric systems with PAD mechanisms often contain additipnal sensors
to defect specific properties of a biometric characteristic. Hence, a database previously follected for
a spdcific biometric_system or configuration may not be suitable for another biometric system or
configuration. Even'slight changes in the hardware or software could make earlier m¢asurements
uselefs. It is genérally impractical to store multivariate synchronized PAD signals and replay them in
autorhated testinng. Therefore, automated testing is often not an option for testing and evgluating PAD
mechjanisms:

e) uality and performance

In biometric performance testing, performance is usually linked directly to biometric data quality.
Low-quality samples generally result in higher error rates while a test with only high-quality samples
will generally result in lower error rates. Hence, quality metrics are often used to improve performance
(dependent on the application).

In PAD testing, even though low biometric quality can cause an artefact to be unsuccessful, there is no
reason to assume a certain quality level from artefacts in general. Samples from artefacts can exhibit
better quality than samples from human biometric characteristics. Absent a model of attacker skill,
it seems valid (at least in a security evaluation) to assume a “worst case” scenario where the attacker
always uses the best possible quality. That way, one can at least determine a guaranteed minimal
detection rate for the specific test set while reducing the number of necessary tests at the same time.
It is then a matter of rating the attack potential of successful artefacts (effort and expertise for the
needed quality) in order to assess the security level, as is the practice in Common Criteria evaluations.

© ISO/IEC 2017 - All rights reserved vii
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Based on the differences a) through e), the following general comments regarding error rates and
metrics related to PAD mechanisms can be derived:

— In an evaluation, PAI species are analysed/rated separately.

— Attack presentation classification error rates other than 0 % for a PAl species only prove that the PAI
canbe successful. A different tester might achieve a higher or lower attack presentation classification
error rate. Further, training to identify the relevant material and presentation parameters could
increase the attack presentation classification error rate for this PAI species. The experience and
knowledge of the tester, as well as the availability of the necessary resources, are significant factors
in PAD testing and are taken into account when conducting comparisons or performance analysis.

— Error rates for PAD mechanisms are determined by the specific context of the givén| PAD
mechanism, the set of PAI species, the application, the test approach, and the tester. Exror[rates
for PAD |mechanisms are not necessarily comparable across similar tests, and error rates foy PAD
mechanjsms are not necessarily reproducible by different test laboratories.

viii © ISO/IEC 2017 - All rights reserved
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Information technology — Biometric presentation attack
detection —

Part 3:
Testing and reporting

1 Scope

This flocument establishes:
— principles and methods for performance assessment of presentation attack detection mechanisms;
— reporting of testing results from evaluations of presentation attack detection mechanisms;

— g classification of known attack types (in an informative annex);
Outside the scope are:

— sftandardization of specific PAD mechanisms;

— detailed information about countermeasures (i.e,dnti-spoofing techniques), algorithms, or sensors;
— dverall system-level security or vulnerability assessment.

The attacks considered in this document take place at the sensor during presentation. Any ¢ther attacks
are cpnsidered outside the scope of this document.

2 ormative references

The following documents are.réferred to in the text in such a way that some or all of §heir content
constlitutes requirements of(this document. For dated references, only the edition cited| applies. For
undated references, the latést edition of the referenced document (including any amendments) applies.

ISO/IEC 2382-37, Information technology — Vocabulary — Part 37: Biometrics

ISO/IEC 19795-1:2006, Information technology — Biometric performance testing and reporting — Part 1:
Princfples and-framework

ISO/IEC 30107-1:2016, Information technology — Biometric presentation attack detection — Part 1:
Framework

3 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 2382-37 and
ISO/IEC 30107-1 and the following apply.

ISO and IEC maintain terminological databases for use in standardization at the following addresses:

— IEC Electropedia: available at http://www.electropedia.org/

— ISO Online browsing platform: available at http://www.iso.org/obp

© ISO/IEC 2017 - All rights reserved 1
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3.1 Attack elements

3.1.1
presentatio

n attack

attack presentation
presentation to the biometric data capture subsystem with the goal of interfering with the operation of

the biometri

c system

Note 1 to entry: An attack presentation might be a single attempt, a multi-attempt transaction, or some other

type of intera

3.1.2

ction with a subsystem.

bona fide p1
interaction (
intended by

Note 1 to entry

Note 2 to en

resentation
f the biometric capture subject and the biometric data capture subsystem in the-fa
Lhe policy of the biometric system

y: Bona fide is analogous to normal or routine, when referring to a bona fide preSentation.

ry: Bona fide presentations can include those in which the user has a_low level of train

skill. Bona fide presentations encompass the totality of good-faith presentations to a‘biometric data c3

subsystem.

3.1.3

attack type
element and
degree of su

3.1.4
test approa
totality of cq

Note 1 to entr

Note 2 to en
evaluation.

3.1.5

item under
IUT
implementat

Note 1 to enty

3.1.6
PAI species

characteristic of a presentation attack, including PAI species, concealer or impostor a
bervision, and method of interaction with the capture device

ch
nsiderations and factors involved in PAD evaluation

y: Elements of a test approach are given in €lauses 7 to 11.

ry: A test approach refers to all procésses, factors, and aspects specified in the course

test

ion that is the objectiof a test assertion or test case

y: The IUT is thé equivalent of TOE in Common Criteria evaluations.

class of preg
different bio

entatien attack instruments created using a common production method and bas

shion

ng or
pture

Ftack,

bf the

bd on

rnetric characteristics

EXAMPLE 1
friction ridge

EXAMPLE 2

A set of fake fingerprints all made in the same way with the same materials but with different

patterns would constitute a PAI species.

A specific type of alteration made to the fingerprints of several data capture subjects would
constitute a PAI species.

Note 1 to entry: The term “recipe” is often used to refer to how to make a PAI species.

Note 2 to entry: Presentation attack instruments of the same species may have different success rates due to
variability in the production process.

© ISO/IEC 2017 - All rights re
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3.1.7

PAI series

presentation attack instruments based on a common medium and production method and a single
biometric characteristic source

EXAMPLE A set of fake fingerprints all made in the same way with the same materials and with the same
friction ridge pattern.

Note 1 to entry: Depending on the experimental goals, an evaluation may utilize series from one source or from
several. While tests involving several biometric sources may demonstrate generality of a PAI species, they add
variation associated with individual human traits.

3.1.8
target of evaluation
TOE
within Common Criteria, the IT product that is the subject of the evaluation

Note ] to entry: The TOE is the equivalent of IUT in Common Criteria evaluations.

3.19
attadk potential
measjure of the capability to attack a TOE given the attacker’s knowledge, proficiency, rgsources and
motiyation

3.2 |Metrics

3.21
attadk presentation classification error rate
APCER

proportion of attack presentations using thessame PAI species incorrectly classified as bona fide
presgntations in a specific scenario

3.2.2
bonalfide presentation classification-error rate
BPCHR

proportion of bona fide presentations incorrectly classified as presentation attacks in a specific
scengrio

3.2.3
attadk presentation non-response rate
APNRR

proportion of attack presentations using the same PAI species that cause no responsg at the PAD
subsystem or,data capture subsystem

EXAMPLE A fingerprint system may not register or react to the presentation of a PAI due to the PAI’s lack of
realis|

3.2.4

bona fide presentation non-response rate

BPNRR

proportion of bona fide presentations that cause no response at the PAD subsystem or data capture
subsystem

3.2.5

attack presentation acquisition rate

APAR

proportion of attack presentations using the same PAI species from which the data capture subsystem
acquires a biometric sample of sufficient quality

© ISO/IEC 2017 - All rights reserved 3
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3.2.6

impostor attack presentation match rate

IAPMR

<full-system evaluation of a verification system> proportion of impostor attack presentations using the
same PAI species in which the target reference is matched

3.2.7

concealer attack presentation non-match rate

CAPNMR

<full-system evaluation of a verification system> proportion of concealer attack presentations using
the same PAI species in which the reference of the concealer is not matched

3.2.8
impostor at
IAPIR
<full-system
the same PA
depending o

tack presentation identification rate

evaluation of an identification system> proportion of impostor attack presentations
[ species in which the targeted reference identifier is among the identifiers return
h intended use case, at least one identifier is returned by the system

Note 1 to enfry: An attacker might be both an impostor (trying to match an existing non-self enrolee)

concealer (ob

3.2.9
concealer a
CAPNIR
<full-system
the same PA
returned or,

Note 1 to en
identifiers ar4

3.2.10
PAD subsys
PS-PD

scuring his real biometric sample with a PAI).

ftack presentation non-identification rate

evaluation of an identification system> proportion.of concealer presentation attacks
I species in which the reference identifier of thevconcealer is not among the ident
depending on intended use case, in which no identifiers are returned

 returned to avoid scrutiny by a human operator.

fem processing duration

duration required for the PAD subsystenito classify PAD data

3.2.11

data captur
DCS-PD
duration reg

e subsystem processing duration

uired for the data capture subsystem to acquire a sample, inclusive of PAD subsy

processing duration (if applicable)

3.2.12

full-system
FS-PD

duration requi

processing duration

using
bd or,

and a

using
ifiers

ry: In a negative identification system, sucli’as a black-list, the concealer could intend that no

rstem

sample, inclusive of PAD subsystem processing duration (if applicable)

4 Abbreviated terms

The abbreviated terms shown in Table 1 are used in this document.

Table 1 — Abbreviated terms

APCER Attack Presentation Classification Error Rate
APAR Attack Presentation Acquisition Rate
APNRR Attack Presentation Non-Response Rate

© ISO/IEC 2017 - All rights re
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Table 1 (continued)
BPCER Bona Fide Presentation Classification Error Rate
BPNRR Bona Fide Presentation Non-Response Rate
CCRA Common Criteria Recognition Arrangement
CAPNIR Concealer Attack Presentation Non-Identification Rate
CAPNMR Concealer Attack Presentation Non-Match Rate
DCS-PD Data Capture Subsystem Processing Duration
EAL Evaluation Assurance Level
ETA Failure to Acquire Rate
FTE Failure to Enrol Rate
FAR False Accept Rate
FNIR False Negative Identification Rate
FPIR False Positive Identification Rate
FRR False Reject Rate
FSDPP Fingerprint Spoof Detection Protection Prefiles
FS-PD Full-System Processing Duration
IAPIR Impostor Attack Presentation Identification Rate
[APMR Impostor Attack Presentation Match Rate
IUT Item Under Test
PS-PD PAD Subsystem Processing\Duration
PAD Presentation Attack Detéction
PAI Presentation AttackJnstrument
PAIS Presentation Attack Instrument Species
TOE Target of Evaluation

5 (onformance

To copform to this document, ah'evaluation of PAD mechanisms shall be planned, executed {
in ac¢ordance with the mandatory requirements as follows:

|
[am)

lause 6 to 11.1;

— (lause 13.1;

— fpr evaluations of PAD mechanisms in enrolment, see 11.2;

— fpr evaluations of PAD mechanisms in verification, see 11.3;

ind reported

— fprevaluations of PAD mechanisms in positive or negative identification, see 11.4;

— for PAD subsystem evaluations, see 13.2;

— for data capture subsystem evaluations, see 13.3;
— for full-system evaluations of verification systems, see 13.4.2.1;
— for full-system evaluations of positive identification systems, see 13.4.2.2;

— for full-system evaluations of negative identification systems, see 13.4.2.3.

© ISO/IEC 2017 - All rights reserved
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6 Presentation attack detection overview

This document describes two types of presentation attackers: biometricimpostors (a.k.a.impersonators)
and biometric concealers. These types of attackers differ in that biometric impostors typically need
to defeat PAD subsystems, pass quality checks, and match through comparison subsystems, whereas
biometric concealers do not need to match through comparison subsystems.

While the desired impersonation or concealment outcome may lend itself towards a sub-set of attack
types, any type of PAI can be used by either type of attacker.

Evaluations of PAD mechanisms and resulting reports shall specify the type of presentation attacker,
biometric im postor or biometric cancealer considered in an evaluation

Evaluations pf PAD mechanisms are classifiable as one of three general types, increasing in specificity,
as follows:

— generic, [broad evaluations of PAD mechanisms of any device for an unknown applicdtion;

— applicatjon-focused evaluations of PAD mechanisms in which the set/range of attack types is
selected|to be appropriate to the application, such as those discussed in Clause 11;

— productispecific evaluations of PAD mechanisms, used to test a suppliet’s claim of performance
against a specific category of attack types.

Evaluations pf PAD mechanisms and resulting reports shall describe the type of evaluation condpcted
as well as thg attack types to be tested.

7 Levels|of evaluation of PAD mechanisms

7.1 Overview

Evaluation ¢f PAD mechanisms is determined’by the item under test (IUT). PAD evaluation$ and
resulting reports shall fully describe the IUT, including all configurations and settings as wgll as
the amount |of information available to the-evaluator about PAD mechanisms in place. IUTs shall be
categorized s follows:

— PAD subsystem;
— data cagture subsystem;
— full systpm.

A PAD subslystem is~a‘hardware and/or software that implements a PAD mechanism and makies an
explicit decljrationxegarding the detection of presentation attacks. Results of the PAD mechanism are
accessible tg theleyaluator and are an aspect of the evaluation.

EXAMPLE 1 APAD-sub £ 141 £ VI DRSNS NS | DAD Aoio: 1a PAI i
e WY >4 DMUD)’DLCIII cCoOUIU T a llllsCl Pl IITU UCTvVILU UIIdul IUSD d I MDD SCUINT Ul UCTUIoIvUITl vwiIIcIlnh a1 lS

presented.

A data capture subsystem, consisting of capture hardware or/and software, couples PAD mechanisms
and quality checks in a fashion opaque to the evaluator. The evaluator may not necessarily know
whether the data capture subsystem utilizes presentation attack detection. Acquisition may be for the
purpose of enrolment or recognition, but no comparison takes place in the data capture subsystem.

EXAMPLE 2 A data capture subsystem could be an iris collection device that fails to acquire a sample from an
iris artefact, where it is impossible to determine whether failure to acquire is due to a liveness check or quality
check (the implementation does not provide this level of transparency).

NOTE For simplicity, the term “quality check” encompasses feature extraction, segmentation, or any other
automated processing function used to validate the utility of a biometric sample.
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A full system adds biometric comparison to the PAD subsystem or data capture subsystem, comprising
a full end-to-end system. This leads to additional failure points for the PAI beyond PAD mechanisms
and quality checks. In a full system, there might be one or multiple PAD mechanisms at different points
in the system.

Evaluations of PAD mechanisms and resulting reports shall specify the applicable evaluation level,
whether PAD subsystem, data capture subsystem, or full system. The resulting reports should discuss
how the evaluation level influenced PAD testing.

7.2 General principles of evaluation of PAD mechanisms
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Clean’” fingerprints. While one could conduct a test in which all capture subjects without p

erfectly clean

fingerprints are excluded, it is reasonable to expect that operational systems have some tolerance

for a range of

regular, reasonable, or typical fingerprint conditions. Otherwise, operational systems would have excessively
high false rejection or failure to enrol (FTE) rates. This is particularly relevant to PAD testing, because bona
fide presentation classification errors may be most frequently encountered among data capture subjects
whose interactions with data capture devices, while sufficient for enrolment or biometric recognition, are only
marginally conformant with vendor specifications.

7.3 PAD subsystem evaluation

PAD subsystem evaluations measure the ability of the PAD subsystem to correctly classify both
attack presentations and bona fide presentations. An effective attack presentation will be incorrectly
classified as a bona fide presentation, resulting in the defeat of the PAD subsystem.

© ISO/IEC 2017 - All rights reserved


https://iecnorm.com/api/?name=9592b4924a292bb1097d551d0903aaa1

ISO/IEC 30

107-3:2017(E)

PAD subsystem evaluations may focus on the effectiveness of the sensor (mostly hardware or possibly
internal firmware) in terms of refusal to acquire a sample, including cases with or without automated
indications of refusal. Such evaluations focus on rejecting presentation attack instruments. The output
of the PAD subsystem could be discrete, such as a pass/fail to each PAI utilized.

Alternatively, PAD subsystem evaluations may focus on the effectiveness of a PAD algorithm (exemplified
by LivDetl8]). This type of PAD subsystem evaluation can be performed offline with a corpus of samples;
the PAD subsystem determines whether samples come from an attack. Such tests are typically based on

a collected d

atabase, analogous to technology tests in biometric performance evaluations.

If the PAD subsystem returns a PAD score, false-negative and false-positive error rates can be expressed
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The objective of the attacker becomes critical in full-system evaluations because the outcome of the
comparison subsystem dictates whether an attack was successful. Considerations are as follows:

— Verification systems. In the case of an impostor/access seeker attack, failure to match (i.e. rejection
of the PAI by the comparator) is typically considered a successful outcome from the perspective of
the system designer.

Positive identification systems. In the case of an impostor/access seeker attack, failure to return
a targeted identifier (i.e. the comparator does not match the PAI against a targeted enrolment) is
typically considered a successful outcome from the perspective of the system designer.

an identifier

Negative identification systems. In the case of an identity concealer, returnin

(%)

NOTH
istyp

8 A

8.1

In bi
him/

For biometric impostor attacks in which the subjecttintends to be recognized as a spec

indiv]

H

Q

o

With
place
of mg

Prop
and i

NOTE

ssociated with the concealed identity (i.e. the comparator matches the concealedi\c
gainst its enrolment) is typically considered a successful outcome from the persp
ystem designer.

In a black-list system, if any returned identifier triggers an investigation that tncovers t
cally considered a successful outcome from the perspective of the system designer.

\rtefact properties

Properties of presentation attack instruments in biemetric impostor attg

bmetric impostor attacks, the attacker intends to, bé)recognized as an individua
herself.

jdual known to the system, it will be necessary to create an artefact with three prope
roperty 1. The sample appears as a natural\biometric characteristic to any PAD mechan

roperty 2. The sample appears as.amatural biometric characteristic to any biometric
hecks in place.

roperty 3. A sample acquired.by a capture device from the artefact contains extract
hat match against the targeted individual's reference.

regard to Property, an evaluator may or may not have information on the PAD mg
for a given system. Understanding the PAD mechanisms implemented is likely to mot
terials capable©fappearing as natural biometric characteristics.

brty 3 is related to the signal processing and comparison mechanisms within the biom
b not generally considered a part of the PAD mechanism.

1 , (These issues have been discussed in References [19] to [21] and may require the use of n

Animalbreteinsi2l] canbeu

haracteristic
bctive of the

he attack, this

cks

other than
fic, targeted
rties:
smsin place.

data quality

hble features

chanisms in
ivate the use

etric system

ew materials.

EXAM
[18].1

RLE

1sed-to-defeatPADsfoundinfinserprintsystems-sucha
to-aeteat A5+ REeFrprt SyStems-Suena

sample can be treated temporarily to

Yo pProtesT

fthe sample does not appear as natural to the PAD, the

5 in Reference
affect such an

appearancel[20],

The most straightforward way to affect Property 3 is to create a copy of the targeted individual’s
biometric characteristic. In some cases, it is possible to produce a copy of a physical biometric
characteristic in the form of an artificial biometric characteristic which can be used for a presentation
attack. Alternatively, if a copy of the targeted individual’s enrolled reference can be obtained, an
attacker may be able to create an artefact capable of being acquired by the sensor to produce a signal
matchable to that reference. Such artefacts may be required to pass biometric sample quality checks.

Regarding attacks by a biometric impostor, attackers may acquire a capture subject’s biometric
characteristic directly from the capture subject. Such acquisition may be cooperative (e.g. the
capture subject provides a fingerprint to a sensor) or non-cooperative (e.g. the capture subject leaves
a fingerprint on a glass or a biometric capture device allowing the attacker to lift the fingerprint).
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Additionally, faces or voices can be recorded by attackers with a camera or microphone. Different attack
scenarios are associated with cooperative and non- cooperative characteristic data capture. Artefacts
created from cooperative acquisitions may be of higher quality than those from non-cooperative
acquisition, which may in turn impact PAD rates and biometric performance rates.

NOTE 2 A subject can be coerced to submit high-quality samples, in which case the cooperative/non-
cooperative distinction is not applicable.

For biometric impostor attacks in which the subject intends to be recognized as any individual already
known to the system, without regard to which individual, a sample acquired by a sensor from the
artefact should have characteristics that can match one or more stored references when processed. The
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tric concealer attack, the attacker seeks to canceal his/her own biometric character
an artefact or through disguise or alterationof natural biometric characteristics.
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4. The extractable features should not match any stored references.

related to the signal'processing and comparison mechanisms within the biometric sy
rt of the PAD mechanism.

able to generate features capable of further processing by the biometric system may tr

triggering a

NOTE1 P
containing n

acquire’~signal within the system, leading to additional sample acquisition attemyj
“exception handling” process. Both of these outcomes are undesirable by the attacke

bfacts
ation

imes,
icient

stics,

eated for the biometric concealer attack are meant to appear as a natural bionpetric

hould
1 and
1e list

rstem

igger
ts or
.

P sets

rly designed biometric systems have been known to generate “null” feature sets (featur

»

imple,

features, or models containing no information). Consequently, the necessity of compliance with Property 4 for a
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ack will depend upon the sophistication of the biometric system.

match rate (CAPNMR) can be referred to as “goat artefacts”.

Artefacts aiming at achieving high failure to acquire (FTA) or concealer attack presentation non-

In an identification system, compliance with Property 4 is a function of the number of stored references
and the identification thresholds and policies in place.

8.3 Properties of synthesized biometric samples with abnormal characteristics

If a biometric system produces unusually high false match rates when presented with certain
abnormal biometric characteristics, this may warrant specific evaluation techniques. Examples of
abnormal characteristics could include those with unusually large or small numbers of features.
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Such characteristics may not be representative of any human biometric characteristic but could
be synthesized and copied to an artefact. Such a characteristic might match against a wide range of
enrolees. An evaluation may seek to determine whether synthesized biometric characteristics with
abnormal properties are accepted by the biometric system and can result in higher-than-normal IAPMR

again

st bona fide enrolee references.

Evaluations of PAD mechanisms and resulting reports that examine the efficacy of synthesized
biometrics samples with abnormal properties shall detail (1) findings for acceptance of synthesized
biometric samples with abnormal properties and (2) the degree of impact on IAPMR when using
synthesized biometric samples with abnormal properties.
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as voice and dynamic signature, capture subjects can intentionaly modify their bel
ptric modes such as fingerprint, a capture subject could intentioinially manipulate the

fide presentation, and the capture subject shall be denominated as an attacker.

act detection techniques are not designed to detecthon-conformant bona fide presen

Methods of assessment

ometric characteristics are susceptiblerto capture subject-induced changes caused
ct behaviours. To determine the sensitivity of error rates to deliberate, capture suk
pes in biometric characteristics or“\presentation, evaluators can conduct a represen{
changes’ effect on error rates_such as FTA and false non-match rate. If evaluation re
hllow, sufficient trials may also'be run to determine the effect on false match rate.

irtefact creation and usage in evaluations of PAD mechanisms

General
ations of PAD mechanisms may be designed to answer the following questions:

ow consistently does a specific artefact subvert a biometric system?

tation of the

aviours. For
presentation

ir characteristic to the capture device in order to produce-a non-conformant captifired sample.

attack, not a

tations.

| by capture
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sources and
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Vhat'factors influence the efficacy of artefact-based biometric system attack?

— What attack types with the lowest attack potential succeed in subverting the biometric system?

Artefact creation, provenance, usage, and handling - from creation to utilization - are central to
evaluation of PAD mechanisms.
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10.2 Artefact creation and preparation

In an evaluation of PAD mechanisms, one or more PAI species will be selected. When creating and
preparing artefacts according to a selected PAI species, the following factors and parameters should be
considered:

Evaluations
prepared, ad

12

Artefact creation process: artefact creation (or fabrication) may be based on multiple materials
whose production, treatment,and handling canimpactartefact efficacy. Artefacts are notnecessarily
machine-generated finished products, and human factors can impact artefact performance.

Artefact preparation process: artefacts may require treatment or preparation between creation
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customization of artefacts for specific capture subjects;

customization of artefacts for specific systems;

sourcing of biometric characteristics;

availability of public information on creation and preparation process;

changes

in artefact creation or preparation processes over the course of the evaluation.
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In evaluations of PAD mechanisms where artefact-based presentation attack instruments are in use,
the following factors and parameters should be taken into consideration:

— Artefact presentation training and habituation: the amount of training necessary to utilize and
present an artefact, and the amount of training and habituation provided to the artefact presenter,
may impact artefact efficacy. Certain types of artefacts may require little presentation training and
habituation, such as a replay of an audio recording. Others may require substantial training and

h
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11.1

rocess-dependentevaluationfactors — @@ |

Overview

Processes for enrolment, identification, and verification may impact evaluation design. Evaluations of
PAD mechanisms and resulting reports shall describe whether evaluation design considered enrolment,
identification, and/or verification processes, or alternatively whether evaluation design considered a
generic biometric sub-system independent of a specific process.
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ating the enrolment process

Biometric systems have special vulnerabilities during the process of enrolment, often necessitating the
implementation of PAD mechanisms. These include:

1) enrolment by a data subject of the biometric characteristics of a different individual;

2) enrolment of synthetic biometric characteristics not from any individual;

3) enrolment of “universal” biometric characteristics common to all or many individuals;

4) enrolment of biometric characteristics that can be altered in a consistent fashion.
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pn processes, increasing the likelihood that a presentation attack is detected. L
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processes are less likely to be attended than enrolment or identification processes,
for artefactuusage and non-conformant capture attempt. Artefacts may not require 2
11 plausibility, and capture subjects may be able to experiment with different levels o
Captureattempts to induce false matches.
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11.4 Evalu

use of quality thresholds and presentation policy;

level of operator oversight present in the process;

in which operator functions were applied or emulated in the evaluation.

ating the identification process

parameters of the verification transaction, including the number and duration of presentations;

Identification processes, like enrolment processes, are often supervised or monitored such that the
use of artefacts or non-conformant capture attempts may be discovered by an operator. However, the
level of scrutiny applied to a capture subject during identification processes is likely to be less than
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that applied during enrolment. This may impact the level of visual plausibility that the artefact or non-
conformant capture attempt needs to achieve.

An identification system may be designed to return candidates above a score threshold, though such a
search may not return any candidates. Alternatively, an identification system may return the strongest
candidate regardless of comparison score. The latter type of identification system requires higher
degrees of non-conformance to induce a false negative identification.

Evaluations of PAD mechanisms and resulting reports that apply to identification processes shall
describe the following:

— use of quality thresholds and presentation policy;

— parameters of the identification transaction, including the number and duration of\presentations;
— donfiguration of system to perform negative or positive identification;
— Whether capture subjects were enrolled in the databases against which identification ook place;
— level of operator oversight present in the process;

— Wwhether and how an operator adjudicates candidate identities réturned by the system

— nmanner in which operator functions were applied or emulatedin the evaluation.

11.5| Evaluating offline PAD mechanisms

Somg¢ outcomes of PAD mechanisms may not occur indmediately after presentation, but offline at a later
time.[This may be necessary for a number of reasons.including:

— HAD mechanisms may be time-consuming®uch that real-time processing of results is|not feasible.
Results could occur hours or days after the biometric presentation.

— Newer or different PAD mechanismis4nay be run across previously captured biometrigsamples.

— Subsequent events may suggest’or confirm that a presentation attack has occurrdd. This may
require evidence in the form of original biometric sample(s) to be retained for forensic analysis to
detect and confirm PAD mechanism results and/or for court purposes.

Evalyation of offline PAD:niechanisms might benefit from PAD mechanism data produ¢ed during a
presgntation and retained; ISO/IEC 30107-2 establishes requirements on such data.

Repofts that evaltiate offline PAD mechanisms shall describe their implementation in the overall
procg¢ssing scheme.

12 Evaluation using Common Criteria framework

12.1 General

The Common Criteria (ISO/IEC 15408-1[1], ISO/IEC 15408-2[2] and ISO/IEC 15408-3[3]) and the
Common Evaluation Methodology (ISO/IEC 18045[4]) are relevant standards for independent security
evaluation of IT products. The independent evaluation and certification of IT products according to
these standards is widely used in many different areas. The Common Criteria standard is defined in
three parts:

— ISO/IEC 15408-1 contains the “introduction and general model”;
— ISO/IEC 15408-2 contains the “security functional components”;

— ISO/IEC 15408-3 contains the “security assurance components”.
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The Common Evaluation Methodology[4] is a companion document to the Common Criteria standard and
defines the minimum actions to be performed by an evaluator in order to conduct a Common Criteria
evaluation, using the criteria and evaluation evidence defined in the Common Criteria standard.

Within the Common Criteria, the target of evaluation (TOE) is the IT product that is the subject of the
evaluation. This corresponds to the IUT as referred to in this document. The TOE is characterized
through the Security Target, a document that identifies the security functional requirements and
security assurance requirements and may refer to one or more Protection Profiles. A Protection Profile
is used to describe a class of IT products that share a certain scope and can be used to solve a certain
security problem. A Security Target, on the other hand, describes the security characteristics of a
concrete IT product and how it fulfils all security requirements.

Security fun
requirement
Target contd
TOE in a sen;
natural lang

The security
assurance ¢
The seven pi
design verifi

ctional components as defined in ISO/IEC 15408-2[2] are the basis for the security fuficf
s expressed in a Protection Profile or Security Target. A Protection Profile or, Sed
ins a set of security functional requirements to describe the security functionality

i-formal language. The fact that the security functionality of a TOE is not gnly’descril
llage but also in a semi-formal language serves to make different evaluatiens compar:

r assurance components determine the level of depth during evaluation. Every sec
mponent from ISO/IEC 15408-3[3] stands for one task of the evaluator during evalu
edefined Evaluation Assurance Levels (EAL1 to EAL7) correspond to increasing effor
cation and testing as shown in Table 2.

Table 2 — EALs and their description

ional
urity
bf the
edin
hble.

urity
ation.
ts for

Evaluation Assurance Level (EAL) Depth of evaluation

EAL1 Functionally tested

EAL2 Structurally tested

EAL3 Methedically tested and checked

EAL4 Methodically designed, tested and reviewed

EALS Semi-formally designed and tested

EAL6 Semi-formally verified, design and tested

EAL7 Formally verified, designed and tested
Each EAL ipcludes a vulnerability_assessment. Higher EAL reflects more rigorous vulnerability
assessment and higher attack petential to be performed in penetration testing. Attack potentigl is a
measure of the effort expendediiit the preparation and execution of the attack. The Common Evalyation
Methodology gives general gitidance on calculating attack potential as a function of required [time,

expertise, kijowledge of the TOE, window of opportunity, and equipment.

A Protection
for an EAL,

Profile(oy'Security Target includes the set of security assurance components predd
ossibly-augmented by additional assurance components.

The Commg

fined

nm\Cfiteria Recognition Arrangement (CCRA) has international certificate authot

izing

members and is further described under www.commoncriteriaportal.org. Protection Profiles for
biometric systems are also listed on this website.

The Common Criteria framework is a pure security evaluation standard. In principle, the Common
Criteria only focuses on the question whether an IT product provides the security functionality required
for a certain use case/environment and whether sufficient trust can be laid into the implementation of
this security functionality.
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12.2 Common Criteria and biometrics

12.2.1 Overview

Biometric systems can be evaluated according to the Common Criteria as any other

-3:2017(E)

IT product.

Biometric systems have certain characteristics that need special consideration during an evaluation,

including the following:

— Biometric performance error rates: Biometric authentication does not work as deterministically
as other means for authentication or identification of users. Some biometric performance error
rates (e.g. according to ISO/IEC 19795-1) have an impact on the security of the system and need to

e considered during a security evaluation.

AD: It is well known that some biometric systems (e.g. PAD subsystem, data captur

b subsystem,

r full system) may be vulnerable against presentation attacks. The evaluation of the capability

tp detect and defeat these attacks may belong into the scope of a Common’ Criterfi
epending on the use case of the TOE.

ulnerability assessment: Biometric systems in general may be subject to special ki
(buch as hill climbing) that will need consideration during a security evaluation.

For these areas, special guidance is required in order to facilitate a comparable eval
laborptories of the Common Criteria schema worldwide. Special©haracteristics of biometric
Criteria evaluations are dealt with in form of guidance for the evaluator performing an ey
the developer of a biometric system. ISO/IEC 19989I¢],,under development in ISO/IEC

a evaluation

hd of attacks

hation in all
s in Common
aluation and
TC 1/SC 27,
12.2.5. Other

provides such guidance. The most important aspects afe summarized below in 12.2.2 to
appr¢aches to security evaluation of biometrics are given in ISO/IEC 19792[51.

12.2.2 General evaluation aspects

The (ommon Criteria poses requirements. on a wide variety of aspects of the TOE, start
development (including the development’ehvironment) up to the delivery of the TOE to t
Most|aspects can be applied to biometric systems as to any other IT product. However, in|
specific guidance is given to the evaluator on how to evaluate these aspects. For example, th
of thg design of a biometric systentrrefers to specific aspects of the technology.

12.2.8 Error rates in testing

When it comes to testihg/a biometric system in the context of a Common Criteria evaluation,
relevhnt error rates are a very important aspect of the functionality to be considered. Acc
guiddlines, the evaluator will perform the following steps:

lentify.the relevant testapproach: Various testapproaches are available starting fror
ased technology test of a biometric algorithm to an evaluation of the performance of

o -

ng from the
he customer.
some areas,
e description

the security-
brding to the

h adatabase-
he biometric
he TOE.

ystém under operation. The correct test approach highly depends on the definition of't

Identify the security-relevant error rates: As Common Criteria focuses on the security-relevant

error rates only, not all error rates of the biometric system are relevant. The identification of the
security-relevant error rates is performed based on the type of the biometric system and its use

case as defined in the Security Target.

Plan the execution of the test: The actual test execution has to be planned and desc
the test documentation in advance.

Estimate test size: Collecting test data takes a significant amount of the effort of the
It is essential to develop an idea about the amount of test data that is required before
actual process of test data acquisition.

of the test itself.
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Document the test plan: It is essential to plan the required documentation for the test in advance
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— Acquire test crew: For the quality of results, it is essential that the evaluator utilizes a test crew not
known to the developer of the system beforehand.

— Perform test: The test is carried out under the sole control and responsibility of the evaluator.

— Evaluate test results: After testing, results will be evaluated and reported according to defined
metrics.

12.2.4 PAD evaluation

The Common Criteria itself does not require that a biometric system under evaluation provide PAD

mechanisms—rhetrequirementfor PAD mechanismsisdependentontheintended-environmentof the

biometric system.

For examplg, a border control system under the strong and constant control of a border cqntrol
officer may hot require PAD, while an ATM that uses biometrics as the only means for ‘duthentidation
would typicplly require PAD. The guidelines for the evaluation of biometrics, however, specify that
PAD mecharjisms, if existing, belong to the security functionality of the system.a@nd therefore 4re to
be evaluated. In other words, it is not possible to evaluate a biometric system ag¢ording to Corhmon
Criteria without consideration of its PAD functionality.

PAD mecharfisms can be viewed from two perspectives:

— PAD me¢hanisms belong to the security functionality of the biomettic system and are functignally
tested. Giuidelines direct the evaluator on how to plan, conddct, document, and evaluate spch a
functional test.

— PAD methanisms also fall into the area of vulnerability assessment, as the use of a PAI againt the
biometrjc system is an attempt to circumvent the security functionality of the TOE.

The differenices between the two perspectives can best be visualized using a concrete example. In the
area of functlional testing, the evaluators’ concernsegarding PAD is to verify that the TOE meets cqrtain
performanceg requirements. The PAD mechanisuhas to perform within a certain range of performance.
Testing can |be achieved by the use of a standardized toolbox. Beside some dedicated requirements
on testing ajnd documentation, this situation is very close to the situation in classical performance
testing. Having passed the test from a funictional perspective is a prerequisite to start the VulnerI;]Lility
assessment.|If the PAD mechanisms would not work within sufficient performance limitationg, any
kind of vulnprability assessment would be useless. In the vulnerability assessment, the evaluatofr will
then try to cjrcumvent the PADméchanism, working within the limitations of the attack potential pf the
current evalpation. This can-lead to a situation in which a TOE passes the functional test but where the
evaluator can build a so-called “golden fake” that reproducibly breaches the security functionallity of
the TOE. If this happens,the TOE fails the security evaluation even though it showed good performance
during functfional testing.

As abasicrule, jtican be said that one successful attack against a TOE (always under consideration pf the
maximum attaekpotential) will make the security evaluation fail. This is one of the major differenfes of
a security evatuationm compared to a pure perfornmarnce test.

12.2.5 Vulnerability assessment

12.2.5.1 Typical attack scenarios

Specific kinds of attacks against biometric systems exist. Presentation attacks are only one very
prominent example. Also, for example, a biometric system can be vulnerable against a hill-climbing attack.

It is important that the evaluator considers typical and well-known presentation attacks during the
evaluation of a biometric system. While the system is not necessarily vulnerable to all attacks, as a
starting point for a vulnerability analysis, it is important that all typical attacks are considered. These
can be seen as a minimum list of attacks to be considered. They do not claim to be complete and the
evaluator will, in any case, develop additional attack scenarios during evaluation.
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12.2.5.2 Rating attacks

Guidance for the security evaluation of biometric systems introduces a dedicated scheme to rate the
attack potential of attacks against biometric systems as minimal, basic, enhanced-basic, moderate, high,
or beyond high. The level chosen for the vulnerability analysis is one of the most important aspects of
the chosen EAL. This decision basically answers the question against which attack potential a TOE is
expected to be resistant.

The evaluator will perform their vulnerability assessment and penetration testing “only” up to the
chosen level. Common Criteria uses a dedicated list of criteria to classify an attack in general. To reflect
the dedicated characterlstlcs of attacks against biometric systems an extensmn and interpretation
of th Evaluation and
Testing (BEAT) prOJect[9] This scheme uses the characteristics of elapsed time, expertlse knowledge
abouf the TOE, access to the TOE/window of opportunity, access to the biometric charagteristic, and
succgss rate. The scheme utilizes a system of points to establish a numerical valuelfor each attack. It
also distinguishes between effort required to prepare/identify an attack and to,exploit thejattack. Such
dedidated schemes for rating attacks have been proposed for other technical‘areas - namely smart
cardq and similar devices - in the past and are well accepted in the Commen, Criteria comnpunity.

12.2.6.3 Previous approaches in fingerprint PAD protection profiles

Manyj aspects of the methodology outlined above have their origin in an approach developed by the
Germlan Federal Office for Information Security (BSI). The BSI-developed two dedicated Fingerprint
Spoof Detection Protection Profiles[10][11] in order to describethe security characteristics df a biometric
system with PAD mechanisms. Both Protection Profiles{define the identical set of security functional
requirements that have to be met by a TOE claimed to-be/compliant to the Protection Profile, namely:

— HAD (i.e. spoof detection);

— dit for security relevant events;
— grotection of residual information;
— rhanagement of security functions.

Along with the Protection Profiles, a guideline has been developed[12] that provides guiflance to the
evaluator on how to evaluate,PAD mechanisms. In the meantime, this guidance has bgen fed into
the standardization activities within ISO/IEC JTC 1/SC 27 and has been used as the fpundation of
ISO/IEC 19989.

13 Metrics for-the evaluation of biometric systems with PAD mechanismis

13.1| General

PAD meehanism performance can be expressed in terms of classification error rates, fon-response
rates, and other rate-based metrics. Such metrics could be utilized in security evaluations, academic
evaluations, systematic technology or product development processes, or quick-look benchmarks by
an end user. ISO/IEC 19795-1 provides an overview of the reporting requirements for a biometric
performance test for bona fide presentations.

Evaluations of PAD mechanisms shall report the following:
— number of presentation attack instruments, PAI species, and PAl series used in the evaluation;

— number of test subjects involved in the testing, including those unable to utilize artefacts or present
non-conformant characteristics;

— number of artefacts created per test subject for each material tested;

— number of sources from which artefact characteristics were derived;
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of tested materials;

description of output information available from PAD mechanism;

ordering of subject presentations with and without PAI, and whether subjects were reused;

were reused.

NOTE
limitations in

sample size.

ordering of subject presentations to the PAD enabled and disabled system, and whether subjects

Performance metrics discussed in Clause 13 can fail to achieve statistical significance due to

13.2 Metri

13.2.1 Gen

PAD subsyst
to correctly

13.2.2 Clas
Both APCER

In PAD subs
reported as
used to class

cs for PAD subsystem evaluation

bral

em evaluations (see ISO/IEC 30107-1:2016, Figure 4) measure the ability of RAD subsys
Classify presentation attacks.

sification metrics
and BPCER are reported in PAD subsystem evaluations.

ystem evaluations, performance metrics for presentation attacks shall be calculate
APCER. The evaluator shall report on the manner ipr whiich PAD decisions and scores
ify presentations.

The APCER for a given PAI species, PAIS, shall be calculatedwusing Formula (1):

APCER p

where
Npais 1

t
(&

Res;

Evaluations
incorrectly g

5 the number of attack presentations for the given PAI species;

hkes value 1 if the ith preSentation is classified as an attack presentation and value 0
lassified as a bona fide presentation.

of PAD mechanisms shall report the number of artefact presentations correctly
lassified: total; by PAI species, by PAl series, by capture subject, and by source.

When considlering how well a PAD subsystem performs in detecting PAI species of a specified 4

potential AP
as shown in

the APCER of the most successful PAI species within this attack potential should be
Fofndla (2):

tems

1 and
were

M

r and

ttack
used

APCER ,

= max APCER
P pars €Aup ( PAIS )

where A,p is a subset of PAI species with attack potential at or below AP.
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Attack potential should be calculated based on ISO/IEC 19989, under development by ISO/IEC JTC 1/SC 27.

NOTE The max-based formula reflects the vulnerability of a PAD system to at least one attack at a tested
attack potential level. This is a good assumption for applications when measuring PAD error rates for the
purpose of making security decisions, where the expected attacker would attack the system using the PAI most
likely to be effective (within their means). In addition, attackers may use PAIS that were not tested, and using
the max error rate observed among a suite of tested PAIS is a more reliable security metric. In operations, this
APCER statement would apply if attackers had the same attack potential as deployed by the test laboratory’s
experimenters. In operational cases, where attackers had less knowledge than the test laboratory, and they
selected presentation attack instruments randomly, or on basis of ease of production, a lower APCER rate would
be achieved than given in the formula above.

At th ; i i i aptured with
the evaluation target shall be calculated and reported as BPCER. BPCER shall be galcplated using
Formjula (3):

N
2, BFRes,-
i=1

HPCER = (3)
BF
wherp
Npr is the number of bona fide presentations;

Res; takes value 1 if the ith presentation is classified asian attack presentation and value 0 if clas-
sified as a bona fide presentation.

Evalyations of PAD mechanisms shall report the number of bona fide presentations cprrectly and
incorfectly classified - total and by capture subject:

If thegl PAD subsystem returns a multi-valued PAD score, the frequency distributions of th¢ PAD scores
should be reported for each PAI species and for bona fide presentations.

Repofting the aggregate of APCER and"BPCER (e.g. half-total error rate) is not conformgnt with this
docujnent.

The dlassification performance of‘a PAD mechanism may be reported in a single figure af BPCER at a
fixed|APCER.

EXAMPLE One may report BPCER when APCERAp is 5 % as BPCER20.

When interpreting the performance of a PAD subsystem, it is important to recognize that there may be
presgntation attackitypes, PAI species and factors which have not been tested. Therefore, the reported
performance of/a"PAD subsystem does not provide any information regarding its effdctiveness in
detedting presentation attacks which have not been tested.

13.2.3. \Non-response metrics

Taking into account supplier recommendations and the intended use-case scenario for the PAD
subsystem, the evaluator shall define what constitutes a non-response and specify conditions under
which a non-response contributes to the classification error rate.

EXAMPLE An evaluator might define a non-response as no appearance of a biometric image for 5 s after
presentation of a biometric characteristic or PAIL

The evaluator shall report non-response rates for the PAD subsystem using the following metrics:

— for each PAI species, attack presentation non-response rate (APNRR) and the sample size on which
the computed rate is based;

— bona fide presentation non-response rate (BPNRR) and the sample size on which the computed rate
is based.
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13.2.4 Efficiency metrics

Time-sensitive applications may be adversely affected by increased transaction time. The evaluator
should report PAD subsystem processing duration (PS-PD) as mean duration. PS-PD should be reported
separately for attack presentations and bona fide presentations. Non-responses are not included
when calculating PS-PD. PS-PD may be determined by direct observation. Alternatively, the average
processing duration change due to the PAD subsystem may be estimated by recording a number of
presentations with and without PAD enabled and analysing the differences in processing durations.

13.2.5 Summary

Table 3 lists performance metrics for PADSUbSySTem evatuation.

Table 3 — PAD subsystem performance metrics

Subsystem Metric Type of presentation Reporting
PAD subsystem APCER Attack Mandatory
BPCER Bona fide Mandatory
APNRR Attack Mandatory
BPNRR Bona fide Mandatory
PS-PD Bona fide or attack Optional

For PAD sulpsystems that return a multi-valued PAD score, PAD score frequency distributionfs are
recommend¢d for each PAI species and for bona fide presentations.

13.3 Metrigs for data capture subsystem evaluation

13.3.1 Gengral

Data captune subsystem evaluations measuré€’the ability of the subsystem to correctly classify
presentatior] attacks.

13.3.2 Clasgification metrics

In data captyre subsystem evaluations, performance metrics for presentation attacks shall be calcylated
and reported as APCER and BPEER.

Taking into |account supplier recommendations and intended use-case scenario for the device¢, the
evaluator sHall define what constitutes a non-response and specify conditions under which al non-
response comtributes-te the classification error rate.

A presentation attack correctly classified by the quality system is treated as successful presentation
attack detection and contributes to the denominator of APCER.

13.3.3 Non-response and capture metrics

The evaluator shall report non-response rates of the data capture subsystem using the following
metrics:

— for each PAI species, APNRR and the sample size on which the computed rate is based;
— BPNRR and the sample size on which the computed rate is based.
The evaluator shall report capture rates of the data capture subsystem using the following metrics:

— for each PAI species, attack presentation acquisition rate (APAR) and the sample size on which the
computed rate is based;
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— for bona fide capture subjects erroneously rejected by capture or quality sub-systems, FTA and/or
FTE as defined in ISO/IEC 19795-1 and the sample size on which the computed rate is based.

FTE is reported for evaluations with an enrolment component. FTA is reported for evaluations with
arecognition component.

13.3.4 Efficiency metrics

The evaluator should report data capture subsystem processing duration (DCS-PD) as mean duration.
Data capture subsystem processing duration should be reported separately for attack presentations
and bona fide presentations. Non-responses are not included when calculating DCS-PD.

NOTH Statistical evaluation can provide zero-normalized duration scores, as well as for, €ach subject and
over whole test crew population.

13.3.5 Summary

Table 4 lists performance metrics for data capture subsystem evaluation.

Table 4 — Data capture subsystem performance metrics

Subsystem Metric Type of presentation Reporting

Data capture subsystem |APCER Attack Mandatory
BPCER Bonafide Mandatory]
APNRR Attack Mandatory
BPNRR Bona fide Mandatory
APAR Attack Mandatory
FTE Bona fide Mandatory
FTA Bona fide Mandatory
DCS-PD Attack or bona fide Optional

13.4|Metrics for full-system eyvaluation

13.4./1 General

Full-4ystem evaluations)include comparison subsystem results in addition to PAD or dlata capture
subsystem results.

NOTH Depending on the IUT, PAD or data capture subsystem results may not be available.

13.4.2 Accuracy metrics

13.4.2.T Evaluation of verification systems

For verification systems, for each PAI species, at least one of the following shall be reported:
— IAPMR and the sample size on which this computed rate is based;

— CAPNMR and the sample size on which this computed rate is based.

NOTE To defeat recognition, biometric concealers desire a high CAPNMR, as well as a high APCER. To be
falsely recognized, biometric impostors desire a high [APMR, as well as a high APCER.

If the evaluation includes both biometric impostors and biometric concealers, then both IAPMR and
CAPNMR shall be reported.
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13.4.2.2 Evaluation of positive identification systems

For positive identification systems, for each PAI species, impostor attack presentation identification
rate (IAPIR) and the sample size on which the computed rate is based shall be reported.

NOTE

13.4.2.3 Evaluation of negative identification systems

To be falsely recognized, biometric impostors desire a high IAPIR, as well as a high APCER.

For negative identification systems, for each PAI species, concealer attack presentation non-
identification rate (CAPNIR) and the sample size on which the computed rate is based shall be reported.

NOTE To[defeat recognition, biometric concealers desire a high CAPNIR, as well as a high APCER.

13.4.3 Effidiency metrics

The evaluat¢r should report full-system processing duration (FS-PD). Increases in&S-PD due tq PAD
may be impqrtant in high throughput and other time-sensitive applications. The time required fof PAD
characteristjcs to be processed by the signal processing subsystem may be différent than for|bona
fide biometrnjic characteristics. FS-PD accounts for changes in signal processing durations due tq PAD
mechanismgalong with durations accumulated across all other subsystems:
FS-PD with PAD mechanisms enabled and disabled should also be reported. FS-PD may be determined
by direct opservation. Alternatively, an aggregate average protessing duration increase dfie to
PAD mecharnisms may be estimated by recording a number of transactions with and withouf PAD
mechanismg enabled and analysing the differences in processing'durations.
13.4.4 Summary
Table 5 lists performance metrics for full-system evatuation.
Table 5 — Full-system performance metrics

Subsystem (recognition type) Metric Type of presentation Reporting

Comparison $ubsystem FNMR/FMR™ |Bona fide Mandatory

(verification) [APMR Attack Mandatory for biometric impostgrs

CAPNMR Attack Mandatory for biometric concealprs
FS-PD Attack or bona fide Optional

Comparison fubsystem FPIR Bona fide Mandatory

(positive identification, IAPIR Attack Mandatory

applicable to[biometrie - -

impostors) FS-PD Attack or bona fide Optional

Comparison fubsystem FNIR Bona fide Mandatory

(negative ideftification, CAPNIR Attack Mandatory

applicable to biometric

concealers) FS-PD Attack or bona fide Optional
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Annex A
(informative)

Classification of attack types

A.1 Overview

This
outliped in Table A.1. The purpose of this annex is to provide a foundation for structure
of cointermeasures. In this way, an assessment of a countermeasure can be empiricall
answier the question, “How effectively does this countermeasure classify attacks?” An a
countermeasures based on known attacks establishes the rationale for making a substar
claim

This
class

Presgntation attacks are divided into two categories: those based on artificial present
instriments and those based on human presentation attack instruments.

A2

Sourfe of biometric characteristics. An artifietal PAI, or artefact, is formed based
of th
onto

-3:2017(E)

annex provides a classification and brief description of known presentation attal

about a product.

fied, but this should not be considered as a comprehensive listiiig’

Use of artificial presentation attack instruments

e biometric characteristics (see Table A.1J» Biometric characteristics can be record
hrtificial objects. In this type of attack,the attacker should have access to a represen

ck types, as
d evaluation
y tested and
tsessment of
tial security

hinnex is not a recipe book for making biometric artefacts. Attacks.are described at a hligh level and

ation attack

on a source
ed or copied
tation of the

original biometric characteristics, either:directly (cooperatively or coerced from a victim), indirectly

from
reprgsent a biometric characteristic{The synthetic data may be prepared in several ways:

a)

b)

latent traces, or from images or.other recordings. A PAI can also be synthetically

generated without a requirément to resemble biometric characteristics of a human, ba

—+ random generation of biometric characteristics’ elements;

- alterations or(amalgamations of existing biometric characteristics;

characteristic of a subject;

generated so as to resemble biometric characteristics of any subject, based on:

benerated to

sed on:

- reverse «engineering of coding methods without taking into account resemplance to a

-\ alterations or amalgamations of existing biometric characteristics without

introducing

abnormalities;

— reverse engineering of coding methods with additional limitations on the generati

on effect;

generated so as to resemble biometric characteristics of a specific subject, based on reverse

engineering of coding methods with additional limitations on the generation effe
biometric template.

ct given the

An artificial presentation attack may not have a source for the biometric characteristic, particularly
where the goal may be to obscure one’s identity through masking (e.g. ski mask, opaque contact lens)
or through creating a different identity where no particular biometric characteristics are desired (e.g.
make-up, prosthetic). Generation of synthesized yet realistic biometric characteristics may be difficult
or impossible for selected modalities since it requires a set of machine-programmed rules that define
attributes of a real human body part or a real human behaviour.
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