INTERNATIONAL ISO/IEC
STANDARD 30107-1

First edition
2016-01-15

Information technology — Biometric
presentation attack detection —

Part 1:
Framework

Technologies de l'informgtion — Détection d’attaque de présentation
en biométrie —

Partie 1: Structure

Reference number

@ m ISO/IEC 30107-1:2016(E)
Y=
©ISO/IEC 2016



https://iecnorm.com/api/?name=2f0e01867e3a82122354a812bf77662d

ISO/IEC 30107-1:2016(E)

COPYRIGHT PROTECTED DOCUMENT

© ISO/IEC 2016, Published in Switzerland

All rights reserved. Unless otherwise specified, no part of this publication may be reproduced or utilized otherwise in any form
or by any means, electronic or mechanical, including photocopying, or posting on the internet or an intranet, without prior
written permission. Permission can be requested from either ISO at the address below or ISO’s member body in the country of
the requester.

ISO copyright office

Ch. de Blandonnet 8 « CP 401
CH-1214 Vernier, Geneva, Switzerland
Tel. +41 22 749 01 11

Fax +41 22 749 09 47
copyright@iso.org

WwWw.iso.org

ii © ISO/IEC 2016 - All rights reserved


https://iecnorm.com/api/?name=2f0e01867e3a82122354a812bf77662d

ISO/IEC 30107

-1:2016(E)

Contents Page
FFOT@WOTM ........ooccccceeeesse e85 5588585555555 iv
IIUETOQUICEION........cco s \%
1 S0P ... 1
2 NOITNATIVE TEECI@INCES ..........ccccccovovoieeeve st 1
3 Terms and AefiMETIOMNIS ...t 1
4 Symbols and abbreviated TEIIMIS ... 2
5 Characterisation of presentation attacks ... e e 3
5.1 GeNeral ...
5.2 Presentation attack instruments
6 Framework for presentation attack detection methods........co. N Db 5
6.1 Types of presentation attack deteCtion ... A e e 5
6.2 The role of challenge-response
6.2.1  Challenge-response related to liVENEeSS. ... T
6.2.2  Liveness not related to challenge-response....{e 7 e
6.2.3  Challenge-response not related to biometrijes
6.3 Presentation attack detection ProCess ... fm ™o
6.4 Presentation attack detection within biometricisystem architecture........... o, 7
6.4.1  Overview in terms of the generalized biometric framework ... 7
6.4.2  PAD processing considerations relative to the other biometric subsygtems............. 8
6.4.3  PAD location implications regafding data interchange..........cccccoocecee
7 Obstacles to biometric imposter presentation attacks in a biometric system...
BIDLIPDGTaAPIY ... g ettt

© ISO/IEC 2016 - All rights reserved

iii


https://iecnorm.com/api/?name=2f0e01867e3a82122354a812bf77662d

ISO/IEC 30

107-1:2016(E)

Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
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Biometric technologies are used to recognize individuals based on biological and behavioural
characteristics and, consequently, are often used as a component in security systems. A biometric
technology assisted security system may attempt to recognize persons who are known as either friends
or foes, or may attempt to recognize persons who are unknown to the system as either.

Since the beginning of these technologies, the possibility of subversion of recognition by determined
adversaries has been widely acknowledged, as has the need for countermeasures to detect and defeat
subversive recognition attempts, or presentation attacks. Subversion of the intended function of a
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Information technology — Biometric presentation attack

detection —

Part 1:
Framework

1 Scope

This |part of ISO/IEC 30107 establishes terms and definitions that are usefulnin“the {
chargcterization and evaluation of presentation attack detection methods.

Outsilde the scope are
— sftandardization of specific PAD detection methods;

— detailed information about countermeasures (i.e. anti-spoofingtéchniques), algorithm
nd

— dverall system-level security or vulnerability assessmeht.

The attacks to be considered in ISO/IEC 30107 are~those that take place at the senso
presgntation and collection of the biometric characteristics.

Any qgther attacks are considered outside the sgope of ISO/IEC 30107.

2 l]loormative references

The following documents, in whole‘or in part, are normatively referenced in this docun|
indispensable for its application:-For dated references, only the edition cited applies.

pecification,

5, O SENSors;

I during the

hent and are
For undated

references, the latest edition efithe referenced document (including any amendments) applies.

ISO/IEC 2382-37:2012, Infermation technology — Vocabulary — Part 37: Biometrics

NOTH The electronic version of ISO/IEC 2382-37:2012 can be
for |[free from ¢ _the ISO/IEC Information Technology Task Force (ITTF)
http: //standardsdseorg/ittf/PubliclyAvailableStandards/index.html

3 Terms'and definitions

downloaded
web  site:

~
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following apply.

3.1
artefact

artificial object or representation presenting a copy of biometric characteristics or synthetic

biometric patterns

3.2

liveness

quality or state of being alive, made evident by anatomical characteristics, involuntary
physiological functions, or voluntary reactions or subject behaviours

EXAMPLE1  Absorption of illumination by the skin and blood are anatomical characteristics.

© ISO/IEC 2016 - All rights reserved
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EXAMPLE 2
physiological

EXAMPLE 3

3.3

107-1:2016(E)

The reaction of the iris to light and heart activity (pulse) are involuntary reactions (also
functions).

called

Squeezing together one’s fingers in hand geometry and a biometric presentation in response to a
directive cue are both voluntary reactions (also called subject behaviours).

liveness detection
measurement and analysis of anatomical characteristics or involuntary or voluntary reactions, in order
to determine if a biometric sample is being captured from a living subject present at the point of capture

Note 1 to entry: Liveness detection methods are a subset of presentation attack detection methods.

3.4

normal pre
interaction (¢
intended by

Note 1 to enty
of presentatid

3.5

sentation
f the biometric capture subject and the biometric data capture subsystem,in the fa
the policy of the biometric system

y: The term “normal” is analogous to “routine” when referring to a “normal presentation.” An
n that is not an attack is considered a “normal presentation.”

presentation attack

presentation

to the biometric data capture subsystem with the goal ofdnterfering with the operat

the biometr

Note 1 to eIt

mutilations, 1
Note 2 to enty

Note 3 to ent
the goal of int

3.6

system

ry: Presentation attack can be implemented through a number of methods, e.g. arf
eplay, etc.

y: Presentation attacks may have a number of goals, e.g. impersonation or not being recogniz

y: Biometric systems may not be able to differentiate between biometric presentation attack
erfering with the systems operation and noh-conformant presentations.

presentation attack detection

PAD

automated determination of a presentation attack

Note 1 to ent]

y: PAD cannot infer the subject’s intent. In fact it may be impossible to derive that differencg

the data captiire process or acquited sample.

3.7

presentation attack inStrument

PAI
biometric ch

Note 1 to en

aracteristic or object used in a presentation attack

ryThe set of PAI includes artefacts but would also include lifeless biometric character

shion

y type

on of

efact,

ed.

5 with

from

istics

used

(i.e. stemmin
in an attack.
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4 Symbols and abbreviated terms

PAD

PAI

Presentation Attack Detection

Presentation Attack Instrument
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5 Characterisation of presentation attacks

5.1 General

Although attacks on a biometric system can occur anywhere and be instantiated by any actor,
ISO/IEC 30107 focuses on biometric-based attacks on the data capture subsystem by biometric capture
subjects attempting to subvert the intended operation of the system. Attacks by other actors and at
other points of the system have previously been considered in documents such as [2]. ISO/IEC 30107
does not address protecting the data capture subsystem, including the sensor itself, from modification,
replacement, or removal or protecting the communication between the data capture subsystem and
other subsystems.

Figurne 1 illustrates several generic attacks against a biometric system. ISO/IEC 30107 only focuses on
attacks pointed out by arrow “1,” in which a biometric characteristic or PAI is presented to a sensor
which is operating properly within a biometric system.

Override or modify database

ISO/IEC 30107

Scope ;
,.-a-u-.p.—_.~ Modify Biometric Reference
1
I
1
Data . s
Captiire \ Comparison DeTlsmn
1
1
|
I . ,
| Modify Modify
Tt : BISC;I;nnZtII;c ‘ Override Exalie Override Se008 Ovirr-ide
Attack ’ Signal Processor Comparator Degision

at the Sensor J

L 2 & & 5 J

Figure, 1*— Examples of points of attack in a biometric system (inspired by |1])

Presgntation attacks can be carried out by two types of subversive biometric captur¢ subjects: a

biomgtric,imposter, where the subversive biometric capture subject intends to be recognized as an
lndlv dual othar than him /harcalf oy 4 hinmaotyric canecaalar ‘A'I]“\DI"D tha onl‘nrnvcnro hiom trlc Capture

ot trro T 7 IICT o O o DToIIC T o CoTICeTItT; Tttty TV TTOTIIC

subject intends to evade being recognized as any individual known to the system.

Biometric imposters may perform attacks in two different ways. In the first sub-type, the subversive
data subject intends to be recognized as a specific individual known to the system. In the second sub-
type, the subversive data subject intends to be recognized as any individual known to the system,
without specification as to which one.

In contrast, biometric concealers will be seeking to conceal his/her own biometric characteristics,
as opposed to modelling the characteristics of known individuals, e.g., using an artefact or through
disguise or alteration of natural biometric characteristics.

© ISO/IEC 2016 - All rights reserved 3
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5.2 Presentation attack instruments

The object or characteristic used in a presentation attack is a PAI. Attacks at the sensor using PAls
generally fall into one of two categories: artificial or human-based characteristics. Note that there is a

third category of other natural cases such as animal-based and plant-based PAls.

Furthermore, the terms conformant and non-conformant are used in this clause and specifically in
Table 1, but they will not influence the PAD encoding, as their meaning is concerned with the subject-
sensor interaction, which is hard to objectively measure and thus cannot be encoded. An example for
such non-conformant interaction would be to place the side of a finger on the device instead of the

fingerprint pattern.
Note that a detected attack may be due to accessibility or usability issues of a subject and not an @tempt
to attack the system at all.
Presentation attack instrument
|
I I |
Artificial Human Other Natural
Complete Partial
Lifeless Altered Non- Coerced Conformant
<+ PConformant
Figure 2 — Types of presentation attacks
Figure 2 shogws these categories further broken down in the third row. Table 1 gives examples of each
specific PAI ftype in the bottom tier of Figure 2. This figure can be used to describe a specific BAI by
using the adjective in the second column, followed by the word in the first column. For example, ajbody
part from a ¢adaver would belan example of a “lifeless, human PAI”
Tgble 1 — Examples of artificial and human presentation attack instruments
Artificial |(omplete gummy finger, video of face
Partial glue on finger, sunglasses, artificial/patterned contact lens, non-permanent
make up
Human Lifeless cadaver part, severed finger/hand
Altered mutilation, surgical switching of fingerprints between hands and/or toes

Non-Conformant

facial expression/extreme, tip or side of finger

Coerceda

unconscious, under duress

Conformant

zero effort impostor attempt

aNot all coercive presentations are expected to be detectable. Some modalities may enable measurement of
coercion indicators, such as voice stress analysis, extreme pulse rate, or facial emotion analysis (fear).

© ISO/IEC 2016 - All rights reserved
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6 Framework for presentation attack detection methods

6.1 Types of presentation attack detection

PAD methods fall into two categories, as illustrated in Table 2: those that are based on data captured by
the data capture subsystem and those that are based on system-level security measures. Note that PAD
methods are not intended to have a one-to-one relationship with PAI categories (shown in Figure 2).

Table 2 — Examples of methods for detecting presentation attacks

Through data capture subsystem Detects features that are indicative
of an artefact. Examplep: (i) electri-
cal impedance of “finger” on sensor
Artefact detection is outside of thetypical range, (ii)
surface and subctltanegus versions
of the fingerprint are significantly
different

See3.3 for a definition.|See 6.2.1

Liveness detection and 6:2.2 for examples.

Detects features charagteristic of
Alteration detection attempts to alter biomgtric feature.
Example: scar tissue on] fingerprint.

Detects abnormalities that should
not occur in a proper presentation.
Non-conformance detéction Example: detection thaf illumi-
nation level not consistent with
normal use

Examples: stress analysis from

Coercion detéction . . .
voice or facial emotion

Detects that features hjive been
partially or wholly blodked from the
Obscuration detection “view” of the sensor. Eample: de-
tecting an accessory cojering part
of the face, like a scarf ¢r hat

Through system-level monitoring Example: suspected pr¢sentation
Failed attempt detection counter attack if there is a sequpnce of simi-
lar failed attempts

Geographic Combined Geographic/[Temporal
Example: suspected pré¢sentation
attack if the location or|time of use
Temporal is infeasible or unusual|for the iden-
tity matched

Example: judgement bylhuman op-

Video surveillance erator (nr videg :\h:\]yf cs System)

NOTE Obscuration involves a subject presentation containing degraded biometric characteristic utility due
to the absence of some portion of the characteristic, an example being a face partially concealed by a hat or scarf.
In some cases, obscuration detection may be included in artefact detection.

6.2 The role of challenge-response

The concept of challenge-response is widely used in authentication schemes, some of which include
biometric aspects and others with no biometric contribution. This clause provides a structure for
examining the overall concept of challenge-response, and will focus in more detail on the biometric
implementation using challenge-response, and the relationship between liveness and challenge-response.

In this context, a challenge is a purposeful activity that has an expected response when in the presence
of the targeted condition.

© ISO/IEC 2016 - All rights reserved 5
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6.2.1 Challenge-response related to liveness

Challenge-response can be used as a tool for determining if a subject’s presentation has liveness
properties exhibited in the biometric data capture subsystem’s acquisition. For example, the live human
iris is expected to respond to changes in visible light illumination (the challenge) with changes in pupil
size (the expected response if alive).

The framework for categorizing all aspects of challenge-response related to liveness is shown in Table 3.
Note that the last column cannot apply to the initial encounter with a subject, or for an enrolment-
liveness determination, while the others can apply.

FableS—ti , . e chatempe- 1

3. Combination of something you

1. Involuntary response 2. Voluntary response are and know.
Challenge |Purposeful stimulus focused on|Cues (aural, visual,...) Directions specifyifig’lbiometrid
known biometric characteristic |directing a specific action |presentation (s) utilizing previdusly
to be captured by the enrolled information
biometric system
Response Natural, involuntary, not con- |Based on alive human Based ofialive human cognition,
trollable by the subject cognition and voluntarily |and spécific individual biometrjc
controlled action eprelment
Examples [llumination change — Pupil Cue to Nod head—head Finger order (random changes By
size change pitch angle changes in the{_)system)--> Correct fingers presgnta-
correct direction tion & comparison

Cue to close left eye¢—'left |Digit order --> Correct digit uttgr-
iris occlusion ance & comparison

6.2.2 Livepness not related to challenge-response

There are al group of biometric liveness detection approaches that are not enabled by challenge-
response anf are referred to as “non-stimulated observation of liveness” detection (which could also
be referred to as “passive” liveness detection). The liveness is characterized exclusively from what is
received by the sensor over some appropriate time period, with no purposeful liveness-related stimuli.
Examples of|this category are:

— Finger plerspiration (over time),
— Hippus (iris) motion/fréquency (over short time),
— Pulse (oyer time), and

— Multispgctralillumination (Blood/tissue light frequency absorption).

6.2.3 Challenge-response not related to biometrics

Some authentication schemes which are not biometrically enabled do utilize the concepts of challenge-
response to strengthen their assurance of the authentication, typically with multi-factor authentication
(excluding the biometric factor). The challenge in this case can take the form of a device/card
authentication using digital certificates, or asking for the answer to a security question (secret).

6.3 Presentation attack detection process
PAD may be performed in the following steps that are similar to biometric recognition processes.
Step 1): Capture raw data for PAD from a subject using the biometric data capture subsystem.

Note that the sensors used may be different from the sensors used to capture the biometric
characteristics and the capture of biometric and PAD data might not be simultaneous, although

6 © ISO/IEC 2016 - All rights reserved
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divergence in time of measurement between capture of biometric characteristics and PAD data can lead
to a vulnerability.

Step 2): Extract features from the PAD data.

Step 3): Compare the PAD features with the criteria.

Step 4): A result (detection, no-detection, score, etc.) is the output of the comparison. This data alone
or in combination with other data will inform the final decision of the biometric system to accept or
reject the sample.

Although these three steps must be performed in this order, they might not be performed contiguously

in ti

The decision criteria used in Step 3) may be common for all subjects or specific to.each|

exa

behayiours are used to detect presentation attacks, the presentation-attack eriteria mayj

€ or space.

le, when involuntary reactions or physiological functions, or voluntary,reaction

subject. For
s or subject
be common

for alll subjects if they are measured roughly, while the criteria may be specific to each sybject if they

are 1]

Henc

6.4

6.4.1

Althd
the P
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easured precisely.
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Presentation attack detection within biometric system architecture

Overview in terms of the generalized biometric framework

ugh ISO/IEC 30107 is concerned only with attacks’at the location of the biometric g
AD function might be performed at any place or.time within the biometric system.

e 3 shows the PAD subsystem inserted info the general biometric framework in one

PAD
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lines
show
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PAD feature extraetor: The PAD comparator and the stored PAD criteria are essential in the
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ata capture subsystem and/or following the signal processing subsystem, indicate
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'hen PAD processes aay occur.
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r--—-——m=—m=m"m"m"m"m""-=-==—=-=-----=-=-=-=-=== A
Data Capture | Presentation Attack Comparison Subsystem 1
Subsystem L Detection Subsystem ' 1 :
Normal __': Detection Module - - — = - = 1
Presentation | Comparison [ |
pl Presentation| | AL 1
| . 'l | Comparison Score | 1
= 1 Signal Processing I |
/. I Subsystem | I
! Decision Subsystem 1
' 'F#_Q_I'tyua Tty Check »L |
v i
Segmentation LB 91 .
Feature Extraction N ”
¥ ¥ I
st Refere_nce Brdbie Decision (Reject/Accept) :
Cajpture Sensor Creation - I
Data Storage Subsystem ;
—— Reference
Reforoncs > Enroliment Qﬁt_abase J'
Biometric Claim
Figure 3 — A general biometric framework with presentation attack detection (other
configurations are‘possible)
Presentation Attack Detg@ﬁn Subsystem
Stored 1 (. common for all subjects
FTAD_ - Specific to each subject)
O Criteria
O
PAD <. ¢
CPIGE | >| Feature p—> . > Result
data Extractor Comparator
&
Q~®. (Comparison with PAD criteria)
Figure 4 — Components in a general presentation attack detection subsystem

6.4.2 PAD processing considerations relative to the other biometric subsystems

It is instructive to consider the collection and processing of the PAD data and the biometric sample data
independently in both time and space. The two forms of data may both exist or either might exist in the
absence of the other. The process of PAD can be handled by a biometric system concurrently, before, or
after any of the subsystems. The components of the PAD subsystem may even occur separately, between
and/or concurrently with more than one subsystem. PAD output may depend upon multiple captured
biometric samples and is not necessarily a simple binary indicator.

EXAMPLE 1 As afirst example, a data capture device may be designed to generate biometric sample
data and PAD data for each data capture event. Depending upon system design, such a data capture
device may output biometric sample data regardless of the outcome of the PAD function, or only in
the case that the PAD detects no attack. It is also possible that the PAD data is generated without the

8 © ISO/IEC 2016 - All rights reserved
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