INTERNATIONAL ISO/IEC
STANDARD 30106-4

First edition
2019-09

Information technology —'Object
oriented BioAPI —

Part 4:
C++ implementation

Technologies de l'informgtion — Objet orienté BioAPI —

Partie 4: Implémentation C++

Reference number
ISO/IEC 30106-4:2019(E)

© ISO/IEC 2019


https://iecnorm.com/api/?name=a8001e0b70450d0a9d11cc89e9dee422

ISO/IEC 30106-4:2019(E)

COPYRIGHT PROTECTED DOCUMENT

© ISO/IEC 2019

All rights reserved. Unless otherwise specified, or required in the context of its implementation, no part of this publication may
be reproduced or utilized otherwise in any form or by any means, electronic or mechanical, including photocopying, or posting
on the internet or an intranet, without prior written permission. Permission can be requested from either ISO at the address
below or [SO’s member body in the country of the requester.

ISO copyright office

CP 401 ¢ Ch. de Blandonnet 8
CH-1214 Vernier, Geneva
Phone: +41 22 749 01 11
Fax: +41 22 749 09 47
Email: copyright@iso.org
Website: www.iso.org

Published in Switzerland

ii © ISO/IEC 2019 - All rights reserved


https://iecnorm.com/api/?name=a8001e0b70450d0a9d11cc89e9dee422

ISO/IEC 30106-4:2019(E)

Contents Page
FOT@WOT ... et eeeeeeeeeeeeeeeeeeereeseeeee v
LU o0 Yo L0 Ut 5 () ¢ OSSOSO vi
1

Ul & W N

Data types and CONSTANES ................oiiiee e (@) R— 2
51 BaSic data f P @S oo N
5.1.1  Enumerations...
5.1.2 BIOAPIDALA oo
5.1.3  ReZISIIYID ..o
514  UUID...en
5.1.5 Date and Time...
5.2 Class ACBioParameters.......
5.2.1  Description.........cc....
5.2.2  Properties summary..
5.3 Class BFPLIsStElement...........e, 6
5.3.1  DeScription. ...,
5.3.2  Properties summary..
5.4 Class BFPSchema.........cccccce
54.1  Description.......
5.4.2  Properties summary......
5.5 Class BIR ... @
5.5.1  Description............... \‘9 .............................................................................................................
5.5.2  Properties SUMMALIES ... 12
5.5.3  Method summary%i.....
5.6 Class BSPSchema..... g
5.6.1  DESCIIPTION e
5.6.2 Proper‘i\géﬁmmary...
5.7 Class candidat€ ;" ...
5.7.1  Description....
5.7.2 erties summary..
5.8 Class eworkSchema...
LS TR 7% Sl D 1170 1 01 1 10 o V0O
Properties SUIMIMATTY ...
5.9 sS GUIBItMAP ..o
% 9.1 Description...
C) 5.9.2  Properties..
Y10 Class Identifypopulation....
5.10.1 Description..........c.....
5.10.2  PrOPerti€S SUMIMATY ..o eoooieeoiieeioiieiieeesieessieeesiess e oo e
5.10.3  MethOA SUMIMATY .o
5.11 Class PopulationMember
51101 DESCTIPION e
5.11.2  PrOPEIties SUIMIMIATTY ...ccccococoiriiieiiioiiieeoiiseiisesisssisssos sttt oo
5.12  Class SecurityProfileType
5.12.1 Description........cc....
5.12.2  PrOPETrti€S SUIMIMATY ...oooiieoooieeioiieieiiessiieesieesieseeiess et ettt
5.13  ClaSS UNITELASE oot

5.13.1 Description
5.13.2  PrOPEIties SUIMIMATTY ..ot
5.13.3  MethOdS SUIMIMATY ...ooooceeieieeeieee e

© ISO/IEC 2019 - All rights reserved iii


https://iecnorm.com/api/?name=a8001e0b70450d0a9d11cc89e9dee422

ISO/IEC 30106-4:2019(E)

5.14 Class UnitListElement...
5.14.1 Description. ...
5.14.2 Properties summary
5.15  Class UNTESCREIMNIA ..o
5.15.T  D@SCIIPEION. o
5.15.2 Properties summary
6 Object oriented interfaces for supporting BIOAPI_UNIES ... 19
6.1 125 0T i
6.2 Interface IArchive....
6.2.1  Description
622 Methad summary
6.3 Interface ICOMPATTISOI ... ey
6.3.1  DeSCIIPLION. ..ot L e
6.3.2  Method summary
6.4 Interface IProcessing
6.4.1  Description.......
6.4.2 Method summary
6.5 Interface ISENSOTr ...
6.5.1  DESCIIPLION. ..o g
6.5.2 Method summary
7 BEFP JEVEL ... et
7.1 Interface IBFP ...
7.1.1  Description
7.1.2  Imported interfaces...........ccc......
7.1.3  Properties summary
7.1.4  Events summary............
7.1.5 Method SUMMATY ..o 50 s
8 BSP IEVEL ... S
8.1 Interface IBSP.......
8.1.1  Description......cin.en
8.1.2  Imported interfaces
8.1.3  Properties SUMIIMATY . . oottt | 34
8.1.4  EVENTS SUIMIMIAIYE 5 oo oot o 34
8.1.5  Method SUIMITALY . ..o 34
9 FramleWOTK LEVEL ... it
9.1 Interface ICompohéentRegistry
9.1.1  DeSaription. ...
9.1.2  Method summary ...
9.2 Interfac€ lFramework ...,
9. 2. T N D @S CTIPTION oo
9.2:277 Inherited INTEITACES ...
9723
U224
10 APPIICATION TNMEETACTION ... 47
10.1  class BioOAPIEXCEPLION : EXCEOPTION ..o 47
L10.1.1 D@SCIIPTIOML oot
10.1.2 Constructor summary
10.1.3  Properties SUIMIMATY ...ttt oot
10.1.4  MethOd SUIMIMATY ..o
10.2  Callback functions ...
10.2.1 DeSCription. ...
10.2.2 Callback functions specification.......
Annex A (informative) Calling sequence examples and sample code ... 56
BIBDLIOGIAPIY ... 57

© ISO/IEC 2019 - All rights reserved


https://iecnorm.com/api/?name=a8001e0b70450d0a9d11cc89e9dee422

ISO/IEC 30106

Foreword

-4:2019(E)

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that
are members of ISO or IEC participate in the development of International Standards through
technical committees established by the respective organization to deal with particular fields of
technical activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other
international organizations, governmental and non-governmental, in liaison with ISO and IEC, also
take part in the work.
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Introduction

In this document an application programming interface expressed in C++ language is specified. C++ is
a basic, general-purpose, object-oriented programming language that is used in most computer-based
platforms and operating systems.

One of the advantages of using C++ is that, as it is supported by most computer platforms, the
development, in source code, may be fully (or at least to a great part) supported from one platform to
another.

C++isaprogramming language standardized by ISO/IEC 14882, and most development platforms allow
its use in conjjunction to other programming languages and frameworks.

This documgnt is drafted to make a clear and usable interpretation of ISO/IEC 30106-1, when.wsing C++
programming language.

vi © ISO/IEC 2019 - All rights reserved
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Information technology — Object oriented BioAPI —

Part 4:
C++ implementation

1 Scope

mirrgr the corresponding components specified in ISO/IEC 30106-1. The semantic equiva
document will be maintained with ISO/IEC 30106-2 (Java implementation) and ISO/IEC
implgmentation). In spite of the differences in actual parameters passed betwegen function
and ipterface structure are the same.

ormative references

The following documents are referred to in the text in such away that some or all of t
constfitutes requirements of this document. For dated references, only the edition cited
undafed references, the latest edition of the referenced doctument (including any amendme

ISO/IEC 30106-1, Information technology — Object oriented BioAPI — Architecture
ISO/IEC 30106-2, Information technology — Object.oriented BioAPI — Part 2: Java implemen
ISO/IEC 30106-3, Information technology — Qbject oriented BioAPI — Part 3: C# implementd

ISO/I[EC 14882, Programming languages —C++

erms and definitions
No terms and definitions are(listed in this document.
[SO apd [EC maintain terminological databases for use in standardization at the following

[50 Online browsing platform: available at https://www.iso.org/obp

IEC Electropedia: available at http://www.electropedia.org/

ioAPI C++ general requirements

This [document specifies an interface of a BioAPI C++ framework and BioAPI C+#+ BSII’ which will

lence of this
30106-3 (C#
s, the names

heir content
applies. For
nts) applies.

tation

tion

hddresses:

All classes defined in the scope of this document shall have a constructor with all its properties as

parameters, as well as a destructor that will free all allocated memory. In addition, the
each of the classes may contain further requirements for the constructor.

definition of

The destructor shall fullfill at least, the same requirements that the corresponding Dispose() method

defined in ISO/IEC 30106-2 and ISO/IEC 30106-3.

In addition, most implementations shall declare the classes as exportable. Therefore, in this document a

constant called BIOAPI is defined, allowing exportation of the classes.
EXAMPLE In Windows the definition of BIOAPI is: #define BIOAPI _ declspec (dllexport

To illustrate the use of the specification given in this document, refer to Annex A.
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5 Data types and constants

5.1 Basic data types

5.1.1 Enumerations

5.1.1.1 BiometricSubtype

Description:

Subtype of the biometric data used (e.g. which finger used in finger modalities).
When transferring this information into/from a binary format, the Biometric
Subtype constants defined in ISO/IEC 30106-1 shall be used.

g3|

|(/)

pnstant
nmary:

NoValueAvailable
Left

Right

LeftThumb
LeftIndexFinger
LeftMiddleFinger
LeftRingFinger
LeftLittleFinger
RightThumb
RightIndexFinger
RightMiddleFinger
RightRingFinger
RightLittleFinger
LeftPalm
LeftBackOfHand
LeftWrist
RightPalm
RightBackOfHand
RightWrist

© ISO/IEC 2019 - All rights reserved
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5.1.1.2 BiometricType

Description: | Type of the biometric data used (e.g. modality). When transferring this infor-
mation into/from a binary format, the Biometric Type constants defined in [SO/
[EC 30106-1 shall be used.

Enum Constant|—
Summary:

NoValueAvailable

MultipleBiometricTypes

Face

Voice

Finger

Iris

Retina
HandGeometry
SignatureOrSign
Keystroke
LipMovement
Gait

Vein

DNA

Ear

Foot

Scent

5.1.1.3 BIRDatabaseAccess

Description: | Defines the access mode to the database

Enum €onstant|—

Summary:

Read - access mode which allows only retrieval of records.

ReadWrite - access mode which allows addition, deletion and retgieval of

Tecoras.

Write - access mode which allows addition and deletion of records, but
retrieval is not allowed

© ISO/IEC 2019 - All rights res

erved
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5.1.1.4 BSPSchemaOperations

Description:

Enumerates the different operations that a BSP can offer to the biometric appli-

cation (see 5.6)

Enum Constant

Summary:

CalibrateSensor (0x00020000)
Capture (0x00000004)
CheckQuality (0x00080000)

ControlUnit (0x00400000)
CreateTemplate (0x00000008)
CreateTemplateWithAuxBIR (0x00000020)
EnableEvents (0x00000001)

Enrol (0x00000100)
GetIndicatorStatus (0x00010000)
Identify (0x00000080)
IdentifyAggregate (0x00000400)
PresetldentifyPopulation (0x00001000)
Process (0x00000010)
ProcessWithAuxBIR (0x01000000)
QueryBFPs (0x00200000)

QueryUnits (0x00100000)

Security (0x10000000)
SetindicatorStatus (0x00008000)
SetPawerMode (0x00004000)

Verify (0x00000040)

VerifyAggregated (0x00000200)
VerifyWithAuxBIR (0x02000000)

© ISO/IEC 2019 - All rights reserved
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5.1.1.5 BSPSchemaOptions
Description: | Enumerates the different options that can a handle a BSP (see 5.6)

Enum Constant|— Adaptation (0x00000800)
Summary:

— AppGUI (0x00000010)
— AchiveBFP (0x00020000)
— Binning (0x00001000)

— BirEncrypt (0x00000200)

— BirSign (0x00000100)

— CaptureMultiple (0x00400000)

— CoarseScores (0x00100000)

— ComparisonBFP (0x00040000)

— GUIProgressEvents (0x00000020)
— Identifylndicator (0x00200000)

— OCC (0x00004000) (on-card camparison, formerly known as MOC)
— AdditionalData (0x00000080)

— ProcessingBFP (0x00080000)

— ProcessMultiple (0x00800000)

— QualityIntermediate (0x00000004)
— QualityProcessed (0x00000008)

— QudlityRaw (0x00000002)

— s Raw (0x00000001)

=+ SelfContainedDevice (0x00002000)
— SensorBFP (0x00010000)

— SourcePresent (0x00000040)

— SubtypeToCapture (0x00008000)

— TemplateUpdate (0x00000400)

— Disabilities

— PADFeature

© ISO/IEC 2019 - All rights reserved 5
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5.1.1.6 EventKind
Description:|Defines the kind of sources that can originate an event
Enum Constant|— Insert (0x00000001)

Summary:
— Remove (0x00000002)

— Fault (0x00000004)
— SourcePresent (0x00000008)

— SourceRemoved (0x00000010)

5.1.1.7 Fadility
Desdription: | Defines originator of the error in an exception (see 10.1)

Enum Cpnstant|— Framework - The error was reported by the framework component.
Summary:

— BSP - The error was reported by the biometric service provider.

— Unit - The error was reported by the biometricunit

5.1.1.8 GU[EnrolType
Desdription:|Indicates the enrol type of a BSP (sée-10.2)

Enum Cpnstant|— TestVerify
Summary:

— MultipleCapture

5.1.1.9 GU[Moment

Desdription: | Determines the moment when the processing of an operation is at the time of
calling a GHUI'callback function (see 10.2)

Enum Cpnstant|— BeforeStart
Summary:
— AfterEnd

6 © ISO/IEC 2019 - All rights reserved
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5.1.1.10 GUIOperation

Description:

Determines the operation being performed when using GUI callback functions

(see 10.2)
Enum Constant|— Capture
Summary:
— Enrol
— Identify
— Verify

5.1.1.11 GUIResponse

Description:

Enumeration of the possible actions to be performed bya BSP after a GUI event
notification callback made by the BSP has returned control to the BSH (see 10.2)

IEnum Constant
Summary:

CycleStart
CycleRestart
Default
OpComplete
OpCancel
ProgressContinue
ProgressAbort
Recapture
SubOpStart
SubOpNext

5.1.1.12 GUISuboperation

Description:

An enumeration of the possible types of suboperations performed by 4 BSP during
an operation, to be reported to the application in GUI event notifications (see 10.2)

EnunrConstant|— Capture
Summary:
— CreateTemplate
— Identify
— Process
—  Verify

© ISO/IEC 2019 - All rights reserved
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5.1.1.13 ProcessedLevel

Description:

Determines the level of processing of the BIR

Enum Constant
Summary:

— Intermediate
— Processed

— Raw

5.1.1.14 Plllrpose

Desdription: | Defines the purpose for which the BIR or process is intended
Enum Cpnstant|— Verify
Summary:
— Identify
— Enrol
— EnrolForVerificationOnly
— EnrolForldentificacionOnly
— Audit
— Decide
— NoPurposeAvailable
5.1.1.15 ResultOptions
Desdription: | Defines the request td.some BioAPI methods, to provide additional results to|the
originally defined (e'g. see 6.3.2).
Enum Cpnstant|— RequestAdaptedBIR - Request that a BIR be constructed by adapting the
Summary: reference‘template using the processed BIR that is the input to the biometric

verification.

— ReguestAdditionalData - Request that the additionalData should be returnpd

upon successful verification

— RequestAdditionalData - Request additional data to be used, for example, if an

auditing process.

© ISO/IEC 2019 - All rights reserved
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5.1.1.16 SecurityOptionsType
Description: | Defines which security options are supported by the BioAPI_Unit

Enum Constant|— Encryption (0x00000001) - Indicates that the BioAPI Unit supports encryption.
Summary:
— MAC (0x00000002) - Indicates that the BioAPI Unit supports MAC generation.

— DigitalSignature (0x00000004) - Indicates that the BioAPI Unit supports digital
signature.

— ACBioGenerationWithMAT [0xO0000UI0] - Indicates that the BioAP| Unit
supports ACBio generation using MAC.

— ACBioGenerationWithDigitalSignature (0x00000020) - Indicates thqt the
BioAPI Unit supports ACBio generation using digital signature.

5.1.1.17 UnitCategoryType
Description: | List the different categories for a BioAPI_Unjt

Enum Constant|— Archive - the unit manages BSP’s BIR database. (0x00000001)
Summary:

— Comparison - the unit is the collection of comparison algorithms.
(0x00000002)

— Processing - the unit is the\collection of processing algorithms.
(0x00000004)

— Sensor - the unit manages hardware sensor (0x00000008)

— QualityAssessmeént - the unit is the collection of the different qualjty
assessment processes (0x00000010)

5.1.1.18 UnitIndicatorStatus

Description: | Defines possible values for the indicator status
Enum Constant(—+" Accept
Summarys
— Busy
— Failure
— Ready
— Reject

© ISO/IEC 2019 - All rights reserved 9
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5.1.1.19 UnitPowerMode
Description: | Defines possible unit power modes

Enum Constant|— Detect — mode when unit is able to detect interaction of subject with the sensor.

Summary: ] ]
— Normal - mode when all functions are available.

— Sleep - minimum mode. All functions off

5.1.2 BioARIData

5.1.2.1 Ddscription

Defines gendric data to be exchanged within Object Oriented BioAPI.

5.1.2.2 CH+ definition

typedef [vector<unsigned char> BIOAPI BioAPIData;
5.1.3 RegistrylD

5.1.3.1 Ddscription

Defines the identification of the data to be used or the productidentification. It is a structure with two
components| as defined in the different fields of ISO/IEC 19785 Biometric Information Records (B|Rs)

5.1.3.2 Prpperties summary
— unsignefl short Owner

— unsignefl short Type

5.1.3.3 CH+ definition

typedef |struct BIOAPI RegistrylD ({
unsigned short owner;
unsigned short type;

} RegistryID;

5.1.4 UUID

5.1.4.1 Ddscription

Throughout [this document, there is a need to use Unique Identifiers, either for components or for Tsers.
This document defines the ”nivnrca”y Unique [Dentifier (””ln) asanarray of 16 hyfpc

5.1.4.2 C++ definition
typedef array<unsigned char, 16> BIOAPI UUID;

5.1.5 Date and Time

In the scope of this document, date and time will be handled by the tm structure contained in the
standard ctime library.

EXAMPLE

#include <ctime>
tm BDBCreationDate;

10 © ISO/IEC 2019 - All rights reserved
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5.2

5.2.1

The s

5.2.2

ISO/IEC 30106

Class ACBioParameters

Description

tructure that provides the information which is used to generate ACBio instances.

Properties summary

-4:2019(E)

— vector<int> Challenge - Challenge from the validator of a biometric verification when ACBio is
used. This value shall be sent to the field controlValue of type ACBioContentInformation in ACBio

signed to the

imber of BSP

ch are to be
generated.

stalled BFPs

talled in the

instances.

— Vector<int> InitialBPUIOIndexOutput - The initial value of BPU 10 index which is to be as
dutput from the BioAPI Unit, BFP, or BSP when the ACBio instances are generated¢sThe range between
[hitialBPUIOIndexOutput and SupremumBPUIOIndexOutput shall be divided intothe nu
Units and BFPs which are accepted by the BSP, and assigned to the BSP UnitS-and BSPs.

— vector<int> SupremumBPUIOIndexOutput - The supremum of BPU (0 ‘indexes whi
dssigned to the output from the BioAPI Unit, BFP, or BSP when the ACBio instances are

5.3 [Class BFPListElement

5.3.1f Description

Identjifies a BFP by category and UUID. A list is returned,by a BSP when queried for the in

that it supports.

5.3.2] Properties summary

— UnitCategoryType UnitCategory: The category of the unit.

— YUID BFPID: The UUID assigned te'the BFP.

5.4 |Class BFPSchema

5.4.1) Description

Represents the record\in the component registry that defines the properties of the BFP inj

system. [s a serializable class.

5.4.2] Properties summary

— UYUIDBFPUUID: UUID of the BFP.

— UnitCategoryType BFPCategory: Category of the BF P identitied by the BFPUUID:

— string BFPDescription: A NULL-terminated string containing a text description of the BFP.

— string Path: A pointer to a NULL-terminated string containing the path of the file containing the

BFP executable code, including the filename. The path may be a URL. This string shall consist of
ISO/IEC 10646 characters encoded in UTF-8 (see ISO/IEC 10646:2017, Annex D). When BFPSchema
is used within a function call, the component that receives the call allocates the memory for the Path
schema element and the calling component frees the memory.

string SpecVersion: Major/minor version number of the BioAPI specification to which the BFP was
implemented.

string ProductVersion: The version string of the BFP software.

© ISO/IEC 2019 - All rights reserved 11
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— string Vendor: A NULL-terminated string containing the name of the BFP vendor.
— svector<unsigned char> BFPProperty.

— vector<RegistrylD> BFPSupportedFormats: A list the data formats that are supported by the BFP
(see 7.1).

— vector<BiometricType> FactorsMask: A list of the biometric types supported by the BFP (see 7.1).
— UUID FwPropertyID: UUID of the format of the following BFP property.

— vector<unsigned char> FwProperty: Address and length of a memory buffer containing the BFP
property-Theformmatamd contentof the BFP property camreither bespecified by a verrdoror tan be
specifiedl in a related standard.

5.5 C(ClassBIR

5.5.1 Des¢ription

This interfafe represents BIRs. It supports ISO/IEC 19785 definitions, both ,for Simple-BIRs ¢r for
Complex-BIRs. The specification of the patron format that shall be used is given in ISO/IEC 3010641.

5.5.2 Properties summary

— RegistryID SelfID;

— unsignefl char CBEFFVersion;

— unsignefl char PatronHeaderVersion;
— RegistryID BDBFormat;

— bool BDBEncription;

— bool BIRIntegrity;

— BiometrjicType BDBBiometricType;

— BiometrjicSubtype BDBBiomettricSubtype;
— RegistryID BDBCaptureDevice;

— RegistryfID BDBFeatureExtractionAlg;
— RegistryfID BDBComparisonAlg;

— RegistryIBDBCompresionAlg;

— RegistrylD BDBPADTechnique;

— vector<unsigned char> BDBChallengeResponse;
— tm BDBCreationDate;

— vector<unsigned char> BDBIndex;

— ProcessedLevel BDBProcessedLevel;

— RegistryID BDBProduct;

— Purpose BDBPurpose;

— unsigned char BDBQuality;

12 © ISO/IEC 2019 - All rights reserved
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— RegistrylD BDBQualityAlg;

— vector<tm> BDBValidityPeriod;

— tm BIRCreationDate;

— vector<unsigned char> BIRCreator;
— vector<unsigned char> BIRIndex;
— vector<unsigned char> BIRPayload;
—  veetor<unsigned char=BIRPointer:

— Vlector<tm> BIRValidityPeriod;

— RHRegistrylD SBFormat;
— Vector<unsigned char> BDBData;

— vector<unsigned char> SBData.

5.5.3] Method summary

5.5.3.1 BIR (vector<unsigned char> record)

Description:|Constructs the BIR data from a bytesarray coded as an ISO/IEC 19785|self-identi-
fying record

Parameters:|— record: the byte array containing the CBEFF record

Ex ion:|If the input parameters are iwalid, the format is not supported or opgration fails
due to error.

BioAPIException (see10.1)

5.5.3.2 BIR(RegistrylD bDBFermat, bool bDBEncription, bool bIRIntegrity, BiometricType
bDBBiometricType, BiometricSubtype bDBBiometricSubtype, RegistrylD bDBCaptulreDevice,
RegistryID bDBFeatureExtractionAlg, RegistrylD bDBComparisonAlg, RegistrylD bDBCom-
presionAlg, RegistrylD. bDBPADTechnique, vector<unsigned char> bDBChallengeRdsponse, tm
bDB[reationDate, vector<unsigned char> bDBIndex, ProcessedLevel bDBProcessedLevel, Reg-
istryID bDBProduct/ Purpose bDBPurpose, unsigned char bDBQuality, RegistrylD bDBQualit-
yAlg, vector<tni>bDBValidityPeriod, tm bIRCreationDate, vector<unsigned char> bRCreator,
vectpr<unsigiied char> bIRIndex, vector<unsigned char> bIRPayload, vector<unsigned char>
bIRRointer, vector<tm> bIRValidityPeriod, RegistryID sBFormat, vector<unsigned dhar> bDB-
Datq, vector<unsigned char> sBData);

Description:|Constructs the BIR data from its individual components

Parameters:|— Each of the properties in the BIR class

Exception:|If the input parameters are invalid, the format is not supported or operation fails
due to error.

BioAPIException (see 10.1)

5.5.3.3 vector<unsigned char> ToArray()

Description:|Serializes a BIR record in order to provide it as a byte array representing the
CBEFF information

Return Value:| The byte array containing the CBEFF information

© ISO/IEC 2019 - All rights reserved 13
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Exception:|If the input parameters are invalid, the format is not supported or operation fails
due to error.

BioAPIException (see 10.1)

5.6 Class BSPSchema

5.6.1 Description

Represents the record in the component registry that defines the properties of the BSP installed in the
system. Is a serializable class.

5.6.2 Properties summary

14

UUID BYPUUID.
String BSPDescription: A NULL-terminated string containing a text description.of-the BSP.

string Ppth: A pointer to a NULL-terminated string containing the path of the file containing the
BSP exefutable code, including the filename. The path may be a URL./This string shall condist of
ISO/IEC|10646 characters encoded in UTF-8 (see ISO/IEC 1064 6:2017, Atthex D). When BioAPI| BSP_
SCHEMA is used within a function call, the component that receives.the call allocates the memory
for the Hath schema element and the calling component frees the memory.

string SpecVersion: Major/minor version number of the BioAPI specification to which the BSP was
implemgnted.

string ProductVersion: The version string of the BSP software.
string Vendor: A NULL-terminated string containing the name of the BSP vendor.

vector<RegistrylD> BSPSupportedFormats;A'list the data formats that are supported by thg BSP

vector<BiometricType> FactorsMask; Alist of the biometric types supported by the BSP (see 5.1.1.2).

SPSchemaOperations>Operations: A list of the biometric operations supported by the BSP
L.4).

SPSchemaOptiofis> Options: A list of the biometric options supported by the BSE (see

ionalDataPelicy: Threshold setting (maximum FMR value) used to determine whien to

release additionalData after successful verification.

int MaxAdditionalDataSize: Maximum additionalData size (in bytes) that the BSP can accept.

int DefaultVerifyTimeout: Default timeout value in milliseconds used by the BSP for Verify operations
when no timeout is specified by the application.

int DefaultldentifyTimeout: Default timeout value in milliseconds used by the BSP for Identify and
BioAPI_IdentifyMatch operations when no timeout is specified by the application.

int DefaultCaptureTimeout: Default timeout value in milliseconds used by the BSP for Capture
operations when no timeout is specified by the application.

int DefaultEnrolTimeout: Default timeout value in milliseconds used by the BSP for Enrol operations
when no timeout is specified by the application.

int DefaultCalibrateTimeout: Default timeout value in milliseconds used by the BSP for sensor
calibration operations when no timeout is specified by the application.
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int MaxBSPDbSize: Maximum size of a BSP-controlled BIR database. It applies only when a BSP is

only capable of directly managing a single archive unit. A value of zero means that no information
about the database size is being provided for one of the following three reasons: a) databases are not
supported; b) it is capable of managing multiple units (either directly or through a BFP interface),
each of which may have a different —maximum size|| and information about these units will be
provided as part of the insert notification (part of Unit Schema); or c) one archive unit is supported,
but the information is not given here - it will be provided in the insert notification.

H

Q

— i =z

wn_<

o <

5.7

5.7.1

Defin

5.7.2

application. It is provided to support interworking standards, which may specify the us

ector<unsigned char> HostingEndpointIRI: An IRI identifying the frameworkwhos
gistry contains a registration of the BSP. This parameter shall be ignored by

omputers from within an application running on the same or a diffenent computer.

UID BSPAccessUUID: A UUID, unique within the scope of an application, which the apy
se to refer to the BSP as an alternative to the BSP product UUID. This parameter sha
y frameworks conforming to this part of this document and’can be set to any UUID

SPs present on multiple computers from within an application running on the same
omputer.

OTE The "BSPAccess_UUID" and the "HostirigehdpointIRI" are part of the definition
ioAPI_BSP_SCHEMA, but are not part of the BSR:;schema information stored in the componen
50/1EC 19784-1).

ector<RegistrylD> BSPSupportedAlgorithms: array of BioAPI_ALGORITHM_ID

pecifying the supported algorithms:

ector< UUID> BSPSupportedTransformOperations: array of BioAPI_UUID structure
he transform operations supperted within the BioAPI_Tranform operation.

Class candidate

Description

es each oftheresulting candidates from the Identify functionality.

Properties summary

int MaxIdentify: Largest population supported by the identify function. Unlimited = OxFFFFFFFF.

int MaxNumEnrollnstances: The maximum number of distinct instances that a BSP can create

application

b component
frameworks
L is provided

lication may
Il be ignored
value by an
e of identical
r a different

of the C type
registry (see

structures

s specifying

(

UID Key: which defines the UUID of the candidate in the system (e.g. in the database)

— int FMRAchieved: which states the FMR achieved by the candidate during the Identify process.

5.8

5.8.1

Class FrameworkSchema

Description

Defines the properties of the BioAPI Framework.

5.8.2

Properties summary

— UUID FrameworkUUID: UUID of the Framework component.

© ISO/IEC 2019 - All rights reserved
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— string FwDescription: A NULL-terminated string containing a text description of the Framework.

— string Path: A pointer to a NULL-terminated string containing the path of the file containing the
Framework executable code, including the filename. The path may be a URL. This string shall consist
of ISO/IEC 10646 characters encoded in UTF-8 (see ISO/IEC 10646:2017, Annex D).

NOTE
allocates

When FrameworkSchema is used within a function call, the component that receives the call

the memory for the Path schema element and the calling component frees the memory.

— string SpecVersion: Major/minor version number of the BioAPI specification to which the Framework
was implemented.

— string P
— string V

— UUID Fy

— vector<yinsigned char> FwProperty: Address and length of a memory buffer containin
ork property. The format and content of the Framework property can-either be specified by

Framew
a vendol

5.9 C(lass

5.9.1 Des

This class pi
BSP, through

5.9.2 Properties

— Biometr
— int Widt
— int Heig
— vector<)

5.10 Class

5.10.1 Des

Represents
interface pr

Foductversion: The version string ol the Framework soitware.
endor: A NULL-terminated string containing the name of the Framework vendof.

yPropertylD: UUID of the format of the following Framework property.

or can be specified in a related standard.
GUIBitmap

‘ription

ovides the support for exchanging graphical infermation between the application an
GUI callback functions.

icSubtype Subtype;
h;
Nt;

ector<unsigned char>>Pixel.
[dentifypopuldtion

‘ription

vides'a single property, which is the list of members of the population to be used

property is 1

the collection of BIRs the compare takes place against on biometric identification|.

o the

d the

The
This

otallowed to be changed outside of this interface.

5.10.2 Properties summary

As mentioned, this interface has the following property, modified internally by the interface methods.

— vector<PopulationMember> Populationldentified: This property can be used by the BSP to provide
the list of members of the population.

5.10.3 Method summary

5.10.3.1 vi

rtual void AddMember (PopulationMember member)

Description:

cessive calls to this method fills in the List of the population members

Add a new member to the population to be used for identification purposes. Su-

16
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Parameters:|— member: the member to be added.

Exception:|If input parameters are invalid or operation fails due to an error.
BioAPIException (see 10.1)

5.10.3.2 virtual bool IsBound ()

Description:| True if at least one BIR in the population is bound to the BSP

Return Value:| True if it is bound, False in any other case

5.10

3.3 virtual void Unbind ()

Description:|Ensures that all member BIRs are unbound.

Exception:|If operation fails, BioAPIException (see 10.1)

5.11

5.11.
Defin

5.11.

—e

5.12

5.12,

Defin
appli

signafture of the BIR and also gives the information of the hash algorithm, the informati

MAC

the
infor

Whe;[ this stucture is used in the interface UnitSchema as the output parameter of BioAPI

Class PopulationMember

1 Description

es a member of the population list to be used for identification purposes.

2 Properties summary

UID key: The user identifier, which is expeeted to be related (or being the same) a
Hentifier of the user in the database.

IR Template: The user's biometric reference.
Class SecurityProfileType

1 Description

es the information wf the cryptographic algorithms and keys of a BioAPI_Unit or
cation which is ugedito encrypt/decrypt biometric data or to generate/validate the M

peneration, and-the digital signature used in ACBio generation.

arapdeters in this structure indicate the information supported in the BioAP
mation can be found in ISO/IEC 19784-1.

s the unique

a biometric
AC or digital
bn about the

| QueryUnits,
_Unit. More

5.12.2 Properties summary

— vector<SecurityOptionsType> SupportedSecurityOptions.

— vector<unsigned char> ENCInfo.

— vector<unsigned char> MACInfo.

— vector<unsigned char> SIGNAIlg: Identifies the digital signature algorithm supported by a BioAPI
Unit. This BioAPI type shall be the XML value notation of ASN.1 identifier (see ISO/IEC 8824-1[3])
assigned to digital signature algorithms.

— vector<BSPSchemaOptions> ACBioOption: A mask which indicates which security options of MAC
or digital signature are supported or to be executed by the BioAPI_Unit.

© ISO/IEC 2019 - All rights reserved
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— vector<unsigned char> HASHAIgForACBio.
— vector<unsigned char> MACInfoForACBio.

— vector<unsigned char> SIGNAlgForACBio: As SIGNAIg but used to generate ACBio instances.
5.13 Class UnitList

5.13.1 Description

Identifies a list of the selected BioAPI Units by category and ID. An object of this class shall only have
a maximum pf one UnitListElement per category. If no UNItLIStElement 1s found 0T a Speciliic category,
the BSP shal| react properly (e.g. throwing an exception for not having a required Unit available):

5.13.2 Properties summary

— vector<UnitListElement>: The list of the selected units.

5.13.3 Methods summary

5.13.3.1 v¢id Add (UnitListElement unitListElement)

Desdription:|Add a new BioAPI unit to the list of selected unjts,Jf a unit of this category tylpe is
already included, the new unit replaces it.

Parameters:|— unitListElement: Category type and unitlD of the new unit.

Ex¢eption: |If operation fails, BioAPIException (see“10.1)

5.13.3.2 int GetUnitID (UnitCategoryType unitCategoryType)
Desdription:|Gets the unitID of the unit#hich has the selected category type
Parajmeters:|— unitCategoryType; Category of the unit for which the UnitID is asked
Returp Value: | Unit ID corresponding to the category type provided.
Ex¢eption: |If operation fails, BioAPIException (see 10.1)

If there is no.unit of the selected category type, BioAPIException of type BioAPI-
ErrUnitGategoryNotFound

5.14 Class [UnitListElement

5.14.1 Des¢ription

Identifies a BioAPI Unit by category and ID. A list of these elements is used to establish the uniits to
consider during the execution of aggregated functions.

5.14.2 Properties summary
— UnitCategoryType UnitCategory: The category of the unit.
— int UnitID: The ID assigned to the BioAPI_Unit.

18 © ISO/IEC 2019 - All rights reserved
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5.15 Class UnitSchema

5.15.1 Description

-4:2019(E)

Defines the properties of the biometric unit. There are no methods to modify the existing
UnitSchema object.

5.15.2 Properties summary

6

UUID BSPUUID: UUID of the BSP supporting this BioAPI Unit.

UTD UnitManagerUUID: UUID of the software component directly managing the BioA
e either the BSP itself or a BFP).

o

—n

ht UnitID: ID of the BioAPI Unit. This will be created by the BSP uniquely.

—

nitCategoryType UnitCategory: Defines the category of the BioAPI Unit.

—

UID UnitProperties: UUID indicating a set of properties of the BioAR}FUnit. The indic
ither be specified by each vendor or follow a related standard.

D

(%)

tring VendorInformation: Contains vendor proprietary information.

ector<EventKind> SupportedEvents: A mask indicating which types of events are supy
ardware.

=0 <

YUID UnitPropertyID: UUID of the format of the following Unit property structure.

<

roperty describing the BioAPI Unit. The format and content of the Unit property d
pecified by the vendor or be specified in@related standard.

wv

string HardwareVersion: A NUL-terminated string containing the version of the hardw
ot available.

=

(%)

tring FirmwareVersion: A NULL-terminated string containing the version of the firm
 not available.

—n

(%)

tring SoftwareVersign: A NULL-terminated string containing the version of the softw
ot available.

=

(%)

tring HardwareSerialNumber: A NULL-terminated string containing the vendor de
erial numberof the hardware component. Empty if not available.

%)

ool AuthenticatedHardware: A boolean value that indicates whether the hardware co

b
Heen@uthenticated.

PI Unit (may

ated set can

orted by the

ector<unsigned char> UnitProperty: Address;and length of a memory buffer containing the Unit

an either be

are. Empty if

ware. Empty

hre. Empty if

fined unique

mponent has

is an Archive

i1f MaxvBSPNhSiza: Mavimum ciza datahaco cunnartod hy thao BinADPI [nit in caca it 1
Syt oo cao v

TC IO DOT D DDA IO T I JIac gata ot e oo ppoTr e DTOTYT

unit. If zero, no database exists.

int MaxIdentify: Largest identify population supported by the BioAPI Unit, in case itis a Comparison

unit. Unlimited = FFFFFFFF.

vector<SecurityProfileType> SecurityProfile: Security profile of the BioAPI Unit.

Object oriented interfaces for supporting BioAPI_Units

6.1 General

Each unit should have a UnitSchema implemented to be used by the BFP and/or BSP. Also, each unit
should have an ACBiolnstance implemented. If ACBio is supported by this Unit, then the Unit shall

© ISO/IEC 2019 - All rights reserved
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update this field with the last generated ACBio instance. If ACBio is not supported, this field shall be

fixed to NUL

L.

A comparison unit should have the following fields implemented, used internally by the Verify
methods: int FMRAchieved, which indicates the value of the FMR achieved within the comparison; BIR
AdaptedBIR, which, if indicated by the VerifyResultOptions, holds the resulting BIR of the template,
once adapted by the result of the comparison made (e.g. for those cases with dynamic adaptation of
the user's biometric reference); and vector<unsigned char> AdditionalData which hold, if required,
additionalData generated by the Verify method called previously.

And, finally, in a sensor unit, the following fields should be implemented: vector<unsigned char>

AuxiliaryDa ta, UnitIndicatorStatus IndicatorStatus

6.2 Intertf

6.2.1 Des

This interfd
implementat
database en

Methods and
as this intert

6.2.2 Met

ace [Archive

Cription

hod summary

ce represents archiving functionality to a biometric application or BSP. Splecific
ion of the archiving system is up to the developer (e.g. directory ‘with files, SQL based
rine, etc.), as far as the interface follows the specification of this’document.

properties from this Interface shall not be accessible by the application or the framework,
ace is only intended to be included in a BSP or a BFP.

6.2.2.1 void CloseDatabase (int unitID)

Desd

ription:

Closes the access to the database for-which the Unit is developed

Parameters:

— unitID: 1D of the BioAPI unitto perform the operation.

Exq

Leption:

If operation fails, BioAPIExeeption (see 10.1)

6.2.2.2 voi

d DeleteBIR (int unitID; UUID key)

Desd

ription:

Deletes the BIRfrom database

Parameters:

— unitID®ID of the BioAPI unit to perform the operation.

— key/UUID of the record to be deleted

Exq

Ception:

Ifthe database has been closed, or if database was opened in read-only modg, or
any other kind of error, BioAPIException (see 10.1)

6.2.2.3 BIR GetSingleBIR (int unitID, UUID key)

Description:

Get the specified record

Para

meters:

— unitID: 1D of the BioAPI unit to perform the operation.

— key: UUID of the record to retrieve.

Return Value:

The requested record

Exception:

If the database has been closed, or the database was opened in write-only mode,
or the record is not found, or any other kind of error, BioAPIException (see 10.1)

20
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6.2.2.4 vector<UUID> ListUUIDs (int unitID)
Description:|Returns the list of UUIDs included into the opened database
Parameters:|— unitID: ID of the BioAPI unit to perform the operation.
Return Value:| The list of UUIDs included into the opened database

Exception:|If the database has been closed, or the database was opened in write-only mode,
or any other kind of error, BioAPIException (see 10.1)

6.2.2.5 Identifypopulation NewldentifyPopulation (int unitID)

Description: | The database used by the BSP or BFP is set to be the data sourceAfor ap identi-
fication operation. This can also be used to get a list of the BIRs included in the
database.

Parameters:|— unitID: ID of the BioAPI unit to perform the operdtion.
Return Value:| The object representing the population (collectiorrof BIRs) (See 5.10 dnd 6.3)

Exception:|If the database has been closed, or the databaseWwas opened in write-pnly mode,
or any other kind of error, BioAPIException (see 10.1)

6.2.2.6 IdentifyPopulation NewldentifyPopulation (int unitID, vector<UUID> UUIDList)

Description: | The database used by the BSP.ar BFP is set to be the data source for ah identi-
fication operation. This can<@lso be used to get a list of the BIRs included in the
database.

Parameters:|— unitID: ID of the BioAPI unit to perform the operation.

— UUIDList: Thelist of UUIDs to be included into the new identify pgpulation
Return Value:| The object representing the population (collection of BIRs) (See 5.10 dnd 6.3)

Ex ion:|If the database has been closed, or the database was opened in write-pnly mode,
or any qther kind of error, BioAPIException (see 10.1)

6.2.2.7 IdentifyPopulation NewldentifyPopulation (int unitID, vector<unsigned chqr> query)

Description: | The database used by the BSP or BFP is set to be the data source for ah identifi-
cation operation. This can also be called to obtain the list of BIRs thatjmatch a
specified criteria in the database.

Parameter:|— query - The query submitted to the database to select the users to be
Iv\n] idedinta-tha nonulati ion Fv-nm Uu]/\‘t‘]/\ £ Ann{— Fn ’T‘L\ nnnnnnnnn JmeittEd

HFertdaeaHtotie PY PUAMLAU TOT \ARY T Ty~ TTqUcTy 15

as a byte array, but following the specific format demanded by the database
engine used.

Return Value:| The object representing the population (collection of BIRs) (See 5.10 and 6.3)

Exception:|If the database has been closed, or the database was opened in write-only mode, or
no records have been found, or any other kind of error, BioAPIException (see 10.1)
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6.2.2.8 void OpenDatabase (int unitID, vector<unsigned char> databaselD, BIRDatabaseAc-
cess access)

Description: |Opens the database managed by the BSP or BFP. No other database shall be
opened at the same time within the same unit. If a different database has been
previously used, then the CloseDatabase method shall be called before calling
OpenDatabase.

Parameters:|— unitID: ID of the BioAPI unit to perform the operation.

— datahaselD: cppr‘ifipc an npfinnnl identifier for the database to he opened.
When different databases can be used with a single Archive unit, all
databases shall be compatible with the internal procedures of the Archive
unit. If the unit does not allow the selection of different databases, then this
parameter shall have a NULL value.

— access: specifies the access mode of the database to be opéned (read/write).

Return Value:|the object representing the database opened

Ex¢eption: |If the database is already opened, or any other kind of errer, BioAPIException
(see 10.1)

6.2.2.9 UUIID StoreBIR (int unitID, BIR biometricReference)

Desdription:|Add the specified BIR to database with«o*UUID, allowing the Unit to return the
UUID assigned

Parameters:|— unitID: ID of the BioAPI unit tg perform the operation.

— biometricReference: The specific BIR to store.
Returp Value: | The ID of the newly added.BIR
Ex(

teption: | If the database has been,closed, or the database was opened in read-only mogle,
or any other kind of error, BioAPIException (see 10.1)

6.2.2.10 void StoreBIR (intunitID, BIR biometricReference, UUID key)

Desdription:|Add the specified BIR to database and assign it the UUID provided. If the UUID is
already assigned, throw an exception. If the program wanted to update an exist-
ing-UUID, the application should first delete it and then re-use the UUID. Thig is

done this way to avoid involuntary overwriting.

ParaFngrs: — unitID: ID of the BioAPI unit to perform the operation.

L PR » Do) my L RID 4 4
—  UIUNCLINICACCTrerice. 1TIIT SPTUITIU DI LU STUTT.

— UUID key: The assigned UUID to that BIR.

Exception:|If the database has been closed, or the database was opened in read-only mode, or
the UUID is already in use, or any other kind of error, BioAPIException (see 10.1)
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6.2.2.11 UUID StoreBIR (int unitID, BIR biometricReference, vector<unsigned char> auxil-
iaryData)

Description: |Add the specified BIR to database with no UUID, allowing the Unit to return the
UUID assigned.

A set of bytes with additional information is submitted in AuxiliaryData. The
format of that data is to be understood by the Unit (not specified in this docu-
ment). This information can be, for example, the demographics associated to the
BiometricReference.

Parameters:|— unitID: ID of the BioAPI unit to perform the operation.

— biometricReference: The specific BIR to store.

— auxiliaryData: Additional data to be stored into the database in rgference to
the BIR stored.

Return Value:|The ID of the newly added BIR

Exception:|If the database has been closed, or the database was opened in read-only mode,
or any other kind of error, BioAPIException (see0.1)

6.2.2.12 void StoreBIR (int unitID, BIR biometricReference, vector<unsigned char>|auxiliary-
Datq, UUID Kkey)

Description:|Add the specified BIR to databasé and assign it the UUID provided. If the UUID is
already assigned, throw an exgeption. If the program wanted to update an exist-
ing UUID, the application should first delete it and then re-use the UUD. This is

done this way to avoid ittvoluntary overwriting.

A set of bytes with additional information is submitted in AuxiliaryData. The
format of that data is to be understood by the Unit (not specified in thiis doocu-
ment). This inférmation can be, for example, the demographics associpted to the
BiometricReference.

Parameters:|— unitiDs'ID of the BioAPI unit to perform the operation.
— . biometricReference: The specific BIR to store.

— auxiliaryData: Additional data to be stored into the database in rgference to
the BIR stored.
— UUID key: The assigned UUID to that BIR.

Exception:|If the database has been closed, or the database was opened in read-oply mode, or
the UUID is already in use, or any other kind of error, BioAPIExceptiorn] (see 10.1)

6.3 Interface IComparison

6.3.1 Description

This interface includes all properties and methods needed to perform biometric comparison
functionality. Some properties are defined to return the results of the Verify methods, securing their
values as no modification is allowed publicly. Methods are overloaded to allow the comparison of single
samples, or to adapt the comparison algorithm internally by the use of a list of BIRs in addition to the
sample BIR to be compared.

Within this unit, the term FMR is used. FMR represents the False Match Rate as a 32-bit integer value
(N) that indicates a probable False Matching Rate of N/(231-1). The larger the value, the worse the result.
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Negative values are used to signal exceptional conditions. The only negative value currently defined is
minus one. For security reasons no methods to modify the existing FMR object are provided.

Methods and properties from this Interface shall not be accessible by the application or the framework,
as this interface is only intended to be included in a BSP or a BFP.

6.3.2 Method summary

6.3.2.1 BIR GetAdaptedBIR (int unitID)
Description:|If indicated by the VerifyResultOptions, this method returns the resulting BIR of

the fpmplnfp once ;\dnpfpd bv the result of the comparison made (p g for those
cases with dynamic adaptation of the user's biometric reference).

Parameters:|— unitID: ID of the BioAPI unit to perform the operation.
Returh Value:| The adapted BIR. If no adapted BIR is calculated, it returns NULL.
Ex¢eption:|If case of any error, BioAPIException (see 10.1)

6.3.2.2 inyGetFMRAchieved (int unitID)
Desdription: | This function gets the FMR achieved during the prévious comparison
Parameters:|— unitID: ID of the BioAPI unit to perform the op€ration.
Returh Value: |The FMR achieved
Ex¢eption: |If case of any error, BioAPIException (se€\10.1)

6.3.2.3 vector<ICandidate> Identify (int unitID,int maxFMRrequested, BIR processedBIR
bool binning, int maxResults, int timeout)

6.3.2.4 vegtor<ICandidate> Identify (int unitID, int maxFMRrequested, BIR processedBIR
vector<BIR> auxiliaryBIRs, bool binning)int maxResults, int timeout)

Desdription: | Performs biometrieidentification of the existing biometric sample. This funcftion
performs an identification (1-to-many) comparison between a processed BIR and
a set of reference BIRs. The input is the processed BIR captured specifically fpr
this identification. The population that the comparison takes place against shall
be previously stated by calling PresetldentifyPopulation.

An overloaded method is defined as to allow using also a list of auxiliary BIRf in
order to better adapt the comparison algorithm.
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Parameters:|— unitID: ID of the BioAPI unit to perform the operation.

— maxFMRrequested: the requested FMR criterion for successful identification
(i.e., the comparison threshold).

— processedBIR: the BIR to be identified (see 5.5).

— auxiliaryBIRs: (optional) the list of auxiliary BIRs used to improve the
performance of the comparison algorithm (see 5.5).

— binning: a bool indicating whether binning is on or off. Binning is a search
optimization technique that the BSP may employ. It is based on searching
a subset of the population according to the intrinsic characteristifs of the
biometric data. While it may improve the speed of the compare operation,
it may also increase the probability of missing a candidate’(due tq the
possibility of mis-binning and as a result, searching a binn'which should, but
does not, contain the matching BIR).

— maxResults. A value of zero is a request for all candidates.

— timeout: an integer specifying the timeout yvalue (in milliseconds)| for the
operation. If this timeout is reached an exception is thrown. This[value can
be any positive number. A -1 value meansthe BSPs default timeoyt value will
be used.

Return Value: |The list of Candidates that represents the result of the biometric operption

Exception:|If input parameters are invalid or‘opeération fails due to an error.
BioAPIException (see 10.1)

6.3.2.5 void PresetldentifyPopulation-(int unitID, Identifypopulation population)

Description: |Provides the population of BIRs to the comparison unit. After this method is in-
voked successfiilly, a BSP can call Identify(). The BSP keeps this setting in effect
until the PresetldentifyPopulation() is invoked with different settingfor either

the BSP erthe session is terminated.

Parameters:|— unitID: ID of the BioAPI unit to perform the operation.

—L ) population: the population of BIRs against which the identification is
performed

Exception:|If input parameters are invalid or operation fails due to an error.
BioAPIException (see 10.1)
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6.3.2.6 bool Verify (int unitID, int maxFMRrequested, BIR processedBIR, BIR referenceTem-
plate, vector<ResultOptions> options)

6.3.2.7 bool Verify (int unitID , int maxFMRrequested, BIR processedBIR, BIR referenceTem-
plate, vector<BIR> auxiliaryBIRs, vector<ResultOptions> options)

Description:|Performs biometric verification of an existing biometric sample. This function
performs a verification (1-to-1) comparison between two BIRs: the input BIR and
the biometric reference. The input BIR is the processed BIR constructed spe-
cifically for this verification. The reference template was created at enrolment.
The apptication shalt requesta maximum FMR vatue criterton (threshotd) foy a
successful comparison.

The Boolean output of the method indicates whether the verification was
successful or not, and the internal properties (FMRAchieved, AdaptedBIR and
AdditionalData) are updated. By setting the RequestAdaptedBir-option the appli-
cation can request that a BIR be constructed by adapting the reference template

using the input processed BIR.

If the comparison is successful, an attempt may be made'te adapt the referenice

template with information taken from the input BIR. (N6t all BSPs perform agdap-
tation). The resulting adapted BIR should now beeonsidered an optimal enrdl-
ment template (it is up to the application whether it uses or discards this datp.). It
is important to note that adaptation may not @ccur in all cases.

If additionalData is associated with the reference template, additionalData may be
returned upon successful verification iftthe achieved FMR is sufficiently stringent;
this is controlled by the policy of the BSP and specified in its schema. The retyrn

of additionalData is requested by setting the RequestAdditionalData option.

Access to the different ways of*the results is provided by the Get functions of|this
interface. This is done in thistway so that the results cannot be modified outdide
of the Comparison Unit.

This method is overloaded with an additional parameter stating a list of auxilliary
BIRs that may help-to-optimize the behaviour of the comparison algorithm.

Parameters:|— unitID: ID of the BioAPI unit to perform the operation.

— maxFMRrequested: the requested FMR criterion for successful verificatign
(i.e.\the comparison threshold).

— «processedBIR: the BIR to be identified (see 5.5)

—  auxiliaryBIRs: (optional) the list of auxiliary BIRs used to improve the
performance of the comparison algorithm (see 5.5)

— referenceTemplate : the BIR to be verified against (see 5.5)

— Options: requests additional output such as adapted BIR and/or
additionalData

Return Value:| The boolean decision that represents the result of the biometric operation

Exception:|If input parameters are invalid or operation fails due to an error.
BioAPIException (see 10.1)
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6.4 Interface IProcessing

6.4.1 Description

Represents the group of biometric operation that are available when the unit of processing category is
being used.

Methods and properties from this Interface shall not be accessible by the application or the framework,
as this interface is only intended to be included in a BSP or a BFP.

6.4.2 Method summary

6.4.2.1 BIR CreateTemplate (int unitID, BIR capturedBIR, BIR referenceTemplate; RegistryID
outputFormat, vector<unsigned char> additionalData)

6.4.2.2 BIR CreateTemplate (int unitID, vector<BIR> capturedBIRs, BIR reférenceTemplate,
RegistryID outputFormat, vector<unsigned char> additionalData, int unitiD)

Description: | Takes a BIR or a list of BIRs containing biometric data.for the purposq of creating
a new enrolment template. A new BIR is constructed from the capturgd BIR, and
it may perform an update based on an existing feference template. The optional
input reference template is provided for use/in\creating a new template if the BSP
supports this capability.

Parameters:|— unitID: ID of the BioAPI unit to perform the operation.
— capturedBIR: The captured BIR(see 5.5).

— capturedBIRs: The list of captured BIRs (see 5.5).

— referenceTemplate: optipnally, the existing template to be updated (see 5.5).

— outputFormat: Specifies which BDB format to use for the returned processed
BIR, if the BSP.stpports more than one format. A null value indicgtes that the
BSP is to select the format (see 5.1.3).

— additiopalData: additionalData that will be stored by the BSP.

Return Value:|Returngthe BIR object that represents the result of processing (see 5)5)

Exception:|If the input parameters are invalid, the format is not supported or opgration fails
dueto error.

BioAPIException (see 10.1)

6.4.2.3, BIR Process (int unitID, BIR capturedBIR, RegistryID outputFormat)

RIR P N 1 RTR AARIR wvo RIR RIR
] D1 I 0 ] ] D, BIR dDLU ADI1 I DI'<DIR> AUX d D 1IN

putFormat)

istryID out-

Description:|Processes the biometric sample captured, in order to create a processed biome-
tric sample for the purpose of either verification or identification. The overload-
ed method enables implementations that require the input of auxiliary data to
process the operation.
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Parameters:|— unitID: ID of the BioAPI unit to perform the operation.
— capturedBIR: the captured BIR (see 5.5).

— auxiliaryBIR: a BIR containing the auxiliary data used in the operation
(see 5.5).

— outputFormat: specifies which BDB format to use for the returned processed
BIR, if the BSP supports more than one format. null indicates that the BSP is
to select the format (see 5.1.3).

Return Value: | The BIR object that represents the result of processing (see 5.5)
Ex¢eption: |If the input parameters are invalid or operation fails due to error.

BioAPIException (see 10.1)

6.4.2.5 unpigned char AnalyseQuality (int unitID , BIR capturedBIR)

Desdription: |Processes the biometric sample captured, in order to analyse the quality, prgvid-
ing the quality score obtained.

Parameters:|— unitID: ID of the BioAPI unit to perform the operation.

— capturedBIR: the captured BIR (see 5.5).

Returh Value: | The quality score, which could be any integer between 0 (lowest quality) and 100
(highest quality), and 255 if the quality algorithm failed to provide a score.

Ex¢eption: |If the input parameters are invalid or-operation fails due to error.
BioAPIException (see 10.1)

6.5 Interface ISensor

6.5.1 Des¢ription

Represents fhe group of biometric operations that are available in a Sensor unit, which is in chafge of
acquiring the sample.

Methods and properties from this\Interface shall not be accessible by the application or the frameork,
as this interface is only intended to be included in a BSP or a BFP.

6.5.2 Method summary

6.5.2.1 void Calibrate (int unitID, int timeout)
Desdription: |Performs a calibration of the referenced sensor if the sensor supports it
Parameters:[— unitID: ID of the BIoAPT unit to perform the operation.

— timeout: The integer value specifying the timeout value in milliseconds. -1
means the BSPs default value will be used

Exception:|If the input parameters are invalid or operation fails due to error.
BioAPIException (see 10.1).
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6.5.2.2 BIR Capture (int unitID , vector<Purpose> purpose, BiometricSubtype subtype, Regis-
tryID outputFormat, int timeout, vector<ResultOptions> options)

Description: |Captures samples for the purpose specified, and the BSP returns either an inter-
mediate type BIR or a processed BIR. The purpose is recorded in the header of
the captured BIR. If RequestAuditData option is specified a BIR of type raw may
be returned in CaptureResult. The BSP is responsible for serializing.

Parameters:|— unitID: ID of the BioAPI unit to perform the operation.

— purpose: indicates the purpase of the biometric data capture

— subtype: indicates the subtype of the biometric sample acquired: Null value
indicates value is not provided (see 5.1.1.1).

— outputFormat: Specifies which BDB format to use for thé returned processed
BIR, if the BSP supports more than one format. A null-value indicates that the
BSP is to select the format (see 5.1.3).

— timeout: integer value specifying the timeout\value in milliseconds.

— options: requests additional output such as audit data.

Return Value: | The BIR object that represents the result'efthe capture operation (se¢ 5.5)

Exception:|If the sensor device is busy or operatiowfailed.
BioAPIException (see 10.1).

6.5.2.3 UnitIndicatorStatus GetIndicatorStatus (int unitID)
Description: | This function gets thelcurrent status of the indicator.

Parameters:|— unitID: ID of the BioAPI unit to perform the operation.

Return Value:| The current status of the indicator for the sensor

Exception:|If case of any error, BioAPIException (see 10.1).

6.5.2.4 void SetIndicatorStatus (int unitID , UnitIndicatorStatus indicatorStatus)

Descriptien:|This function sets the selected BioAPI Unit to the requested indicator|status if
the BioAPI Unit supports it.

After Accept or Reject is set in the IndicatorStatus parameter, the statjus will not
be changed until the application sets another value.

Parameters:|— punitiD: ID of the RiocAPl unit to pprfm‘m the operation

— IndicatorStatus: A value to which to set the indicator status of the BioAPI_Unit.

Exception:|If case of any error, BioAPIException (see 10.1).

7 BFP level
7.1 Interface IBFP

7.1.1 Description

Represents the Biometric Function Provider. This interface is composed of the BFP functionality and
the integration of those BioAPI_Units supported by the BFP. Within the same BFP only one category of
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BioAPI_Units shall be included. It also may provide support to the communication with BSPs and the
component registry.

7.1.2 Imported interfaces

One of the following interfaces shall be imported by IBFP, as many times as BioAPI_Units are whenever

a corresponding BioAPI_Unit is supported by the BSP.

— IArchive;

— ISensor;

— IProcesging;

— ICompafison.

7.1.3 Properties summary

— IBFPSc

ma BFPSchema;

— vector<yinsigned char> ACBiolnstance.

7.1.4 Events summary

There is a py
— event B

— event BJ

7.1.5 Met

In addition
following mq

blic event which allows the BFP to launch an event when'something of interest occurs:

PEventCallback BFPEvent;
PGUIProgressCallback BFPGUICallback.

hod summary

o the methods for the categoriy s€lected for the BSP (given in 6.2, 6.3, 6.4 or 6.5)), the

thods shall be included in IBFP,

30
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7.1.5.1 void BFPLoad (BFPEventCallback bfpNotifyCallback)

Description:

Initializes a BFP. Initialization includes registering the BSP event handler for the
specified BFP and enabling all events. The BSP can choose to provide an event
handler function to receive notification of events. Many BSP's can independently
and concurrently load the same BFP, and each BSP can establish its own event
handler. They will all receive notification of an event. The same or different event

handlers can be used if a BSP loads multiple BFPs.

ng
address of the notlflcatlon

When an event occurs in a BFP, the BFP may send an event notificatio
by calling the BSP's event handler.

If a BSP has set up multiple event handlers, they shall be'called one at
any order chosen by the BFP) rather than concurrently:

Event notification may occur at any time, either dising a BSP call (rel3
unrelated to the event) or while there is no BSP'¢all in execution. BSP

A BSP may establlsh as many event handlers as it w1shes for a glven BFP, by call-

ified by the
h to the BSP
a time (in

ited or
writers

should ensure that all callbacks are properlyand safely handled by thie BSP, no

matter when the BSP receives them.

When a BFP is loaded (BFPLoad), it shall'raise an “insert” event immge
each present BioAPI Unit. If the hardware component for a specific fu
is not present, the “insert” eventrgannot be raised until the hardware
has been plugged in.

The BFPNotifyCallback defines a callback used to notify the BSP of ev
BioAPI_EVENT. The BFRshall retain this information for later use.

diately for
hctionality
component

ents of type

Parameters:|— bfpNotifyCallback:defines a callback used to notify the BioAPI Ffamework
of events.
Exception: | Thrown if any, the parameters is not valid or any other error during initialization.

BioAPIException (see 10.1).

7.1.5

.2 void BFPUnload ()

Description:

Disables events and de-registers the use of the current BFP in the BSH
created a link to the BFP.

that has

Exception:

Thrown if any the parameters is not valid or any other error during if
BioAPIException (see 10.1).

\itialization.

7.1.5.3 vector<unsigned char> ControlUnit (int unitID, int controlCode, vector<unsigned
char> inputData)

Description:

Sends control data to the BioAPI_Unit and receives status or operation data from

there. The content of the parameters and the output will be specified
ed interface specification of this BioAPI_Unit.

in the relat-

NOTE This method is expected to forward the query to those relevant inter-

nal methods from the referenced BioAPI Unit. As the interoperability

is only

required at the BSP level, the way those relevant internal methods are called is
implementation dependent, and therefore out of the scope of this document.
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Parameters:

— unitID: 1D of the BioAPI unit to perform the operation.

— controlCode: The function code in the BioAPI_Unit to be called.

— inputData: Buffer containing the data to be sent to the BioAPI unit related to

the given ControlCode.

Return Value:

Data buffer containing the data received from the BioAPI_Unit after processing the
function indicated by the ControlCode. If no memory block has been allocated by

the function the value shall be NULL.

Exception:

If case of any error, BioAPIException (see 10.1).

7.1.5.4 vedtor<unsigned char> GetAuxiliaryData (int unitID)

Desd

ription:

Gets any auxiliary data available from the referenced BioAPI Unit-(e'g. a Seng
after performing an operation.

If no auxiliary data is available, then the method shall returma NULL.

Parameters:

— unitID: 1D of the BioAPI unit to perform the operatiof.

Retur

h Value:

Data buffer containing the auxiliary data received from‘the BioAPI_Unit after

processing the previous function. If no memory block has been allocated by t
function, the value shall be NULL.

he

Ex¢eption:

If case of any error, BioAPIException (see 10.1).
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7.1.5.5 vector<UnitSchema> QueryUnits ()

7.1.5.6 vector<UnitSchema> QueryUnits (vector<UnitCategoryType> unitCategories)

Description:

This function returns a list of BioAPI Unit schemas, which are managed by the

given BFP and are currently in the inserted state.

This function shall only be called after BFPLoad has been called for the speci-

fied BFP.
All Units in a BFP shall have a UnitSchema defined.

There is no requirement that a unit ID, returned by this function forya
BioAPI unit, be made available with the same unit ID value by the BSH
framework. A BSP is free to translate any unit ID value (provided-by 3
a different unit ID value before providing it to the frameworkxThe pu
such a translation would be to avoid the existence of duplicate unit ID
scope of the BSP, which might happen when a BSP is using’two or mor
the same category, or when a BSP is using a BSFP while’also directly 1
biometric sensors.

given

to the

BFP) into
"pose of
s within the
e BFPs of
nanaging

Return Value:

List of UnitSchemas where each element descrilyes properties of each
ble for the current session

unit availa-

Exception:

Thrown if the method is called if the BFP\is not reachable. BioAPIEx
(see 10.1).

ception

7.1.5

.7 void SetPowerMode (int unitID, UnitPowerMode powerMode)

Description:

This function sets the refefénced BioAPI Unit of the loaded BSP to the
power mode if the BioAPI Unit supports it.

requested

Parameters:

unitID: ID of théBioAPI unit to perform the operation.

— powerMode:-The indicator of the power mode to set the BioAPI_U

nit to.

Exception:

If case of amyerror, BioAPIException (see 10.1).

8 [
8.1

8.1.1

Repr

BSP level

Description

Interface IBSP

ide access to

bsents’the Biometric Service Provider. It is the factory of the session objects that prov

biom

btpic nppr:ﬂ'innc This interface is rnmpncnd of the BSP fnnr‘finn:\]ify and the infngrn

ion of those

BioAPI_Units supported by the BSP. It also may provide support to the communication with BFPs and
the component registry.

The developer of the BSP may decide to not support the publication of certain functionality of the
supported BioAPI_Units, providing the call of those methods to the external world, but launching a
BioAPI Exception indicating that such a method is not supported.

EXAMPLE

A BSP, for security reasons, may only want to publish aggregated functionality that can be called

atomically (e.g. Enrol), not allowing access to the individual methods used for this functionality, such as Capture
or CreateTemplate.

In addition, those methods and properties needed for interfacing with the framework are added by
inheriting the IBSPUnitSet interface.
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8.1.2 Imported interfaces

The following interfaces shall be imported by IBSP, whenever a corresponding BioAPI_Unit is supported

by the BSP.
— IArchive
— ISensor;

— IProcess

)

ing;

— IComparison.

8.1.3 Prolerties summary

There is a py

— IBSPSchf

— vector<

8.1.4 Events summary

There is a py

— event BS

8.1.5 Method summary

blic read-only property for stating the characteristics of the BSP:
ma BSPSchema;

nsigned char> ACBiolnstance.

blic event which allows the BSP to launch an event when-samething of interest occurs:

PEventCallback BSPEvent.

In addition tp the methods for all the categories of BioAPI Units that have been given in 6.2, 6.3, 6.4 and
6.5, the following methods shall be included in IBSPalthough the developer may decide that a cgrtain

number of t}
(see 10.1).

em are not supported, returning when they are called the corresponding BioAPIException

8.1.5.1 void BSPLoad (BSPEventCallback’bspNotifyCallback)

Desd

ription:

Initializes the BSR{It shall not be called more than once without the correspgnd-
ing call to BSPUnload()

Parameters:

— bfpNotifyCallback: defines a callback used to notify the BioAPI Framewgrk
of events.

Exq

ception:

Throww/if any of the parameters is not valid or any other error during initial-
ization.

BioAPIException (see 10.1).

8.1.5.2 void BFPUnload ()

Description:

Disables events and de-registers the use of the current BFP in the BSP that has
created a link to the BFP.

Exception:

Thrown if any of the parameters is not valid or any other error during initial-
ization.

BioAPIException (see 10.1).
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8.1.5.3 unsigned char CheckQuality (BIR inputBIR, RegistryID qualityAlgorithmID)

Description:

This function performs a quality assessment of the biometric data contained

within an input BIR.
If a quality algorithm is specified, and that algorithm is supported by

shall be utilized. If NULL, the BSP will select the quality algorithm to apply. BSPs
may determine what quality algorithms are supported by calling BioAPI_EnumB-
SPs. If an unsupported algorithm is requested, a BioAPIERR_UNSUPPORTED_AL-

GORITHM BioAPIException shall be thrown.

the BSP, it

Parameters:

— inputBIR: The BIR containing the biometric data whose quality/s
assessed.

— qualityAlgorithm: As input, the quality algorithm to be used'by th
output, the quality algorithm actually used by the BSF;

to be

p BSP; as

Return Value:

The assessed quality of the BIR data.

Exception:

If case of any error, BioAPIException (see 10.1).

8.1.5
char

4 vector<unsigned char> ControlUnit (int unitID, intControlCode, vector<uns

> inputData)

igned

Description:

Sends control data to the BioAPI_Urit and receives status or operatio
there. The content of the parameters and the output will be specified
ed interface specification of this BioAPI_Unit.

NOTE This method is expected to forward the query to those releva

nal methods from the referenced BioAPI Unit. As the interoperability fis only
required at the BSP level, the way those relevant internal methods ar¢ called is
implementation deperndent, and therefore out of the scope of this dociiment.

n data from
in the relat-

t inter-

Parameters:

— unitlD: 1D ofthe BioAPI unit to perform the operation.
— control€ode: The function code in the BioAPI_Unit to be called.

— inputData: Buffer containing the data to be sent to the BioAPI uni
the'given ControlCode.

[ related to

Return Value:

Data buffer containing the data received from the BioAPI_Unit after p
the function indicated by the ControlCode. If no memory block has be
by the function the value shall be NULL.

focessing
en allocated

Exception:

If case of any error, BioAPIException (see 10.1).
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purpose, B
tionalData

8.1.5.10 U
UUID refer

8.1.59 UU
tor<Purpot
signed chai

Format, veq

8.1.5.5 UUID Enrol (UnitList unitList, BIR capturedBIR, BIR referenceTemplate, vector<Pur-
pose> purpose, BiometricSubtype subtype, RegistryID outputFormat, vector<unsigned char>
additionalData, vector<ResultOptions> options)

8.1.5.6 UUID Enrol (UnitList unitList, vector<BIR> capturedBIRs, BIR referenceTemplate,
vector<Purpose> purpose, BiometricSubtype subtype, RegistrylD outputFormat, vector<un-
signed char> additionalData, vector<ResultOptions> options)

8.1.5.7 UUID Enrol (UnitList unitList, int numberOfPresentations, int numberOfAttempts, BIR
referenceTemplate, vector<Purpose> purpose, BiometricSubtype subtype, RegistryID output-

Format, ve¢tor<unsigned char> additionalData, int timeout, vector<ResultOptions> optioiis)

8.1.5.8 UUﬁ

vector<ResultOptions> options)

D Enrol (UnitList unitList, BIR capturedBIR, UUID referencelD, vector<Purpose>
ometricSubtype subtype, RegistryID outputFormat, vector<unsigned char> addi-

D Enrol (UnitList unitList, vector<BIR> capturedBIRs, UUID refenencelD, vec-
se> purpose, BiometricSubtype subtype, RegistryIlD outputFormat, vector<un-
"> additionalData, vector<ResultOptions> options)

UID Enrol (UnitList unitList, int numberOfPresentations, int numberOfAttempts,
bncelD, vector<Purpose> purpose, BiometricSubtype subtype, RegistrylD output-
rtor<unsigned char> additionalData, int timeout, vecter<ResultOptions> optiors)

Desdription: |Enrol a user by means of (in order of appereance in the list above):

the method.

the method.

unit in the BSP.

ReferencelD).

— Providing the sample to use for th® enrolment in the first parameter g

— Providing a list of samples to@se for the enrolment in the first parametef of

— Requiring the captureprocess of a certain number of times to the Sensof

The enrolment can-be done from scratch, or by updating a previous enrolment. In
the first case, the parameter ReferenceTemplate or ReferencelD shall have a Null

value. In the second case, the biometric reference to be updated can be provig-
ed by means.of a BIR (using ReferenceTemplate) or by means of the UUID (using

— Theresult of a successful enrolment will be the UUID assigned to the
biometric reference created and, optionally, the BIR for that biometric
reference, which will be located in the BiometricReference property. If fdr
any reason (e.g. security concerns) the BSP does not want to publish the
generated biometric reference, that property shall be set to NULL.

The BSP is responsible for providing the user interface associated with the

—.

busy or by queuing requests.

enrolment operation as a default. The application may request control of the GUI
"look-and-feel" by providing a GUI callback via the BSP.SubscribeToGUIEvents()
method. Since the Enrol() operation includes capture, it serializes the use of the
sensor device. If two or more applications are racing for the device, the losers
will wait until the operation completes or the timeout expires. This serialization
takes place in all functions that capture data. The BSP is responsible for serializ-
ing. It may do this by either throwing an exception to indicate that the device is
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Parameters:

unitList: BioAPI units to perform the operation.

capturedBIR: Optionally, the biometric sample to enrol, in BIR format (see 5.5).

capturedBIRs: Optionally, a list of BIRs with biometric samples to
the enrolment (see 5.5).

numberOfPresentations: When the sample to enrol is to be captured within
the BSP, this parameter determines the number of samples to be acquired

from the user.

numberOfAttempts: This parameter states the maximum number

be used for

of attempts

that has to be taken to acquire a Presentation, before returninga
related to Failure To Enrol (FTE).

referenceTemplate: Optionally, the BIR of the biometric réference {
updated (see 5.5).

referencelD: Optionally, the UUID of the biometri¢ reference to be

purpose:Avalueindicatingthedesiredpurpose(Entol, EnrolForVerif
or EnrolForldentification only).

subtype: Specifies which subtype (e.g;left/right eye) to enrol. A
indicates that the BSP is to select the subtype(s) (see 5.1.1.1).

outputFormat: Specifieswhich BDBformattouseforthereturned N¢
if the BSP supports more than‘ene format. A NULL value indicates
is to select the format (see\5.1.3).

additionalData: A additionalData that will be stored by the BSP.

timeout: An integer-specifying the timeout value (in milliseco
operation. If this timeout is reached, the function returns an e
results. Thisvalue can be any positive number. A -1’ value mea
default timeout value will be used.

options;-Requests additional output such as audit data. This data
to proevide a human-identifiable data of the person at the sensor u

n Exception

o be

updated.
icationOnly,

"null' value
bwTemplate,

that the BSP

hds) for the
'ror, and no
hs the BSP’s

nay be used
nit.

Return Value:| The BUID for the biometric reference stored

Exception:

Ifany of the parameters is not correct or other error occur during thelprocess
(é.g. no access to the database), BioAPIException (see 10.1).

8.1.3.11 \vector<unsigned char> GetAuxiliaryData (int unitID)

Description:|Gets any nnvi]iary data available from the referenced BiocAPI Unit (n g

after performing an operation.

a Sensor),

If no auxiliary data is available, then the method shall return a NULL.

Parameters: unitID: ID of the BioAPI unit to perform the operation.

Return Value:|Data buffer containing the auxiliary data received from the BioAPI_Unit after
processing the previous function. If no memory block has been allocated by the

function, the value shall be NULL.
If case of any error, BioAPIException (see 10.1).

Exception:
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8.1.5.12 vector<ICandidate> IdentifyAggregated (UnitList unitList, int maxFMRrequested,
BiometricSubtype subtype, bool binning, int maxResults, int timeout, vector<ResultOptions>
options)

8.1.5.13 vector<ICandidate> IdentifyAggregated (UnitList unitList, BIR inputBIR, int maxFM-
Rrequested, BiometricSubtype subtype, bool binning, int maxResults, int timeout, vector<Re-
sultOptions> options)

Description: | This method provides an aggregated functionality. It increases the functionality
of the Identify method from IComparison (see 6.3), allowing the Identify opera-

tiom etther;, witen the biometric sampie 1S airectly captured by tie BSPTatiing its
own Sensor unit, or by providing the input BIR in raw or processed format:

A call to PresetldentifyPopulation shall be done before this method cdn be cdlled
in order to establish the population within which the search is done\

Refer to the Identify methods in IComparison (6.3) for further explanation.

The BSP is responsible for providing the user interface associated with the
enrolment operation as a default. The application may request control of the [GUI
"look-and-feel" by providing a GUI callback via the BSP:SubscribeToGUIEvents()
method. Since this operation includes capture, it serializes the use of the sensor
device. If two or more applications are racing for the device, the losers will wait
until the operation completes or the timeout eXpires. This serialization takes
place in all functions that capture data. The’BSP is responsible for serializing. It
may do this by either throwing an exception‘to indicate that the device is bugy or
by queuing requests.

Parameters:|— unitList: BioAPI units to performithe operation.

— inputBIR: The BIR to be identified, which could be in raw or processed format.

— subtype: specifies whichsubtype (e.g. left/right eye) to capture. Null
indicates that the value is not provided (see 5.1.1.1).

— timeout: an integer specifying the timeout value (in milliseconds) for the
operation. Ifthis timeout is reached an exception is thrown. This value chn
be any positive number. -1 value means the BSPs default timeout value wjill
be used:

— options: requests additional output such as audit data.

For the rest of the parameters, see the Identify methods in IComparison (6.3].

Return.Value: [See the Identify methods in IComparison (6.3).

ExcepTion:|In case of any of the Capture exceptions (b.o] or the Identily exceptions (b.3),
BioAPIException (see 10.1).
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8.1.5.14 vector<BFPListElement> QueryBFPs ()

8.1.5.15 vector<BFPListElement> QueryBFPs (vector<UnitCategoryType> unitCategories)

in the current session

tion Handler callback (see 10.2.2) to obtain information about all inst

array returned by the callback.

Description:|Returns the identification of those BFPs available that are supported by the BSP

NOTE On an incoming call to this function, the BSP can use the BFP Enumera-

and can then create the list of all supported BFPs by checking each entry of the

alled BFPs,

Parameters:|— unitCategories: Optionally, the list of categories for which the ghl
the unit schemas is requested

meration of

Return Value: | List of BFPs that are supported by current BSP

error. BioAPIException (see 10.1).

Exception:| Thrown if the method is called after the BSP has been unleaded, or any other

1.3.16 vector<UnitSchema> QueryUnits ()

1.3.17 vector<UnitSchema> QueryUnits (vector<UnitCategoryType> unitCategori

es)

Description:|Returns Units available by the BSP.
All Units in a BSP shall have a UnitSechema defined.

Parameters:|— unitCategories: Optionally,the list of categories for which the enu
the unit schemas is requested

meration of

Return Value: | List of UnitSchemas wheré&‘éach element describes properties of each
ble for being used.

unit availa-

(see 10.1).

Exception:| Thrown if the meth@d is called after the BSP has been unloaded. BioAPIException

8.1.3.18 bool VerifyAggregated (UnitList unitList, int maxFMRrequested, BIR refer
plate¢, BiometricSubtype subtype, int timeout, vector<ResultOptions> options)

referenceTempldte, BiometricSubtype subtype, int timeout, vector<ResultOptions>

BiometricSubtype subtype, int timeout, vector<ResultOptions> options)

8.1.5

.21 bool VerifyAggregated (UnitList unitList, int maxFMRrequested, BIR inpu
refek - A s . .

8.1.3.19 bool VerifyAggregated (UnitList unitList, int maxFMRrequested, BIR inputBIR, BIR

8.1.5.20 boelVerifyAggregated (UnitList unitList, int maxFMRrequested, UUID ref¢renceKey,

bnceTem-

options)

BIR, UUID
s)

the following cases:

— The biometric sample is captured directly by the BSP calling its o
unit. Therefore the inputBIR parameter is not present.

parameter is added.

Description: | This method provides an aggregated functionality. It increases the functionlality
of the Verify method from IComparison (see 6.3), allowing the verify operation in

— The biometric sample is supplied either in raw or processed format.

— The biometric reference is declared by its UUID. Therfore the referenceKey

wn Sensor
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— The biometric reference is provided as a BIR. Therefore the
referenceTemplate parameter is used.

— The biometric reference is intrinsically known by the BSP (e.g. a single-user,
single enrolment application). Therefore the call will be given with NULL as
the referenceTemplate or referenceKey.

Refer to the Verify methods in IComparison (6.3) for further explanation.
The BSP is responsible for providing the user interface associated with the

enrolment operation as a default. The application may request control of the GUI
"look-and-feel" by providing a GUI callback via the BSP.SubscribeToGUIEvents()

mmethodSince this operatiom inctudes capture; itseriatizes the use of thesemsor
device. If two or more applications are racing for the device, the losers willMait
until the operation completes or the timeout expires. This serialization'takes
place in all functions that capture data. The BSP is responsible for serializing. It

may do this by either throwing an exception to indicate that the device is bugy or
by queuing requests.

Parameters:

— unitList: BioAPI units to perform the operation.
— inputBIR: the sample to be verified, either in raw or processed format.
— referenceKey: the UUID of the biometric reference to be used for verificatfion.

— referenceTemplate: the BIR corresponding te the biometric reference to be
used for verification.

— subtype: specifies which subtype (e«g)léft/right eye) to capture. Null
indicates that the value is not previded (see 5.1.1.1).

— timeout: an integer specifyingthe timeout value (in milliseconds) for the
operation. If this timeout isteached an exception is thrown. This value chn
be any positive number. <1 value means the BSPs default timeout value wfill
be used.

— options: requestsiadditional output such as audit data.

For the rest'of the parameters, see the Verify methods in IComparison (6.3).

Returp Value:

See the-Verify methods in IComparison (6.3).

Ex¢eption:

In case of any of the Capture exceptions (6.5) or the Verify exceptions (6.3), Bio-
APIException (see 10.1).

8.1.5.22 vaoidSetPowerMode (int unitID, InitPowerMode powerMode) |

Description:

This function sets the referenced BioAPI Unit of the loaded BSP to the requested
power mode if the BioAPI Unit supports it.

Parameters:|— unitID: The ID of the BioAPI Unit selected.
— powerMode: The indicator of the power mode to set the BioAPI_Unit to.
Exception:|If case of any error, BioAPIException (see 10.1).
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8.1.5.23 void SubscribeToGUIEvents (GUISelectEventCallback guiSelectEventCallback,
GUIStateEventCallback guiStateEventCallback, GUIProgressEventCallback guiProgressEvent-
Callback)

Description: | This method provides to the BSP the callback functions for the Select,

events set to NULL.

Progress events. If a certain event is not supported, a NULL value shall be pro-
vided for that kind of event. It is not possible to call this method with the three

If this method is called with a determined event that has been previously as-

State and

Signed a cattback function, the method SImply Teptaces the oid cattba
with the one provided in the current call.

k address

Parameters:|— guiSelectEventCallbackFunction: specifies address to the callback
the Select Event.

— guiStateEventCallbackFunction: specifies address to.the callback f]
the State Event.

— guiProgressEventCallbackFunction: specifiegaddress to the callba
for the Progress Event.

function for

unction for

k function

Ex ion: |BioAPIException (see 10.1).

8.1.5

.24 void UnsubscribeFromGUIEvents ()

Description: | This method clears the callback-addresses previously subscribed. Aft
this function, the BSP shall cease to notify GUI events to the framewo
application.

br a call to
'k or the

Exception: |BioAPIException (seetl0.1).

9 |
9.1

9.1.1

Repr
BFP 1

The ¥
mang

ramework level
Interface IComponentRegistry

Description

bsents the interface to the component registry. The Installer adds, deletes, or modi
ecords in€he component registry managed by the framework.

gedfrom the provided methods. Further information about the information that th

regis

fies BSP and

vay the-eomponent registry is implemented is dependent on the developer, as the conmiponents are

p component

[ry.Shall contain internally (e.g. a framework, BSP, Units schemas) is available at the

"Component

registry interface" clause in ISO/IEC 19784-1.

9.1.2

Method summary

9.1.2.1 void InstallBFP (BFPSchema bfpSchema, bool update)

Description:|Installs or updates the references to a BFP in the component registry.

to a BFP.

tion is handled internally within the BioAPI Framwork and is not passed through

This func-
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Parameters:|— bfpSchema - specifies the information on the BFP to be installed or updated.

— update: If true, an update of an existing BFP is performed (i.e. if such BFP
is not yet installed, it will return an ERR_COMPONENT_NOT_REGISTERED
BioAPIException). If false, the installation refers to a new BFP. If the
BFP is already installed an ERR_COMPONENT_ALREADY_REGISTERED
BioAPIException is thrown.

Exception:| Thrown if any error during installation.
BioAPIException (see 10.1).

9.1.2.2 void InstallBSP (BSPSchema bspSchema, bool update)

Desclription: |Installs or updates the references to a BSP in the component registry, This fujnc-
tion is handled internally within the BioAPI Framwork and is not(pdssed thrgugh
to a BSP.

Parameters:|— bspSchema - specifies the information on the BSP to bednstalled or updated.

— update: If true, an update of an existing BSP is performed (i.e. if such BSH
is not yet installed, it will return an ERR_COMPONENT_NOT_REGISTERED
BioAPIException). If false, the installation reférsto a new BSP. If the
BSP is already installed an ERR_COMPONENT_ALREADY_REGISTERED
BioAPIException is thrown.

[

x¢eption:| Thrown if any error during installation,
BioAPIException (see 10.1).

9.1.2.3 void UninstallBFP (UUID bfpUUID)

Desdription:| This function uninstalls a@\BFP by removing references to that BFP in the conipo-
nent registry.

This function is handled internally within the BioAPI Framework and is not
passed through to a BFP.

Parameters:|— bfpUUIDP.- specifies BFP to be uninstalled.

Ex¢eption: | Thrown(if any error.
BioARIException (see 10.1).

9.1.2.4 void UninstallBSP (UUID bspUUID)
Desclrin,ztien: This-functionuninstalls o BSP by removing referencesto-that BSPin-thecompo-

SP-by+ £ cesto-tha inth
nent registry.

This function is handled internally within the BioAPI Framework and is not
passed through to a BSP.

Parameters:|— bspUUID - specifies BSP to be uninstalled.
Exception:|Thrown if any error.

BioAPIException (see 10.1).
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Interface IFramework

Description

Represents the biometric system. The biometric system is the hierarchical assembly whose root node
is the Framework component. The Framework controls BSPs. To provide necessary services to the

Fram

ework BSPs use BFP modules that are libraries implementing biometric algorithms and code that

manages sensors hardware. Along with BSPs, another part of the Framework is component registry
that stores the information about BSPs and BFPs.

9.2.2

Inherited interfaces

The IComponentRegistry is inherited by I[Framwork as to maintain a component registi

able
of md

9.2.3
Ther
— 1

9.2.4

y and being
o install, uninstall components, as well as to access its internal information to@llow the execution
thods such as EnumBFPs, QueryUnits, etc.

Properties summary
P is a public read-only property for stating the characteristics of the BSP:

FrameworkSchema FrameworkSchema.

Method summary

bacK

9.2.4.

1 void BSPLoad (UUID bspID, BFPEventCallback notifyCallback, BFPEnumerationCall-
bfpEnumeration, string context)

Initializes a BSP. Initialization’includes enabling all events except thos
disabled by the most recent;call to EnableEventNotifications. The app
can choose to provide anrevent handler function to receive notificatio
Many applications caftindependently and concurrently load the same
each application cant-establish its own event handler. They will all rec
cation of an event. The same or different event handlers can be used i
tion loads multiple BSPs.

Description:

An application may establish as many event handlers as it wishes, for

identified by a combination of address and context.

Whlen an event occurs in a BSP, the BSP may send an event notificatio
Framework by calling the Framework's event handler.

notification to each event handler established by each application for
event notification is enabled for that BSP. Therefore, a single event no
callback made from a BSP to the Framework may result in zero or mo

by calling’BioAPI_BSPLoad one or more times for that BSP. An event hpndler is

When the Framework receives an event notification from a BSP, it shalll send one

e that were
lication

n of events.
BSP, and
bive notifi-
Fan applica-

a given BSP,

N to the

which that
Fification
re callbacks

made hy the Framework to zero or more. npp]irnfinnc

chosen by the Framework) rather than concurrently.

application, no matter when the application receives them.

When the framework receives an event notification from a BSP, it shall call all
the event handlers established by each application for that BSP. If an application
has set up multiple event handlers, they shall be called one at a time (in any order

Event notification may occur at any time, either during a BioAPI call (related or
unrelated to the event) or while there is no BioAPI call in execution. Application
writers should ensure that all callbacks are properly and safely handled by the

NOTE This usually requires the use of thread synchronization techniques and dis-
cipline in the actions performed by the application code placed in event handlers.
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There is a "use count” on the establishment of event handlers; they have to be
de-established (by BSPUnload) as many times as they were established. When
the BioAPI Framework calls BSPLoad, it receives from the BSP an “insert” event
notification for each available BioAPI unit (of each category). If the biometric
application has provided an event handler in the call to BSPLoad and has not
disabled “insert” event notifications, the Framework will call back, in turn, the
application's event handler. Insert notifications can be disabled by calling the
function EnableEventNotifications. This will indicate to the biometric application
that it can go ahead. If the hardware component for a specific functionality is not
present, the "insert" event cannot be raised until the hardware component has
been plugged in.

This function shall only be called if there is at least one call to Init for whichya
corresponding call to Terminate has not yet been made.

The BSPLoad function is not to be called unless the BSP has been installed uging
InstallBSP. A determination of installed BSPs can be made throughsa call to
EnumBSPs.

Parameters:

— bsplD: ldentifies the BSP to initialize.

— notifyCallback: the event notification function provided by the caller. Thifs
defines the callback for event notifications from-the loaded biometric serfvice
provider.

— context: generic pointer to context information. When the selected biométric
service provider raises an event, thisvalue is passed as input to the evenlt
handler specified by NotifyCallback;

Ex¢eption:

Thrown if the framework has been terminated or any other error.
BioAPIException (see 10.1).

9.2.4.2 void BSPUnload (UUID bsplID, string context)

Desdription:

De-registers event notification callbacks for the caller identified by BSPUUID,.

BSPUnload is the ;analogue call to BSPLoad. If all callbacks registered with BioAPI
are removed, then BioAPI unloads (for that biometric application) the BSP that
was loaded-by calls to BSPLoad.

The BioAPI Framework uses the three input parameters to uniquely identify
registered callbacks.

This function shall only be called (for a given BSP UUID) if there is at least OT
call to BSPLoad (for that BSP UUID) for which a corresponding call to this func-
tion has not yet been made.

This includes the case in which the actions relative to a missing call to BSPUnload

are implicitly performed by the BioAPI Framework during a call to Terminate.

Parameters:

— bspID: Identifies the BSP to initialize.

— notifyCallback: the event notification function provided by the caller. This
defines the callback for event notifications from the loaded biometric service
provider.

— context: generic pointer to context information. When the selected biometric
service provider raises an event, this value is passed as input to the event
handler specified by NotifyCallback.

Exception:

Thrown if the framework has been terminated or any other error.
BioAPIException (see 10.1).

44

© ISO/IEC 2019 - All rights reserved


https://iecnorm.com/api/?name=a8001e0b70450d0a9d11cc89e9dee422

ISO/IEC 30106-4:2019(E)

9.2.4.3 void EnableEventNotifications (UUID bsplD, vector<EventKind> events)

Description: |Enables the events specified by the Events parameter and coming from the BSP
identified by the BSP UUID, and disables all other events coming from that BSP.

Events are enabled or disabled only for the application that calls this function. If
there are other applications using the BioAPI Framework or the specified BSP at
the same time, those applications will not be affected by the call to EnableEvent-
Notifications.

This function can be called at any time after BioAPI Init, even before the speci-
fied BSP has been loaded.

The Event parameter established by a call to this function remains in effect until
this function is called again for the same BSP.

This function shall only be called if there is at least one call'to Init for which a
corresponding call to Terminate has not yet been made'’

This function is handled internally within the BioAPI’Framework and|is not
passed through to a BSP.

Parameters:|— bspID: Identifies the BSP to initialize.

— events: the list of events where the notifications are expected to start being
supported.

Exception:| Thrown if the framework has beenterminated or any other error.
BioAPIException (see 10.1).

9.2.4.4 vector<BFPSchema> EnumBFPs\()

Description:| This function provides information about all BFPs currently installed|in the com-
ponent registry:

This functipnishall only be called if there is at least one call to Init for which a
corresporniding call to Terminate has not yet been made.

Thisifunction is handled internally within the BioAPI Framework and|is not
passed through to any BSP.

Return Value:{List of BFPSchemas of the BFPs available in the system

Exception:| Thrown if the method is called after framework is terminated.
BioAPIException (see 10.1).

9.2.4.5 vector<BSPSchema> EnumBSPs ()

Description:|Provides information about all BSPs currently installed in the component regis-
try. It fills the array with the BSP schemas of all installed BSPs.

This function shall only be called if there is at least one call to Init for which a
corresponding call to Terminate has not yet been made.

This function is handled internally within the BioAPI Framework and is not
passed through to any BSP.

Return Value:|List of BSPSchema where each element describes properties of one BSP available
in the biometric system
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