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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that
are members of ISO or IEC participate in the development of International Standards through
technical committees established by the respective organization to deal with particular fields of
technical activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other
international organizations, governmental and non-governmental, in liaison with ISO and IEC, also
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This document specifies an application programming interface expressed in C# language. C# is intended
to be a simple, general-purpose, object-oriented programming language that is aimed at enabling
programmers to quickly build a wide range of applications for the Microsoft.NET platform.

One of the advantages of using C# is that, as it is designed for the CLI (Common Language Infrastructure),
it allows multiple high-level languages to be used on different computer platforms without being
rewritten for specific architectures.

C# shares some features (overloading, some syntactic details) with C++ but also includes new

chara
C#is
inter

Java but, as expected, code implementation and compilation are different.

As Ja
C#is
and v

cteristics (reference and output parameters, enumerations, unified type system)~H
very similar to Java (interfaces, exceptions, object-orientation), which implies that the
faces and namespaces (which is the equivalent to packages in Java language) is'mostly

Fa implementation allows an easy use of Java BSPs, Java-based applicationw servers or
the best way to write windows desktop and web applications/services and provides
Uell-designed remote framework.

urthermore,
structure of
the same as

Java applets,
an advanced
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INTERNATIONAL STANDARD ISO/IEC 30106-3:2020(E)

Information technology — Object oriented BioAPI —

Part 3:
C# implementation

1 Scope

This Hdocument specifies an interface of a BioAPI C# framework and BioAPI C# BSPswhich mirror the
corrgsponding components specified in ISO/IEC 30106-1. The semantic equivalence of thiis document
will be maintained with ISO/IEC 30106-2 (Java implementation). In spite of the differenges in actual
paraineters passed between functions, the names and interface structure arethe same.

2 ormative references

The following documents are referred to in the text in such a way that some or all of fheir content
constlitutes requirements of this document. For dated references; only the edition cited| applies. For
undated references, the latest edition of the referenced documeiit (including any amendments) applies.

ISO/IEC 10646:2017, Information technology — Universgl‘Goded Character Set (UCS)
ISO/IEC 30106-1, Information technology — Object oriénted BioAPI — Part 1: Architecture

3 Terms and definitions
No terms and definitions are listed in thisdocument.
ISO apd [EC maintain terminological@atabases for use in standardization at the following addresses:

— IBO Online browsing platfortn: available at https://www.iso.org/obp

]

EC Electropedia: available at http://www.electropedia.org/

4 BioAPI C# Namespace Structure

4.1 [Overall'structure

The BioAPLC# interface is divided into several namespaces. The following is the namespade structure:

N i A DL Fal . £ - 1. . inValhal RED 1 A ml
—  NAIHIESP4dCE DIOATrT. GOIILAILS TUIICLIOIdIILYy LU IIIdIldgc UIILS, DorS, DS, UIC Ild llework and
Applications.

— Namespace BioAPI.Data: Contains all the data structures.
4.2 Namespace BioAPI

4.2.1 Namespace description

This namespace contains all the components responsible for managing and executing the functionality
of BioAPI. Component Registry interface is also defined in this namespace.

© ISO/IEC 2020 - All rights reserved 1
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4.2.2 Structure

The description of this namespace is given explaining a bottom-up structure. In Clause 6, the interfaces
needed to be implemented for each of the Unit types are explained. It is important to note that such
interfaces do not refer to an implemented class by itself, as the accessible class will be either the
Biometric Service Provider (BSP) or the Biometric Function Provider (BFP), but the specifications in
this clause are common to the methods and properties to be added to the implemented BSP and/or BFP
classes.

This will be followed by the specification of the implementation of the BFP (Clause 7) and BSP (Clause 8)
interfaces. These two interfaces provide the lower layer interoperability level, equivalent to the SPI and

BFPI interfagesindSOAEC19784-1.

The higher lpyer of interoperability level is provided by the specification of the Framework-(Clause 9,
with the Framework Interface and the Component Registry) and the Application interaction| (Clauke 10,
with the spdcification of the Exceptions and Callback functions). This provides the equivalence o the
APl interfac¢ in ISO/IEC 19784-1.

4.3 Nameéspace BioAPI.Data

4.3.1 Namespace description

This namesylace contains all data structures needed for the implemerntation of 00 BioAPI.

4.3.2 Strulcture

Several data|structures are provided to comply with the réquirements of specifying this document. All
the BioAPIl.DJata namespace are specified in Clause 5, where all needed classes and enumeratior]s are
defined. Thi$ has to be complemented to the constantsidefined in ISO/IEC 30106-1.

5 Data types and constants
5.1 C(Class ACBioParameters

5.1.1 Des¢ription

Provides thq information whichis used to generate ACBio instances.

5.1.2 Properties sunimary

— int[] Chpllengen{get;} - Challenge from the validator of a biometric verification when ACBio is
used. This value shall be sent to the field controlValue of type ACBioContentInformation in ACBio
instancgs.

— int[] InitialBPUIOIndexOutput {get;} - The initial value of BPU 10 index which is to be assigned to the
output from the BioAPI Unit, BFP, or BSP when the ACBio instances are generated. The range between
InitialBPUIOIndexOutput and SupremumBPUIOIndexOutput shall be divided into the number of BSP
Units and BFPs which are accepted by the BSP, and assigned to the BSP Units and BSPs.

— int[] SupremumBPUIOIndexOutput {get;} — The supremum of BPU 10 indexes which are to be
assigned to the output from the BioAPI Unit, BFP, or BSP when the ACBio instances are generated.

2 © ISO/IEC 2020 - All rights reserved
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Class BFPListElement

5.2.1 Description

-3:2020(E)

Identifies a BFP by category and UUID. A list is returned by a BSP when queried for the installed BFPs
that it supports.

5.2.2 Properties summary

5.3

5.3.1) Description

Represents the record in the component registry that defines the properties of the BFP inj
system. [s a serializable class.

5.3.2 Properties summary

UnitCategoryType UnitCategory { get; set; }: The category of the unit.

UUID BFPID { get; set; J: The UUID assigned to the BFP.

Class BFPSchema [Serializable()]

YUID BFPUUID {get;}: UUID of the BFP.

—

nitCategoryType BFPCategory {get;}: Category of4he BFP identified by the BFPUUID.

tring BFPDescription {get;}: A NULL-terminated string containing a text description

ring Path {get;}: A pointer to a NULL-terminated string containing the path of the fil
the BFP executable code, including the filename. The path may be a URL. This string sh
IFO/IEC 10646 characters encoded in-UTF-8 (see ISO/IEC 10646:2017, Annex D). Wher
i$ used within a function call, the contponent that receives the call allocates the memory
schema element and the calling egmponent frees the memory.

ring SpecVersion {get;}: Major/minor version number of the BioAPI specification to w
was implemented.

j’zring ProductVersien{get;}: The version string of the BFP software.

wn

byte[] BEPProperty {get;}

—

ist<RegistrylD> BFPSupportedFormats {get;}: A list of the data formats that are supp
FP (see 7.1).

wel

ring Vendor {get;}: A NULL-terminated string containing the name of the BFP vendof.

talled in the

f the BFP.

e containing
all consist of

BFPSchema
y for the Path

hich the BFP

orted by the

List<BiometricType> FactorsMask {get;}: Alist of the biometric types supported by the

UUID FwPropertyID {get;}: UUID of the format of the following BFP property.

FP (see 7.1).

byte[] FwProperty {get;}: Address and length of a memory buffer containing the BFP property. The
format and content of the BFP property can either be specified by a vendor or can be specified in a

related standard.

© ISO/IEC 2020 - All rights reserved
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5.3.3 Method summary

5.3.3.1 virtual void Dispose ()

Description:

Removes all the information in the current object, leaving it empty for a next use.

Exception:|None.

5.4 C(Class

5.4.1 Des

BIR

cription

This interfa
definitions, 1
be used is gi

ven in ISO/IEC 30106-1.

5.4.2 Properties summary

NOTE TH
— Registry
— byte CB
— byte Paf]
— Registry
— bool BD
— bool BIR
— Biometr
— Biometr
— Registry
— Registry
— Registry
— Registry
— Registry
— byte[] B

e description of each of the properties can be found in ISO/IEC 19785-1(
ID SelfID { get; set; } (see 5.13).

LFFVersion { get; set; }.

ronHeaderVersion { get; set; }.

ID BDBFormat { get; set; } (see 5.13).

BEncription { get; set; }.

Integrity { get; set; }.

icType BDBBiometricType { get; set;J (see 5.7.2.2).
icSubtype BDBBiometricSubtype { get; set; } (see 5.7.2.1).
ID BDBCaptureDevice {get;set; } (see 5.13).

ID BDBFeatureExtractionAlg { get; set; } (see 5.13).

ID BDBComparisenAlg { get; set; } (see 5.13).

ID BDBCompresionAlg { get; set; } (see 5.13).

ID BDBPADTechnique { get; set; } (see 5.13).

DBChallengeResponse { get; set; }.

e represents BIRs (Biometric Information Records). It supports the ISO/IEC 19785
poth for Simple-BIRs or for Complex-BIRs. The specification of the patron forniatthat

— Date BD
— byte[] B

BCreationDate { get; set; } (see 5.8).

DBIndex { get; set; }.

— ProcessedLevel BDBProcessedLevel { get; set; }.

— RegistrylD BDBProduct { get; set; } (see 5.13).

— Purpose BDBPurpose { get; set; }.

— byte BDBQuality { get; set; }.

— RegistrylD BDBQualityAlg { get; set; } (see 5.13).

— List<Date> BDBValidityPeriod { get; set; } // 2 dates (see 5.8).

eries
shall

© ISO/IEC 2020 - All rights reserved
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— Date BIRCreationDate { get; set; } (see 5.8).

— byte[] BIRCreator { get; set; }.

]
— byte[] BIRIndex { get; set; }.
]

— byte[] BIRPayload { get; set; }.

— byte[] BIRPointer { get; set; }.

— List<Date> BIRValidityPeriod { get; set; } // 2 dates (see 5.8).

— R

|
o o

5.4.3

5.4.3

_eg_i_s_tr_bq_D_SBnnrmof J oot cot: 1 (cao T 12)
bl W =i D B G ====J"

-3:2020(E)

yte[] BDBData { get; set; }.
yte[] SBData { get; set; }.

Method summary

1 virtual BIR (byte[] record)

Description:|Constructs the BIR data from a byte array,coded as a self-identifying 1
indicated in the relevant clauses of ISO/IEC-19785-3 and ISO/IEC 1978

record, as
5-4.

Parameters:|— record: The byte array containing the CBEFF record.

Exception:|If the input parameters are invalid, the format is not supported or ops
due to error, BioAPIException (see 10.1).

ration fails

5.4.3
Biom
bDB(
Regis
bDB(

Date
List<

2 virtual BIR (RegistrylD bDBFormat,bhool bDBEncription, bool bIRIntegrity,

etricType bDBBiometricType, BiometricSubtype bDBBiometricSubtype, Registry
aptureDevice, RegistrylD bDBFeatureExtractionAlg, RegistrylD bDBComparisonA
tryID bDBCompresionAlg, RegistrylD bDBPADTechnique, byte[] bDBChallengeRes

bIRCreationDate, byte[] bIRCreator, byte[] bIRIndex, byte[] bIRPayload, byte[] bIR
Date> bIRValidityPeriod, RegistrylD sBFormat, byte[] bDBData, byte[] sBData)

D

lg,
ponse, Date

reationDate, byte[] bDBIndex;-ProcessedLevel bDBProcessedLevel, RegistryID bDBProduct,
Purppse bDBPurpose, byte bDBQuality, RegistryID bDBQualityAlg, List<Date> bDBVali

ityPeriod,
Pointer,

Description: |Censtructs the BIR data from its individual components.

due to error, BioAPIException (see 10.1).

Parameters:}=+ Each of the properties in the BIR class.
Exception:|If the input parameters are invalid, the format is not supported or opdration fails

5.4.3

3¢, 'virtual public byte[] ToArray()

Description:|Serializes a BIR record so as to provide it as a byte array representing the CBEFF

information.

Return Value:| The byte array containing the CBEFF information.

Exception:|If the input parameters are invalid, the format is not supported or operation fails

due to error, BioAPIException (see 10.1).

© ISO/IEC 2020 - All rights reserved
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5.4.3.4 virtual void Dispose ()

Description:|Removes all the information in the current BIR, leaving it empty for a next us

e.

Exception:|None.

5.5 Class BSPSchema [Serializable()]

5.5.1 Description

Represents the record in the component registry that defines the properties of the BSP installed in the
system. Is a

berializable class.

5.5.2 Properties Summary

UUID BS
String B

String P
the BSP
ISO/IEC
SCHEM/
for the B

String S}

PUUID {get;}.
SPDescription {get;}: A NULL-terminated string containing a text description of the B

hth {get;}: A pointer to a NULL-terminated string containing the path of the file contg
executable code, including the filename. The path may be a URLSThis string shall cons
10646 characters encoded in UTF-8 (see ISO/IEC 1064 6:2017, Annex D). When BioAPI
| is used within a function call, the component that receives the call allocates the me
ath schema element and the calling component frees thé.memory.

pecVersion {get;}: Major/minor version number ofthe'BioAPI specification to which th

was impllemented.

String P
String V

List<Red
BSP (sed

roductVersion {get;}: The version string of the’BSP software.
endor {get;}: A NULL-terminated string'containing the name of the BSP vendor.

ristrylD> BSPSupportedFormats {gét;}: A list the data formats that are supported b
5.13).

SP.
ining
ist of

| BSP_
mory

e BSP

y the

List<BigmetricType> FactorsMask {get;}: A list of the biometric types supported by the BSF (see

5.7.2.2).

List<BSIPSchemaOperations>Operations {get;}: A list of the biometric operations supported |

BSP (sed

5.7.2.4).

List<BSPSchemaOptigns> Options {get;}: A list of the biometric options supported by the BSI

5.7.2.5).

int Addi
to releay

fionalDataPolicy {get;}: Threshold setting (maximum FMR value) used to determine
e additionalData after successful verification.

y the

P (see

when

int Max

dditionalDataSize {get;}: Maximum additionalData size (in bytes) that the BSP can accept.

int DefaultVerifyTimeout {get;}: Default timeout value in milliseconds used by the BSP for Verify
operations when no timeout is specified by the application.

int DefaultldentifyTimeout {get;}: Default timeout value in milliseconds used by the BSP for Identify
and BioAPI_IldentifyMatch operations when no timeout is specified by the application.

int DefaultCaptureTimeout {get;}: Default timeout value in milliseconds used by the BSP for Capture
operations when no timeout is specified by the application.

int DefaultEnrolTimeout {get;}: Default timeout value in milliseconds used by the BSP for Enrol
operations when no timeout is specified by the application.

© ISO/IEC 2020 - All rights re

served
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— int DefaultCalibrateTimeout {get;}: Default timeout value in milliseconds used by the BSP for sensor

C

alibration operations when no timeout is specified by the application.

int MaxBSPDbSize {get;}: Maximum size of a BSP-controlled BIR database. It applies only when a BSP

is only capable of directly managing a single archive unit. A value of zero means that no information

a

- o = — =

Q Wn o o o

v o = s

—t =

L% T

—

bout the database size is being provided for one of the following three reasons:

a) databases are not supported;

b) itis capable of managing multiple units (either directly or through a BFP interface), each of
which may have a different maximum size and information about these units will be
provided as part of the insert notification (part of Unit Schema); or

c) onearchive unitis supported, but the information is not given here - it will bé prqvided in the

insert notification.

ht Maxldentify {get;}: Largest population supported by the identify function.
xFFFFFFFF.

ht MaxNumEnrollnstances {get;}: The maximum number of distinct inStances for whi
reate reference templates in one enrol operation. This informatidonican be useful to a
hat uses the application-controlled GUI feature.

yte[] HostingEndpointIRI{get;}: An IRl identifying the frathework for which the compo
ontains a registration of the BSP. This parameter shall’he ignored by frameworks c¢
his part of this International Standard and shall be get'to NULL by an application. It is
upport interworking standards, which may specify)the use of identical BSPs presen
omputers from within an application running on¢the same or a different computer.

UID BSPAccessUUID {get;}: AUUID, unique within the scope of an application, which th
hay use to refer to the BSP as an alternative to the BSP product UUID. This param
bnored by frameworks conforming to this part of this International Standard and can
UID value by an application. It is proyided to support interworking standards, which
he use of identical BSPs present on, multiple computers from within an application ru
ame or a different computer.

OTE The "BSPAccess_UUID" and the "HostingendpointIRI" are part of the definition
ioAPI_BSP_SCHEMA, but areé not part of the BSP schema information stored in the componen
50/1EC 19784-1).

pecifying the.supported algorithms.

ist< UUIDXBSPSupportedTransformOperations {get;}: array of BioAPI_UUID structur
he transferm operations supported within the BioAPI_Tranform operation.

5.5.3

Method summary

ist<RegistrylD> \BSPSupportedAlgorithms {get;}: array of BioAPI_ALGORITHM_II

Unlimited =

ch a BSP can
h application

hentregistry
nforming to
provided to
on multiple

e application
eter shall be
be set to any
may specify
nning on the

of the C type
E registry (see

structures

s specifying

5.5.3

.1 virtual void Dispose ()

Description:

Removes all the information in the current object, leaving it empty for a next use.

Exception:|None.

5.6

5.6.1

Class Candidate

Description

Defines each of the resulting candidates from the Identify functionality.
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5.6.2 Properties summary

— UUID Key { get; set; }: which defines the UUID of the candidate in the system (e.g. in the database).

— int FMRAchieved { get; set; }: which states the FMR achieved by the candidate during the Identify

process.

5.7 Class DataTypes

5.7.1 Description

Defines the {lifferent data types that can be used throughout this document. It embraces enumergtions
and constants. Values for the constants not defined in this document are defined in ISO/IEC 30104-1.

5.7.2 Enumerations

5.7.2.1 BipmetricSubtype

Description:

Subtype of the biometric data used (e.g. which finger used.in finger modalitig
When transferring this information into/from a binary.format, the Biometric
Subtype constants defined in ISO/IEC 30106-1 shall.be used.

wn

).

Enum Cpnstant
Summary:

NoValueAvailable
Left

Right

LeftThumb
LeftindexFinger
LeftMiddleFinger
LeftRingFinger
LeftLittleFinger
RightThumb
RightindexFinger
RightMiddleFinger
RightRingFinger
RightLittleFinger

LeftPalm
LeftBackOfHand
LeftWrist
RightPalm
RightBackOfHand
RightWrist

© ISO/IEC 2020 - All rights reserved
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5.7.2.2 BiometricType

ISO/IEC 30106-3:2020(E)

Description:
IEC 30106-1 shall be used.

Type of the biometric data used (e.g. modality). When transferring this infor-
mation into/from a binary format, the Biometric Type constants defined in [SO/

Enum Constan NoValueAvailable

Summary:
MultipleBiometricTypes

Face

Yorce

Finger

Iris

Retina
HandGeometry
SignatureOrSign
Keystroke
LipMovement
Gait

Vein

DNA

Ear

Foot

Scent.

5.7.213 BIRDatabaseAccess

Description:|Defines the access mode to the database.

HEnum Constant
Summary:

records.

— Read: Access mode which allows only retrieval of records.

ReadWrite: Access mode which allows addition, deletion and

retrieval of

Wcita: Accaccimadasahi
VIt Y ECe 5ot

is not allowed.

ion-ofracords
H-oFe€eras;

utretrieval
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5.7.2.4 BSPSchemaOperations

Description: | Enumerates the different operations that a BSP can offer to the biometric
application (see 5.5).

Enum Constant|—

Summary:

CalibrateSensor (0x00020000)
Capture (0x00000004)
CheckQuality (0x00080000)
ControlUnit (0x00400000)

CreateTemplate (0x00000008)

CreateTemplateWithAuxBIR (0x00000020)

EnableEvents (0x00000001)

Enrol (0x00000100)
GetIndicatorStatus (0x00010000)
Identify (0x00000080)
IdentifyAggregate (0x00000400)
PresetldentifyPopulation (0x00001000)
Process (0x00000010)
ProcessWithAuxBIR (0x01000000)
QueryBFPs (0x00200000)
QueryUnits (0x00100000)
Security (0x10000000)
SetIndicatorStatus (0x00008000)
SetPowerMode (0x00004000)
Vetify (0x00000040)
VerifyAggregated (0x00000200)
VerifyWithAuxBIR (0x02000000)

5.7.2.5 BSPSchemaQptions

Description: | Enumerates the different options that can a handle a BSP (see 5.5).

10
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Enum Constant
Summary:

Adaptation (0x00000800)
AppGUI (0x00000010)
AchiveBFP (0x00020000)
Binning (0x00001000)
BirEncrypt (0x00000200)
BirSign (0x00000100)

nnnnnnnnn

CoarseScores (0x00100000)
ComparisonBFP (0x00040000)
GUIProgressEvents (0x00000020)
IdentifyIndicator (0x00200000)
OCC (0x00004000) (on-card comparison, formerly known as MOC)
AdditionalData (0x00000080)
ProcessingBFP (0x00080000)
ProcessMultiple (0x00800000)
QualityIntermediate (0x00000004)
QualityProcessed (0x00000008)
QualityRaw (0x009000002)

Raw (0x00000001)
SelfCantainedDevice (0x00002000)
SensorBFP (0x00010000)
SourcePresent (0x00000040)
SubtypeToCapture (0x00008000)
TemplateUpdate (0x00000400)

Disabilities

PADFeature

© ISO/IEC 2020 - All rights reserved
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5.7.2.6 EventKind

Description:|Defines the kind of sources that can originate an event.
Enum Constant|— Insert (0x00000001)

Summary:
— Remove (0x00000002)
— Fault (0x00000004)

— SourcePresent (0x00000008)

—  SourceRemaved [nvnnnnnmn)

5.7.2.7 Fafility

Description:|Defines originator of the error in an exception (see 10.1).

Enum Cpnstant|— Framework: The error was reported by the framework cormponent.
Summary:

— BSP: The error was reported by the biometric service-provider.

— Unit: The error was reported by the biometric unit.

5.7.2.8 GUIEnrolType

Descfiption:|Indicates the enrol type of a BSP (see 10.2):

Enum Cpnstant|— TestVerify
Summary:

— MultipleCapture

5.7.2.9 GUIMoment

Description:|Determines the moment, when the processing of an operation is at the time of
calling a GUI callback function (see 10.2).

Enum Cpnstant|— BeforeStart
Summmary:
— AfterEnd

5.7.2.10 GUIOperation

Descfiption: |[P&termines the operation being performed when using GUI callback functiorns
(see 10.2).
Enum Cpnstant|— Capture
Sumnmdry:
— Enrol
— Identify
—  Verify

5.7.2.11 GUIResponse

Description: | Enumeration of the possible actions to be performed by a BSP after a GUI event
notification callback made by the BSP has returned control to the BSP (see 10.2).

12 © ISO/IEC 2020 - All rights reserved
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Enum Constant|— CycleStart
Summary:

— CycleRestart

— Default

— OpComplete

— OpCancel

— ProgressContinue

— ProgressSADbort
— Recapture

— SubOpStart

— SubOpNext

5.7.2{12 GUISuboperation

Description:|An enumeration of the possible types of subdperations performed by a|BSP during

an operation, to be reported to the applicatioh in GUI event notifications (see 10.2).

Enum Constant|— Capture

Summary:

— CreateTemplate
— Identify
— Process
— Verify

5.7.2|13 ProcessedLevel

Description:|Determines the level of processing of the BIR.
Enum Constant|— Intermediate
Summary:
—_) Processed
— Raw
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5.7.2.14 Purpose

Description:|Defines the purpose for which the BIR or process is intended.

Enum Constant|— Verify
Summary:

— Identify

— Enrol

— EnrolForVerificationOnly

— FEn r'an'nr'Tﬂaanir‘nfinnnnly

—  Audit
— Decide

— NoPurposeAvailable

5.7.2.15 ResultOptions

Description:|Defines the request to some BioAPI methods, to provide additional results to|the
originally defined (e.g. see 6.3.2).

Enum Cpnstant|— RequestAdaptedBIR: Request that a BIR-be constructed by adapting the
Summary: reference template using the processed.BIR that is the input to the biomletric
verification.

— RequestAdditionalData: Request that the additionalData should be returned
upon successful verification.

— RequestAdditionalData: Request additional data to be used, for example, jn an
auditing process.

5.7.2.16 SeprurityOptionsType

Description:|Defines which segurity options are supported by the BioAPI_Unit.
Enum Cpnstant|— Encryption (0x00000001): Indicates that the BioAPI Unit supports encrygtion.
Summary:

—  MAC0x00000002): Indicates that the BioAPI Unit supports MAC generatjon.

—~SPigitalSignature (0x00000004): Indicates that the BioAPI Unit supports digital
signature.

— ACBioGenerationWithMAC (0x00000010): Indicates that the BioAPI |Unit
supports ACBio generation using MAC.

— ACBioGenerationWithDigitalSignature (0x00000020): Indicates that the BioAPI
Unit supports ACBio generation using digital signature.

5.7.2.17 UnitCategoryType

Description:|List the different categories for a BioAPI_Unit.
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Enum Constant|— Archive: The unit manages BSP’s BIR database. (0x00000001)

Summary:

— Sensor: The unit manages hardware sensor. (0x00000008)

processes. (0x00000010)

— Comparison: The unitisthe collection of comparison algorithms. (0x00000002)

— Processing: The unit is the collection of processing algorithms. (0x00000004)

— QualityAssessment: The unitis the collection of the different quality assessment

5.7.238 UnitlndicaterStatus
Description:|Defines possible values for the indicator status.
Enum Constant|— Accept
Summary:
— Busy
— Failure
— Ready
— Reject
5.7.2{19 UnitPowerMode

Description:|Defines possible unit power medes.

num Constant|— Detect: Mode when unitfis-able to detect interaction of subject wit

Summary:
— Normal: Mode whenall functions are available.

— Sleep: Minimunidnode. All functions off.

h the sensor.

5.8

5.8.1

Repr
the IS
for hq
date

5.8.2

Class Date

Description

bsents calendar date and time. Both date and time are coded in the same interface a
0/IEC 19794 séries also codes it in that way. Each of the properties have been define
mogenity among properties. Also, comparison methods are available to help on the us
ind time values.

Properties summary

s CBEFF and
d as integers
e of complex

— i

— int Month { get; set; }

— int Year { get; set; }

— int Hour { get; set; }

— int Minute { get; set; }

— int Second { get; set; }

© ISO/IEC 2020 - All rights reserved
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5.8.3 Methods summary

5.8.3.1 virtual bool IsLowerOrEqual (int day, int month, int year)

See 5.8.3.6.

5.8.3.2 virtual bool IsLowerOrEqual (int day, int month, int year, int hour, int minute, int second)

See 5.8.3.6.

5.8.3.3 vi

tual bool IsLowerOrEqual (Date date)

See 5.8.3.6.

5.8.3.4 il
See 5.8.3.6.

5.8.3.5 i
See 5.8.3.6.

5.8.3.6 viJ

tual bool IsHigherOrEqual (int day, int month, int year)

tual bool IsHigherOrEqual (int day, int month, int year, int hout, jnt minute, int sedond)

tual bool IsHigherOrEqual (Date date)

Desc

ription: | Compares the date and time of the objeet within the interface, with the one r¢p-
resented by the parameters of called method. The name of the method refers|to
the following operations:

— IsLowerOrEqual: "date and-time given by parameters" <= "object's dat
and time"

0

— IsHigherOrEqual: "daté’and time given by parameters” >= "object's dat¢
and time"

R
QD
—~
QO

meters:|— day: Day of thevhonth for the date to be compared with the object's date,
— month: Month for the date to be compared with the object's date.
— year;Year for the date to be compared with the object's date.

— hour: Hour for the date to be compared with the object's date.
—"minute: Minute for the date to be compared with the object's date.

— second: Second for the date to be compared with the object's date.

— date: Date to be compared with the object's date.

Return Value:|True if the condition is met, false otherwise.

Exception:|If the input parameters are invalid, the format is not supported or operation fails

due to error, BioAPIException (see 10.1).

5.9 C(lass

FrameworkSchema

5.9.1 Description

Defines the properties of the BioAPI Framework.

16
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5.9.2 Properties summary

5.9.3| Method summary

5.9.3{1 virtual void Dispose ()

UUID FrameworkUUID {get;}: UUID of the Framework component.

-3:2020(E)

String FwDescription {get;} A NULL-terminated string containing a text description of the

Framework.

String Path {get;}: A pointer to a NULL-terminated string containing the path of the fil

e containing

the Framework executable code, including the filename. The path may be a URL. This string shall
consist of ISO/IEC 10646 characters encoded in UTF-8 (see ISO/IEC 10646:2017, Annex D).

NOTE When FrameworkSchema is used within a function call, the component that receives the call

1locates the memory for the Path schema element and the calling component frees the memoy

ring SpecVersion {get;}: Major/minor version number of the BioAPI specificdtion 1
Hramework was implemented.

j:ring ProductVersion {get;}: The version string of the Framework software:
ring Vendor {get;}: A NULL-terminated string containing the namerfthe Framewor}

UID FwPropertylD {get;}: UUID of the format of the following Eramework property.

roperty. The format and content of the Framework property can either be specified b

U
Byte[] FwProperty {get;}: Address and length of a memexy buffer containing the
B
dan be specified in a related standard.

V.
o which the

t vendor.

Framework
7 a vendor or

Description:|Removes all the information in the current object, leaving it empty fof

a next use.

Exception:|None.

5.10|Class GUIBitmap

5.10.1 Description

Provides the support{ for exchanging graphical information between the application 3
throygh GUI callback-functions.

5.10.2 Properties

BiometricSubtype Subtype {get; set;}

nd the BSP,

imtWidth{get;set;}
int Height {get; set;}

byte[][] Pixel {get; set;}

5.10.3 Method summary

5.10.3.1 virtual void Dispose ()

Description: |Removes all the information in the current object, leaving it empty for a next use.

Exception:|None.

© ISO/IEC 2020 - All rights reserved
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5.11 Class

Identifypopulation

5.11.1 Description

Represents

the collection of BIRs the compare takes place against on biometric identification. The

interface provides a single property, which is the list of members of the population to be used. This
property is not allowed to be changed outside of this interface.

5.11.2 Properties summary

As mentioned, this interface has the following property, modified internally by the interface methods:

— List<Po;I»ulationMember> Populationldentified { get; }: This property can be used by the B[SP to

provide

5.11.3 Met

5.11.3.1 virftual void AddMember (PopulationMember member)

the list of members of the population.

hod summary

-

esc

iption:|Add a new member to the population to be used for identification purposes. Ju-
cessive calls to this method fills in the list of the population members.

:

neters:|— member: The member to be added.

Exdeption:|If input parameters are invalid or operatiowfails due to an error, BioAPIExcep-

tion (see 10.1).

5.11.3.2 virtual void Dispose ()

Desc

ription: | Removes all the information ofthe list of the population used for identificatign.

Tl

x¢eption: | BioAPIException (see 10.1);

5.11.3.3 virtual bool IsBound ()

Desc

ription: | True if at least one BIR in the population is bound to the BSP.

Return Value:|True if it is bound, false otherwise.

5.11.3.4 viI

tual void Unbind ()

Desc

Fiption: [Ensures that all member BIRs are unbound.

Exd

eption:pf operation fails, BioAPIException (see 10.1).

5.12 Class

TOCTOU I I CTITIOTTY

5.12.1 Description

Defines a member of the population list to be used for identification purposes.

5.12.2 Properties summary

— UUID ke

y { get; set; }: The user identifier, which is expected to be related (or the same) as the unique

identifier of the user in the database.

— BIR Template { get; set; }: The user's biometric reference.

18
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Class RegistryID

1 Description

-3:2020(E)

Defines the identification of the data to be used or the product identification. It contains two parameters,
as defined in the different fields of ISO/IEC 19785-3 and/or ISO/IEC 19785-4 BIRs.

5.13.2 Properties summary

— short Owner {get; set;}

—
5.14

5.14.

Defin
appli

signafture of the BIR and also to give the information of the hash algérithm, the informati

MAC

the
infor

5.14.
— 1

s
s
— b
H
d
— L

— b
— b

Whe;[ this structure is used in the interface UnitSchema as the output parameter of BioAPI

MAC or digital signature are supported or to be executed by the BioAPI_Unit.

ort Type {get; set;}
Class SecurityProfileType

1 Description

es the information of the cryptographic algorithms and keys of @yBioAPI_Unit or
cation which is used to encrypt/decrypt biometric data or to genérate/validate the M

peneration, and the digital signature used in ACBio generation.

arameters in this structure indicate the information supported in the BioAP
mation can be found in ISO/IEC 19784-1.

2 Properties summary

ist<SecurityOptionsType> SupportedSecurityOptions {get;}
yte[] ENCInfo {get;}

yte[] MACInfo {get;}

yte[] SIGNAlg {get;}: Identifies the digital signature algorithm supported by a BioA
i0API type shall be the XML value notation of ASN.1 identifier (see ISO/IEC 8824-1]
igital signature algorithms.

ist<BSPSchemaOptions> ACBioOption {get;}: A mask which indicates which securit

yte[] HASHAlgForACBio {get;}.
yte[} MACInfoForACBio {get;}

a biometric
AC or digital
on about the

| QueryUnits,
_Unit. More

PI Unit. This
assigned to

y options of

— b

yvtef] SIGNAlgForACBio {get;}: As SIGNAIlg but used to generate ACBio instances

5.14.

5.14.

3 Method summary

3.1 virtual void Dispose ()

Description: |Removes all the information in the current object, leaving it empty for a next use

Exception:|None.

© ISO/IEC 2020 - All rights reserved
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5.15 Class UnitList

5.15.1 Description

Identifies a list of the selected BioAPI Units by category and ID. An object of this class shall only have
a maximum of one UnitListElement per category. If no UnitListElement is found for a specific category,
the BSP shall react properly (e.g. throwing an exception for not having a required Unit available).

5.15.2 Properties summary

— List<UnitListElement> { get; set; }: The list of the selected units.

5.15.3 Methods summary

5.15.3.1 vojd Add (UnitListElement unitListElement)

Description:|Add a new BioAPI unit to the list of selected units. If a unit ofthis category type is
already included, the new unit replaces it.

Parameters:|— unitListElement: Category type and unitID of the néw unit.
Ex¢eption: |If operation fails, BioAPIException (see 10.1).

5.15.3.2 in§ GetUnitID (UnitCategoryType unitCategoryType)

Descfiption: | Gets the unitID of the unit which has the€selected category type.

R

arameters:|— unitCategoryType: Category of therunit for which the UnitID is asked.

Return Value: |Unit ID corresponding to the category type provided.
Ex¢eption: |If operation fails, BioAPIException (see 10.1).

If there is no unit of the seléoted category type, BioAPIException of type
BioAPIErrUnitCategoryNotFound.

5.15.3.3 virtual void Dispose ()

Descfiption:|Removes alkthe information in the current object, leaving it empty for a next|use.
Ex¢eption: |None.

5.16 Class [UnitListElement

5.16.1 Des¢ription

Identifies a BieAPI Unit by category and ID. A list of these elements is used to establish the unlits to
consider during the execution of aggregated functions.

5.16.2 Properties summary
— UnitCategoryType UnitCategory { get; set; }: The category of the unit.
— int UnitID { get; set; }: The ID assigned to the BioAPI_Unit.
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5.17.1 Description
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Defines the properties of the biometric unit. There are no methods to modify the existing
UnitSchema object.

5.17.2 Properties summary

UUID BSPUUID { get; set; }: UUID of the BSP supporting this BioAPI Unit.

JUTD UnitManagerUUID { get; J: UUID of the software component directly managing th
(may be either the BSP itself or a BFP).

—n

ht UnitlD { get; set; }: ID of the BioAPI Unit. This will be created by the BSP uniquely.

—

nitCategoryType UnitCategory { get; }: Defines the category of the BioARNUhit.

—

UID UnitProperties { get; }: UUID indicating a set of properties of the BioAPI Unit. The
an either be specified by each vendor or follow a related standard.

Q

String VendorInformation { get; }: Contains vendor proprietaryinformation.

ist<EventKind> SupportedEvents { get; }: A mask indicating which types of events aj
y the hardware.

o =

UID UnitPropertylID { get; }: UUID of the format ef.the following Unit property struct

yte[] UnitProperty { get; }: Address and length' of a memory buffer containing the U
escribing the BioAPI Unit. The format and.content of the Unit property can either be
he vendor or be specified in a related standard.

(mileVlon —

I

mpty if not available.

(%)

tring FirmwareVersion { get;}: A NULL-terminated string containing the version of t
mpty if not available.

(wul

(%)

tring SoftwareVersion { get; }: A NULL-terminated string containing the version of t
mpty if not available:

wul

(%)

tring HardwareSerialNumber { get; }: A NULL-terminated string containing the vel
nique serialnumber of the hardware component. Empty if not available.

o

Hool AuthenticatedHardware { get; }: A boolean value that indicates whether th
domponent has been authenticated.

b BioAPI Unit

ndicated set

e supported

jire.

nit property
specified by

tring HardwareVersion { get; }: A NULL-terminated string containing the version of thie hardware.

he firmware.

he software.

hdor defined

e hardware

case it is an

i1f MavBSPNhSiza L gaot: L Mavimum ciza datahaca cunnartod hay tho Bia AP 1nit in
T e o T D oo e 555~ POty TC— 11T

IO IO T O Lo aata ot e oo DTO Y Ut

Archive unit. If zero, no database exists.

int MaxIdentify { get; }: Largest identify population supported by the BioAPI Unit, in case it is a

Comparison unit. Unlimited = FFFFFFFF.

List<SecurityProfileType> SecurityProfile { get; }: Security profile of the BioAPI Unit.

5.17.3 Method summary

5.17.3.1 virtual void Dispose ()

Description: |Removes all the information in the current object, leaving it empty for a next use.
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Exception: | None.

5.18 Class UUID [Serializable()]

5.18.1 Description.

Throughout the use of this document, Unique Identifiers need to be used either for components or for
users. This class defines the Universally Unique IDentifier (UUID) as the equivalent to the C# Guid data

type. Is a ser

ializable class.

5.18.2 Properties

— Guid ID
6 Object
6.1 Genel

[ get; set; }
oriented interfaces for supporting BioAPI_Units

ral

Each unit should have a UnitSchema implemented to be used by the BFP and/or BSP. Also, each unit

should have
update this
fixed to NUL

A comparison unit should have the following fields implementéd) used internally by the Verify met

int FMR

BIR Ad4
templatg

— byte[] A
previou

Finally, in a §
— byte[] Au

— UnitIndic
6.2 Interf

6.2.1 Des

an ACBiolnstance implemented. If ACBio is supported by.this Unit, then the Unit
field with the last generated ACBio instance. If ACBio is'net supported, this field sh
L.

Achieved, which indicates the value of the FMR.achieved within the comparison;

ptedBIR, which, if indicated by the VerifyResultOptions, holds the resulting BIR d

dditionalData which hold, if required, additionalData generated by the Verify method ¢
Sly.

ensor unit, the following fields should be implemented:
kiliaryData, and

htorStatus IndicatorStatus.
ace [Axchive

Cription

shall
q1] be

hods:

f the

e, once adapted by the result of the comparison made (e.g. for those cases with dyfgamic
adaptation of the user's biometric reference};;and

alled

This interface represents archiving functionality to a biometric application or BSP. Specific
implementation of the archiving system is up to the developer (e.g. directory with files, SQL based
database engine), as far as the interface follows the specification of this document.

Methods and properties from this interface shall not be accessible by the application or the framework,
as this interface is only intended to be included in a BSP or a BFP.

6.2.2 Method summary

6.2.2.1

void CloseDatabase (int unitID)

Description:|Closes the access to the database for which the Unit is developed.
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Parameters:

unitiD: ID of the BioAPI unit to perform the operation.

Exception:

If operation fails, BioAPIException (see 10.1).

6.2.2.

2

void DeleteBIR (int unitID, UUID key)

Description:

Deletes the BIR from database

Parameters:

unitiD: ID of the BioAPI unit to perform the operation

— key: UUID of the record to be deleted

Exception:

Ifthe database has been closed, or if database was opened in read-only mode, or

any other kind of error, BioAPIException (see 10.1)

6.2.2

3 BIR GetSingleBIR (int unitID, UUID key)

Description:

Get the specified record.

Parameters:

unitiD: ID of the BioAPI unit to perform the operation.

— key: UUID of the record to retrieve.

Return Value:

The requested record.

Exception:

If the database has been closed, or the database was opened in write-
or the record is not found, or any otherKind of error, BioAPIException

bnly mode,
(see 10.1).

6.2.2

4 List<UUID> ListUUIDs (int unitID)

Description:

Returns the list of UUIDs inclirded into the opened database.

Parameters:

unitiD: ID of the BioARI'unit to perform the operation.

Return Value:

The list of UUIDs included into the opened database.

Exception:

If the database has been closed, or the database was opened in write-
or any other kind of error, BioAPIException (see 10.1).

bnly mode,

6.2.2

5

Identifypopulation NewldentifyPopulation (int unitiD)

Description:

The.database used by the BSP or BFP is set to be the data source for ap identi-
fication operation. This can also be used to get a list of the BIRs included in the
database.

Parameters:

unitID: ID of the BioAPI unit to perform the operation.

Return\Walue:

The object representing the population (collection of BIRs) (see 5.11 ajnd 6.3).

Exception:

If the database has been closed, or the database was opened in write-
or any other kind of error, BioAPIException (see 10.1).

bnly mode,

6.2.2.

6

IdentifyPopulation NewldentifyPopulation (int unitID, List<UUID> UUIDList)

Description:

The database used by the BSP or BFP is set to be the data source for an identi-
fication operation. This can also be used to get a list of the BIRs included in the
database.

Parameters:

unitiD: ID of the BioAPI unit to perform the operation.

UUIDList: The list of UUIDs to be included into the new identify population.

Return Value:

The object representing the population (collection of BIRs) (see 5.11 and 6.3).

Exception:

If the database has been closed, or the database was opened in write-only mode, or
any other kind of error, BioAPIException (see 10.1).
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6.2.2.7 IdentifyPopulation NewldentifyPopulation (int unitlD, byte[] query)

Description:

The database used by the BSP or BFP is set to be the data source for an identifi-
cation operation. This can also be called to obtain the list of BIRs that match a
specified criteria in the database.

Parameter:|— unitID: ID of the BioAPI unit to perform the operation.

— query: The query submitted to the database to select the users to be included
into the population from which to identify. The query is submitted as a byte
array, but following the specific format demanded by the database engine used.

ReturpnMValue:!The nh}'nr‘f rnpr‘ncnhfing the pnpn]nfinh (Pn”nr‘finh of RIDC) (cnn C 11 and Q)

Exdeption:

If the database has been closed, or the database was opened in write-only mede, or
no records have been found, or any other kind of error, BioAPIException,(seé 10.1).

6.2.2.8 vojd OpenDatabase (int unitID, byte[] databaselD, BIRDatabaseAccess agcess)

Desckiption:

Opens the database managed by the BSP or BFP. No other database shall be
opened at the same time within the same unit. If a differént database has begn
previously used, then the CloseDatabase method shallbé called before callin
OpenDatabase.

=

D

Parameters:

— unitID: 1D of the BioAPI unit to perform the operation.

— databaselD: Specifies an optional identifier for the database to be op¢ned.
When different databases can be used with a single Archive unit, all dataljases
shall be compatible with the internal procedures of the Archive unit. If the
unit does not allow the selection.of different databases, then this parameter
shall have a NULL value.

— access: Specifies the access mode of the database to be opened (read/write).

Return Value:

The object representing thé/database opened.

Exdeption:

If the database is already opened, or any other kind of error, BioAPIExceptior]
(see 10.1).

6.2.2.9 UUID StoreBIR (int unitID,/BIR biometricReference)

Desckiption:

Add the specified BIR to database with no UUID, allowing the Unit to return the
UUID assigned.

Parameters:

— unitID: 1D of the BioAPI unit to perform the operation.

= biometricReference: The specific BIR to store.

The ID of the newly added BIR.

Hfthe database has been closed, orthe database was openedinread-only

modle,

A1
mmmmmmmmm ol TSt THy

or any other kind of error, BioAPIException (see 10.1).

6.2.2.10 void StoreBIR (int unitID, BIR biometricReference, UUID key)

Description:

Add the specified BIR to database and assign it the UUID provided. If the UUID is
already assigned, throw an exception. If the programme wanted to update an ex-
isting UUID, the application should first delete it and then re-use the UUID. This is
done this way to avoid involuntary overwriting.

Parameters:

— unitID: 1D of the BioAPI unit to perform the operation.

— biometricReference: The specific BIR to store.

— UUID key: The assigned UUID to that BIR.

24

© ISO/IEC 2020 - All rights reserved


https://iecnorm.com/api/?name=f63f777936a3019ca9c73bfd957ca18c

ISO/IEC 30106-3:2020(E)

Exception:|If the database has been closed, or the database was opened in read-only mode, or
the UUID is already in use, or any other kind of error, BioAPIException (see 10.1).
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6.2.2.11 UUID StoreBIR (int unitID, BIR biometricReference, byte[] auxiliaryData)

Description:|Add the specified BIR to database with no UUID, allowing the Unit to return the
UUID assigned.

A set of bytes with additional information is submitted in AuxiliaryData. The
format of that data is to be understood by the Unit (not specified in this docu-
ment). This information can be, for example, the demographics associated to the
BiometricReference.

Parameters:|— unitID: ID of the BioAPI unit to perform the operation.

Jos faazald ol Tl b DID & rs
ULIUITITUT lLl\CJCI Criccc. 11IC DIJC\.IIAL DIINTU SLUTI T,

— auxiliaryData: Additional data to be stored into the database in refetenge to
the BIR stored.

Return Value:| The ID of the newly added BIR.

Ex¢eption:|If the database has been closed, or the database was opened innfead-only mogle,
or any other kind of error, BioAPIException (see 10.1).

6.2.2.12 vojd StoreBIR (int unitID, BIR biometricReference, byte[] auxiliaryData, UUID key)

-
D
%]
(@

Fiption: | Add the specified BIR to database and assign it theZUUID provided. If the UUIP is
already assigned, throw an exception. If the prégramme wanted to update ar} ex-
isting UUID, the application should first deléte it and then re-use the UUID. This is
done this way to avoid involuntary overwiriting.

A set of bytes with additional information is submitted in AuxiliaryData. The
format of that data is to be understood by the Unit (not specified in this docu
ment). This information can be, fdt’example, the demographics associated tothe
BiometricReference.

"=
QD
~
QD

meters:|— unitlID: ID of the BioAPlunit to perform the operation.

— biometricRefereneé:JThe specific BIR to store.

— auxiliaryData:‘Additional data to be stored into the database in referenge to
the BIR stored.
— UUID-key: The assigned UUID to that BIR.

Exdeption: |If the database has been closed, or the database was opened in read-only mode, or
the UUID is already in use, or any other kind of error, BioAPIException (see 1{.1).

6.3 Interface IComparison

6.3.1 Des¢ription

This interface includes all properties and methods needed to perform biometric comparison
functionality. Some properties are defined to return the results of the Verify methods, securing their
values as no modification is allowed publicly. Methods are overloaded to allow the comparison of single
samples, or to adapt the comparison algorithm internally by the use of a list of BIRs in addition to the
sample BIR to be compared.

Within this unit, the term FMR is used. FMR represents the False Match Rate as a 32-bit integer value
(N) thatindicates a probable False Matching Rate of N/(231-1). The larger the value, the worse the result.
Negative values are used to signal exceptional conditions. The only negative value currently defined is
minus one. For security reasons no methods to modify the existing FMR object are provided.

Methods and properties from this interface shall not be accessible by the application or the framework,
as this interface is only intended to be included in a BSP or a BFP.
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6.3.2 Method summary

6.3.2.1 BIR GetAdaptedBIR (int unitID)

Description:

If indicated by the VerifyResultOptions, this method returns the resulting BIR of

the template, once adapted by the result of the comparison made (e.g. for those

cases with dynamic adaptation of the user's biometric reference).

Parameters:

— unitID: 1D of the BioAPI unit to perform the operation.

Return Value:

The adapted BIR. If no adapted BIR is calculated, it returns NULL.

Exception:

If case of any error, BioAPIException (see 10.1)

6.3.2{2 int GetFMRAchieved (int unitID)

Description:

This function gets the FMR achieved during the previous ¢omparison

Parameters:

— unitID: 1D of the BioAPI unit to perform the operation:

Return Value:

The FMR achieved.

Exception:

If case of any error, BioAPIException (see 10.1).

6.3.2|13 List<ICandidate> Identify (int unitID, int maxFMRreguested, BIR processedBIR, bool

binning, int maxResults, int timeout)

See 613.2.4.

6.3.2{4 List<ICandidate> Identify (int unitID, int maxFMRrequested, BIR processedBIR,

List<BIR> auxiliaryBIRs, bool binning, int maxResults, int timeout)

Description:

Performs biometric identification of the existing biometric sample. Th
performs an identifieation (1-to-many) comparison between a proces
a set of reference BIRs. The input is the processed BIR captured specif
this identification. The population that the comparison takes place ag
be previously:stated by calling PresetldentifyPopulation.

An overloaded method is defined as to allow using also a list of auxilig
order to better adapt the comparison algorithm.

ted BIR an
ically for
hinst shall

ry BIRs in

is function

d
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Parameters:|— unitID: ID of the BioAPI unit to perform the operation.

— maxFMRrequested: the requested FMR criterion for successful identification
(i.e., the comparison threshold).

— processedBIR: the BIR to be identified (see 5.4).

— auxiliaryBIRs: (optional) the list of auxiliary BIRs used to improve the
performance of the comparison algorithm (see 5.4).

— binning: a bool indicating whether binning is on or off. Binning is a search
optimization technique that the BSP may employ. It is based on searching
a subset of the population according to the intrinsic characteristics of the
biometric data. While it may improve the speed of the compare operatipn, it
may also increase the probability of missing a candidate (due to thejpossibility
of mis-binning and as a result, searching a bin which should, but doeq not,
contain the matching BIR).

— maxResults: A value of zero is a request for all candidateg:

— timeout: An integer specifying the timeout value (in milliseconds) for the
operation. If this timeout is reached an exceptiomis thrown. This valug can
be any positive number. A -1 value means the-BSPs default timeout valug will
be used.

Return Value: | The list of Candidates that represents the result of the biometric operation.

Exdeption:|If input parameters are invalid or operation fails due to an error, BioAPIException
(see 10.1).

6.3.2.5 vojd PresetldentifyPopulation (int unitID,ddentifypopulation population)

Description:|Provides the population of BIRs to the comparison unit. After this method is |n-
voked successfully, a BSP.can call Identify(). The BSP keeps this setting in effect
until the PresetldentifyRopulation() is invoked with different setting or eithgr
the BSP or the sessign is terminated.

Parameters:|— unitID: ID ofthe BioAPI unit to perform the operation.

— population: the population of BIRs against which the identificatign is
performed.

Exg¢eption:|If inputparameters are invalid or operation fails due to an error, BioAPIExcep-
tiofiifsee 10.1).

6.3.2.6 bodol Verify (int unitID, int maxFMRrequested, BIR processedBIR, BIR
referenceTamplate, List<ResultOptions> options)

See 6.3.2.6.

28 © ISO/IEC 2020 - All rights reserved


https://iecnorm.com/api/?name=f63f777936a3019ca9c73bfd957ca18c

ISO/IEC 30106

6.3.2.7 bool Verify (int unitID , int maxFMRrequested, BIR processedBIR, BIR
referenceTemplate, List<BIR> auxiliaryBIRs, List<ResultOptions> options)
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Description:

Performs biometric verification of an existing biometric sample. This

performs a verification (1-to-1) comparison between two BIRs: the input BIR and
the biometric reference. The input BIR is the processed BIR constructed spe-
cifically for this verification. The reference template was created at enrolment.

The application shall request a maximum FMR value criterion (thresh
successful comparison.

The Boolean output of the method indicates whether the verification was

function

old) for a

nnnnnnnn ful o ot o d b tntarnal e artine (TMD Achinagad AA-—.nanBIR and
SHEEe S5 Rotaht Tt Hherarproperae S icrerHeveeaapte

AdditionalData) are updated. By setting the RequestAdaptedBir optian the appli-

cation can request that a BIR be constructed by adapting the reférenc
using the input processed BIR.

If the comparison is successful, an attempt may be made to-@dapt the
template with information taken from the input BIR. (Not-all BSPs pef
tation). The resulting adapted BIR should now be considered an optin
ment template (it is up to the application whetherit uses or discards
is important to note that adaptation may not ocCur'in all cases.

If additionalData is associated with the referfence template, additional
be returned upon successful verification if the achieved FMR is suffici
gent; this is controlled by the policy of the BSP and specified in its sch
turn of additionalData is requested by setting the RequestAdditionall]

Access to the different ways of the results is provided by the Get funct

interface. This is done in this way so that the results cannot be modified outside

of the Comparison Unit.

This method is overloadéd with an additional parameter stating a list
BIRs that may help towptimize the behaviour of the comparison algor

e template

reference
form adap-
al enrol-
his data.). It

Data may
bntly strin-
bma. The re-
ata option.

ions of this

of auxiliary
ithm.

Parameters:

— unitID: ID of the'BioAPI unit to perform the operation.

— maxFMRregtiested: the requested FMR criterion for successful
(i.e., theé comparison threshold).

— proceéssedBIR: the BIR to be identified (see 5.4).

—£ YauxiliaryBIRs: (optional) the list of auxiliary BIRs used to i
performance of the comparison algorithm (see 5.4).

— referenceTemplate: the BIR to be verified against (see 5.4).

— Options:requestsadditional outputsuch asadapted BIRand/or add

verification

mprove the

itionalData.

Return Value:

tion.

The boolean decision that represents the result of the biometric oper3

EXxception:

IT mput parameters are 1invalid or operation 1ails due to an error, BlOAPIEXCE‘p-

tion (see 10.1).

6.4 Interface IProcessing

6.4.1 Description

Represents the group of biometric operation that are available when the unit of processing category is

being used.

Methods and properties from this Interface shall not be accessible by the application or the framework,
as this interface is only intended to be included in a BSP or a BFP.

© ISO/IEC 2020 - All rights reserved

29


https://iecnorm.com/api/?name=f63f777936a3019ca9c73bfd957ca18c

ISO/IEC 30106-3:2020(E)

6.4.2 Method summary

6.4.2.1 BIR CreateTemplate (int unitID, BIR capturedBIR, BIR referenceTemplate, RegistryID
outputFormat, byte[] additionalData)

See 6.4.2.2.

6.4.2.2 BIR CreateTemplate (int unitID, List<BIR> capturedBIRs, BIR referenceTemplate,
RegistrylD outputFormat, byte[] additionalData, int unitiD)

Descrintion: | Takes a BIR or alist of BIRs rnnfnining biometric data for the purpose of cre fing
a new enrolment template. A new BIR is constructed from the captured BIRand
it may perform an update based on an existing reference template. The optiohal
input reference template is provided for use in creating a new template if the|BSP
supports this capability.

Parameters:|— unitID: ID of the BioAPI unit to perform the operation.
— capturedBIR: The captured BIR (see 5.4)

— capturedBIRs: The list of captured BIRs (see 5.4)

— referenceTemplate: optionally, the existing template to be updated (see 5.4)

— outputFormat: Specifies which BDB formatto use for the returned procdssed
BIR, if the BSP supports more than onéformat. A null value indicates thgt the
BSP is to select the format (see 5.13)

— additionalData: additionalDatagthat will be stored by the BSP.

Return Value:|Returns the BIR object that represents the result of processing (see 5.4)

Ex¢eption: |If the input parameters are invalid, the format is not supported or operation|fails
due to error, BioAPIException (see 10.1).

6.4.2.3 BIR Process (int unitIiD, BIR capturedBIR, RegistrylD outputFormat)
See 6.4.2.4.

6.4.2.4 BIR Process (int unitlD, BIR capturedBIR, List<BIR> auxiliaryBIRs, RegistrylD
outputFormat)

Description:|Pracesses the biometric sample captured, in order to create a processed bionpe-
tric sample for the purpose of either verification or identification. The overlopd-
ed method enables implementations that require the input of auxiliary data to
process the operation.

P * R AAVERARY £41 n. ADL bt £, +1 4
daranrecers— arreiy . 10 UL ULIIT DIUAT T Ut tu ptlh U T UHICT UPTT AUIUIL.

— capturedBIR: the captured BIR (see 5.4).
— auxiliaryBIR: a BIR containing the auxiliary data used in the operation (see 5.4).

— outputFormat: specifies which BDB format to use for the returned processed
BIR, if the BSP supports more than one format. null indicates that the BSP is to
select the format (see 5.13).

Return Value: | The BIR object that represents the result of processing (see 5.4).

Exception:|If the input parameters are invalid or operation fails due to error.
BioAPIException (see 10.1)
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Description: |Processes the biometric sample captured to analyse its quality and return a qual-

ity score.

Parameters:|— unitID: ID of the BioAPI unit to perform the operation.

— capturedBIR: the captured BIR (see 5.4).

Return Value: | The quality score, which could be any integer between 0 (lowest quality) and 100
(highest quality), and 255 if the quality algorithm failed to provide a score.

Exception:|If the input parameters are invalid or operation fails due to error, BioAPIExcep-

tiom (see 9-1)-

6.5

6.5.1

Repr

Interface ISensor

Description

bsents the group of biometric operations that are available in a Sensor' unit, which is

acquiring the sample.

Meth
asth

bds and properties from this Interface shall not be accessible-by the application or the
s interface is only intended to be included in a BSP or a BEP:
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6.5.2 Method summary

6.5.2.1 void Calibrate (int unitID, int timeout)

Description:

Performs a calibration of the referenced sensor if the sensor supports it.

Parameters:|— unitID: ID of the BioAPI unit to perform the operation.
— timeout: The integer value specifying the timeout value in milliseconds. -1
means the BSPs default value will be used.
Exception:|If the input parameters are invalid or operation fails due to error, BioAPIExcep-

tiom {see 10-13:

6.5.2.2 BIR Capture (int unitID , List<Purpose> purpose, BiometricSubtype subtype; RegistryID

outputFormiat, int timeout, List<ResultOptions> options)

Description:

Captures samples for the purpose specified, and the BSP returhs-either an inter-
mediate type BIR or a processed BIR. The purpose is recorded’in the header ¢f
the captured BIR. If RequestAuditData option is specifieda BIR of type raw may
be returned in CaptureResult. The BSP is responsible fof serializing.

Parameters:

— unitID: 1D of the BioAPI unit to perform the operation.
— purpose: indicates the purpose of the biomeétric data capture.

— subtype: indicates the subtype of the-biometric sample acquired. Null yalue
indicates value is not provided (see(3.7:2.1).

— outputFormat: Specifies which‘BDB format to use for the returned procgssed
BIR, if the BSP supports moréthan one format. A null value indicates thgt the
BSP is to select the format {see 5.13).

— timeout: integer valuéspecifying the timeout value in milliseconds.

— options: requests’additional output such as audit data.

The BIR object that.represents the result of the capture operation (see 5.4).

Ex¢eption:

If the sensor device is busy or operation failed, BioAPIException (see 10.1).

6.5.2.3 UnitIndicatorStatiis GetIndicatorStatus (int unitID)

Desckiption:

Thisfunction gets the current status of the indicator.

Parameters:

— " unitID: 1D of the BioAPI unit to perform the operation.

Return Value:

The current status of the indicator for the sensor.

Ex¢eéption:

If case of any error, BioAPIException (see 10.1).

6.5.2.4 void SetIindicatorStatus (int unitID , UnitIndicatorStatus indicatorStatus)

Description:

This function sets the selected BioAPI Unit to the requested indicator status if
the BioAPI Unit supports it.

After Accept or Reject is set in the IndicatorStatus parameter, the status will not
be changed until the application sets another value.

Parameters:|— unitID: ID of the BioAPI unit to perform the operation.
— indicatorStatus: A value to which to set the indicator status of the BioAPI_Unit.
Exception:|If case of any error, BioAPIException (see 10.1).
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7 BFP level

7.1

7.1.1

Interface IBFP

Description

Represents the Biometric Function Provider. This interface is composed of the BFP functionality and
the integration of those BioAPI_Units supported by the BFP. Within the same BFP only one category of
BioAPI_Units shall be included. It also may provide support to the communication with BSPs and the
component registry.

7.1.2

One ¢
acor

— 1
— 1

7.1.4
Ther

7.1.5

Imported interfaces

f the following interfaces shall be imported by IBFP, as many times as BioAPI-Units alre whenever
responding BioAPI_Unit is supported by the BSP:

Archive;
bensor;
Processing;

Comparison.

Properties summary
BFPSchema BFPSchema {get; set;}

yte[] ACBiolnstance { get; }

Events summary

P is a public event which allows the BFP to launch an event when something of interesf occurs :
vent BFPEventCallback BFPEvent;
vent BEPGUIProgressCallback BFPGUICallback.

Method summary

In addition to the.methods for the categoriy selected for the BSP (given in 6.2, 6.3, 6.4 or 6.5), the

folloy

ving methods shall be included in IBFP.
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7.1.5.1

void BFPLoad (BFPEventCallback bfpNotifyCallback)

Description:

Initializes a BFP. Initialization includes registering the BSP event handler for the
specified BFP and enabling all events. The BSP can choose to provide an event
handler function to receive notification of events. Many BSP's can independently
and concurrently load the same BFP, and each BSP can establish its own event
handler. They will all receive notification of an event. The same or different event
handlers can be used if a BSP loads multiple BFPs.

A BSP may establish as many event handlers as it wishes, for a given BFP, by call-
ing BFPLoad one or more times for that BFP. An event handler is identified by the

addrace oftha ot fi oo

T T T ST Ut T Iro T rco troty

When an event occurs in a BFP, the BFP may send an event notification tothel BSP

by calling the BSP's event handler.

[f a BSP has set up multiple event handlers, they shall be called one at’a time (i
any order chosen by the BFP) rather than concurrently.
In-
ould
br

Event notification may occur at any time, either during a BSP\call (related or

related to the event) or while there is no BSP call in execution. BSP writers sh
ensure that all callbacks are properly and safely handléd by the BSP, no matt
when the BSP receives them.

When a BFP is loaded (BFPLoad), it shall raise an “inhsert” event immediately|for
each present BioAPI Unit. If the hardware compenent for a specific functionality
is not present, the “insert” event cannot be{aised until the hardware component
has been plugged in.

The BFPNotifyCallback defines a callback used to notify the BSP of events of
BioAPI_EVENT. The BFP shall retain this information for later use.

Lype

meters:

— bfpNotifyCallback: definesra-callback used to notify the BioAPI Framework
of events.

xdeption:

Thrown if any of the paramieters is not valid or any other error during
initialization.
BioAPIException (see-10.1).

vojd BFPUnload ()

ription:

Disables‘events and de-registers the use of the current BFP in the BSP that hgs
created-a link to the BFP.

Exdeption:

Thiown if any of the parameters is not valid or any other error during initializdtion.

BioAPIException (see 10.1).

7.1.5.3

byte[]'ControlUnit (int unitID, int controlCode, byte[] inputData)

Description:

Sends control data to the BioAPI_Unit and receives status or operation data from
there. The content of the parameters and the output will be specified in the
related interface specification of this BioAPI_Unit.

NOTE This method is expected to forward the query to those relevant internal
methods from the referenced BioAPI Unit. As the interoperability is only required at
the BSP level, the way those relevant internal methods are called is implementation
dependent, and therefore out of the scope of this document.

34
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Parameters:

unitiD: ID of the BioAPI unit to perform the operation.

controlCode: The function code in the BioAPI_Unit to be called

— InputData: Buffer containing the data to be sent to the BioAPI unit related to

the given ControlCode

Return Value:

Data buffer containing the data received from the BioAPI_Unit after processing
the function indicated by the ControlCode. If no memory block has been allocated

by the function the value shall be NULL.

Exception:

If case of any error, BioAPIException (see 10.1).

7.1.5

4 Dbyte[] GetAuxiliaryData (int unitiD)

Description:

Gets any auxiliary data available from the referenced BioAPIHUnit (e.g
after performing an operation.

If no auxiliary data is available, then the method shall.return a NULL.

a Sensor),

Parameters:

unitID: ID of the BioAPI unit to perform the operation.

Return Value:

Data buffer containing the auxiliary data receivédfrom the BioAPI_Unit after

processing the previous function. If no memoryBlock has been allocat
function, the value shall be NULL.

ed by the

If case of any error, BioAPIException (see 10.1).

5 List<UnitSchema> QueryUnits ()

Exception:
7.1.5
See 7]1.5.6.
7.1.5

6 List<UnitSchema> QueryUnits (List<UnitCategoryType> unitCategories)

Description:

This function returis a list of BioAPI Unit schemas, which are manage
given BFP and are currently in the inserted state.

This function:shall only be called after BFPLoad has been called for th
specified BFP.

All Units in a BFP shall have a UnitSchema defined.

There is no requirement that a unit ID, returned by this function for a
BioAPI unit, be made available with the same unit ID value by the BSP|
framework. A BSP is free to translate any unit ID value (provided by 4
a different unit ID value before providing it to the framework. The put
such a translation would be to avoid the existence of duplicate unit ID
scope of the BSP, which might happen when a BSP is using two or mor

'pose of

5 within the
e BFPs of
hanaging

the same category, or when a BSP is using a BSFP while also directly 1

biomMetTicSensors.

d by the

given
to the
BFP) into

Return Value:

List of UnitSchemas where each element describes properties of each unit

available for the current session.

Exception:

Thrown if the method is called if the BFP is not reachable. BioAPIException

(see 10.1).

7.1.5.

7

void SetPowerMode (int unitID, UnitPowerMode powerMode)

Description:

This function sets the referenced BioAPI Unit of the loaded BSP to the

power mode if the BioAPI Unit supports it.

requested
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Parameters:|— unitID: ID of the BioAPI unit to perform the operation.
— powerMode: The indicator of the power mode to which the BioAPI_Unit is to be
set.
Exception:|If case of any error, BioAPIException (see 10.1).
8 BSP level
8.1 Interface IBSP
8.1.1 Des¢ription

Represents he Biometric Service Provider. It is the factory of the session objects that proyide acc
biometric oyl

BioAPI_Unit

the componsg

The develop
supported B
BioAPI Excej

EXAMPLE
atomically (e.
or CreateTem

In addition,

inheriting th

8.1.2 Imp

The followinjg interfaces shall be imported by IBSP, whenever a corresponding BioAPI_Unit is supp

by the BSP:

ISensor;

8.1.3

There is a py

[Archiva;

IProcess

[Compal

Properties.ssummary

erations. This interface is composed of the BSP functionality and the integration of
5 supported by the BSP. It also may provide support to the communication’ with BFP
ntregistry.

er of the BSP may decide to not support the publication of ceftain functionality
i0API_Units, providing the call of those methods to the external world, but launch
ption indicating that such a method is not supported.

A BSP, for security reasons, can only want to publish aggréegated functionality that can be
b. Enrol), not allowing access to the individual methods use/d)for this functionality, such as C
blate.

those methods and properties needed for interfacing with the framework are add
e IBSPUnitSet interface.

prted interfaces

ing;

ison.

blie read-only property for stating the characteristics of the BSP:

PSS to
those
s and

f the
ing a

called
pture

ed by

prted

IBSPSchema BSPSchema {get; set;}

— byte[] ACBiolnstance { get; }

8.1.4 Events summary

There is a public event which allows the BSP to launch an event when something of interest occurs:

event BSPEventCallback BSPEvent.

8.1.5 Method summary

In addition to the methods for all the categories of BioAPI_Units that have been given in 6.2, 6.3, 6.4 and
6.5, the following methods shall be included in IBSP, although the developer may decide that a certain
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number of them are not supported, returning when they are called the corresponding BioAPIException
(see 10.1).

8.1.5.1 void BSPLoad (BSPEventCallback bspNotifyCallback)

Description: |Initializes the BSP. It shall not be called more than once without the
corresponding call to BSPUnload()

Parameters:|— bfpNotifyCallback: defines a callback used to notify the BioAPI Framework
of events.

Exception:| Thrown if any of the parameters is not valid or any other error during
Initialization.

BioAPIException (see 10.1).

8.1.5|2 void BSPUnload ()

Description: | Disables events and de-registers the use of the currerit BSP.

Exception:| Thrown if any of the parameters is not valid or any other error during
initialization.
BioAPIException (see 10.1).

8.1.5{3 byte CheckQuality (BIR inputBIR, RegistrylD qualityAlgorithmID)

Description: | This function performs a quality.asSessment of the biometric data contained
within an input BIR.

If a quality algorithm is specified, and that algorithm is supported by] the BSP,
it shall be utilized. If NYULL, the BSP will select the quality algorithm to apply.
BSPs may determine.what quality algorithms are supported by calling BioA-

PI_EnumBSPs.

If an unsupported algorithm is requested, a BlioAPIERR_UNSUPPORTED_ALGO-
RITHM BioAPIException shall be thrown.

Parameters:|— inputBIR: The BIR containing the biometric data whose quality is fo be
assessed.

—£ Y qualityAlgorithm: As input, the quality algorithm to be used by th¢ BSP; as
output, the quality algorithm actually used by the BSP.

Return Value: | The assessed quality of the BIR data.

Exception:|If case of any error, BioAPIException (see 10.1).

8.1.5{4<¢ byte[] ControlUnit (int unitID, int controlCode, byte[] inputData)

Description: |Sends control data to the BioAPI_Unit and receives status or operation data from
there. The content of the parameters and the output will be specified in the relat-
ed interface specification of this BioAPI_Unit.

NOTE This method is expected to forward the query to those relevant internal
methods from the referenced BioAPI Unit. As the interoperability is only required at
the BSP level, the way those relevant internal methods are called is implementation
dependent, and therefore out of the scope of this document.

Parameters:|— unitID: ID of the BioAPI unit to perform the operation.
— controlCode: The function code in the BioAPI_Unit to be called.

— inputData: Buffer containing the data to be sent to the BioAPI unit related to
the given ControlCode.
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Return Value:

Data buffer containing the data received from the BioAPI_Unit after processing
the function indicated by the ControlCode. If no memory block has been allocated
by the function the value shall be NULL.

Exception:

If case of any error, BioAPIException (see 10.1).

8.1.5.5 UUID Enrol (UnitList unitList, BIR capturedBIR, BIR referenceTemplate, List<Purpose>
purpose, BiometricSubtype subtype, RegistryID outputFormat, byte[] additionalData,
List<ResultOptions> options)

See 8.1.5.10.

8.1.5.6 UUID Enrol (UnitList unitList, List<BIR> capturedBIRs, BIR referenceTemplate,
List<Purpoge> purpose, BiometricSubtype subtype, RegistrylD outputFormat, byte[]
additionalData, List<ResultOptions> options)

See 8.1.5.10.

8.1.5.7 UUID Enrol (UnitList unitList, int numberOfPresentations, int numberOfAttempts,
BIR referenfeTemplate, List<Purpose> purpose, BiometricSubtype subtype, RegistryID
outputFormat, byte[] additionalData, int timeout, List<ResultOptions> options)

See 8.1.5.10.

8.1.5.8 UUID Enrol (UnitList unitList, BIR capturedBIR, UUID referencelD, List<Purpose>
purpose, BipmetricSubtype subtype, RegistrylD outputFermat, byte[] additionalData,
List<ResultPptions> options)

See 8.1.5.10.

8.1.5.9 UUID Enrol (UnitList unitList, List<BIR> capturedBIRs, UUID referencelD,
List<Purpoge> purpose, BiometricSubtype-subtype, RegistrylD outputFormat, byte[]
additionalData, List<ResultOptions> options)

See 8.1.5.10.

8.1.5.10 UUID Enrol (UnitList unitList, int numberOfPresentations, int numberOfAttempts,

UUID referencelD, List<Purpose> purpose, BiometricSubtype subtype, RegistryID outputFormat,

byte[] additionalData, int timeout, List<ResultOptions> options)

Desckiption:

Etirol a user by means of (in order of appearance in the list above):

— Providing the sample to use for the enrolment in the first parameter of the
method.

38

— Providing a [ist of samples to use for the enrolment in the first parameter of
the method.

— Requiring the capture process of a certain number of times to the Sensor unit
in the BSP.

The enrolment can be done from scratch, or by updating a previous enrolment. In
the first case, the parameter ReferenceTemplate or ReferencelD shall have a Null
value. In the second case, the biometric reference to be updated can be provid-
ed by means of a BIR (using ReferenceTemplate) or by means of the UUID (using
ReferencelD).
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— Theresult ofa successful enrolment will be the UUID assigned to the biometric
reference created and, optionally, the BIR for that biometric reference, which

The BSP is responsible for providing the user interface associated with the
enrolment operation as a default. The application may request control of the GUI
"look-and-feel" by providing a GUI callback via the BSP.SubscribeToGUIEvents()
method. Since the Enrol() operation includes capture, it serializes the use of the
sensor device. If two or more applications are racing for the device, the losers

ISO/IEC 30106

will be located in the BiometricReference property. If for any

security concenrs) the BSP does not want to publish the generated biometric

reference, that property shall be set to NULL.

-3:2020(E)

reason (e.g.

rialization

"A'Ii]] x'n'rcn't unfi] the npnr’)finn r‘nm?]ntnc orthe timnnut nvpirnc Thic g

takes place in all functions that capture data. The BSP is responsible']
ing. It may do this by either throwing an exception to indicate that the
busy or by queuing requests.

or serializ-
device is

Parameters:

unitList: BioAPI units to perform the operation.
capturedBIR: Optionally, the biometric sample to enrol, in BIR forn

capturedBIRs: Optionally, a list of BIRs with,hiometric samples tg
the enrolment (see 5.4).

numberOfPresentations: When the sanipleto enrol is to be capture
BSP, this parameter determines thé number of samples to be ac
the user.

numberOfAttempts: This parameter states the maximum number
that has to be taken to acquire a Presentation, before returning a
related to Failure To EnroV(FTE).

referenceTemplate: @ptionally, the BIR of the biometric reference tq
(see 5.4).

referencelD; Optionally, the UUID of the biometric reference to be

purposerAvalueindicatingthedesiredpurpose (Enrol, EnrolForVerif
or EnrolForldentification only).

Subtype: Specifies which subtype (e.g., left/right eye) to enrol. A
indicates that the BSP is to select the subtype(s) (see 5.7.2.1).

outputFormat: SpecifieswhichBDBformattouse forthereturned N¢
if the BSP supports more than one format. A NULL value indicates
is to select the format (see 5.13).

additionalData: A additionalData that will be stored by the BSP.

hat (see 5.4).

be used for

d within the
quired from

of attempts
n Exception

be updated

updated.

icationOnly,

'null’ value

ewTemplate,
that the BSP

timeout. An 1nteger specilying the timeout value (in milliseco

operation. If this timeout is reached, the function returns an error, and no
results. This value can be any positive number. A -1’ value means the BSP’s

default timeout value will be used.

options: Requests additional output such as audit data. This data may be used
to provide a human-identifiable data of the person at the sensor unit.

nds) for the

Return Value:

The UUID for the biometric reference stored.

Exception:

If any of the parameters is not correct or other error occur during the process

(e.g. no access to the database), BioAPIException (see 10.1).
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8.1.5.11 byte[] GetAuxiliaryData (int unitID)

Description:|Gets any auxiliary data available from the referenced BioAPI Unit (e.g. a Sensor),
after performing an operation.

If no auxiliary data is available, then the method shall return a NULL.

Parameters:|— unitID: ID of the BioAPI unit to perform the operation.

Return Value:|Data buffer containing the auxiliary data received from the BioAPI_Unit after
processing the previous function. If no memory block has been allocated by the
function, the value shall be NULL.

Exception: If caseof anverror BigAPIExcention (see 10 1)
aca=mxa-sxan J 7 T U =)

8.1.5.12 Lijt<ICandidate> IdentifyAggregated (UnitList unitList, int maxFMRrequested,
BiometricSybtype subtype, bool binning, int maxResults, int timeout, List<ResultOptions>
options)

See 8.1.5.12.

8.1.5.13 Lijt<ICandidate> IdentifyAggregated (UnitList unitList, BIR inputBIR, int
maxFMRrequested, BiometricSubtype subtype, bool binning, int maxResults, int timeout,
List<ResultPptions> options)

Descliption: | This method provides an aggregated functipnality. It increases the functionallity
of the Identify method from IComparisonAseée 6.3), allowing the Identify opera-

tion either, when the biometric sample igdirectly captured by the BSP calling its
own Sensor unit, or by providing the input BIR in raw or processed format.

A call to PresetldentifyPopulationsshall be done before this method can be cdlled
in order to establish the population within which the search is done.

Refer to the Identify methods'in IComparison (6.3) for further explanation.

The BSP is responsible for'providing the user interface associated with the
enrolment operation as-a default. The application may request control of the GUI
"look-and-feel" by ptroviding a GUI callback via the BSP.SubscribeToGUIEvents()
method. Since thisoperation includes capture, it serializes the use of the sengor
device. If twoor more applications are racing for the device, the losers will wpit
until the operation completes or the timeout expires. This serialization takeg
place ip-allfunctions that capture data. The BSP is responsible for serializing] It
may do-this by either throwing an exception to indicate that the device is bugy or
by-queuing requests.

Parameters:|— " unitList: BioAPI units to perform the operation.

— inputBIR: The BIR to be identified, which could be in raw or processed fomat.

— subtype: specilies which subtype (e.g., left/Tight eye) o capture. Null indicates
that the value is not provided (see 5.7.2.1).

— timeout: an integer specifying the timeout value (in milliseconds) for the
operation. If this timeout is reached an exception is thrown. This value can be
any positive number. -1 value means the BSPs default timeout value will be used.

— options: requests additional output such as audit data.

For the rest of the parameters, see the Identify methods in IComparison (6.3).

Return Value: |See the Identify methods in IComparison (6.3).

Exception:|In case of any of the Capture exceptions (6.5) or the Identify exceptions (6.3),
BioAPIException (see 10.1).
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8.1.5.14 List<BFPListElement> QueryBFPs ()

See 8.1.5.15.

8.1.5.15 List<BFPListElement> QueryBFPs (List<UnitCategoryType> unitCategories)

Description:

Returns the identification of those BFPs available that are supported by the BSP

in the current session.
NOTE On an incoming call to this function, the BSP can use the BFP Enu

Handler callback (see 9.2.2) to obtain information about all installed BFPs, and can then

create the list of all supported BFPs by checking each entry of the array retu

callback.

meration

rned by the

Parameters:

— unitCategories: Optionally, the list of categories for which the enu
the unit schemas is requested.

meration of

Return Value:

List of BFPs that are supported by current BSP.

Exception:

Thrown if the method is called after the BSP has been unleaded, or an
error. BioAPIException (see 10.1).

y other

8.1.5{16 List<UnitSchema> QueryUnits ()

See 8]1.5.17.

8.1.5|17 List<UnitSchema> QueryUnits (List<UnitCatégoryType> unitCategories)

Description:

Returns Units available by the -BSP.
All Units in a BSP shall have’a*UnitSchema defined.

Parameters:

— unitCategories: Optighally, the list of categories for which the eny
the unit schemas is requested.

meration of

Return Value:

List of UnitSchemas#here each element describes properties of each
available for being used.

unit

Exception:

Thrown if thé.method is called after the BSP has been unloaded. BioA
(see 10.1):

PIException

8.1.5{18 bool VerifyAggregated (UnitList unitList, int maxFMRrequested, BIR referen
BionletricSubtype subtype, int timeout, List<ResultOptions> options)

See 8]1.5.21.

ceTemplate,

8.1.5{19 boelVerifyAggregated (UnitList unitList, int maxFMRrequested, BIR inputBIR, BIR

referenceTemplate, BiometricSubtype subtype, int timeout, List<ResultOptions> opti

pns)

See 81521

8.1.5.20 bool VerifyAggregated (UnitList unitList, int maxFMRrequested, UUID referenceKey,
BiometricSubtype subtype, int timeout, List<ResultOptions> options)

See 8.1.5.21.

8.1.5.21 bool VerifyAggregated (UnitList unitList, int maxFMRrequested, BIR inputBIR, UUID
referenceKey, BiometricSubtype subtype, int timeout, List<ResultOptions> options)

Description: | This method provides an aggregated functionality. It increases the functionlality
of the Verify method from [Comparison (see 6.3), allowing the verify operation in

the following cases:
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— The biometric sample is captured directly by the BSP calling its own Sensor
unit. Therefore, the inputBIR parameter is not present.

— The biometric sample is supplied either in raw or processed format.

— The biometric reference is declared by its UUID. Therfore the referenceKey
parameter is added.

— Thebiometricreference is provided as a BIR. Therefore, the referenceTemplate
parameter is used.

— The biometric reference is intrinsically known by the BSP (e.g. a single-user,
single enrolment application). Therefore, the call will be given with NULL as
the referenceTemplate or referenceKey.

Refer to the Verify methods in IComparison (6.3) for further explanation.

The BSP is responsible for providing the user interface associatedwith the
enrolment operation as a default. The application may requesticontrol of the GUI
"look-and-feel" by providing a GUI callback via the BSP.SubscribeToGUIEvents()
method. Since this operation includes capture, it serializes the use of the sengor
device. If two or more applications are racing for the dévice, the losers will wpit
until the operation completes or the timeout expires=This serialization takeg
place in all functions that capture data. The BSP is’xesponsible for serializing It
may do this by either throwing an exception totindicate that the device is bugy or
by queuing requests.

Parameters:|— unitList: BioAPI units to perform theQperation.

— IinputBIR: the sample to be verified; either in raw or processed format.
— referenceKey: the UUID of thebiometric reference to be used for verificatjon.

— referenceTemplate: the BIR corresponding to the biometric reference fo be
used for verification,

— subtype: specifieswhich subtype (e.g., left/right eye) to capture. Null indigates
that the value istiot provided (see 5.7.2.1).

— timeout: an-integer specifying the timeout value (in milliseconds) for the
operation. If this timeout is reached an exception is thrown. This value c4n be
any positive number. -1 value means the BSPs default timeout value will be tised.

— «options: requests additional output such as audit data.

For the rest of the parameters, see the Verify methods in IComparison (6.3).

Return Value:{See the Verify methods in IComparison (6.3).

Exdeption: |In case of any of the Capture exceptions (6.5) or the Verify exceptions (6.3), Bjio-

APIEvcantion (cao 10 1)
e rExeepHeRSee o1y

8.1.5.22 void SetPowerMode (int unitID, UnitPowerMode powerMode)

Description:|This function sets the referenced BioAPI Unit of the loaded BSP to the requested
power mode if the BioAPI Unit supports it.

Parameters:|— unitID: The ID of the BioAPI Unit selected.

— powerMode: The indicator of the power mode to which the BioAPI_Unit is to be
set.

Exception:|If case of any error, BioAPIException (see 10.1).
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8.1.5.23 void SubscribeToGUIEvents (GUISelectEventCallback guiSelectEventCallback,
GUIStateEventCallback guiStateEventCallback, GUIProgressEventCallback
guiProgressEventCallback)

Description: | This method provides to the BSP the callback functions for the Select, State and
Progress events. If a certain event is not supported, a NULL value shall be pro-
vided for that kind of event. It is not possible to call this method with the three
events set to NULL.

If this method is called with a determined event that has been previously as-
signed a callback function, the method simply replaces the old callback address

VvV ICIT CIIC—OTT

Parameters:|— guiSelectEventCallbackFunction: specifies address to the callback|function for
the Select Event.

— guiStateEventCallbackFunction: specifies address to the.callback function for
the State Event.

— guiProgressEventCallbackFunction: specifies address to the callbgck function
for the Progress Event.

Exception:|BioAPIException (see 10.1).

8.1.5

24 void UnsubscribeFromGUIEvents ()

Description:|This method clears the callback addresses previously subscribed. Aftér a call to
this function, the BSP shall ceasétonotify GUI events to the framework or the
application.

Exception:|BioAPIException (see 10.1);

9 I
9.1

9.1.1

Repr
BFP 1

The
mana
regis
regis

ramework level
Interface IComponentRegistry

Description

psents the interfacesto the component registry. The installer adds, deletes, or modifies BSP and
ecords in the comiponent registry managed by the framework.

vay the component registry is implemented is dependent on the developer, as the conmiponents are
ged from'the provided methods. Further information about the information that thé component
[ry shalkcontain internally (e.g. a framework, BSP, Units schemas) is available at the|'Component
[ry interface” clause in ISO/IEC 19784-1.

9.1.2

9.1.2

Method summary

.1 void InstallBFP (BFPSchema bfpSchema, bool update)

Description: |Installs or updates the references to a BFP in the component registry. This func-
tion is handled internally within the BioAPI Framwork and is not passed through
to a BFP.
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Parameters:|— bfpSchema: Specifies the information on the BFP to be installed or updated.

— update: If true, an update of an existing BFP is performed (i.e. if such BFP
is not yet installed, it will return an ERR_COMPONENT_NOT_REGISTERED
BioAPIException). If false, the installation refers to a new BFP. If the
BFP is already installed an ERR_COMPONENT_ALREADY_REGISTERED
BioAPIException is thrown.

Exception:| Thrown if any error during installation.
BioAPIException (see 10.1).

9.1.2.2 vojfd InstallBSP (BSPSchema bspSchema, bool update)

Descfiption:|Installs or updates the references to a BSP in the component registry. This fujnc-
tion is handled internally within the BioAPI Framwork and is not pdssed thrgugh
to a BSP.

Parameters:|— bspSchema: specifies the information on the BSP to be installed or updated.

— update: If true, an update of an existing BSP is performed (i.e. if such BSP
is not yet installed, it will return an ERR_COMPONENT_NOT_REGISTERHD
BioAPIException). If false, the installation refensto a new BSP. If the
BSP is already installed an ERR_COMPONENT-ALREADY_REGISTERED
BioAPIException is thrown.

%!
X

eption: | Thrown if any error during installation.
BioAPIException (see 10.1).

9.1.2.3 vojd UninstallBFP (UUID bfpUUID)

Descfiption:| This function uninstalls a BER.by removing references to that BFP in the
component registry.

This function is handled internally within the BioAPI Framework and is not
passed through to a BFP.

meters:|— bfpUUID: Specifies BFP to be uninstalled.
Exdeption: | Thrown if any error.

BioAPIEXception (see 10.1).

:

9.1.2.4 vojd UninstallBSP (UUID bspUUID)

-
D
2
@

Fiption:+This function uninstalls a BSP by removing references to that BSP in the
component registry.

Thia £ 3 rala dlaod iat 11 aela s +lao Do A DI
LIS TUIITTIUITN IS IIAIlIUITU ITHTTH ATy VWILITIILD LT DIUAT 1
passed through to a BSP.

Parameters:|— bspUUID: specifies BSP to be uninstalled.

Exception:| Thrown if any error.
BioAPIException (see 10.1).
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9.2 Interface IFramework

9.2.1 Description

Represents the biometric system. The biometric system is the hierarchical assembly whose root node
is the Framework component. The Framework controls BSPs. To provide necessary services to the
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Framework, BSPs use BFP modules that are libraries implementing biometric algorithms and code that
manages sensors hardware. Along with BSPs, another part of the Framework is component registry
that stores the information about BSPs and BFPs.

9.2.2

Inherited interfaces

The IComponentRegistry is inherited by I[Framework as to maintain a component registry and being
able to install, uninstall components, as well as to access its internal information to allow the execution
of methods such as EnumBFPs, QueryUnits, etc.

9.2.3 Properties summary

Ther
— 1

9.2.4

9.2.4
bfpE

P is a public read-only property for stating the characteristics of the BSP:

FrameworkSchema FrameworkSchema { get; }.
Method summary

1 void BSPLoad (UUID bspID, BFPEventCallback notifyCallback, BFPEnumerat
humerationCallback, String context)

jonCallback

Description:

Initializes a BSP. Initialization includes enabling all events except thos
disabled by the most recent call to EnableEventNotifications. The app
can choose to provide an event handler function to receive notificatio
Many applications can independently and concurrently load the same
each application can establish its‘own event handler. They will all rec
cation of an event. The same,ox'different event handlers can be used i
tion loads multiple BSPs.

An application may establish as many event handlers as it wishes, for
by calling BioAPI_BSPL.oad one or more times for that BSP. An event h
identified by a comibination of address and context.

When an eventoccurs in a BSP, the BSP may send an event notification to the

Framework by calling the Framework's event handler.

When the Framework receives an event notification from a BSP, it shall send one

notification to each event handler established by each application for
event notification is enabled for that BSP. Therefore, a single event nof
callback made from a BSP to the Framework may result in zero or mo
made by the Framework to zero or more applications.

When the framework receives an event notification from a BSP, it shal

the event handlers established by each application for that BSP. If an application

has set up multiple event handlers, they shall be called one at a time (i

e that were
ication

h of events.
BSP, and

bive notifi-
an applica-

A given BSP,
hndler is

which that
ification
re callbacks

| call all

n any order

chosen by the Framework) rather than concurrently.

Event notification may occur at any time, either during a BioAPI call (related or
unrelated to the event) or while there is no BioAPI call in execution. Application
writers should ensure that all callbacks are properly and safely handled by the

application, no matter when the application receives them.

NOTE
discipline in the actions performed by the application code placed in event h
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This usually requires the use of thread synchronization techniques and

andlers.
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There is a "use count” on the establishment of event handlers; they have to be
de-established (by BSPUnload) as many times as they were established. When
the BioAPI Framework calls BSPLoad, it receives from the BSP an “insert” event
notification for each available BioAPI unit (of each category). If the biometric
application has provided an event handler in the call to BSPLoad and has not
disabled “insert” event notifications, the Framework will call back, in turn, the
application's event handler. Insert notifications can be disabled by calling the
function EnableEventNotifications. This will indicate to the biometric application
that it can go ahead. If the hardware component for a specific functionality is not
present, the "insert" event cannot be raised until the hardware component has
been plugged in.

This function shall only be called if there is at least one call to Init for whichs
corresponding call to Terminate has not yet been made.

The BSPLoad function is not to be called unless the BSP has been installed uging
InstallBSP. A determination of installed BSPs can be made through-a call to
EnumBSPs.

R
QD
—~
QO

meters:

— bsplD: Identifies the BSP to initialize.

— notifyCallback: The event notification function previded by the caller.|This
defines the callback for event notifications fromprthe loaded biometric setvice
provider.

— bfpEnumerationCallback: The event notification function provided by the
caller. The callback function allows a.BSP to know which BFPs are instalated
in the biometric system.

— context: Generic pointer to context information. When the selected biometric
service provider raises an eyent, this value is passed as input to the ¢vent
handler specified by NotifyGallback.

Ex¢eption:

Thrown if the framework has'been terminated or any other error.
BioAPIException (see 10.1).

9.2.4.2 vojd BSPUnload (UUID bsplD, String context)

Desckiption:

De-registers.event notification callbacks for the caller identified by BSPUUID

BSPUnload is the analogue call to BSPLoad. If all callbacks registered with BipAPI
are remaved, then BioAPI unloads (for that biometric application) the BSP that
wasloaded by calls to BSPLoad.

The BioAPI Framework uses the three input parameters to uniquely identify
registered callbacks.

This function shall only be called (for a given BSP UUID) if there is at least one

call to BSPLoad (for that BSP UUIDJ for which a corresponding call to this
function has not yet been made.

This includes the case in which the actions relative to a missing call to BSPUnload
are implicitly performed by the BioAPI Framework during a call to Terminate.

Parameters:

— bsplD: ldentifies the BSP to initialize.

— context: Generic pointer to context information. When the selected biometric
service provider raises an event, this value is passed as input to the event
handler specified by NotifyCallback.

Exception:

Thrown if the framework has been terminated or any other error.
BioAPIException (see 10.1).
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