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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
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Introduction

Transitioning the existing Power Grid to Smart Grid is a challenging task over a lengthy period, and all
power needs should be satisfied during the period that this transition takes place. This transition will
likely affect a broad set of stakeholders, e.g., individuals and businesses, and the stakeholders should
properly be informed of the changes taking place and to come. Smart Grid is a large, complex system
which operates at various operation modes ranging from fully automated to handle time critical and
instantaneous responses (sensing and actuation) to human-in-the-loop for response and interaction
(command and control). The transition to Smart Grid will be a gradual migration with the coexistence
of diverse technologies, systems, and equipment from the past, today, and the future. To ensure the
interoperability of the diverse technologies, systems, and equipment without compromising the

performance (e.g., reliability, safety, cyber security, etc.), Smart Grid will require effegti
These [standards should not be static, but evolve over the transitional time period. Th
should maintain their integrity to support all technologies, systems, and equipmentjthat 4
involved during the transition.

This International Standard does not address standards for Smart Grid (e.g.)electrical p
This International Standard addresses sensor network and its interfaees-to Smart Grid
applications of the sensor network to Smart Grid. The sensor netwafk-and its processi
provide intelligent services to the user, e.g., operators in various domains of Smart Grid in
utilitigs and consumers.

Thesephsornetwork playsmany criticalrolesinallareas of SmartGrid because: (1) sensorswi|
capability are smart devices and sensor nodes can include’actuators, (2) sensor data/in

include communication devices that formulate pratocols for the data/information strg
sensor)s monitor and measure their designated environments, collect data from the ¢
analyse the data if they have processing capability, formats the data, and stores them
memory devices; thus, within sensor network;some level of data management is necessaj

Sensoif data from Smart Grid in many casés should be secured and cyber security should
prevent from unauthorized access of sensors and related devices on the sensor network.
of sengor data, e.g., customer data andinformation, should be protected from the inform
and prifivacy point of view.

The sepsor network can provide various applications and services during the transitional
Grid. The sensor network.is . expected to become one of the essential and critical player
the legacy power grid.§ystem to Smart Grid. This includes adding and integrating sensq

ve standards.
pse standards
re and will be

hwer system).
, e.g.,, various
g algorithms
‘luding power

jth processing
formation are

itted via wired/wireless communication systems’and data links, and sensor n¢des typically

bams, and (3)
nvironments,
at their local

y.

be in place to
Certain types
htion security

road to Smart
in migrating
r-related and

network-related technologies with power systems and devices from the past, today, apd the future.

From the sensor ifetwork point of view, the information technology (IT) network is con
informjation highway or IT backbone providing the pathways for Smart Grid data and
Therefore, a_study of existing sensor network and power system related standards is
leverage these standards for the sensor network standard development unique for Sma
grid sqrvices and applications during the transitional period and afterward.

bidered as the
information.
necessary to
rt Grid, smart
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INTERNATIONAL STANDARD

ISO/IEC 30101:2014(E)

Information technology — Sensor networks: Sensor
network and its interfaces for smart grid system

1 Scope

This International Standard is for sensor networks in order to support smart grid technologies for
power generation, distribution, networks, energy storage, load efficiency, control and communications,

and as
for ser
smart
of the

syncht
securi

This In
— in
se
in

se

2 N

sociated environmental challenges. This International Standard characterizes the
sor networks to support the aforementioned applications and challenges. Data.fr
prid systems is collected, transmitted, published, and acted upon to ensure efficien
arious systems and subsystems. The intelligence derived through the sensor netw|
onization, monitoring and responding, command and control, datayinformatio
'y, information routing, and human-grid display/graphical interfaces.

ternational standard specifies

hsor network architecture to support smart grid systenis,
rerface between sensor networks with smart gridesystems, and

hsor network based emerging applications and\sérvices to support smart grid syst

prmative References

The f
indisp
refere

1SO/I
(SNRA

1S0/1
(SNRA

1SO/I
(SNRA

1S0/1

requirements
hm sensors in
coordination
prks supports
n processing,

ferfaces between the sensor networks and other networks-for'smart grid system applications,

EINS.

lowing documents, in whole or in‘gpart, are normatively referenced in this document and are

nsable for its application. For.dated references, only the edition cited applies

For undated

ces, the latest edition of the referenced document (including any amendments) applies.

29182-1, Informationstechnology — Sensor networks: Sensor Network Referenc
— Part 1: General overview and requirements

29182-2, Informgtion technology — Sensor networks.
— Part 2: Vocabulary and terminology

: Sensor Network Referenc

29182-3 Information technology — Sensor networks.
— Part 3} Reference architecture views

: Sensor Network Referenc

29182-4, Information technology — Sensor networks: Sensor Network Referenc

(SNRA) ~=Part 4: Entity models

b Architecture

b Architecture

b Architecture

b Architecture

ISO/IE

C 29182-5, Information technology — Sensor networks

(SNRA) — Part 5: Interface definitions

: Sensor Network Reference Architecture

IEEE 2030, Guide for Smart Grid Interoperability of Energy Technology and Information Technology
Operation with the Electric Power System (EPS), and End-Use Applications and Loads

3 Terms and Definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 29182-2 apply.
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4 Symbols (and abbreviated terms)

AMI
BAN
CB
CMOS
CNT
CPN
CT-IAP
DSM
DER
EPS
ESI
FAN
GIS
GPS
HAN
HV
[AN
[AP
[ED
IEEE
IS

ISP
IT-IAP
LAN
LTC
LV
MV
OHTL
PD
PEV

Advanced Metering Infrastructure

Business area Network

Circ

uit Breaker

Complementary Metal-Oxide-Semiconductor

Carbon Nanotube

Cus

Conf

. - 1
UIIICT PICIIISCS TITLWUILK

munication Technology Interoperability Architecture Perspective

Denpand-Side Management

Disf]
Elec
Ene
Fiel
Gas

Gloh

ributed Energy Resource
tric Power System

gy Services Interfaces

l area networks
[nsulated Switchgear

al Positioning System

Ho

e Area Network

High Voltage

Ind
Int
Int
Ins
Int
Int

Inf

strial Area Network
operability Architecture Perspective
ligent Electric Devige
itute of Electricaland Electronics Engineers
national Standards
net Seryvice Providers

mhation Technology Interoperability Architecture Perspective

Local Area Network

On-Load Tap-Changer

Low Voltage

Medium Voltage

Overhead Transmission Line

Partial Discharge

Plug-in Electric Vehicle
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PMU Phase Measurement Unit
PS# Power System # (Interface Designation in PS-IAP)

PS-IAP  Power System Interoperability Architecture Perspective

RH Relative Humidity

RF Radio Frequency

RTO Regional Transmission Organization
RTU Remote Terminal Unit

SCADA Supervisory Control And Data Acquisition
SDOs Standard Developing Organizations

SG Smart Grid

SGRM| Smart Grid Reference Model

SGRA Smart Grid Reference Architecture
SN&I Sensor Network and its Interface

SNRA| Sensor Network Reference Architecture
UGC Underground Cables

UHF Ultra High Frequency

UTP Unshielded Twisted Pair

uv Ultraviolet

WAN Wide Area Network

5 Smart Grid Reference Models and Architectures

5.1 General

Smart|Grid (SG).reference models and architectures are being developed by various standqrd developing
organizations (SDOs) and industrial consortia/organizations. Sensor network and its interfaces standard
for SG nged to be consistent with the reference model and architecture to be useful and realizable. The

natuzarly o d b st fo e £ou oot o d oot oo dode cbhosld o nnm];nnLl d t bl
Sensor IITCLVVUIIV dITU ILO TIILCTI TALUL O 1TULD OoI111d1I v 5! ™ \J)’Jl-\illl JSLdITUdI UY oIrfuvuuIuvu e uyl.lll\'(/lh e, a Op a e,

and adaptable to varying architectural differences among smart grid architectures to be effective.
For this reason, a number of available SG Reference Models and Architectures (SGRMs and SGRAs) are
referenced, and these SG reference models and architectures are included in Annex A of this standard
document. Understanding and leveraging the existing SGRMs and SGRAs is crucial for developing the
sensor network and its interfaces for smart grid system for compatibility and acceptance.

5.2 Smart Grid Architectures Adopted for Developing Sensor Network & its Interfaces
for Smart Grid System

For developing the sensor network and its interfaces for smart grid system, IEEE 2030 Power System
Interoperability Architecture Perspective (PS-IAP) is adopted because this architecture perspective
provides the entities/devices thatare physical orlogical in the power system for a typical implementation.
Additionally, from the sensor network point of view, the sensors in sensor networks interface with the

© ISO/IEC 2014 - All rights reserved 3
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power systems in the seven SG domains, namely, Operations, Service Providers, Customer, Distribution,
Transmission, Bulk Generation, and Market domains (See Annex A.2, NIST Smart Grid Conceptual Model).

Networking and communication allowing sensors and sensor networks within in each domain and
also between the domains is described in IEEE 2030 Communication Technology Interoperability
Architecture Perspective (CT-IAP), and this architecture perspective is adopted for any discussion of
sensor networks and data/information communication routing.

From the data/information contents perspective, IEEE 2030 Information Technology Interoperability
Architecture Perspective (IT-IAP) is adopted for this standard work to describe the data/information
that will be passed between the entities in the same domain and also between the domains.

[EEE 2030 PS
power system|
in a domain ¢
perspectiveis
the data/infoq

5.3 IEEE2

IEEE 2030 d¢
interoperabil
Information
called Interop

IEEE 2030 Pq
not only rept
electrical ene
applications i
flow in the sn

The domains
domain in IEH
Interoperabil

AP sty used-fordevetoping this stanmdard-because sensorsare physicatly attar
5 (e.g., physical interfaces), and these sensor nodes form a sensor network or sensornét
pbmmunicating data/information from one domain to another domain. The commun
described in the CT-IAP. From data/information stand point, the IT-IAP is utilized to d¢
mation contents and context mapping to the physical interfaces in the PS{IAP.

D30 Smart Grid Interoperability Guideline Standard

veloped Smart Grid Interoperability Guideline Standards. Inthis standard, smart
ty is categorized by Power System Technology, Communications Technolog
echnology. In each technology, top-level reference architécture is developed, w
erability Architecture Perspective (IAP).

wer System IAP (PS-IAP) represents a view ofthe Electric Power System (EP{
esents Smart Grid but also emphasizes the preduction, delivery, and consump
rgy. The CT-IAP emphasizes the communication connectivity among systems, devic
h the smart grid. The IT-IAP emphasizes the control of processes and data manag
art grid.

n IEEE 2030 are the same as those in the NIST Conceptual Model. The description
E 2030 is comprehensive. Table T-shows the description of each domain in the IEE
ty Guideline standard document.

hed to
works
cation
pscribe

grid’s
y, and
hich is

b) that
fion of
ps, and
ement

bf each
£ 2030
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Table 1 — IEEE 2030 descriptions of the SG domains

Domain

Descriptions

Bulk Generation

The bulk generation domain contains any generation and storage that is connected
directly to the transmission system (with no distribution system interface). The genera-
tion and storage can be any size such as large power generation stations, small peaking
generation, and small storage connected to the electrical transmission system. These
facilities may be owned by electric utilities or by independent entities.

The bulk generation domain‘s primary interfaces are with transmission domain entities,
generation and transmission operations control entity, and markets domain. The inter-
face to the markets domain is focused on the operation of the generation and storage

in arder to pravide economic operation The rest of the interfaces displayed in Figure 1

(PS-IAP) are focused on efficient and reliable operation.

Transrpission

The transmission domain includes entities that represent equipmeng.assodiated with
the electrical transmission system. This equipment is represented by thre¢ entities.

The transmission substation entity represents many pieces of eguipment ip substations
that cannot be classified as transmission protection and contreldevices ngr sensors and
measurement devices.

The transmission domain‘s primary interfaces are with.the bulk generatioh domain and
operations/control domain. The interfaces with the btitk generation domain are focused
on reliable operation. The interconnection with the)transmission operatiofi/control
entity in the operations/control domain is the.feCal point of the centralized control of the
transmission system. This is often under the*control of an independent sygtem operator,
Regional Transmission Organization (RTQ),er local utility. In addition, thefre may be
interfaces with the customer domain where the customer may have a tranfmission-level
connection to the power system, as thay’be the case with IPP‘s, large indusltrial facilities,
or large commercial facilities.

Distriljution

The distribution system domain‘includes entities located throughout the electrical dis-
tribution system. The distribution substation entity represents many components that
cannot be assigned to thedistribution protection and control devices entitly nor the sen-
sors and measurementdevices entity. In addition, the distributed energy rgsource (DER)
entity represents generation and storage of all kinds that are connected to[the electric
distribution system except those at customers’ facilities.

The distribution-domain’s primary interface is with the distribution oper

trol entity-inthe control and operations domain. This interface reflects the
control of'the distribution system from the distribution control centre. Th
domain may also have an interface to the transmission substation entity iy
mission domain. This interface usually reflects only protection and contro
Thedistribution domain may also have an interface with the generation oy

ion and con-
centralized
b distribution
the trans-
systems.
eration and

control entity in the control domain in order to provide direct dispatch of dlistribution
connected DER.
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Table 1 (continued)

Domain

Descriptions

Customer

The customer domain includes many types of customers that are connected to the
electrical distribution system or electrical transmission system. These customers could
be residential, commercial, or industrial. The customer domain may include customers
with only loads and customers with any combination of loads, generation, and storage.
The customer domain includes all loads whether they are connected at the transmission
or distribution level, but it does not consider generation and storage connected at the
transmission level. If generation and storage is connected at the transmission level, that
generation or storage is considered part of the bulk generation domain.

Each tvpe of customer may have several different entities emploved in its applicatjon.

These entities are dependent on the size and type of customer as well as its connegtions
to the EPS. The DER entity includes all distribution system-connected generation gnd

storage and may require an interface with the market domain. A plug-in elegtric ve¢hicle
may have the characteristics of a load or customer DER.

The customer domain can have interfaces to the distribution domain, markets domain,
and the distribution operations/control entity of the operations/control domain. Tlhese
interfaces handle the customer requirements with the exception of facilities that hjave a
substation connected to the electrical transmission system, firthis case, the substation
has interfaces to the transmission domain and to the transmission operations/conftrol
entity of the operations/control domain. Transmission eperations will often have ¢ontrol
over customer substations since customer substationsunay have direct influence dn
operations of the transmission system. In some instances, customer DER will be djrectly
dispatched by the generation or transmission operation and control entities.

Control and Ojpera-
tions

The control and operations domain includes/thrée distinctive operation and contr¢l enti-
ties. These entities are control generationytransmission, and distribution. They arg the
controlling mechanisms that, from an EPSviewpoint, keep the grid up and running.

The primary interface of each entityifrthe control and operations domain is to its
appropriate domain in the electricakpower system. These primary interfaces inclyde the
distribution operation and contrel entity to the distribution domain, the transmisgion
operation and control entity to the transmission domain, and the generation operdtion
and control entity to the bulk generation domain. In addition, the distribution opefation/
control entity has some interface to the customer domain for applications where the
customer has contrellable loads, generation, and/or storage. The transmission opgration
and control entity has an interface with the customer substation entity in the custpmer
domain for those circumstances where a customer connects directly to the transnjission
system instead‘of through the distribution system. In some instances, customer DER will
be directly dispatched by the generation or transmission operation and control enfities.

© ISO/IEC 2014 - All rights reserved
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Table 1 (continued)

Domain Descriptions

Market

regional entities.

The markets domain reflects market operations associated with electric utilities and

The markets domain is logically connected with any of the generation, load control, and
storage entities. Control by markets can be done directly at generation, load control, and
storage, but it can also be done via the operations/control domain. Additionally, as new
markets emerge, the customer may seek to interact directly with the marketplace.

Service Provider

power-related services. The service provider domain is the connection bet

The service provider domain contains third-parties and utilities that provide electrical

ween the

electric energy markets ard the e uSers. 1 TeTe are Many Moders for pot
service providers, but the most common model in use today is that of thee
as service provider. Some locations have third-party service providets,wh
electric power for consumption by end users.

Electric service providers may also provide additional electric power-relat
These services may include additional power supply options,'such as disco
consumption during peak hours. They may also include demand-side mang
services such as protection against lightning and voltage excursions.

Some electric service providers may also provide,services such as monitor
equipment for maintenance and troubleshooting purposes. The equipment
could include generation, storage, substation equipment, and equipment lo
tric distribution or transmission lines.

ntial electric
ectric utility
aggregate

ed services.
Lnts for less
gement and

ing electrical
monitored
cated on elec-

5.3.1

The Pgwer System Interoperability Architecture‘Perspective (PS-IAP) shown in Figure

repres
entitie
perspe

These

By
T
Di
Cy
Se
Caq

Power System Interoperability Architecture/Perspective (PS-IAP)

s, and interfaces from the power system perspective. The PS-IAP domains (c
ctives) provide a division of efforts close to those of existing electric utilities.

PS-IAP domains are:
1k generation
Ansmission
stribution

stomer

rvice providers

ntrol and operations

|1 is a logical

entation of the major entities that describe the functions of the EPS. Figure 1 displlays domains,

mmon to all

Ma+

hylratc
e

The PS-IAP entities (unique to all perspectives) reflect equipment or functions of the EPS. Interfaces
between entities in the power system perspective may represent multiple data flows over multiple data
links. For example, communication between a distribution substation and an operation centre may have
SCADA, voice, and video signals on the same interface. Only the interfaces are displayed in this diagram.
Because many alternatives of power flow options exist, the power flows are ignored in order to keep the
diagram less complicated. This standard document does not address the power flow.

Smart Grid implementation covers a geographical area implementation, a utility system implementation,
a control area implementation, or a nationwide implementation. For a given implementation, each entity
may represent any number of physical or logical devices. The entities and interfaces in Figure 1 (PS-IAP)
are described in Table B.2 and in Table B.3, respectively, and these tables are found in Annex B.
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5.3.2 Communication Technology Interoperabili

The

displays domgdins, entities, and interfaces fro
domains (compmon to all architecture persﬂ@t
electric utilitijes’ view that emphasizes.t

The

Figure 1 — Power system interoperability archite%@e perspectives (from IEEE 203(

QO

rchitecture Perspective (CT-IAP)

L=

Communjcation Technology Interoperabili;cg@rchitecture Perspective (CT-IAP) shown in Figure 2
e

seven CT{IAP domains are the sae}ks those domains in the PS-IAP:
Bulk gengration @ '

Transmisfsion C)O

Distributjon Q_®

Customer C)éo

Service p roviders

communications technology perspective. The CT-IAP
ives) provide a view of the EPS close to that of ekisting
roduction, delivery, and consumption of electrical ¢nergy.

Control and operations

Markets

Within each domain (intra-domain) or between domains (inter-domain), the entities are connected to
each other through one or more interfaces. The number of interfaces connecting one or more entities
represents the available (and future) and most relevant interconnection alternatives. If new entities or

interfaces are required in the near future, they can be added later following this approach.

The communicationsentitiesare eitherwireline or wirelessnetwork systemsorrelevantcommunications
system elements that stand out as important in the context of the whole system architecture. The
interfaces are further defined as generic interconnections that establish the minimum level of
interoperability requirements between two or more entities. The interfaces are then further specified
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in terms of performance requirement, security level, protocol layer, and other more specific needs that
will be identified in the future.

The entities are connected with communication links represented by lines between two entities; thus,
this line represents interface or connectivity between the two entities. It should be noted that the
single line between the two entities does not mean that there is only one or a single interface. The line
represents an aggregation of interfaces between the two entities. This approach is used to simplify the
diagram and improve readability. The entities in Figure 2 (CT-IAP) are described in Table B.4, and the
interfaces are described in Table B.5, and both tables are found in Annex B.
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Figure¢ 2 — Communication system interoperability architecture perspectives (from IEEE 2030)

5.3.3 | Information Technology Interoperability Architecture Perspective (IT-IAP)

The Infformation Technology Interoperability Architecture Perspective (IT-IAP) views the Smart Grid
from the perspective of the IT applications and the data flows associated with those applications. The
IT application and the data flows are used to operate and manage the power system with|[the main goal
of alloying interoperability of independently developed systems. The IT-IAP shown in Figlure 3 (IT-IAP)
is defiped inyterms of the functionality and the interoperability of the seven domains as|mentioned in
earlier in¢his document.

The objective of the IT technology represented by IT-IAP is not to define new information exchange
architecture, but rather to work with the current best practices and technologies and to identify and fill
the gaps for information exchange between the seven domains as necessary. Some of the gaps may be
non-functional rather than functional. Functional requirements describe the functions that the software
is to execute; for example, formatting some text or modulating a signal. They are sometimes known as
capabilities. Nonfunctional requirements are the ones that act to constrain the solution. Nonfunctional
requirements are sometimes known as constraints or quality requirements.

Explicit efforts have been made to adopt the terminology used in IEEE 2030 in order to ensure a
consistent architectural framework for the Smart Grid among the organizations seeking to further their
understanding, cohesive adoption, and future-proofing.

Some entities represented in the IT-IAP are aggregations of protocols or databases, other entities may
be distributed potentially over multiple domains, but are located where most appropriately discussed.
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The labelled lines that connect the entities represent data flows. In this guide, data flow is defined as
application-level communications from a producer of data to a consumer of the data.

Table B.5 and Table B.6 describe the entities of the IT-IAP and the data flows that exist from one entity
to another, respectively, and these tables are found in Annex B.
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Figure 3 — Information technology interoperability architecture perspectives (from IEEE|2030)

6 Sensor Network Interface with SG Entities

From the IEEE 2030 PS-IAP’s interface descriptions in Table B.2 in Annex B, all the possible logations
of sensors in|Electric Power-Systems (EPS) can be identified. Sensors are physical entities that are
attached to the physical EPS. of Smart Grid. Thus, reviewing the PS-IAP’s interface descriptions will allow
identifying power systementities having with sensors. Therefore, Table B.2 is reproduced in Table 2
below with an] additiofal‘column called “Type.”. Whether sensor is involved or not involved per inferface
is indicated irf the “Type” column of Table 2. The notations in “Type” column “SI” and “DO” repredent:

— SI — Sengox(s) Involved either in Entity 1 or Entity 2; and

— DO — Data Only, typically processed data, no sensor involved.
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Table 2 — Identification of PS-IAP interfaces for sensor locations

Type | IF No. |Entity 1 Entity 2 Comments
DO PS1 |Distribution Transmission Substations may be co-located or located some distance
Substation Substation from each other. Provides for coordination between
electrically connected substations. Interfaces include
those for control, protection, monitoring, SCADA, and
telephony.
DO PS2 |Distribution Distribution Provides substation data and for direct control of distri-
Substation Operation and bution substations. Interfaces include those for control,
Control monitoring, SCADA, reporting, and telephony.
SI PS3—[Distribution Distribution Provides diStribution system data. Intertgces include
Sensors and Operationand |those for monitoring, reporting, and SCADA.
Measurement Control
Devices
SI PS4 |Distribution Distribution Provides for monitoring of devices, contrdlling devices,
Protection and |Operation and and updating settings to dévices. Interfac¢s include
Control Devices |Control those for control, monitoring, SCADA, and|reporting.
SI PS5 |Distribution Distribution Provides for monitotingof devices, contrdlling devices,
Substation Protection and |and updating settings to devices as well a$ coordination
Control Devices |between substation and field devices. Intdrfaces include
those for protection, control, monitoring, feporting, and
SCADA.
DO PS6 |Distribution Customer Provides.for protection coordination and fustomer
Substation Point(s) infefmdtion that is desired at the substatipn. Interfaces
of Interface include those for protection, control, and monitoring.
SI PS7 |Distribution Distribution Provides for distribution system informatlion to be
Substation Sensors and provided at distribution substations. Inteffaces include
Measurement those for monitoring, reporting, and SCA}A.
Devices
DO PS8 |Distribution Distribution Interfaces between two or more distribut]on substa-
Substation Substation tions. Interfaces include those for protectijon, control,
monitoring, reporting, SCADA, and telephpny.
SI PS9 |Distribution Customer Provides customer information to protectfion and con-
Protection and™ |Point(s) trol devices and certain protection and coptrol infor-
Control Rewvices |of Interface mation to customer devices. Interfaces in¢lude those for
protection, control, and monitoring.
SI PS10 |Distribution Distribution Provides sensor information to protection} and control
Protection and |Sensors and devices. Interfaces include those for moniforing and
Control Devices |Measurement SCADA.
Devices
DO RS11 |Distribution Markets Provide DER information to markets and ¢apabilities
Distributed for market control of DER. Interfaces inclyde those for
Energy control and monitoring.
Resources
DO PS12 |[Distribution Customer Provides for aggregated customer information and dis-
Distributed Point(s) tribution system DER control directly to customer. Pro-
Energy of Interface vides a means to locally balance generation and loads.
Resources Interfaces include those for control and monitoring.
DO PS13 |Distribution Customer Provides information exchange and control of customer
Operation and | Point(s) equipment by distribution operations and control.
Control of Interface Interfaces include those for control and monitoring.
DO PS14 |Distribution Distribution Provides information exchange and control of distribu-
Distributed Operation and tion DER by distribution operations and control. Inter-
Energy Control faces include those for control and monitoring.
Resources

© ISO/IEC 2014 - All rights reserved
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Table 2 (continued)

Type | IF No. |Entity 1 Entity 2 Comments
DO PS15 |Distribution Distribution Provides for distribution system DER information and
Substation Distributed distribution system DER control directly from the sub-
Energy station. Provides a means to locally balance generation
Resources and loads. Interfaces include those for protection, con-
trol, and monitoring.
SI PS16 |Distribution Distribution Provides distribution system information for use by
Distributed Sensors and distribution system DER. Interfaces include those for
Energy Measurement monitoring, reporting, and SCADA.
Resources Devices
SI PS17 |Distribution Distribution Provides for coordination between distributign/system
Protection and |Distributed protection and control devices and DER. Intérfaces
Control Devices include those for protection and control,
DO PS18 |Distribution Customer Provides for monitoring and control of.¢ustomer gwned
Operation and Substation stations by distribution operations’and control. Irjter-
Control faces include those for control, monitoring, and SGADA.
DO PS19 |Distribution Customer Provides for coordination between distribution system
Distributed Distributed DER and customer DER. Intérfaces include those fpr
Energy Energy monitoring and controk
Resources Resources
DO PSZ0 |Distribution Customer Sub- |Provides for coordination between distribution sfibsta-
Substation station tions and custemer substations. Interfaces includ¢ those
for protection‘and monitoring.
SI PS21 |Distribution Customer Provides.for distribution line information to be p1o-
Sensors and Substation vided at.customer substations. Interfaces include those
Measurement for mohitoring, reporting, and SCADA.
Devices
DO PS22 |Transmission Transmission Provides for transmission operations monitoring pnd
Substation Operation and control of substations. This would include typical
Control SCADA data, phasor data, special protection systems,
telephone, and wide area monitoring, protection gnd
control (WAMPAC). Interfaces include those for cqntrol,
monitoring, SCADA, reporting, and telephony.
DO PS23 |Transmission Fransmission Provides for coordination between two or more
Substation Substation transmission substations, Interfaces include thos¢ for
protection, control, monitoring, reporting, SCADA, and
telephony.
SI PS24 |Transniission Transmission Provides for coordination, control, and monitoring
Substation Protectionand |between remote protection and control devices wjith
Control Devices |transmission substations. This would include profec-
tion, switching commands (open/close switches), pnd
f‘r\htrn] dcn'nll‘a mm«ifnwang_ Ihtﬂv“:ﬂl‘nc {nn]udn t]nn le fOI'
protection, control, monitoring, reporting, and SCADA
SI PS25 |Transmission Transmission Provides for capability to monitor information not in
Substation Sensors and transmission substation. This would include informa-
Measurement tion for dynamic line rating, transmission line main-
Devices tenance information, etc. Interfaces include those for
monitoring, reporting, and SCADA.
DO PS26 |[Transmission Generation Provides coordination between transmission and
Substation generation substations. This would include protection
systems, special protection systems, telephone, etc.
Interfaces include those for protection, control, moni-
toring, SCADA, and telephony.
12 © ISO/IEC 2014 - All rights reserved



https://iecnorm.com/api/?name=6666119fd2b12f9e636e9f4d63afa902

ISO/IEC 30101:2014(E)

Control Devices

This would include protection and special

Table 2 (continued)
Type | IF No. |Entity 1 Entity 2 Comments
DO PS27 |Transmission Bulk Storage Provides for coordination between the transmission
Substation substation and bulk storage as well as monitoring of
information at both entities. This would include pro-
tection systems, special protection systems, telephone,
etc. Interfaces include those for protection, control,
monitoring, and SCADA.
DO PS28 |Transmission Bulk Generation |Provides for coordination between the transmission
Substation substation and generation as well as monitoring of
information at both locations. This would include
special protection systems. Interfaces include those for
protection, control, monitoring, and-SCADA.
DO PS29 |[Transmission Customer Sub- |Provides for coordination between transmission and
Substation station customer substations. This would include|protection
systems, special protections'systems, telephone. Inter-
faces include those for protection, control] monitoring,
and SCADA.
SI PS30 |[Transmission Transmission Provides informatienfrom the transmission line to the
Sensors and Operation and transmission opérators. This would include information
Measurement Control for dynamic lifierating, transmission linejmaintenance
Devices informatioryetc. Interfaces include those for monitor-
ing, reporting, and SCADA.
DO PS31 |[Distribution Distribution Interfaces between two or more distributjon DERs.
Distributed Distributed Intexfaces include those for protection, cohtrol, moni-
Energy Energy toring, reporting, and SCADA.
Resources Resources
SI PS32 |Transmission Transmission Provides information to protection and cqntrol devices.
Sensors and Protectioniand | This could include information for dynamjc line rating
Measurement Control Devices |and control of line impedance. Interfaces include those
Devices for monitoring.
SI PS33 |[Transmission Generation Provides information to generation substtion. This
Sensors and Substation would include information for dynamic lirje rating,
Measurement; transmission line maintenance informatiqn, etc. Inter-
Devices faces include those for monitoring.
SI PS34 |Transmission Customer Provides information to customer substatfion. This
Sensers-and Substation would include information for dynamic lirje rating,
Measurement transmission line maintenance informatiqn, etc. Inter-
Devices faces include those for monitoring.
SI PS35 ) Transmission Bulk Storage Provides information to bulk storage. Thi$ would
Sensors and include information for dynamic line rating, trans-
Measurement mission line maintenance information, etq. Interfaces
Devices include those for monitoring.
SI PS36 |Transmission Bulk Generation |Provides information to bulk generation. This would
Sensors and include information for dynamic line rating. Interfaces
Measurement include those for monitoring.
Devices
DO PS37 |Transmission Customer Provides for transmission operators to monitor and
Operation and Substation control customer substations. Interfaces include those
Control for control, monitoring, SCADA, reporting, and teleph-
ony
SI PS38 |Transmission Generation Provides coordination between remote protection
Protection and |Substation and control devices with the generation substation.

protection

systems. Interfaces include those for protection, control,

monitoring, and SCADA.
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Table 2 (continued)

Type | IF No. |Entity 1 Entity 2 Comments
SI PS39 |Transmission Transmission Provides control of transmission system and ability to
Protectionand |Operation and change settings on protective and control equipment.
Control Devices |Control This would include typical SCADA data, phasor data,
special protection systems, telephone, and wide area
monitoring, protection and control. Interfaces include
those for control, monitoring, SCADA, and reporting.

DO PS40 |Bulk Generation |Transmission Provides for information exchange between generation
Operation and |and transmission operations. Interfaces include those
Control for control, monitoring, SCADA, reporting, and teleph-

ony.

DO PS41 |Bulk Generation |Generation Provides for information exchange and coordinatjon
Substation between generation and generation substation. Inter-

faces include those for protection, control, monitoring,
SCADA, and telephony.

DO PS42 |Bulk Generation |Bulk Storage Provides for information exchangeand coordinatjon
between generation and storage) Interfaces include
those for protection, control{monitoring, SCADA, pnd
telephony.

DO PS43 |Bulk Storage Transmission Provides for information exchange. Interfaces incjude

Operation and those for control, monitoring, SCADA, reporting, gnd
Control telephony.

DO PS44 |Bulk Storage Generation Provides forjnformation exchange and coordination

Substation between-storage and generation substation. Inter
faces inelude those for protection, control, monitaring,
SCADA, and telephony.
DO PS45 |Generation Transmission Provides for information exchange and control of gen-
Substation Operation and eration substation. Interfaces include those for cohtrol,
Control monitoring, SCADA, reporting, and telephony.
DO PS46 |Transmission Distributien Provides for coordination between distribution oper-
Operation and |Operatiph.and |ations and transmission operations. Interfaces in¢lude
Control Control those for monitoring, reporting, SCADA, and telephony.

DO PS47 |Markets Transmission Wholesale market operations control to optimize jport-
Operation and folio of sources. Interfaces include those for monitoring,
Control reporting, and telephony

DO PS48 |[Markets Distribution Demand-side management (DSM) signals to redude
Operationand |demand. Interfaces include those for monitoring,
Control reporting, and telephony.

DO PS49 |Markets Generation Wholesale market operations control to optimize jport-
Operation and folio of sources. Interfaces include those for monitoring,
Control reporting, and telephony.

DO PS50 |Markets Bulk Generation |Wholesale market operations control to optimize
portfolio of sources. Interfaces include those for control,
monitoring, reporting, and telephony.

DO PS51 |Markets Bulk Storage Wholesale market operations control to optimize
portfolio of sources. Interfaces include those for control,
monitoring, reporting, and telephony.

DO PS52 |Markets Customer Provides for optimization of distributed generation,
Point(s) storage, and load control (i.e. demand response) on the
of Interface customer domain. Interfaces include those for control,

monitoring, and reporting.

DO PS53 |Generation Generation Provides substation information and control of substa-

Operation and Substation tion equipment. Interfaces include those for control,
Control monitoring, SCADA, reporting, and telephony.
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Table 2 (continued)

Type | IF No. |[Entity 1 Entity 2 Comments

DO PS54 |Generation Bulk Generation |Provides generation information and control of bulk
Operation and generation. Interfaces include those for control, moni-
Control toring, SCADA, reporting, and telephony.

DO PS55 |Generation Bulk Storage Provides storage data and control of bulk storage.
Operation and Interfaces include those for control, monitoring, SCADA,
Control reporting, and telephony.

DO PS56 |Generation Transmission Provides for coordination between generation opera-
Operationand |Operationand |tions and transmission operations. Interfaces include
€ormtrot €omtrot thosefor mormitoring; Teporting;, SCADA and telephony.

DO PS57 |Customer AC Loads Provides for intra-facility monitoring‘atid|control of AC
Substation loads. Interfaces include those for pretectjon, control,

and monitoring,.

DO PS58 |Customer DC Loads Provides for intra-facility monitoring and|control of DC
Substation loads. Interfaces include these for protectjon, control,

and monitoring.

DO PS59 |Customer AC Loads Provides for information exchange and coptrol of
Point(s) AC loads by entities\external to customer.[[nterfaces
of Interface include those forprotection, control, and fnonitoring.

DO PS60 |Customer DC Loads Provides forinformation exchange and coptrol of
Point(s) DC loads by entities external to customer.|Interfaces
of Interface includethose for protection, control, and fonitoring.

DO PS61 |Customer Customer Provides for information exchange and coptrol of DERs
Substation Distributed by substation control. Interfaces include those for pro-

Energy tection, control, and monitoring.
Resources

DO PS62 |Customer Customer: Provides for information exchange and coptrol of DERs
Point(s) Distributed by entities external to customer. Interfaces include
of Interface Energy those for protection, control, and monitorjng.

Reseources

DO PS63 |Customer AC Loads Provides for information exchange and coptrol of DERs
Distributed and AC loads internally at the customer. Inpterfaces
Energy include those for protection, control, and monitoring.
Resources

DO PS64 |Customer DC Loads Provides for information exchange and coptrol of DERs
Distributed and DC loads internally at the customer. I:Herfaces
Energy include those for protection, control, and monitoring.
Resources

DO PS65 |Electric Service |Markets Provides for information exchange of market informa-
Providers tion and expected loading. Interfaces inchrde those for

monitorinag and control
(=]

DO PS66 |Electric Service |Distribution Provides for information exchange of expected loading

Providers Operationand |and aggregate control mechanisms. Interfaces include
Control those for monitoring.

DO PS67 |Electric Service |Customer Provides for monitoring information and control of cus-
Providers Substation tomer generation, storage, and loads. Interfaces include

those for monitoring and control.

DO PS68 |Electric Service |Customer Provides for monitoring information and control of cus-
Provider Point(s) tomer generation, storage, and loads. Interfaces include

of Interface those for monitoring and control.

DO PS69 |Customer Customer Interfaces between two or more customer DERs. Inter-
Distributed Distributed faces include those for protection, control, monitoring,
Energy Energy reporting, and SCADA.

Resources Resources
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Table 2 (continued)

Type | IF No. |Entity 1 Entity 2 Comments
DO PS70 |Transmission Distribution Provides for monitoring information and control of cus-
Operation and Distributed tomer generation, storage, and loads for direct dispatch
Control Energy of distribution connected DER. Interfaces include those
Resources for monitoring and control.
DO PS71 |Generation Distribution Provides for monitoring information and control of cus-
Operation and  |Distributed tomer generation, storage, and loads for direct dispatch
Control Energy of distribution connected DER. Interfaces include those
Resources for monitoring and control.
DO PSA2—TEtectricService—Gemeratiomn Providesfor momnitorimg informationrof gemeration
Providers Substation substation equipment. Interfaces include those for
monitoring.
DO PS73 |Electric Service |Bulk Storage Provides for monitoring information of bulK storage
Providers equipment. Interfaces include those for monitorinig.
DO PS44 |Electric Service |Bulk Generation |Provides for monitoring information’of bulk genefation
Providers equipment. Interfaces include those for monitorinig.
SI PS75 |Electric Service |[Transmission Provides for monitoring info¥mation of sensors and
Providers Sensors and measurements associated'with transmission line pquip-
Measurement ment. Interfaces includethose for monitoring.
Devices
DO PS76 |Electric Service |Transmission Provides for mahitoring information of transmissfion
Provider Substation substation equipment. Interfaces include those for
monitoring:
SI PS77 |Electric Service |Distribution Provides for monitoring information of sensors and
Providers Sensors and measurement devices associated with distributioh line
Measurement equipment. Interfaces include those for monitorinig.
Devices
DO PS78 |Electric Service |Distribution Provides for monitoring information of distributi¢n
Provider Substation substation equipment. Interfaces include those for
monitoring
DO PS79 |Electric Service |Distribution Provides for monitoring information of distributi¢n dis-
Provider Distributed tributed energy resource equipment. Interfaces irjclude
Energy those for monitoring.
Resources
DO PSH40 |Electric Service |Generation Provides for monitoring information provided to gsset
Provider Operation and management provides from the generation operatlion
Control and control centre. Interfaces include those for m¢nitor-
ing.
DO PSq1 |Electric Service |Transmission Provides for monitoring information provided to gsset
Provider Operationand |management provides from the transmission opetation
Contral and contral centre Interfacesinclude thase form nitor-

ing.

7 Sensors in Smart Grid System

7.1 Introduction

The dataand information from sensors and their associated processing capability, either internal to sensors
(e.g., smart or intelligent sensors) or external to sensors (e.g., gateway or operation centres), provides
intended smart/intelligent to smart grid system. Ability to pass sensor data/information via wired and/or
wireless network is another key element of sensor networks interfaced with the smart grid system. The
following are some of the application/service areas that the Smart Grid Sensor Networks can support:

— Safety

16
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— Workforce deployment

— Condition based maintenance

— Asset management

— Increased asset utilization

— Forensics and diagnostic analysis

— Probabilistic risk assessment for operations

— Automated command and control

The bgsic and typical measurements that are needed for smart grid sensing fall into the’eptegories of:
— Vdltage sensing,

— Cyrrent sensing,

— Temperature sensing,
— Mpisture sensing,

— Cdntinuity sensing, and
— Phase measurements.

Many $ensors implemented in the past are not economi¢al when they are integrated into fhe smart grid
becauge the electromechanical sensors from the pasthave to be combined with discrete cojmmunications
elements to communicate sensor data to gateways‘or command centres. Cost reductions,|technological
improyements in computing power, fabricatieff and miniaturization (e.g., CMOS technology), and
reductfions in power requirements in sensing,and communications technologies allow system-on-a-chip
levels jof integration. Such chip level integration provides integrated sensors with wirdd or wireless
conne(tions to communicate data to decision makers at a cost that allows for econom]cal pervasive
sensor| network deployment in the smart grid system.

Some ¢f the smart sensor and sensor network applications and services that will emergq due to smart
grid inplementation are concisely described below. Additional sensor network applicationjs and services
can be|found in Annex D ofithis document.

Wireless sensor networks for AMI: The AMI represents the first two-way communicdtion between
the delivery infrasttucture and the end consumer. The AMI will allow the central distribufion system to
monit¢r in real time the use of each individual node on the grid and allow information abput outages to
be trapsported back to the central command structure. The AMI represents a real opporjtunity for the
emergpenceofwireless smart sensor networks within the home or small business space as fwell as sensor
opportunities for utility outage detection.

Smart voltage sensors: Smart voltage sensors will be one of many evolving smart sensor components.
While traditional regulators at the substation and on main distribution lines are part of the current
electromechanical net, voltage sensors along spurs and near the end of the line that report back on
current conditions are currently rare but will become pervasive as part of the emerging smart-grid
sensor network. Currently, without end-of-line sensors, long distribution lines use inefficient high
voltages at the feeder distribution point to ensure that the voltage at the end of the line is never below
quoted specification. The addition of smart sensors at the end of the line can reportreal-time voltage data
back to the feeder line so it can distribute the current at a lower voltage than it otherwise could without
the sensor information, thus allowing more efficient use of the available electricity in the distribution
network. This will be especially useful in rural areas with long radial lines.

Smart capacitor control: Currently, large capacitors are used on the grid to maintain voltage and power
factor. While the capacitors are able to react to changing voltage, current or power factor, they are not
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monitored or controlled remotely. The addition of smart sensors that can monitor and control capacitor
banks remotely will increase the overall efficiency of the distribution network.

Smart sensors for outage detection: In addition to smart meters, smart continuity grid sensors that
can communicate with the central distribution points will improve outage detection.

Smart sensors for transformer monitoring: Transformers represent one of the more expensive
assets of local utility companies, but monitoring in general is limited to once a year manual dissolved
gas analysis and periodic temperature observation with IR cameras. On-line sensors for dissolved gas
analysis and temperature monitoring with two-way communications back to the substation represent

a significant opportunity.

High-voltag

Distributed

load balancin
factor is a mq
factor require

Smartgrid st
both in monit
energy from t

In the followi
each sensor a

Each sensor id
its measured
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eneration: For distributed generation to be viable in the emerging smart grid, seng
b between the greater grid and the distributed generating sources Will be crucial.
asure of the real power delivered to a circuit divided by apparent power; lower
s more generating capacity to deliver a specific amount of powetto a circuit.

orage: Sensor opportunities are twofold for smart grid storage. There will be opport
bring the status of all battery cells in storage banks and in load monitoring and disp
he battery bank to the greater grid.

hg sections, sensors in each Smart Grid domain{are introduced. The additional de
hd its description can be found in Annex C.

entified in the following sections is either @onnected via wireline or wirelessly to tr

ring and diagnostics become automated and on-line monitoring rather than manu

ors for
Power
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Inities
htch of
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data either to a gateway or a central processing unit as power system health condition

h] data

collection by [maintenance crews. Furthermore)xsome of these sensors may also be connected to an
actuator or adtuators for controlling power, systems and/or subsystems. Thus, each sensor intr¢duced
in the following sections is or will be a sensot node.

7.2 Sensors in Bulk Generation‘Pomain

7.2.1 Sensdrs in Bulk Generation

Sensors are installed ontequipment in the bulk generation entities, and they are listed belgw per
equipment, e.g., hydro-géneration, thermal generation, wind turbines, solar cells etc. Where poskible, a

brief descript

on of.each sensor is provided.

7.2.1.1 Sen

501s’'on Hydro Generation

Hydro generation is produced by the force of falling water. The capacity to produce this energy is
dependent on both the available flow and the height from which it falls. Building up behind a high dam,
water accumulates potential energy. This is transformed into mechanical energy when the water rushes
down the sluice and strikes the rotary blades of turbine. The turbine’s rotation spins electromagnets
which generate current in stationary coils of wire. Finally, the current is put through a transformer
where the voltage is increased for long distance transmission over power lines. Figure 4 describe this
paragraph pictorially.
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Power transmission cables

Monit¢ring of thermal power plants is primarily intended térevent fire of turbine ang

Sensof

Dam
Transformer
Power house
Generator
‘I
Qﬁ
N
Da
Turbine n’\Q

Q
O‘b

Figure 4 — Configuration of hydro g@‘ation

&

s for monitoring of the external environment are lied, as shown in Table 3.

Table 3 — Sensors requi&dgfor hydro generation
&

overflowing.

N
Sensor Types |Roles Description Q‘Q)
Sensors for monitoring external environmeﬁ\'
N
Temperature Sensor Measure the\’\@ernal temperature.
Humidity Sensor Measure the external humidity
~
IP Canjera Provﬂi&real-time video
Water [gauge l\(}\ure the water level
Sensofs for monitoring ope ation property
Currenjt Sensor ()\ Measure the operating current.
Voltagp Sensor \, Measure the operating voltage
N
Accelefometers Q) Measure the rotational speed (RPM) of turbine
7.2.1.2 é’yiors on Thermal Generation
Ther Cll JUCIICT auuu DyDLClll Uuoto LllC CIICT sy Uf hCaL U lllﬂ}\C C}CLLI l\,lL_y, ao DhUVV I 11 Fl re 5- Water iS

heated in aboiler until it becomes high-temperature steam. This steam is then channeled through a turbine,
which has many fan-blades attached to a shaft. As the steam moves over the blades, it causes the shaft to
spin. This spinning shaft is connected to the rotor of a generator, and the generator produces electricity.

© ISO/IEC 2014 - All rights reserved
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Natural gas [

Water [N

Steam [__]

Seawater [N

Air

. Electricity [

@ Boiler NG

Centralized smoke stacks ]Ell

Transmission tower

Figure 5 — Configuration of thermal gerz\ ion

Monitoring of thermal power plants is primarily intended Qr revent fire of turbine. Sens¢rs for
monitoring off the external environment are applied, as sh0W1Q able 4.

Table 4 — Sensors required f@%ﬁermal generation

Sensor Types Roles Description \A\}

Sensors for monitoring external environment ’\\Q)‘

Temperature Jensor Measure the exgg@i temperature.

Humidity Sendor Measure the(e\*fe;nal humidity

IP Camera Provide @ame video

Sensors for monitoring operatiop\ﬁ()perty

Current Sensof \Hre the operating current.

Voltage Senso} . \\/Measure the operating voltage

Accelerometer|s AQ'S‘ Measure the rotational speed (RPM) of turbine

7.2.1.3 Sen ;o&ftﬁ Wind Turbine in Wind Generation

Wind turbineSareseparatetinmto two najor types depenting o the type of generator:
a) PMSG(Permanent Magnet Synchronous Generator): Gearless type
b) DFIG(Doubly Fed Induction Generator): Gear type

The PMSG system is directly connected to the rotor and the generator (direct-drive type) without
overdrive gear. The PMSG system is based on a major facility is divided into 19, as shown in Figure 6.
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n Spinner ﬂ Service Crane m Cooling System

H Blade H Anemometer m Generator Cantilever
H Rotor Lock ﬂ Awviation Light m Generator

n Gearbox ﬂ Nacelle Cover m Macelle Cabinet

B Torgue Arm m Cocling Fan m Yaw Bearing

m ‘Yaw Drive
m Main Frame

] Hub

m Pitch Bearing

O§ Figure 6 — Configuration of a PMSG system

The DI IXOvyci-am ncacawound votarindiction machina cathattha s agnatizing oot Af
W-o-

can be fed from both the stator and the rotor. The DFIG system is based on a
11, as shown in Figure 7.
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n Main Frame n Generator n Cooling System m Gearbox
E Service Crane H Anemometer n Nacelle Cabinet m Yaw System
[FT Aexible Coupling [ Aviation Light [ Slipring

Wind power 4

in Figure 8. V|

power systent.

Figure 7 .\Ceonfiguration of a DFIG system

ystems are stan%ﬁzed by using a common model referring IEC 61400-25-2, as shown

hrious Sensors

NS

Q
S

@ onitor main part (generators, gears, shafts etc.) are installed ih wind

22
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Figure 8 — Wind power systems co@n model referring IEC 61400-25;2

%
The information models for wind power pla@t@e defined as follows:

Io>
Inforlitation Description A\V

Mode \O

WTUR Wind turbine gepg(\,h'ﬂnformation

WALM Wind power pl@\alarm information

WMET Wind pov@pl’ant meteorological information
MAPC Wind,p@e\r plant active power control information
WROT] Wg\r\sl\t'drbine rotor information

WTRM r@‘ﬁ']d turbine transmission information

NV, .. . . .
WGEN ,_é Wind turbine generator information
WCNV| \Qy Wind turbine converter information
&

WTRF Wind turbine Iransiormer information
WNAC Wind turbine nacelle information
WYAW Wind turbine yawing information
WTOW Wind turbine tower information

WSLG Wind turbine state log information
WALG Wind turbine analogue log information
WREP Wind turbine report information

In order to perform the wind turbine condition monitoring, appropriate sensors are required as shown
in Table 5. The sensors required to monitor the health of the wind power generation system.
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Table 5 — Sensors required for wind turbine condition monitoring

Sensor Types Sensor Loca- Roles Description
tion
WROT In the rotor hub
Measured temperature of shaft bearing
Measured temperature of shaft bearing?2
WRTM
Measured temperature of Gearbox oil
Measured temperature of shaft bearing
Temperature measurements for generator stator
WGEN Temperature measurements for generator rotor
Temperature measurements for inlet air/water temperature at
T generator
emperature
sensor Temperature inside the converter
WCNV Converter — Generator side temperature
Converter — Grid side temperature
Transformer temperature on turbine side
WTRF
Transformer temperature ongrid side
Temperature outside nacélle
WNAC
Temperature inside facelle
WYAW Yawing motor/gear temperature
WMET Meteorologicalaltitude 1 — Temperature
WNAC Humidityifiside nacelle
Humidity Sendor WTOW Humidity inside tower
WMET Meteorological altitude 1 — Humidity
Pressure of hydraulic pitch system for blade 1(reference)
WROT Pressure of hydraulic pitch system for blade 2
Pressure of hydraulic pitch system for blade 3
Pressure sens¢r Gear oil pressure
WTRM
Hydraulic pressure for shaft brake
WYAW Yaw brake pressure
WMET Meteorological altitude 1 — Pressure
Measured gearbox vibration of gearbox 1
Vibration senspr, WTRM
Measured gearbox vibration of gearbox 2
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Table 5 (continued)
Sensor Types Sensor Loca- Roles Description
tion
Generator stator 3 phase phase-to-phase voltage
WGEN Generator stator 3 phase phase-to-ground voltage
Generator rotor 3 phase phase-to-phase voltage
Generator rotor 3 phase-to-ground voltage
Generator side 3 phase phase-to-phase voltage
Generator side 3 phase-to-ground voltage
Voltagf sensor WCNV
Grid side 3 phase phase-to-phase voltage
Grid side 3 phase-to-ground voltage
Transformer turbine side 3 phase phaseto-phasg voltage
WTRF Transformer turbine side 3 phasesto-ground voltpge
Transformer grid side 3 phase-phase-to-phase voltage
Transformer grid side 3 phase-to-ground voltage
Generator stator 3 phase current
WGEN
Generator rotor 3 phase current
Generator side3 phase current
Currenjt sensor WCNV
Grid side 3 phase current
Transformer turbine side 3 phase current
WTRF
Transformer grid side 3 phase current
Wind dlirection sensor External Monitor external environment
Wind 4peed sensor External Monitor external environment

7.2.1.4 Sensors on Solar Cells for‘Selar Generation

Solar generation system consists of PV array, inverter, and meter, as shown in Figure 9. Sensors are

appliedl to the solar generation-system for using measurement operating current/voltagg

efficiehcy as shown in Table.6.
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Module

e Inverter A
0.0
PV Array ©
{usually building mounted) To AC
Appliances
A( mains supply \‘5
Meter Main fusebox

Figure 9 — Configuration of solar‘generation system

Table 6 — Sensors required for solar cell operation

Sensor Types Roles Description

Sensors for monitoring operation propergty:

Current Sensof Measutejthe operating current
Voltage Senso} Measure the operating voltage

Sensors for iffcrease the energy efficiency

Azimuth TracKing Sensor Tracking the azimuth of solar cell

Elevation Tracking Sensor Tracking the elevation of a solar cell

7.3 Sensors inTransmission Domain

7.3.1 Sensors in Transmission

Sensors are installed on equipment in the transmission entities, and they are listed below per
equipment, e.g., underground line, overhead line, steel tower, etc. Where possible, a brief description
of each sensor is provided.

7.3.1.1 Sensors on Underground Lines

There are two major types of under-ground lines (or cables). Cross-linked polyethylene insulated (XLPE)
Cable has two major parts, core and jacket. Core is usually made of metal to carry electricity. On the other
hand, jacket is made of XLPE to insulate the core from surroundings electrically. Several methodologies
have been applied to construct a cable terminal. A prefabrication method is one of the most popular
ways to construct a cable terminal. It provides easy construction as well as superior insulation. Oil
immersion method is another one that used to be applied for high voltage cables. It is superior in terms of
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insulation. Other methods include taping method, plugging-in method and semi-prefabrication method.
Cables are connected using the same methods as for terminal. Oil Filled (OF) Cable have oil that is filled
between core wire and jacket in this type of cables. This means that supervision of OF cable is same as
or similar to that for oil in power transformer.

Sensors to monitor for underground cables (UGCs) are shown in Figure 10 along with the oil filled cable,
providing the sensor data to a monitoring system in substations.

tower
Partial discharge sensor substation
E/O converter monitoring
system @
man man e
| _\ | hole hole (i\j?/

conduﬂ J Lcondultj U Lconduitj
Dptical sensor for gas in oil li li li

ne ine
Dptical sensor for water in oil

TN T NI N

f“___,-
Optical ﬁber for Optical sensor of || Core displacement Optlcal fibér for temperature senping
data transmission || cable extension sensor Hptlcal fiberfor strain sensing
eat flowndensor

Figure 10 — An online system monitoring Oil Filled (OF) cable condition|s.

The fo]lowing monitoring are required for the undergfeund cable health monitoring:
— THRhermal aging monitoring;

— Cdble parts cracking monitoring;

— Inpulation aging monitoring;

— Whter-tree monitoring;

— Egrth fault without circuit-breaker trip monitoring;

— Oi] aging monitoring; and
— Oi] leak monitoring;

In order to perform' the underground cable health condition monitoring, appropriat¢ sensors are
required as shewn in Table 7.

Table 7 — Sensors required to monitor the health of the underground calrle

Sensor Types |Roles Description

Sensors for monitoring thermal aging

Measure temperature on cable surface. It could measure temperature at one point, or

Temperature sensor multiple points.

Sensor for monitoring cable parts cracking

Position sensor Measure how long a cable is displaced from a reference point.

Sensor for monitoring insulation aging

Partial discharge sensor |Measure partial discharge from a cable.

Voltage sensor Measure voltage applied to a conductor.

Current sensor Measure current applied to a conductor.

Sensor for monitoring water-tree
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Table 7 (continued)

Sensor Types

Roles Description

Current sensor

Measure harmonic current on cable surface.

Sensor for monitoring earth fault without circuit breaker trip

Current sensor

Measure zero-phase-sequence current

Voltage sensor

Measure zero-phase-sequence voltage

Sensor for monitoring oil aging

Gas sensor |Measure density of a particular gas.
Sensor for mgnitering-eiHeak
Oil pressure s¢nsor Measure pressure of oil injected into a cable.

=1

Oil level senso

Measure oil level in a tank.

7.3.1.2 Sensors on Overhead Lines

Transmission|line (TL) condition monitoring leading to preventive diagnosti€s jrequires sensofs. The

sensors can bg

clustered as shown in Figure 11. This figure depicts the general.TL Condition Monjtoring

& Diagnosis [CMD) functionalities in hierarchy. The overhead transmission line (OHTL) condition
information ¢an be grouped as line condition information, tower cofidition information, ingulator
condition infdrmation, meteorological information, and other materidl information for line and tpwer.

The line condition information is line current and direction, line temperature, line slope, and

location infofmation.

The tower corfdition information includes the tension, the'amount of earth rod corrosion, the inclipation,

the vibration

condition infqrmation is the corona, the insulator leakage current and acoustic properties.

meteorological condition at the time, dnd tower material information. The ingulator

28
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n Q . Y A \-)
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Meteorological Info " Lodation Longigu%gr}az\‘ﬁ?t&dae)] “°
- Wind Velocity and +Acoustic/Leaka Tension S ol

. . +lension >ensor .
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- Sunshine
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\. +Earth’Corrosive Sensor

———+——— | +Leakage Current Sensor
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pure 11 — Example configuration of'everhead transmission line (OHTL) towe

sensor unit collects the line current and direction, line temperature, inner ambient
on and velocity of the wind, line’slope, and GPS information. Figure 12 shows the
P sensor unit.

4 Line Sensor N

£ +Transrrliss1on Line

A3
|/’ Cmem\ [ ‘ Inc\mate\ Wind Speed GPS
\ ¥ Sensor Dlre;ﬂﬂu SEHSOJ
.K L N N

Figure 12 — Line sensor unit.

Ir cluster.

temperature,
component of

The health condition monitoring of the overhead transmission line requires sensors. These sensors and
their role in condition monitoring are listed in Table 8.

Table 8 — Sensors required for the overhead transmission line health condition monitoring.

Sensor Types Roles Description

Sensors for monitoring line condition

Line Sensor

line condition server.

Measure line current, current direction, temperature, and slope and send them to the

Meteorological Sensor

lation.

Measure wind velocity/direction, humidity, ambient temperature, snowfall, and inso-
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Table 8 (continued)

Sensor Types

Roles Description

Phasor Measurement
Sensors (PMUs)

PMUs measure voltage, current and frequency and time stamp these readings using
GPS before sending them to control centres.

Sensors for monitoring

tower conditions

Meteorologica

1 Sensor |Provide wind velocity/direction, rainfall, and snowfall.

Tension Sensor

Provide tension from load cell between transmission line and tower.

inclination Sensor

Provide slope data of inclination sensor.

GPS sensor

Provide the predefined setting value for tower.

The predefined data are length between tower, tower type, tower metal quality
tower weight, etc.

Sensors for monitoring

insulator condition

Meteorological Sensor

Provide wind velocity/direction, humidity, ambient temperature, rainfall, snowjfall,
and salt.

Partial Discha
sor

ge Sen-

Provide PD data (acoustic, UHF)

Temperature gensor

Provide insulator temperature

Current leakage sensor |Provide current leakage data

Sensors for monitoring surround areas of the tower

Fire Sensor

Detect fire around tower.

Image Sensor

Capture surrounding area image

7.3.1.3 Sen

The tower cof]
meteorologic
corona, insuld
types of sensq

—  Wind dirs¢

— Solarirraldiance sensor

— External

— Still image sensor,

— Rain detgctorsensor

— UV senso

sors on Steel Tower

bction and speed sensor

femperature and’humidity sensor

dition information includes tensionyamount of earth rod corrosion, inclination, vibjration,
] conditions, and tower material information. The insulator condition information irjcludes
tor leakage current and acoustic properties. To provide this condition information}, many
rs on the steel tower as shown below, but not limited to:

— Line tension sensor

— Current/temperature/gradient sensor

— Tower slope measurement sensor

— Current transformer for leakage current

— CDS (opti

30

c) sensor
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7.3.2 Sensors in Substation

Sensors are installed on equipment in the substation entity, and they are listed below per equipment, e.g.,
gas insulated switchgear, main transformer, power transformer, on-load tap changer. Where possible,

the brief description of the sensors is provided.

7.3.2.1 Sensors on Gas Insulated Switchgear

A Gas Insulated Switchgear (GIS) is power equipment for disconnecting the power lines from the power
grid when occurs the fault or maintenance of power lines. The GIS consists of several components such as
circuit breakers (CB), disconnector switches (DS), earthing switches (ES) and instrument transformers.

All hi?ﬂmﬂwﬂ&d&s&p&mmﬂm&nﬁﬁ@m&uﬂw.ﬁng medium.
Typically this insulating medium is SF¢ or gas mixture.

A condition monitoring system for GIS acquires condition data from sensors that)are i
differgnt GIS components. Figure 13 shows the typical GIS. Table 9 lists the sénsors as

monitgring the insulating medium, e.g.,SF6 or other gas mixture, in GIS.
( bv
N\

Figure-13 — Typical gas insulated switchgear.

Table 9 — Sensors attached to gas insulated switchgear.

stalled at the
sociated with

Sensor Type Role Description

Sensofs for monitoring insulating gas, e.g., SF6 or other gas mixture

Gas Sepsor calculation is performed by the sensor itself or by the I[ED’s.

Measure the pressure and temperature inside a gas compartment of thg

GIS. Density

Include UHF Sensor and Ultrasound Sensor-and the PD Sensor measure!

the phi-g-N

Partial Discharge (PD) |for partial discharge inside a gas compartment of the GIS.
Sensor including Ultra

Ultrasound Sensor is for the Partial Discharge localization

UHF Sensor measures the PD activity using the UHF signal treatment. As the UHF

High Frequency (UHF) Sensor is fitted on a compartment, the UHF signal localization is not directly associ-
Sensor and Ultrasound . ) .
Sensor ated with compartment. UHF Sensor is used for noise background measurement.

Depending on the technology additional sensors can be used
Other sensors )
Measures the moisture / SO2, etc.

Sensors for monitoring circuit breakers for abrasion

Primary current sensor |Measure the primary current flow through main contacts of the circuit breaker

Travel sensor Measure the movement of the main contact of the circuit breaker

Other sensors Depending on the technology additional sensors can be used.
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Table 9 (continued)

Sensor Type

Role Description

Sensors for monitoring switches

Switch

Signalize the switch position to the monitoring system

Travel sensor

Measure the movement of the switch

Other sensors

Depending on the technology additional sensors can be used.

Sensors monitoring the operating mechanism of GIS

Energy sensor

Measure the remaining energy in the operating mechanism. Typical operating mecha-

nisms today use spring- or hydraulics- (gas-) based energy storage.

Measure the hydraulic level inside the operating mechanism. Hydraulics can be

used

Hydraulic Lev¢l sensor |either to transfer energy from energy storage to the main contact or to realize §he
energy storage itself

Hydraulic Temperature Measure the temperature of the hydraulic

Sensor

Motor Currentl Sensor Measure the current of: (a) the charging motor for the energy storage or (b) theldrive
motor

Humidity Sendor Measure the humidity

Switch Positio

n

Indicate the position of the connected switch

Sensors for monitoring

POW switching controller

Coil Voltage S¢nsor Measure the voltage of the CB coil
;Ieyr(ljsrjrllhc Pregsure Measure the hydraulic pressure inside'the operating mechanism

Drive Tempera
Sensor

ture

Measure the temperature of the drive

Switch Positio

h Sensor

Indicate the time of the lastgposition of the connected switch

7.3.2.2 Sen

A power trans
Special condu
losses: a cooli
is normally u
and circulate

Many differer

transformer i

nclude:

32

Monitorimg of dissolved gas and moisture in oil:

sors on Power Transformer

former is in fact a complex'system, and a typical power transformer is shown in Fig|
ctors isolated with special paper are used for the windings; the core is laminated to
hg system is necessaty to maintain operation on high loads and high temperature;
bed as insulationmeans as well as a cooling means. Fans and pumps are also used
the oil. Bushings.are used to provide external connections to the various voltage le

t types ofisensors are installed for protection and monitoring of the transformer,
sensors monijtor the'power transformer’s condition states. The types of monitoring of the

lre 14.
reduce
hnd oil
Lo cool
vels.

These
power

Busing monitoring;

Partial discharge (PD) monitoring;
Temperature monitoring;
Solid insulation monitoring;

Bubbling temperature monitoring;

Cooling monitoring; and

Ancillary sensor monitoring.
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Figure 14 — Typical power transformer.

(DGA) is considered by most transformer experts as the single m

ue for condition monitoring and diagnostics in transformers. It detects problems

core ad coil components of the transformer. Online DGA is now very popular and adopted

transf

offer

oducts that measure from a single key gas to all combustible gases. A good percen
DGA analysers available also measure relative humidit§z Change rate of gas concentrationg
a very|important indicator for the health of power transformer. Table 10 shows the sens¢rs associated
with the power transformers health condition monitoring and diagnostics.

Table 10 — Sensors\attached to power transformer.

pst important
mainly in the
worldwide for

brmers ranging from large generator step-up (GSU) to smaller distribution. Several manufacturers

tage of online
is considered

Sensor

lypes

| Roles Description

Dissolvd

d gas sensor

Measure dissolved gas concentration (ranges from one to multiple gases)

Relativeg humidity (RH) Measure rélative humidity in oil

sensor

0il Temp Sensor Measure temp of the oil at the location of the humidity sensor
Sensor for monitoring partial discharge

Partial
Sensor i
Frequen
Ultraso

ischarge sensor (PD)
hcluding Ultra High
cy (UHE).Sensor and
nd/Sensor

Include UHF Sensor and Ultrasound Sensor, and the PD Sensor, and measure partial disc
transformer

UHF Sensor measures the PD activity using the UHF signal treatment. As the UHF Senso
compartment, the UHF signal localization is not directly associated with compartment.
used for noise background measurement.

harge in the

is fitted on a
UHF Sensor is

Ultrasound Sensoris for the Partial Discharge localization

Sensors for monitoring power transformer temperatures

Direct winding temp sensor

Measure winding temperature directly (Fibre Optic temp sensors)

Load current sensor

Measure the transformer load current

Top oil t

emp sensor

Measure the transformer oil temperature at the top of the tank

Bottom oil temp sensor

Measure the transformer oil temperature at the bottom of the tank

Sensors for monitoring solid

insulation aging

Bottom oil temp

Measure the oil temperature at the bottom of the tank

sensor

Relative humidity (RH)

Measure relative humidity in oil

0il temp sensor

Measure temp of the oil at the location of the humidity sensor

Winding hot spot temp

perature supervision use case)

Measured or calculated, it is the temperature of the hottest point of the transformer winding (see Tem-
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Table 10 (continued)

Sensor Types

Roles Description

Sensors for monitoring bubbling temperature

Relative humidity
sensor

(RH) Measure relative humidity in oil

0il temp sensor

Measure temp of the oil at the location of the humidity sensor

Winding hot spot temp

Measured or calculated, it is the temperature of the hottest point of the transformer winding (see Tem-
perature supervision use case)

Sensors for monitoring bushing

Current sensor

Measure bushing leakage current

Voltage sensor

Measure bushing voltage from capacitive coupler

DDF and PD sensqg

r

Measure insulation degradation

Sensors for monjtoring cooling

Load current sens

or

Measure the transformer load current

Ambient temp ser

sor Measure ambient temperature

Top oil temp sens

r Measure the transformer oil temperature at the top of the tank

Cooling bank stat

s sensor Digital sensor that detects if a cooling bank is in operation

Pump/fan curren

sensor Measure the pump/fan current

Other sensors fo)

I monitoring power transformers

Buchholz relay

Relay that detects sudden pressure and gas accumulation. Itis not a predictive sensor

Oil level sensor

Measure the level of the oil to monitor oil leaks

Pressure sensor

Measure pressure to detect leaks or expansion of gases

Conservator mem
ture detector

brane rup-

Detect a rupture in the membrane of the conservator

7.3.2.3 Sen

A tap-change
turns from pi

changers, sonje internal to the transfornter and some external. Thus, the tap-changer (LTC) is a

for changing 1
The structurd

Diverter
currents

Tap selec
a divertet

Change-o
with the

more than o
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s5ors on On-Load Tap Changer (LTC)

I is frequently used in generation and transmission transformers to vary the r|

htio of
of tap-
device
In load.

imary to secondary with the aim of voltage regulation. There are different types

he tap of a winding, suitable for operation while the transformer is energized or o
of load tap changer is'shown in Figure 15 and described below:

switch: Switching device used in conjunction with a tap selector to carry, make o1 break

n circuits which-have already been selected.

for: Devicedesigned to carry, but not to make or break, current, used in conjunction with
switch'to'select tap connections.

vetselector: Device designed to carry, butnotto make or break, current, used in conjunction
i i i able used

nce when moving from one extreme position to the other.

A

Motor drive mechanism: Driving mechanism which incorporates an electric motor and a control circuit.

Oil filter unit: Device purifying insulated oil.
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Load Tap Changer

/

relay

” Transformer

«|— Diverter
; witch

Matar drive mechanism

P
1
1

b / Change-over
\0/ Tapselector  Selector

Qil filter unit

Figure 15 — Structure of load tap changer.

The fgllowing types of monitoring are needed for Load Tap Changér fLTC) health condition status
and mpnitoring:

— Operation property monitoring;

— Oierational count monitoring;

— Cdntact abrasion monitoring;

— LT|C oil temperature monitoring; and

— Operation of oil filter unit monitoring.

Table 11 shows the sensors associated with’'the LTC health status and condition monitoring.

Table 11 .+ Sensors attached to Load Tap Changer.

Sensof Types Roles Description

Sensors for monitoring opération property

Motor{driving current sensor |Measure the motor driving current.
Torqu¢ sensor Measure the drive torque.

Dial switch Indicate tap position of LTC.

LTC ogeration-signal Sensor Detect start/end time of LTC operation.

Sensofsfor-monitoring operational count

LTC s . 1.Q D e i s L1 DO s
0[.‘ Cldlivull Dlslldl JCIISUI | Tl Sidl L/ ClIIU LT U LT G UlJCl dUIUII.

Sensors for monitoring contact abrasion

Load Current Sensor CT embed-
. . Measure load current.
ded in bushing)

LTC operation signal sensor Detect start/end time of LTC operation.

Sensors for monitoring LTC oil temperature

LTC oil temperature sensor Measure temperature of LTC oil.

Transformer oil temperature

Measure temperature of Transformer oil.
sensor

Sensors for monitoring operation of oil filter unit

0il Filter Unit OFU) operation
signal sensor

Detect start/end time of OFU operation.
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7.4 Sensors in Distribution Domain

Sensors are installed on equipment in the distribution entities, and they are listed below per equipment,
e.g., Power Transformer, Insulated Load Break Switch, distribution line, etc. Where possible, a brief

description of each sensor is provided.

7.4.1 Sensors on Distribution Transformer

Distribution Transformer is two types of single-phase and three-phase. The primary voltage (High
Voltage 22.9kv) of transformer supplied from the substation is converted into the secondary voltage
(Middle Voltage 110v ~ 380v) used by the customer. Capacity is divided into 2 ~ 133kVA. Structure is

the box thati

made of steel sheet and put the equipment which is consist ofthe core and windingf‘ in the

box. The core
Materials and|

— Iron Core

— Conductofr : Cotton yarn and using paper tape and glass fibre is composed of cooper

— Insulator
Insulation betf

The structure

structures are as follows:

ween the windings and the layer

Lo

and windings is in the oil tank to withstand a high voltage.

: Silicon steel sheets(Silicon content : 3~4%, Thick : 0.35mm)

of Distribution Transformer is shown in Figure 16 and described below:

(D Distribution Transformer
- Normal Poleimounts Type Transformer
- Low-loss Pgle mounts Type Transformer

5 Insulation between the core and windings, Insulation betweenthe windings and windings,

- Amorpheus Pole mounts Type Transformer

- Self :Diagnosis Pole mounts Type Transformer

- .Built-in protection Pole mounts Type Transformer
=High Voltage Pole mounts Type Transformer

(2)Pole Transformer Hanger Band

(3)Chain branching + Online Clamp/Cover
(4)High Voltage Cut -out Switch(25kV COS)

(5)Bracket

(6)Insulators

(7)Busing Terminal Cover
(8)Earth Line Service Connector
(9)High Voltage Insulated Wire

Cut-Out Fuse Link

Figure 16 — Structure of pole mounts type distribution transformer & pole.
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The following types of monitoring are needed for Distribution Transformer health condition status

and monitoring:
— Operation Voltage monitoring
Operation Current monitoring
Operation oil Temperature monitoring

0il Status monitoring(Carbon Nanotube)

Accuracy(+1%)

Operatlon property monitoring: Voltage Range (AC 0 ~ 300V), Current Range (AC 0 ~ 1,0004),

Trpnsformer oil temperature monitoring: Temp Range(0° ~ 150°), Accuracy(*3°

Operation of oil Degradation monitoring: Insulation oil deterioration (kree

o,@l ano Tul

arl electrochemical method(The adsorption properties of CNT(Carb
cojnductance is measured)

Tap Changer

Low Voltage Lead

s _%\1_?—— _25_L50
=
&
i O H1 H
<</0
Hz
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@ Dual-element fuse
@ Thermometer

@ Inlet valve

@ Oil gauge

& Pressure Valve

® Nameplate

@ Fuse Nameplate
Parking Stand

© Transformer Elbow
| 1 Tap Changer

b @ Low voltage Busing ,\b‘

@ OQutlet valve

\m @ Earth Terminal (]9

(@ Door Lock N -

Figure 18 — Structure of ground mounts type distribution tr@?ﬂ)rmer.

&
o

(

55

to DAS Backbone
*

Figure 19 — Sensor alﬁ)monitoring system of distribution transformer — Distributidn
Automa@ﬁ System (DAS) and Data Processing Equipment (DPE)

Table 12 shows tl@nsors associated with the distribution Transformer health status and condition
monitoring.
N

Table 12 — Sensors attached to distribution Transformer.

Sensor Types |Roles Description

Sensors for monitoring operation property

Current Sensor Measure the distribution Transformer current.

Voltage Sensor Measure the distribution Transformer Voltage

Sensors for monitoring Transformer oil temperature

Transformer oil temperature

Measure temperature of Transformer oil.
sensor

Sensors for monitoring operation of oil Degradation

0il Degradation sensor Detect Oil Degradation of Transformer
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7.4.2 Sensors on Insulated Load Break Switch

Load break switch is installed on distribution lines. Load break switch is two types of load switch that
be operated (on-off) remotely though the communication network in case of the fault recovery, the
suspension of power, load shedding etc and reclosing switch that remove the fault on the distribution
lines. Load break switch is divided into SF6 gas type and polymer type for isolation strength and is
divided into overhead type and underground type by installation location.

Main part of the device is as follows:

The st

Poly

Manual Operating mechanism : Operating of High Voltage COS Operating rod

Sv

atceh T ool - Dyt ol Ao £ion
et TTote e oot t

Pr
G/
By

Operation Status Indicator : Indication of Pole/Underground Switch status Q

alc-anakla
CoOTOSOpCtrattoTT

D

essure Low Indicator : Switch to prevent accidents caused by GAS pressg&low
N
‘bQ

shing : The lead wire connection structure of a manner preven&'gg)moisture penet

\S discharge device : Prevent explosion caused by gas pressure rise

Fucture of Distribution Transformer is shown in Figure 20 a@%escribed below:

ration

N
mer Insulated Load Break SW&&I (2way) SF6 Gas Insulated Load Break Sw
X
<
o

-

tch (2way)

. Control Box(RTU Include)

Figure 20 — Structure of insulated load break 2-way switch (overhead type).
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The following
and monitoring:

40

&

R\
Operation Voltage & Current monitorilrlgs,o
Operation Temperature monitorieg{\o

Operation Ultra Sound monit@q{ng

Operatiof Thermal Ima@@monitoring

Operation Gas Pres@bressure Wave monitoring
GAS Statys mo@ng.(Carbon Nano Tube)

&

Figure 21 — Epoxy insulated load break 4-way switch (Underground type). '\b‘

(7=

T\

N
Figure 22 — SF6 gas insulated load break é“&ly switch (underground type).

B
| " Fussd PT

types of monitoring are needed forJ;kulated Load Break Switch health condition|status

© ISO/IEC 2014 - All rights reserved


https://iecnorm.com/api/?name=6666119fd2b12f9e636e9f4d63afa902

Table [13 shows the sensors associated with the Insulated ‘Lord Break Switch healt

ISO/IEC 30101:2014(E)

Region Control Center

30 22.9kV s T L L
= Th - o
o - o 8 Load
Break
4 | I Switch
Ay o

(Wire/Wireless)

Distributed (™

Power

Pad Switch

3@ 22.9kV

Lustomer

Figure 23 — Monitoring and control system of distribution management sy

conditjon monitoring.

Table 13 — Sensors attached to.distribution Transformer.

stem.

h status and

Sensor Types Roles Description

Sensors for monitoring bushing

Current sensor Measure bushing leakage current

Voltagp sensor Measure bushing voltage from capacitive coupler

Sensors for monitoring Insulated Lord Break Switch temperature

Tempe

rature sensor | Measure temperature of Switch Surface

Senso

rs for monitoring Insulated Lord Break Switch Health

GAS Pj

essure/Pressure.Wave |Measure Insulation Strength of Switch and Internal Arc

Therm

al Imaging Sensor(IR) Measure Distribution Temperature of Switch (Breakdown)

Senso

rs for monitoring operation of SF6 GAS Degradation

SF6 G4

S Degradation sensor |Detect SF6 GAS Degradation of Switch

7.4.3

Sensors on Distribution Power Line

Distribution line supply power which is supplied from the substation to distribution grid and distributed
to the low-voltage grid. Distribution line is divided into overhead type and underground type by
installation location. Structure of distribution lined is developed such as the step 1: CNCV-W (watertight
conductor), step 2: FR-CNCO-W (flame retardant), step 3: TR CNCV-W (suppressed water tree type), step

4TRC

NCE-W/AL (aluminium).

The main configuration and the materials are as follows:

©150/1

EC 2014 - All rights reserved
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The structure of Distribution Transformer is shown in Figure 15 and described below:

CNCV-W

Figure 24 — Structure of distribution cable.

Table 14 — Structure and material distribution cag@

TR CNCE-W

NO Item CNCV-W (" TR CNCE-W
1 Condjctor Filled circles watertight compres- |Fil e{@rcular compressed mixtyre
sion type cooper wire compound watertight cooper wire
2 Interpal semi conduc-  |Semiconducting compound <Q3lack semi-conductive thermoplgstic
tive layer OO compound
3 Insulpting layer Cross-linked polyethylene cc@\ Suppressed Water tree Cross-linked
pound As\ polyethylene compound
4 Extefnal semi conduc- |Semiconducting comp@)ﬁ Black semi-conductive thermoplgstic
tive lhyer N compound
5 Neutral watertight layer Semi-conductivg\x@elling tape Semi-conductive swelling tape
6 Neutral Cooper WiI‘Q\O Cooper wire
7 Neutral watertight layer swelliqg@b‘e swelling tape
8 Covering Blaclﬁlj}l\yl Black polyethylene
N
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pad-Tr

PSG

PSG

Figure 25 — Structure of distribution cable system (Pole).

Monitoring and diagnosis methods for distribution line are as follows:

a) Insulator thatis support the distribution cables occurs coating eliminated, breakdown cause by the
potential difference between the bind and the air gap, leakage currentincrease and partial discharge
by micro-cracks. Crack of LP insulator and wire erosion are detected by the ultrasound diagnosis
and poor insulation and heat of suspension Insulator are detected by ultrasonic equipment (Sensor)
and utilizes thermal imaging diagnosis.

b) Leakage current increase in surface of the body on lightning arrester by water penetration and
damage can be detected by the thermal imaging diagnosis.
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The following types of monitoring are needed for Distribution Cable System health condition status and
preventive inspection

— Operation Voltage & Current monitoring;
— Operation Temperature monitoring;

— Operation Ultra Sound monitoring

— Operation Thermal Imaging monitoring

— Operation Gas Pressure/Pressure Wave monitoring

— GAS Statys monitoring.(Carbon Nanotube)
— Partial discharge (PD) monitoring;

— Busing mpnitoring;

|
— |
i
ﬁ £ /
Therr_nal Ultraviolet
nEging Camera
Ultrasonic Color
Sensor Camera
Range- Angle
finder Meter i\i)
1 0‘
emp. 3
&Humidity @S
meter i

X

Figure 26 — Staegnonitoring system of pole type distribution power line.

=

NS &
m GPS Hatellite
| Eon =]

Figure 27 — Partial discharge monitoring system of underground distribution power line.
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Table 15 shows the sensors associated with the Distribution Power Line health status and condition
monitoring.

Table 15 — Sensors attached to distribution power line.

Sensor Types Roles Description

Sensors for monitoring operation property

Ultrasound sensor COS and insulators for damage such as cracks and is measured

COS, switchgear, such as bushings, and the connection point of the connection failure,

Thermal Imaging sensor and deterioration caused by overheating of the corona is measured

bushings and connection point, and Cracks due to poor connection withf corona are

Ultravjolet rays sensor
measured

Sensof for monitoring partial discharge

Include PD Sensor, Ultrasound Sensor and measure partial discharge in[the power
Partia] discharge sensor |line joint part.
(PD) Sensor including
Ultra High Frequency
(UHF)[Sensor and Ultra-
sound [Sensor

UHF Sensor measures the PD activity using the UHF signal treatment. As the UHF
Sensor is fitted on a compartment, the UHF signal localization is not dirfectly associ-
ated with compartment. UHF Sensor is used for 1nigisé background meaqurement.

Ultrasound Sensor is for the Partial Dischargelecalization

Sensors for monitoring distribution line temperatures& humidity

Distrijution temp
sensor

Relatiye humidity (RH)
sensor

Measure cable conductor temperaturé.directly (Fibre Optic temp sensofs)

Measure relative humidity in environment

Sensors for monitoring distribution line

Currerjt sensor Measure bushing leakage current

Voltagg sensor Measure bushing veltage from capacitive coupler

7.5 S$ensors in Customer Domain

Sensofs in the customer domains are the sensors attached to Advanced Metering Infrastfucture (AMI)
including smart meters. Additionally, sensor node may be installed on electricity applidnces, outlets,
and switches. Users can yetrieve data and control appliances through sensor network. Smart meters
may agt as sensor network gateways.

8 Networks)in Smart Grid Domains

In IEEE 2030’s communications technology perspective, the Communication Technology Interoperability
Architpcture Perspective (CT-IAP) shows a broad set of networks. At a top level view, a$ in Figure 28
(End-to-end SG Communications Model), a graphical view of the relationship of various networks to the
Smart Grid bulk generation, transmission, distribution, and customer domains are provided.

In some cases, multiple names may be used for the same functional subnetwork. For example customer
premises networks vary in size and number of connected devices but are typically classified as home-
area network (HAN), business-area network (BAN) or Industrial-area network (IAN), and there is a
demarcation of these networks from networks used in the distribution domain. Some communication
paths are between end-points within the same domain and other communication paths are between
domains, and may include a series of subnetworks.

The public internet provides communication capabilities that spans all four of the illustrated domains.
However, the implementer (e.g., utility or RTO) may not want to use the public internet or regulators may
choose to notallow its use. The use of the public internet remains an architectural alternative. Even though
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the public internet may not be commonly used, the IEEE 2030 architecture model allows use of the public
internet. Use or non-use of the public internet in certain communication paths is left to the implementer.

Figure 28 (End-to-end SG Communications Model) also shows the end-to-end communications
security and management layers, cutting across each Smart Grid communication domain. Although
the communications security and management architectures are not within the scope of this standard,
these architectures shall be developed to support the sensor network for Smart Grid.

End-to-End Smart Grid Communications Model

Communications Network Security Layer

Communications Network Management Layer

Utility Local
Area Network
(LAN)

Public Internet
——

Backbone/(ore Regional/ —

Metropolitan . .

Network$ Area Networks Backhaul Last Mile e
(MAN)

. ] Distribution :
1 Substation Substation Network ' 1
' Network 1 “hot spots” 1 HAN: Home Area !
| 3 1 Network ! 1
1 Wjde Area Networks (WAN) : , NAN/AMI: Neighborhpod | BAN: Business/Building |,
i i | Area Network/Adyanted 1 Area Network I
. 1 I Metering Infrastrutture 1 |AN: Industrial Area :
" | Backhaul | EAN/AMI: Extefided Area . Network .
1 I 1 Network#ifidvanced 1 !
! 1 1 MeteringInfrastructure 1 :
! 1 I FAN: Rield Area Network 1 :
Bulk I 1 Smart i
Generatiop Transmission ' Distribution Meter Customer
Non-Renewabl "E'I\" Jofp oo j\ / _ HAN &
— I o} ~N
2 - o R\ = N
-\ '- Y 2 2 BAN :

7 " i

Distributed Generation/Microgrids )

=

Renewable
Microgrids

4 ‘| Substation™ |« -
Renewable A

Smart Grid Power & Electric System Layer

Figure 28 — End+to-énd Smart Grid communication model. [from IEEE 2030].

In the CT-IAP|depictedifn Figure 2 (CT-IAP), numerous networks are identified. The networks fqund in
Figure 2 (CT-IAP) and.their descriptions are provided in Table 16.

Table 16 — The description of the networks in Smart Grid.

Backhaul network Backhaul network connects the utility control/operations, including the AMI
enterprise, with the WAN, distribution substation networks, DERs, FAN, NAN

distribution access points, etc.

Bulk generation network A network used within a bulk generation facility that connects to various net-

works.

Distributed energy resource
network

Customer generation and storage systems are connected to customer premises
network (HAN, BAN, IAN) through ESIs and/or electric sub-meters, using either
wireline and/or wireless networks.
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Table 16 (continued)

Distrib

ution substation

network

Distribution substation network interconnects devices within a distribution
substation (e.g., comprised of local area networks that contain SCADA, IEDs,
remote terminal units (RTUs), PMUs, and other field devices that needs to be

controlled and monitored via the backhaul network). IEC 61850 and /IEEE 1815
(DNP3) [B13] are the protocols of choice for this network.

Energy services interfaces (ESI) are a special class of device. It is network-cen-
tric and can also be thought of as logical gateways. Customer premises network
(CPN) represents HAN, BAN, or [AN.

Feeder distributed energy resources (DER) network is comprised of all renew-
able and non-renewable sources (e.g., wind, solar, diesel, etc.), not part of the
centralized energy generation. These energy resources could bejinterconnected
through a LAN. Access communications gateways can then connécft these DERs
and storage LAN networks to the main grid, creating grid-connected energy
sources. Utility scale storage energy systems connected at the distiribution sub-

Energy services interfaces/
Customer premises network

Feeder Distributed Energy
Resources/Microgrid net-
work

station are also considered.

Feeder

network

Feeder or distribution network is the communications network overlaid on the

electrical grid. It comprises wireless or wireline.communications {

echnologies.

Field ajrea network

Field area networks (FAN) connect the distriiution substations, th
feeder (field devices), and distributed energy resources/microgrid

the utility scale electric storage, to the@itjlity control and operatiop centre.

e distributed/
s, including

Public|Internet/Intranet

Internet service providers (ISPs) prewvide Internet access to the cu

ises network. Public internet magbé the primary communication path between

utility enterprise data centres, market, and third-party energy prd

ftomer prem-

viders.

Neighl

ourhood area network

Field area networks (FAN)\connect the distribution substations, th
feeder (field devices), and distributed energy resources/microgrid
the utility scale electric storage, to the utility control and operatio|

e distributed/
s, including
h centre.

Other hetworks

Optical or electronic'wireline or wireless networks will play a rolg
networks, DA, substation automation, backhaul, workforce autom4
on PEV mobile/roaming schemes. Wireless networks can use a var
technologies paging, point-to-point and point-to-multipoint netwo

in AMI/ NAN
tion, and also
iety of radio
ks, multi-

ple-address radio networks, or satellite links.

9 Sensor Network Architecture Supporting Smart Grid System

9.1 Architecture of,Sensor Network and its Interfaces for Smart Grid System

Figure 29 shows-the architecture of sensor network and its interfaces supporting Smart Grid, and it
illustrates a sef offunctional entities that realizes various sensor network services for Smart Grid. In the
sensornetwerkfunctional architecture shownin Figure 29, Sensing Domain transports dat#/information
to Seryice,Domain through Local Area Networks, Wide Area Network, and/or other typeq of networks.

As shown 1n the figure, there are two main groups responsible for data and information generation:
Data, Information, & Communications Group and Control & Management Group within Sensing Domain.
Data, Information & Communication Group provides functions such as data acquisition, data storage,
data processing (e.g., collaborative processing, data aggregation, feature extraction, data fusion,
etc.), data communication (e.g., communication protocol, communication support function, etc.).
Control & Management provides functions such as sensing device management, service management,
network management, security management. Once data/information is passed to Service Domain, the
data/information is processed by the functions such as data mining, information extraction, data fusion
and other relevant functions not shown in the figure. Additionally, the data/information can be stored,
communicated, and provisioned in Service Domain.

In Annex E, a different representation or view of the architecture in Figure 29 is depicted. The purpose
of the architecture representation in Annex E is to map the sensor networks and its interfaces for
smart grid system to the Sensor Network Reference Architecture developed in ISO/IEC 29182-5 (Part 5
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Interface) showing the interfaces defined in ISO/IEC 29182-5. Although the architecture representation
in Annex E does not fully describe the entirety of the sensor network and its interfaces for smart grid
systems, it is a useful depiction of the architecture because ISO/IEC 29182-5 provides the reference
architectural descriptions and understanding of the interfaces. ISO/IEC 29192-3 (Architecture Views)
and ISO/IEC 29182-4 (Entity Models} along with ISO/IEC 29182-5 will provide the complete picture
of the sensor network reference architecture developed in the ISO/IEC 29182 International Standard
series. Additionally, ISO/IEC 29182-1 (General Overview and Requirements) will provide the general
requirement for the sensor networks.

Data, Information, & Communications Management
) & Control
36 User L Markets <> Sosa ! <> 7 s <> Customers (M
Domain ser Layer Operations Providers SG Domaln
M&C
/ !
Services &
Application S&A for S&A for Control S&A for S&A for _
Service ppications Markets and Operations Providers Customers Servicg
(S&A) Layer 7 7 i 7 Domaiif
Domain 3 il 7 U 7, M&C
Processing Layer p
- =0/ i
( < N ]
. Network
Network Communications | Local Area Wide Area Public  |...cuee Private Domaid
Domain Layer Network Network Network Network J M&C
(. A4
/ AN \
Processing Layer |
v .
Sensing T /\[ O /\E /\E Sensing
D X Sensor Domair
omain i i ; ;
Network (SN) SN in B}llk s SN .m RN SN m. s SN in M&C
Generation Transmission Distribution Customers
Layer
o x L/
f QS b
SG Power Systems .\ SG Domaln
Bulk. . (é Transmission [€>] Distribution [<>| Customers M&C
Domain Layer Genera«n.
PR\
o [N 4

Figure 29 1— Architecture showing sensor network and its interfaces supporting Smart Grid
System.

9.2 SG Dormain

SG Domain is shown on the top and bottom of the architectural diagram in Figure 29. The physical
power systems are categorized and reside in Power Systems Layer — Bulk Generation, Transmission, and
Distribution. Systems (e.g., machines and human) are not associated with the physical power systems
in the SG Domain are shown as User Layer - Markets, Operations, and Service Providers. However,
Customers appears both User Layer and Power Systems Layer because customers are not only the user
of the electricity but also have sensors and sensor networks in and premise of their properties, e.g.,
houses, buildings, factory, etc.

9.3 Sensing Domain

Sensing Domain consists of Sensor Network (SN) Layer and Processing Layer, and this figure shows
the three sensor networks in Sensing Domain - Sensor networks for Bulk Generation, Transmission
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and Distribution. In each sensor network, various functions are maintained, and Table 17 describes the
typical functional entities within each sensor networks.

Table 17 — Function model and descriptions for Sensing Domain.

Functional Entities

Descriptions

Data acquisition

Sense and capture data from the environment for applications.

Data storage

Store sensor data, control instructions, and management data.

Data processing

Use data/signal processing algorithms to extract requested or useful information
from sensor data and metadata. The information extraction algorithms include

collahorative information pracessing (p g data fusion feature extract

on, data

aggregation and data presentation).

Datac

bmmunication

Transmit and receive data among sensor nodes and sensor network ga
a communication protocol stack and communication support functions
data transmitted and received are temperature, humidity, time synchi
location data.

feway through
. Examples of
onization and

Devicq

management

Manage devices in Sensing Domain, including power, system paramete
tion, and embedded software/firmware programs inthe device.

I, identifica-

Servic

P management

Manage the service(s) provided by sensor nodes.and sensor network g
including service registration, service discovery, service description, s
sis, and service processing queue.

hteways,
ervice analy-

Securi
manag

Ly and Privacy
ement

Manage the security of communicatien ‘and data, including authenticat
zation, encryption, and key managenient.

Manage the protection of persondl information, including data minimij
anonymization, pseudonymization and so on. Privacy management tyyj
with a privacy risk/impact assessment, including the identification of
required to mitigate theddentified risks.

ion, authori-

ration,
ically begins
afeguards

Netwo

rk management

Manage the networksitopology, routing table, configuration information, perfor-

mance and reconfigire network information.

Applic

htion Management

Manages the parameter changes or application updates in sensor node|
sor network or sensor networks

K or in a sen-

Feedb

ick & control

Trigger‘¢entrol instruction on actuators according to user’s feedback d
the application requirement. Whether feedback control is needed or n
the application requirement.

epending on
t depends on

Featur

e extraction

There are different levels of featurea extraction. Feature extraction me
vary depending on sensor type and the data the sensor generates. In g¢
tures can be extracted from raw data from a sensor or from processed
feature extraction is performed typically by an algorithm or algorithm

thods can
neral, fea-
data. The

S.

Data Alggregation Data aggregation assembles the similar data from multiple sources (e.g., sensors,
processors, databases). It also may assemble the data chronologically when needed.
Data Fusion Data fusion is the use of techniques that combine data from multiple, disparate data/

information sources and translates that information into discrete, actionable items
through inferencing. Data fusion processes are often categorized as low, intermedi-

ate or high, depending on the processing stage at which fusion takes pl
ple, low level fusion, data fusion algorithm/software combines several

raw data to produce new raw data. The fused data is likely provides more complete
pictures of the physical world, especially for objects of interest in the physical world
compared to individual data from the multiple sources that have not been fused.

ace. For exam-
sources of

Collaborative Informa-
tion Processing (CIP)

Collaborative information processing is similar to Data Fusion in many respects. The

emphasis is given to network level data fusion where there are multipl
involved. The fundamental ideas of combining data from multiple sour
actionable items are the same as Data Fusion.

e networks
ces to produce

a

In OpenGiS® Implementation Standard for Geographic Information - Simple feature access - Part 1: Common
Architecture (Open Geospatial Consortium OGC 06-103r4, 28 May 2011), “feature” is defined as “abstraction of real world
phenomena”; however, in this standard, feature is used in a general sense including such definition in the OGC document.
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Table 17 (continued)

Functional Entities

Descriptions

Information Extraction

A type of information retrieval whose goal is to automatically extract structured
information from unstructured and/or semi-structured data.

Data Mining

Data mining is a process of discovering new patterns from large data sets involving

methods from statistics and artificial intelligence but also database management. In
contrast to for example machine learning, the emphasis lies on the discovery of pre-
viously unknown patterns as opposed to generalizing known patterns to new data.

a2  In OpenGiS® Implementation Standard for Geographic Information - Simple feature access - Part 1: Common
Architecture (Open Geospatial Consortium OGC 06-103r4, 28 May 2011), “feature” is defined as “abstraction of real world

phenomena"; h e VeL inthic cfanr‘arr" foatureicnuscedin o gnnara] sonse inr]nr“ng such definiticninthe OGC dacun ent.

9.4 Network Domain

In the Network Domain, only functions concerning sensor network are shown in thé sensor n¢twork
functional ar¢hitecture. Many types of communication networks can be used tocsupport Smart Grid
communicati¢n (e.g., data, information, command & control, etc.). The typical networks are local area
network (LAN), wide area networks (WAN), public networks, and private networks, etc. Under the
network dompin, dada communication, device management, security managenient, and other funictions
can reside to[support Smart Grid communications. Table 18 describes. ‘the functional entities|in the
network actiylities domain in Figure 29. Network Domain can be realized-by Local Area Network and/or
by Wide ArealNetwork. A Local Area Network can be used when Sensing Domain and Service Jomain
are within th¢ same network while Wide Area Network can be used when Sensing Domain and {ervice
Domain reside in different networks. There will also be casess\where (1) one Sensing Domain [serves
multiple Servjce Domains; (2) multiple Sensing Domains serying one Service Domain; or (3) moie than
one Sensing Jomain serve more than one Service Domain

Table 18 — Function model and descriptions for Network Domain.

Functional Entities

Descriptions

Data communication

Transmit and recejve data among devices using existing or emerging data tfans-
mission technolégies.

Device manag¢ment

the device.

Manage information about the devices in a Wide Area Network, including ppwer,
system parameter, identification, and embedded software/firmware programs in

Security manggement

Manage the security of transporting data, including access control, authentjca-
tion, authorization, encryption, and key management.

9.5 Servic¢ Domain

In Service Dgmainy additional data/information processing is performed. And various services and
applications that'Support SG Domain’s User Layer are shown in Figure 29. These are typically business

management and user management related entities that support Smart Grid. The use of these two
management entities is dependent upon the requirements of the services and applications of the sensor
network being designed and developed. Table 19 describes the functional entities in Service Domain.
Service Domain has functions such as data storage, data process, information communication and

provision, device management, service management, and so on.
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Table 19 — Function model and descriptions for Service Domain.

Functional Entities

Descriptions

Data storage

Store data, including sensor data from Sensing Domain, and control instructions

from user.

Data process

Use data/signal processing algorithms to extract requested or useful information
from sensor data and metadata. The information extraction algorithms include
collaborative information processing or data fusion, feature extraction, and data

aggregation, for example.

Information communi-

Transmit and receive data among the devices in Service Domain using

data trans-

cation mission technology of legacy network.

Infornjation provision Provide useful information to users through user interface.

Devicd management Manage information about application end devices, including theé powdr, system
parameter, identification, and programs of the device.

Servicg management Manage the service provided by application service to the users, including service

registration, service discovery, service description, ser¢ice analysis, a
processing queue.

nd service

Securi

[y management

Manage the security of data and communicationdn sérvice domain, ing
control, authentication, authorization, encryptioh,’and key manageme

luding access
nt.

Busing

Ss management

Manage the business procedure, business.futes, business operations a
analysis of business data. Whether busifiess management is necessaryj

application requirement. Dynamic pricing activities may be included if this func-

nd statistical
depends on

tion.

User njanagement Manage information about usersgincluding user identification, applicafion require-
ment, and authorization of usexs. Whether user management is necesspry depends
on application requirement.

9.6 Tasks and Activities in Sensor Networks Enabled by the Domain Functiophs

Figure 30 describes the representative*tasks and activities, operational elements, angl information

exchanges required to accomplish the processes associated with sensor network supporting smart

grid systems. This physical operational activity diagram depicted in Figure 30 contains
products that identifythe operational nodes and elements, assigned tasks and
ation flows required between operational nodes. This activity diagram in Figure 3
and detail the types of information exchanged, the frequency of exchange, wh
ies are supported by the information exchanges, and the nature of the information
30, a generalized sequence of a sensor network’s operational activities required to 3
ask is illustrated. Each operational activity shown in Figure 30 is described below:

textu
infornj
define
activit
Figure
given {

M
an
fr

!

bnitor_~the inputs to this activity is typically a sensor operational planning and prog
y feédback data/information from any other activities in the activity sequence, a
mthis activity is typically an observation information of the physical world under

oraphical and
hctivities, and
0 can further
ich tasks and
exchanges. In
chieve its any

ramming and
hd the output
monitoring;

Detect - the input to this activity is the observation information, and the output from this activity
is typically the data/information about a detected object or objects in the monitoring area. The
data/information can include the object(s)’ features;

Assess - the inputs to this activity is the data/information about the detected object(s) and also
location data which is the data about the location or area where the object(s) is/are detected, and
the output from this activity tells about what this or these objects potentially is/are (e.g., type,

identification, etc.);

Decide - the inputs to this activity is the data/information about the object(s) and any other data
available from other sources (e.g., data level) if available, and the output of this activity is accurate
parameters about the detected object(s);
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Response - the inputs to this activity is the parameters about the detected object(s) and any other

data/information from other sources (through data fusion or collaborative processing - decision
level), and the output from this activity is an action or reaction plan which is assigned to actuators

linked to a sensor network or to a human operator; and

Confirm - the inputs to this activity is the observation data from Monitor activity to determine

the action or reaction execution has been performed and its effectiveness and the output is the
confirmation of the execution and effectiveness. If the execution is ineffective or the action/reaction
cannot be confirmed, this activity may reissue the execution plan.

Each of these tasks describes the individual responsibilities along with the systems that are being utilized.

Sensor Operational Planning

and Prograniming

Observation
Information

Monitg

=

Potential Detected

Detect Object Identi [cation

e edO ..
Location Data

Assess

Additional Data on Detected
Object if Available (Data Level)

Collaborative Infofmation on Detected

Detected Object
Determination

Detected Object
Parameters

Action or Reaction

Respond

Feed

pback Loop for Con [rrhation.or Status

Object (Deéision Level) from Other Completed
Source if Available
Y
Observational Dataxon Detected Object
» Conlm
Observational Data on Detected Objectfrom )

Other Sensors If Available

Figure(30'— Sensor network physical operational activity model.
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Other Smart Grid Reference Models and Architectures

A.1 IEC SMB Smart Grid Strategic Group 3 (SG3)

In the
docun

power
and fu

subsyj{

[EC SMB’s Smart Grid Standardization Roadmap document (see [1] in Biblipgraphy of this

ent), it introduced the IEC 62357 Reference Architecture shown in Figure A (T
Architpcture). This architecture addresses the communication requirements of the-app
utility domain. Its scope is the convergence of data models, services and ‘protoco

[57 Reference
ication in the
s for efficient

ture-proof system integration for all applications. This architectural-framewdrk comprises
commfpinication standards including semantic data models, services and protocols for infersystem and

tem communications.

Energy
Market Participants

Utility Customers

Utility
Service Providers

Other BusingSses:

1T

1T

1T

B

() —

Application To|Application (A2A)
and Businegs To Business
(B2B) Compimunications

Inter-Application Messaging Middleware, ebXML, and Web Services (spgCifiedtin XML; mapped to appropriate protocols)

A
61970 / 61968 Common Irrfur@ll Model (CIM)
AN

Appiication
Interfaces

Equipment And

ystern Interfaces

pecific Object
Mappings

Field Object Models

Specific Cgmmunication

Serviceqd Mappings

Protocgl Profiles

WAN

Compmunications
Medig and Services

Exterpal Systems

ver
prptocols)

'@‘—

*Notes: 1) Solid colors correlate different parts of protocols within the architecture.
2) Non-solid patterns represent areas that are future work, or work in progress, or related work provided by another IEC TC.

The IEC roadmap also provides the following top level requirements:

Peer-to-Peer 61850 over
Substation bus and Process bus

Figure A.1 — TC 57 Reference architecture.

w
: N
omponent Interface Specification for rprise Applic: egration
61970 Ci it Interf; Specification (CIS IDMS for Enterprise Application Inte ti EAI
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e Yb\ Market Operation Engineering & External
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E ¢ N\
E e S
5 ‘g Data Acquisition and Control ant-Eﬁ\&wmy / Proxy Server / Mapping Services / Role-based Access Control
E :) 61850-7-3, 7-4 60870-6-802
dﬁé b 5 Object Models Object Models
o TCI3 WG4 o
2 608 61850-7-2 Messaging 60870-6-503
2 Meter \& ACSI {work in App Services
= Standards ‘ ’ progress)
e Z 104 61850-8-1 60870-6-703
g Mapping to MMS Protocols
2 =
9 "_:;‘J Communication Industry Standard Protocol Stacks
| o 61384 (ISOITCP/IP/Ethemet)
e e
'ﬁ Telecantrol 60495
2 Comniuhications = 60663 [ ———
w Media-and Services 60834
608705 61850 IED Me’;g’;';ing 608706
RTUs or 61850 Substation | Field Devices TASE 2
5 DF".Id 1N Substation Devices Beyand the S Etxtemai Other Control .
Vi evices Systems Substation e e 4., Centres b
N\ Substations)
Customer
Meters TEDS, Reays, MEers, swiengear, C1s, V15

From the viewpoint of Smart Grid, highly interoperable communication between all components

is the major goal of smart grid communication. This means that the communication shall be based
on a common semantic (data model), common syntax (protocol) and a common network concept.
Therefore a convergence and a harmonization of subsystem communication shall be pursued.
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— General requirements are that the communication concept shall be future-proof. That means
that it shall be open for future extensions regarding application fields as well as communication
technologies.

— The concept shall be open regarding an efficient integration of state-of-the-art components, but also
open for integration of legacy communication components.

— As an essential part of a critical infrastructure, the communication concept shall be deterministic,
transparent and fully comprehensible at any time.

— Real-time applications require system-wide time synchronization with high accuracy. In case of
important and critical applications, the communication concept shall provide a high quality of
service. i

A.2 National Institute of Standards and Technology (NIST)

| Institute of Standards and Technology (NIST)’s Framework and Roadmap for|Smart
Grid Interopefability Standards document (see [2] in Bibliography of this documeént), the NIST’s|Smart
Grid conceptyal model is introduced as shown in Figure A.2. This conceptual model supports planning
and organizafion of the diverse, expanding collection of interconnected nétworks that compqse the
Smart Grid. This NIST’s Smart Grid conceptual model was also introduced in the IEC’s Smayt Grid
Standardizatipn Roadmap. As shown in Figure A.2, NIST identified the.Smart Grid into seven dorhains:

— Customerls
— Markets
— Service Providers
— Operations
— Bulk Geng¢ration
— Transmission

— Distributjon
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" : Service
‘\? perations Provider

Figuré

NIST’s

Bulk

Generation

description of each smart grid domain is provided in Table A.1.

-—#\

W“-’u Distribution > PN Custorw
bt il

— Secure Commumcatlon{{\fgce
o = o oo Electrical Interface

Domain Q
O

b A.2 — NIST Smart Grid conceptual model [from the NIST Smart Grid Roadmap Document].

Table A.1 =="NIST description of the SG domains.

Domajn Description

Custorpers The end users of electricity. May also generate, store, and manage the use ¢f energy.
Traditionally, three customer types are discussed, each with its own domalin: residential,
commercial, and industrial.

Markefs The operators and participants in electricity markets.

Servicg Providers The organizations providing services to electrical customers and utilities.

Operations The managers of the movement of electricity.

Bulk Generation The generators of electricity in bulk quantities. May also store energy for lpter distribu-
fion

Transmission The carriers of bulk electricity over long distances. May also store and generate electric-
ity.

Distribution The distributors of electricity to and from customers. May also store and generate elec-

tricity.

Each domain and its sub-domains encompass smart grid actors and applications. Actors (or entities)
include devices, systems, or programs that make decisions and exchange information necessary for
performing applications: smart meters, solar generators, and control systems represent examples of
devices and systems. Applications, on the other hand, are tasks performed by one or more actors within
a domain. For example, corresponding applications may be home automation, solar energy generation
and energy storage, and energy management. Figure A.3 is a composite “box” diagram that combines
attributes of the seven domain-specific diagrams.
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H;GmPimAmMrIDomain NIST S G Framawonk 1.0 Jandury 2010
Figure A.3|— NIST Conceptual reference diagram for Smart Grid information network [from
NIST Smart Grid’'Roadmap].
A.3 CEN/JENELEC/ETSI Smart Grid'Reference Architecture

The Smart Gr
Grid Coording
and has defin

including maipn categories as below.

Europea
specificr

— Architec
views of 4

d Reference Architecture (Version 3.0) document published by CEN-CENELEC-ETSI
tion Group (SG-CG), addresses the technical reference architecture part of mandate
ed the context forsthe development of the Smart Grids Reference Architecture

h ConceptualModel: An evolution of the NIST model in order to take into accoun|
equirements of the EU context that the NIST model did not address.

fure’'Viewpoints: A limited set of ways to represent abstractions of different stakeh
Stiart Grid system.

Smart
M /490
SGRA)

t some

plders’

Smart Grids Architecture Model (SGAM) Framework: The architecture framework takes into

account already identified relevant aspects like interoperability (e.g. the GridWise Architecture
Council (GWAC) Stack), multi-viewpoints (SGAM Layers).

A.3.1 EU Smart Grid Conceptual Model

The EU Conce

56

ptual Model for Smart Grid was introduced as shown in Figure A.4.
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Figure A.4 — EU extension ofthe'NIST model.

anew DER (Distributed Energy Resources) Domain to fulfill the specific European
uture-oriented model for European Siart Grid System and describes a totally cent|
decentralized grid and a mixture between both extreme points on a defined level.

Reference Architecture Viewpoints

elected as/the most appropriate to represent the different aspects of Smart Grids

ssocidted architectures:

éBusiness Architecture is addressed from a methodology point of view, in order

J Conceptual Model is an overall high-level model'that describes the main actors of the Smart Grid
eir main interactions, and also acts as a bridge between the underlying models ir} the different
bints of the Reference Architecture. It corresponds for the most partwith the NIST Model and extends

Fequirements.
ralized grid, a

ecture viewpoints represent a limited set of ways to represent abstractiong of different
olders’ views of a Smart Grid system. The report of the CEN/CENELEC/ETSI Joint Working Group
for Standards forthe Smart Grids had outlined some of the potential viewpoints that the work of
might have to deal with Conceptual/Communication/Information Architecture. Cgnsidering the
bcommendatiens and the Reference Architecture requirements, the following vigwpoints have

bystems: Four

bints havebeen selected by the SG-CG/RA: Business, Functional, Information and Communication,

fo ensure that

chitectures are developed in a consistent and coherent way.

hatever market or business models are selected, the correct business services and underlying

— The Functional Architecture provides a meta-model to describe functional architectures and
gives an architectural overview of typical functional groups of Smart Grids.

— The Information Architecture addresses the notions of data modeling and interfaces and how
they are applicable in the SGAM model. Furthermore, it introduces the concept of “logical interfaces”
which is aimed at simplifying the development of interface specifications especially in case of
multiple actors with relationships across domains.

— The Communication Architecture deals with communication aspectsofthe SmartGrid, considering
generic Smart Grid use cases to derive requirements and to consider their adequacy to existing
communications standards in order to identify communication standards gaps. It provides a set of
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recommendations for standardization work as well as a view of how profiling and interoperability
specifications could be done.

A.3.3 Smart Grids Architecture Model (SGAM) Framework

The SGAM Framework aims at offering a support for the design of smart grids use cases with an
architectural approach allowing for a representation of interoperability viewpoints in a technology
neutral manner, both for current implementation of the electrical grid and future implementations of
the smart grid.

Itis established by merging the concept of the interoperability layers with the smart grid plane (domains
and zones). So it has a three dimensional model that is merging the dimension of five interoperability

layers (Busin
the Smart Gr
Process, Field
energy conve
The SGAM Fr3

e
Intgroperability| Information Layer 2
Layers

bss, Function, Information, Communication and Component) with the two dime
d Plane, i.e. zones (representing the hierarchical levels of power system g

Fsion chain: Bulk Generation, Transmission, Distribution, DER and Cust rs Pre
imework is shown in Figure A.5. N

Business Layer

Function Layer - p
_ Outline of ¢ S
I -\--

Communication Layer

Component&f
v

O Generation

T

. Distribution g Process
DER
Q~ Domains Cuzinmoy

ons of
bment:

Station, Operation, Enterprise and Market) and domains (covering the com elgctrical

mises).

Premises
\Q/ Figure A.5 — SGAM framework.

A.3.3.1 SGAM Interoperability Layers

In order to allow a clear presentation and simple handling of the architecture model, the interoperability
categories described in the GridWise Architecture model are aggregated in SGAM into five abstract
interoperability layers: Business, Function, Information, Communication and Component, as illustrated

in Figure A.6.
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Figure A.6 — Grouping into interoperabilitylayers.

e Business Layer represents the business view on the information exchange rel
ids; regulatory and economic (market) structures and policies, business moq
rtfolios (products & services).

e Function Layer describes functions and\services including their relations
chitectural viewpoint. The functions are represented independent from actors
plementations in applications, systems and components.

e Information Layer describes the infarmation thatisbeingused and exchanged betw
F'vices and components. It containsiiniformation objects and the underlying canonical

e Communication Layer describes protocols and mechanisms for the interoperab
formation between compenents in the context of the underlying use case, function
ated information objects or data models.

e Component Layer-describes the physical distribution of system actors, applic
stem equipment (typically located at process and field level), protection and tele-cq
twork infrastrueture (wired/wireless communication connections, routers, swit
d any kind-6f-computers.

SGAM — Smart Grid Plane

In gen

eral’ power system management distinguishes between electrical process and

hted to smart
lels, business

hips from an
and physical

een functions,

data models.

e exchange of
br service and

ptions, power
ntrol devices,
Ches, servers)

| information

management viewpoints. The Smart Grid Plane, as shown in Figure A.7 1s defined from t

he application

to the Smart Grid Conceptual Model of the principle of separating the Electrical Process viewpoint
(partitioning into the physical domains of the electrical energy conversion chain) and the Information
Management viewpoint (partitioning into the hierarchical zones (or levels) for the management of the

electri

cal process.
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Figure A.7 — Smart Grid plane - Domains and hierarchic¢al zones.

A.3.3.3 SGAM Domains
The Smart Grjd Plane includes the domains listed in Table A.2. 0xe dimension of the Smart Grid Plane

covers the complete electrical energy conversion chain, partitiohed into five domains: Bulk Genejration,
Transmission| Distribution, DER and Customers Premises.

Table A.2 — SGAM-Domains.

Domain Description

Representing generation-of electrical energy in bulk quantities, such as by fosqil,
Bulk Generatign nuclear and hydro power plants, off-shore wind farms, large scale solar power|plant
(i.e. PV, CSP) — typieally connected to the transmission system

Representing(the infrastructure and organization which transports electricity over

Transmission .
long distances
o Representing the infrastructure and organization which distributes electricity to
Distribution .
customers
Representing distributed electrical resources directly connected to the public|dis-
DER tribution grid, applying small-scale power generation technologies (typically ih the

range of 3 kW to 10 000 kW). These distributed electrical resources may be difectly
controlled by DSO

Hostlng both end-users of electr1c1ty, also producers of electr1c1ty The premls S
lllLluuC llluub l,l lal, CUIIIIIITI \,ldl allu llUlllC laLlllLlCD LC s LllCllllLal lJlClllLb, Clll l_lUl LS
harbours, shopping centres, homes). Also generation in form of e.g. photovoltaic gen-
eration, electric vehicles storage, batteries, micro turbines... are hosted

Customer Premises

A.3.3.4 SGAM Zones
The SGAM zones represent the hierarchical levels of power system management [IEC 62357]. These

zones reflect a hierarchical model which considers the concept of aggregation and functional separation
in power system management. The SGAM zones are described in Table A.3.
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Table A.3 — SGAM Zones.

Zone

Description

Process

Including the physical, chemical or spatial transformations of energy (electricity,
solar, heat, water, wind ...) and the physical equipment directly involved. (e.g. gener-

ators, transformers, circuit breakers, overhead lines, cables, electrical

loads any kind

of sensors and actuators which are part or directly connected to the process,...).

Field

Including equipment to protect, control and monitor the process of the power sys-
tem, e.g. protection relays, bay controller, any kind of intelligent electronic devices

which acquire and use process data from the power system.

Representing the areal aggregation level for field level, e.g. for data concentration,

Stationf

functional aggregation, substation automation, tocat SCADA SyStems,
sion...

lant supervi-

Operaf

ion

Hosting power system control operation in the respective domain;e.g.
management systems (DMS), energy management systems (EMS) in gg
and transmission systems, microgrid management systems, virtual pg
management systems (aggregating several DER), electric\ehicle (EV)
management systems.

distribution
neration

wer plant
fleet charging

Enterp

rise

Includes commercial and organizational processés, services and infrag
enterprises (utilities, service providers, energy trdders ...), e.g. asset m
logistics, work force management, staff training, customer relation m4g
billing and procurement...

tructures for
anagement,
nagement,

Marke

Reflecting the market operations pogssible along the energy conversior
energy trading, mass market, retaittharket...

chain, e.g.
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Annex B

(normative)

IEEE 2030 Descriptions of Entities and Interfaces

B.1 Power System Interoperability Architecture Perspective (PS-IAP) Description

of Entities

rfacac

and Inin
IO TIICCT ITUOCc Ty

Table B.1 pro

yides the description and associated comment of each entity found in the Power §

ystem

Interoperability Architecture Perspective (PS-IAP) shown in Figure 1.
Table B.1 — PS-IAP entities and descriptions.

Entity Description Comments

AC Loads Loads on customer site using AC electric —
power.

Bulk Generatign | Conventional or renewable generation source | Typical gehieration types include nuclear fossil
thatis connected to the electrical transmis- |fuels, hydro, and various renewable resqurces.
sion system.

Bulk Storage Electric storage that is connected to the elec- |Bulk storage technologies include pump¢d

trical transmission system.

hydro, compressed air, geothermal, supdr-
conducting magnetic energy storage, angl
batteries.

Customer Dis-

Customer DER includes demand respanse,

Customer generation or storage that is cpn-

Point(s) of Inte
face

—

mon point for the on-preimises devices that
may communicateaith the entities outside of
the customer domain.

tributed Energy |generation, and energy storage located on nected to the transmission system is cor}sid-
Resource and connected to the customer electrical ered in the Bulk Generation domain.

system. Customer DER may include PEVs.
Customer The customer point(s) ofinterface is a com- |Can be a physical interface box, meter, EMS,

generator controller, controllable load d¢vices,
or directly connected. A single customer|may
have more than one point of interface.

Customer Sub{ |Electrical transmission or distribution Customer substations can be at transmigsion
station substation lecated at customer facility that |or distribution voltage levels, dependingon

convertSpower to distribution voltage levels, |the size of the facility.

which are then distributed within the cus-

torfier site. Contains infrastructure necessary

to.control, monitor, and protect the electrical

distribution system. Facility may include

transformers, bus work, circuit breakers,

capacitor banks, etc.
DC Loads Loads on customer site using DC electric —

power.
Distribution Distribution sensors and measurement Distribution sensors and measurement devices
Sensors and devices located on the distribution system are typically a device associated with conver-
Measurement |but not within a distribution substation. sion equipment such as current transducers or
Devices voltage transducers. Examples of these items

include meters, oscillographs, temperature
sensors, etc.

Distribution Distribution DERs include demand response, |Generation or storage connected to the
Distrib- generation, and energy storage located on transmission system is considered in the bulk
uted Energy and connected to the distribution system. generation domain.
Resources
62 © ISO/IEC 2014 - All rights reserved



https://iecnorm.com/api/?name=6666119fd2b12f9e636e9f4d63afa902

ISO/IEC 30101:2014(E)

Table B.1 (continued)

Protection and
Control Devices

a distribution substation that control and
protect the electrical distribution system.

Entity Description Comments

Distribution Facility/function that may include real-time |May include oscillography, event records,
Operation and |control and monitoring. equipment diagnostics, etc.

Control

Distribution Devices on a distribution circuit external to |Examples include capacitors, sectionalizers,

circuit interrupters, voltage regulators, surge

protective devices, etc.

Distribution Centralized facility that contains infrastruc- |Facility may include transformers, voltage reg-
Substation ture necessary to control, monitor, and pro- |ulating transformers, circuit breakers, capaci-
tectthreetectricatdistributiomrsystent torbamks,; etc-Distributiomrsubstations may be
located at the same facility as @ransmission
substation. May include distyibufion switching
stations.
Electric Service |An organization that contracts to provide Service providers cah be electriq utilities or
Providers electric power-related services. other parties. Theymay providejmarket-ori-
ented services, equipment management, or
troubleshooting services, etc.
Genergtion Provides for dispatch of generation based —
Operation and |on reliability usually incorporated with eco-
Contrdl nomic dispatch.
Genergtion Sub- |Centralized facility that converts voltage The generator substation is usudlly located
statiof] to transmission levels and contains infra- adjacent to the generation facility. The genera-
structure necessary to control, monitor, tor substation provides the interfface between
and protect the generation interconnection |the generator and the electrical fransmission
equipment system.
Markefs Markets are entities that signal chariges in Markets discussed are wholesal¢ market,
the operation of the system based on market |retail market, and ancillary servjces. Whole-
economic variables. sale electricity markets can havg extremely
high price volatility at times of ppak demand
and supply shortages. The partidqular charac-
teristics of this price risk are highly depend-
ent on the generation supply porttfolio to the
market such as the mix of types pf generation
plants and relationship between|demand and
weather patterns. Retail electridity pricing
varies based on time of day but fpllows fairly
regular daily and seasonal cycleg. Retail
prices are generally segmented iy customer
type: residential, commercial, arld indus-
trial. Ancillary services are used|to provide
spinning reserve, frequency control, and other
functions not directly related to the amount of
energy consumed by the customgpr. This could
include the aggregation of DER into larger
blocks for marketing purposes. Includes capac-
ity markets.
Transmission |Sensors and monitoring equipment installed |This equipment may include transmission line
Sensors and on the transmission lines external to the sag monitor, tower monitoring equipment,
Measurement |transmission substations. insulation detection monitoring, etc.
Devices
Transmission Facility/function that may include real-time |May include oscillography, event records,
Operation and |control and monitoring. equipment diagnostics, etc.
Control
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Table B.1 (continued)

Entity

Description

Comments

Transmission
Protection and
Control Devices

Devices on a transmission line external to
a transmission substation that control and
protect the electrical transmission system.

Examples can include flexible AC transmis-
sions (FACTSs) devices, remote transmission
switches, series capacitors, surge protective
devices, etc.

Transmission
Substation

Centralized facility that allows the exchange
of power between the bulk generation and
the distribution system. Contains infra-
structure necessary to control, monitor, and
protect the electrical transmission system,

Transmission substations include facilities
that convert voltages from transmission
voltages to another transmission voltage or
distribution voltages as well as transmission
voltage- level switching stations. Facilities may

stations, etc.

include transformers, bus, circuit breakgrs,

capacitor banks, static or synchronous rgac-
tors, FACTs devices, AC to DC converters| and
DC to AC converters.

Table B.2 proy

rides all the interfaces (the lines with the numbers, e.g., PS1) found in the PS-IAP (Figure 1)

including the fwo entities (e.g., Entity 1 and Entity 2) connected by the interface line.
Table B.2 — PS-IAP interfaces.
IF No. Entity 1 Entity 2 Comments
PS1 Digtribution Sub- |Transmission Substations may be co-loeated or located some distancg from
staftion Substation each other. Provides<£or coordination between electricdlly
connected substations. Interfaces include those for control,
protection, monitoring, SCADA, and telephony.
PS2 Didtribution Sub- |Distribution Provides substation data and for direct control of distribution
staftion Operation and substations/Interfaces include those for control, monitgring,
Control SCADA, reporting, and telephony.
PS3 Digtribution Sen- |Distribution Provides distribution system data. Interfaces include tHose
so1fs and Measure- |Operation and for monitoring, reporting, and SCADA.
ment Devices Control
PS4 Didtribution Distribution Provides for monitoring of devices, controlling devices,|Jand
Prgtection and Operation and updating settings to devices. Interfaces include those fdr con-
Coptrol Devices |Control trol, monitoring, SCADA, and reporting.
PS5 Diitribution Sub- |Distribution Provides for monitoring of devices, controlling devices,[and
staftion Protection and |updating settings to devices as well as coordination befween
Control Devices |[substation and field devices. Interfaces include those fof pro-
tection, control, monitoring, reporting, and SCADA.
PS6 Didtribution Sub- |Customer Provides for protection coordination and customer infdrma-
staftion Point(s) of Inter- |tion that is desired at the substation. Interfaces include|those
face for protection, control, and monitoring.
PS7 Dirtl ;but;\lll Sub D;Dtl ;but;ull PL AV A ;d\.o lc\.ll d;Dtl ;but;ull ‘)y Dtblll ;llfUl lllat;\.lll tU b\/ yl J ided
station Sensors and at distribution substations. Interfaces include those for moni-
Measurement toring, reporting, and SCADA.
Devices
PS8 Distribution Sub- |Distribution Interfaces between two or more distribution substations.
station Substation Interfaces include those for protection, control, monitoring,
reporting, SCADA, and telephony.
PS9 Distribution Customer Provides customer information to protection and control
Protection and Point(s) of Inter- |devices and certain protection and control information to
Control Devices |face customer devices. Interfaces include those for protection,
control, and monitoring.
64 © ISO/IEC 2014 - All rights reserved


https://iecnorm.com/api/?name=6666119fd2b12f9e636e9f4d63afa902

ISO/IEC 30101:2014(E)

Table B.2 (continued)

IF No. Entity 1 Entity 2 Comments

PS10 Distribution Distribution Provides sensor information to protection and control
Protection and Sensors and devices. Interfaces include those for monitoring and SCADA.
Control Devices Measurement

Devices

PS11 Distribution Dis- |Markets Provide DER information to markets and capabilities for
tributed Energy market control of DER. Interfaces include those for control
Resources and monitoring.

PS12 Distribution Dis- |Customer Provides for aggregated customer information and distri-
tributed Emergy —Poimt{sjof tter=—butiomrsystenr DER tontrotdirectty tocustomnrey. Provides
Resources face ameans to locally balance generation and lgads Interfaces

include those for control and monitoring,

PS13 Distribution Customer Provides information exchange and control of chistomer
Operation and Point(s) of Inter- |equipment by distribution operatiphs)and contyol. Interfaces
Control face include those for control and mofitoring.

PS14 Distribution Dis- |Distribution Provides information exchange and control of dfistribu-
tributed Energy |Operation and tion DER by distribution eperations and control. Interfaces
Resources Control include those for control\and monitoring.

PS15 Distribution Sub- |Distribution Dis- |Provides for distribaGtion system DER informatipn and dis-
station tributed Energy |tribution system DER control directly from the fubstation.

Resources Provides a meansito locally balance generation pnd loads.
Interfaces include those for protection, control,jand monitor-
ing.

PS16 Distribution Dis- |Distribution Provides\distribution system information for uge by distri-
tributed Energy |Sensors and bution'system DER. Interfaces include those forfmonitoring,
Resources Measurement reporting, and SCADA.

Devices

PS17 Distribution Distribution Provides for coordination between distribution|system pro-
Protection and Distributed tection and control devices and DER. Interfaces|include those
Control Devices for protection and control.

PS18 Distribution Custemer Sub- Provides for monitoring and control of customer owned
Operation and station stations by distribution operations and control{Interfaces
Control include those for control, monitoring, and SCADA.

PS19 Distribution Dis<:*|Customer Dis- Provides for coordination between distribution|system DER
tributed Energy’ |tributed Energy |and customer DER. Interfaces include those for fnonitoring
Resources Resources and control.

PS20 Distribution Sub- |Customer Sub- Provides for coordination between distribution|substations
station station and customer substations. Interfaces include thjpose for pro-

tection and monitoring.

PS21 Distribution Sen- |Customer Sub- |Provides for distribution line information to be|provided at
sorsand Measure-lstation customer substations Interfacesinclude thaose or monitor-
ment Devices ing, reporting, and SCADA.

PS22 Transmission Transmission Provides for transmission operations monitoring and control
Substation Operation and of substations. This would include typical SCADA data, phasor

Control data, special protection systems, telephone, and wide area
monitoring, protection and control (WAMPAC). Interfaces
include those for control, monitoring, SCADA, reporting, and
telephony.

PS23 Transmission Transmission Provides for coordination between two or more transmission
Substation Substation substations, Interfaces include those for protection, control,

monitoring, reporting, SCADA, and telephony.
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Table B.2 (continued)

IF No. Entity 1 Entity 2 Comments

PS24 Transmission Transmission Provides for coordination, control, and monitoring between
Substation Protectionand |remote protection and control devices with transmission

Control Devices |substations. This would include protection, switching com-
mands (open/close switches), and control device monitoring.
Interfaces include those for protection, control, monitoring,
reporting, and SCADA

PS25 Transmission Transmission Provides for capability to monitor information not in trans-
Substation Sensors and mission substation. This would include information for

Measurement dvnamicline rating, transmission line maintenance informa-
Devices tion, etc. Interfaces include those for monitoring, reperfing,
and SCADA.

PS26 Trgnsmission Generation Sub- |Provides coordination between transmission and,genefation

station substations. This would include protection systems, spé¢cial
protection systems, telephone, etc. Interfaces’include those
for protection, control, monitoring, SCADA, and telephony.

PS27 Trgnsmission Bulk Storage Provides for coordination between the transmission supsta-
Sulpstation tion and bulk storage as well as monitoring of informatjon at

both entities. This would include protection systems, special
protection systems, telephohe; etc. Interfaces include tHose
for protection, control, menitoring, and SCADA.

PS28 Trgnsmission Bulk Generation |Provides for coordination between the transmission SIJ)-
Sulpstation station and generation'as well as monitoring of information

at both locations™This would include special protection|
systems. Interfaces include those for protection, contrao,
monitoring, and SCADA.

PS29 Trdnsmission Customer Sub- Provides‘for coordination between transmission and cus-
Sulpstation station tomerSsubstations. This would include protection systems,

special protections systems, telephone. Interfaces include
those for protection, control, monitoring, and SCADA.

PS30 Trgnsmission Sen- | Transmission, Provides information from the transmission line to the
so1fs and Measure- |Operation and transmission operators. This would include informatiof for
mepnt Devices Control dynamic line rating, transmission line maintenance infprma-

tion, etc. Interfaces include those for monitoring, reporfing,
and SCADA.

PS31 Didtribution Dis- |Pistribution Dis- |Interfaces between two or more distribution DERs. Intdrfaces
triputed Energy « |tributed Energy |include those for protection, control, monitoring, reporting,
Resgources Resources and SCADA.

PS32 Trgnsmission Sen- | Transmission Provides information to protection and control devices| This
sorls and-Measure- |Protection and |could include information for dynamic line rating and cpntrol
ment Devices Control Devices |ofline impedance. Interfaces include those for monitoring.

pS33 Trdnsmission San Cmnnrqtinn Cub Dv‘n"ﬁdac Gn(-‘nv-maﬁnn to gcmmmtann cubctqﬁnn_ Thic "A'YIJIJld
sors and Measure- |station include information for dynamic line rating, transmission line
ment Devices maintenance information, etc. Interfaces include those for

monitoring.

PS34 Transmission Sen- | Customer Sub- Provides information to customer substation. This would
sors and Measure- |station include information for dynamic line rating, transmission line
ment Devices maintenance information, etc. Interfaces include those for

monitoring.

PS35 Transmission Sen- | Bulk Storage Provides information to bulk storage. This would include
sors and Measure- information for dynamic line rating, transmission line
ment Devices maintenance information, etc. Interfaces include those for

monitoring.
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Table B.2 (continued)

IF No. Entity 1 Entity 2 Comments

PS36 Transmission Sen- |Bulk Generation |Provides information to bulk generation. This would include
sors and Measure- information for dynamic line rating. Interfaces include those
ment Devices for monitoring.

PS37 Transmission Customer Sub- Provides for transmission operators to monitor and control

Operation and station customer substations. Interfaces include those for control,
Control monitoring, SCADA, reporting, and telephony
PS38 Transmission Generation Sub- |Provides coordination between remote protection and
Protection and station control devices with the generation substation. This would
€omtrotDevices ichode protectiomand speciat protectiomsystems. Interfaces
include those for protection, control, monitorinE and SCADA.
PS39 Transmission Transmission Provides control of transmission systenrand abjility to change
Protection and Operation and settings on protective and control equipment. Tihis would
Control Devices |Control include typical SCADA data, phasor 'data, speciall protection
systems, telephone, and wide aréamonitoring, protection
and control. Interfaces include‘those for control, monitoring,
SCADA, and reporting.
PS40 Bulk Generation |Transmission Provides for informationexchange between gerjeration and
Operation and transmission operations. Interfaces include thofge for control,
Control monitoring, SCADAj.reporting, and telephony.
PS41 Bulk Generation |Generation Sub- |Provides for information exchange and coordinption between
station generation and generation substation. Interfacds include
those forgrotection, control, monitoring, SCADA, and teleph-
ony.

PS42 Bulk Generation |Bulk Storage Provides for information exchange and coordinption between
generation and storage. Interfaces include thos¢ for protec-
tion, control, monitoring, SCADA, and telephonyj.

PS43 Bulk Storage Transmission Provides for information exchange. Interfaces ificlude those

Operation and for control, monitoring, SCADA, reporting, and felephony.
Control
PS44 Bulk Storage Generation Sub- |Provides for information exchange and coordinption between
station storage and generation substation. Interfaces irjclude those
for protection, control, monitoring, SCADA, and|telephony.
PS45 Generation Subs* [Transmission Provides for information exchange and control pf generation
station Operation and substation. Interfaces include those for control,jmonitoring,
Control SCADA, reporting, and telephony.
PS46 Transimission Distribution Provides for coordination between distributionfoperations
Opefration and Operation and and transmission operations. Interfaces includq those for
Centrol Control monitoring, reporting, SCADA, and telephony.
PS47 Markets Transmission Wholesale market operations control to optimite portfolio of
ﬂpnrafinn and sources Interfacesinclude thase for maonitoringd . reporting‘
Control and telephony
PS48 Markets Distribution Demand-side management (DSM) signals to reduce demand.
Operation and Interfaces include those for monitoring, reporting, and
Control telephony.
PS49 Markets Generation Oper- | Wholesale market operations control to optimize portfolio of
ation and Control |sources. Interfaces include those for monitoring, reporting,
and telephony.

PS50 Markets Bulk Generation |Wholesale market operations control to optimize portfolio
of sources. . Interfaces include those for control, monitoring,
reporting, and telephony.

PS51 Markets Bulk Storage Wholesale market operations control to optimize portfolio

of sources. Interfaces include those for control, monitoring,
reporting, and telephony.
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Table B.2 (continued)

IF No. Entity 1 Entity 2 Comments
PS52 Markets Customer Provides for optimization of distributed generation, storage,
Point(s) of Inter- |and load control (i.e. demand response) on the customer
face domain. Interfaces include those for control, monitoring, and
reporting.
PS53 Generation Opera-|Generation Sub- |Provides substation information and control of substation
tion and Control |station equipment. Interfaces include those for control, monitoring,
SCADA, reporting, and telephony.
PS54 Generation Opera-|Bulk Generation |Provides generation information and control of bulk genera-
tioramd-Comtrot tiom-tterfaces ctude those forcomtrot, momitoring; ST ADA,
reporting, and telephony.
PS55 Gemneration Opera- |Bulk Storage Provides storage data and control of bulk storage:Interfaces
tioh and Control include those for control, monitoring, SCADA xeporting, and
telephony.
PS56 Generation Opera-|Transmission Provides for coordination between generation operatiops and
tioh and Control |Operation and transmission operations. Interfacesinclude those for mpni-
Control toring, reporting, SCADA, and telephony.
PS57 Cugtomer Substa- |AC Loads Provides for intra-facility monitering and control of ACJloads.
tioh Interfaces include those for protection, control, and mohitor-
ing.
PS58 Customer Substa- |DC Loads Provides for intra-faeflity monitoring and control of DC|loads.
tioh Interfaces include those for protection, control, and mohitor-
ing.
PS59 Customer Point(s) |AC Loads Provides fordnformation exchange and control of AC lodds
of Interface by entitiesiexternal to customer. Interfaces include thoge for
protection; control, and monitoring.
PS60 Cugtomer Point(s) |DC Loads Proyides for information exchange and control of DC loads
of Interface by entities external to customer. Interfaces include thoge for
protection, control, and monitoring.
PS61 Cugtomer Substa- |Customer Dis= Provides for information exchange and control of DERs|by
tioh tributed Energy |substation control. Interfaces include those for protectilon,
Resources control, and monitoring.
PS62 Cugtomer Point(s) |Customer Dis- Provides for information exchange and control of DERs|by
of Interface tributed Energy |entities external to customer. Interfaces include those fpr pro-
Resources tection, control, and monitoring.
PS63 Cugtomer Dis- AC Loads Provides for information exchange and control of DERs|and
tributed Energy AC loads internally at the customer. Interfaces include those
Resgources for protection, control, and monitoring.
PS64 Customer/Dis- DC Loads Provides for information exchange and control of DERs[and
tributed Energy DC loads internally at the customer. Interfaces include ghose
Resources for protection, control, and monitoring.
PS65 Electric Service |Markets Provides for information exchange of market information and
Providers expected loading. Interfaces include those for monitoring and
control.
PS66 Electric Service Distribution Provides for information exchange of expected loading and
Providers Operation and aggregate control mechanisms. Interfaces include those for
Control monitoring.
PS67 Electric Service |Customer Sub- |Provides for monitoring information and control of customer
Providers station generation, storage, and loads. Interfaces include those for
monitoring and control.
PS68 Electric Service Customer Provides for monitoring information and control of customer
Provider Point(s) of Inter- |generation, storage, and loads. Interfaces include those for
face monitoring and control.
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Table B.2 (continued)

IF No. Entity 1 Entity 2 Comments
PS69 Customer Dis- Customer Dis- Interfaces between two or more customer DERs. Interfaces
tributed Energy |tributed Energy |include those for protection, control, monitoring, reporting,
Resources Resources and SCADA.
PS70 Transmission Distribution Dis- |Provides for monitoring information and control of customer
Operation and tributed Energy |generation, storage, and loads for direct dispatch of distribu-
Control Resources tion connected DER. Interfaces include those for monitoring
and control.
PS71 Generation Opera-|Distribution Dis- |Provides for monitoring information and control of customer
tiomramd-Comtror—tributed Emergy—Tgemeration; storage; and toads fordirectdispatgh of distribu-
Resources tion connected DER. Interfaces include those for monitoring
and control.
PS72 Electric Service |Generation Sub- |Provides for monitoring information of géneratjon substation
Providers station equipment. Interfaces include those\for monitoring.
PS73 Electric Service |Bulk Storage Provides for monitoring information of bulk stdrage equip-
Providers ment. Interfaces include thoge for monitoring.
PS74 Electric Service |Bulk Generation |Provides for monitoring information of bulk gemperation
Providers equipment. Interfacesdnclude those for monitoring.
PS75 Electric Service |Transmission Provides for monjtoring information of sensorsfand measure-
Providers Sensors and ments associated-with transmission line equipthent. Inter-
Measurement faces include£hose for monitoring.
Devices
PS76 Electric Service |Transmission Provides for monitoring information of transmission substa-
Provider Substation tion equipment. Interfaces include those for mohitoring.
PS77 Electric Service |Distribution Pravides for monitoring information of sensorsfand meas-
Providers Sensors and urement devices associated with distribution lihe equipment.
Measurement Interfaces include those for monitoring.
Devices
PS78 Electric Service |Distribution Provides for monitoring information of distribytion substa-
Provider Substation tion equipment. Interfaces include those for mopitoring
PS79 Electric Service |Distribution Dis- |Provides for monitoring information of distribytion distrib-
Provider tributed Energy |uted energy resource equipment. Interfaces include those for
Resources monitoring.
PS80 Electric Seryice/ |Generation Oper- |Provides for monitoring information provided fo asset man-
Provider ation and Control |agement provides from the generation operatiop and control
centre. Interfaces include those for monitoring.
PS81 Electric Service |Transmission Provides for monitoring information provided to asset
Provider Operation and management provides from the transmission opperation and
Control control centre. Interfaces include those for monjitoring.

B.2 Communication Technology Interoperability Architecture Perspective (CT-
IAP) Description of Entities and Interfaces

Table B.3 provides the description and associated comment of each entity found in the Communication
System Interoperability Architecture Perspective (CT-IAP) shown in Figure 2.
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Table B.3 — CT-IAP entities and descriptions.

Resources Net
work

Entity Description Comments
Backhaul The backhaul network connects the utility | The backhaul network can be owned by the
control/operations, including the AMI utility and/or managed by a public telecommuni-
enterprise, with the wide area network cations/cable service provider. It can be wireline
(WAN), distribution substation networks, |(dial-up, T1, twisted pair, cable, fibre optic, etc.)
DERs, field area network (FAN), NAN dis- |or wireless (3G, WiMAX™, point-to-point, pagers,
tribution access points, etc. radios, etc.). A typical NAN/FAN usually has more
than one backhaul/access point connected to
the WAN. In some cases, the backhaul is not used
when centralized utility operation manages the
NETWOTKS directly [Tom thelr back OITICe,
Bulk Generatign |A network used within a bulk generation |These networks facilitate large-scale-powef
Network facility that connects to various networks. |generation connected at the grid generatiop
transmission side.
Distrib- Customer generation and storage systems |Customer energy resources cah.be used to
uted Energy are connected to CPN (HAN, BAN, IAN) balance the utility’s electricity load. Energy can

through energy services interfaces (ESIs)
and/or electric submeters, using either
wireline and/or wireless networks.

be supplied by customers back to the grid.
expected that customerswill have a balanded
portfolio of energy-generated locally (in their
premises) and supplied by the utility, with
energy supply ratio that can be dynamically
changed during outages or peak energy petiods.

Distribution
Access Point

Distribution access point (DAP) is the
device that collects and aggregates

data coming from/to end devices/users
through the NANSs. It also interfaces with
the backhaul.

DAPs canbe considered part of the NAN. These
devices'Have routing and traffic handling chpabil-
ities.to prioritize multiple data flows. More|than
ene DAP might be used to collect data (e.g.,[smart
meter reading). They interface with the bagkhaul
transport network.

Distribution
Substation Nef
work

Distribution substation network intércon-
nects devices within a distributiomsubsta-
tion (e.g., comprised of LANs that contain
SCADA, IEDs, remote terminal*units
[RTUs], PMUs, and other field devices that
needs to be controlled’and monitored via
the backhaul network). IEC 61850 and
IEEE Std 1815™ (DNP3) are the protocols
of choice for this hetwork.

The distribution substation is controlled afd
supervised remotely via the utility’s backhpul
and interconnects to DERs/microgrids, NAN/FAN
networks, and connects to the feeder/distrjbu-
tion electricity grid.

Energy Servic
Interfaces/ Cu
tomer Premisq
Network

PS

%]

ESIs are a special class of device. It is
networkyceéntric and can also be thought of
as logical gateways. CPN represents HAN,
BAN;.ot IAN.

It permits applications such as remote load|
control, monitoring and control of DER, in home
display of customer usage, reading of non-gnergy
meters, and integration with building mangge-
ment systems. It also provides auditing/logging
functions that record transactions to and ffom

LI AN 1

ITAIN UCTVICTS.

NOTE—WiMAX is a trademark of the WiMAX Forum. This information is given for the convenience of users of this standard
and does not constitute an endorsement by the IEEE of these products. Equivalent products may be used if they can be
shown to lead to the same results.
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Table B.3 (continued)

Entity Description Comments

Feeder Distrib- |Feeder DER network is comprised of all Feeder DERs/microgrid networks are used for

uted Energy renewable and non-renewable sources low-medium (kilowatt) distributed energy gener-

Resources/ (e.g., wind, solar, diesel), not part of the ation and storage energy resources that are con-

Microgrid Net- |centralized energy generation. These nected to substations and/or feeder networks. In

work energy resources could be interconnected |most cases, the generation sources are located in
through a LAN. Access communications campuses, industrial parks, etc. (e.g., microgrids).
gateways can then connect these DERs
and storage LAN networks to the main
grid, creating grid connected energy
SOUTTES. Uty STale StoTage energy
systems connected at the distribution
substation are also considered.

Feedell Network |Feeder or distribution network is the In some cases, the feedericommunigations
communications network overlaid on the |network consists of wireless or cablled connec-
electrical grid. It comprises wireline or tions to exchange information with| field devices
wireless communications technologies. (reclosers, switches,cap banks, etc]). It also con-

trols volt/var eptimization, power fjuality, and
other advancedDA applications.

Field Area Net- |FANs connect the distribution substations,|The FAN-connects critical utility asgets and

work the distributed/ feeder (field devices), and |transport’operations control data.
DERs/microgrids, including the utility
scale electric storage, to the utility control
and operation centre.

Grid S¢ale These are large-scale energy resources Utility-scale renewables are remot¢ly located

Energy (wind solar, storage, etc.) that are cons from the energy consumption centfes and

Resources nected to the transmission/generation require new transmission lines and communica-
side of the grid and can handle several tions links to be built (if not availaljle) to control
hundreds of megawatts. these remote assets.

Loads Loads can communicate thirough local Loads can be appliances, pump confrols, HVAC,
networks using a variety of technologies. |PEVs, etc. Loads can be located in ifpdustrial facil-
These networks provide functionality to |ities, commercial facilities, or homds.
exchange information for load manage-
ment.

Markefs Markets will provide energy information |Markets will communicate to thirdfparty provid-
services-with variable energy/electricity |ers and utilities through secure public Internet
pricinginformation to allow dynamic connections.
exehange of energy services to/from con-
sumers and utilities, establishing a buyer’s
or seller’s energy market.

Neighhourhoad® |NANs connect smart meters, distributed/ |The NAN supports several applicat{ons and can

Area Network |feeder (field devices), DERs/microgrids, |either use wireless or cabled (powgr line, fibre,
including the utility scale electric storage, |twisted pair, etc.) networks.

to the utility control and operation centre.

Other Networks

Optical or electronic wireline or wireless
networks will play a role in AMI/NAN
networks, DA, substation automation,
backhaul, workforce automation, and also
on PEV mobile/roaming schemes. Wireless
networks can use a variety of radio tech-
nologies such as paging, point-to-point
and point-to-multipoint networks, multi-
ple-address radio networks, or satellite
links.

In some circumstance, inter-grid communica-
tions shall be provided through the wireless net-
works so drivers can access information (such as
location of the nearest charging station, pricing
schemes, etc.) on the road through their mobile
phones or on-board EMSs.

NOTE—WiMAX is a trademark of the WiMAX Forum. This information is given for the convenience of users of this standard
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Table B.3 (continued)

Entity

Description

Comments

Plug-in Electric
Vehicle

PEVs or plug-in hybrid electric vehicles
are considered both “load” and “source/
storage” to provide power back to the grid
to balance energy supply.

PEVs are considered a load when the vehicle is
stationary and energy is drawn from the grid
to charge their batteries. Proper dimensioning
of the utilities distribution networks with PEV
adoption forecast is important to avoid unex-

pected peaks of energy consumption when
charging PEVs. The mobile/roaming case is

also

considered when PEVs need to access charging,

billing, and positioning information.

Public Internet/

Public Internet may be the primary com-

Energy management services may be offer¢

bd to

AMI. The ESI function (optionally located
within the smart meter) acts as the com-
munication gateway between the:-NAN and
CPN, which includes the HBES, loads, PEVs,
and customer DER network.

Intranet munication path between utility enter- customers by third-parties, utilities, or lnt¢rnet
prise data centres, market, and third- service providers (ISPs) via the Intenhet. Afcer-
party energy providers. tain level of protocol security shall bé provjded to

all levels of energy management services through
the Internet. ISPs provide Internet access tp the
CPN.

Regional Regional interconnects connect the util- |These are core netwofk jinterconnections using

Interconnects| |ities communications networks to other |synchronous opticahhétwork/synchronoug dig-

Networks utilities networks. This could be done ital hierarchy apdyor dense wavelength diylision
through their own proprietary networks |multiplexingahd-internet protocol fibre riggs. In
or through public carrier backbones. some new censtructed utility owned netwgrks,

fibre optical power ground wire cables is the
techndlogy medium of choice. T

Smart Meter/ The smart meter/ESIs entity performs The.NAN, CPN, HBES, and DER networks mpy

Energy Services |a variety of intelligent metering tasks. each be associated with different physical yrans-

Interfaces The smart meter is typically part of the mission mediums, and consequently, in order to

maximize interoperability, standards involving

communication with the smart meter shou
not be restrictive to a particular transmiss
medium (e.g., only RF or only power line). §
ards allow a variety of physical transmissi

mediums (e.g., twisted pair, power line, anc
and, in general, any standardized protocol

interface.

d

on

tand-

n
RF)

hnd

Third-Party

Third-party value-added energy services

Third-party energy management services

Substation Net-
work

connects devices within a transmission
substation (e.g., the substation may
contain Ethernet networks that connect
SCADA, IEDs, RTUs, PMUs, and other field
devices that need to be controlled and
monitored via the backhaul network).

Services can offer managed energy services (home |require data access from devices connected to
and building), demand response, and the CPN. Communications paths may be vid a
other emerging services to end consumers |utility network infrastructure or the publi¢ Inter-
and utilities. net. Third-party services may include monijtoring

of specific customer devices, support for cqntrol,
scheduling, or shaving of loads to accommddate
customer energy usage policies.

Transmission Franshrisstenstbstationnetworlinter The-transnrisstenstbstationiseontreledand

supervised remotely via the utility’s WAN/back-

haul network.

NOTE—WiMAX is a trademark of the WiMAX Forum. This information is given for the convenience of users of this standard
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Table B.3 (continued)

Entity

Description

Comments

and Control/
Enterprise

Utility Operation

ers.

Utility control and/or SCADA operation
(substation automation, distribution sub-
station, etc.) and AMI enterprise centre
control, supervise, manage, and monitor
all utilities’ assets, processes, and custom-

The utility control/operation network, also
called back-office, and AMI enterprise control,
monitor, supervise, and manage processes, data
flows from meters, SCADA, substations, and

all critical and non-critical information flow.

The control/operations centre can be a single
integrated entity that manages transmission and
distribution and customers or one control entity
(DMS/EMS and others) for each transmission and

distribution grid-Segmernt, depemnat
of utility or energy service proyide

1g on the type
1 model.

Wide Area Net-

A communication network entity that

A WAN covers a large geognraphic a

ea commu-

Mobild Network

by the utility’s workforce to provide dis-
patch, maintenance, and normal day-to-
day operations.

work connects other networks including bulk  |nications requirements and iay utflize wireless
generation, substation, backhaul, and last |or cabled (e.g., fibre optic) communjications
mile networks to/from utility control/ technologies.
operations/enterprise centre.

Workfprce Workforce mobile network (WAN) is used |It can use either AMI-NAN/FAN utility-owned

networks or\public 3G/WiMAX sery
by wireless.service providers (WSH
stationvhet spots can be used in corx
thismetwork to download/access b
tQ/from the utility control centre.

rices provided
s). The sub-

junction with
roadband data

NOTE—+WiMAX is a trademark of the WiMAX Forum. This informdtien is given for the convenience of users
and dops not constitute an endorsement by the IEEE of thesespreducts. Equivalent products may be use
shown fo lead to the same results.

of this standard
d if they can be

Table B.4 provides all the interfaces (the lines;swith the numbers, e.g., CT1) found in the G
2) inclpding the two entities (e.g., Entity 1 and Entity 2) connected by the interface line.

Table B.4 — CT-IAP interfaces.

T-IAP (Figure

Access Point

Interface |Entity 1 Entity 2 Comments

CT1 Utility Operation {|Backhaul Either owned by the utility or managed by[a telecommu-
and Control/ nications service provider through a securg connection.
Enterprise

CT2 Utility Opgesation |Feeder Network |This is a centrally based network where the commu-
and Cofitrol/ nications to/from the utility centre does n¢t require
Entepprise backhaul. It is usually owned by the utilitigs.

CT3 Utility Operation |Neighbourhood This is a communications network that conjnects directly
and Control/ Area Network to the utility centre. It is usually owned by/|the utility.
Enterprise

CT4 Backhaul Distribution The access point 1s the demarcation point between the

NAN/FAN-AMI and the backhaul. It can also be called
collector, aggregation point, cell relay, or gateway. It
usually contains dual-radio communications inter-
faces—one facing the backhaul (e.g., 3G or WiMAX) and
one facing the last mile network (e.g., RF mesh radio).

It can be a mesh RF collector, a point-to-multipoint RF
radio (e.g., 3G or WiMAX), or a wireline access node (e.g.,

BPL/PLC).

NOTE—LTE and UMTS are trademarks of the European Telecommunications Standards Institute (ETSI). This information
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Premises Network

Table B.4 (continued)
Interface |Entity 1 Entity 2 Comments
CT5 Backhaul Distribution Sub- |This is the connectivity between the distribution substa-
station Network |tion networks and the utility control/operation/SCADA
network via the backhaul WAN network. Typical connec-
tions are usually a secure wireline (e.g., T1 line, dial-up)
or wireless point-to-point microwave radio links. In
some cases, the substation networks are connected
together.
CTé6 Backhaul Feeder Distributed |It provides the DER communication integration to the
Energy Resources/ |grid (connecting utility scale solar/wind and other
Microgrid Network|nonrenewable DERs)/microgrids to/from the backhaul/
WAN network to/from the utility control operations
and/or enterprise centre. It also interconnects’utilfty
scale energy storage networks and systems.
CT7 Distribution Neighbourhood The access point can also be considered-as an element of
Access Point Area Network the NAN, or just an interface between'the NAN and the
backhaul.
CT8 Feeder Network  |Neighbourhood It interconnects the NAN tothesdistribution netwdrk,
Area Network also called the feeder network, which contains int¢lli-
gent field devices that ge-on poles, such as cap banks,
reclosers, switches, smart transformers, field sensprs,
etc. Some elements‘of the distribution network ard also
found within thedistribution substations.
CT9 Feeder Distributed | Neighbourhood This is an altérnative to CT6 where the connectivify to
Energy Resources/ |Area Network the utility.scale DERs, located within the utility’s distri-
Microgrid Network bution network, is done through the NAN/AMI netvork.
CT10 Distribution Sub- |Feeder Network It provides the connectivity between the distributjon
dtation Network substation networks and the distribution network{field
devices. It can use radio or wireline (BPL/PLC) hulps
(e.g., towers) within the distribution substation to|con-
nect to distribution network field devices.
CT11 Distribution Sub- |Feeder Distributed |It interconnects the utility scale DERs/microgrids fo/
dtation Network |Energy Resources/ |from the utility control/operations/enterprise cenfre
Microgrid Network|through the distribution substations.
CT12 §mart Meter/ Neighbourhood Connects the smart meters through wireline or wifeless
Energy Services ~ }Area Network NAN. Smart meters could be residential (including[build-
Interfaces ing/business) or industrial-grade.
CT13 orkforce Mobile |[Neighbourhood The NAN can be used as a conduit between a workforce
etwork Area Network mobile network and the utility control centre. The
NAN can provide redundancy in cases where a pripary
workforce mobile network is out of range or unavdilable.
Access to the NAN by workforce mobile worker deyices
will be used to diagnose and repair problems in the NAN
and with NAN devices.
CT14 Smart Meter/ Energy Services In general, the ESI is the gateway between the smart
Energy Services Interfaces/ meter and the end-use devices and loads. By definition,
Interfaces Customer the physical communication links between the ESI and

the loads are part of the CPN (see CT68, CT15, CT16).
In many cases, the ESI is physically located within

the smart meter (i.e., the meter and ESI are one in the
same). However, this may not always be the case. CT14
describes the properties of the link in this latter case.

NOTE—LTE and UMTS are trademarks of the European Telecommunications Standards Institute (ETSI). This information
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Table B.4 (continued)

Interface

Entity 1

Entity 2

Comments

CT15

Energy Services
Interfaces/ Cus-
tomer Premises
Network

Plug-in Electric
Vehicle

This provides connectivity between the ESI (which
may be a stand-alone device or could be integrated into
the smart meter itself) and the electric vehicle service
equipment (EVSE) and/or electric vehicle (EV) in order

to support functions such as charging, billi
shedding and storage, and positioning info

ng, load
rmation. It

is assumed that the EVSE (also known as the charging
station) is a part of the CPN, and likely connected to the
EMS or similar system on the customer premises. Here

(€T 15), weonly consider the case witere t
cally located at a premise with an EVSE an
communication with the ESI. Note that the
communicate with the vehicle not only wh

e EV is physi-
1 is capable of
ESI/CPN may
bn it is located

on the customer premises (e.g.cparked or plugged into

an on-site charging station), butdlso when
is mobile (e.g., to support services like moh
billing, diagnostics, andpoSitioning inforn

the vehicle
ile charging,
ation). There

are other links/paths(in the reference archjfitecture that

deal with the case-of eommunicating with
while it is mobile \(eg., CT53-CT18).

he vehicle

CT16

Energy Services
Interfaces/ Cus-
tomer Premises
Network

Distributed Energy

Resources Net-
work

This providées connectivity between the ES

[ (which may

be a stand-alone device or could be integrdted into the

smartméter itself) and the DER network vj
the DERin order to support functions such
billing, load shedding, generation, and stor
(€T16), we only consider the case where th
ble of communication with the ESI.

jia the CPN to
as charging,
age. Here

e DERis capa-

CT17

Workforce Mobile
Network

Public Internet/
Intranet

The public Internet may provide access for
mobile networks to third-party informatig
maps, news, or weather.

workforce
n such as

CT18

Other Networks

Plug-in.Electric
Vehiele

This connectivity is used as a direct comm
path to the EV and can be used when the v
tionary, mobile, and/or roaming. This can 1
or supplant CT15 as another means to read
end software. This connectivity can provig
communications to the EV to support func
charging, billing, uploading rate/tariffs, lo
and storage, and positioning using on-boarj
information systems. For those EVs emplo}
smart chargers, complete EV charging con
vehicle information can be accessed. This ¢
typically described as telematics and is wi
by several vehicle equipment manufacture

Linications
hicle is sta-
eplace and/
h the head-

e complete
ions such as
hd shedding
d energy

fing on-board
rol and
onnectivity is
Hely utilized
's OEMs. The

3 H tollicle ol & 3 1l L. H
COMTCCTIOTT IS CSTauTiSTICU Cy PICalty Oy vV Il

nectivity to the telematics provider head-e

less con-
nd system

wherein specific applications can provide connectivity
to utilities and/or supplier head-end system. The WSP
could use 3G/GSM, 4G/LTE™/WiMAX, or satellite tran-
sponder technology inside the vehicle as the means to

communicate.

CT19

Workforce Mobile
Network

Energy Services
Interfaces/ Cus-
tomer Premises
Network

Workforce mobile networks can access the

ESI via the

HAN, IAN, or BAN to retrieve ESI logging data to be able

to perform maintenance and repair work.
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Table B.4 (continued)
Interface |Entity 1 Entity 2 Comments
CT20 Bulk Generation Transmission Sub- |—
station Network
CT21 Public Internet/ Other Networks It connects the ISPs to the other networks (e.g., WSPs).
Intranet
CT22 Other Networks Third-Party Ser-  |It connects other networks (e.g., WSPs) to the third-
vices party network (value-added service provider).
CT23 Public Internet/ Third-Party Ser-  |It connects the third-party network (value-added service
Intranet vices provider) to the public Internet.
CT24 Markets Third-Party Ser-  |It connects the third-party network (value-added«gervice
vices provider) to the markets for energy/electricity, prite
signalling information.
CT25 Utility Operation |Third-Party Ser- |It connects the third-party network (value-added gervice
dnd Control/ vices provider) to the utility control/operation/enterprigse
Enterprise centre. It is usually part of an open’ADE data exchdnge
arrangement where the third;papty network accesses
customer metering/billing andenergy consumptign
information through the gtility’s data repositoriesf Other
schemes involve third:party demand response and other
services.
CT26 Markets Public Internet/ It connects the marKet with utilities and other thind-
Intranet party providefs through the public Internet.
CT27 tility Operation |Public Internet/ It connects.the utility control/operation/enterprise
nd Control/ Intranet centre to.the third-party service provider, ISP, WSP, and
nterprise otherproviders through the public Internet.
CT28 ﬂ!ackhaul Feeder Distributed |It,cohnects the backhaul to/from field devices (reclosers,
Energy Resources/ |€ap banks, switches, etc.).
Microgrid Network
CT29 Workforce Mobile |[Smart Meter/. Workforce mobile networks can access smart metg¢rs
Network Energy Services and the ESI to retrieve ESI logging data to be able to
Interfaces perform maintenance and repair work.
CT30 Transmission Sub- |Utility Operation |This provides direct connectivity between deviceqon
qtation Network and\Control/ the transmission substation network and the utilitly
Enterprise control/operations/enterprise LAN. This interface|con-
sists of legacy services, (PSTN, serial, satellite) (i.ef, not
WAN-based).
CT31 ide Area-Net- Utility Operation |This provides data flow between the utility’s contifol/
work and Control/ operations centre and the WAN. This interface maintains
Enterprise isolation between the WAN services (e.g., regional finter-
connections, WAN last mile (backhaul/ WAN), and|the
transmission substation ncfurnrl{c)
CT32 Wide Area Net- Backhaul This is the connection between the WAN and the WAN
work last mile (backhaul/WAN). The WAN last mile serves as
the extension of the WAN to connect primarily the distri-
bution networks.
CT33 Wide Area Net- Distribution Sub- |This securely interconnects devices within a utility’s dis-
work station Network tribution substation network and the WAN of the utility.

This connection is common to utilities with combined
transmission and distribution substations.
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Table B.4 (continued)
Interface |Entity 1 Entity 2 Comments
CT34 Transmission Sub- |Wide Area Net- This provides data flow between the transmission sub-
station Network work station network of the utility and the WAN. This inter-
face normally carries all IT and OT traffic including EMS
and RAS traffic from the substation to the control centre.
CT35 Regional Intercon- |Wide Area Net- This provides data flow between other utilities and a
nects Networks work utility’s WAN to facilitate regional interconnections.
The interface is primarily used for monitoring RTUs of
another utility to enable RAS applications, as well as
PMU data for inter-utility wide-area situatjonal aware-
ness.
CT36 Transmission Sub- |Backhaul This provides data flow between the(tsansmission
station Network substation network of the utility and.the WAN last mile.
This interface maybe used as analternativg for direct
WAN (CT34) connectivity or where there i inadequate
capacity on legacy services.(CT30).
CT37 Not Used Not Used Not Used
CT38 Not Used Not Used Not Used
CT39 Grid Scale Energy |Wide Area Net- This connects gridscale energy resources |n the gener-
Resources work ation domairof'a utility including hydro, geothermal,
wind, and photovoltaic plants with the WAN of the util-
ity. The-c@nnectivity can be provided via wireline (fibre,
dial-upyxDSL, T1) or wireless (WiMAX, UMTS™, GPRS,
3Gpetc.).
CT40 Regional Intercon- |Grid Scale Energy |[This provides data flow between the grid dcale energy
nects Networks Resources resources in the generation domain of a utjlity and other
utilities’ communication networks. The copnectivity
can be provided via wireline (fibre, dial-up, xDSL, T1) or
wireless (WiMAX, UMTS, GPRS, 3G, etc.).
CT41 Workforce Mobile |FeederDistributed |This provides data flow between DERs and the work-
Network Enefgy Resources/ |force mobile network. It may be wireless t¢ support
MieroGrid Net- mobility of the workforce.
work
CT42 TransmissionStib- |Distribution Sub- |This interconnects directly devices within|a utility’s
station Network station Network transmission substation network to the devices within
the utility’s distribution substation including SCADA,
IEDs, RTUs, PMUs, and other field devices. Pata flow
between these two entities is latency critidal.
CT43 Grid Scale Energy |Transmission Sub- |This connects grid scale energy resources |n the gener-
Resources station Network ation domain of a utility including hydro, geothermal,
wind, and photovoltaic plants with deviceq in the trans-
miccinn cubcq—qt{nn nnf"A'rnrlI of tha utilh—y_
CT44 Not Used Not Used Not Used
CT45 Field Area Net- Distribution Sub- |This provides data flow between a FAN of a utility and
work station Network the distribution substation network of the utility. Thus,

information can be carried between SCADA, PMUs, RTUs,
and IEDs in the distribution substation network and the
utility’s control/operations centre over the FAN.
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Table B.4 (continued)

Interface |Entity 1 Entity 2 Comments
CT46 Field Area Net- Feeder Distributed | This provides data flow between a FAN of a utility and
work Energy Resources/ |the DERs/microgrid network. Thus, information can be
Microgrid Network|carried between SCADA, RTUs, and IEDs in the distribu-
tion substation network and the utility’s control /opera-
tions centre over the FAN.
CT47 Field Area Net- Feeder Network —
work
CT48 Workforce Mobile |Distribution Sub- |Wireless hotspots or wired connections into the dis-
etwork statiomr Network tributiomrsubstatiomrretwork witt beusedtoprovifle
additional information to the workforce mobile nefwork
devices for diagnosis and repair work.

CT49 ackhaul Field Area Net- —
work

CT50 orkforce Mobile |Feeder Network An interface between feeder networks to workforde

etwork mobile network devices will allow for faster and mlore
accurate diagnosis, isolationgand repair of feeder fet-
work problems.

CT51 orkforce Mobile |Backhaul In addition to AMI comiuhications, a backhaul/WAN

etwork can provide communications links to mobile workers.

CT52 nergy Services Neighbourhood The ESI is the interface between NAN and HAN. Through

IInterfaces/ Cus- Area Network ESI, NAN and HAN can communicate to each other|even
mer Premises though they'might use different communication tefhnol-
etwork ogy.

CT53 ther Networks Energy Services This provides connectivity between the ESI (whicl may
Interfaces/ Cus- be.alstand-alone device or could be integrated intothe
tomer Premises smart meter itself) and WANs (e.g., GSM, EDGE, UMTS,
Network GPRS, LTE, WiMAX, WCDMA, CDMA, microwave, satel-

lite, etc.) in order to enable wide-area connectivity]into
the CPN (typically the ESI/EMS is the entry point) from

a variety of other end-points (e.g., the utility distripu-
tion control/operations centre, mobile PEV, and many
others). This link could be associated with the follgw-
ing applications: AMI/NAN, DA, workforce automation,
outage management, PEV (mobile charging, billing]
localization, etc.), DER management/control, and vlarious
other applications.

CT54 (tility Operation |Other Networks —

dnd Controly
Enterprise

CT55 Notased Not used Not used

CT56 Not used Not used Not used

CT57 Not used Not used Not used

CT58 Not used Not used Not used

CT59 Not used Not used Not used

CT60 Bulk Generation Wide Area Net- —
work

CTo61 Markets Wide Area Net- —
work
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Table B.4 (continued)

Interface Entity 1 Entity 2 Comments

CT62 Regional Intercon- |Other Networks —
nects Networks

CT63 Workforce Mobile |Other Networks Other networks not called out specifically can also be
Network used for workforce mobile networks. These other net-

works can be either the primary network or a redundant
backup network for mobile networks.

CT64 Wide Area Net- Field Area Net- —
work work

CT65 Backhaul Neighbourhood The meter information goes through NAN &nd is col-

Area Network lected by DAP and then publishes to backhpul through
WAN. The information from backhaulgoes|through WAN
to DAP and then distributes to meter’s throqugh NAN.

CT66 Workforce Mobile [Wide Area Net- A WAN is one of the alternative networks that can carry
Network work data to/from workforce mabile network adcess points

and base stations. The WAN'itself can be uged as a net-
work for dispatch communications.

CTe7 Bulk Generation Other Networks —

CT68 Energy Services Loads This provides‘eonnectivity between the EJI (which could
Interfaces/ Cus- be physicallylocated on the smart meter itjself) and the
tomer Premises various loads (possibly thousands) within fhe customer
Network premises in order to support functions such as energy

management, lighting control, solar protedtion, HVAC
control, security/access control, control offaudio/video
services. The physical links associated with CT68 are
generally considered a part of the HAN/BAN/IAN. Also,
note that some of the key customer premisgs systems
and controls such as HBES, BACS (buildinglautomation
and control system), and EMS could physicplly reside in
the ESI, or in a separate device connected directly to the
ESI via CT68.

CT69 Regional Intercon- |Utility Operation |—
nects Networks and Control/

Enterprise
CT70 Workforce Magbile |Utility Operation |Dispatch, maintenance, and restoration wqrk will be
Network and Control/ managed over the workforce mobile netwdrk between
Enterprise the utility control centre and the mobile wprkers. A
variety of communications solutions rangihg from public
carrier networks to dedicated private voicg and data
networks are used.

CT71 Workforce Mobile |Transmission Sub- |Wireless hotspots or wired connections info the trans-

I\‘Im—“mrb station ]\‘Imtv\'ynv]l miccinn cubcq—qt{nn nnf"A'rnrlI "n'ﬁll ba ucad t provide

additional information to the workforce mobile network

devices for diagnosis and repair work.

NOTE—LTE and UMTS are trademarks of the European Telecommunications Standards Institute (ETSI). This information
is given for the convenience of users of this standard and does not constitute an endorsement by the IEEE of these products.
Equivalent products may be used if they can be shown to lead to the same results.

B.3 Information Technology Interoperability Architecture Perspective (IT-IAP)
Description of Entities and Interfaces

Table B.5 provides the description and associated comment of each entity found in the Information
System Interoperability Architecture Perspective (IT-IAP) shown in Figure 3.
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Table B.5 — IT-IAP entities and descriptions.

Entity

Description

Comments

Billing

Customer billing

Utilizes meter data and applicable tariff for c

us-

tomer billing and back-office financial functions.

Portal

Customer Energy

Supports customer interaction
with the service provider

May be accessed via the Internet, telephone sup-

port, or other means. Includes energy usage,
data, and customer authorizations.

billing

Customer Energy Man-
agement and Control

Typically called home EMS (HEMS), business

EMS

(BEMS), or industrial EMS (IEMS). The energy
management function may be distributed (e.g.,

DeTween Smart meter and HEMS) Or may be
vided by a service provider.

ro-

Customer Info

Fmation

Utility customer database

Includes history, location, contact, credifand
usage, and PII of the customer.

other

Demand Management

Provides load control based on
the state of the power system.

Utilizes usage data and pricing te encourage
control by the customer. Load\eontrol may b
achieved via customer actiaon; controlled out
etc.

load

hges,

Distributed En

ergy

DERs at the customer site

Includes generation and storage. May or may

not

Device

system data

control data for operations/control. Typically
vided via SCADA.

Resources (Lofal Gen- be dispatchable.

eration)

Dispatch Plans generation needs Utilizes mdrket data to schedule generation gnd to
provide@availability data to the markets.

Distribution Asset Identify and manage equipment |A broad set of functions that integrate for th¢ dis-

Management and future investments in the tribution domain: planning, preventative majinte-

distribution domain nance, spare inventory control, financial repprting,

etc.

Distribution Fleld The aggregator of distributipn Provides monitoring, information exchange,fand

 pro-

Distribution M
ment

anage-

Integrates all distribistion system
operations

Manages distribution system operations incl
load management, reliability, and assets. Uti
data from the distribution system, customer,
control/operations.

uding
izes
and

Distribution M
Workforce Ma
ment

obile
hage-

Automation of field service
resoukces

Optimizes matching of personnel and equipment to

maintenance, construction, and repair.

Distribution O

peration

SCADA, asset management, and
similar operations related to the
distribution system

Maintains reliability and safe operation of th
distribution system.

Distribution Sybstation

The aggregator of distribution

Provides monitoring, information exchange,

and

system data

control data for operations/control. Typically pro-

vided via SCADA.

Energy Management

Integrates all transmission sys-
tem operations

Manages transmission operations including power
flows, reliability, and assets. Utilizes data from
the transmission system and data provided from

control/operations.

Energy Market Clearing

Financial processes related to
energy trading

tion Managem

Geographic Informa-

ent

Provides spatial data and analysis

ISO/RTO Oper

ation

System stability across utilities
including load balancing and
switching.

Integrates markets with transmission system

operation for bulk power.
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