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Foreword

ISO (the

International Organization for Standardization) and

IEC (the International

Electrotechnical

Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
technical committees collaborate in fields of mutual interest. Other international organizations, governmental

and non-gov
technology, |

International
The main ta
Standards ad

an Internation

Attention is d

brnmental, in liaison with 1ISO and IEC, also take part in the work. In the field of inforn
50 and IEC have established a joint technical committee, ISO/IEC JTC 1.

Standards are drafted in accordance with the rules given in the ISO/IEC Directives; Part 2.
5k of the joint technical committee is to prepare International Standards.-Draft Interna
opted by the joint technical committee are circulated to national bodies for'voting. Publicat

al Standard requires approval by at least 75 % of the national bodies gasting a vote.

rawn to the possibility that some of the elements of this document'may be the subject of

rights. ISO ard IEC shall not be held responsible for identifying any or all sueh-patent rights.

ISO/IEC 29794-1 was prepared by Joint Technical Committee ISOIEC JTC 1, Information techn
Subcommittep SC 37, Biometrics.

ISO/IEC 29794 consists of the following parts, under the general title Information technology — Bio
sample quality:

— Part 1: Framework

— Part 4: Fjnger image data [Technical Report]

Part 5: F|

Future parts
and titles alig
does not nec

It is anticip
ISO/IEC 2974

ace image data [Technical Report]

hation

tional

on as

patent

plogy,

metric

Df ISO/IEC 29794 will address other modalities specified by ISO/IEC 19794, with part numbers

hed appropriately. However, as ISO/IEC 29794-1 is intended for use by all modalities, a mq
pssarily need a modality-specific part in order to make use of quality scores.

ated that a (futdre version of each part of ISO/IEC 19794 will
4-1, and theirrespective data fields will be updated as required.

normatively refg

dality

rence
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Introduction

Quality metrics are useful for several applications in the field of biometrics. ISO/IEC 19784-1 specifies a
structure and gives guidelines for quality score categorization, and ISO/IEC 29794 defines and specifies
methodologies for objective, quantitative quality score expression, interpretation, and interchange. This part of
ISO/IEC 29794 is intended to add value to a broad spectrum of applications in a manner that

a) €ncourages competition, innovation, interoperability and performance improvements; and
b) oids bias towards particular applications, modalities, or techniques.

This part of ISO/IEC 29794 presents several biometric sample quality scoring tools, the us¢ of which is
genetrally optional but can be determined to be mandatory by particular apfplication profilgs or specific
implementations.

A number of applications can benefit from the use of biometric sample qUality data; an examplg is the use of
real-time quality feedback upon enrolment to improve the operational efficiency and perfgrmance of a
biometric system. The association of quality data with biometric samples is an important component of quality
metri¢ standardization. Quality fields as specified in 8.1 will be incorporated into data interchangg formats. If a
CBEHF header is present, then CBEFF_BDB_quality can additionally be used to express quality data. Useful
analyges can be performed using quality data along with other data in order to improve the performance of a
biometric system. For example, correlating quality data~te/other system metrics can be used to diagnose
probléms and highlight potential areas of performance.improvement.

© ISO/IEC 2009 — All rights reserved \"
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Part 1:
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3. sfandardization of quality algorithms.

2 (

A blg

requitements of\Clause 8.

jcope

ny or all biometric sample types as necessary, this part of ISO/IEC 29794

commends the purpose and interpretation of biometric quality scores;
bfines the format and placement of quality data fields in biometric data interchange formats;

iggests methods for developing biometric samplel datasets for the purpose of
brmalization; and

iggests a format for exchange of quality algorithm>results.
e the scope are the following:
e specification of minimum requirements for sample, module, or system quality scores;

erformance assessment of quality~algorithms; and

lonformance

ck of qualitysdata is in conformity with this part of ISO/IEC 29794 if it conforms to f{

3 Normative references

stablishes terms and definitions that are useful in the specification, and. use of quality metrigs;

1]

uality score

he normative

The following referenced documents are indispensable for the application of this document. For dated
references, only the edition cited applies. For undated references, the latest edition of the referenced
document (including any amendments) applies.

19794-1:2006, Information technology — Biometric data interchange formats — Part 1: Framework

19785-2:2006, Information technology — Common Biometric Exchange Formats Framework — Part 2:
Procedures for the operation of the Biometric Registration Authority
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4 Terms

and definitions

For the purposes of this document, the following terms and definitions apply.

4.1
acquisition f

idelity

fidelity of a sample attributed to the acquisition process

4.2
biometric fai

lure to enrol

failure of the biometric system to store a usable biometric reference due to deficiencies in the biometric data

during an en
NOTE 1 De
failure to extrg
biometric refer

NOTE2 Se

4.3

1 + IH '

mrreTit CllJlJlanllUl T
ficiencies in the biometric data can result from failure to capture an adequate or usable biomgttic s
ct adequate or usable biometric features from the sample, or failure to generate an adequate or
bnce from the biometric features.

e SC 37 N SD2 for most recent definition.

biometric failure to enrol rate

proportion of
biometric rea

NOTE 1 Bal
basing it on the

NOTE2 Th
failed to compl

NOTE3  Se

4.4
character
contributor to

4.5

environment
physical surr
operator sKill

4.6

biometric enrolment sessions that resulted in a biometric failure“to enrol for other than
50NS

sing the denominator on the number of biometric enrolment s€ssions can result in a higher valu
number of biometric capture subjects.

b
c
2)
=

te for non-biometric reasons.

e SC 37 N SD2 for most recent definition.

quality of a sample attributable td.inherent features of the source

pundings and conditiGns*where biometric capture occurs, including operational factors su
and enrolee cooperation level

extraction figlelity

component o

4.7
extrinsic

the fidelity of a sample attributed to the biometric feature extraction process

bmple,
LiIsable

non-

b than

proportion denominator is the number of biometric.enrolment sessions, excluding those sessionps that

ch as

(quality score) requiring reference to an external source, such as a standard, register, or technical
specifications, for full interpretation and normalization

4.8
fidelity

expression of how accurately a biometric sample represents its source biometric characteristic

NOTE
acquisition, ext

raction, signal processing.

The fidelity of a sample comprises components attributable to one or more of the processing steps:

© ISO/IEC 2009 — All rights reserved
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49

intrinsic

(quality score) conveying fully interpreted, normalized data without the requirement for additional extrinsic
information for quality score normalization

410

interpretation

process of analyzing a quality score along with other data in order to give that score contextual, relative
meaning

4.1

failure-to-acquire rate
propgrtion of the biometric application attempts that resulted in failure to acquire an adequzlite or usable
biometric sample, for other than non-biometric reasons

NOTE|1 The proportion denominator is the number of biometric enrolment attempts, excluding thosg attempts that
failed fo complete for non-biometric reasons.

NOTE| 2 See SC 37 N SD2 for most recent definition.

412
false match rate
FMR
propgrtion of the completed biometric non-match trials that result.inna“false match

NOTE|1 The value computed for the false match rate will_depend on thresholds, and other pardmeters of the
comparison process, and the protocol defining the biometric nenmatch ftrials. In particular, treatment ¢f comparisons
betwegn

— identical twins,
— cpmpletely different biometric characteristics of diffefent individuals, such as face topography and Galtpn ridges, and
— djfferent but related biometric characteristics:ftom the same individual, such as left and right hand topography,

will need proper consideration. See 1ISO 1979547

NOTE|2 “Completed” refers to the sbmputational processes required to make a comparison decision) i.e. failures to
decidg are excluded.

NOTE|3 See SC 37 N SD 2 for most recent definition.

4.13
false jnon-match rate

FNM

propartion of the,completed biometric match trials that result in a false non-match

NOTE|1 The value computed for the false non-match rate will depend on thresholds and other parameters of the
compgrisen’ process, and the protocol defining the biometric match trials.

NOTE 2 “Completed” refers to the computational processes required to make a comparison decision, i.e. failures to
decide are excluded.

NOTE 3 See SC 37 N SD2 for most recent definition.

414
operator
individual who processes a user in a biometric system, performing or supervising capture and recapture

415

performance
assessment of the FMR, FNMR, failure to enrol rate and failure to acquire rate of a biometric system

© ISO/IEC 2009 — All rights reserved 3
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4.16
quality

degree to which a biometric sample fulfils specified requirements for a targeted application

NOTE Specified quality requirements can address aspects of quality such as focus, resolution, etc. Implicit quality

requirements address the likelihood of achieving a correct matching result.

417
quality score

quantitative expression of quality

418

quality scoré normalization
rescaling of quality scores to improve consistency in scale and interpretation

419

quality score normalization dataset

QSND

dataset of bigmetric samples annotated with quality scores for use in quality score normalization

NOTE Talget quality scores can be assigned on the basis of performance outcomes/using the sample in question, or

can be based

4.20

quality score¢ percentile rank

QSPR
percentile rar

cf. quality scqre normalization dataset

4.21

raw quality §core

n quality factors recorded in acquisition of the dataset.

k of the quality score of a biometric sample, derivedfrom its own utility score and those off other
samples in an identified control dataset

quality score|that has not been interpreted, either by the creator or recipient of the score, and alone can not

intrinsically pfovide contextual information

4.22
sample
image, signal

4.23
source
physical body

4.24
utility

part or.function represented by a biometric sample

or pattern based interpretation of a physical human feature used for identification or verification
using biomettic techniques

observed performance of a biometric sample or set of samples in one or more biometric systems

NOTE 1 The character of the sample source and the fidelity of the processed samples contribute to — or similarly

detract from — the utility of the sample.

NOTE 2  Utility can combine performance measures such as FMR, FNMR, failure to enrol rate, and failure to acquire

rate.

© ISO/IEC 2009 — All rights reserved
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BDB biometric data block

BIR biometric information record

CBEFF common biometric exchange formats framework (ISO/IEC 19785)
FERET facial recognition technology database

FMR  false match rate

FNMR false non-match rate

QAID| quality algorithm identification

QSNI quality score normalization dataset

QSPR quality score percentile rank

XML extensible markup language

6 General biometric system

A ger
Stand

7 B

71

In bid
contri
docur

Reference model

Biometric sample quality criteria

eral biometric system is described in Standing Document 11, ISO/IEC JTC 1/SC 37 Pa
ards Harmonization Document (SC 37 N-SD11).

metrics, the term “quality” isltused to describe several different aspects of a biometrig
bute to the overall performance of a biometric system. For the purposes of standafdization, this
hent defines terms, definitions, and a reference model for distinguishing between these diff

of quality, illustrated in Figure 1. Figure 2 illustrates the relationship between character, fidelity,

and s

ystem performance:

Source
acquisition
fidelity
_—
resolution

lighting

Image-based

Sample image

processing
fidelit
downsampling
cropping
rotation
compression

Processed
Sample

Feature-based

feature
extraction
fidelity -
feature quality
extraction algorithm

Sample

AA A
AA

rt 1 Overview

sample that

Erent aspects
uality, utility,

Al

character

fidelity

Quality = Function [character, fidelity components]
Utility reflects the impact of the quality of a single sample on system performance

Figure 1 — Quality reference model illustration
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7.2 Qualit

The term “qu
context. Threg

1.

the ¢
whiclk
blepH

the fi
fidelit
comg

character, fidelity (sample)

| / The correlation \

[ quality scoring algorithm ] between predicted
utility and observed
utility of each sample
is indicative of the

effectiveness of the
performance of the

E ality algorithm
correlation Kqu "ty algort / system

All else equal, the
observed utility of a
sample reflects its

\ 4

quality score (sample)

impact on the

diatad FHHY L la) A | A FHHY L la)) __

MTourvicyu Ullllly \OGI T IVIUI UVJOCUIT VOuU ullllly \OGI T IPIUI
correlation I

A quality algorithm [
should convey the
predicted utility of y

the sample i

P matchlng observed performance (system)
algorithm

The performance of a biometric
system is a function of-the
matching algorithm
performance and.the utility of

all samples-in‘the system

Figure 2 — Relationship between quality and system performance

y components: character, fidelity, utility

ality” as it is currently used in the field' of biometrics has several connotations, dependi
e prevalent uses are to subjectively-reflect:

the biometric sample is-derived. For example, a scarred fingerprint has poor characte
aroptosis (droopy eyelid)‘causes poor iris character;

delity of a samplentoe the source from which it is derived. An expression of quality bas

onents contributed by different processes;

the

ng on

haracter of a sample. An expréssion of quality based on the inherent features of the sourcg from

, and

ed on

y reflects the degree of its similarity to its source. Sample fidelity is comprised of fidelity

ility of.a_ sample within a biometric system. An expression of quality based on utility refledts the
predicted paositive or negative contribution of an individual sample to the overall performancg of a
biometric 'system. Utility-based quality is dependent on both the character and fidelity of a sgmple.
Utility —based quality is intended to be more predictive of system performance, e.g. in terms of

FMR,

FNMR, failure to enrol rate, and failure to acquire rate, than measures of quality based on character or
fidelity alone. (See Table 1)

The term “quality” should not be solely attributable to the acquisition settings of the sample, such as image
resolution, dimensions in pixels, grayscale/color bit depth, or number of features. Though such factors may
affect sample utility and could contribute to the overall quality score.

Note that the character and utility of an acquired sample depend on the features to be considered by the
comparator. For instance, the same finger image may be of low character and utility with respect to minutiae
recognition (because of too few minutiae), but of high character and utility with respect to spectral pattern
recognition.

© ISO/IEC 2009 — All rights reserved
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Table 1 — lllustration of relationship between fidelity, utility, and character

Low High
Low Low fidelity and low character High fidelity and low character
results in low utility. Recapture results in low utility. Recapture will
Character might improve utility. However, if not improve utility. Use of other
possible use of other biometric biometric characteristics is
characteristics is recommended. recommended.
: :Iuh SGIIIV:UO vv;th hluh bhdlabtcl dlld SGIIIV:UO vv;th hluh bhaldbtUI al'l'ld

low fidelity typically will not
demonstrate high utility. Utility
can be improved upon recapture

high fidelity indicate capture-of
useful sample. High utility\is
expected.

or image enhancement
techniques.

7.3 [Usefulness of quality data

7.3.1| Real-time quality assessment

Real-fime quality data can be used by an operator, automated-system, or user to help improvg the average
quality of biometric samples submitted upon enrolment. This feedback might indicate the charpcter, fidelity,
utility| and improvability of a sample. In this way, operational efficiency and overall system performance can
be improved by assisting an operator, or augmenting an<automated quality control system, in decisions to a)
acceft the sample, b) reject the sample, c) reattempt a-capture, or d) declare a failure to acquire or failure to
enrolll Quality data can be retained for later use jn,for example, determining whether an enro|ment sample
shoulfl be replaced when the next sample is captored.

7.3.2| Use in different applications

A patticular biometric sample might be)used for several different applications and therefore its associated
quality data should be applicable\lto all of these. This would include both one-to-one and|one-to-many
compprisons involving the use_ef.eomparison algorithms from different vendors that would int¢rpret sample
features differently and yield different comparison scores. The challenge in establishing a universal quality
standprd is in defining a metric that is sufficiently adaptable for use by all applications for which a particular
sample might be used given that metrics of utility vary greatly between applications. Thereforg}, it should be
recognized that it is a“technical challenge to define a singular metric that accurately conveys the utility of a
biometric sample for. all applications for which it may be used, and this should be taken into copsideration in
definihg quality standards. Thus a quality metric—ideally predicting performance for a comparator or class of
compprators <~will likely be designed to capture only some of the failure modes and sensitivifies of only a
limitefd number of biometric systems. It may be useful to apply more than one quality metric in order to
improyve predictability of various failure modes.

It is useful for recipients of quality score data to be able to differentiate between scores generated by different
quality algorithms and capture equipment. This data may be used to enable recipient software to be
configured so that different thresholds or quality classifications can be applied to scores generated by different
algorithms. In addition, by differentiating between scores from different algorithms, a recipient may isolate
results from different algorithms and use the data to optimize thresholds accordingly.

7.3.3 Use as a survey statistic

Quality scores may be used to monitor operational quality. For example aggregated quality scores could be
compared with preset limits or monitored against an operational requirement. If, for example, quality scores
are generated from biometric samples collected at many sites, or over different time periods, then they may be
used to identify anomalous operation. For example, if face image quality is computed at the license issuance

© ISO/IEC 2009 — All rights reserved 7
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desks at a D

epartment of Motor Vehicles, then a ranked list of aggregated quality scores could be used to

identify desks that exhibit a lower than average quality, or to monitor trends over weeks or months.

7.3.4 Accumulation of relevant statistics

Reliable qua

lity scores may be used to survey users and transactions to accumulate statistics giving

conditional probabilities of the kind “given a quality X sample on finger A, what is the likelihood of a quality Y
sample from finger A (or finger B)". This will inform the system and/or operators over whether a higher quality
sample is likely if another capture is attempted.

7.3.5 Reference dataset improvement

The associati
maintenance

pn of quality data with a sample that is to be entered into a reference dataset is important for the
and improvement of the reference dataset quality. The tracking of sample quality can,lgad to

detection of potential deterioration of operator training or it may indicate deterioration in the perfermance of

the sample

apture equipment. Tracking of the sample quality data should be an important‘part ¢f the

biometric sygtem’s operating procedures. The quality data may also be used to improve ithe quality pf the

reference file
replacement
data. Typicall
the data.

7.3.6 Quali

Biometric san
be processed

7.3.7 Interghange of quality data by disparate systems

Standardized
interchangea
data in the e\

For example,
require minin

, and hence the performance of the biometric system. Improvement can)be made Hy the
br possible augmentation of the stored information so as to make use of the\best available quality
y, the replacement decisions are linked to the comparator performance of.the system procgssing

ly-based conditional processing

hples can be processed differently based on quality metrics. In particular, poor-quality dafa can
using different algorithms or thresholds than normal.

exchange of quality data between disparate” systems is useful in retaining the modular
bility of local or remote system hardware and’ software components, and the integrity of quality
ent of such an interchange.

by using standardized exchange of, quality data, consumers of quality data from a compgonent
al modification if that component (S replaced.
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8 Data interchange format field definition

8.1 Data fields

Table 2 summarizes the structure of a biometric data quality block.

Table 2 — Data fields

description size valid values notes

Number of 1 byte [0,255] This field is followed by the number of 5-byte

Quatity Btocks Quatity Btocks Teffected by its vatue (See |
Figure 3).

A value of zero (0) means that no attempt was
made to assign a quality score. In.this casg, no
Quality Blocks are present.

Quality 1 byte [0,100] 0: lowest
Score 255 100: highest
255: failed attemptfe’assign a quality score

X
<§ Quality 2 bytes [1,65535] Quality Algorithm’ Vendor ID shall be regisfered
‘g Algorithm with IBIA as ‘a"CBEFF biometric organizatipn.
= | Vendor Refer to CBEFF vendor ID registry procedures
§ ID in ISOIEC 19785-2.

Quality 2 bytes [1,65535] Quality Algorithm ID may be optionally

Algorithm registered with IBIA as a CBEFF Product

ID Code. Refer to CBEFF product registry

procedures in ISO/IEC 19785-2.

1 byte 5 bytes 5 bytes 5 bytes
# of Quality . ] _
Blocks = N Quality Block Quality Block Quality Block

Figure 3 — Structure of quality field

Quality scores sheuld always be placed within the quality score field of the biometric data blpck (BDB) as
defingd in ISO/IEEG19794-x associated with the sample. CBEFF quality fields should not be usg¢d in place of
19794 quality fields but rather as supplementary data. The prescribed use of CBEFF quality fields may be
supplled by each CBEFF patron format standard and is beyond the scope of this document. Notg that multiple
quality scores calculated by the same algorithm (same algorithm ID) shall not be present in a single BDB.

8.2 Quality score

8.2.1 Purpose

Quality algorithms shall produce quality scores that predict performance metrics such as either false match or
false non-match. In cases where the system utilizes components from multiple vendors, the quality scoring
method should aim to reflect the aspects of performance important for each algorithm used. As noted in 7.3.2,
it is challenging to find a single quality measure that is universal, not vendor-specific and yet adequately
indicates performance, and it may be useful to apply more than one quality algorithm.
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8.2.2 Data transformation considerations

Data transformation by an application system is likely to impact the data quality (ie. down-sampling or further
compression). The impact of such transformations on the data quality metrics may be recomputed by the
application system in accordance with guidance provided by this standard. Any time a biometric sample
undergoes a transformation, the quality of the transformed sample should be reassessed and associated with
the transformed sample. For example, throughout an identity management system a biometric sample may be
stored in multiple formats (e.g., high resolution fingerprint image stored centrally and a minutia-based

representation stored on a smart card).

8.2.3 Failure modes

To be predictive—t

intended to
algorithms. F
sensitivities t

8.2.4 Resolution
aratus shall provide for a mapping to at least four discrete values, whichy when utilized towards a

A quality app
variety of app
"excellent", "3

8.2.5 Sumn

Annex C sug
of samples, §
quality. Quali
enrolment sa
operations w
quality score
consistently y

8.3 Qualit
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The Quality A
the sample. 4
recipient of a
for any differ
indicates the
be a solutio

odel known fallure modes / sensitivities of a blometrlc comparator and |mage/3|gnal procy
rther, to achieve some measure of generality the quality score should be based ofi‘the
at are common to a class of system (e.g. minutia comparators).

lications, still maintains the ability to discriminate between distinct levels, of performance, su
ddequate”, "marginal”, and "unacceptable".

narization
jests procedures for the appropriate aggregation of utilityébased quality scores over a coll

y summarization should be performed across similarudsage, e.g. quality summarization o
mples of an enterprise, or quality summarization-over all verification samples of an enterpr

5

D
ield low quality samples.

y algorithm identification (QAID)

iew
Igorithm ID (QAID) is an(identifier of the quality algorithm used to calculate the quality sc

s long as there are no ‘common criteria for quality assessment, it is indispensable to enab
BIR to differentiatetbetween quality scores generated by different quality algorithms and

vendor and versien number of the identified quality algorithm. The QAID method is conside
n that mayshe’ implemented quickly but only partially achieves the goals of quality

bnces in processing/or analysis as necessary. A QAID Registry would provide a reference

1@t are

ssing
set of

ch as

bction

.g. enterprise-wide summarization. The result is a summary value which supports monitoring of

er all
se. In

here users frequently interact with a biometric:system (e.g. time and attendance applications),
may be aggregated on a per user basis>This will reveal the existence of individuals

that

bre of
le the
adjust
that
red to
score

standardizatipn.

8.3.2 Meth

This method lcqu;lca asnormative-tha

dology

4
L.

If no quality scoring is attempted, then the value of the Number of Quality Blocks field is 0 and there are no
Quality Blocks present. If Number of Quality Blocks is between 1 and 255, then an identifier of the quality
algorithm used to generate the score shall be present using the Quality Algorithm Vendor ID and Quality
Algorithm ID fields according to Table 2 — Data fields. Note that this method does not preclude, but rather
complements, further work to standardize a universal quality scoring method (i.e. a score that intrinsically
includes some degree of normalization) such as QSND. See Clause 9.

A feature of this “quality algorithm identification” method is that the recipient of the raw quality score data may
need to do some local analysis and/or processing to fully interpret the meaning of the scores. In other words,
the sender of the score is not attempting to interpret the quality score for a potentially unknown application or
destination. But importantly, the recipient can obtain the information on how the quality score is established
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from the quality algorithm vendor and develop appropriate means to automatically distinguish between quality
scores generated by different quality algorithms, and interpret them appropriately.

8.4 Standardized exchange of quality algorithm results

Quality algorithm vendors should be able to offer results of their quality algorithms in a standardized way to
the biometric community. On the other hand, consumers of ISO/IEC 19794 data interchange records are able
to retrieve and process this information effectively in order to assess the value of the output of this quality
algorithm to their implementation. This approach has the following benefits:

For the exchange, the following items shall be provided:

Everyone will be'able to publish new test sets (biometric samples + a naming scheme).

A self describing language like XML will be used for the description of the data sets as w

evalugtiob/results. The evaluation results could be maintained in a central registry or on a vena]ior site (via a

tHe quality algorithm vendor ID,

tHe quality algorithm ID,

tHe minimum and maximum theoretical output value of the algorithm,
tHe unique name of test set used (e.g. in form of "FERET-Grayscale" in the case of face recq

tHe list of samples-(e.g. for FERET “Duplicate 1” in the case of face recognition) that have be
pfocessed.

Both, quality algorithm vendors as well as consumers have the ability to gain value from technical

| V , Whl | Yy uisite | | Wi uality
Ip some applications, updates may be retrieved automatically, if the necessary infrastructure

If will re-shift the evaluation effort related with QAID from the consumer and integrators back
dlgorithm vendors (which do the evaluation anyway).

Qver time, standardized test sets will evolve,

- as itis in the interest of the quality algorithm vendor to use (@) r&porting test set(s), th3
many costumers, and

- the need for new test sets will vanish over time andythe use of such test sets wi
reviewed by the community.

Hvolution of test sets will facilitate the development.of QSND.

score use.
is there.

to the quality

t is of use for

| be critically

gnition), and

D

n

bll as for the

link inthetentratTegistry):

An example implementation using XML can be found in Annex B.
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9 Normalization

Normalization of quality score data is the process by which quality score data is processed by its recipient in
order to give the scores local context and meaning, such as to make quality scores from different algorithms

have similar

meaning.

A raw quality score is assigned to a biometric sample by a particular quality algorithm. In order to interpret the
raw score, the recipient of a score must have some contextual information. This information may be provided:

1.

2.
contextual in

that a sample

QAID enable

above. For e

FMR and FN
specify an aqg

interpret the

many differer

The purpose

scores throug
expression 4
considers big

percentile ra

algorithm ang

See Annex A

12

intrinsica

use vendor-supplied data (e.g. suggested thresholds) to best process the sample. The-alg
ively be used to perform analysis in order to fully optimize the interpretation of the scores

O O cl O &l C v, L w &l

so that, for example, different thresholds could be applied to the sample depending d
quality score.

lly, in the form of a normalized quality score. Normalization of quality~score data pr(
ormation about the score. An example is a quality score representing, the perceived like
, when matched, will result in a false non-match.

1

ample, the recipient of a file would be encouraged to analyze*the correlation of quality scg
IMR of the samples processed by their comparator. The results could be used to, for ex3
ceptance operating threshold. This method provides-the recipient the information necess
bcores in a way that is relevant to their own environment and application, and permits the
t algorithms or versions of algorithms in a single system.

of quality score normalization (QSN) corpu§iis to provide a consistent interpretation of ¢
h normalizing quality scores or Quality Scere Percentile Rank (QSPR). QSPR enables uni
nd interpretation of a quantitative sample quality score, which is that quality algorith
metric sample “Y” to have a quality\percentile rank “Z”. The translation of raw quality sco
k scores is achieved by running, a standardized corpus of samples through a given d
pairing all possible raw score outcomes to percentile rank scores.

for more information.

extrinsically in the form of metadata or off-line data (e.g. standard) that instructs the recipient on
interpretation of t
used to geng
configured to
could alterna
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Annex A
(informative)

Procedures to construct a quality score normalization dataset

A.1 Quality score normalization dataset (QSND) overview

The
interoperable interpretation of the quality score. To achieve this,
stand
datas

would

This @nnex defines a procedure for constructing a performance-oriented reference database. T
set o]l samples annotated with a target quality score. The ¥alue is essentially a consensus si
classification from a set of comparators. Such reference.§els are of primary use for normaliza
score| from different quality algorithms so that quality scéres of various quality algorithms havs
interpfretation within a reasonable and practical range.~"The same method would be of use to f
algorithm to an operational situation in which the comparator and kind of data are known and a
quality algorithm developers working on the general problem. The input to our procedure is a 1
sample database. The output is an annotation” of each sample with a scalar quality target.
presumes the availability of a representative’comparison algorithm, which will be used to compa
produce both genuine and impostor similarity scores. It is therefore implied that two or more

Quality Score Normalization Dataset (QSND) standardization method aims to enable a-cpnsistent and
the QSND method”|requires the
rdization of a dataset or datasets, with each biometric modality having its own datasef(s). For each
t, several score classes will be established, with each class being assigned with”a range of quality
. Several sample data that fall into each class will be collected and made available in the |standards for

fiy or provide a transformation function such that the output of their qualityCalgorithm will be| consistent to
commended range of score for each sample data provided in the standard database. However, if there
likely be more than one version of the standardized dataset, then.it would be useful information to

s part of the
scores.

he result is a
Mmilarity score
ion of quality
a consistent
une a quality
vailable or by
epresentative
The method
e samples to
samples per

] to create a

brator than is

prowdes 1) adequatespace for ﬂle storage 2) the protect|on of the mtegrlty of the stored ataset files, and 3)

secure, controlled access to files by qualified individuals.

A.3 Target quality assignment

We seek to assign a performance-based quality score to each image in a reference dataset. We ensure that
the quality values are representative of performance by associating the image with similarity scores as follows.

Consider a biometric dataset containing Ni >2 samples, dfl), dl-(z),...

i=1,...

,M where each image contains only one biometric characteristic, i.e. image of just one

© ISO/IEC 2009 — All rights reserved

, di"), for each of M subject,

finger or one

13


https://iecnorm.com/api/?name=2efaeca51cda7341aa1e9d1f688b0ae6

ISO/IEC 29794-1:2009(E)

(2) Ny - _

1
iris. The following procedure assigns quality values 6]5 ), q; ..., 4; 1 —1,...,M to all images
reference dataset.

14

For each comparator V,, k=1,...,K, of K available comparators

u .
For each instance record d,( )(i.e. the u™ sample of subject 1 ):

1) Generate the set of all possible mated comparison scores using the k-th comparator,

wher
P(M

samg

Note
Vk (&
proce

2) Gegnerate the set of all non-mated comparisen’scores using the k-th comparator by com

samg

The 1

3) Ins

in the

Si= {SZ}V |SZ§V = Vk(dl(u)’dl(‘}))}

u=1,...,Ni andV:u+1,...,Ni (1)
i=1,...M

i»2) =N;(N;—1) elements in the set S, where there are N;—lnated comparisons pef
le of subject 1.

that it is assumed that the generation of comparisonkscores are not symmetric, t
g”),dﬁv))in(dy),dl(")). If there is evidence of symmetric comparison scores, the|
dure could be modified to only use half of the comparison scores.

les from person I with samples from all ] =1,...Mand i # ] other persons,

Sy = st | sl =V, (d,d )}
uzl,...,Ni andv:l,...,Nj (2)

i=l,..Mandj=1,.,Mandi=#j

M
i N - JdW
esult is \non-mate comparison scores per sample @; .
J=1 %

bert (i,u) into set T if its mated comparison scores is larger than all its non-mated comp

Scorg

b V) is the k-th comparator for all available k=1,.,K comparators. This will gemerate

each
hat is

h the

baring

Brison

u,y uw . ’ N ayr
S\e. 8 >80 Vj#LVFUW Thisis a rank 1 condition.

. d(u)
4) compute the target utility for sample d; "as

mated __ non—mated
cge U Lu iu
utllllyi o mated + non—mated
O-i,u O-i,u (3)
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mated 4 .
where mi,u is the mean of sample ¢; "’s mated comparison scores computed as:
Ni
u,v
Zsi,i
v=1
mated _ v*u_
N -1
i (4)
non—mated . d(”), .
and m;, is the mean of sample ¢; "’s non-mated comparison scores computed
M Nj
u,v
Z Sij
j=1 v=1
non—mated __ j#i
iu - M
Nj
J=1
J#i (5)

and Oy
computed as:

o mated
similarly, O;

non—mated

u
is the standard deviation of sample dl( )’s mated comparison scores ¢

N;

UV mated
Z (s Mgy,
v=1

VAU

)2

mated _
Lu -

—1
Ni (6)

u
is- the standard deviation of sample dl( )’s non-mated comp3

M

N,
DD sty —m

Jj=1v=1
J#i

non—mated
Lu

)2

non—mated _

Lu _ Vi

1

(7)
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Once all target utilities (utility! Yu= L,...,N; and Vi =1,..,M ) have been computed:

The

comparison scores of set T

‘{utilily;‘ (i,u) € T, utility" sZ}{
8
‘{un‘lizy;‘ [(i,u) € T, utility" <oo}‘ (6)

C(2)=

and another for those not in that set

a) Compute two empirical cumulative distribution functions: One for the top-ranked mated

rocedureis repeated for all samples d,(u) u=1,.,N;andi=1,...M and all Kcompaf
Sincg one_sample will have mated comparison scores and a non-mated comparison score distri
differpnt from another sample, different samples of the same subject may have different target u
and tpherefore different target quality scores.

‘{utilityi" :(i,u) ¢ T,utility! 3z}{
‘{utility;’ [Giu) & T, utility" <oo}{

W(z)= (9)

These cumulative distribution functions are plotted in Figure A.1 for live-scan images
right-index fingers of 6,000 subjects and scores of a commercial fingerprint comparator

N,;=2forall i=1,...,6000 .

Select target quality resolution ( L). That is the number,of.quality levels for the target ¢
and therefore target quality scores will be g=1,...,.L(where 1 is the lowest and L
highest quality score. L could be any integer between 2 and 100, for example 5. Note th
larger L, the more samples (larger M) are neededfor accurate quality assignments.

Bin sample target utilities into L bins based onh quantiles of the target utility distribution
and W(.) in equations 8 and 9. Bin boundaries could be chosen to be cumulative distri
functions (i.e. C(.) and W(.)) turning points. One strategy, for L =5, is shown in Table

Df the
where

uality
s the
at the

s C(.)
pution
A.1in

_ — - -1
which W' and C ! are the -guantile functions, and C 1(0) and C (1) denofe the

empirical minima and maxima; respectively (same for W_I(O) and W_1(1), x and

appropriate percentile points selected based on the shape of C() Bin boundari
x=0.25 and y=0.75 are.shown in Figure A.1.

(u)
Sample d,(u) is-assigned target quality {; = corresponding to the bin of its target utility
equation (3).

y are
ps for

from

ators.
pution
tilities

Aggregate result of binning for K comparators. Choice of aggregate function depends on if and to
what degree generalizability of target quality scores is desirable. Below is a list of some options:

members of the Quality Reference Dataset. Those without unanimity can be discarded.

a) unanimity: Samples with identical quality assignments from all K comparators become

median or other specified percentile point: Samples with identical quality assignment from

more than X percent of K comparators become members of the Quality Reference Dataset.
The rest can be discarded. Note that X=700 is the unanimity, and X=50 is the majority vote

rule.
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c) arithmetic mean: Final target quality score of each sample will be the arithmetic mean of its
quality assignment from all K comparators.

Table A.1 — Binning target utilities

Bin Range of target utilities
1 o<z <CN 00D}
2 f.cloon<z <w )}
3 {z,. W<z, < C_l(x)}
4 {z,. Cl(x)<z, < C_l(y)}
5 {z,.:c—l(y)sZ,.}

L

[

Qo

— porrectly matched| (right)
falsely matched - | (left)
T T 1
] 10 20 30 40 50
rormatized-matchseore

NOTE The vertical lines are one possible way of binning normalized comparison scores.

Figure A.1 — Empirical and cumulative distribution functions for the top-ranked genuine scores and
for the impostor scores
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A.4 Size of quality score normalization corpus

The QSN corpus should be sufficiently large to allow for it to be used for both training and testing of the
various proprietary quality scoring algorithms in order to normalize the output to conform to the categories
provided by the QSN corpus in this document. The sample size, N, for a controlled trial can be estimated
using:

2
N o> 322
d ®)

where s is typical error (noise) and d is smallest worthwhile effect (signal).

Since there ii a minimum of four categories, it can be assumed that d=1 as the increment for the catedory is
only one. Th¢ most typical error is the wrong allocation of the quality into its closest category instead pf the
correct categpry, which gives s=2. Thus based on equation (8), the minimum required size fomthe corpiis per
category is eptimated at 128 or 512 per QSN corpus. Half of the corpus could be used for, training and the
other half for testing. A two-fold cross-validation approach could be used to compute the)overall errgr rate
whereby the [raining and testing sets are interchanged and the average error rate is_computed based ¢n the
outcome of efch test set as has been suggested in the statistical and machine learning/iteratures.
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