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ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work.
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hain changes compared ‘te the previous edition are as follows:

Vhere appropriate;nhormative references have been updated to use undated or more re
f other standards:
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ince it does not make sense for an ISO/IEC standard to define "ISO" and "IEC".

The clause for acronyms and abbreviations (Clause 6 in the preceding editions) has been removed,

Clause 6 (Abstract package model, Clause 8 in the previous edition) has been completely rewritten.

In particular, (1) pack IRIs have been defined in this clause rather than in an annex, (2) a new
subclause, "Resolving relative references”, has been added; (3) part Relationships parts and
package Relationships parts have been distinguished; (4) base IRIs have been clearly defined; and
(5) handling of non-ASCII characters in part names has been clarified on the basis of RFC 3987.

The option for media type to be an empty string has been removed, as this conflicts with the

definition of media type in RFC 2046 and the existing regular expression defined in the schema
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eferenced by C.2.
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— Clause 7 (Physical package model, Clause 9 in the previous edition) has been slightly revised.
Interleaving has been introduced before logical item names. Percent-encoding and un-percent
encoding of non-ASCII characters have been explicitly introduced in 7.3.4 and 7.3.5.

— Clause 8 (Core properties, Clause 10 in the previous edition) has been rewritten by using prose and
schemas rather than diagrams.

— Clause 10 (Digital signatures, Clause 12 in the previous edition) has been thoroughly revised. In
particular, this clause now makes clear a convention for the choice of algorithms for signature and
digest methods, which reflects the ongoing development of algorithms since the first edition of this
document.
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Introduction

ISO/IEC 29500 (all Parts) specifies a family of XML schemas, collectively called Office Open XML, which
define the XML vocabularies for word-processing, spreadsheet, and presentation documents, as well as
the packaging of documents that conform to these schemas.

The goal is to enable the implementation of the Office Open XML formats by the widest set of tools
and platforms, fostering interoperability across office productivity applications and line-of-business
systems, as well as to support and strengthen document archival and preservation, all in a way that is
fully compatible with the existing corpus of Microsoft® Officel) documents.

This [document includes two annexes (Annex C and Annex D) that refer to data files|provided in
electronic form.

The document representation formats defined by this document are different from the forinats defined
in the corresponding Part of ECMA-376:2006. Some of the differences are reflectéd in schgma changes,
as shpwn in Annex G.

This fourth edition preserves all previous functionality and adds no new functionality.

1) Thisinformation is given for the convenience of users of this document and does not constitute an endorsement
by ISO or IEC of the product named. Equivalent products may be used if they can be shown to lead to the same
results.
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Document description and processing languages — Office
Open XML file formats —

Part 2:
Open packaging conventions

1

cope

This |document defines a set of conventions for packaging one or more interrelated b
(parts) as a single resource (package). These conventions are applicable not only to
XML [specifications as described in ISO/IEC 29500-1 and ISO/IEC 29500-4; but also to o
specifications.
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10
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itutes requirements of this document. For dated references, only the edition cited
fed references, the latest edition of the referenced document (including any amendme

INCITS 4-1986 [R2017] - Information Systems“{ Coded Character Sets - 7-Bit Ameri
ard Code For Information Interchange (7-Bit, ASCII), American National Standards Inst

186-4, Digital Signature Standard (DSS), National Institute of Standards and Tec
rtment of Commerce, July 2013

EC 29500-3, Information technology — Document description and processing langua
XML File Formats — Part 3: Markup Compatibility and Extensibility

EC 9594-8/1TU-T Rec. X(509, Information technology — Open systems interconnection -
tory: Public-key and attribute certificate frameworks

5836-1, Information and documentation — The Dublin Core metadata element set —
nts

5836-2, Information and documentation — The Dublin Core metadata element set —
rties gnd-classes

P 04.6,"Multipurpose Internet Mail Extensions (MIME) Part Two: Media Types, The Inte

yte streams
Office Open
ther markup

heir content
applies. For
nts) applies.

can National
itute (ANSI).
hnology, US
ges — Office
— Part 8: The
Part 1: Core

Part 2: DCMI
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996 N _Eroad and N Barenctaein Availahlo at httne: /s rfeoditar ora /infa/
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RFC 3986, Uniform Resource Identifier (URI): Generic Syntax, The Internet Society, January 2005, Berners-
Lee, T, R. Fielding, and L. Masinter. Available at https://www.rfc-editor.org/info/rfc3986

RFC 3987, Internationalized Resource Identifiers (IRIs), The Internet Society, January 2005, Duerst, M.
and M. Suignard. Available at https://www.rfc-editor.org/info/rfc3987

RFC 5234, Augmented BNF for Syntax Specifications: ABNF, The Internet Society, January 2008, D. Crocker
and P.Overell, (editors). Available at https://www.rfc-editor.org/info/rfc5234

RFC 6931, Additional XML Security Uniform Resource Identifiers (URIs), The Internet Society, April 2013,
D. Eastlake 34, Available at https://www.rfc-editor.org/info/rfc6931
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RFC 7231, Hypertext Transfer Protocol (HTTP/1.1): Semantics and Content, The Internet Society, June
2014, R. Fielding and ]. Reschke. Available at https://www.rfc-editor.org/info/rfc7231

Unicode, The Unicode Standard, The Unicode Consortium. Available at http://www.unicode.org/
standard/standard.html

The XML 1.0 specification, Extensible Markup Language (XML) 1.0, Fourth Edition. World Wide Web
Consortium, 2006, Tim Bray, Jean Paoli, Eve Maler, C. M. Sperberg-McQueen, and Francois Yergeau
(editors). Available at http://www.w3.org/TR/2006/REC-xml-20060816/%)

XML Namespaces, Namespaces in XML 1.0 (Third Edition), 8 December 2009. World Wide Web Consortium,
Tim Bray, Dave Hollander, Andrew Layman, and Richard Tobin (editors). Available at http://www.w3

.org/TR/20(

9/REC-xml-names-20091208/

XML Base, XML Base (Second Edition), World Wide Web Consortium, 28 January 2009. Jonathan N

and Richard

W3C XML §
Consortium,
(editors). Av

W3C XML §
Consortium,
.org/TR/xm

Tobin (editors). Available at https://www.w3.org/TR/2009/REC-xmlbase-20090128,

larsh

chema Structures, XML Schema Part 1: Structures (Second Edition); \World Wide
28 October 2004, Henry Thompson, David Beech, Murray Maloney and"Noah Mende|
hilable at https://www.w3.org/TR/xmlschema-1/

chema Datatypes, XML Schema Part 2: Datatypes (Second>Edition), World Wide
28 October 2004, Paul Biron and Ashok Malhotra (editors). Available at https://ww

Web
Isohn

Web
w.w3

schema-2/

XML-Signatu
Joseph Reag|

-20020212/

ZIP Appnote
.pkware.con

e Syntax and Processing, World Wide Web Consortium,12 February 2002, Donald Eas
le and David Solo (editors). Available at http://www.w3.org/TR/2002/REC-xmldsi

tlake,
-core

ZIP File Format Specification Version 6.2.0;\PKWARE Inc., 2004. Available at http://
/documents/APPNOTE/APPNOTE_6.2.04%¢t

3 Terms

For the purp
[SO and IEC

IEC Elec

3.1 Basic

311
byte

and definitions
oses of this document, the following terms and definitions apply.

maintain terminological databases for use in standardization at the following address

ISO Onlipe browsing platform: available at https://www.iso.org/obp

tropedia: available at http://www.electropedia.org/

2]

W

<

es:

sequence of

3.1.2
stream

8bitstreatedasaurit

linearly ordered sequence of bytes (3.1.1)

2) A further correction of the normative reference to XML to refer to the 5th Edition will be necessary when the
related Reference Specifications to which this document also makes normative reference, and which also depend
upon XML, such as XML Namespaces and XML Base, are all aligned with the 5th Edition.

2
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3.2 Abstract package model

3.2.1
part
stream (3.1.2) with a name, a MIME media type and associated common properties

3.2.2
abstract package
logical entity that holds a collection of parts (3.2.1) and relationships (3.2.3)

3.2.3
relationship
packdge relationship (3.2.4) or part relationship (3.2.5)

3.2.4
packpge relationship
conne¢ction from a package to a specific part (3.2.1) in the same package, or to-anjexternal fesource

3.2.5
part relationship
conng¢ction from a part (3.2.1) in a package to another part in the same package, or to| an external
resoyrce

3.2.6
sourge
part (3.2.1) or package from which a connection is established by a relationship (3.2.3)

3.2.7
target
part (3.2.1) or external resource to which a conpection is established by a relationship (3.2{3)

3.2.8
relatjonship type
absolrte IRI for specifying the role of a-xelationship (3.2.3)

3.2.9
Relationships part
part (3.2.1) containing an XMl representation of relationships (3.2.3)

3.2.1p
abstract package model
abstrpct model that defines abstract packages (3.2.2)

3.2.111
growjth hint
suggéested.iumber of bytes (3.1.1) to reserve for a part (3.2.1) to grow in place

3.2.1Z
pack scheme

URI scheme that allows IRIs to be used as a uniform mechanism for addressing parts (3.2.1) within a
package

3.2.13
packIRI
IRI that conforms to the pack scheme (3.2.12)

3.2.14
part name
string that uniquely identifies a part (3.2.1) within a package

© ISO/IEC 2021 - All rights reserved 3
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3.2.15

relationship identifier

string that consists of XML name characters and uniquely identifies a relationship (3.2.3) among those
from the same source (3.2.6)

3.2.16
target mode
mode of resolution of relative references to targets (3.2.7)

3.2.17

I18N segment
Unicode stri ng na pnrt‘ name. ('2 2 14)

Note 1 to entiry: The constraints on the value of the Unicode string shall be stated when the term.is,uged in
6.2.2.2.,

3.3 Physifal package model

3.3.1
physical fOIJmat
specific file format, or other persistence or transport mechanism

3.3.2
physical pagkage
result of mapping an abstract package (3.2.2) to a physical format (3.3.1)

3.3.3
physical package model
pair of a physical format (3.3.1) and a mapping betweefthe abstract package model (3.2.10) and that
physical formnat

3.34
piece
portion of a part (3.2.1)

3.3.5

logical item
non-interleayed part (3.2.1), non-interleaved Media Types stream (3.3.12), piece (3.3.4) of an interl¢aved
part, or piece of an interleaved Media Types stream

3.3.6
physical pagkage item
atomic set of data in aphiysical package (3.3.2)

3.3.7

ZIP item

atomic set olbdata-inag2 file [ that becomesafilewhen the archive isuncompressed
3.3.8

ZIP file

file as defined in the ZIP Appnote

3.3.9

simple ordering

defined ordering for laying out the parts (3.2.1) in a package in which all the bits comprising each part
are stored contiguously

3.3.10

interleaved ordering

defined ordering for laying out the parts (3.2.1) in a package in which parts are broken into pieces
(3.3.4) and “mixed-in” with pieces from other parts

4 © ISO/IEC 2021 - All rights reserved


https://iecnorm.com/api/?name=4a8f52f2954fbabb3c1736a5af361eb5

ISO/IEC 29500-2:2021(E)

3.3.11

ASCII case-insensitive matching

comparing a sequence of code points as if all ASCII code points in the range 0x41 to 0x5A (A to Z) were
mapped to the corresponding code points in the range 0x61 to 0x7A (a to z)

Note 1 to entry: The ASCII code points shall be as defined by ANSI/INCITS 4-1986.

3.3.12

Media Types stream

stream (3.1.2) in a physical package (3.3.2) representing an XML document that specifies the media type
of each part (3.2.1) in the package

3.4 |Digital signature and thumbnail

3.4.1
signgture policy
specification of what parts (3.2.1) and relationships (3.2.3) are included, in-a signatufe and what
additjonal behaviors are required for generating and validating signatures

3.4.2
thumbnail
small image that is a graphical representation of a part (3.2.1) orthe package as a whole

3.5 |Implementations

3.51
packpge implementer
software that implements physical input-output eperations on a package according to the requirements
and recommendations of this document

3.6 |Core properties

3.6.1
core property
property of a package
4 (onformance

A padkage is of conformance class OPC if it obeys all syntactic constraints specified in this document.

OPC ¢onformariee-is purely syntactic.

5 (Qverview

This document describes an abstract package model (Clause 6) and a physical package model (Clause 7)
for the use of XML, Unicode, ISO/IEC 10646 (see Reference [7]), ZIP, and other relevant technologies
and specifications to organize the content and resources of a document within a package. The package
structure is intended to support the organization of constituent resources for various applications and
categories of content. An example package is shown in Annex H.

The abstract package model is a package abstraction that holds a collection of parts and relationships.
The parts are composed, processed, and persisted according to a set of rules. Parts can have
relationships to other parts or external resources, and the package as a whole can have relationships
to parts it contains or to external resources. Parts have MIME media types and are uniquely identified
using the well-defined naming rules provided in this document.

The physical package model defines the mapping of the components of the abstract package model to
the features of a specific physical format, namely a ZIP file.

© ISO/IEC 2021 - All rights reserved 5
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This document also describes other features, including core properties for package metadata, a
thumbnail for graphical representation of a package, and digital signatures of package contents.
This document relies on ISO/IEC 29500-3 to allow future extensions of OPC without introducing
compatibility problems.

This document specifies requirements for packages. Conformance requirements are identified
throughout this document. A formal conformance statement is given in Clause 4.

6 Abstra

ct package model

6.1 Gene

This clause
introduces t

The purpossg
type of contsg
can contain
the picture.

An example
6.2 Parts

6.2.1 Gen

A partis andlogous to a file in a file system or to a resouteé on an HTTP server.

6.2.2 Part

6.2.2.1 General

A part shall

6.2.2.2 Sy

A part name
defined in R

part nam
isegment

and that fur
matches the

al

introduces abstract packages in terms of parts (6.2) and relationships (6{5)" It
he pack scheme (6.3.2).

of an abstract package is to aggregate constituent components of a document (or
nt) into a single object. For example, an abstract package holding a doeyment with a pi
hn XML markup part representing the text of the document and anéther part represe

hbstract package is shown in H.2.

bral

names

have a part name, which shalluniquely identify a part within an abstract package.

htax

shall be a Unicode)string that matches the following production rules in the ABNF s
FC 5234:

1*( W' isegment-nz )
<isegment-nz, see RFC3987, Section 2.2>

S
—nz

rher(satisfies the constraints listed below, where an [18N segment is a Unicode strin

also

other
cture
nting

yntax

v that

non-terminal isegment-nz and percent-encoding represents a character by the pe

rcent

character "9

o followed by two hexadecimal digits, as specified in RFC 5986:

characters.

iunrese

No I[18N

rved in RFC 3987.

«n

segments shall end with a dot (“.”) character.
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The part name "/ rels/.rels" shall be reserved (6.5.2.2). Part names in which the second-to-last I18N
segment is equivalent to " re1s" and the final segment is equivalent to any string ending with ". re1s"

shall be reserved (6.5.2.3).

EXAMPLE1 The part name "/hello/world/doc.xml" contains three path segments, namely, "hello",
"world", and "doc.xml".

EXAMPLE 2 The part name "/&" contains a path segment "¢" where é is 'LATIN SMALL LETTER E WITH
ACUTE' (U+00E9).

NOTE Path segments are not explicitly represented as folders in the abstract package model; and no

directory of folders exists in the abstract package model.

A pa
recon]

6.2.2

Equiy
comp
mapy

The 1

EXAM
packa

Fore
by N
equiy

EXAM
The 1

EXAM
For it
SEGMH

This
Unicd
imple

The 4
packi

If an
folloy

ckage implementer is not required to support non-ASCII part names, although
hmended.

3 Part name equivalence and integrity in an abstract package

ralence of part names shall be determined by ASCII case-insensitive -matching. Su
ares a sequence of code points as if all ASCII code points in the range 0x41-0x5A
ed to the corresponding code points in the range 0x61-0x7A (a>Z7).. See Reference [1].

ames of two different parts within an abstract package shall not be equivalent.

PLE1 If an abstract package contains a part named "/&","the name of another part in
ge cannot be "/a" or "/A".

hch part name N and string S, let the result of concatenating N, the forward slash, and
S]. A part name N1 is said to be derivable from another part name N2 if, for some sf{
alent to N2[S].

PLE2 "/a/b"is derivable from "/a", where\N is "/a" and Sis "b".
ame of a part shall not be derivablefrom the name of another part.
PLE3  Suppose that an abstractypackage contains a part named "/segment1/segment2/

not to be derivable, other parts‘in that abstract package cannot have names such as "/

NT1","/segmentl/segment2', )/ segmentl/SEGMENT2", or "/segmentl/segment?2/../segmen

bubclause further introduces recommendations, so that Unicode Normalization Form

mentations of directory structures always apply NFD normalization.

pplication of \NFC or NFD normalization to the names of two different parts within
ge should 1ot yield equivalent strings.

abstract package contains a part named "/¢", where é is 'LATIN SMALL LETTER
ved’by 'COMBINING ACUTE ACCENT' (U+0301), the name of another part in that abst

shou

doing so is

ch matching
(A-Z) were

that abstract

S be denoted
ring S, N1 is

./segmentn".
n "/

Fegmentl’,
rn-1".

C (NFC) and

de Normalization Ferm D (NFD) of part names do not cause part-name collisions. Ngte that some

an abstract

E' (U+0065)

Jar .
" waharn A i s

d ot ha ! TATINCSMAIT TETTER E ‘AITTH ‘A‘CUTE' (1. 0NFQY Ay

ract package

TTOTOCT T WHICT O C 1o DI X T IV OV Yoy o & T Ix L vV I (U TUUL 7Y, Ut gy

'LATIN CAPITAL LETTER E WITH ACUTE '(U+00C9).

' where E is

If an abstract package contains a part named "/4", where 4 is 'ANGSTROM SIGN' (U+212B), the name of
another part in that abstract package should not be "/A" where A is 'LATIN CAPITAL LETTER A WITH
RING ABOVE' (U+00C5) because U+212B and U+00C5 are normalized to the same character sequence.

A part name N1 is said to be weakly derivable from another part name N2 if, for some string S, the
result of applying NFC or NFD to N1 is equivalent to the result of applying NFC or NFD to N2[S].

EXAMPLE 4  Consider a part name "/&", where é is 'LATIN SMALL LETTER E WITH ACUTE' (U+00E9). Another
part name "/é&/a", where é is 'LATIN SMALL LETTER E' (U+0065) followed by 'COMBINING ACUTE ACCENT!
(U+0301) is weakly derivable from "/¢". Another part name "/£/a", where E is 'LATIN CAPITAL LETTER E'
(U+0045) followed by 'COMBINING ACUTE ACCENT' (U+0301) is also weakly derivable.
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The name of a part should not be weakly derivable from the name of another part.

Suppose that an abstract package contains a part named "/&/4/foo", where é is 'LATIN SMALL LETTER E
WITH ACUTE' (U+00E9) and 4 is 'ANGSTROM SIGN' (U+212B). For it not to be weakly derivable, no other
parts in that abstract package should have names such as "/£" and "/£/4", where E is 'LATIN CAPITAL
LETTER E' (U+0045) followed by 'COMBINING ACUTE ACCENT' (U+0301) and A is 'LATIN CAPITAL

LETTER A WITH RING ABOVE' (U+00C5).

6.2.3 Media types

Each part shall have a MIME media type, as defined in RFC 2046, to identify the type of content in that

part, consis
Media types

Media types

6.2.4 Growth hint

A part may h

Sometimes 3
formats, cre
allow the pa
space inam

6.2.5 XML

XML content
Core Proper
the followin

a) XML cot
declarat

encodin

b) The XMI

g of @ top-tevet media typeanmdasubtype, optiomatty quatifiedby asetof param
of OPC-specific parts defined in this document shall not contain parameters.

for parts defined in this document are listed in Annex E.

ave a growth hint.

| part in a physical package is modified and needs to become{larger. For some ph
hting a new physical package that contains the larger partis‘an expensive operatic
"t to grow in place, moving as few bytes as possible, the grtowth hint may be used to re
hpping to a particular physical format.

usage

in parts and streams defined in this document (specifically, the Media Types strear
Fies part, Digital Signature XML Signature-parts, and Relationships parts) shall confo

b+

S

itent shall be encoded using either,UTF-8 or UTF-16. If any part includes an enc
ion, as defined in 4.3.3 of the XML'1.0 specification, that declaration shall not nam
b other than UTF-8 or UTF-16.

, 1.0 specification allowsfoer'the usage of Document Type Definitions (DTDs), which e

pters.

ysical
n. To
serve

n, the
rm to

bding
e any

nable

Denial df Service attacks, typically through the use of an internal entity expansion techniqye. As

mitigati
in this d

XML doq

bn for this potential threat, DTD declarations shall not be used in the XML markup de
pcument.

uments shalliconform to XML Namespaces.

d) XML co

Schema Patatypes, with respect to the corresponding XSD schema defined in Annex C. In parti

the XM

explicitly“defined in the corresponding XSD schema unless the XSD schema allows elemer

tent shall’be schema-valid, as defined by W3C XML Schema Structures and W3C

contént shall not contain elements or attributes drawn from namespaces that ar

fined

XML
cular,
e not

Its or

attributes drawn from any namespace to be present in particular locations in the XML markup.

e)

they are

explicitly defined in the XSD schema or by other means described in this document.

6.3 Partaddressing

6.3.1 General

XML content shall not contain elements or attributes drawn from “xml” or “xsi” namespaces unless

This document provides the pack scheme as a way to use IRIs (RFC 3987) to reference part resources
inside a package.
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Schemes are represented in an IRI by the prefix before the colon. A well-known example is "http".

EXAMPLE An example of an IRI in the pack scheme is:

"pack://http%3c, ,www.openxmlformats.org,my.container/a/b/foo.xml"

The substring between the double slash and the first single slash represents an IRI in the http scheme
for a package, transformed to allow embedding within an IRI in the pack scheme.

References from outside of a package are absolute IRIs of the pack scheme, while those from inside are
relative IRIs, which are resolved to absolute IRIs of this scheme.

6.3.2
This

The s

rd
ig
ig
19
ig
iy
s
P

The 3
for th
authd
packd

NOTH
Howe
Duet
canb

The ¢
comp

A pad
notu

A pad
to wh

EXAM

Pack scheme

yntax of pack IRIs is defined in EBNF (see RFC 5234) as follows:
ck IRI = "pack://" iauthority [ "/" | ipath ]

uthority = *( iunreserved | sub-delims | pct-encoded )
ath = 1*( "/" isegment )

egment = 1*( ipchar )

char = <ipchar, see [RFC3987], Section 2.2>

nreserved = <iunreserved, see [RFC3987], Section 2%2»
b-delims = <sub-delims, see [RFC3986], Section 2%2>
t-encoded = <pct-encoded, see [RFC3986], SectiohnJ)2.1>

uthority component (iauthority) contains an embedded IRI that points to a packag

rity component.) The authority component:shall not reference a package embedde
L ge.

The definition of the authority component requires that the colon character (:) be esd
ver, in the proposed registration of the‘pack scheme, an unescaped colon (;) character was mis
this mistake, the provisional pack scheme was registered by IANA as a historical scheme. Th
e inspected in the JANA-maintainedregistry of schemes (see Reference [8]).

ptional path component\(ipath) identifies a particular part within the package. W
onent is missing, the reseurce identified by the pack IRI is the package as a whole.

k IRI can have a guery component (as specified in RFC 3986). A query component in
sed when resolying the IRI to a part.

k IRI can have a fragment component (as specified in RFC 3986). If present, this frag
atever resource the pack IRI identifies.

PLE(1 )" Using the pack IRI to identify a part

Hocument defines a specific scheme used to refer to parts in a package: the pack'scheme. An IRI
that yses the pack scheme is called a pack IRI.

e. (See 6.3.4

e procedure for transforming the IRI for the package to permit embedding in the pack IRI as the

d in another

aped as %3c.
takenly used.
e pack scheme

hen the path

a pack IRI is

ment applies

The fi
"http

Howrina IR identifiac tha " /£ wmlt nartyithin tho
Wt e Hes+ie —PpaeWeHRRe

S AE S aE = as ara =12y

://www.openxmlformats.org/my.container" package resource:

"pack://http%3c, ,www.openxmlformats.org,my.container/a/b/foo.xml"

EXAMPLE 2  Equivalent pack IRIs

The following pack IRIs are equivalent:

"pack://http%3c, ,www.openxmlformats.org,my.container"
"pack://http%3c, ,www.openxmlformats.org,my.container/"
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EXAMPLE 3

A pack IRI with percent-encoded characters

The following IRI identifies the "/c/d/bar.xm1" part within the

"http://mya

lias:pswr@www.my.com/containers.aspx?my.container" package:

"pack://http%3c, ,myalias$3cpswr$40www.my.com,containers.aspx%$3fmy.container/c/d/bar.

xml"

6.3.3 Resolving a pack IRI to a resource

The following algorithm shall be used to resolve a pack IRI to a resource (either a package or a part):

any

t, the

ority

a) Parse thepackHRtimtothepotentiatthreecomporments—schente,authority;, pati,as—wett=
fragment identifier.

b) In the aythority component, replace all commas (“”) with forward slashes (“/”).

c) Un-percent-encode ASCII characters in the resulting authority component.

d) The restyiltant authority component shall be a valid IRI for the package as aywhole. If it is ng
pack IR]|is invalid.

e) If the path component is empty, the pack IRI resolves to the package as.ad whole and the resolution
processfis complete.

f) A non-empty path component shall be a valid part name. If it isfiet, the pack IRI is invalid.

g) The pack IRI resolves to the part with this part name in(the package identified by the auth
compongnt.

EXAMPLE Resolving a pack IRI to a resource

Given the pac
"pack://|

The compone

"<author
"<path>H

are converted
"http://|

and the path:

"/a/b/f9

K [RI:

http%3c, ,www.my.com, packages.as@xs3fmy.package/a/b/foo.xml"

hts:

ity>= http%3c,,www.my.oom, packages.aspx3s3fmy.package"
/a/b/foo.xml"

to the package IRI:

www .my . com/palckages.aspx?my.package"

O . xmld

Therefore, th

s{Rlrefers to a part named "/a/b/foo.xml" in the package at the following IRI:

"http://www

Ty . Com/Packages. aspX My . package -

6.3.4 Composing a packIRI

The following algorithm shall be used to compose a pack IRI from the absolute IRI of an entire package
and a part name:

the fragment identifier from the absolute package IR], if present.

«n

encode all percent signs (“%”), question marks (“?”), at signs (“@"), colons (

() in the package IRI.

a) Remove
b) Percent-
c) Replace
d) Append
10

“wn
)

all forward slashes (“/”) with commas (“”) in the resulting string.

the resulting string to the string "pack://".
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e) Append a forward slash (“/”) to the resulting string. The constructed string represents a pack IRI
with a blank path component.

f) Using this constructed string as a base IRl and the part name as a relative reference, apply the rules
defined in RFC 3986 for resolving relative references against the base IRI.

EXAMPLE Composing a pack IRI
Given the package IRI:
"http://www.my.com/packages.aspx?my.package"

and the pqrf name.

a/foo.xml"

The ppck IR is:

dack://http%3c, ,www.my.com, packages.aspx33fmy.package/a/foo.xml"

6.3.5| Equivalence
Two pack IRIs shall be treated as equivalent if:

a) the scheme components are octet-by-octet identical after“they are both converted tp lowercase;
and

b) the IRIs, decoded as described in 6.3.3 from the‘authority components, are equivalent (the

dquivalency rules by scheme), as specified in RF€.3986; and
c) the path components are equivalent part names, as specified in 6.2.2.
NOTH In some scenarios, such as caching orwriting parts to a package, it is necessary to determine if two

pack IRIs are equivalent without resolving them.
6.4 |Resolving relative references

6.4.1] General

Relatjve references in parts shall be resolved as specified in RFC 3986 (5 Reference Resolution), as
exterlded in RFC 3987((6,5 Relative IRI References).

This flocument inttoduces no changes to the resolution procedure, but Annex A introduceqd a suggested
preprocessing method for generating relative references.

6.4.2| Base IRIs

This kubclause defines a prnr‘pdnrp for dm—prmining base IRIs for rpcnlving relative references within
parts in packages.

NOTE RFC 3986, 5.1 Establishing a Base URI, provides four general methods, in order of precedence, for
establishing base IRIs for resolving relative references. The procedure in this subclause provides an OPC-specific
method corresponding to the second general method (RFC 3986, 5.1.2 Base URI from the Encapsulating Entity).

The base IRI depends on where that reference occurs within the package. This subclause covers the
case where a relative reference occurs in a part that is not a Relationships part. 6.5.2 covers the case
where a relative reference occurs in a Relationships part.

The base IRI shall be the pack IRI created from the IRI of the package and the name of the part within
which the relative reference occurs.

EXAMPLE

© ISO/IEC 2021 - All rights reserved 11
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Consider a part /a/b/foo.xml in a package located at

"http://www.mysite.com/my.package"

The base IRI is

"pack://http%3c, ,www.mysite.com,my.package/a/b/foo.xml"
6.4.3 Examples

6.4.3.1 General

This subclaise shows examples of resolving relative references. For each example, this subdlause
considers thfee cases.

Case 1: the blase IRl is a pack IR],
"pack://http%3c, ,www.mysite.com,my.package/a/b/foo.xml", which is constructed frfom an absolute
IRI of the pagkage and a part name.

Case 2: the base IRI is a pack IR], "pack://http%3c, , www.mysite.com, my.pagkagé/", which is created
from an absg¢lute IRI of the package.

Case 3: the base IRI is the absolute IRI of the package, "nttp://www.mysite).'com/my.package".

6.4.3.2 Lepding slash: "/b/par.xm1"
Case 1: The Ipase IRI is "pack://http%3c, , www.mysite.com, myspackage/a/b/foo.xml".

Since this relative reference begins with the slash character;the path component of the base IRI ("/a/b/
foo.xml1") is|lignored by the algorithm in 5.2.2 of RFC 3986. The scheme and authority of the resjilting
[RI are the shme as those of the base pack IRI. Thus;:the resulting IRI is:

"pack://|http%3c, ,www.mysite.com,my.package/b/bar.xml"
Case 2: The base IRl is "pack://http%3c, , www.mysite.com, my.package/".
Likewise, the path component of the base'IRI ("/") is ignored. The rest is the same.
Case 3: The base IRl is "http: //www.mysite.com/my.package".

Likewise, the path component of'the base IRI ("/my.package") is ignored. Thus, the resulting IRI is

"http://fwww.mysite.&um/b/bar.xml"

6.4.3.3 Ngleadingslash: "bar.xm1"

Case 1: The ll)ase IRIis "pack://http%3c, , www.mysite.com, my.package/a/b/foo.xml".

Since this relative reference does not begin with the slash character, the path component of the base IRI
("/a/b/foo.xm1") and that of the relative reference ("bar.xm1") are merged. The merge routine in 5.2.3
of RFC 3986 first removes "foo.xml" from the path component of the base IRI, and emits "/a/b/bar.
«m1". Thus, the resulting IRI is:

"pack://http%3c, ,www.mysite.com,my.package/a/b/bar.xml"
Case 2: The base IRI is "pack://http%3c, ,www.mysite.com, my.package/".

Likewise, the path component of the base IRI ("/") and that of the relative reference ("var.xm1") are
merged. The merge routine emits "/bar.xml". Thus, the resulting IRI is:

"pack://http%3c, ,www.mysite.com,my.package/bar.xml"

Case 3: The base IRl is "nttp://www.mysite.com/my.package".
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Likewise, the path component of the base IRI ("/my.package") and that of the relative reference ("par.
xm1") are merged. The merge routine first removes "my.package" from the path component of the base
IR, and emits "/par.xm1". Thus, the resulting IRI is:

"http://www.mysite.com/bar.xml"

6.4.3.4 Dotsegment: "./bar.xml"

Case 1: The base IRI is "pack://http%3c, ,www.mysite.com, my.package/a/b/foo.xml".

Asin 6.4.3.3, the merge routine removes "foo.xm1" from the path component of the base IRI, and emits

"/a/b

" and emits

"/a/b

i
Case

The 1

bar. 3
Case

LikeV
xml")

IR], and emits "/ . /par.xm1". But the remove_dot_segments routine removes ". /" and emit

Thus

"

6.4.3

Case

The fnerge routine emits "/a/b/¥/bar.xml" but the remove_dot_segments routine remn

Thus

!

Case

The merge routine'emits "/../bar.xm1", but the remove_dot_segments routine replaces |

Thus

¢

bar wm1" But the remove dot segments rontine in 5 2 4 of RFC 3986 remaves
bar.xml". Thus, the resulting IRl is:

ack://http%3c, ,www.mysite.com,my.package/a/b/bar.xml"
P: The base IRI is "pack://http%3c, ,www.mysite.com, my.package/".

herge routine emits "/ . /bar.xm1" but the remove_dot_segments routiné-removes ". /"
m1". Thus, the resulting IRI is:

pack://http%3c, ,www.mysite.com,my.package/bar.xml"
B: The base IRl is "http://www.mysite.com/my.package".

Vise, the path component of the base IRI ("/my . package()yand that of the relative refere
are merged. The merge routine first removes "my.péckage" from the path componen

the resulting IRI is:

ttp://www.mysite.com/bar.xml"

5 Dotsegment: "../bar.xnl"

1: The base IRl is "pack://http$3¢, ,www.mysite.com, my.package/a/b/foo.xml".

the resulting IRI is:

ack://http%3c, ,wwi.mysite.com,my.package/a/bar.xml"

P: The base IRIis\“gack://http%3c, ,www.mysite.com, my.package/".

the resulting IRI is:

ackf/fhttp%3c, ,www.mysite.com, my.package/bar.xml"

and emits "/

nce (". /bar.
t of the base
S "/bar.xml".

oves "b/.."

/../" by "/".

Case

R: The base IRLis "nttn- www.myvsite com/m nackace'
T > 7

Likewise, the path component of the base IRI ("/my.package") and that of the relative reference ("../
bar.xml") are merged. The merge routine first removes "my.package" from the path component of the
base IR], and emits "/. . /bar.xml1". The remove_dot_segments routine replaces "/../" by "/" and emits "/
bar.xml". The resulting IRI is:

"http://www.mysite.com/bar.xml"
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6.5 Relationships

6.5.1 General

Parts may contain references to other parts in the package and to resources outside of the package.
These references are represented inside the referring part in ways that are specific to the media type of
the part, that is, in arbitrary markup or an application-defined encoding. This effectively hides the links
between parts from applications that do not understand the media types of the parts containing such
references.

This document introduces an indirect mechanism to describe references from parts to other parts or
external respurces, namely,

from one angther. An identifier can also be used to associate the target ¢6f'a relationship with a spjecific
point in a sojrce part (for example, to represent a hyperlink), by embedding the relationship identifier

A relationsh]p has a relationship type.

Relationships are represented in XML in Relationships parts. If the package itself or any part in the
package is the source of one or more relationships, therelis an associated Relationships part. Thig part
holds the list of relationships for the source. The Relationships namespace and relationship types for
parts definefl in this document are listed in Annex.E:

Relationships have a second important function*providing additional information about parts without
modifying their content. Note that some seenarios require information to be attached to an existing
part without modifying that part, for example, because the part is encrypted and cannot be decrypted,
or because if is digitally signed and chahging it would invalidate the signature.

6.5.2 Relgtionships part

6.5.2.1 Relationships part

Media Type "appdi&ation/vnd.openxml formats-package.relationships+xml"

Root Name-|"bEtp://schemas.openxmlformats.org/package/2006/relationships”
space:

Each set of relationships sharing a common source is represented by a Relationships part. There shall
be no relationships from or to a Relationships part.

A Relationships part shall be either a package Relationships part (6.5.2.2) or a part Relationships part
(6.5.2.3).

6.5.2.2 Package Relationships part

A package Relationships part shall be a Relationships part containing package relationships and no
other relationships.

The name of a package Relationships part shallbe "/ re1ls/.re1s".

14 © ISO/IEC 2021 - All rights reserved


https://iecnorm.com/api/?name=4a8f52f2954fbabb3c1736a5af361eb5

ISO/IEC 29500-2:2021(E)

When a relative reference occurs in a package Relationships part, the base IRI depends on the target
mode of the relationship. If the target mode is external, the base IRI shall be the absolute IRI of the
package. If the target mode is internal, the base IRI shall be the pack IRI created from the absolute IRI

of the package.

EXAMPLE

Consider the package Relationships part for a package located at

"http://www.mysite.com/my.package".

If the target mode is external, the base IRI is

"http://www.mysite.com/my.package"

If the

¢

6.5.2

A pai
sourg

The 1

rel

tile |E

EXAM
Convg
If the
Convg
part”

target mode is internal, the base IRI is

ack://http%3c, ,www.mysite.com, my.package/"

3 Part Relationships part

t Relationships part shall be a Relationships part containing partrelationships frq
e part and no other relationships.

ame of a part Relationships part shall be constructed from thexrame of the source p43
5" to the end of the last [18N segment and inserting an [18N/segment “_rels” immed
st [18N segment.

PLE1 If the source part name is "/foo", the part{Relationships part name is "/ rel
rsely, if the name of a partis "/ rels/foo.rels", itisla part Relationships part for the sourg
source part name is "/ foo/bar.xml", the part Relationships part name is "/foo/ rels/ba
rsely, if the name of a part is "/foo/ rels/bar.aml.rels", it is a part Relationships part {
foo/bar.xml".

When a relative reference occurs in a part Relationships part, the base IRI depends on the

of the
If thd
pack:

EXAM
"y
If the
"y

If the

J

relationship. If the target mode is gxternal, the base IRI shall be the absolute IRI of
target mode is internal, the baseIRI shall be the pack IRI created from the absoly
ige and the source part name.

PLE2 Consider a part Reldtionships part"/a/b/ rels/foo.xml.rels"ina package locat
ttp://www.mysite.com/nly.package"

target mode is external, the base IRI is

ttp://www.myisIte.com/my.package"

target mode.is internal, the base IRI is

ackg/http%3c, ,www.mysite.com, my.package/a/b/foo.xml"

m the same

rt by adding
iately before

s/foo.rels".
e part"/foo".
r.xml.rels".
or the source

target mode
the package.
te IRI of the

ed at

6.5.3

6.5.3

Relationship markup

.1 General

The content of a Relationships part shall be an XML document. After the removal of any extensions by
an MCE processor as specified in ISO/IEC 29500-3, a Relationships part shall be a schema-valid XML
document against opc-relationships.xsd (C.5). For this MCE processing, the markup configuration shall
be empty and the application configuration shall contain the Relationships namespace only.

The output document resulting from any MCE processing of the Relationships part shall not contain an
xml :base attribute, as specified by XML Base.
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6.5.3.2 Support for versioning and extensibility

Relationships parts may use the versioning and extensibility mechanisms defined in ISO/IEC 29500-3
to incorporate elements and attributes drawn from other XML namespaces.

6.5.3.3 Relationships element

A Rrelationships element is the root element of a Relationships part. It is the container for zero or more
Relationship elements. It has no attributes. The W3C XML Schema definition of this element’s content
model is the complex type cT Relationships, which is defined in the schema opc-relationships.xsd

(C.5).

6.5.3.4 Relationship element

A Relationship element shall represent a relationship. The source of a relationship shall.'be eif
package or part with which the Relationships part containing this Re1ationship element’is associ

her a
hted.

Attributes

Description nQ)‘J

TargetMode

This attribute specifies the target mode of a relationship.
This attribute is optional, and the default value is Internai.

The possible values for this attribute are Internal andExternal, as defined by the s
type ST TargetMode, which is defined in the schemawpc-relationships.xsd (C.5).

mple

Target

This attribute specifies the target of a relationship-
This attribute is required.

If the value of the TargetMode attribute is\Internal, the Target attribute shall be 4
tive reference to a part. If the value of the TargetMode attribute is External, the T3
attribute shall be a relative reference,or an absolute IRI. Base IRIs for resolving re
references are defined in 6.4.

The range of values for this attribute shall be as defined by the xsd:anyURT simplg
of W3C XML Schema Datatypes.

rela-
rget
ative

type

Type

This attribute specifiesthe relationship type of a relationship.
This attribute is requjred.

Relationship types can be compared to determine whether two Relationship elern
are of the same type. This comparison is conducted in the same way as when comp

URIs that-identify XML namespaces: the two URIs are treated as strings and consiiered

identical ifand only if the strings have the same sequence of characters. The comp
is case-sénsitive, and no escaping is done or undone.

EXAMPLE 1

Type="http://schemas.openxmlformats.org/package/2006/relationsH
digital-signature/signature"

hents
aring

ison

ips/

The range of values for this attribute shall be as defined by the xsd:anyURI simple

type

of W3C XML Schema Datatypes.

Id

This attribute specifies the identifier of a relationship. The value of the 14 attribute
be unique within the Relationships part.

This attribute is required.
EXAMPLE 2

Id="A5FFC797514BC"

The range of values for this attribute shall be as defined by the xsd: 1D simple type of W3C

XML Schema Datatypes.

shall

The W3C XML Schema definition of this element’s content model is the complex type cT Relationship,
which is defined in the schema opc-relationships.xsd (C.5).

16
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6.5.4 Examples

6.5.4.1 Relationships part associated with the entire package

Consider a package located at "http://www.example.com/ex.opc". Suppose that the package contains
a Relationships part "/ rels/.re1s". This Relationships part is a package Relationships part, which is
associated with the entire package.

Also, suppose that the content of this package Relationships part is the XML document shown below:

<Relationships
xmlns="http://schemas.openxmlformats.orqg/package/2006/relationships">
<Relationship

Target="a.xml"

Id="IDI1"

Type="http://example.com/relTypeIntl"/>
<Relationship

Target="a.xml"

TargetMode="External"

Id="IDE1"

Type="http://example.com/relTypeExt1l"/>
</Relationships>

The fwo RrRelationship elements in this package Relationshipspart specify two relatipnships. The
sourde of each relationship is the package.

The fjrst relationship:

— Thetarget modeis Internal (default). Thus, the base IRI for resolving "a . xm1" is the pack JRI ("pack: //
Http%3c, , www.example.com,ex.opc") created from the IRI of the package ("http://www.example.
om/ex.opc").

Q

— The result of resolving "a.xm1" is "pack: Afnttps3c, , www.example.com, ex.opc/a.xml". [[he target of
his relationship is thus the part "/a.xm1" in this package.

—

— The relationship type of this relationship is "http: //example.com/relTypeInt1".
— The identifier of this relationship is "IDI1".
The second relationship:

— The target mode isiExternal. Thus, the base IRI for resolving "a.xm1" is the IRI ("http://www.
erample.com/excope") of the package.

— The target of'this relationship is thus the resource at "http://www.example.com/a.xml|.
— The relatienship type of this relationship is "http://example.com/relTypeExt1".

— Theidentifier of this relationship is "IDE1".

6.5.4.2 Relationships part associated with a part

Consider a package located at "http://www.example.com/ex.opc". Suppose that the package contains
a Relationships part "/foo/ rels/test.xml.rels". This Relationships partis a part Relationships part,
the source of which is a part "/foo/test.xml".

Also, suppose that the content of this part Relationships part is the XML document shown below:

<Relationships
xmlns="http://schemas.openxmlformats.org/package/2006/relationships">
<Relationship
Target="b.xml"
Id="1IDI2"
Type="http://example.com/relTypeInt2"/>
<Relationship
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Ta

rget="b.xml"

TargetMode="External"

Id="IDE2"

Type="http://example.com/relTypeExt2" />
</Relationships>

The two Relationship elements in this part Relationships part specify two relationships. The source of
each relationship is the part "/ foo/test.xm1".

The first relationship:

example

com.ex.opc/foo/test . .xml1") is the pack IRI created from the IRI ("http: //www.exa

The mode of the first relationship is Internal (default). Thus, the base IRI ("pack://http%3c, , www.

ple.

com/ex.

The res
target o

— The iden

The second 1

The mod
com/ex.

The targ

The ider

bpc'') of the package and the part name "/foo/test.xml".

ult of resohdng "o.xml" iS "pack://http%3c,,www.example.com, ex.opc/foo /B rxml’
[ this relationship is thus the part "/ foo/b.xm1" in this package.

The relationship type of this relationship is "http: //example.com/relTypeInt 2/,

tifier of this relationship is "IDI2".
elationship:

e of the second relationship is External. Thus, the base [RIds;the IRI ("http: //www.exa
bpc") of the package.

et of this relationship is thus the resource at "ht tp+){/www.example.com/b.xml".

The relationship type of this relationship is "http: //eganple.com/relTypeExt2".

tifier of this relationship is "IDE2".

6.5.4.3 Relationships parts related to digital-signature markup

The Digital §
package Rel3

EXAMPLE 1
ARelations
<Relatio
Type="

digital
Targed

The connecti
partrelationg

ignature Origin part (10.4.2) is-targeted by a package relationship, which is stored 1
itionships part, "/ rels/.rels™

1ip element representingthe package relationship to the Digital Signature Origin part:

nship Id="rId4"
http://schepmaswsopenxmlformats.org/package/2006/relationships/
1-signature/origin"

=" xmlsidgmatures/origin.sigs"/>

n fromfithe Digital Signature Origin to the Digital Signature XML Signature part is represente
hip, which is stored in a part Relationships part, "/ xmlsignatures/ rels/origin.sigs.r

The

nole.

n the

d by a

c1s".

EXAMPLE 2

An XML document representing the content of "/ xmlsignatures/ rels/origin.sigs.rels™

<Relatio
xmlns
<Rela

Ta

Id

Ty

</Relati

18

nships

="http://schemas.openxmlformats.org/package/2006/relationships">

tionship

rget="sigl.xml"

:"rIdlll

pe="http://schemas.openxmlformats.org/package/2006/relationships/
digital-signature/signature"/>

onships>
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6.5.4.4 Relationships targeting external resources

Relationships can target resources outside the package at an absolute location and resources located
relative to the current location of the package. The following Relationships part specifies relationships
that connect a package or part to picl.jpg at an external absolute location, and to my_house.jpg at an
external location relative to the location of the package:

<Relationships
xmlns="http://schemas.openxmlformats.org/package/2006/relationships"
<Relationship

TargetMode="External"

Id="A9EFC627517BC"

‘T‘:\v‘rjoﬁ-f"hﬁ-fp- LLLL :\mp1 oom %m:rj r\w'n‘\ jr\rj"

Type="http://www.example.com/external-resource"/>
<Relationship

TargetMode="External"

Id="A5EFC797514BC"

Target="images/my house.jpg"

Type="http://www.example.com/external-resource"/>
</Relationships>

6.5.4{5 Multiple relationships that have the same target

The following Relationships part contains two relationships,(eéach using a unique 14 value. The
relatjonships share the same target, but have different relationship types.

<Helationships
xmlns="http://schemas.openxmlformats.org/padkage/2006/relationships">
<Relationship

Target="Signature.xml"

Id="A5FFC797514BC"

Type="http://schemas.openxmlformatsorg/package/2006/

relationships/digital-signatuke/signature" />

<Relationship

Target="Signature.xml"

Id="B5F32797CC4B7"

Type="http://www.example ~¢om/internal-resource"/>
</Relationships>

7 Rhysical package model

7.1 |General

This flause introduces a physical package model in terms of a physical format (such as th¢ ZIP format)
and 4 mappingfrom the abstract package model to this physical format. See Annex F for additional
disculssion of'physical package model design considerations.

This flatse’further specifies general guidelines and common mechanisms for physical padkage models
and 1 P ] i i i i ee 4) is such a

An example physical package is described in H.3.
7.2 Physical mapping guidelines

7.2.1 Using features of physical formats

Many physical formats have features that partially match components in the abstract package model. A
mapping from the abstract package model to a physical format should take advantage of any similarities
in capabilities between the abstract package model and the physical format while using layers of
mapping to provide additional capabilities not inherently present in the physical format. For example,
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some physical formats store parts as individual files in a file system, in which case, it is advantageous to
map many part names directly to corresponding physical file names.

7.2.2 Mapped components

A physical package model is required to represent packages, parts (including Relationships parts), part
names, and part media types, but is not required to represent a growth hint.

7.2.3 Mapping media types to parts

7231 G

A physical f
the Content-|
such a physi

For all othe
document as
shall not be
mechanismg

7.2.3.2 Mg

7.2.3.2.1 (

The content
xsd (C.2). T
Override ch
names to mé
or are not cg
number of o

For all parts
either:

one mat

one mat

both a n
element

rmat can have a native mechanism for associating media types with parts. For exa

Cal format, mappings from the abstract package model should use the native mechani

URI-addressable. However, it may be interleaved in the physical'pactkage using the
used for interleaving parts.

bdia Types stream markup

teneral

ld elements. pefault elements shall define default mappings from the extensions o

nsistent with, the default mappings. Note that pefault elements can be used to redu
rerride elements on a part.

of the package other than Relationships parts (6.5.2), the Media Types stream shall sy

Ching pefault element, or
Ching override element, or

hatching pefault element and a matching override element, in which case, the ove
takes pregedence.

There shall ot be.amore than one pefault element for any given extension, and there shall not be

than one ove

rrifle)élement for any given part name.

[ype field in the header of a MIME entity associates a media type with that MIME entit

bf the Media Types stream shall be a schema-validXML document against opc-content’]
nis XML document shall have a top-level Types element, and one or more pefault

dia types. override elements shall specify media types on parts that are not covers

mple,
y. For
51m.

" physical formats, the package shall include an XML stream that isixeferred to in this
the Media Types stream. The Media Types stream shall not representa part. This sf]

ream
same

ypes.
and

[ part
ed by,
e the

ecify

Fride

more

The order of

1 1 FIS IR | W S .. . 4 111 41 : ] .
Delault dlIU UvVerride CTITIHICIILS T UIT VMICUId 1Y pPTS SUITAIIT SITdITTTOU DT SIgIIITICAIIL.

The Media Types stream may define pefault elements even though no parts use them.

7.2.3.2.2 Support for versioning and extensibility

The Media Types stream shall not use the versioning and extensibility mechanisms defined in
ISO/IEC 29500-3.

7.2.3.2.3

Types element

A Types element shall be the root element of the XML document contained in the Media Types stream.

This element shall have no attributes.

20
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The W3C XML Schema definition of this element’s content model is the complex type cT_Types, which is
defined in the schema opc-contentTypes.xsd (C.2).

7.2.3.2.4

Default element

A pefault element shall specify the default mappings from the extensions of part names to media types.

Attributes Description

Extension This attribute specifies a string as a file extension.
This attribute is required.
A Default element shall match any part whose name ends with a period (“.]) followed by
the value of this attribute.
The possible values for this attribute are defined by the simple type ST JExtepnsion, which
is defined in the schema opc-contentTypes.xsd (C.2).

ContentType This attribute specifies a media type using the syntax defined in-RFC 7231, B.1.1.1.
This attribute is required.
The specified media type shall apply to any matching parts (unless overridder| by override
elements).
The possible values for this attribute are defined by the simple type ST ContentType,
which is defined in the schema opc-contentTypes.xsd (C.2).

The W3C XML Schema definition of this element’s content model is the complex type cT peffault, which

is defined in the schema opc-contentTypes.xsd (C.2).

7.2.3{2.5 override element
An oferride element shall specify a media type for a part that is not covered by, or is ndt consistent
with,{the default mappings.
Attributes A\\‘ Description
ContpntType This attribute specifies a media type using the syntax defined in RFC 7231, B.1.1.1.
This attribute is required.
The specified media type shall apply to the part named in the attribute par{Name.
Thepossible values for this attribute are defined by the simple type ST ClontentType,
which is defined in the schema opc-contentTypes.xsd (C.2).
PartName This attribute specifies a part name.

This attribute is required.

An override element shall match a part whose name is equal to the value of this attribute.

The range of values for this attribute shall be as defined by the xsd:anyURr

£IATDOC NINAT

| simple type

Qal Do
Ul VvV OoU ADNVIL OUIITIIIAd JJClLdL_y lJCD.

The W3C XML Schema definition of this element’s content model is the complex type cT override,
which is defined in the schema opc-contentTypes.xsd (C.2).

7.2.3.3 Media Types stream markup example

EXAMPLE

<Types
xmlns="http://schemas.openxmlformats.org/package/2006/content-types">
<Default Extension="txt" ContentType="text/plain" />

<Default Extension="jpeg" ContentType="image/jpeg" />

<Default Extension="picture" ContentType="image/gif" />

<Override PartName="/a/b/sampled.picture" ContentType="image/jpeg" />

Media Types stream markup

© ISO/IEC 2021 - All rights reserved
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The Types element is a container for media types used within the package.

The following is a sample list of parts and their corresponding media types as defined by the Media Types stream
markup above.

7.2.3.4 Se

When addin
partis speci
to do so:

a) Get the
occurre
b) If a part
Types st

c) Compar
Default

matchinjg.

d) Ifthere

part shall be compared with the value of the gontentType attribute. The comparison shall be
ve and include every character regardless of the role it plays in the content-type grammar

insensit
of RFC 7

1) Ifthe media types match, no further action is required.

2) Ifth
stre

e) If there

Overrid

7.2.3.5 De

To get the m

Part name Media type
/a/b/samplel.txt text/plain
/a/b/sample2.jpg image/jpeg
/a/b/sample3.picture image/gif
/a/b/sample4.picture image/jpeg

fting a part media type in the Media Types stream

b a new part to a package, the package implementer shall ensure that a media type fo
fied in the Media Types stream. The package implementer shall perfornythe following

extension from the part name by taking the substring to.the right of the righf

“«n

hce of the dot character (“.”) from the rightmost segment.

name has no extension, a corresponding override elemént shall be added to the |
ream.

b the resulting extension with the values spegified for the Extension attributes ¢

elements in the Media Types stream. The .comparison shall be ASCII case-insen

s a Default element with a matching extension attribute, then the media type of th¢

231.

e media types do not match, a new override element shall be added to the Media
am.

is no pefault €lement with a matching Extension attribute, a new pefault elemsg
t element shdll be added to the Media Types stream.

termining a part media type from the Media Types stream

bdia type of a part, the package implementer shall perform the following steps:

I that
steps

most

Nedia

f the
sitive

P new
case-

[ypes

nt or

a) Compare the part name with the values specified for the partName attribute of the override
elements. The comparison shall be ASCII case-insensitive matching.

b) If there is an override element with a matching partname attribute, return the value of its
ContentType attribute. No further action is required.

c) Ifthereis no override element with a matching partName attribute, then

1) get the extension from the part name by taking the substring to the right of the rightmost

“«n

occurrence of the dot character (“.”) from the rightmost segment;

22
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2) checkthe pefault elements of the Media Types stream, comparing the extension with the value
of the Extension attribute. The comparison shall be ASCII case-insensitive matching.

d) IfthereisapefaultelementwithamatchingExtension attribute, return the value ofits
attribute. No further action is required.

ContentType

NOTE Given a conformant package, either an Override element is found by step b) or a Default element is

found by step c).

7.2.4 Interleaving

streajn may be all represent a data stream, which may be.e

se of the performance benefits it provides, package implementers should support intg
are npt required to do so.

For flirther discussion of performance benefits of interleaving see E.3.
7.2.5| Mapping part names to physical package:item names

7.2.5|1 General

A mapping from an abstract package tosa*physical package shall use logical items as i
objedts in order to permit interleaving (2.2.4). If a part or the Media Types stream is intef
piece|constructed from it shall be a {ogical item; otherwise, the part or Media Types strez
logical item. See Figure 1.

© ISO/IEC 2021 - All rights reserved

Media Types

mpty. Pieces
din 7.2.5.2.

leaved parts
es.

fact package

ith pieces of

brleaving but

ntermediate
leaved, each
m shall be a

23


https://iecnorm.com/api/?name=4a8f52f2954fbabb3c1736a5af361eb5

ISO/IEC 29500-2:2021(E)

Part names Logical item
(Public, case-insensitive) names
/foo.xaml lfoo.xaml

/bar.xaml /bar.xaml/[0].piece

I L1l niceco
TR 0

/bar.xaml/[2].piece

/bar.xaml/[3].piece

/bar.XAML/[4]}ast.piece

/[[ContentTypes].xml

Figure 1 — Mapping part names to logical item names

7.2.5.2 Logical item names
Names of logical items shall be Unicode strings. @he support of non-ASCII characters is not requir¢d.

If alogical itpm is a piece, its name shall have)suffixes of the following syntax:

SuffixNamnje = "/" "[" PieceNumpén'"]" [".last"] ".piece"
PieceNumber = "0" | NonZeroDigit [1*Digit]

Digit = "0" | NonZerobigit

NOHZerODigit = "1" | "2" | "3" | "4" | "5" | "6" | "7" | "8" | "9"

The prefix of a logical item nairie is the result of removing a suffix, if any, from the logical item narpe.

Equivalencelof prefixesyand of suffixes shall be determined by ASCII case-insensitive matching. Logical
names shall|be equivalent if their prefixes and suffixes are equivalent. A physical package shall not
contain equifvalentlogical item names.

Logical item|nanes that use suffix names shall form a complete sequence if and only if:

a) the prefix names of all logical item names in the sequence are equivalent; and

b) the suffix names of the sequence start with "/[0].piece" and end with "/[n].last.piece” and
include a piece for every piece number between 0 and n, without gaps, when the piece numbers are
interpreted as decimal integer values.

7.2.5.3 Mapping part names to logical item names

Names of non-interleaved parts shall be mapped to logical item names that have an equivalent prefix
and no suffix.

Names of interleaved parts shall be mapped to the complete sequence of logical item names with an
equivalent prefix.
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The mapping of logical item names and physical package item names shall be specific to the particular
physical package.

7.2.5

.5 Mapping logical item names to part names

Alogical item name without a suffix shall be mapped to a part name with an equivalent prefix, provided
that the prefix name conforms to the part name syntax.

A complete sequence of loglcal item names shall be mapped to the part name that is equal to the prefix

of the

logcicals aha atha c e T B EDNNDRLLEE X~ P2X £ 1 idad thaot tha e afi

forms to the

part]

A ph
that

a .
TOSTCOT 1\.\1111 Hae-fav 1116 tHe-SH¢ To ] b,u_cpc 7 pProvioeooroc oracTpPT erb-haie-€of

lame syntax.

sical package may contain logical item names and complete sequences of ‘logical
annot be mapped to a part name because the logical item name does not follow the

grammar. Such logical items or complete sequences of logical items shall not bexmapped to

EXAM
item (

7.3

7.3.1
This

A ZIP
the r¢

PLE A logical item name "/ [trash]/0000.dat" cannot be mapped to-a part item. Thy
oes not represent a part.

Mapping to a ZIP file

General
Hocument defines a mapping for the ZIP file format.

file representing a physical package shall satisfy the requirements of Annex B and s
rcommendations of Annex B.

Physical package items of ZIP files shall be ZIP items. Note that when users unzip a ZIP-ba

they
struc

Table

see a set of files and folders that reflects the parts in the package and their hierarcl
ture.

1 shows the various components of the abstract package model and their corresponc

repre

sentation in a ZIP file.

item names
part naming
parts.

s, this logical

hould follow

sed package,
nical naming

ling physical

Table 1 — Abstract package model components and their physical representations

Alr)stract package(') Y Physical representation

del component.

Packjge ZIP file

Part ZIP item

Part hame Stored in item header (and ZIP central directory as appropriate). See 7.3|4 for conver-
sion rules.

Part media type Stored in the ZIP item containing the Media Types stream described in 7.2.3.2. See 7.3.7
for details about the ZIP item name.

Growth hint Padding reserved in the ZIP Extra field in the local header that precedes the item. See
7.3.8 for a detailed description of the data structure.

7.3.2

Mapping part data

Each non-interleaved part shall be represented as a single ZIP item. Each piece of an interleaved part, as
described in 7.2.4, shall be represented as a single ZIP item.
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7.3.3 ZIP item names

ZIP item names shall conform to the ZIP Appnote. A mapping from an abstract package to a ZIP file shall
only use ASCII ZIP item names. ZIP item names shall be unique within a given ZIP file.

EXAMPLE

"spine.x
"pages/p
"spine.x
"pages/p
"spine.x
"pages/p

The following ZIP item names in a ZIP file are mapped to part pieces and whole parts:

ml/[0] .piece"
agel.xml"
ml/[1].piece"
agel.xml"
ml/[2].last.piece"
age2.xml"

7.3.4 Mapping logical item names to ZIP item names

For each log
following stq

a) Remove
parts, fr|

b) Percent;

cal item, the process of mapping of logical item names to ZIP item names shall involy
ps, in order:

the leading forward slash (“/”) from the logical item name or, in theé)case of interlg
om each of the logical item names within the complete sequence.

encode every non-ASCII character.

7.3.5 Ma

The names
files.

NOTE
as files.

Fo

For each ZIF
following stg

a) Un-perc

b) Addafo

7.3.6 ZIP

This documg
exceed 65 53

j:)ing ZIP item names to logical item names

all ZIP items shall be mapped to logical item nameSyexcept for items that do not repr
I some file systems, the ZIP Appnote provides further information on ZIP items that are recog
item, the process of mapping of ZIP:\itém names to logical item names shall involy
ps, in order:

ent-encode every non-ASCII character.

Fward slash (“/”).

package limitations

nt requires that afile header in the central directory structure within a ZIP file sha
5 bytes (see “E-Central directory structure” in the ZIP Appnote). Each file header cor

a zip item 1
Comment, a

Package implementers should restrict part naming to accommodate file system limitations

naming par

ame, Extfa-field (including bytes representing growth hint as specified in 6.2.4)
d 42 more bytes representing miscellaneous fields.

re the

baved

esent

nized

e the

11 not
tains
, File

swhen

to’be stored as ZIP items.

EXAMPLE

Examples of these limitations are:

unzip successfully.

including the full path; they cannot handle parts with longer names once the parts are unzipped.

ZIP-based packages shall not include encryption as described in the ZIP Appnote.

On MS Windows® file systems, the asterisk (“*”) is not supported, so parts named with this character do not

On MS Windows® file systems, many programs can handle only file names that are less than 256 characters

ZIP-based packages shall not use compression algorithms except DEFLATE, as described in the ZIP

Appnote.
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7.3.7 Mapping the Media Types stream

In ZIP files, the Media Types stream shall be stored in an item with the name "[Content Types].xm1"
or, in the interleaved case, in the complete sequence of ZIP items

"[Content_Types} .xml/[0] .piece", [Content Types] .xml/[1] .piece", very and
"[ContentiTypesJ .xml/ [n] .last.piece".

NOTE Bracket characters "[" and "]" were chosen for the Media Types stream name specifically because
these characters violate the part naming grammar, thus reinforcing the requirement that the ZIP item names
constructed from the Media Types stream are always distinguishable from those constructed from part names.

7 3 8 Manninatho arowith hint
D vrappHg+tne-grov

VCITIITITC

The ddditional space suggested by growth hintis stored in the Extra field, as defined in-the F.IP Appnote.
If thelgrowth hint is used for an interleaved part, the padding is stored in the Extra'field of|the ZIP item
reprgsenting the first piece of the part.

The fprmat of the ZIP item's Extra field, when used for growth hints, is showniin Table 2.

Table 2 — Structure of the Extra field for growth hints

Field component Size ('\\\v Value

Header ID 2 bytes 0xA220

Length of Extra field 2 bytes The length inbytes of the remaining components of the
Extra fieldrSignature component length + Padl;ing Initial
Length{component length + Padding component length

Signgture (for verification) 2 bytes 0xA028

Paddjng Initial Length 2 bytes The'length in bytes of the Padding component et by a
package implementer when the item is created

Paddjng variable Filled with 0x00 bytes

8 (ore properties

8.1 |General
Userg can associate coreptoperties with packages. Such core properties enable users to getland set well-

known and common séts of property metadata to packages. The core properties and the specifications
that describe them are shown in Table 3:

Table 3 — Core properties

H rop@j\; Specification Description

catedory Open Packaging Conven- | A categorization of the content of this package.
tions

contentStatus Open Packaging Conven- | The status of the content.
tions

created DCMI Metadata Terms |Date of creation of the resource.

creator Dublin Core Metadata |An entity primarily responsible for making the content of the
Element Set resource.

description Dublin Core Metadata |An explanation of the content of the resource.
Element Set

identifier Dublin Core Metadata |An unambiguous reference to the resource within a given context.
Element Set
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Table 3 (continued)

Property Specification Description

keywords Open Packaging Conven- | A delimited set of keywords to support searching and indexing.

tions This is typically a list of terms that are not available elsewhere in
the properties.

language Dublin Core Metadata |The language of the intellectual content of the resource. Note

Element Set that IETF RFC 3066 provides guidance on encoding to represent
languages.

lastModifiedBy |Open Packaging Conven-|The user who performed the last modification. The identification
tions is environment-specific.

lastPrinted Open Packaging Conven- | The date and time of the last printing.
tions

modified DCMI Metadata Terms |Date on which the resource was changed.

revision Open Packaging Conven-|The revision number.
tions

subject Dublin Core Metadata |The topic of the content of the resource.
Element Set

title Dublin Core Metadata |The name given to the resource.
Element Set

version Open Packaging Conven- | The version number.
tions

8.2 Core Properties part

A package shall contain at most one Core Properties part.

A Core Propprties part within the package shall be.réferenced by a core properties relationship|from

the package,as listed in Annex E. A package shall contain at most one core properties relationship.

The media type of a Core Properties part shallbe the Core Properties part media type, as defined in

Annex E.

8.3 Core properties markup

8.3.1 Genegral

The content of the Core.)Properties part shall be a schema-valid XML document against

opc-corePro

berties.xsd.(€.13).

Unless specified otherwise, elements representing a Core Properties part shall be of the namespdce as

defined in A

hnex k>

EXAMPLE

An example of a Core Properties part is shown below.

<corePro
xmlns

co

xmlns
xmlns
xmlns
<dc:c
<dcte

20

</dct

<dc:t

<dc:d
within the

28

perties
="http://schemas.openxmlformats.org/package/2006/metadata/
re-properties"

:dcterms="http://purl.org/dc/terms/"
:dc="http://purl.org/dc/elements/1.1/"
:xsi="http://www.w3.0rg/2001/XMLSchema-instance">
reator>Alan Shen</dc:creator>

rms:created xsi:type="dcterms:W3CDTEF">

05-06-12

erms:created>

itle>0OPC Core Properties</dc:title>

escription>Spec defines the schema for OPC Core Properties and their location
package</dc:description>
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<dc:language>eng</dc:language>

<version>1.0</version>

<lastModifiedBy>Alan Shen</lastModifiedBy>

<dcterms:modified xsi:type="dcterms:W3CDTF">2005-11-23</dcterms:modified>
<contentStatus>Reviewed</contentStatus>
<category>Specification</category>

</coreProperties>

-2:2021(E)

In this example dc:creator, dcterms:created, dc:title, dc:description, dc:language, version, lastModifiedBy,
dcterms:modified, contentStatus, and category are core property elements.

8.3.2

Support for versioning and extensibility

A Cor
as de

NOTE
relati

not p
prope

8.3.3

A Ccox
This

Children of this element shall be core property elements,as defined in 8.3.4.

The d
scher

8.3.4

8.3.4

Core
non-1

8.3.4

This
core

NOTE

Thes

e Properties part shall not contain elements or attributes of the Markup Compatibilit
fined in ISO/IEC 29500-3.

Versioning and extensibility functionality is accomplished by creating a‘new part
bnship with a new type to point from the Core Properties part to the new_part. This d

‘ovide any requirements or guidelines for new parts or relationship typesdhat are used t
rties. ISO/IEC TR 30114-1 (see Reference [4]) provides such a guideline.

coreProperties element
eProperties element is the root element of a Core Properties-part.

blement shall have no attributes.

ontent of this element is defined by the complex type cT coreproperties, which is d
na opc-coreProperties.xsd (C.3).

Core property elements

1 General

property elements shall b€ elements representing core properties. Core property §
epeatable. They can be @mpty or omitted.

2 Core property-elements as defined by ISO 15836-1

docurnentaHovv5creator, description,identifier,language,subject,and title
broperty elements. If any of these elements are included, they shall be as specified by

These elements belong to the namespace "http://purl.org/dc/elements/1.1/"

b éléments shall not have child elements and shall not have the xsi : type attribute or

y namespace

and using a
cument does
b extend core

efined in the

blements are

elements as
[SO 15836-1.

Zhexml:lang

attril

ute.

EXAMPLE

The example in 8.3.1 contains four elements from ISO 15836-1.

<dc:creator>Alan Shen</dc:creator>
<dc:title>OPC Core Properties</dc:title>

<dc:

within the package</dc:description>
<dc:language>eng</dc:language>

© ISO/IEC 2021 - All rights reserved
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8.3.4.3 Core property elements as defined by ISO 15836-2

This document allows created and modified elements as core property elements. If either or both of
these elements are included, they shall be as specified by ISO 15836-2.

NOTE These elements belong to the namespace "http://purl.org/dc/terms/".

This document introduces further requirements. These elements shall not have child elements and
shall not have the =xm1:1ang attribute. These elements shall have the xsi:type attribute whose value
is "dcterms:w3cDTE" (see Reference [2]) and dcterms shall be declared as the prefix of the Dublin Core
namespace "http://purl.org/dc/terms/".

EXAMPLE

The example |n 8.3.1 contains two elements from DCMI Metadata Terms.

<dcterms|: created xsi:type="dcterms:W3CDTF">2005-06-12</dcterms:created>
<dctermsg|:modified xsi:type="dcterms:W3CDTF">2005-11-23</dcterms:modified%

8.3.4.4 Core property elements defined in this document

8.3.4.4.1 dategoryelement

A category dlement specifies the category of the content of the package:

» o« » o«

This element can have values such as “Resume”, “Letter”, “Financial Forecast”, “Proposal”, and “Technical
Presentation)”. This element shall have no attributes.

The content pf this element is defined by the xsd:string sitnple type.
The W3C XML Schema definition of this element is in thie schema opc-coreProperties.xsd (C.3).
EXAMPLE

A category el¢gment is in the example in 8.3.1.

<category>Specification</categoryp

8.3.4.4.2 dontentsStatus element

A contentsthtus element spegifies the status of the content of the package.

» o«

This element can have values such as “Draft”, “Reviewed”, and “Final”. This element shall haye no
attributes.

The content pf this.element is defined by the xsd:string simple type.

The W3C XMLSchema definition of this element is in the schema opc-coreProperties.xsd (C.3).

EXAMPLE
The example in 8.3.1 contains

<contentStatus>Reviewed</contentStatus>

8.3.4.4.3 keywords element

A xeywords element specifies the keywords for the content of the package.
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A kxeywords element shall have an optional attribute xml:1ang, as defined by XML 1.0. A keywords
element has a mixed content model such that each keyword can be wrapped by a value element having
an xml : lang attribute individually.

EXAMPLE The following instance of the keywords element has keywords in English (Canada), English (U.S.),
and French (France):

<keywords xml:lang="en-Us">
color
<value xml:lang="en-CA">colour</value>
<value xml:lang="fr-FR">couleur</value>
</keywords>

The W3C XML Schema definition of this element's content model in the complex type ¢T Keywords,
which is defined in the schema opc-coreProperties.xsd (C.3).

8.3.4{4.4 value element
A vallue element specifies a keyword for the content of the package.
A vallue element shall have an optional attribute xml:1ang, as defined by thie XML 1.0 specification.

The W3C XML Schema definition of this element's content model is th&' complex type cT_kefword, which
is deffined in the schema opc-coreProperties.xsd (C.3).

8.3.4{4.5 1lastModifiedBy element

A 1lagtModifiedBy element specifies who modified the content of the package.
EXAMPLE1 A name, email address, or employee ID.

This glement shall have no attributes.

The dontent of this element is defined bythe xsd:string simple type.

The W3C XML Schema definition of this element is the schema opc-coreProperties.xsd (C.3)).
EXAMPLE 2 The example in 8.3.1 contains

<lastModifiedBy>Alan Shen</lastModifiedBy>

8.3.4]4.6 1lastprintedielement
A 1adtprinted element specifies when the content of the package was printed last time.
This ¢lement shall have no attributes.

The dontentof this element is defined by the xsd:dateTime simple type.

The W3CXML Scl Jefiniti f this el is t] ] i p . 1c3).
EXAMPLE1 The example in 8.3.1 contains

<lastPrinted>2017-01-01</lastPrinted>

EXAMPLE 2

<lastPrinted>2017-04-17T14:20:104+409:00</lastPrinted>

8.3.4.4.7 revisionelement
A revision element specifies the revision number of the content of the package.

This element shall have no attributes.
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The content of this element is defined by the xsd:string simple type.
The W3C XML Schema definition of this element is the schema opc-coreProperties.xsd (C.3).

EXAMPLE

<revision>4</revision>

8.3.4.4.8 versionelement

A version element specifies the version of the content of the package.

This elemenfshalttave mo attributes:
The content pf this element is defined by the xsd:string simple type.
The W3C XML Schema definition of this element is the schema opc-coreProperties.xsd (C.3).

EXAMPLE

<versilon>1.0</version>

9 Thumbnails

Thumbnail garts shall be image parts identified by either a part relationship or a package relationship.
This relationjship shall have a relationship type for Thumbnail parts; as defined in Annex E.

NOTE Thumbnail parts can be used to help end-users identify patts of a package or a package as a whgle.

10 Digital signatures

10.1 General

A package 1pay include markup specifying) that parts of a package have been signed. This dlause
describes hqw OPC applies the W3C Resbmmendation “XML-Signature Syntax and Processing” in the
construction of this markup.

10.2 Overview of OPC-specific restrictions and extensions to “XML-Signature Syntax and
Processing”

Digital signatures are.represented as separate OPC parts. In other words, digital signatures are
detached frdm the content to be signed.

This documént intreduces markup for specifying when a signature is created. This markup appears in
an object element.

This document introduces markup (10.5.8.2) and a transform algorithm (10.6) for flexibly defining the
relationships to be signed.

This document mandates the use of the Manifest elementas a child of an object element for enumerating
parts to be signed.

10.3 Choosing content to sign
It is assumed that there is a signature policy to determine which parts and relationships to sign.

This clause provides flexibility in defining the content to be signed, thus allowing other content to be
mutable. For further information on how to define which content is to be signed, see 10.5.6 and 10.5.8.2.
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10.4 Digital signature parts

10.4.1 General

Digital signatures in packages use the Digital Signature Origin part, Digital Signature XML Signature
parts, and Digital Signature Certificate parts. Relationship types and media types relating to the use
of digital signatures in packages are specified in Annex E. Note that an example relationship from the
Digital Signature Origin part to a Digital Signature XML Signature part is provided in 6.5.4.3.

Figure 2 shows a signed package with signature parts, signed parts, and an X.509 certificate part. The
example Digital Signature Origin part has relationships to two Digital Signature XML Signature parts,

each fontaining a signature. TNe signatures relate to the signed parcs.
4 2
Digital Signature Digital Signature
XML Signature AL Signature
Part Part sC\UH Syosc ian
- : |‘ V™ \ N
Swd Part URl
PenON P A \ \ Signed Pan
Signed Pag{!__: =
. S
Figure 2 — A signed package
10.4.2 Digital Signature Origin part
The Digital Signature Origin part is the starting point for navigating through the sighatures in a
package. No\more than one Digital Signature Origin part shall exist in a package and thiat part shall
be the target of a Digital Signature Origin relationship, as specified in Annex E, from the gackage. This
part $hallexist if the package contains any Digital Signature XML Signature parts, and shall be optional

otherwise:The contentof the Digital Signature OTigim part shatt be empty:

10.4.3 Digital Signature XML Signature part

A Digital Signature XML Signature part shall contain a signature, represented by digital signature
markup (see 10.5). Each Digital Signature XML Signature part shall be the target of a Digital Signature
relationship, as specified in Annex E, from the Digital Signature Origin part. A package may contain
more than one Digital Signature XML Signature part.

NOTE If future versions of this document specify distinct relationship types for revised signature parts,

packages would be able to contain different signature information for different versions. For reference validation
and signature validation it would be possible to choose the appropriate XML digital signatures.
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10.4.4 Digital Signature Certificate part

The content of a Digital Signature Certificate part shall be a digital certificate as defined in X.509.

The X.509 certificate used for signature validation can:

— be contained within a Digital Signature XML Signature part;

— form a separate Digital Signature Certificate part; or

— be stored outside the package.

ranilrac a_Ccoxn axt 1Azl

aclea + cart

If the certifig

of a Digital S
Signature XI
the Digital §
Signature p4
than one sig
Signature Cqg

10.5 Digitg

10.5.1 Gen

The content
specified in

fieatachallba+tbha ¢
tHe-%

antad ac Qrata o thintha oo tha ri1
R
ignature Certificate part relationship, as specified in Annex E, from the appropriate'D
ML Signature part. The part containing the certificate may be signed. The media‘ty
ignature Certificate part and the relationship targeting it from the Digital Signature
rt are defined in Annex E. A Digital Signature Certificate part may be used to’create
nature. A Digital Signature Certificate part should be the target of atleast one D

rtificate relationship from a Digital Signature XML Signature part.

oY PNk T
TCCTS

I signature markup

bpral

of a Digital Signature XML Signature part shall be,an. XML document. The requirer
b.2.5 apply.

The content
against xml
and Process
W3C recomi

10.5.2 to 1

of each Digital Signature XML Signature part‘shall be a schema-valid XML docy
Isig-core-schema.xsd, as specified in the W3C Recommendation “XML-Signature S
ng”, and opc-digSig.xsd (see C.4). Algorithins shall be identified by URIs as shown i
hendation or RFC 6931.

.5.18 cover OPC-specific restrictions and extensions to “XML-Signature Syntay

Processing”.
introduces
X509Certifi]
restriction.

OPC-specifid

definitions are reached via C.4,

NOTE Fo
Processing”.

10.5.2 Sup

Subclauses are provided for elements defined for OPC-specific use or for which
Festrictions. Elements defined in “XML-Signature Syntax and Processing” (su

elements belong te\the namespace for Digital Signatures (see Table E.1). Their sc

I a general example of XML digital signature markup, see Section 2 of “XML-Signature Syntd
or a complete example of an OPC-specific digital signature, see 10.7.

port for versioning and extensibility

arget
igital
pe of
XML
more
igital

nents

ment
yntax
h this
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OPC
h as

cate) for which no subclause is provided below are allowed in OPC packages without

hema

x and

A Digital Si
Compatibilit
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y namespace as defined in ISO/IEC 29500-3.

10.5.3 signature element

rkup

This document introduces further requirements to those defined in 4.1 of “XML-Signature Syntax and

Processing”.

A signature element shall contain exactly one OPC-specific object element and zero or more
application-defined object elements.
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This document introduces further requirements to those defined in 4.3 of “XML-Signature Syntax and
Processing”.

A signedinfo element shall contain exactly one reference element referencing an OPC-specific object
element. The signedinfo element may also contain one or more rReference elements referencing other
data objects.

10.5.

This ¢

5 canonicalizationMethod element

acmantintradiicnc furthor waoiveno st th oo dafind 10 4 2 1 AFCVMI _Ciginatiie
ettt o+tno st et e a1 0t— 1>

Procg
Packai
— X
— X

10.5.

This
Procg

rOCTITICTIC I e oo CC o TuT crrCT T CqoiT CTT T ToTrocot

hges shall use only the following canonicalization methods:
ML Canonicalization (c14n)

ML Canonicalization with Comments (c14n with comments)

b SignatureMethod element

Jocument introduces further requirements to those definedin 4.3.2 of “XML-Signatur
ssing”.

ignatureMethod element should specify one of the follewing algorithms:

ttp://www.w3.org/2001/04/xmldsig-more#rsa*sha256

ttp://www.w3.org/2001/04/xmldsig-more#rsa-sha384

ttp://www.w3.org/2001/04/xmldsig-mere#rsa-sha512

ttp://www.w3.org/2001/04/xmldsig-more#ecdsa-sha256

ttp://www.w3.org/2001/04/xwildsig-more#ecdsa-sha384

ttp://www.w3.org/2001/04/xmldsig-more#ecdsa-sha512

or equal to 2 048)bits. ECDSA algorithms shown in NIST SP 800-56A Rev. 3, App
ence [6]), shouldbe used. The maximum target security strength should be greater 4
B.

blement'should not specify

ttp:fwww.w3.org/2000/09/xmldsig#dsa-shal

Syntax and

e Syntax and

ey length of RSA SHA algorithms shall be equal to or longer than 1 024 bits, and shotild be longer

endix D (see
han or equal

— http://www.w3.org/2000/09/xmldsig#rsa-shal

— http://www.w3.0rg/2001/04/xmldsig-more#ecdsa-shal

This element may specify other algorithms.

10.5.

10.5.

7 Reference element

7.1 General

This document introduces further requirements to those defined in 4.3.3 of “XML-Signature Syntax and
Processing”.
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10.5.7.2 Reference element as a child of a signedinfo element

Reference elements within a signedinfo element shall reference elements only within the same
Signature element, and should reference an object element.

10.5.7.3 Reference element as a child of a Manifest element

Each reference element that is a child of a Manifest element shall only reference parts in the package.
The value of the ur1 attribute shall be a part name without a fragment identifier.

References to package parts shall include the part media type as a query component. The syntax of the
relative referenee-is-asfeHows:

/pagel.xnl?ContentType=value
where value|is the (case-insensitive) media type of the targeted part.
EXAMPLE Part reference with query component

In the following example, the media type 1is "application/vnd.openxmlformats-package.
relationshifps+xml":

URI="/ rels/document.xml.rels?ContentType=application/vnd.openxmlformats-package.
relationshijps+xml"

10.5.8 Trapsform element

10.5.8.1 General

This documé¢nt introduces further requirements to those-defined in 4.3.3.4 of “XML-Signature Syntax

”

and Processing”.

One of the following transform algorithms shall be specified:
— XML Catponicalization (c14n)
— XML Canonicalization with Comments (c14n with comments)

— Relationships transform (OPC-specific)

10.5.8.2 Trinsform elementirepresenting a Relationships transform

A Transform|element repréesents a Relationships transform if the value of its attribute A1gorithm ig:

"http://|[schemas, openxmlformats.org/package/2006/RelationshipTransform"

Such a Trangformelement shall:

— contain one or more RelationshipReference Or RelationshipsGroupReference elements;
— be a descendant element of a Manifest element;

— be followed by a Transform element specifying either XML Canonicalization (c14n) or XML
Canonicalization with Comments (c14n with comments).

A Relationships transform describes how the relationship elements from the Relationships part are
selected for signing. Only one Relationships transform shall be specified for a particular Relationships
part. For algorithm details, see 10.6.
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The rRelationshipReference element specifies which relationship element is signed, and shall only
occur as a child element of a Transform element representing a Relationships transform (10.5.8.2). This
element is OPC-specific.

Attributes Description

Sour

celd (Reference to Relationship) |The value of the 1d attribute of the referenced Relationship element

within the given Relationships part.

This attribute is required.

oo ‘ 3 £ 1 1 TR IR 1 131 1
TTIETAIIgc O VAIUCS TOIUILS dULTNDULE SIIAll DE d5 UCTIHICU Dy LI

simple type of W3C XML Schema Datatypes.

e xsd:string

The

RelafionshipReference, Which is defined in the schema opc-digSig.xsd (C.2).

10.5.

The HelationshipsGroupReference element specifies that the group ofrRé1ationship eleme

speci

Trangform element representing a Relationships transform (10.5(8.2). This element is OPC

W3C XML Schema definition of this element’s content model is the .comple

10 RelationshipsGroupReference element

fied value for the Type attribute is signed. This element shall\érly occur as a child

X type cT_

nts with the
element of a
specific.

Attributes (’3\ i)escription

Sour]

ceType (Relationship Type) The value of the Typeat{ribute of the Relationship elemer
given Relationshipspart.

This attribute is required.

The range of yalues for this attribute shall be as defined by th{
simple typé of W3C XML Schema Datatypes.

ts within the

xsd:string

The

Relaf]

10.5.

This
and H

A Dig

W3C XML Schema definition of¢this element’s content model is the comple
ionshipsGroupReference, Which is defined in the schema opc-digSig.xsd (C.2).

11 DigestMethod element

Hocument introduces futther requirements to those defined in 4.3.3.5 of “XML-Sign
rocessing”.

estMethod element should specify one of the following algorithms:

ttp://wwwaw3.org/2001/04/xmlenc#sha256

ttp://wiww.w3.org/2001/04/xmldsig-more#sha384

X type cT_

hiture Syntax

tepy//www.w3.org/2001/04/xmlenc#sha512

This element should not specify:

— http:// www.w3.0rg/2000/09/xmldsig#shal

This element shall not specify:

— http://www.w3.0rg/2001/04/xmldsig-more#md5

This element may specify other algorithms.
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10.5.12 object element

10.5.12.1

General

This document introduces further requirements to those defined in 4.5 of “XML-Signature Syntax and

Processing”.

10.5.12.2

An object element shall be either OPC-specific or application-defined.

OPC-specific object element

An OPC-specific object element shall contain a Manifest element followed by a signaturepProperties
element, and no other elements. The 14 attribute of the OPC-specific object element shall be specified,

and its valud

10.5.12.3

An applicati
the applicati

Implementat

10.5.13Man ]

This docum
and Process
Reference €l

10.5.14 sig

This documg
Processing”
of an OPC-sjj
have the val
The Target

fragment reference to the value of the 1g\attribute of the root signature element.

10.5.15 sig

The signatu
specific.

This elemen

The W3C XM
which is defi

shall be "idPackageObj ect".

Application-defined object element

pn-defined object element shall be absent or have a value other than "{dPackageobje

ions should avoid values (such as "idofficeobject") that are in widespread use.

fest element

ent introduces further requirements to those defined. in"4.4 of “XML-Signature S
ng” only when a Manifest element occurs as a chjld‘of an OPC-specific object ele
ements in such a Manifest element shall satisfy requirements defined in 10.5.7.3.

\atureProperty element

nt introduces further requirements to those defined in 5.2 of “XML-Signature Synta
only when a signatureProperty elementis a child of a child signatureProperties ele
ecific Object element. Such a signagitreProperty element shall specify the 14 attri

httribute value of such a signAfureproperty element shall be either empty or cont

hatureTime element

reTime element contains a claimed date/time stamp for the signature. This element is

has no attributes.

L Schema definition of this element’s content model is the complex type cT signaturd
ned in the schema opc-digSig.xsd (C.2).

b
", » . 1 . . FI
lle "idSignatureTime", and shall €ontain a signatureTime element and no other ele

bn-defined object element specifies application-defined information. The)1d attribiite of

n

tt.

yntax
ment.

x and

ment
te to
ents.
ain a

OPC-

Time,

10.5.16 rFormat element

The rFormat element specifies the format of the date/time stamp. This element is OPC-specific. The
date/time format shall conform to the syntax described in the W3C Note "Date and Time Formats" (see
Reference [2]).

This element has no attributes.

The W3C XML Schema definition of this element’s content model is sT Format, which is defined in the
schema opc-digSig.xsd (C.2).
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17 value element

The value element shall contain the value of the date/time stamp. This element is OPC-specific. The
value shall conform to the format specified in the Format element.

This element has no attributes.

The W3C XML Schema definition of this element’s content model is sT_value, which is defined in the
schema opc-digSig.xsd (C.2).

10.5.

18 xrath element

The ¥
disal

10.6

The
trang

owed in OPC.

Relationships transform algorithm

forms it to another XML document. This transform shall be supportéd,in generating a

signanEures. Note that the output XML document is subsequently (canonicalized by t

cano
The K
Step

Procg
empt

Step
a) R
b) R
c)

(@s)]

<
relaf

icalization algorithm.
lelationships transform shall have the following steps:
1: Process versioning instructions

ss the Relationships part as specified in ISO/WEE29500-3, where the markup con
y, and the application configuration contains the Relationships namespace only.

P: Sort and select signed relationships

emove all namespace declarations except the Relationships namespace declaration.
emove the Relationships namespace prefix, if it is present.

ort Relationship elements by I'd value in case-sensitive lexicographical order.

eep only those relatibnghip elements which either have an 14 value that matche

ase-insensitives
PLE Cofisider a Relationships part
xml vension="1.0" encoding="UTF-8" standalone="yes"?>

lsps<Rélationships xmlns:rlsps="http://schemas.openxmlformats.org/package/
iohships" xmlns:foo="http://example.com/foo">

<flsps:Relationship Id="rIde" Type="http://../relationships/footnotes"

path element shall not be present. Note that the xpath element is only for XPath filterfing, which is

Relationships transform takes the XML document from the specifiéd Relationships part and

d validating
he specified

figuration is

b a SourceId

alue of a RelationshipReference element or have a Type value that matches a sourceqype value of
RelationshipGroupReference element specified in the Relationships transform. Matdhing is ASCII

006/

Target="footnotes.xmlI"/>

<rlsps:Relationship Id="rId8" Type="http://../relationships/header"

Target="headerl.xml"/>
<rlsps:Relationship Id="rId32" Type="http://../relationships/image" Target="media/
imagel.png"/>
<rlsps:Relationship Id="rId3" Type="http://../relationships/styles" Target="styles.

xml"/>

<rlsps:Relationship Id="rId21" Type="http://../relationships/image" Target="media/
image2.jpeg"/>

<rlsps:Relationship Id="rId1l2" Type="http://../relationships/header"

Target="headerl.xml"/>
</rlsps:Relationships>

Given

Id="rId6" and Type="http://../relationships/image", Step 2 constructs

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<Relationships xmlns="http://schemas.openxmlformats.org/package/2006/relationships">
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<Relationship Id="rId21" Type="http://../relationships/image" Target="media/image2.

jpeg"/>

<Relationship Id="rId32" Type="http://../relationships/image" Target="media/imagel.

pngn/>

<Relationship Id="rId6" Type="http://../relationships/footnotes" Target="footnotes.

xml"/>
</Relati

onships>

Step 3: Prepare for canonicalization

a) Remove

all text nodes and comments within the XML document.

b) If the TargetMode attribute is missing from a rRelationship element, add it with the default value

"Intern

10.7 Digitg

1.

I signature example

Digital signature markup for packages is illustrated in this example. For information about names

used in this
OPC-specific

There are tw
of its 14 attr

example, see Annex E. Note that the namespace prefix “pds” refers tgthe namespa
elements in digital signatures.

[0 Object elements in this example. The first object element is @P€E-specific since the
jbute is "idPackageobject"”. The second object element (at the véry end of this example) is

application-flependent since the value of its 1d attribute is not "idpackageaebject".

The OPC-sp

pcific object element contains a Manifest element followed by a signaturePrope

paces
re for

value

Fties

element. The Manifest element specifies a list of parts by its’reference child elements. The first
Reference element references a part "/document.xml" via the.value of the urt attribute. The s¢cond
Reference element references a Relationships part "/ relsYdocument.xml.rels", the source part of
which is "/ddcument . xm1".
Children of fhese reference elements specify which transform and digest method is used and also
specify obtajned digest values. Note that the first ttansform for the Relationships partis a Relationships
transform.
The signedfnfo element (at the beginning'of this example) references the two object elementy. The
OPC-specifiq object element includingVits Manifest and SignatureProperties child elementf are
canonicalizeld and then signed. The application-defined object element is also signed.
The signatirevalue element contains a signature, while the xeyInfo element contains an [X509
certificate.
<Signature Id="SignatufeId" xmlns="http://www.w3.0rg/2000/09/xmldsig#">
<SignedInfo>
<JanonicakizationMethod Algorithm="http://www.w3.0rg/TR/2001/
REC-xm%-c14n-20010315"/>
<SignatureMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#dsa-shal"/>
<Reférefice
URI="#idPackageObject"
Type="http://www.w3.0rg/2000/09/xmldsig#0Object">
<Transforms>
<Transform Algorithm="http://www.w3.0rg/TR/2001/
REC-xml-c14n-20010315"/>
</Transforms>
<DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"”/>
<DigestValue>..</DigestValue>
</Reference>
<Reference
URI="#Application"
Type="http://www.w3.0rg/2000/09/xmldsig#0Object">
<Transforms>
<Transform Algorithm="http://www.w3.0rg/TR/2001/
REC-xml-c14n-20010315"/>
</Transforms>
<DigestMethod
Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/>
40 © ISO/IEC 2021 - All rights reserved


https://iecnorm.com/api/?name=4a8f52f2954fbabb3c1736a5af361eb5

ISO/IEC 29500-2:2021(E)

<DigestValue>..</DigestValue>
</Reference>
</SignedInfo>
<SignatureValue>..</SignatureValue>

<KeyInfo>
<X509Data>
<X509Certificate>..</X509Certificate>
</X509Data>
</KeyInfo>

<Object Id="idPackageObject" xmlns:pds="http://schemas.openxmlformats.org/
package/2006/digital-signature
Manifest
<Reference URI="/document.xml?ContentType=application/
vnd.ms—-document+xml">
<Transforms>
<Transform Algorithm="http://www.w3.0rg/TR/2001/
REC-xml-c14n-20010315"/>
</Transforms>
<DigestMethod Algorithm="http://www.w3.0rg/2000/09/£m}Fdsig#shal"}>
<DigestValue>..</DigestValue>
</Reference>
<Reference
URI="/ rels/document.xml.rels?ContentType=appiication/
vnd.openxmlformats-package.relationshipSHxml">
<Transforms>
<Transform Algorithm="http://schemag.epenxmlformats.org/
package/2006/RelationshipTransfoxm">
<pds:RelationshipReference SeurceId="B1"/>
<pds:RelationshipReference SourceId="A1"/>
<pds:RelationshipReferencé&/Sourceld="A11"/>
<pds:RelationshipsGroupReference SourceType=
"http://schemas.exdfple.com/required-resource" />
</Transform>
<Transform Algorithm="http://www.w3.0rg/TR/2001/
REC-xml-c14n-20010315"/>
</Transforms>
<DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsigfshal"}>
<DigestValue>..</DigestValue>
</Reference>
</Manifest>
<SignaturePropergies>
<SignatureProperty Id="idSignatureTime" Target="#SignatureId">
<pds:SignatureTime>
<pdssFormat>YYYY-MM-DDThh:mmTZD</pds:Format>
<pds:Value>2003-07-16T19:20+01:00</pds:Value>
</pde:SignatureTime>
</SéghatureProperty>
</SigmatureProperties>
</0Objéct>
<Objeet Id="Application">.</Object>
<ASighature>

10.8 Generating signatures

Generation of digitally signed packages shall use reference generation and signature generation as
described in 3.1 of “XML-Signature Syntax and Processing”, with some modification for OPC-specific
constructs as specified in this subclause.

NOTE The steps below do not apply to the generation of signatures that contain application-defined object
elements.

The signature policy determines which parts and relationships to sign and the transforms and digest
methods that are applicable in each case.
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Reference generation:

a) For each part being signed, create a reference element following the steps in 3.1.1 of “XML-
Signature Syntax and Processing”.

b) Construct the OPC-specific object element containing a Manifest element with both the child
Reference elements obtained from the preceding step and a child signatureProperties element,
which, in turn, contains a child signatureTime element.

c) Create areference to the resulting OPC-specific object element following the steps in 3.1.1 of “XML-
Signature Syntax and Processing”.

Reference gdneration shall support the following digest algorithms:

— http://wiww.w3.org/2001/04/xmlenc#sha256

— http://Wlww.w3.0rg/2001/04/xmldsig-more#sha384
— http://Www.w3.0rg/2001/04/xmlenc#sha512

Reference ggneration should not support

—  http://wWww.w3.0rg/2000/09/xmldsig#shal

Reference ggneration shall not support

— http://Wlww.w3.0rg/2001/04/xmldsig-more#md5

Reference ggneration may support other algorithms.

Signature generation:

Follow the steps in 3.1.2 of “XML-Signature Syntax and Processing”.
Signature generation shall support the following’algorithms:

— http://Wlww.w3.0rg/2001/04/xmldsigsmore#rsa-sha256

— http://Wlww.w3.0rg/2001/04/xmldsig-more#rsa-sha384

— http://viww.w3.0rg/2001/04/xmldsig-more#rsa-sha512
— http://viww.w3.0org/200%4/04/xmldsig-more#ecdsa-sha256

— http://viww.w3.0rg#2001/04/xmldsig-more#ecdsa-sha384

— http://v\iww.w3.erg/2001/04/xmldsig-more#ecdsa-sha512

In the case of RSA-SHA algorithms, signature generation shall support key lengths greater than or pqual
to 2 048. It i s less

than 1 024 bits. In the case of ECDSA algorithms, signature generation should support the elliptic curves
defined in FIPS 186-4 as P-256, P-384, and P-521, but should not support P-224.

Signature generation should not support:
— http://www.w3.0rg/2000/09/xmldsig#dsa-shal
—  http://wwww3.0rg/2000/09/xmldsig#rsa-shal

— http://wwww3.0rg/2001/04/xmldsig-more#ecdsa-shal

Signature generation may support other algorithms.
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10.9 Validating signatures

Validation of digitally signed packages shall use reference validation and signature validation as
described in 3.2 of “XML-Signature Syntax and Processing”, with some modification for OPC-specific
constructs as specified in this subclause.

NOTE The steps below do not apply to the validation of signatures that contain application-defined 0bject
elements.

The certificate embedded in the xey1nfo element in the Digital Signature XML Signature part shall be
used when it is specified.

Referfence validation:

First|validate the reference to the OPC-specific object element following the stepsiin”3.R.2 of “XML-
SignTure Syntax and Processing”.

Second, for each reference in the Manifest element:
a) Walidate the reference following the steps in 3.2.2 of “XML-SignaturefSyntax and Processing”;

b) validate the media type of the referenced part against the media type specified in the reference
dquery component. References are invalid if these two values-axe different. The string comparison
shall be case-insensitive.

Referjence validation shall support the following digest algofithms:

— Bhttp://www.w3.org/2001/04/xmlenc#sha256
— http://www.w3.org/2001/04/xmldsig-more#sha384

— http://wwww3.org/2001/04/xmlenc#sha512

Referlence validation shall not support

—  http://www.w3.org/2001/04/xmldsig-more#md5

Referjence validation may support'other algorithms including

— Nttp://www.w3.0rg/20007/09/xmldsig#shal

Signgture validation:
Follo the steps in\3.2.2 of “XML-Signature Syntax and Processing”.
Signgture validation shall support the following algorithms specified by signatureMethod ¢lements:

— http:f/www.w3.org/2001/04/xmldsig-more#rsa-sha256

4 L/ 2 o001 /0L 1das LL La204
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— http://wwww3.org/2001/04/xmldsig-more#rsa-sha512

— http://wwww3.org/2001/04/xmldsig-more#ecdsa-sha256

— http://www.w3.org/2001/04/xmldsig-more#ecdsa-sha384

— http://www.w3.org/2001/04/xmldsig-more#ecdsa-sha512

In the case of RSA SHA algorithms, signature validation shall support key lengths greater than or equal
to 2 048 bits. They shall not support key lengths less than 1 024 bits. They may support key lengths
greater than or equal to 1 024 bits and less than 2 048 bits. In the case of ECDSA algorithms, signature
validation shall support the elliptic curves defined in FIPS 186-4 as P-256, P-384, and P-521, but should
not support P-224.
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Signature validation may support other algorithms including:

— http://www.w3.0rg/2000/09/xmldsig#dsa-shal

— http://www.w3.0rg/2000/09/xmldsig#rsa-shal

— http://www.w3.0rg/2001/04/xmldsig-more#ecdsa-shal
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Preprocessing for generating relative references

-2:2021(E)

Relative references are available for referencing parts. Unicode strings that are similar to but are not
strictly relative references are also used to reference parts. For example, "\a.xm1" is not a relative

refer

Some
refer

— H
— K

D

Examn

Prce since the backslash character is disallowed 1n KFU 3906 or KFCU 5Y067/.

implementations provide preprocessing of such Unicode strings to replace them \y

with relative

bnces. This preprocessing can involve some of (but is not limited to) the following actions:

ercent-encode each open bracket (“[”) and close bracket (“]”).
ercent-encode each space character (U+0020).

ercent-encode each percent (“%”) character that is not followed by a hexadecimal n
ctet value.

n-percent-encode each percent-encoded unreserved chataeter.
n-percent-encode each forward slash (“/”) and backslash (“\").

onvert all back slashes to forward slashes.

«'y

btation of an

f present in a segment containing non-dot (“*)-<Characters, remove trailing dot (“.”) chajracters from

ach segment.

eplace each occurrence of multiple consecutive forward slashes (“/”) with a single fo1
Fa single trailing forward slash (/") is present, remove that trailing forward slash.
emove complete segmentsthat consist of three or more dots.

ples of Unicode strings converted to relative references are shown below:

Unicode string

Relative reference

/A B.xml

/A%20B.xml

/%41/%61.xml

/A/a.xml

/%25XY .xml

/%$25XY . xml

/%$XY . xml

/%$25XY . xml

/%2541 .xml

/%2541 .xml

ward slash.

(o) o) ]
T T g

o X

\a.xml /a.xml
\%41.xml /A.xml
/%$D1%86.xml /%$D1%86.xml
\%2e/a.xml /a.xml
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Annex B
(normative)

nstraints and clarifications on the use of ZIP features

B.1 General

This annex
representing
specified reg

This annex
implementej

B.2 Archi

Data describjing files stored in the archive is substantially duplicated in‘the Local File Headers and

Descriptors,
layer for a p
appropriate
Header and

bit 3 of gene

B.3 Data

Packages m
immediately
not a signatu

B.4 Requjirements on package implementers

The fields in

“Yes” —
a packag
field ma
indicate

pecifies requirements and recommendations on features of the ZIP format. A, ZI
a physical package shall satisfy the specified requirements and should also‘folloy
ommendations.

s of particular relevance to (consuming, producing, or pass-through) physical pa
s that choose to use ZIP to represent physical packages.

ve file header consistency

and in the File headers within the Central Directory Récord. For a ZIP file to be a ph

fields of every File Header within the Central Directory and the corresponding Locs
Data Descriptor pair, when the Data DescriptoréXists, except as described in Table B
ral-purpose bit flags.

descriptor signature

hy contain a 4-byte signature valde 0x08074b50 at the beginning of Data Descri

re exists.

the tables in this\subclause contain the following values:

During consuiviption of a package, a “Yes” value for a field in a table in this annex ind
e implementer shall not fail to read the ZIP file containing this record or field; howevg
 be ignored. During production of a package, a “Yes” value for a field in a table in this ¢
5 that the package implementer shall write out this record or field.

P file
v the

rkage

Data
ysical

ackage, the package implementer shall ensure that the ZIP file holds equal values in the

1 File
.5 for

btors,

before the crc-32 field. Package-implementers should be able to read packages, whether or

cates
r, the
Innex

MNOM _

N\ “No” value fora fieldin atablein this annexindicatesthe par‘l(agn imp]pmnnfnr shou

d not

use this

record or field.
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“Optional” — An “Optional” value for a record in a table in this annex indicates that package
implementers may write this record during production.

“Partially, details below” — A “Partially, details below” value for a record in a table in this annex
indicates that the record contains fields for which support is not required by package implementers
during production or consumption. See the details in the corresponding table to determine
requirements.

“Only used when needed” — The value “Only used when needed” associated with a record in a table
in this annex indicates that the package implementer shall use the record only when needed to store
data in the ZIP file.
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Table B.1 specifies the requirements for package production, consumption, and editing in regard
to particular top-level records or fields described in the ZIP Appnote. Note that in this context,
editing means in-place modification of individual records. A format specification can require editing
applications to instead modify content in-memory and re-write all parts and relationships on each save
in order to maintain more rigorous control of ZIP record usage.

Table B.1 — Support for records

Record name Supported on consump- | Supported on production | Pass through on ed-
tion iting
Local File Header Yes (partially, details Yes (partially, details below) | Yes
below)
File data Yes Yes Yes
Datafdescriptor Yes Optional Optional
Archjve decryption header |No No No
Archlve extra datarecord |No No No
Central directory struc- Yes (partially, details Yes (partially, detailsbelow) | Yes
ture: below)
File Header
Central directory struc- Yes (ignore the signature |Optional Optional
ture: data)
Digitpl signature
Zip64 end of central direc- |Yes (partially, details Yes {partially, details below, | Optional
tory fecord V1 (from spec |below) used only when needed)
versipn 4.5)
Zip64 end of central direc- |No No No
tory record V2 (from spec
versipn 6.2)
Zip64 end of central direc- |Yes (partially, details Yes (partially, details below, | Optional
tory Jocator below) used only when needed)
End of central directory Yes (partiatly, details Yes (partially, details below, | Yes
recoild below) used only when needed)
Table B.2 specifies the requirements for package production, consumption, and editing [in regard to
indivjdual record components described in the ZIP Appnote.
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Table B.2 — Support for record components

Record Field Supported on con- | Supported on | Pass through on
sumption production editing
Local File Header Local file header signature |Yes Yes Yes
Version needed to extract |Yes (partially, see |Yes (partially, see |Yes (partially,
Table B.3) Table B.3) see Table B.3)
General purpose bit flag Yes (partially, see |Yes (partially, see |Yes (partially,
Table B.5) Table B.5) see Table B.5)
Compression method Yes (partially, see |Yes (partially, see |Yes (partially,
Table B.4) Table B.4) see Table B 4)
Last mod file time Yes Yes Yes
Last mod file date Yes Yes Yes
Crc-32 Yes Yes Yes
Compressed size Yes Yes Yes
Uncompressed size Yes Yes Yes
File name length Yes Yes Yes
Extra field length Yes Yes Yes
File name (variable size) Yes Yes Yes
Extra field (variable size) |Yes (partially, see ,|Yes'(partially, see |Yes (partially,
Table B.6) Table B.6) see Table B|6)
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© ISO/IEC 2021 - All rights reserved



https://iecnorm.com/api/?name=4a8f52f2954fbabb3c1736a5af361eb5

Table B.2 (continued)

ISO/IEC 29500-2:2021(E)

Record Field Supported on con-| Supported on | Pass through on
sumption production editing
Central directory struc- |Central file header signa- |Yes Yes Yes
ture: File header ture
version made by: high byte |Yes Yes (0 = MS-DOS is | Yes
default publishing
value)
Version made by: low byte |Yes Yes Yes
Version needed to extract |Yes (partially, see |Yes(1.0,1.1,2.0, |Yes
(see Table B.3 for details) |Table B.3) 4.5)
General purpose bit flag Yes (partially, see |Yes (partially, see™~|Yes|(partially,
Table B.5) Table B.5) see|Table B.5)
Compression method Yes (partially, see |Yes (partially, see |Yes|(partially,
Table B.4) Table B.4) see[Table B.4)
Last mod file time (Pass Yes Yes Yes
through, no interpretation)
Last mod file date (Pass Yes Yes Yes
through, no interpretation)
Crc-32 Yes Yes Yes
Compressed size Yes Yes Yes
Uncompressed size Yes Yes Yes
File name length Yes Yes Yes
Extra field length Yes Yes Yes
File comment length Yes Yes Yes

(always set to 0)

Disk number start

Yes (partial — no

Yes (always 1

Yes|(partial —

multi disk ar- disk) no multi disk
chives) archives)
Internal file attributes Yes Yes Yes
Externalfile attributes Yes Yes Yes
(Pa_ss through, no interpre- (MS DOS default
tation)
value)
Relative offset of local Yes Yes Yes
header
File name (variable size) Yes Yes Yes
Extra field (variable size) |Yes (partially, see |Yes (partially, see |Yes|(partially,
Table B.6) Table B.6) see[Table B.6)
File comment (variable Yes Yes (always setto |Yes

size)

empty)
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Table B.2 (continued)

(see Table B.3 for details)

Record Field Supported on con- | Supported on | Pass through on
sumption production editing

Zip64 end of central Zip64 end of central direc- |Yes Yes Yes
directory V1 (from spec |tory signature
Ve}1;510n 4'3' gnly used Size of zip64 end of central |Yes Yes Yes
when needed) directory

Version made by: high byte |Yes Yes (0 = MS-DOS is | Yes

(Pass through, no interpre- default publishing

tation) value)

Version made by: low byte |Yes Yes (always 4.5 or |Yes

above)
Version needed to extract |Yes (4.5) Yes (4.5) Yes'(4.5)

Number of this disk

Yes (partial — no
multi disk ar-
chives)

Yes (always 1
disk)

Yes (partia
no multi digk
archives)

Number of the disk with

Yes (partial — no

Yes (always' 1

Yes (partia

used when n¢eded)

directory locptor (only

locator signature

the start of the central multi disk ar- disk) no multi digk
directory chives) archives)
Total number of entriesin |Yes Yes Yes
the central directory on
this disk
Total number of entries in |Yes Yes Yes
the central directory
Size of the central direc- Yes Yes Yes
tory
Offset of start of central Yes Yes Yes
directory with respect to
the starting disk numbey
Zip64 extensible data Yes No Yes
sector
Zip64 end of central Zip64 end ofrcentral dir Yes Yes Yes

Numbet:ofthe disk with

Yes (partial — no

Yes (always 1

Yes (partia

the start of the zip64 end |multi disk ar- disk) no multi digk
of central directory chives) archives)
Relative offset of the zip64 |Yes Yes Yes

end of central directory
record

Total number of disks

Yes (partial — no
multi disk ar-

Yes (always 1
disk)

Yes (partia
no multi digk

chives)

archives)
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Record Field Supported on con-| Supported on | Pass through on
sumption production editing
End of central directory |End of central dir signature|Yes Yes Yes
record Number of this disk Yes (partial —no |Yes (always 1 Yes (partial —
multi disk ar- disk) no multi disk
chives) archives)
Number of the disk with Yes (partial —no |Yes (always 1 Yes (partial —
the start of the central multi disk archive) |disk) no multi disk
directory archive)
Total number of entriesin |Yes Yes Yes
the central directory on
this disk
Total number of entries in |Yes Yes Yes
the central directory
Size of the central direc- Yes Yes Yes
tory
Offset of start of central Yes Yes Yes
directory with respect to
the starting disk number
ZIP file comment length Yes Yes Yes
ZIP file comment Yes No Yes
Table B.3 specifies the detailed production, consumption, and editing requirements for| the Version

bd to Extract field, which is fully described inthe*ZIP Appnote.

Table B.3 — Support foriVersion Needed to Extract field

VYersion Feature $ Supported on | Supported on pro- Pass through on
\’\\0 consumption duction aditing
1.0 Default value Yes Yes Yes
1.1 File is a volume label Yes (do not No (rewritg/remove)
interpretasa
part)
2.0 File is afolder (directory) Yes (do not No (rewritg/remove)
interpretasa
part)
2.0 File is compressed using De- |Yes Yes Yes
flate compression
2.0 File is encrypted using tradi- |No No No
tional PKWARE encryption
2.1 File is compressed using De- |No No No
flate64™
2.5 File is compressed using PK- |No No No
WARE DCL Implode
2.7 File is a patch data set No No No
4.5 File uses ZIP64 format exten- |Yes Yes Yes
sions
4.6 File is compressed using No No No
BZIP2 compression
5.0 File is encrypted using DES No No No
5.0 File is encrypted using 3DES |No No No
5.0 File is encrypted using origi- |No No No
nal RC2 encryption
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