ISO/IEC 29341-8-13

Edition 1.0 2008-11

&

ecture —

INTERNATIONAL
STANDARD

Information technology — UPnP Device Ar

Rart 8-13: Internet Gateway Device Contral Protocol — Radius Client Service
N

(2)800z:€1-8-1¥E6Z OFI/OSI


https://iecnorm.com/api/?name=56b1b23df6eaf905bdd77908930e60e4

pu

3,

THIS PUBLICATION IS COPYRIGHT PROTECTED
Copyright © 2008 ISO/IEC, Geneva, Switzerland

blication, please contact the address below or your local IEC member National Committee for further information.

IEC Central Office

rue de Varembé

CH-1211 Geneva 20

All rights reserved. Unless otherwise specified, no part of this publication may be reproduced or utilized in any form
or by any means, electronic or mechanical, including photocopying and microfilm, without permission in writing from
either IEC or IEC's member National Committee in the country of the requester.

If you have any questions about ISO/IEC copyright or have an enquiry about obtaining additional rights to this

S
En
w

ftzertamd
hail: inmail@iec.ch
bb: www.iec.ch

Abq
The

Intefnational Standards for all electrical, electronic and related technologies.

Abq¢

The
late
= C
The
It al

" |H
Stayf
on-|
= E|
The
in E
Voc
= C
If yg
Cen
Em4g
Tel.
Fax;

but the IEC

International Electrotechnical Commission (IEC) is the leading global organization that prepares and publi

but IEC publications

technical content of IEC publications is kept under constant review by the IEC. Please make sure that you havd
t edition, a corrigenda or an amendment might have been published.

htalogue of IEC publications: www.iec.ch/searchpub
IEC on-line Catalogue enables you to search by a variety of criteria (reference number, text, technical committeg
o gives information on projects, withdrawn and replaced publications.

C Just Published: www.iec.ch/online _news/justpub
up to date on all new IEC publications. Just Published details twiCe a’month all new publications released. Avai
ne and also by email.

ectropedia: www.electropedia.org

world's leading online dictionary of electronic and electricakterms containing more than 20 000 terms and defini
hglish and French, with equivalent terms in additionalidanguages. Also known as the International Electrotech
hbulary online.

istomer Service Centre: www.iec.ch/webstore/custserv

u wish to give us your feedback on this publication or need further assistance, please visit the Customer Se
re FAQ or contact us:

il: csc@iec.ch

+41 22919 02 11

+41 22 919 03 00

Ehes

the

o).

able

ions
hical

vice



mailto:inmail@iec.ch
http://www.iec.ch/
http://www.iec.ch/searchpub
http://www.iec.ch/online_news/justpub
http://www.electropedia.org/
http://www.iec.ch/webstore/custserv
mailto:csc@iec.ch
https://iecnorm.com/api/?name=56b1b23df6eaf905bdd77908930e60e4

IEC ISO/IEC 29341-8-13
h\vr

Edition 1.0 2008-11

INTERNATIONAL
STANDARD

N
Information technology — UPnP Device Archchg.lre -
Part 8-13: Internet Gateway Device Contro tocol — Radius Client Service

N
\\S\@
o
A\
xO
O
N
o
OQ‘
Q%
N
INTERNATIONAL
ELECTROTECHNICAL
COMMISSION PRICE CODE E

ICS 35.200 ISBN 2-8318-1010-0


https://iecnorm.com/api/?name=56b1b23df6eaf905bdd77908930e60e4

-2- 29341-8-13 © ISO/IEC:2008(E)

CONTENTS

FOREWORD ....ccoiitiiee ettt e ettt e ettt e e e sttt e e e sat et e e e sate e e e e asteeeeasteeaeaassaeeessnsaeeeesnseneeesnsseeansanaenanes 3
ORIGINAL UPNP DOCUMENTS (infOrmative) ........ocuueieiiiiiie ettt 5
I © AVZ=Y o VA=Y VA 4 Lo IR oo o - SR 7
2. Service Modeling Definitions ........cccciiiimiinnin e ————— 7
2.0 SBIVICETYPE ittt h et e e bt e e et e e e abe e e e e abaeeeeae 7
212, State VariabIES .......oveiiiiiiiee e e e e en 7
2.2.1.  NumberOfAUTNSEIVErENIMES ......coocviiieiiiiie e b 7
2.2.2.  AUhServerlPAAAress .......ooo i e s s e 8
2.2.3. AuthServerPortNUmMDber..........cccoiiiiiiei e B e 8
2.2.4. AuthServerSharedSecret..........ccooiiiiiiiiiieee e O e 8

213.  Eventing and Moderation ............ccooiiiiiiiiiiiiiiiieceiee e e 8
2.3, BEVENtMOAEL ... e e e 8

2 Vo1 1] 1= SRR SO SEE 8
2.41. GetGenericAuthServerEntry ... 9
2.4.2. GetSpecCifiCAUtNSErVErENTIY .....covviiiiiiiieieceeeeeciee e A e 9
2.4.3.  AddAUthServerEntry .........cccovieiiiniiniinieeneees b 10
2.4.4. DeleteAUthSErverENIIY .....ccccvviiiieee e N ettt e e e e e e 11
2.4.5.  FactoryDefaultRESEt .........coooiiiiiii e bt 11
2.4.6. ResetAuthentication...........ccoocuviiieiiiiiiiiicecin s e 11
2.4.7. Non-Standard Actions Implemented by a UPNP Device Vendor ............cccccevvieeeenns 12
2.4.8.  Common Error COUES.......coiiiiiiiieiiiiie et Mo eitiiie ettt e et e e e sntee e e e snaeeeeens 12

215,  Theory Of OPEration ..........occcuiiiiiiie i ea i e e ettt e e e e e e e st e e e e e e s e et b b e e eaeeeeesnnraaeeeaens 12
2.5.1.  Operation of the RADIUS ClieNnt ... 020 ..ccuvvviiiieeiieciiieeee e 12
XML Service DeSCription ........cooiiiiiiioqes siiiiiiiiiicssmr s ssssmn e mmsn e s s s mmnn e e e e s saan 13

IO = 4 15

LIST OF TABLES

Tahle 1: State Variables i, . ..ot e e e e e e e naeas 7
Tahjle 2: Event MOAEIALION........ooii e e e e e e e e e e e e e e e e e e e e eeeean 8
=L o =T T i o] I OO PPPRPN 8
Tahle 4: Arguments for GetGeneriCAUthSErvVErENtry ..........coooiiiiiiiiii e 9
Tahle 5:Arguments for GetSpecifiCAUthSErverENtry .........cccvvveeivi i 9
Table-6-Argumentsfor-AddAuthSererEntn-—mmeeemmemeemememmee— 10
Table 7: Arguments for DeleteAUthSErVErENIIY .......ooooiiiiiiieeee e 11

Table 8: ComMMON EFTOr COUES.......o.u et e e e e e e e e e e e e e e e e et e e aenaa s 12


https://iecnorm.com/api/?name=56b1b23df6eaf905bdd77908930e60e4

29341-8-13 © ISO/IEC:2008(E) -3-

INFORMATION TECHNOLOGY -
UPNP DEVICE ARCHITECTURE -

Part 8-13: Internet Gateway Device Control Protocol —
Radius Client Service
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ISO

ISO (International Organization for Standardization) and IEC (International Electrotechnical Commissjon)
the specialized system for worldwide standardization. National bodies that are members of 1SO. or
participate in the development of International Standards. Their preparation is entrusted do"-tech
committees; any ISO and IEC member body interested in the subject dealt with may participate in
preparatory work. International governmental and non-governmental organizations liaising with-1SO and
also participate in this preparation.

In the field of information technology, ISO and IEC have established a joint technical ¢ommittee, ISO/IEC
1. Draft International Standards adopted by the joint technical committee are circulated to national bodie
voting. Publication as an International Standard requires approval by at least/5)% of the national bo
casting a vote.

The formal decisions or agreements of IEC and ISO on technical matters, €xpress, as nearly as possiblg,

international consensus of opinion on the relevant subjects since each technical committee has representd
from all interested IEC and ISO member bodies.

IEC, ISO and ISO/IEC publications have the form of recommendations for international use and are acce
by IEC and ISO member bodies in that sense. While all reasonable efforts are made to ensure that]
technical content of IEC, ISO and ISO/IEC publications is accurate, IEC or ISO cannot be held responsibl
the way in which they are used or for any misinterpretatiomby/any end user.

In order to promote international uniformity, IEC and\ISO member bodies undertake to apply IEC, ISO
ISO/IEC publications transparently to the maximum “extent possible in their national and regional publicati
Any divergence between any ISO/IEC publication. @nd the corresponding national or regional publication sh
be clearly indicated in the latter.

ISO and IEC provide no marking procedufg, to indicate their approval and cannot be rendered responsiblg
any equipment declared to be in conformity with an ISO/IEC publication.

All users should ensure that they_have the latest edition of this publication.

No liability shall attach to AEC€-or ISO or its directors, employees, servants or agents including indivi
experts and members of their technical committees and IEC or ISO member bodies for any personal in
property damage or other damage of any nature whatsoever, whether direct or indirect, or for costs (inclu
legal fees) and expen$es ‘arising out of the publication of, use of, or reliance upon, this ISO/IEC publicatig
any other IEC, ISQ_or ISO/IEC publications.

Attention is drawn to the normative references cited in this publication. Use of the referenced publicatio
indispensable _for the correct application of this publication.

and ISO \draw attention to the fact that it is claimed that compliance with this document may involve the ug
nts as’indicated below.
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and”IEC take no position concerning the evidence, validity and scope of the putative patent rights. The hol

Hers

of the putative patent rights have assured IEC and ISO that they are willing to negotiate free licences or licences
under reasonable and non-discriminatory terms and conditions with applicants throughout the world. In this respect,
the statements of the holders of the putative patent rights are registered with IEC and ISO.

Intel Corporation has informed IEC and ISO that it has patent applications or granted patents.

Information may be obtained from:

Intel Corporation

Standards Licensing Department
5200 NE Elam Young Parkway
MS: JFS-98

USA - Hillsboro, Oregon 97124

Microsoft Corporation has informed IEC and ISO that it has patent applications or granted patents as listed below:
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6101499 / US; 6687755 / US; 6910068 / US; 7130895 / US; 6725281 / US; 7089307 / US; 7069312 /
10/783 524 /US

Information may be obtained from:

Phili

Microsoft Corporation
One Microsoft Way
USA — Redmond WA 98052

ps International B.V. has informed IEC and ISO that it has patent applications or granted patents.

Information may be obtained from:

us;

NXH

Info

Philips International B.V. — [P&S
High Tech campus, building 44 3A21
NL — 5656 Eindhoven

B.V. (NL) has informed IEC and ISO that it has patent applications or granted patents.
mation may be obtained from:
NXP B.V. (NL)

High Tech campus 60
NL — 56656 AG Eindhoven
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Matgushita Electric Industrial Co. Ltd. has informed IEC and ISO that it has patent applications or granted paten
Infofmation may be obtained from:

Matsushita Electric Industrial Co. Ltd.

1-3-7 Shiromi, Chuoh-ku

JP — Osaka 540-6139
Hewlett Packard Company has informed IEC and ISO that it has patent applications or granted patents as ligted
belgw:

5 956 487 / US; 6 170 007 / US; 6 139 177 / JS; 6 529 936 / US; 6 470 339/ US; 6 571 388 / US; 6

466 / US
Infofmation may be obtained from:

Hewlett Packard Company

1501 Page Mill Road

USA — Palo Alto, CA 94304
Sanjsung Electronics Co. Ltd. hds informed IEC and ISO that it has patent applications or granted patents.
Infofmation may be obtained\from:

Digital MediarBusiness, Samsung Electronics Co. Ltd.

416 Maetan-3-Bong, Yeongtang-Gu,

KR — Suwon City 443-742
Atteption is drawn to the possibility that some of the elements of this document may be the subject of patent ri
othgr than.those identified above. IEC and ISO shall not be held responsible for identifying any or all such pg
rights.
ISO II:f‘ ’)n’!A'I Q 1’) Was—BFeP- ar d by IIDnD Impl st n# S C. v-p v-nf A ﬂnd nrd p# A’ ur\lrl r fh DI\C p- dur
joint technical committee ISO/IEC JTC 1, Information technology, in parallel with its approval by national bodles of
ISO and IEC.

The list of all currently available parts of the ISO/IEC 29341 series, under the general title Universal plug and play
(UPnP) architecture, can be found on the IEC web site.

This International Standard has been approved by vote of the member bodies, and the voting results may be
obtained from the address given on the second title page.
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ORIGINAL UPNP DOCUMENTS
(informative)

Reference may be made in this document to original UPnP documents. These references are retained in order to
maintain consistency between the specifications as published by ISO/IEC and by UPnP Implementers Corporation.
The following table indicates the original UPnP document titles and the corresponding part of ISO/IEC 29341:

UPnP Document Title

LIPnP Device Architecture 1.0

ISO/IEC 29341 Part

ISQUEC 293411

UPNP Basic:1 Device

UPnP AV Architecture:1

UPNnP MediaRenderer:1 Device
UPnP MediaServer:1 Device

UPnP AVTransport:1 Service

UPnP ConnectionManager:1 Service
UPNP ContentDirectory:1 Service
UPnP RenderingControl:1 Service
UPnP MediaRenderer:2 Device
UPNP MediaServer:2 Device

UPnP AV Datastructure Template:1
UPNP AVTransport:2 Service

UPnP ConnectionManager:2 Service
UPNP ContentDirectory:2 Service
UPNP RenderingControl:2 Service
UPNP ScheduledRecording:1

UPNP DigitalSecurityCamera:1 Device

UPnNP DigitalSecurityCameraMotionlmage:1 Service

UPnP DigitalSecurityCameraSettings:1 Service

UPNP DigitalSecurityCameraStilllmage:1 Service

UPNnP HVAC_System:1 Device

UPnP HVAC_ZoneThermostat:1 Device
UPnP ControlValve:1 Service

UPNnP HVAC_FanOperatingMode:1 Service
UPnP FanSpeed:1 Service

UPnP HouseStatus:1 Service

UPNnP HVAC_SetpointSchedulé:1 Service
UPnP TemperatureSensor:1{Service

UPNP TemperatureSetpoint:1 Service
UPNnP HVAC_UserOperatingMode:1 Service
UPNP BinaryLight:1,Device

UPnP Dimmablelight:1 Device

UPNP Dimming:{*Service

UPNP SwitchRewer:1 Service

UPnP InternetGatewayDevice:1 Device
UPNnP.L:ANDevice:1 Device

UPNP WANDevice:1 Device

UPnP WANConnectionDevice:1 Device
UPnP WLANAccessPointDevice:1 Device
UPNnP LANHostConfigManagement:1 Service
UPnP Layer3Forwarding:1 Service

UPnNP LinkAuthentication:1 Service

UPNP RadiusClient:1 Service

UPnP WANCableLinkConfig:1 Service
UPnP WANCommonlinterfaceConfig:1 Service

ISO/IEC 29341-2
ISO/IEC 29341-3-1
ISO/IEC 29341-3-2
ISO/IEC 29341-3-3
ISO/IEC 29341-3-10
ISO/IEC 29341-3-11
ISO/IEC 29341-3-12
ISO/IEC 29341-3-13
ISO/IEC 29341-4.2
ISO/IEC 29341433
ISO/IEC 2934144
ISO/IEC 29341-4-10
ISO/IEC" 29341-4-11
ISO/IEC,29341-4-12
ISQ/IEC 29341-4-13
ISO/IEC 29341-4-14
ISO/IEC 29341-5-1
ISO/IEC 29341-5-10
ISO/IEC 29341-5-11
ISO/IEC 29341-5-12
ISO/IEC 29341-6-1
ISO/IEC 29341-6-2
ISO/IEC 29341-6-10
ISO/IEC 29341-6-11
ISO/IEC 29341-6-12
ISO/IEC 29341-6-13
ISO/IEC 29341-6-14
ISO/IEC 29341-6-15
ISO/IEC 29341-6-16
ISO/IEC 29341-6-17
ISO/IEC 29341-7-1
ISO/IEC 29341-7-2
ISO/IEC 29341-7-10
ISO/IEC 29341-7-11
ISO/IEC 29341-8-1
ISO/IEC 29341-8-2
ISO/IEC 29341-8-3
ISO/IEC 29341-8-4
ISO/IEC 29341-8-5
ISO/IEC 29341-8-10
ISO/IEC 29341-8-11
ISO/IEC 29341-8-12
ISO/IEC 29341-8-13
ISO/IEC 29341-8-14
ISO/IEC 29341-8-15

UPnP WANEthernetLinkConfig:1 Service
UPnP WANIPConnection:1 Service
UPnP WANPOTSLinkConfig:1 Service
UPnP WANPPPConnection:1 Service
UPnP WLANConfiguration:1 Service
UPnP Printer:1 Device

UPnP Scanner:1.0 Device

UPNP ExternalActivity:1 Service

UPnP Feeder:1.0 Service

UPnP PrintBasic:1 Service

UPnP Scan:1 Service

UPnP QoS Architecture:1.0

UPnP QosDevice:1 Service

UPNP QosManager:1 Service

UPNP QosPolicyHolder:1 Service
UPnP QoS Architecture:2

UPnP QOS v2 Schema Files

TSONET 2934 1-8-T6
ISO/IEC 29341-8-17
ISO/IEC 29341-8-18
ISO/IEC 29341-8-19
ISO/IEC 29341-8-20
ISO/IEC 29341-8-21
ISO/IEC 29341-9-1
ISO/IEC 29341-9-2
ISO/IEC 29341-9-10
ISO/IEC 29341-9-11
ISO/IEC 29341-9-12
ISO/IEC 29341-9-13
ISO/IEC 29341-10-1
ISO/IEC 29341-10-10
ISO/IEC 29341-10-11
ISO/IEC 29341-10-12
ISO/IEC 29341-11-1
ISO/IEC 29341-11-2
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UPnP Document Title

UPnP QosDevice:2 Service

UPNP QosManager:2 Service

UPNP QosPolicyHolder:2 Service
UPnP RemoteUIlClientDevice:1 Device
UPnP RemoteUlServerDevice:1 Device
UPnP RemoteUIClient:1 Service

UPnP RemoteUIServer:1 Service
UPNP DeviceSecurity:1 Service

UPnP SecurityConsole:1 Service

29341-8-13 © ISO/IEC:2008(E)

ISO/IEC 29341 Part

ISO/IEC 29341-11-10
ISO/IEC 29341-11-11
ISO/IEC 29341-11-12
ISO/IEC 29341-12-1

ISO/IEC 29341-12-2

ISO/IEC 29341-12-10
ISO/IEC 29341-12-11
ISO/IEC 29341-13-10
ISO/IEC 29341-13-11



https://iecnorm.com/api/?name=56b1b23df6eaf905bdd77908930e60e4

29341-8-13 © ISO/IEC:2008(E) -7-

1.

This service definition is compliant with the UPnP Device Architecture version 1.0.

Overview and Scope

This service enables the control and configuration of radius component of IEEE 802.11 Wireless Access
Points for the unmanaged network space, namely residential and small office LANs.

Its intent is to simplify the setup experience, secure wireless networks and provide the framework for diagnosing

and

2.1.

The
urn

The
urn

Thi

monitoring problems on wireless networks.

access point

Service Modeling Definitions

ServiceType

service is OPTIONAL as specified in
schemas-upnp-org:device: WLANAccessPointDevice: 1

following service type identifies a service that is compliant with this\template:
schemas-upnp-org:service: RadiusClient: 1

service does not support the QueryStateVariable action,

.2. State Variables

le 1 shows all the state variables of RadiusClient service.

le 1: State Variables

Allowed Value

Default
Value?

>=( 0
AuthServerIPAddress R String IP Address, <= 32 char | Empty String | N/A
AuttherverPortNumber R ui2 Between 1 and 65535 0 N/A

inclusive
AuthServerShatedSecret R String Shared Secret, <= 128 | Empty String | N/A
char
Non-startdard state variables X TBD TBD TBD TBD
implemépted by an UPnP device
venaor-go Frore

"R = Required, O = Optional, X = Non-standard.

?Values listed in this column are required. To specify standard optional values or to delegate assignment of
values to the vendor, you must reference a specific instance from the appropriate table below.

2.2.1. NumberOfAuthServerEntries

This variable indicates the number of Authentication Server entries (number of elements in the array) configured
for this access point. The access point will attempt authentication with the authentication servers listed in the
array in order. This variable is read/write and is evented.
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2.2.2. AuthServerlPAddress
This variable is an IPv4 or IPv6 address of the Authentication Server, such as a RADIUS Server, for 802.1x-

based Authentication.

2.2.3. AuthServerPortNumber

29341-8-13 © ISO/IEC:2008(E)

This variable is the port number (such as 1645 or 1812 for RADIUS) of the Authentication Server, such as a
RADIUS Server, for EAP-based Authentication. This variable is read/write.

2.2.4. AuthServerSharedSecret

Thig variable is a string that represents the password in plain text for the access point to authenticate into.the
Authentication Server, such as a Radius Server, for EAP-based Authentication. This variable is read/write.

NumberOfAuthServerEntries

Yes

Moderated
Event

Max Event
Rate’

N/A

Logical
Combination
N/A

Min Delt:
per Even

N/A

Nonl-standard state variables

TBD

FBD

TBD

TBD

implemented by an UPnP
device vendor go here.

"Ddtermined by N, where Rate = (Event)/(N secs).
* (allowedValueRange Step).

2.3.1. Event Model

Only one state variable of the RadiusCliént service is evented:

NumberOfAuthServerEntries: Thisstate variable event helps keep the client’s authentication server list
syn¢hronized with the authentication server list maintained at the AP device.

Norje of the events are moderated.

2.4. Actions

Tablle 3 lists'the required and optional actions for the UPnP AP device. This is followed by detailed informatipn
abofit thésejactions, including short descriptions of the actions, the effects of the actions on state variables, an
errorcodes defined by the actions.

™

Securing UPnP actions in this service is optional but strongly recommended, using UPnP security protocols as
defined by UPnP Security working group. If the AP implements security for UPnP actions, Table 3 indicates the
actions that MUST be secure. The others may be implemented as secure or open. Secure actions MUST be
protected for both confidentiality and integrity.

Access permissions will be inherited from the containing device (e.g., WLANAccessPointDevice).

Table 3: Actions

Name Secure or Req. or

Opt.

Open*
GetGenericAuthServerEntry S R

GetSpecificAuthServerEntry S R
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Name Secure or Req. or
Open* Opt.
AddAuthServerEntry S R
DeleteAuthServerEntry S R
FactoryDefaultReset S R
ResetAuthentication S R

"R = Required, O = Optional, X = Non-standard.

* This column is relevant if DeviceSecurity service is present in the container device

2.4.1. GetGenericAuthServerEntry

Thi§ action retrieves Authentication Server Entries one entry at a time. Control points can call,this action with
incrgmenting array index until no more entries are found on the gateway. If NumberOfAuthServerEntries is
updpted during a call, the process may have to start over. Entries in the array are contiguous. As entries are
delgted, the array is compacted, and the evented variable NumberOfAuthServerEntties is decremented.
Authentication Server Entries are logically stored as an array on the AP and retrieéved using an array index
ranging from 0 to NumberOfAuthServerEntries — 1.

2.41.1. Arguments

Table 4: Arguments for GetGenericAuthServerEntry

Direction relatedStateVariable
NewAuthServerIndex IN NumberOfAuthServerEntries
NewAuthServerIPAddress OuUT AuthServerPAddress
NewAuthServerPortNumber ouT AuthServerPortNumber
NewAuthServerSharedSecret OuUT AuthServerSharedSecret

2.4]1.2. Dependency on State (if any)

2.4J1.3. Effecton State (if any)

2.4|1.4., Errors

errorCode

errorbescription

Description

402

Invalid Args

See UPnP Device Architecture section on Control

713

InvalidIndex

The specified array index is out of bounds

2.4.2. GetSpecificAuthServerEntry

This action retrieves the Authentication Server Entry for a specified {address, port} combination.

2.4.2.1. Arguments

Table 5: Arguments for GetSpecificAuthServerEntry

an
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Argument Direction relatedStateVariable
NewAuthServerIPAddress IN AuthServerIPAddress
NewAuthServerPortNumber IN AuthServerPortNumber
NewAuthServerSharedSecret OouT AuthServerSharedSecret

2.4[2. 2" Dependency on State (if any)
2.4)2.3. Effect on State (if any)

2.412.4. Errors

rorCode | errorDescription

40 Invalid Args

N4

Description

See UPnP Device Architecture section on Control

714 NoSuchEntryInArray

The specified values of AuthServerIPAddress and
AuthServerPortNumber combinationdo€s not exist in the array

2.4.3. AddAuthServerEntry

Thig action creates a new authentication server entry in the Authentication server list.

2.413.1. Arguments

Taljle 6: Arguments for AddAuthServerEntry

Direction

relatedStateVariable

NewAuthServerIP IN AuthServerIPAddress
NewAuthServerPortNumber IN AuthServerPortNumber
NewAuthServerSharedSecret IN AuthServerSharedSecret
2.4)3.2. Dependency on State (if any)
2.413.3¢ Effect on State (if any)
2.4.3.4. Errors

errorCode  errorDescription Description

402 Invalid Args See UPnP Device Architecture section on Control
701 AlreadyHaveAuthentica | The specified server entry is already present in the
tionServerEntry authentication server entry this happen when ip,port are same,
but different shared secret
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2.4.4. DeleteAuthServerEntry

This action deletes the existing authentication server entry from the authentication server list. The authentication
server entry is identified using authentication server IP address and port number.

2.4.

4.1. Arguments

Table 7: Arguments for DeleteAuthServerEntry

Argument Direction relatedStateVariable
NewAuthServertPAddress N AuthServeriPAddress
NewAuthServerPortNumber IN AuthServerPortNumber
2.444.2. Dependency on State (if any)
2.44.3. Effect on State (if any)
2.44.4. Errors
rorCode | errorDescription Description
40p Invalid Args See UPnP Device Architecture section on Control
714 NoSuchEntryInArray The specified values-ef. AuthServer[PAddress and
AuthServerPortNumber combination does not exist in the array

2.4.5. FactoryDefaultReset

Thi
rem|
radi

Thi
De
not

2.4
Norj

2.4

action resets all the state variables of the RadiusClient service to their factory default settings. It will
bve all the radius server entries. This action also resets all the wireless sessions that were authenticated us
IS server.

action must be invoked internally if the control point calls FactoryDefaultReset action of the
iceSecurity (or WLANConfiguration service if this service resides in the AP device), whereas vice versa i
rue i.e., resetting this sérvice will not invoke the DeviceSecurity reset (or WLANConfiguration reset).

15.1. Arguments

c

5.2 Dependency on State (if any)

2.4.

2.4.

5.3. Effect on State (if any)

5.4. Errors

errorCode @ errorDescription | Description

402 Invalid Args See UPnP Device Architecture section on Control

2.4.6. ResetAuthentication

This action resets all wireless stations that were authenticated via the RADIUS server.

ng
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This action must be invoked internally if the control point calls ResetAuthentication action of the
WLANConfiguration service if RadiusClient service resides in the AP device, whereas vice versa is not true.

2.4.6.1. Arguments
None

2.4.6.2. Dependency on State (if any)

2.4J6. 3 Effect on State (if any)

2.4)6.4. Errors

errorCode @ errorDescription | Description

40p Invalid Args See UPnP Device Architecture section on Control

2.4.7. Non-Standard Actions Implemented by a UPnP Device Vendor

To facilitate certification, non-standard actions implemented by UPnP device\vendors should be included in this
servfice template. The UPnP Device Architecture lists naming requirements-for non-standard actions (see the
sectjon on Description).

2.4.8. Common Error Codes

Thel following table lists error codes common to actions fot'this service type. If an action results in multiple
errofrs, the most specific error should be returned.

Tallle 8: Common Error Codes

ErrorCode | errorDescription Description

40 Invalid Action Se¢ UPnP Device Architecture section on Control

40p Invalid Args See UPnP Device Architecture section on Control

404 Invalid Var See UPnP Device Architecture section on Control

501 Action Failed See UPnP Device Architecture section on Control

60P-699 TBD Common action errors. Defined by UPnP Forum Technical
Committee

70[1-799 Common action errors defined by the UPnP Forum working
committees

80p-899 TBD (Specified by UPnP device vendor)

2.5. Theory of Operation

2.5.1. Operation of the RADIUS Client

An AP enabled with UPnP technology may maintain the list of remote authentication (RADIUS) servers for EAP
authentication. This list can be updated by the control points. The AP device may also have the capability to run
the authentication server locally. The AP device will pick an authentication server from the authentication server
list in the order they have been added to the list.
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3. XML Service Description

<?xml version="1.0"?>
<scpd xmlns="urn:schemas-upnp-org:service-1-0">
<specVersions>
<major>l</majors>
<minor>0</minor>
</specVersion>
<actionList>
<action>
<name>GetGenericAuthServerEntry</namex>
<argumentList>
argument

<name>NewAuthServerIndex</names
<direction>in</directions>
FelatedStateVariable>NumberOfAuthServerEntries</relatedStateVariables>
</argument >
<argument>
<name>NewAuthServerIPAddress</name>
<directionsout</direction>
relatedStateVariable>AuthServerIPAddress</relatedStatevVariable>
</argument >
<argument>
<name>NewAuthServerPortNumber</name>
<directionsout</direction>
FelatedStateVariable>AuthServerPortNumber</relatedStateVariables>
</argument >
<argument>
<name>NewAuthServerSharedSecret</name>
<directionsout</direction>
FelatedStateVariable>AuthServerSharedSecret</relatedStateVariables>
</argument >
</argumentList>
</action>
<action>
<name>GetSpecificAuthServerEntry</name%
<argumentList>
<argument>
<name>NewAuthServerIPAddress</name>
<direction>in</directionx
relatedStateVariable>AuthServerIPAddresgs/relatedStatevVariable>
</argument >
<argument>
<name>NewAuthServerPortNumber</name>
<direction>in</direction>
FelatedStateVariables>AuthServecPortNumber</relatedStateVariable>
</argument >
<argument>
<name>NéwAuthServerSharedSecret</name>
<direct@ons>out</direction>
FelatedStateVariablesAuthServerSharedSecret</relatedStateVariables>
</argument >
</argumentList>
</action>
<action>
<ndmes>AddAuthServerEntry</name>
JatrgumentList>
<argument >
<name>NewAuthServerIPAddress</names>
<direction>in</directions>
relatedStateVariable>AuthServerIPAddress</relatedStateVariables>
</argument >

AN

A

AN

A

A

A

N

N

<argument>
<name>NewAuthServerPortNumber</name>
<directions>in</directions>
<relatedStateVariable>AuthServerPortNumber</relatedStateVariable>
</argument >
<argument >
<name>NewAuthServerSharedSecret</name>
<direction>in</direction>
<relatedStateVariablesAuthServerSharedSecret</relatedStateVariables>
</argument>
</argumentList>
</action>
<action>
<name>DeleteAuthServerEntry</name>
<argumentList>
<argument>
<name>NewAuthServerIPAddress</name>
<direction>in</direction>
<relatedStateVariable>AuthServerIPAddress</relatedStateVariable>
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</argument >
<argument >
<name>NewAuthServerPortNumber</name>
<directionsin</directions>
<relatedStateVariable>AuthServerPortNumber</relatedStateVariable>
</argument >
</argumentList>
</action>
<actions>
<name>FactoryDefaultReset</name>
</action>
<action>
<name>ResetAuthentication</name>
</action>
actionl.iat
<serviceStateTable>
<stateVariable sendEvents="yes">
<name>NumberOfAuthServerEntries</names>
<dataType>ui2</dataType>
</stateVariables>
<stateVariable sendEvents="no">
<name>AuthServerIPAddress</name>
<dataType>string</dataType>
</stateVariables>
<stateVariable sendEvents="no">
<name>AuthServerPortNumber</names>
<dataType>ui2</dataType>
</stateVariable>
<stateVariable sendEvents="no">
<names>AuthServerSharedSecret</name>
<dataType>string</dataType>
</stateVariable>
</serviceStateTable>
</s¢pd>
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