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INFORMATION TECHNOLOGY -
UPNP DEVICE ARCHITECTURE -

Part 4-11: Audio Video Device Control Protocol -
Level 2 — Connection Manager Service

FOREWORD

10)

Intq
con

ISO (International Organization for Standardization) and IEC (International Electrotechnical Commission) forn
specialized system for worldwide standardization. National bodies that are members of ISO or IEC participa
the development of International Standards. Their preparation is entrusted to technical committees; anyyISO
IEC member body interested in the subject dealt with may participate in this preparatory work.. Internati
governmental and non-governmental organizations liaising with ISO and IEC also participate in this\preparatid

In the field of information technology, ISO and IEC have established a joint technical committee, ISO/IEC JT]
Draft International Standards adopted by the joint technical committee are circulated to natighal bodies for vo
Publication as an International Standard requires approval by at least 75 % of the natiopalbodies casting a v

The formal decisions or agreements of IEC and ISO on technical matters expréss,“as nearly as possiblg,

international consensus of opinion on the relevant subjects since each technical committee has represents
from all interested IEC and ISO member bodies.

IEC, ISO and ISO/IEC publications have the form of recommendations( for'international use and are acce
by IEC and ISO member bodies in that sense. While all reasonable efforts are made to ensure that
technical content of IEC, ISO and ISO/IEC publications is accurate, [EC or ISO cannot be held responsiblg
the way in which they are used or for any misinterpretation by any“end user.

In order to promote international uniformity, IEC and ISO{ member bodies undertake to apply IEC, ISO
ISO/IEC publications transparently to the maximum extefit’ possible in their national and regional publicati
Any divergence between any ISO/IEC publication and the corresponding national or regional publicd
should be clearly indicated in the latter.

ISO and IEC provide no marking procedure to‘ifidicate their approval and cannot be rendered responsibld
any equipment declared to be in conformity withvan ISO/IEC publication.

All users should ensure that they have thedatest edition of this publication.

No liability shall attach to IEC or IS@ or its directors, employees, servants or agents including individual ex
and members of their technical eommittees and IEC or ISO member bodies for any personal injury, proj
damage or other damage of any‘nature whatsoever, whether direct or indirect, or for costs (including legal f]
and expenses arising out of the'publication of, use of, or reliance upon, this ISO/IEC publication or any other
ISO or ISO/IEC publications.

Attention is drawn to~theé normative references cited in this publication. Use of the referenced publicatio
indispensable for the-eorrect application of this publication.

Attention is drawn to the possibility that some of the elements of this International Standard may be the subje]
patent rights 4SO and IEC shall not be held responsible for identifying any or all such patent rights.

rnational Standard ISO/IEC 29341-4-11 was prepared by UPnP Forum Stee
hmittee!, was adopted, under the fast track procedure, by subcommittee
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Information technology.

1:

This International Standard replaces ISO/IEC 29341-4-11, first edition, published in 2008, and
constitutes a technical revision.

The list of all currently available parts of the ISO/IEC 29341 series, under the general title
Information technology — UPnP device architecture, can be found on the IEC web site.

This International Standard has been approved by vote of the member bodies, and the voting
results may be obtained from the address given on the second title page.

1 UPnP Forum Steering committee, UPnP Forum, 3855 SW 153" Drive, Beaverton, Oregon 97006 USA. See also
“Introduction”.
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Overview and Scope

Introduction

This service definition is compliant with the UPnP Device Architecture version 1.0.

This service-type enables modeling of streaming capabilities of A/V devices, and binding of
those capabilities between devices. Each device that is able to send or receive a stream
according to the UPnP AV Architecture will have 1 instance of the ConnectionManager

ser
a)
b)
c)

The
stre
stre

The
tec
to

1.2

fCe TS Service provides a mecharnsnT for cormtrotpoitsto:

Perform capability matching between source/server devices and sink/renderer devices,
Find information about currently ongoing transfers in the network,

Setup and teardown connections between devices (when required by, the stream
protocol).

ConnectionManager service is generic enough to properly abstract different kinds
aming mechanisms, such as HTTP-based streaming, RTSP/RTP-based and 1394-ba
aming.

ConnectionManager enables control points to abstract from physical media interconr
hnology when making connections. The term ‘stream’ used in this service template ref
oth analog and digital data transfer.

Notation

In this document, features are described as$ Required, Recommended, or Optional
follows:

The keywords “MUST,” “MUST NOT,"*“REQUIRED,” “SHALL,” “SHALL NOT,” “SHOUL
“SHOULD NOT,” “RECOMMENDED;* “MAY,” and “OPTIONAL” in this specification ar¢
be interpreted as described in [REC)2119].

In addition, the following keywords are used in this specification:

PROHIBITED — The definjtion or behavior is prohibited by this specification. Opposité
REQUIRED.

CONDITIONALLY REQUIRED — The definition or behavior depends on a condition. If

ng

of
sed

ect
ers

as

D,

e to

e of

the

specified condition-is met, then the definition or behavior is REQUIRED, otherwise it is

PROHIBITED.
CONDITIONALLY OPTIONAL — The definition or behavior depends on a condition. If

the

specified«condition is met, then the definition or behavior is OPTIONAL, otherwise it is

PROHIBITED.

These\keywords are thus capitalized when used to unambiguously specify requiremg
over protocol and application features and behavior that affect the interoperability

nts
and

in

securitvy of imnlamaontations \Whan those waords are not canitalized thev ara mean
Y et - t & —GapH —HReY—a &

p
their natural-language sense.

Strings that are to be taken literally are enclosed in “double quotes”.
Words that are emphasized are printed in italic.

Keywords that are defined by the UPnP AV Working Committee are printed using
forum character style.

the

Keywords that are defined by the UPnP Device Architecture specification are printed

using the arch character style [DEVICE].

A double colon delimiter, “::”, signifies a hierarchical parent-child (parent::child)
relationship between the two objects separated by the double colon. This delimiter is used
in multiple contexts, for example: Service::Action(), Action()::Argument,

parentProperty::childProperty.
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1.2.1 Data Types

This specification uses data type definitions from two different sources. The UPnP Device
Architecture defined data types are used to define state variable and action argument data
types [DEVICE]. The XML Schema namespace is used to define property data types [XML
SCHEMA-2].

For UPnP Device Architecture defined boolean data types, it is strongly RECOMMENDED to
use the value “0” for false, and the value “1” for true. However, when used as input
arguments, the values “false”, “no”, “true”, “yes” may also be encountered and MUST be

and

Fonn XML Schema defined Boolean data types, it is strongly RECOMMENDED to use the vdlue
“0”"|for false, and the value “1” for true. However, when used as input properties, the vallies
“fale”, “true” may also be encountered and MUST be accepted. Nevertheless, it is strongly
RECOMMENDED that all properties be represented as “0” and “1".

1.2|2 Strings Embedded in Other Strings

Some string variables and arguments described in this document contain substrings that
MUST be independently identifiable and extractable for otherprocessing. This requires [the
defjnition of appropriate substring delimiters and an eseaping mechanism so that these
dellmiters can also appear as ordinary characters in¢the& string and/or its independent
suljstrings. This document uses embedded strings in twa@ contexts — Comma Separated Vglue
(C3YV) lists (see Clause 1.3.1, “Comma Separated Valte (CSV) Lists”) and property values in
sedrch criteria strings. Escaping conventions use the/backslash character, “\" (character cpde
U+P05C), as follows:

a) |Backslash (“\") is represented as “\\" in beth contexts.

b) [Comma (%) is

1) represented as “\,” in individual’substring entries in CSV lists
2) not escaped in search strings

c) |Double quote (*"") is
1) not escaped in CSY-lists

2) not escaped inysearch strings when it appears as the start or end delimiter df a
property value

3) represented as “\"” in search strings when it appears as a character that is part of the
property.value

1.2{3 Extended Backus-Naur Form

Extended Backus-Naur Form is used in this document for a formal syntax descriptior] of
certain‘constructs. The usage here is according to the reference [EBNF].

1.2.3.1 Typographic conventions for EBNF

Non-terminal symbols are unquoted sequences of characters from the set of English upper
and lower case letters, the digits “0” through “9”, and the hyphen (“-"). Character sequences
between "single quotes” are terminal strings and MUST appear literally in valid strings.
Character sequences between (*comment delimiters*) are English language definitions
or supplementary explanations of their associated symbols. White space in the EBNF is used
to separate elements of the EBNF, not to represent white space in valid strings. White space
usage in valid strings is described explicitly in the EBNF. Finally, the EBNF uses the following
operators:


https://iecnorm.com/api/?name=7c99183878abc7d27919958ffb3a2f6b

29341-4-11 © ISO/IEC:2011(E) —5—

Table 1-1 — EBNF Operators

Operator Semantics

definition — the non-terminal symbol on the left is defined by one or more alternative
sequences of terminals and/or non-terminals to its right.

alternative separator — separates sequences on the right that are independently allowed
definitions for the non-terminal on the left.

null repetition — means the expression to its left MAY occur zero or more times.

non-null repetition — means the expression to its left MUST occur at least once and MAY
occur more times.

optional — the expression between the brackets is optional.

grouping — groups the expressions between the parentheses.

character range — represents all characters between the left and right character operands
inclusively.

1.3

Thi
syn
sol
var
def

typ

1.3

The
list
[DE
her|
(va
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ser
of 4
the
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nuri
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Derived Data Types

5 clause defines a derived data type that is represented as a string-data type with spe
tax. This specification uses string data type definitions that originate from two diffef
rces. The UPnP Device Architecture defined string data type’is used to define s
able and action argument string data types. The XML Sgch&ma namespace is used
ne property xsd:string data types. The following definition applies to both string d
E'S,

1 Comma Separated Value (CSV) Lists

UPNnP AV services use state variables, action arguments and properties that repres
5 — or one-dimensional arrays — of values.)The UPnP Device Architecture, Version
VICE], does not provide for either an array type or a list type, so a list type is defi
e. Lists MAY either be homogeneous?(all values are the same type) or heterogene
ues of different types are allowed)s\Lists MAY also consist of repeated occurrenceq
nogeneous or heterogeneous subsequences, all of which have the same syntax

nantics (same number of values,"same value types and in the same order). The data t
i homogeneous list is string ‘ar'xsd:string and denoted by CSV (x), where x is the typ4
individual values. The data‘type of a heterogeneous list is also string or xsd:string

oted by CSV (x, y, z); where x, y and z are the types of the individual values. If
nber of values in the.heterogeneous list is too large to show each type individually, {
able type is represented as CSV (heterogeneous), and the variable description inclu
itional information)as to the expected sequence of values appearing in the list and t
Fesponding types. The data type of a repeated subsequence list is string or xsd:string

oted by CSM({x, vy, z}), where x, y and z are the types of the individual values in
sequencé@and the subsequence MAY be repeated zero or more times.

A listNis represented as a string type (for state variables and action arguments
xsd:string type (for properties).
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Commas separate values within a list.

Integer values are represented in CSVs with the same syntax as the integer data type
specified in [DEVICE] (that is: optional leading sign, optional leading zeroes, numeric US-

ASCII)

Boolean values are represented in state variable and action argument CSVs as either

“Q

for false or “1” for true. These values are a subset of the defined boolean data type

Boolean values are represented in property CSVs as either “0” for false or “1” for true.
These values are a subset of the defined Boolean data type values specified in [XML

SCHEMA-2]: 0, false, 1, true.

Escaping conventions for the comma and backslash characters are defined in Clause

1.2.2, “Strings Embedded in Other Strings”.
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e White space before, after, or interior to any numeric data type is not allowed.

e White space before, after, or interior to any other data type is part of the value.

Table 1-2 — CSV Examples

Type refinement of Value Comments
string
CSV (string) or “+artist,-date” List of 2 property sort
CSV (xsd:string) criteria.
CSV (int) or “1,-5,006,0,+7" List of 5 integers.
CSV\ (xsd:integer)
CS\ (boolean) or “0,1,1,0” List of 4 booleans
CS\ (xsd:Boolean)
CSV\ (string) or “Smith\, Fred,Jones\, Davey” List of 2 names,
CSV (xsd:string) “Smith, Fred” and
“Jones, Davey”
CSV (i4,string,ui2) or | “-29837, string with leading blanks,0” Note that the second value
CSV\ (xsd:int, is“ string with leading
xsdjstring, blanks™
xsdjunsignedShort)
CSV (i4) or “3, 4” Hlegal CSV. White space
CSV\ (xsd:int) is not allowed as part of
an integer value.
CSV (string) or List of 3 empty string
CSV\ (xsd:string) values
CS\ (heterogeneous) “Alice,Marketing,5,Sue,R&D,21,Dave,Finance,7” List of unspecified number

of people and associated
attributes. Each person is
described by 3 elements:
a name string, a
department string and
years-of-service ui2 or a
name xsd:string, a
department xsd:string and
years-of-service
xsd:unsignedShort.

1.4] Management of XML.Na@mespaces in Standardized DCPs

UPhP specifications make-extensive use of XML namespaces. This allows separate DCPs,
and even separate camponents of an individual DCP, to be designed independently and gtill
avdid name collisions'when they share XML documents. Every name in an XML docunjent
belpngs to exactly one namespace. In documents, XML names appear in one of two forms:
quglified or unqualified. An unqualified name (or no-colon-name) contains no colon (“")
chdracters. An-unqualified name belongs to the document’'s default namespace. A qualified
name is two/no-colon-names separated by one colon character. The no-colon-name before
the| coleniis the qualified name’s namespace prefix, the no-colon-name after the colon is|the
quglified“name’s “local” name (meaning local to the namespace identified by the namesppce
prefix)” Similarly, the unqualified name is a local name in the default namespace

The formal name of a namespace is a URI. The namespace prefix used in an XML document
is not the name of the namespace. The namespace name is, or should be, globally unique. It
has a single definition that is accessible to anyone who uses the namespace. It has the same
meaning anywhere that it is used, both inside and outside XML documents. The namespace
prefix, however, in formal XML usage, is defined only in an XML document. It must be locally
unique to the document. Any valid XML no-colon-name may be used. And, in formal XML
usage, no two XML documents are ever required to use the same namespace prefix to refer
to the same namespace. The creation and use of the namespace prefix was standardized by
the W3C XML Committee in [XML-NMSP] strictly as a convenient local shorthand
replacement for the full URI name of a namespace in individual documents.
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All AV object properties are represented in XML by element and attribute names, therefore,

all property names belong to an XML namespace.

For the same reason that namespace prefixes are convenient in XML documents, it is
convenient in specification text to refer to namespaces using a namespace prefix. Therefore,
this specification declares a “standard” prefix for all XML namespaces used herein. In
addition, this specification expands the scope where these prefixes have meaning, beyond a

single XML document, to all of its text, XML examples, and certain string-valued propert

ies.

This expansion of scope does not supercede XML rules for usage in documents, it only

sp
Sed

MUIST use the predefined namespace prefixes when referring to CDS properties (“upnp:

“dct}”, etc).

Alllof the namespaces used in this specification are listed in the Tables “Namesp
Definitions” and “Schema-related Information”. For each such namespace, Table
“Ngmespace Definitions” gives a brief description of it, its name (a RI) and its defi

augments and complements them in important contexts that are out-of-scope for the XML

the

ace

1-3,

hed

“standard” prefix name. Some namespaces included in these tables aré not directly used or

referenced in this document. They are included for completeness t0 accommodate th

pse

sityations where this specification is used in conjunction with ether UPnP specificationg to
corjstruct a complete system of devices and services. For _example, since the Scheddled

Re¢ording Service depends on and refers to the Content Birectory Service, the predefi
“sr$:” namespace prefix is included. The individual specifications in such collections all

hed
se

the[same standard prefix. The standard prefixes are alsgyused in Table 1-4, “Schema-reldted
Information”, to cross-reference additional namespace information. This second tdble

includes each namespace’s valid XML document oot element(s) (if any), its schema
name, versioning information (to be discussed in.more detail below), and a link to the entr
Clduse 1.6, “References” for its associated schema.

file
y in

The normative definitions for these namespaces are the documents referenced in Table 1-3.
The¢ schemas are designed to support these definitions for both human understanding and as

test tools. However, limitations of theé/XML Schema language itself make it difficult for
UPnhP-defined schemas to accurately represent all details of the namespace definitions. A
resplt, the schemas will validatevmany XML documents that are not valid according to
spqcifications.

The Working Committee. expects to continue refining these schemas after specifica
relgase to reduce thenumber of documents that are validated by the schemas while viola
the| specifications;~but the schemas will still be informative, supporting documents. Sd
schemas might become normative in future versions of the specifications.

the
s a
the

on
ing
me
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Table 1-3 — Namespace Definitions

Normative
Definition
Document
Reference

Standard
Name-
space
Prefix

Namespace

Namespace Name Description

AV Working Committee defined namespaces

av urn:schemas-upnp-org:av:av Common data types
for use in AV

schemas

[AV-XSD]

Common-structures

for use in AV
schemas

avs urn.schemas TTaTal sV al Ja EP-1VAP-IVIS [A\/Q-YQF\]

Datastructure
Template

avd urn:schemas-upnp-org:av:avdt [AVDT]

Evented
LastChange state
variable for
AVTransport

avt-pvent |urn:schemas-upnp-org:metadata-1-0/AVT/ [AVT]

Evented
LastChange state
variable for
ContentDiréctory

cds{event |urn:schemas-upnp-org:av:cds-event [CDS]

Structuteand
metadatd for
ContentDirectory

didl{lite urn:schemas-upnp-org:metadata-1-0/DIDL-Lite/ [CDS]

Evented
LastChange state
variable for
RenderingControl

rcs-pvent | urn:schemas-upnp-org:metadata-1-0/RCS/ [RCS]

Metadata and
structure for
ScheduledRecordin

g

srs urn:schemas-upnp-org:av:srs [SRS]

Evented
LastChange state
variable for
ScheduledRecordin

g

srs-pvent |urn:schemas-upnp-org:av:srs-event [SRS]

Metadata for
ContentDirectory

upnp urn:schemas-upnp-org:metadata-1-0/upnp/ [CDS]

N
,-O Externally defined namespaces

P\

dc http://purl.org/dc/elements/1.1/ Dublin Core [DC-TERMS]

xsd http/fwww.w3.0rg/2001/XMLSchema XML Schema [XML SCHEMA-1]

Language 1.0

[XML SCHEMA-2]

XSi

http://www.w3.0rg/2001/XMLSchema-instance

XML Schema
Instance Document
schema

Clauses 2.6 &
3.2.7 of
[XML SCHEMA-1]

xml

http://www.w3.0rg/XML/1998/namespace

The “xml:”
Namespace

[XML-NS]
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Table 1-4 — Schema-related Information

Standar
d Name- Relative URI and
space File Name &
Prefix e Form 1, Form 2, Form3 Valid Root Element(s) Schema Reference
AV Working Committee Defined Namespaces
av av-vn-yyyymmdd.xsd n/a [AV-XSD]
av-vn.xsd
av.xsd
avs avs-vn-yyyymmdd.xsd <Capabilities> [AVS-XSD]
avs-vn.xsd <Features>
avs.xsd <stateVariableValuePairs>
avdt avdt-vn-yyyymmdd.xsd <AVDT> [AVDT]
avdt-vn.xsd
avdt.xsd
avt-event | avt-event-vn-yyyymmdd.xsd <Event> [AVT-EVENT-XSD]

avt-event-vn.xsd

avt-event.xsd

cds- cds-event-vn-yyyymmdd.xsd <StateEvent> [CDS-EVENT-XSD]

event
cds-event-vn.xsd

cds-event.xsd

didl{lite |didI-lite-vn-yyyymmdd.xsd <DIDL-Lite> [DIDL-LITE-XSD]
didl-lite-vn.xsd
didl-lite.xsd

rcs-gvent | rcs-event-vn-yyyymmdd.xsd <Event> [RCS-EVENT-XSD]

rcs-event-vn.xsd

rcs-event.xsd

Srs srs-vn-yyyymmdd.xsd <srs> [SRS-XSD]
srs-vn.xsd
srs.xsd

srs-gvent | srs-event-vn-yyyymmdd.xsd <StateEvent> [SRS-EVENT-XSD]

srs-event-vin.xsd

srs-eventixsd

upnp upnpsvn-yyyymmdd.xsd n/a [UPNP-XSD]
upnp-vn.xsd

upnp.xsd

Externally Defined Namespaces

dc Absolute URL: [DC-XSD]
http://dublincore.org/schemas/xmls/simpledc20021212.xsd

xsd n/a <schema> [XMLSCHEMA-XSD]

Xsi n/a n/a

xml n/a [XML-XSD]

a Absolute URIs are generated by prefixing the relative URIs with "http://www.upnp.org/schemas/av/".

1.4.1 Namespace Prefix Requirements

There are many occurrences in this specification of string data types that contain XML names
(property names). These XML names in strings will not be processed under namespace-
aware conditions. Therefore, all occurrences in instance documents of XML names in strings
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MUST use the standard namespace prefixes as declared in Table 1-3. In order to properly
process the XML documents described herein, control points and devices MUST use
namespace-aware XML processors [XML-NMSP] for both reading and writing. As allowed by
[XML-NMSP], the namespace prefixes used in an instance document are at the sole
discretion of the document creator. Therefore, the declared prefix for a namespace in a
document MAY be different from the standard prefix. All devices MUST be able to correctly
process any valid XML instance document, even when it uses a non-standard prefix for
ordinary XML names. However, it is strongly RECOMMENDED that all devices use these
standard prefixes for all instance documents to avoid confusion on the part of both human
and machine readers. These standard prefixes are used in all descriptive text and all XML
examples in this and related UPnP specifications. Also, each individual specification may
asqume a default namespace for its descriptive text. In that case, names from\ that
namespace may appear with no prefix.

The assumed default namespace, if any, for each UPnP AV specification is given'in Table 1-
5, {Default Namespaces for the AV Specifications”.

Nofe: all UPnP AV schemas declare attributes to be “unqualified”, so namespace prefixes [are
neyer used with AV Working Committee defined attribute names.

Table 1-5 — Default Namespaces for the AV Spécifications

AV Specification Name Default-Namespace Prefix

AVTransport avt-event

ConnectionManager n/a

ConfentDirectory didl-lite

MediaRenderer n/a

MediaServer n/a

RenderingControl rcs-event

ScheduledRecording Srs

1.4|2 Namespace Names, Namespace Versioning and Schema Versioning

The UPnP AV service specifications define several data structures (such as state variables
and action arguments) whosg format is an XML instance document that must comply with pne
or more specific XML namespaces. Each namespace is uniquely identified by an assighed
narmmespace name. The-namespaces that are defined by the AV Working Committee MUST| be
named by a URN.~-See Table 1-3, “Namespace Definitions” for a current list of namesphce
names. Additignally, each namespace corresponds to an XML schema document that
provides a machine-readable representation of the associated namespace to engdble
autpmated yalidation of the XML (state variable or action parameter) instance documents.

Withipr ‘an XML schema and XML instance document, the name of each corresponding
namespace appears as the value of an xmIns attribute within the root element. Each xmfns
attribute also includes a namespace prefix that is associated with that namespace in order to
disambiguate (a.k.a. qualify) element and attribute names that are defined within different
namespaces. The schemas that correspond to the listed namespaces are identified by URI
values that are listed in the schemaLocation attribute also within the root element. (See
Clause 1.4.3 “Namespace Usage Examples”)

In order to enable both forward and backward compatibility, namespace names are
permanently assigned and MUST NOT change even when a new version of a specification
changes the definition of a namespace. However, all changes to a namespace definition
MUST be backward-compatible. In other words, the updated definition of a namespace
MUST NOT invalidate any XML documents that comply with an earlier definition of that same
namespace. This means, for example, that a namespace MUST NOT be changed so that a
new element or attribute is required. Although namespace names MUST NOT change,
namespaces still have version numbers that reflect a specific set of definitional changes.
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Each time the definition of a namespace is changed, the namespace’s version number is
incremented by one.

Each time a new namespace version is created, a new XML schema document (.xsd) is
created and published so that the new namespace definition is represented in a machine-
readable form. Since a XML schema document is just a representation of a namespace
definition, translation errors can occur. Therefore, it is sometime necessary to re-release a
published schema in order to correct typos or other namespace representation errors. In
order to easily identify the potential multiplicity of schema releases for the same namespace,
the URI of each released schema MUST conform to the following format (called Form 1):

Form 1: "http://www.upnp.org/schemas/av/" schema-root-name "-v" ver "-" yyyymmldg
where

e |schema-root-name is the name of the root element of the namespace that ‘this schgma
represents.

e [ver corresponds to the version number of the namespace that isyrépresented by [the
schema.

e |yyyymmdd is the year, month and day (in the Gregorian calerndar) that this schema Was
released.

Table 1-4, “Schema-related Information” identifies theCURI formats for each of [the
narpespaces that are currently defined by the UPnP AV Working Committee.

As [an example, the original schema URI for the “rCs:event” namespace (that was releaged
with the original publication of the UPnP AV setviCe specifications in the year 2002) Was
“htfp://www.upnp.org/schemas/av/rcs-event-v1-20020625.xsd”. When the UPnP AV seryice
spqcifications were subsequently updated in the year 2006, the URI for the updated vergion
of | the “rcs-event” namespace was\¥ “http://www.upnp.org/schemas/av/rcs-eventiv2-
20060531.xsd”. However, in 2006, the“schema URI for the newly created “srs-event”
namespace was “http://www.upnp.org/schemas/av/srs-event-v1-20060531.xsd”. Note |the
vergion field for the “srs-event” schema is “v1” since it was first version of that namesppce
whereas the version field for the ‘res-event” schema is “v2” since it was the second version of
thaf namespace.

In jddition to the dated ‘schema URIs that are associated with each namespace, efch

narmpmepace also has a set of undated schema URIs. These undated schema URIs have fwo

distinct formats withrslightly different meanings:

Form 2: “https//Www.upnp.org/schemas/av/” schema-root-name “-v” ver
wherewer is described above.

Form<3x"http://www.upnp.org/schemas/av/” schema-root-name

Form 2-of the undated schema URI is always linked to the most recent release of the schgma
thatTepresemts the Version of the namespace ndicated by Ver. For exampig, the undated URI
“...lav/lrcs-event-v2.xsd” is linked to the most recent schema release of version 2 of the “rcs-
event” namespace. Therefore, on May 31, 2006 (20060531), the undated schema URI was
linked to the schema that is otherwise known as “.../av/rcs-event-v2-20060531.xsd".
Furthermore, if the schema for version 2 of the “rcs-event” namespace was ever re-released,
for example to fix a typo in the 20060531 schema, then the same undated schema URI
(“.../av/rcs-event-v2.xsd"”) would automatically be updated to link to the updated version 2
schema for the “rcs-event” namespace.

Form 3 of the undated schema URI is always linked to the most recent release of the schema
that represents the highest version of the namespace that has been published. For example,
on June 25, 2002 (20020625), the undated schema URI “.../av/rcs-event.xsd” was linked to
the schema that is otherwise known as “.../av/rcs-event-v1-20020625.xsd”. However, on May
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31, 2006 (20060531), that same undated schema URI was linked to the schema that is

otherwise known as “.../av/rcs-event-v2-20060531.xsd".

When referencing a schema URI within an XML instance document or a referencing XML

schema document, the following usage rules apply:

¢ All instance documents, whether generated by a service or a control point, MUST use

Form 3.

e All UPnP AV published schemas that reference other UPnP AV schemas MUST also use

Form 3.

Within an XML instance document, the definition for the schemalLocation attributecon
from the XML Schema namespace “http://www.w3.0rg/2002/XMLSchema-instance’- A sin
ocdurrence of the attribute can declare the location of one or more schenvas.

nes
gle

The

schemalLocation attribute value consists of a whitespace separated list of values thal is

intdrpreted as a namespace name followed by its schema location URL. Thisxpair-seque
is repeated as necessary for the schemas that need to be located for this instance docums

In pddition to the schema URI naming and usage rules described)above, each relea
schema MUST contain a version attribute in the <schema> root element. Its value MU
corfespond to the format:

ver “-" yyyymmdd where ver and yyyymmdd are described above.

The version attribute provides self-identification of the(hamespace version and release d
of the schema itself. For example, within the original schema released for the “rcs-evg
nammespace (.../rcs-event-v2-20020625.xsd), the)'<schema> root element contains
follpwing attribute: version="2-20020625".

1.4{3 Namespace Usage Examples

The schemalLocation attribute for XML instance documents comes from the XML Sche
instance namespace “http:://www.w3,0rg/2002/XMLSchema-instance”. A single occurrencs
the| attribute can declare the location of one or more schemas. The schemalLocat
attfibute value consists of a whitéspace separated list of values: namespace name folloy
by fts schema location URL:'Phis pair-sequence is repeated as necessary for the scher
thal need to be located forthis instance document.

Example 1:

Sample DIDL-kite XML Instance Document. Note that the references to the UPnP
schemas do){not contain any version or release date information. In other words,
references.follow Form 3 from above. Consequently, this example is valid for all release
the]UPPAV service specifications.

<?xmhversion=""1.0" encoding="UTF-8"?>

nce
nt.

sed
ST

ate
bnt”
the

ma
e of
on
ved
nas

AV
the
5 of

<DIDL-Lite
xmIns:dc="http://purl.org/dc/elements/1.1/"
xmIns=""urn:schemas-upnp-org:metadata-1-0/DIDL-Lite/"
xmIns:upnp=""'urn:schemas-upnp-org:metadata-1-0/upnp/*
xmIns:xsi="http://www.w3.0rg/2001/XMLSchema-instance""
Xsi:schemalLocation=""
urn:schemas-upnp-org:metadata-1-0/DIDL-Lite/
http://www.upnp.org/schemas/av/didl-lite.xsd
urn:schemas-upnp-org:metadata-1-0/upnp/
http://www.upnp.org/schemas/av/upnp .xsd">
<item id="18" parentlD="13" restricted="0">
</item>
</DIDL-Lite>
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1.5 Vendor-defined Extensions

Whenever vendors create additional vendor-defined state variables, actions or properties,
their assigned names and XML representation MUST follow the naming conventions and XML
rules as specified below.

1.5.1 Vendor-defined Action Names

Vendor-defined action names MUST begin with “X_". Additionally, it SHOULD be followed by
an ICANN assigned domain name owned by the vendor followed by the underscore character
(“_ M1t MUST then be followed by the vendor-assigned action name. The vendor-assigned
actlon name MUST NOT contain a hyphen character (“-”, 2D Hex in UTF-8) nor arhpash
chdracter (“#”, 23 Hex in UTF-8). Vendor-assigned action names are case sensitive.The first
chdracter of the name MUST be a US-ASCII letter (“A"-“Z", “a"-“z"), US-ASCII digit) (“0"-“P™),
an |underscore (“_"), or a non-experimental Unicode letter or digit greater than® U+0Q7F.
Sugceeding characters MUST be a US-ASCII letter (“A”-“Z", “a”-“z"), US-ASCII digit (“0"-“P™),
an |underscore (“_"), a period (“."), a Unicode combiningchar, an extender, or a non-
exgerimental Unicode letter or digit greater than U+007F. The first threelNetters MUST NOT
be [XML" in any combination of case.

1.5|2 Vendor-defined State Variable Names

Vendor-defined state variable names MUST begin with “X(")'Additionally, it SHOULD| be
follpwed by an ICANN assigned domain name owned«ly the vendor, followed by [the
underscore character (“_"). It MUST then be followed byithe vendor-assigned state varigble
name. The vendor-assigned state variable name MUST NOT contain a hyphen character {*-",
2D|Hex in UTF-8). Vendor-assigned action names<ané case sensitive. The first charactef of
thel name MUST be a US-ASCII letter (*A”-"Z", “a’-“z"), US-ASCII digit (“0"-"9"), [an
underscore (“_"), or a non-experimental Unicode letter or digit greater than U+0Q7F.
Sug¢ceeding characters MUST be a US-ASClII letter (“A”-“Z", “a”-"z"), US-ASCII digit (“0"-“P"),
an |underscore (“_"), a period (“."), a Utiicode combiningchar, an extender, or a non-
exfgerimental Unicode letter or digit greater than U+007F. The first three letters MUST NOT
be [XML" in any combination of case.

1.5|3 Vendor-defined XML Efements and attributes

UPhP vendors MAY add non-standard elements and attributes to a UPnP standard XML
doqument, such as a deviee or service description. Each addition MUST be scoped by a
verndor-owned XML namespace. Arbitrary XML MUST be enclosed in an element that begins
with “X_,” and thisrelement MUST be a sub element of a standard complex type. Non-
stapdard attribute§ MAY be added to standard elements provided these attributes are scoped
by A vendor-owned XML namespace and begin with “X_".

1.5|4 Vendor-defined Property Names

UPhR_vendors MAY add non-standard properties to the ContentDirectory service. Epch
property addition MUST he Qr‘nppd hy a vendor-owned namespace The \/pndnr-aceig hed
property name MUST NOT contain a hyphen character (“-”, 2D Hex in UTF-8). Vendor-
assigned property names are case sensitive. The first character of the name MUST be a US-
ASCII letter (“A"-“Z", “a"-“z"), US-ASCII digit (“0"-“9"), an underscore (“_"), or a non-
experimental Unicode letter or digit greater than U+007F. Succeeding characters MUST be a
US-ASCII letter (“A”-“Z", “a”-“z"), US-ASCII digit (“0”-“9"), an underscore (“_"), a period (“.”), a
Unicode combiningchar, an extender, or a non-experimental Unicode letter or digit greater
than U+007F. The first three letters MUST NOT be “XML" in any combination of case.

1.6 References

This clause lists the normative references used in the UPnP AV specifications and includes
the tag inside square brackets that is used for each such reference:
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[AVARCH] - AVArchitecture:1, UPnP Forum, September 30, 2008. Available at:
http://www.upnp.org/specs/av/UPnP-av-AVArchitecture-v1-20080930.pdf. Latest  version
available at: http://www.upnp.org/specs/av/UPnP-av-AVArchitecture-v1.pdf.

[AVDT] — AV DataStructure Template:1, UPnP Forum, September 30, 2008. Available at:
http://www.upnp.org/specs/av/UPnP-av-AVDataStructure-v1-20080930.pdf.Latest version
available at: http://www.upnp.org/specs/av/UPnP-av-AVDataStructure-v1.pdf.

[AVDT-XSD] - XML Schema for UPnP AV Datastructure Template:1, UPnP Forum,
September 30, 2008.Available at: http://www.upnp.org/schemas/av/avdt-v1-20080930.xsd.
LatEStversion available at: nitp.//Www.upnp.org/schemas/av/avdi-vL.xsd.

[AV-XSD] — XML Schema for UPnP AV Common XML Data Types, UPnP Forum, September
30,/ 2008. Available at: http://www.upnp.org/schemas/av/av-v2-20080930.xsd. Latest vergion
avdilable at: http://www.upnp.org/schemas/av/av-v2.xsd.

[AVS-XSD] — XML Schema for UPnP AV Common XML Structures, UPnP Eorum, September
30,/2008. Available at: http://www.upnp.org/schemas/av/avs-v2-20080930.xsd. Latest vergion
avdilable at: http://www.upnp.org/schemas/av/avs-v2.xsd.

[AMT] - AVTransport:2, UPnP Forum, September \30; 2008. Available [at:
httg://www.upnp.org/specs/av/UPnP-av-AVTransport-v2-Service-20080930.pdf. Latest
vergion available at: http://www.upnp.org/specs/av/UPnP-av-AVTransport-v2-Service.pdf.

[AMT-EVENT-XSD] — XML Schema for AVTransport:2 LastChange Eventing, UPnP Forum,
September 30, 2008. Available at: httpywww.upnp.org/schemas/av/avt-event{v2-
20080930.xsd. Latest version available at: http:/fwww.upnp.org/schemas/av/avt-event-v2.Xsd.

[COS] - ContentDirectory:3, UPnP  kerum, September 30, 2008. Available |at:
http://www.upnp.org/specs/av/UPnP-av-ContentDirectory-v3-Service-20080930.pdf. Latest
vergion available at: http://www.upnp.org/specs/av/UPnP-av-ContentDirectory-v3-Service.pdf.

[CDS-EVENT-XSD] — XML Schema for ContentDirectory:3 LastChange Eventing, URnP
Forum, September 30, 2008:l-Available at: http://www.upnp.org/schemas/av/cds-event{vl-
20080930.xsd. Latest versioh available at: http://www.upnp.org/schemas/av/cds-evént-
v1.Ksd.

[CM] - ConnectionManager:2, UPnP Forum, September 30, 2008. Available |at:
http://www.upnp.org/specs/av/UPnP-av-ConnectionManager-v2-Service-20080930.pdf. Latest
vergion available at: http://www.upnp.org/specs/av/UPnP-av-ConnectionManager{v2-
Selvice.pdf,

[DCG-XSD]* - XML  Schema for UPnP AV  Dublin Core. Available |at:
http:{Aww.dublincore.org/schemas/xmls/simpledc20020312.xsd.

[DC-TERMS] — DCMI term declarations represented in XML schema language. Available at:
http://www.dublincore.org/schemas/xmis.

[DEVICE] — UPnP Device Architecture, version 1.0, UPnP Forum, July 20, 2006. Available at:
http://www.upnp.org/specs/architecture/UPnP-DeviceArchitecture-v1.0-20060720.htm. Latest
version available at: http://www.upnp.org/specs/architecture/UPnP-DeviceArchitecture-
v1.0.htm.

[DIDL] — ISO/IEC CD 21000-2:2001, Information Technology - Multimedia Framework - Part
2: Digital Item Declaration, July 2001.
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[DIDL-LITE-XSD] — XML Schema for ContentDirectory:3 Structure and Metadata (DIDL-Lite),
UPnP Forum, September 30, 2008. Available at: http://www.upnp.org/schemas/av/didl-lite-v2-
20080930.xsd. Latest version available at: http://www.upnp.org/schemas/av/didl-lite-v2.xsd.

[EBNF] — ISO/IEC 14977, Information technology - Syntactic metalanguage - Extended BNF,
December 1996.

[HTTP/1.1] — HyperText Transport Protocol — HTTP/1.1, R. Fielding, J. Gettys, J. Mogul, H.
Frystyk, L. Masinter, P. Leach, T. Berners-Lee, June 1999. Available at:
http://www.ietf.org/rfc/rfc2616.txt.

IEG 61883] — IEC 61883 Consumer Audio/Video Equipment — Digital Interface - Part'l t(l) 5.
Available at: http://www.iec.ch.

[[EC-PAS 61883] — IEC-PAS 61883 Consumer Audio/Video Equipment — Digital Interfage -
Pait 6. Available at: http://www.iec.ch.

[ISO 8601] — Data elements and interchange formats - Information interchange| --
Representation of dates and times, International Standards Organization, December (21,
20Q0. Available at: ISO 8601:2000.

[MIME] — IETF RFC 1341, MIME (Multipurpose Internet Mail-Extensions), N. Borenstein| N.
Freed, June 1992. Available at: http://www.ietf.org/rfc/rfc1341.txt.

[MR] - MediaRenderer:2, UPnP Forum, September 30, 2008. Available |at:
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revjsion 25, M. Davis, M. Dirst, March 25, 2005. Available at:
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vergion 4.1.0, M. Davis, K. Whistler, May 5, 2005. Available at:
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revijsion 5,.M. Davis,June 2, 2005. Available at: http://www.unicode.org/reports/tr35/tq35-
5.himl.

[XML] — ExtensSible Markup Language (XML) 1.0 (Third Edition), Francois Yergeau, Tim Bray,
Jegn Paoli~C. M. Sperberg-McQueen, Eve Maler, eds., W3C Recommendation, February 4,
2004. Available at: http://www.w3.0rg/TR/2004/REC-xml-20040204.

[XME<NS] - The “xml:” Namespace, November 3, 2004. Available |at:
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[XML-XSD] - XML Schema for the “xml:” Namespace. Available at:
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[XML SCHEMA-2] — XML Schema Part 2: Data Types, Second Edition, Paul V. Biron, Ashok
Malhotra, W3C Recommendation, 28 October 2004. Available at:
http://www.w3.0rg/TR/2004/REC-xmlschema-2-20041028.

[XMLSCHEMA-XSD] - XML Schema for XML Schema. Available at:
http://www.w3.0rg/2001/XMLSchema.xsd.
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[XQUERY10] — XQuery 1.0 An XML Query Language. W3C Recommendation, 23 _Janyary
20Q7. Available at: http://www.w3.0rg/TR/2007/REC-xquery-20070123.

2 | Service Modeling Definitions

2.1 ServiceType

The following service type identifies a service that is compliant with this template:

urn:schemas-upnp-org:service:ConnectionManager{2

2.2 State Variables

Table 2-6 — StateNariables

Variable Name R/O & Data Allowed Value Default Eng.
Type Value Units
SoufceProtocolinfo R stnthg CSV b (string)
SinKProtocollnfo R string CSV (string)
CurfentConnectionlDs R string CSV (ui4)
A_ARG _TYPE R string “OK”,
ConjpectionStatus “ContentFormatMismatch”,
“InsufficientBandwidth”,
“UnreliableChannel”,
“Unknown”,
vendor-defined
A ARG _TYPE R string
ConjhectionManager
A ARG TYPE Djtection R string “Qutput”,
“Input”
A ARG _FYRE Protocolinfo R string
A_ARG{FYPE ConnectionlD R i4
A_ARG_TYPE AVTransportiD R i4
A_ARG_TYPE RcsID R i4
Non-standard state variables X TBD TBD TBD TBD
implemented by a UPnP vendor
go here
a8 R =REQUIRED, O = OPTIONAL, X = Non-standard
b csv stands for Comma-Separated Value list. The type between brackets denotes the UPnP data type used
for the elements inside the list. The CSV list concept is defined more formally in the ContentDirectory
service template.

Note: State variables A ARG TYPE ConnectionlD, A ARG TYPE AVTransportlD, and
A ARG TYPE RcsID are specified as being of data type i4 to accommodate the fact that
some actions REQUIRE these arguments to contain the special value -1. This special value
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is used as a return value to indicate that the service is not implemented on the device or is
not needed for a particular connection. It can also be used as an InstancelD input argument
when the actual InstancelD value is not (yet) known or the service does not exist.

Action GetCurrentConnectionlDs() in this specification and all InstancelDs in other services
(AVTransport service, RenderingControl service, ...) use data type ui4 to specify InstancelD
variables. However, this does not present a problem since a valid InstancelD value is always
a non-negative integer and is always generated through an argument that is of type i4,
effectively limiting the valid range for any InstancelD to [0, 2°!-1]. This range always fits in
the valid range of an argument of data type ui4 (range is [0, 2%%-1]) so that an ‘out-of-range’

HI Al +
err P WITT TTCVET ULLUT UUTITITY AooTyliimicTTt.

2.2{1 SourceProtocolinfo

Thip state variable contains a Comma-Separated Value (CSV) list of information.on protogols
thig ConnectionManager supports for ‘sourcing’ (sending) data, in its currfent state. (The
content of the CSV list can change over time, for example due to local resgurce restrictipns
on [the device.) Besides the traditional notion of the term ‘protocol’'nthe protocol-relgted
infgrmation provided by the connection also contains other informatian” such as suppoited
corntent formats. See Clause 2.5, “Theory of Operation” for a general discussion on the notion
of protocol info. See the table in Clause 2.5.2, “Protocolinfo Goneept” for specific alloyed
values for this state variable. If the device does not support sourcing data, this state varigble
MUST be set to the empty string.

Duting normal operation, a MediaServer SHOULD ensure that there is consistency betwgen
what is reported in the SourceProtocolinfo state~¥ariable and all the res@protocollnfo
properties of the items that populate the ContentDirectory; that is: at least all protocols that
are|used by any of the content items SHOULD be _enumerated in the SourceProtocollnfo sfate
varjable. (Wildcards (“*") can be used in SoukeeProtocollnfo to limit the number of entries in
the| CSV list.) Additional protocols that are supported by the MediaServer but are |not
curfently used by any of the content item&MAY also be listed.

Control points can use the SourceProtocolinfo CSV list to quickly find out what typq of
corltent this MediaServer is capable of serving to the network.

A MediaServer can report-temporary unavailability of a protocol (for example, HTTP seiver
temporarily down or codec¢ not available) by removing the appropriate entries from [the
SodrceProtocolinfo CSV, list.

2.212 SinkProtogdolinfo

Thip state vatiable contains a Comma-Separated Value (CSV) list of information on protogols
thig ConnectionManager supports for ‘sinking’ (receiving) data, in its current state. (The
content-of_.the CSV list can change over time, for example due to local resource restrictipns
on the device.) The format and allowed value list are the same as for the SourceProtocollnfo
statevariable. If the device does not support ‘sinking’ data, this state variable MUST belset
to the empty string.

A MediaRenderer can report temporary unavailability of a protocol (for example, codec not
available) by removing the appropriate entries from the SinkProtocollnfo CSV list.

2.2.3 CurrentConnectionlDs

Comma-Separated Value list of references to current active Connections. This list MAY
change without explicit actions invoked by control points, for example by out-of-band cleanup
or termination of finished connections.
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If OPTIONAL action PrepareForConnection() is not implemented then this state variable
MUST be set to “0”, indicating that this ConnectionManager service only supports a single
connection identified by ConnectionID = 0.

2.2.4 A ARG TYPE ConnectionStatus

This state variable is introduced to provide type information for the Status argument in the
GetCurrentConnectioninfo() action. This status MAY change dynamically due to changes in
the network.

2.2r5 A ARG TYPE Cunmectionvarmager

Thip state variable is introduced to provide type information for the PeerConnectioniVianager
argument in actions PrepareForConnection() and GetCurrentConnectioninfo(). | A
ConnectionManager reference takes the form of a UDN/serviceld pair (thepslash is [the
del|miter). A control point can use UPnP discovery (SSDP) to obtain a ConnectionManager’s
degcription document from the UDN. Subsequently, the ConnectionManager’'s seryice
degcription can be obtained by using the serviceld part of the reference;

2.216 A ARG TYPE Direction

Thip state variable is introduced to provide type information_for the Direction argument in
actlon PrepareForConnection().

2.2{7 A ARG TYPE Protocollnfo

This state variable is introduced to provide type“information for the RemoteProtocollnfo
argument in action PrepareForConnection() <and the Protocolinfo argument in action
GetCurrentConnectionlnfo().

2.218 A ARG TYPE ConnectionlD

Thig state variable is introduced to provide type information for the ConnectionlD argumertt in
actlons PrepareForConnection(), GonnectionComplete() and GetCurrentConnectioninfo().

2.2|9 A ARG TYPE AVTxansportiD

Thip state variable is introduced to provide type information for the AVTransportID argument
in actions: PrepareE@rConnection() and GetCurrentConnectioninfo(). It identifies a logjcal
instance of the AVTransport service associated with a Connection. See AVTranspoft:1
Specification, Clause 2.5.6, “Supporting multiple virtual Transports” for more information.

2.2[10 A(ARG TYPE RcsID

Thip state variable is introduced to provide type information for the RcsID argument in actipns
Pregpare€ForConnection() and GetCurrentConnectioninfo(). It identifies a logical instancg of
the Rendering Control service associated with a Connection. See RenderingControl:1
Specification, Clause 1.2, “Multi-input Devices” and Clause 2.5.1, “Multi-input Devices” for
more information.
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2.3 Eventing and Moderation
Table 2-7 — Event Moderation
Variable Name Evented Moderated Max Event Logical Min Delta
Event Rate @ Combination per Event b
SourceProtocollnfo YES NO
SinkProtocolinfo YES NO
CurrentConnectionlDs YES NO
NOII DLGlIIuICZI\..II 201AlT VGIIC\IU:CD TBD TBD TBD TBD TBD
implemented by a UPnP vendor
go Here

a

Determined by N, where Rate = (Event)/(N secs).

b N) * (allowedValueRange Step).
2.4 Actions
Immediately following this table is detailed information about these_ actions, including short
deqcriptions of the actions, the effects of the actions on state variables, and error cofles
defjned by the actions.
Table 2-8 — Actions

Name R/O @
GetProtocollnfo() R
PrepareForConnection() o
ConphectionComplete() o
GetCurrentConnectionIDs() R
GetCurrentConnectioninfo() R
Nonfstandard actions implemented by a UPnP'wendor go here X
a R = REQUIRED, O = OPTIONAL, X =\Non-standard.
Nofe: Non-standard actionss\MHUST be implemented in such a way that they do not interfere
witlh the basic operation of-the ConnectionManager service; that is: these actions MUST| be
optjonal and do not need to be invoked for the ConnectionManager service to opefate
normally.
2.4{1 GetPratocolinfo()
Thip action_returns the protocol-related info that this ConnectionManager supports in| its
curfent state, as a Comma-Separated Value list of strings according to Table 2-19, “Defiped
Prdtocols and their associated Protocolinfo ”. Protocol-related information for ‘sourcing’ data
is tetufned in the Source argument and protocol-related information for ‘sinking’ data is

returned in the Sink argument. When this ConnectionManager resides in a device that only
supports ‘sourcing’ of data, the Sink argument MUST return the empty string. Likewise, when
this ConnectionManager resides in a device that only supports ‘sinking’ of data, the Source

argument MUST return the empty string.
24.1.1 Arguments
Table 2-9 — Arguments for GetProtocollnfo()
Argument Direction relatedStateVariable
Source ouT SourceProtocolinfo
Sink ouT SinkProtocollnfo



https://iecnorm.com/api/?name=7c99183878abc7d27919958ffb3a2f6b

29341-4-11 © ISO/IEC:2011(E) — 21 —

2.4.1.2 Dependency on State

None.

2.4.1.3 Effect on State

None.

2.4.1.4 Errors

Nope

2.4{2 PrepareForConnection()

This OPTIONAL action is used to allow the device to prepare itself to connect te_the network
for|the purposes of sending or receiving media content (for example, ajvideo stream).
PrepareForConnection() also allows the device to indicate whether or nothit’can establish a
cornnection based on the current status of the device and/or the current conditions of |the
network.

Th¢g RemoteProtocolinfo input argument identifies the protocaly network, and format that
MUST be used to transfer the content.

e |If PrepareForConnection() is invoked on a MediaServer-device, the RemoteProtocollnfo
argument MUST be set to one of the Protocolinfo entsies from the CSV list obtained ffom
the peer MediaRenderer device via the GetProtocolinfo() action. (See Clause 2.5.2,
“Protocolinfo Concept” for details.) If the,/ peer device does not implenent
GetProtocollnfo() (because it is not a MediaRenderer or not even a UPnP device), then
the RemoteProtocolinfo argument MUST he set to one of the Protocolinfo entries returped
by the GetProtocolinfo() action on the logal MediaServer device.

e |If PrepareForConnection() is invoked on a MediaRenderer device, |the
RemoteProtocolinfo argument MUST be set to the value of the protocolinfo attribute of|the
content item (located in the ContentDirectory on the peer MediaServer device) that is
going to be played. (See Clause 2.5.2, “Protocolinfo Concept” for details.) If the peer
device does not implement.a ContentDirectory service (because it is not a MediaServeyf or
not even a UPnP device),\then the RemoteProtocollnfo argument MUST be set to oné of
the Protocolinfo entties returned by the GetProtocolinfo() action on the Iqgcal
MediaRenderer device.

The ConnectionlD~out argument is used to identify the connection that was prepared by [the
deyice in response-to this invocation. The ConnectionlD is a device-specific value and is NOT
unique throughout the network. Therefore, the ConnectionlDs returned by the two end-pojnts
of | the same connection will generally NOT be the same value. Refer| to
GetCurrendtEonnectionlDs() and/or the UPnP AV Device Architecture document for additignal
infgrmation. The AVTransportlD and RcsID out arguments are used to identify [the
AVTransport and RenderingControl services that are associated with the connection. The
returmed—vatues —are—the—tstancetbs—thatTeed—to—be—used—whenm—mvokmyg—subrseqdent
invocations of the AVTransport and RenderingControl Services. An InstancelD value of -1
indicates the device did not associate an AVTransport and/or RenderingControl service with
this connection. The returned ConnectionlD, AVTransportlD, and RcsID become invalid when
the device closes the connection. This will occur when ConnectionComplete() is invoked or
any other time the device decides to close the connection (a.k.a auto-cleanup). Refer to
ConnectionComplete() for additional information.

This action is marked OPTIONAL which means that each device manufacturer decides
whether or not to implement it. Therefore, some devices will implement
PrepareForConnection() while other devices will not. Since PrepareForConnection() allows a
device to prepare itself to connect to the network, if a device has implemented that action,
control points need to invoke PrepareForConnection() before attempting to stream any
content; that is: before invoking AVTransport::SetAVTransportURI() (See Clause 2.5.3,
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“Typical Control Point Operations”). Otherwise, the device may not operate correctly because
it has not been properly configured. Additionally, control points need to invoke
PrepareForConnection(), if implemented, so that the device can inform the control point, via
an error code, that the device’'s current operating environment is not able to accommodate
the requested stream.

Once a connection has been prepared, it can be used to transfer several pieces of the
content before calling ConnectionComplete() as long as each content item is compatible with
the RemoteProtocolinfo argument that was passed into PrepareForConnection(); that is: each
content item has the same media format as specified in Remoteprotocolinfo.

If a device does not implement PrepareForConnection(), it MUST only support arsirgle
corjnection at any time. This connection is implicitly assumed to be always present)and is
ideptified by ConnectionID = 0.

2.412.1 Arguments

Table 2-10 — Arguments for PrepareForConnectiofif)

Argument Direction relatedStateVariable
RenpoteProtocollnfo IN A _ARG_TYRE “Pfotocolinfo
PeefConnectionManager IN A ARG AYPE ConnectionManager
PeefConnectionID IN A ARG NTYPE ConnectionlD
Dirglction IN K_ARG_TYPE Direction
ConphectionlD ouT A ARG _TYPE ConnectionID
AVTransportID ouT A ARG _TYPE AVTransportiD
Rcs|D ouT A_ARG_TYPE_RcsID

2.4{2.2 Dependency on State

None.

2.4{2.3 Effect on State

This action prepares thej)‘device to stream content to or from the specified peer
ConnectionManager, according to the specified direction and protocol information. The
Peg¢rConnectionManager input argument identifies the ConnectionManager service on [the
other side of the ,cennection. The PeerConnectionID input argument identifies the spegific
cornection on that-ConnectionManager service. This information allows a control point to |ink
a tonnectionson device A to the corresponding connection on device B, via action
GelCurrenteonnectioninfo(). If the PeerConnectionID is not known by a control point (for
exgmple,-this is the first of the two PrepareForConnection() actions), or the peer deyice
dogsn’tlimplement PrepareForConnection() then this value MUST be set to reserved value|-1.

This action returns a locally unique ID for the established Connection in the ConnectionID
argument, and adds that ConnectionlD to state variable CurrentConnectionlDs. This
ConnectionlD might be used by a control point to manually terminate the established
Connection through (OPTIONAL) action ConnectionComplete(). It can also be used to
retrieve information associated with the Connection via action GetCurrentConnectioninfo().
Value -1 is reserved, and MUST NOT be returned.

OPTIONALLY, this action returns a virtual InstancelD of a local AVTransport service in the
AVTransportlD argument. This AVTransportID MUST be passed as an input argument to the
local AVTransport service action invocations. If the returned AVTransportID is -1 (reserved
value), then there is no AVTransport service on this device that can be used to control the
established connection. This is dependent on the ‘push’ or ‘pull’ nature of the streaming
protocol.
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OPTIONALLY, this action returns a virtual InstancelD of a local RenderingControl service in
the RcsID argument. This RcslID MUST be passed as an input argument to the local
RenderingControl service action invocations. If the returned RcsID is -1 (reserved value),
then there is no RenderingControl service on this device, for example, because the device is
a source device (MediaServer) rather than a sink device (MediaRenderer).

Due to local restrictions on the device running the ConnectionManager, state variables
SourceProtocollnfo and/or SinkProtocollnfo MAY change (for example, certain physical ports
on the device are not available anymore for new connections) as a result of this action.

2.4[7% ETTOTS
Table 2-11 — Error Codes for PrepareForConnection()
erforCode errorDescription Description

4001499 TBD See UPnP Device Architecture clause on Control.

5001599 TBD See UPnP Device Architecture clause on Control.

6001699 TBD See UPnP Device Architecture clause on Controk

701 Incompatible The connection cannot be established becdusge the protocol info
protocol info argument is incompatible.

702 Incompatible The connection cannot be established hecause the directions of the
directions involved ConnectionManagers (solreg/sink) are incompatible.

703 Insufficient network | The connection cannot be estahlished because there are
resources insufficient network resources (bandwidth, channels, etc.).

704 Local restrictions The connection cannot be established because of local restrictions
in the device. This might happen, for example, when physical
resources on the device are already in use by other connections.

705 Access denied The connection_cannot be established because the client is not
permitted to access the specified ConnectionManager.

707 Not in network The connegtion cannot be established because the
ConnectionManagers are not part of the same physical network.

708 Connection Table The_connection cannot be established because the specified
overflow ConnectionManager has instantiated the maximum number of

simultaneous connections it has room for in its internal data
structures. Closing one connection will resolve the issue.

709 Internal processing The connection cannot be established because the device does not
resources have sufficient internal processing resources to handle the new
exceeded connection. Closing one or more connections on this device may

resolve the issue.

710 Internal"memory The connection cannot be established because the device does not
resources have sufficient internal memory resources to handle the new
eXceeded connection. Closing one or more connections on this device may

resolve the issue.

711 Internal storage The connection cannot be established because the device does not
system capabilities have sufficient internal storage system capabilities to handle the
exceeded new connection. Closing one or more connections on this device

may resolve the issue.

2.4.3 ConnectionComplete()

This OPTIONAL action is used to inform the device that the specified connection, which was
previously allocated by PrepareForConnection(), is no longer needed. Any resources that
were allocated for that connection during PrepareForConnection() can be freed by the device
at its discretion.

In some situations, ConnectionComplete() may never be invoked; for example, the control
point spontaneously goes away. In order to prevent an unused connection from permanently
consuming resources, the device SHOULD automatically cleanup unused connections. The
process for determining when a connection SHOULD be automatically cleaned up is
implementation dependent. For example, a device MAY decide to close a connection after the
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connection has been inactive for a certain period of time. Alternatively, a device MAY decide
to close a connection when it needs to free the resources that are associated with the

connection. See Clause 2.5.5, “PrepareForConnection() and ConnectionComplete()” for
additional information.
2.4.3.1 Arguments
Table 2-12 — Arguments for ConnectionComplete()

Argument Direction relatedStateVariable
ConfectionlD N A ARG _TYPE ConnectionlD
2.4/3.2 Dependency on State
Nolpe.
2.4{3.3 Effect on State
Thip action removes the connection referenced by argument Connectighl® by modifying state
varjable CurrentConnectionlDs, and (if necessary) performs any_protocol-specific cleahup
actlons such as releasing network resources See Annex A, “

(ngrmative)

Prg

Dugd

tocol Specifics” for more details.

b to local restrictions on the device running the ConnectionManager, state variak

SodirceProtocollnfo and/or SinkProtocollnfo MAY change (for example, certain physical p

on the device are freed up for new connections).
2.4{3.4 Errors
Table 2-13 — Error Coades for ConnectionComplete()
erforCode errorDescription Description
4003499 TBD See)UPnP Device Architecture clause on Control.
5001599 TBD See UPnP Device Architecture clause on Control.
6001699 TBD See UPnP Device Architecture clause on Control.
706 Invalid connection The connection reference argument does not refer to a valid
reference connection established by this service.
2.414 GetCurreniConnectionIDs()
This action_fetdrns a Comma-Separated Value list of ConnectionIDs of currently ongd
Connections.) A ConnectionlD can be used to manually terminate a Connection via ac
ConnectionComplete(), or to retrieve additional information about the ongoing Connection

act

o GetCurrentConnectionlnfo().

les
brts

ing
ion
via

If a device does not implement PrepareForConnection(), this action MUST return the single
value “0".

2.4

4.1 Arguments

Table 2-14 — Arguments for GetCurrentConnectionIDs()

Argument Direction relatedStateVariable

Con

nectionlDs ouT CurrentConnectionlDs

2.4

4.2 Dependency on State

None.
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2.4.4.3 Effect on State
None.
2.4.4.4 Errors

Table 2-15 — Error Codes for GetCurrentConnectionIDs()
errorCode errorDescription Description
400-499 TBD See UPnP Device Architecture clause on Control.
5001599 TBD See UPnP Device Architecture clause on Control.
6001699 TBD See UPnP Device Architecture clause on Control.
2.415 GetCurrentConnectioninfo()
Thip action returns associated information of the connection referred to by the: Connectio
input argument. The AVTransportID argument MAY be the reserved, value -1 and
Peg¢rConnectionManager argument MAY be the empty string in cases where the connec
had been setup completely out of band, not involving a PrepareForConnection() action.
If QPTIONAL action PrepareForConnection() is not implemented then (limited) connec
infgrmation can be retrieved for ConnectionlD 0. The dewvice MUST return all kng
infgrmation:

RcsID MUST be 0 (a single instance of the RenderingControl service is implemented)
1 (RenderingControl Service is not implemented)

or -1 (AVTransport service is not implemented)

Protocolinfo MUST contain accurate inféfmation if it is known, otherwise it MUST be
empty string

PeerConnectionManager MUST beg’the empty string
PeerConnectionID MUST be -1

Direction MUST be “Input” @r“Output”

Status MUST be “OK” or*Unknown”

niD
the
on

on
wn

AVTransportID MUST be O (a single instance of the AVTransport service is implemented)

the

2.4]5.1 Arguments
Table 2-16 — Arguments for GetCurrentConnectionInfo()

Argument Direction relatedStateVariable
Conjhectiondd IN A ARG _TYPE ConnectionID
Rcs|D. uT A _ARG_TYPE RecsID
AV Therssetrtt — —
Protocollnfo ouT A ARG _TYPE Protocolinfo
PeerConnectionManager ouT A ARG _TYPE ConnectionManager
PeerConnectionlD ouT A ARG _TYPE ConnectionID
Direction ouT A ARG _TYPE Direction
Status ouT A ARG _TYPE ConnectionStatus
2.4.5.2 Dependency on State

None.
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2.4.5.3 Effect on State
None.
2.45.4 Errors
Table 2-17 — Error Codes for GetCurrentConnectionlnfo()
errorCode errorDescription Description
400-499 TBD See UPnP Device Architecture clause on Control.
5001599 TBD See UPnP Device Architecture clause on Control.
6001699 TBD See UPnP Device Architecture clause on Control.
706 Invalid connection The connection reference argument does not refer to a valid
reference connection established by this service.
2.416 Common Error Codes

Thd
res

following table lists error codes common to actions for this service type. If an ac

ults in multiple errors, the most specific error SHOULD be returned

Table 2-18 — Common Error Codes

ernorCode errorDescription Description

4001499 TBD See UPnP Device Architectureclause on Control.

5001599 TBD See UPnP Device Architectire clause on Control.

6001699 TBD See UPnP Device Architecture clause on Control.

701 Incompatible The connection cannot be established because the protocol info
protocol info argument is incompatible.

702 Incompatible The connection cannot be established because the directions of the
directions involved GonnectionManagers (source/sink) are incompatible.

703 Insufficient network | The cenmection cannot be established because there are
resources insufficient network resources (bandwidth, channels, etc.).

704 Local restrictions Theé connection cannot be established because of local restrictions
in the device. This might happen, for example, when physical
resources on the device are already in use by other connections.

705 Access denigd The connection cannot be established because the client is not
permitted to access the specified ConnectionManager.

706 Invalid“connhection The connection reference argument does not refer to a valid

reference connection established by this service.

707 Not in network The connection cannot be established because the
ConnectionManagers are not part of the same physical network.

708 Connection Table The connection cannot be established because the specified
overflow ConnectionManager has instantiated the maximum number of

simultaneous connections it has room for in its internal data
SUUCLUTES. bIUbillg orie LUIIIIl:'L,LiUII Will resoive tie ibbul:‘.

709 Internal processing The connection cannot be established because the device does not
resources have sufficient internal processing resources to handle the new
exceeded connection. Closing one or more connections on this device may

resolve the issue.

710 Internal memory The connection cannot be established because the device does not
resources have sufficient internal memory resources to handle the new
exceeded connection. Closing one or more connections on this device may

resolve the issue.

711 Internal storage The connection cannot be established because the device does not

system capabilities
exceeded

have sufficient internal storage system capabilities to handle the
new connection. Closing one or more connections on this device
may resolve the issue.

on

Note 1: The errorDescription field returned by an action does not necessarily contain human-
readable text (for example, as indicated in the second column of the Error Code tables.) It
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may contain machine-readable information that provides more detailed information about the
error. It is therefore not advisable for a control point to blindly display the errorDescription
field contents to the user.

Note 2: 800-899 Error Codes are not permitted for standard actions. See UPnP Device
Architecture clause on Control for more details.

2.5 Theory of Operation

2.5.1 Purpose

The purpose of the ConnectionManager is to enable control points to:
a) |perform capability matching between source/server devices and sink/renderer| deviges.
This involves both:

1) content-format matching (for example, mp3 — mp3)

2) transport (streaming) protocol matching (for example, http — http)

b) |find information about currently ongoing streams in the network, for-example:

1) find the source device sending content to a given renderer, deyice

2) find the renderer devices served by a given source device.er content resource
3) find all streams going on in the network

c) [setup and teardown connections between devices:{(when required by the stream
protocol)

ng

2.5(2 Protocollnfo Concept

While the UPnP Architecture describes, andxprfescribes, many aspects of devices that [are
required for a certain level of interoperahility, it does not describe anything related to
strgaming between devices. The purpose*of the ConnectionManager service is to make these
aspects of devices explicit, so that contrfol points are able to make intelligent choices, pregent
intglligent user interfaces, and initiate’ (and terminate) streams between controlled devices
via|UPnP actions. UPnP-defined protocols are used to initiate (and terminate) the stream,
evgn though they are not used to'stream the actual data packets.

The ConnectionManager sefvice defines the notion of Protocollnfo as information needed by
a cpntrol point in orderto determine (a certain level of) compatibility between the streanjing
megthanisms of two JRnP controlled devices. For example, it contains the transport protogols
sufported by a deviee, for input or output, as well as other information such as the confent
formats (encodings) that can be sent, or received, via the transport protocols. Note that, while
UPhP prescribes the use of HTTP for controlling devices via SOAP, it does NOT REQUI|RE
HTTP to be"used for all kinds of (Audio and Video) streaming in a UPnP network.

In tlhe context of this document, the term Protocolinfo is used to describe a string formafted
as:

<protocol>":"<network>":"<contentFormat>":"<additionallnfo>

where each of the 4 elements MAY be a wildcard “*". Control points can match Protocollnfo
by (protocol-independent) string comparison operations on the <protocol>, <network> and
<contentFormat> elements, taking into account the “*” wildcard, which matches with anything.
It is RECOMMENDED that control points perform string matching using case-insensitive
comparison. However, devices are REQUIRED to provide the <protocol>, <network>, and
<contentFormat> strings exactly as prescribed by this and other specifications.

When performing protocol matching, control points have basically three different sources for
protocol information:
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The value of the res@protocolinfo property of the content item to be played, which is
exposed by the ContentDirectory service.

The Comma Separated Value list maintained in the SinkProtocolinfo state variable of the
MediaRenderer device.

The Comma Separated Value list maintained in the SourceProtocolinfo state variable of
the MediaServer device.

Control points should match the content item’s res@protocolinfo property value to one of the
Protocolinfo entries in the MediaRenderer’s SinkProtocolinfo CSV list. In addition, a control

poi

nt may want to check whether the content item’s res@protocollnfo property value matc

nes

ong
Me

Thd
cor
139

of the entries

in the MediaServer’'s SourceProtocollnfo CSV list to ensure that
HiaServer is currently capable of serving this content item.

<additionallnfo> part does not need to match between source and sink. Its,purpose i
vey any additional information needed to set up the out of band stream (for exam
4 addresses). The structure of this 4™ field is described later in this clause’

the

The following table summarizes how the protocol info strings are defined for the protogols
curfently standardized by the ConnectionManager service, as wellas for vendor-defiped
protocols. Annex A, “
(ngrmative)
Prdtocol Specifics”, provides a more detailed explanation per ‘protocol.
Table 2-19 — Defined Protocols and their assotiated Protocollnfo Values
Prgtocol Name protocol network cantentFormat additionallnfo Refl
clause
HTTP GET “http-get” wgn & MIME-type. Vendor-defined, Al
MAY be “*”.
RTYP/RTP/UDP |“rtsp-rtp-udp” wxn D Name of RTP Vendor-defined, A.2
payload type. MAY be “*”.
INTERNAL “internal” IP address of the Vendor-defined, |Vendor-defined, A.3
deviCe hosting the |MAY be “*". MAY be “*”.
Connection-
Manhager.
IECH1883_EX1 |“iec61883 ex1” ) |GUID of the 1394 Name upnp.org_GUID = A.4
bus Isochronous standardized by |<GUID-value>;<PCR-
Resource Manager. |IEC61883. index>.
See definitions below.
IECH1883 “iece1883” GUID of the 1394 Name GUID and PCR index of A.4
bus Isochronous standardized by |the 1394 device. See
Resource Manager. [IEC61883. IEC61883 exception
below.
VENDOR Registered Vendor-defined, Vendor-defined, |Vendor-defined, A.5
ICANN domain MAY be “*". MAY be “*". MAY be “*”.

name of vendor

a Since all devices supporting HTTP GET belong to the same IP network, the network does not need to be

specified.

b Since all devices supporting RTSP/RTP/UDP belong to the same IP network, the network does not need to
be specified.

2.5

2.1

4" Field — <additionalinfo>

Except for the IEC61883 protocol, the 4™ field of the Protocollnfo string contains either an
asterisk character (“*”) or a list of name-value pairs. An asterisk indicates that the 4th field
does not contain any meaningful data and should be ignored. A list of name-value pairs
indicates that there is some additional information beyond the first three fields. In this case,
the 4™ field MUST contain one or more name-value pairs (separated by a semi-colon “;”) with
each name-value pair having the following format:
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wh

Mu

<org-name>_<token-name>=<value>
ere

<org-name> is the ICANN registered domain name of the organization that has defi

ned

the semantic of the name-value pair. For example, the UPnP Forum would use an <org-

name> of “upnp.org”. Case-insensitive comparison is used.

<token-name> identifies the additional data that is being defined. It consists of one or
more alpha-numeric characters (i.e. 'a’-‘z’, 'A’-‘Z’, '0’-'9’, * ') and MUST be unique within

the context of the specified <org-name>. Case-insensitive comparison is used.

<value> IS the value of the additional data. In addition 10 the escaping rule detined
attributes in [XML], the following rules also apply:

iSs necessary since a semi-colon is used to separate multiple name-value

<value> MUST be set to “yours\;mine\;ours”.

e All original backslash (“\") characters within <value> MUST).be escaped wit
(second) backslash (“\"). Obviously, backslash characters'that have been ad

to represent a value of “yours\mine\ours”, <value> MUST be set
“yours\\mine\\ours”.

tiple name-value pairs are separated by a semi-colon ¢’;”) and have the layout bel

Whien multiple name-value pairs are specified, the orderaf occurrence of the name-value
is rlot relevant. Additionally, the same value of <org-name> MAY occur multiple times and

sarn

narpe> combination MUST appear at most once . within the list of name-value pairs contai

by

the 4™ field. The following example showsthree name value pairs: two of which

defjned by the UPnP Forum and one of which is defined by a fictitious organization ca
“VendorA”:

As

upnp.org_resolution=1080i;VendorA.com esolution=super_high_quality;upnp.org_sample_rate=30FPS

narpe-value pairs which the control point may or may not understand. Since the semantic
the| unknown name-value pairs are unknown, it SHOULD ignore unknown name-value p
and only known name-value‘pairs MAY be used during comparison.

2.5

2.2 IEC61883 Exception

Whlen the IEC61883 protocol was first introduced into the specification, the structure of

4th
wa
ma
4th
lay

field was ot yet defined. Therefore, the additional data that was needed for this protd
5 simply_placed directly in the 4™ field without any higher-level constructs. In orde
ntain compatibility with existing implementations of this specification, the definition of
field for the IEC61883 protocol can not be changed in order to comply with the 4" f

for

e All semi-colons (*;") within <value> MUST be escaped with a backslash (1\"). This

bair

occurrences. For example, in order to represent a value of “yours;mine;oufrs”,

n a
Hed

as an escape character are themselves not double escaped?! For example, in ofder

to

DW.
bair
the

ne value of <token-name> MAY occur multiple times. However, each <org-name>_<token-

hed
are
led

described before, the <additionallinfo> field may be used for any purpose and contgins

5 Of
Rirs

the
col

to
the
eld

butdefined above However_ o n\/nnhmlly daprnrafn this non-conformant protd

col

designation, a new protocol designation has been defined for IEC61883 which does conform
to the above layout. It has been named IEC61883 EX1 with the “ EX1” suffix indicating
“Extension #1”. All future implementations that support the IEC61883 protocol MUST use the
new designator (IEC61883_EX1) as well as the original designator (IEC61883).

2.5

2.3 Formal EBNF for the 4'" field

The formal EBNF for the 4th field is as follows:

4%_field 1=  "*"]name-value-pair-list] 1EC61883-exception

name-value-pair-list
::=name-value-pair (";" name-value-pair)*
name-value-pair = org-name "_" token-name "=" value
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org-name (* ICANN registered domain name
including the top-level domain suffix

(e.g. ".com™, ".org", ".netv, etc.) *)

(Fat-"z" | "AT="Z" | "0"-"9" | "_")+

token-name

value (unicode-char-except-backslash-semicolon |

escaped-backslash | escaped-semicolon)*

unicode-char-except-backslash-semicolon
::= (* any Unicode-4 character except a
"\" or "; " character *)

escaped-backslash A\

escaped-semicolon "\;"

1EC61883-exception :: GUID-value ";" PCR-index

GUID-value 2= (* hex encoding of the device’s
1EC61883 node_vendor_id and chip_id
(total of 64-bits) *)

PCR-1ndex ::= (* zero-based integer index identifying
the plug within the device *)

2.4 Protocollnfo Conventions for Protected Content
2.4.1 3" Field - MIME Type Format

E types for protected content resources appear, inche third field, <contentFormat>, of
tocollnfo string. Since protected files may be described by both a content protection Mi
b as well as a MIME type associated with the underlying media, the following conven
extended MIME types will be used for MIME.lypes that describe protected resources:

<content_protection_MIME_type>;CONTENTEORMAT=<underlying_media_MIME_type>

Example 1. The following example déscribes a MPEG2-TS resource that is protected v

DT

The

Fin

1.0):

CP-IP when streaming. The extended MIME type is:

application/x-dtcpl;CONTENTFEORMAT=video/MP2T

full resulting Protocollnfo string additionally indicates that the stream is http-get:

Protocollnfo = “httpéget:*:application/x-dtcpl;CONTENTFORMAT=video/MP2T:*"

ally, the form-of the <res> element content is (per DTCP Volume 1 Supplement E Revig

s protocol Info=

<re¢
"H
al

ttp-get:*:-application/x-dtcpl; CONTENTFORMAT=video/MP2T:*""
lTowedUse="PLAY,5"

the
ME
ion

vith

ion

valrditystart="2004-05-50114-50-00"
validityEnd="2004-06-04T14:30:00">

http://10.0.0.1:88/MyCollection/movie7829.mp2t?
CONTENTPROTECTIONTYPE=DTCP1&amp ; DTCP1HOST=1.2.3.4&amp; DTCP1PORT=97

</res>

Example 2. The following example extended MIME type describes a MPEG2-PS resource
that is delivered as an OMA DCEF file:

“application/vnd.oma.drm.dcf;CONTENTFORMAT=video/MP2P"

The resulting Protocollnfo string containing the extended MIME type additionally indicates
that the file is transferred with http-get:

Protocollnfo = “http-get:*:application/vnd.oma.drm.dcf, CONTENTFORMAT=video/MP2P:*"
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Finally, the form of the <res> element content is as follows:

<res protocolInfo=
"http-get:*:application/vnd.oma.drm.dcf;CONTENTFORMAT=video/MP2P - *""
al lowedUse=""PLAY,5"
validityStart="2004-05-30T14:30:00"
validityEnd="2004-06-04T14:30:00">
http://10.0.0.1:88/MyCollection/movie8126.dcf
</res>

Example 3. The following example describes a MPEG2-PS resource that is delivered as an
OMA DCEF file and can be exported to a DTCP content protection system:

The rights object of the content includes the permissions for enabling the translationinto [the
new DRM system and will be represented as two separate <res> elements representing [the
same content:

<rgs protocolInfo=
"Http-get:*:application/vnd.oma.drm.dcf;CONTENTFORMAT=video/MP2P %"
alllowedUse=""PLAY,5"
validityStart="2004-05-30T14:30:00"
validityEnd=""2004-06-04T14:30:00">
http://10.0.0.1:88/MyCollection/movie8126.dcf
</res>

<rgs protocolInfo=

"Http-get:*:application/x-dtcpl; CONTENTFORMAT=video/NP2T :*""
alllowedUse=""PLAY,5"

validityStart="2004-05-30T14:30:00"

val idityEnd=""2004-06-04T14:30:00">
http://10.0.0.1:88/MyCollection/movie9736.mp2t?
CONTENTPROTECTIONTYPE=DTCP1&amp ;DTCP1HOST=1.2.3.4&amp;DTCP1PORT=97</res>

2.5|2.4.2 4™ Field - Convention for Protected Content

Theg UPnP AV WC additionally defines.the following convention for placing information in fthe
fourth field of the Protocolinfo string.«The fourth field is used to convey additional information
in ¢ases when MIME type is not_sufficient for the purpose of capability matching. In these
cages the fourth field MUST contain additional DRM information for the purpose of mjore
precise compatibility checking-between the media sink and the content properties. Two cages
are| possible. In the first case; it is only required to identify the vendor or the standards grpup
thal defines the DRM scheme. In this case, the DRM organization or vendor is specified as
the|value of a upnp-demain variable:

upnp.org_DRMInfos<ICANN-DRM-ORG-NAME>

In the second(case, the DRM scheme also requires one or more parameters associated with
the|DRM_scheme to be enumerated. In this case, the following convention is used:

uphp:org_DRMInfo=<ICANN-DRM-ORG-NAME>;
<ICANN-DRM-ORG-NAME>_ <parameterl>=<parameterl value>;
<ICANN-DRM-ORG-NAME>_<parameter2>=<parameter2 value>;

<ICANN-DRM-ORG-NAME>_<parameterN>=<parameterN value>

Example 4: A Protocolinfo string utilizes the fourth field to indicate that the MPEG-4 content
is protected by a (fictitious) DRM scheme associated with ICANN name “XYZ.ORG”:

Protocollnfo = “http-get:*:video/mp4:upnp.org_ DRMInfo=XYZ.ORG"

Example 5: A Protocollnfo string for an OMA dcf file also indicates the OMA version in the
fourth field:

Protocolinfo = “http-get:*:application/vnd.oma.drm.dcf;, CONTENTFORMAT=video/MP2P:
upnp.org_DRMInfo=OMA.ORG;OMA.ORG_VERSION=2"
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For maximal compatibility checking, both third and fourth fields (when present) of the
Protocolinfo string should be matched. In general, older control points may not be capable of
checking the fourth field of the Protocollnfo string. For that reason, it is recommended that
content listings in the CDS for DRM content should use the MIME conventions described
above as much as possible for inserting DRM information on the given content item into the

thir

2.5

d field of the Protocollnfo string.

.3 Typical Control Point Operations

This clause briefly outlines some typical control point operations on a ConnectionManager

ser

/ice

2.5
Thd

a)
b)

c)

d)
e)

Ref

On
bef

ReinoteProtocolinfo argument that was, passed into PrepareForConnection(); that is: e

3.1 Establishing a New Connection
process for establishing a streaming connection involves:

Find ConnectionManager services via SSDP

Determine compatibility between the source (sending) and the sink”(receiving) de
(See Clause 2.4.1)

Invoke PrepareForConnection() on the source and/or sink(devices, if the action
implemented by the device (See Clause 2.4.2)

Transfer content from source to sink device. (See note helaw).

When the connection is no longer needed, invoke CornnectionComplete() on the sol
and/or sink devices, if the action is implemented by the device. (See Clause 2.4.3)

er to the UPnP AV Architecture document for additional details.

Ce a connection has been prepared, it canibe used to transfer several pieces of conf
pbre calling ConnectionComplete() as Jeng as each content item is compatible with

corn

2.5

A

cur
Thi
est
the
Cu

tent item has the same media format'as specified in RemoteProtocollnfo.

3.2 Dealing with Ongoing.Connections

humber of interesting scenarios require a control point to find information about
fently ongoing connectiohs in the network, including those that it did not establish its
5 is supported by the ConnectionManager as follows. Each connection explig
hblished by any gentrol point in the network is identified by a connection identifier on

source (sending) device and the sink (receiving) device. State varis
rentConnectigntDs holds a Comma-Separated Value list of these identifiers. Given

ide

ntifier, a control point can call GetConnectionInfo() to obtain:

The Rrotocolinfo of the connection. This includes the streaming protocol and the cont
format.

ice

rce

ent
the
ach

all
elf.
itly
oth
ble
an

ent

The ‘other end’ of the nnnnnrtinn1 nvprnccnnl as - a llDN/serviceld pnir llcing the LIDN

I,a

control point can use SSDP to find the device description of the other UPnP device
involved in the connection. This way, a control point can find out, for example, that turning

off a particular source device is going to affect one or more sink devices.

The connection status.

The AVTransportlD of the connection, which indicates the AVTransport service instance
controlling the playback and recording through the connection. This service can be used

for many purposes, for example to:

e subscribe to events in order to monitor the transport state

e actually change the transport state, for example, stopping or pausing an existing

stream
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e obtain a URI reference to the content resource currently flowing through the
connection

e obtain any meta data embedded in the content resource flowing through the
connection.

See the AVTransport service description for more details.

e The RcsID of the connection, which indicates the RenderingControl service instance
controlling the rendering properties of the content. This can be used, for example, to
implement a ‘mute all streams’ function in a control point.

2.5 4 Rc:atlun tU DCV;\JCQ vv;thuut CUIIIIC\;t;UII:\V’:aIIaUCID
In $ome cases, it is desirable to establish a stream connection between devices where pne
deyice implements a UPnP ConnectionManager service, and the other device, doegn't
imglement this service or isn't even a UPnP device. In such cases, a control point can gnly
call PrepareForConnection() and ConnectionComplete() actions on the first device. The
Pe¢rConnectionManager input argument to PrepareForConnection() is defined as the UDNl of
the[ connecting UPnP device followed by a slash (/') and the serviceldxof the connecting
deyice's ConnectionManager service. In case the connecting URRP device has |no
ConnectionManager service, the serviceld part of the argument is left blank. In case [the
corlnecting device is not a UPnP device (for example, an Internet streaming server), [the
whole PeerConnectionManager argument is left blank.

2.5|5 PrepareForConnection() and ConnectionCompleté()

2.5(5.1 PrepareForConnection()

The purpose of PrepareForConnection() is to allow, a device to perform a set of tasks priof to
tramsferring the content. The specific tasks_performed by a device are implementation
dependent, but may include the following:

e |Determine whether or not the device is able to stream content using the curfent
environment (for example, device status, network conditions, etc.)

e [Allocating some resources that' are needed to establish the out-of-band connection
between the source/sink devices for example, in an IEEE-1394/IEC-61883 environment,
this may include allocating-an IEEE-1394 isochronous channel.

¢ |Allocating a unique ConrectionlD that identifies those resources which were allocated| for
a specific connectian.

¢ |Allocating a new virtual instance of the AVTransport and/or RenderingControl service and
binding it to\the connection so that the flow of the content and the rendefing
characteristics ‘of the content can be controlled.

If & control_point wants to interoperate with all UPnP AV devices, prior to initiating [the
tramsfer-of content, for example, invoking AVTransport::SetAVTransportURI(), the control
point{néeds to invoke PrepareForConnection(), if the action is implemented by the dev|ce.
Otherwise the device may not operate r‘nrrpr‘tly hecause it is not yet pmpprly rnnfiglned_
Additionally, the control point will not know whether or not the current environment is able to
support the upcoming streaming request.

2.55.2 ConnectionComplete()

The purpose of ConnectionComplete() is to allow a device to terminate a specific connection
and/or to perform any cleanup tasks that are needed for the connection as a result of a
previous invocation of PrepareForConnection(). As with PrepareForConnection(), the set of
tasks performed by a device when ConnectionComplete() is invoked is implementation-
dependent, but may include the following:

e Releasing the resources that were allocated to establish the out-of-band connection
between the source and sink devices (for example, in a I|IEEE-1394/IEC-61883
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environment, this may include releasing the IEC-61883 isochronous channel that was
allocated when PrepareForConnection() was invoked earlier on the same device).

e Releasing the unique ConnectionID that identifies those resources that were allocated by
a previous invocation of PrepareForConnection().

e Releasing the virtual instance of the AVTransport and/or RenderingControl service, if any,
that were allocated during a previous invocation of PrepareForConnection() in order to
control the content flowing over the associated connection.

Since control points may turn off after a connection is established, control points may not
always invoke the ConnectionComplete() action. Therefore, the device needs to automatically
perform any cleanup tasks for the connection so that those resources that were allocdted
durjng PrepareForConnection() are not leaked.

2.5(5.3 General Usage Model

As |mentioned earlier, each device performs an arbitrary set of implementation-dependent
tasks during PrepareForConnection() and ConnectionComplete(). Some of these tasks may
be [crucial to the proper operation of the device while other tasks may, be secondary to [the
deyice’s core functionality. However, since each implementation of (BrepareForConnectign()
and ConnectionComplete() are specific to each device, it is very(difficult (if not impossible)
for] a control point to determine whether or not. Mt is safe to by-ppss
PrepareForConnection()/ConnectionComplete() for a given device. Therefore, the safest and
simplest way for a control point to interoperate with all UPAP)yAV devices is to always invpke
PregpareForConnection() and ConnectionComplete() if they*are implemented by the devjce.
Otherwise, those devices may not function properly as described above.

2.5(5.4 Relationship to AVTransport and RenderingControl Services

As [described in the “Theory of Operation” clauses of the AVTransport and RenderingConftrol
seryice specifications, some device are designed to support multiple virtual instances of |the
AVTransport and/or RenderingControl service. With these types of devices, the allocation
and binding of these virtual instances @ccur during PrepareForConnection().

As | described in the AVTransport specification, the responsibility for providing [the
AVTransport service for a given connection varies between the source and sink devigces
depending on the type of connection (that is: the type of transfer protocol that is being used).
When a push protocol , is”being used (for example, IEEE-1394), the source devicq is
responsible for providing the AVTransport service and when a pull protocol is being used (for
exdample, HTTP GET),~the sink device is responsible for providing the AVTransport servjce.
Whien a source device wants to support multiple instances of a push protocol or a sink deyice
wants to suppartumultiple instances of a pull protocol, the device's PrepareForConnection() is
responsible forrallocating a new virtual instance of the AVTransport service for each new
instance of that connection-type. Additionally, PrepareForConnection() MUST perform [the
nedessafy binding operations that link the allocated AVTransport instance with |the
corinection.

For example, in a IEEE-1394/IEC-61883 (push) environment, if a source device wants to
support multiple 1394/61883 streams, then its PrepareForConnection() MUST allocate a
unique virtual instance of the AVTransport service and bind it to the newly allocated IEEE-
1394/IEC-61883 connection. Similarly, in an HTTP GET pull environment, if a sink device
wants to support multiple simultaneous connections, its PrepareForConnection()
implementation MUST allocate a new virtual instance of the AVTransport service and bind it
to the newly allocated connection.

Note: This implies that the sink device’s PrepareForConnection() MUST perform some type of
pre-allocation of the TCP/IP socket so that it can be distinguished from the other connections
of that type.
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With regards to the RenderingControl service, the sink device is always responsible for
providing it regardless of the underlying protocol. If a sink device is designed to support
multiple simultaneous connections then its implementation of PrepareForConnection() MUST
be designed to allocate a new virtual instance of the RenderingControl service for each
connection that is created. Additionally, it MUST bind each instance to the newly created
connection so that a control point can control the rendering characteristics of the content that
is being transferred over that connection.

Note: This implies that the sink device’'s PrepareForConnection() MUST perform some type of
pre-allocation of the TCP/IP socket so that it can be distinguished from the other connections
of thattype-

Whien a device's PrepareForConnection() is designed to allocate and bind virtual instances$ of
the| AVTransport and/or RenderingControl services, the device’s Connection€Complefe()
MUST be designed to un-bind and release these virtual instances. For example, if a sodrce
deyice allocates an AVTransport service and binds it to a IEEE-1394 channgl, the devige's
ConpnectionComplete() action MUST undo the binding operation, as approptiate, and it MUYST
release the IEEE-1394 channel.

2.5(5.5 ConnectionlIDs

A CQonnectionID is a device-specific identifier that is used to~uniquely identify a connection
which has been prepared on a device via (RrepareForConnection(). When
PregpareForConnection() is invoked, a ConnectionID is alloeated by the device and assighed
to the newly configured connection. Since Connection/D8)are allocated by individual deviges,
a given ConnectionIlD is valid only within the _cOntext of that device. Therefore| a
ConnnectionlD assigned by one device can not be.used when interacting with another dev|ce.
Whien the two end-point devices of a given conngection are setup via PrepareForConnection(),
the| ConnectionIDs returned by the two devices)are completely independent from each other
and are almost certainly going to have different values even though they happen to refef to
the[same connection.

On|a given device, the algorithm used to allocate ConnectionIDs is vendor-specific. Hence,
the|numerical value of a ConnectionID is completely meaningless except to the device itgelf.
Onge a ConnectionlD has been allocated, it is generally valid until the associated connection
is torn down. Typically, this .happens in response to an invocation of ConnectionComplete() or
as a result of the device’'sOPTIONAL auto-cleanup mechanism.

Deyices SHOULD NOT return the same ConnectionlD value on subsequent invocationg of
PregpareForConnection(). After a connection has been torn down, its associgted
ConnectionlD, Wwhich is no longer valid, can be reassigned by the device to another
cornection. However, in order to minimize the potential of a stale ConnectionlD bging
midinterpreted as a valid ConnectionID, it is RECOMMENDED that each device not reasgign
a QonnesttdonlD value until all other valid values have been used.

Oncera _Connection!lD has bheen allocated any cantraol pninf may use the ConnectionlD to
uniquely identify the associated connection even when invoking ConnectionComplete().
However, in order to provide predictable device behavior, it is RECOMMENDED that each
control point use only those connections that it has prepared. Notable exceptions to this
recommendation include those control points that are able to coordinate with one another, via
some non-UPnP mechanism, or those control points that are explicitly designed to perform
connection clean up tasks, for example, a network management tool.

2.5.5.6 AVTransportlDs and RcsIDs

When a connection is prepared via PrepareForConnection(), the device MAY choose to
return an AVTransportlD and/or an RcsID. These IDs are used to identify the (unique and
independent) virtual instance of the AVTransport service and/or RenderingControl service
that has been associated with the newly prepared connection. As with the connection’s
ConnectionlD, the value of the AVTransportlD and/or RcsID have no meaning outside of the
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context of the allocating device. Similarly, AVTransportlIDs and RcsIDs are valid until their
associated connection is torn down, generally in response to an invocation of
ConnectionComplete() or as a result of the device’s OPTIONAL auto-cleanup mechanism.

Once allocated, AVTransportlDs and RcslIDs are used in conjunction with the AVTransport
service and RenderingControl service, respectively, to invoke various control actions on the
stream that is being carried over the associated connection. As with ConnectionIDs, control
points should use only the AVTransportlDs and RcsIDs that are associated with the
connections that the control point has prepared via PrepareForConnection(). The
AVTransport and RenderingControl services allow any control point to use any valid

AVTrﬂnnnnrf»ll‘\o and/aoyr Docllc Haowavar whan multinla  oconteal oointe o tha oo me
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AVTransportlD and/or RcsID, these control points should coordinate their activities with.pne
anqther. Otherwise, the devices may behave unexpectedly thus causing a poor_end-yser
exgerience.

3 | XML Service Description

<?Xml version="1.0"7?>
<sdpd xmlns="urn:schemas-upnp-org:service-1-0">
<specVersion>

<major>1</major>

<minor>0</minor>
</specVersion>
<actionList>

<action>

<name>GetProtocol Info</name>

<argumentList>
<argument>

<name>Source</name>
<direction>out</direction>
<relatedStateVariable>
SourceProtocol Infaq
</relatedStateVariahle>

</argument>

<argument>
<name>Sink</name>

<direction>ott</direction>

<relatedStateVariable>
SinkPretocol Info

</relatedStateVariable>

</argument>

</argumenthyst>
</action>

<action>
<name>PrepareForConnection</name>

<dpgumentList>

<argument>
<name>RemoteProtocol Info</name>
<direction>in</direction>
<relatedStateVariable>
A_ARU_T\IIPE_PI otocotHMfo
</relatedStateVariable>
</argument>

<argument>
<name>PeerConnectionManager</name>

<direction>in</direction>

<relatedStateVariable>
A_ARG_TYPE_ConnectionManager

</relatedStateVariable>

</argument>

<argument>
<name>PeerConnectionlD</name>

<direction>in</direction>

<relatedStateVariable>
A_ARG_TYPE_ConnectionlD

</relatedStateVariable>
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