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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical activity.
ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
ISO/IEC JTC 1.

degcribed in the ISO/IEC Directives, Part 1. In particular the different approval criteria needed 'for
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y trade name used in this document is information given for the convenience of users and does
nstitute an endorsement.

[ an explanation on the voluntary nature of Standards, the m€aning of the ISO specific terms &
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Introduction

ISO and IEC draw attention to the fact that it is claimed that compliance with this document may
involve the use of patents as indicated below.

ISO and IEC take no position concerning the evidence, validity and scope of these patent rights. The
holders of -these patent rights have assured ISO and IEC that they are willing to negotiate licenses
under reasonable and non-discriminatory terms and conditions with applicants throughout the world. In
this respect, the statements of the holders of these patent rights are registered with ISO and IEC.

Intel Corporation has informed IEC and ISO that it has patent applications or granted patents.

Information may be obtained from:

Intel Corporation

Standards Licensing Department
52P0 NE Elam Young Parkway
M$: JFS-98

USA - Hillsboro, Oregon 97124

Migrosoft Corporation has informed IEC and ISO that it has patent)applications or granied
pafents as listed below:

61P1499 / US; 6687755 / US; 6910068 / US; 7130895 / US;.6725281 / US; 7089307 / US;
7069312 / US; 10/783 524 /US

Information may be obtained from:
Mitrosoft Corporation

Orle Microsoft Way

USA — Redmond WA 98052

PHlilips International B.V. has informed IEC.@nd ISO that it has patent applications or granied

paLents.
Information may be obtained from:

PHilips International B.V. — IP&S
High Tech campus, building44*3A21
NY — 5656 Eindhoven

NXP B.V. (NL) has informed IEC and ISO that it has patent applications or granted patents.
Information may be)obtained from:

NXP B.V. (NL)
High Tech'\campus 60
NU — 5656 AG Eindhoven

Matsushita Electric Industrial Co. Ltd. has informed IEC and ISO that it has patént
applications or granted patents.

Information may be obtained from:

Matsushita Electric Industrial Co. Ltd.
1-3-7 Shiromi, Chuoh-ku
JP — Osaka 540-6139

Hewlett Packard Company has informed IEC and ISO that it has patent applications or
granted patents as listed below:

5956 487 / US; 6 170 007 / US; 6 139 177 / US; 6 529 936 / US; 6 470 339/ US; 6 571 388 /
US; 6 205 466 / US
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Information may be obtained from:

He

wlett Packard Company

1501 Page Mill Road
USA — Palo Alto, CA 94304

Sa

msung Electronics Co. Ltd. has informed IEC and ISO that it has patent applications or

granted patents.

Information may be obtained from:

Digital Media Business, Samsung Electronics Co. Ltd.

41
K

Maetan-3 Dong, Yeongtang-Gu,
— Suwon City 443-742

Hdawei Technologies Co., Ltd. has informed IEC and ISO that it has patent applications|or

granted patents.

In

Hyawei Technologies Co., Ltd.
Administration Building, Bantian Longgang District

S
Quy

Qu

pal)ents.
Information may be obtained from:

rmation may be obtained from:

enzhen — China 518129

alcomm Incorporated has informed IEC and ISO that it has’/patent applications or granfed

alcomm Incorporated

57
S

Telecom ltalia S.p.A.has informed IEC and’ISO that it has patent applications or granted
patents.

In

Telecom lItalia S.p.A.

Vi

Tufrin - Italy 10148

Ci

Information may.be obtained from:

Ci
17

75 Morehouse Drive
n Diego, CA — USA 92121

rmation may be obtained from:

Reiss Romoli, 274

bco Systems informed IEC and I1SO that it has patent applications or granted patents.

Eco Systems, Inc.
D West Tasman Drive

Sz1n dJose, CA — USA 95134

Attention is drawn to the possibility that some of the elements of this document may be the subject of
patent rights other than those identified above. ISO and IEC shall not be held responsible for
identifying any or all such patent rights.
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Original UPnP Document

Reference may be made in this document to original UPnP documents. These references are
retained in order to maintain consistency between the specifications as published by ISO/IEC
and by UPnP Implementers Corporation and later by UPnP Forum. The following table
indicates the original UPnP document titles and the corresponding part of ISO/IEC 29341:

UPnP Document Title
UPnP Device Architecture 1.0
UPnP Device Architecture Version 1.0

ISO/IEC 29341 Part
ISO/IEC 29341-1:2008
ISO/IEC 29341-1:2011

UPNP Device Architecture 1.1

UPNP Device Architecture 2.0

UPnNP Basic:1 Device

UPNP AV Architecture:1

UPnP AV Architecture:1

UPNP AVTransport:1 Service

UPnP ConnectionManager:1 Service
UPNP ContentDirectory:1 Service
UPnP RenderingControl:1 Service
UPnP MediaRenderer:1 Device
UPnP MediaRenderer:2 Device
UPnP MediaServer:1 Device

UPnP AVTransport:2 Service

UPnP AVTransport:2 Service

UPNP ConnectionManager:2 Service
UPnP ConnectionManager:2 Service

UPNP ContentDirectory:2 Service

UPnP RenderingControl:2 Service

UPnP RenderingControl:2 Service

UPnP ScheduledRecording:1

UPnP ScheduledRecording:2

UPnP MediaRenderer:2 Device

UPnP MediaServer:2-Device

UPNP AV Datastructure Template:1

UPNP AV Datastructure Template:1

UPnNP DigitalSecurityCamera:1 Device

UPnP DigitalSecurityCameraMotionimage:1 Service
UPnP\DigitalSecurityCameraSettings:1 Service
UPnhP DigitalSecurityCamerasStillilmage:1 Service

ISO/IEC 29341-1-1:2011
ISO/IEC 29341-1-2
ISO/IEC 29341-2
ISO/IEC 29341-3-1:2008
ISO/IEC 29341-3-1:2011
ISO/IEC 29341-3-10
ISO/IEC 29341-3-11
ISO/IEGC 29341-3-12
ISOHEC™29341-3-13
ISONEC 29341-3-2
ISO/IEC 29341-3-2:2011
ISO/IEC 29341-3-3
ISO/IEC 29341-4-10:2008
ISO/IEC 29341-4-10:2011
ISO/IEC 29341-4-11:2008
ISO/IEC 29341-4-11:2011
ISO/IEC 29341-4-12
ISO/IEC 29341-4-13:2008
ISO/IEC 29341-4-13:2011
ISO/IEC 29341-4-14
ISO/IEC 29341-4-14:2011
ISO/IEC 29341-4-2
ISO/IEC 29341-4-3
ISO/IEC 29341-4-4:2008
ISO/IEC 29341-4-4:2011
ISO/IEC 29341-5-1
ISO/IEC 29341-5-10
ISO/IEC 29341-5-11
ISO/IEC 29341-5-12

UPnP HVAC_System:1 Device

UPNP ControlValve:1 Service

UPnP HVAC_FanOperatingMode:1 Service
UPnP FanSpeed:1 Service

UPnP HouseStatus:1 Service

UPnP HVAC_SetpointSchedule:1 Service
UPnP TemperatureSensor:1 Service

UPnP TemperatureSetpoint:1 Service

UPnP HVAC_UserOperatingMode:1 Service
UPnP HVAC_ZoneThermostat:1 Device
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ISO/IEC 29341-6-10
ISO/IEC 29341-6-11
ISO/IEC 29341-6-12
ISO/IEC 29341-6-13
ISO/IEC 29341-6-14
ISO/IEC 29341-6-15
ISO/IEC 29341-6-16
ISO/IEC 29341-6-17
ISO/IEC 29341-6-2



https://iecnorm.com/api/?name=3a4b79360f8b11dddffc1d8b9d084a8b

ISO/IEC 29341-30-10:2017(E)

UPNP BinaryLight:1 Device

UPnP Dimming:1 Service

UPnP SwitchPower:1 Service

UPnP DimmableLight:1 Device

UPNP InternetGatewayDevice:1 Device

UPnP LANHostConfigManagement:1 Service

UPnP Layer3Forwarding:1 Service
UPnP LinkAuthentication:1 Service

ISO/IEC 29341-7-1
ISO/IEC 29341-7-10
ISO/IEC 29341-7-11
ISO/IEC 29341-7-2
ISO/IEC 29341-8-1
ISO/IEC 29341-8-10
ISO/IEC 29341-8-11
ISO/IEC 29341-8-12

PnP RadiusClient:1 Service
PnP WANCableLinkConfig:1 Service

PnP WANDSLLinkConfig:1 Service
PnP WANEthernetLinkConfig:1 Service
PnP WANIPConnection:1 Service
PnP WANPOTSLinkConfig:1 Service
PnP LANDevice:1 Device

PnP WANPPPConnection:1 Service
PnP WLANConfiguration:1 Service
PnP WANDevice:1 Device

PnP WANConnectionDevice:1 Device
PnP WLANAccessPointDevice:1 Device
PnP Printer:1 Device

PnP ExternalActivity:1 Service

PnP Feeder:1.0 Service

PnP PrintBasic:1 Service

PnP Scan:1 Service

PnP Scanner:1.0 Device

PnP QoS Architecture:1.0

PnP QosDevice:1 Service

PnP QosManager:1 Service

PnP QosPolicyHoldef:] Service

PnP QoS Architecture:2

PnP QosDevice:2'Service

PnP QosManager:2 Service

PnP QoesPolicyHolder:2 Service
PnP(QOS v2 Schema Files
PrnRP‘RemoteUIClientDevice:1 Device

c c c c cCc cCc C cC cC cC cC cC cCcC CcCCcCcccccccc c C C C C

PnP WANCommonlinterfaceConfig:1 Service

ISO/IEC 29341-8-13
ISO/IEC 29341-8-14
ISO/IEC 29341-8-15
ISO/IEC 29341-8-16
ISO/IEC 29341-8-17.
ISO/IEC 29341-8-18
ISO/IEC 29341-8-19
ISO/IEC 29341-8-2
ISO/IEC-29341-8-20
ISQIIEC 29341-8-21
ISO/IEC 29341-8-3
ISO/IEC 29341-8-4
ISO/IEC 29341-8-5
ISO/IEC 29341-9-1
ISO/IEC 29341-9-10
ISO/IEC 29341-9-11
ISO/IEC 29341-9-12
ISO/IEC 29341-9-13
ISO/IEC 29341-9-2
ISO/IEC 29341-10-1
ISO/IEC 29341-10-10
ISO/IEC 29341-10-11
ISO/IEC 29341-10-12
ISO/IEC 29341-11-1
ISO/IEC 29341-11-10
ISO/IEC 29341-11-11
ISO/IEC 29341-11-12
ISO/IEC 29341-11-2
ISO/IEC 29341-12-1

UPnP RemoteUIClient:1 Service

UPnP RemoteUlServer:1 Service
UPnP RemoteUIServerDevice:1 Device
UPNP DeviceSecurity:1 Service

UPNP SecurityConsole:1 Service
UPnP ContentDirectory:3 Service
UPnP MediaServer:3 Device

UPnP ContentSync:1

UPNP Low Power Architecture:1

UPnP LowPowerProxy:1 Service

ISO/IEC 29341-12-10
ISO/IEC 29341-12-11
ISO/IEC 29341-12-2
ISO/IEC 29341-13-10
ISO/IEC 29341-13-11
ISO/IEC 29341-14-12:2011
ISO/IEC 29341-14-3:2011
ISO/IEC 29341-15-10:2011
ISO/IEC 29341-16-1:2011
ISO/IEC 29341-16-10:2011
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UPNP QoS Architecture:3

UPNP QosDevice:3 Service

UPnP QosManager:3 Service
UPNP QosPolicyHolder:3 Service
UPNP QosDevice:3 Addendum
UPnP RemoteAccessArchitecture:1

UPNP InboundConnectionConfig:1 Service
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ISO/IEC 29341-17-12:2011
ISO/IEC 29341-17-13:2011
ISO/IEC 29341-18-1:2011

ISO/IEC 29341-18-10:2011

PnP RADAConfig:1 Service

PnP RADASync:1 Service

PnP RATAConfig:1 Service

PnP RACIlient:1 Device

PnP RAServer:1 Device

PnP RADiscoveryAgent:1 Device
PnP SolarProtectionBlind:1 Device
PnP TwoWayMotionMotor:1 Service
PnP AV Architecture:2

PnP AVTransport:3 Service

PnP ConnectionManager:3 Service
PnP ContentDirectory:4 Device

PnP RenderingControl:3 Service
PnP ScheduledRecording:2 Service
PnP MediaRenderer:3 Service

PnP MediaServer:4 Device

PnP AV Datastructure Template:1
PnP InternetGatewayDevice:2 Device
PnP WANIPConnection:2 Service

PnP WANIPv6FirewallControl:1*Service
PnP WANConnectionDevicei2, Service

PnP WANDevice:2 Device

PnP Telephony Architecture:2
PnP CallManagement:2 Service
PnP MediaManagement:2 Service
PnP Messaging:2 Service

PnP PhoneManagement:2 Service
PnP(AddressBook:1 Service
PrnR/Calendar:1 Service
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UPnP Presense:1 Service

UPNP TelephonyClient:2 Device
UPnNP TelephonyServer:2 Device
UPnNP Friendly Info Update:1 Service
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1 Scope

1.1 Introduction

This document defines the service DataStore:1, which identifies Version 1 of the service
named DataStore. This Publicly Available Specification is applicable to Standardized DCPs of
the UPnP Forum which include this service.

This service definition is compliant with the UPnP Device Architecture, version 1.0.

2 | Normative References

following referenced documents are indispensable for the application of this.document.
Fof dated references, only the edition cited applies. For undated references, the latest edition
of the referenced document (including any amendments) applies.

[1] UPnP Device Architecture, version 1.0, UPnP Forum, June 13,"2000. Available
at: http://upnp.org/specs/arch/UPnPDA10_20000613.pdf. Latest version available
at:| http://upnp.org/specs/arch/UPnP-arch-DeviceArchitecture-v1.0.pdf:

[2]] ISO 8601 Data elements and interchange formats —//Information interchange| --
Rgpresentation of dates and times, International Standards Organization, December 21, 2000.
ilable at: http://www.iso.org (ISO 8601:2004)

[B]'IETF RFC 2119, Key words for use in RFCs to Indiecate Requirement Levels, S. Bradngr,
19P7. Available at: http://www.faqgs.org/rfcs/rfc2119.Himl.

[4]] HyperText Transport Protocol — HTTP/1.1, RA\Fielding, J. Gettys, J. Mogul, H. Frystyk,|L.
Masinter, P. Leach, T. Berners-Lee, June 1999. Available at: http://www.ietf.org/rfc/rfc2616 ftxt.

[5]] IETF RFC 3339, Date and Time on'dhe Internet: Timestamps, G. Klyne, Clearswift
Cdrporation, C. Newman, Sun Microsystems, July 2002. Available
at;| http://www.ietf.org/rfc/rfc3339.txt.

[6]] Extensible Markup Language (XML) 1.0 (Third Edition), Frangois Yergeau, Tim Bray, Jdan
Pdoli, C. M. Sperberg-McQuegen,"Eve Maler, eds., W3C Recommendation, February 4, 2004.
ilable at: http://www.w3.0fg/TR/2004/REC-xm|-20040204.

[7]] XML Schema Part_2: Data Types, Second Edition, Paul V. Biron, Ashok Malhotra, WBC
Rgcommendation, 28\ October 2004. Available at: http://www.w3.0rg/TR/2004/REC-
Ischema-2-20041028.

[8]] UPnP lotManagementAndControl Architecture Overview, UPnP Forum, July 1, 2013.
ilable at: http://www.upnp.org/specs/iotmc/UPnP-iotmc-lotManagementAndControl-
Architecture-v1-20130701.pdf. Latest version available
http://www.upnp.org/specs/iotmc/UPnP-iotmc-lotManagementAndControl-Architectufe-

[91 UPnP I[I0TManagementAndControl Device, UPnP Forum July 1, 2013. Available
at: http://www.upnp.org/specs/iotmc/UPnP-iotmc-lI0OTManagementAndControl-v1-Device-
20130701.pdf. Latest version available at: http://www.upnp.org/specs/iotmc/UPnP-iotmc-
IOTManagementAndControl-v1-Device.pdf.

[10] UPnP I0OTManagementAndControl GenericTransport:1 Service, UPnP Forum July 1, 2013.

Available at: http://www.upnp.org/specs/iotmc/UPnP-iotmc-lIOTManagementAndControl-
TransportGeneric-v1-Service-20130701.pdf. Latest version available
at: http://www.upnp.org/specs/iotmc/UPnP-iotmc-lIOTManagementAndControl-

TransportGeneric-v1-Service.pdf.
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[11] UPnP  DataStore:1 Service, UPnP  Forum, July 1, 2013. Available
at: http://www.upnp.org/specs/ds/UPnP-ds-DataStore-v1-Service-20130701.pdf. Latest
version available at: http://www.upnp.org/specs/ds/UPnP-ds-DataStore-v1-Service.pdf.

[12] UPnP lotManagementAndControl Sensor DataModel Service, UPnP Forum, July 1, 2013.
Available at: http://www.upnp.org/specs/iotmc/UPnP-iotmc-lIOTManagementAndControl-
DataModel-v1-Service-20130701.pdf. Latest version available
at: http://www.upnp.org/specs/iotmc/UPnP-iotmc-IOTManagementAndControl-DataModel-v1-
Service.pdf.

[131___UPnP DeviceProtection:1 Service UPnP  Forum February 24 2011.
Aviilable at: http://www.upnp.org/specs/gw/UPnP-gw-DeviceProtection-v1-Servige-
20[110224.pdf. Latest version available at: http://www.upnp.org/specs/gw/URnR-gw-
DgviceProtection-v1-Service.pdf.

[14] UPnP ConfigurationManagement:2 Service, UPnP Forum, February ~16, 2012.
Avjilable at: http://www.upnp.org/specs/dm/UPnP-dm-ConfigurationManagement-v2-Servi¢e-
20[120216.pdf. Latest version available at: http://www.upnp.org/specs/dm/UPnP-dm-
CgnfigurationManagement-v2-Service.pdf.

[1%] XML Schema DataStore LastChange Eventing, UPnP Forum/ July 1, 2013. Available
at:] http://www.upnp.org/schemas/ds/dsevent-v1-20130701.xsd., (Latest version available
at:| http://www.upnp.org/schemas/ds/dsevent.xsd.

[16] XML Schema UPnP DataStore DataStorelnfo, UPnP~Forum, July 1, 2013. Available
at:] http://www.upnp.org/schemas/ds/dsinfo-v1-20130704.xsd. Latest version available
at:| http://www.upnp.org/schemas/ds/dsinfo.xsd.

[11] XML Schema UPnP DataStore DataTablelnfoy/ UPnP Forum, July 1, 2013. Available
at] http://www.upnp.org/schemas/ds/dtinfo-v1:20130701.xsd. Latest version available
at] http://www.upnp.org/schemas/ds/dtinfo.xsd:

[18] XML Schema UPnP DataStore DataStoreGroups, UPnP Forum, July 1, 2013. Available
at:| http://www.upnp.org/schemas/ds/dsgroups-v1-20130701.xsd. Latest version available
at:;| http://www.upnp.org/schemas/ds/dsgroups.xsd.

[19] XML Schema UPnP DataStore DataRecord, UPnP Forum, July 1, 2013. Available
at] http://www.upnp.org/schemas/ds/drecs-v1-20130701.xsd. Latest version available
at:;| http://www.upnp.org/schemas/ds/drecs.xsd.

[20] XML Schema UPnP-DataStore DataRecordFilter, UPnP Forum, July 1, 2013. Available
at:] http://www.upnp-org/schemas/ds/drecfilter-v1-20130701.xsd. Latest version available
at:| http://www.upnp;org/schemas/ds/drecfilter.xsd.

[21] XML Schema UPnP DataStore DataRecord Status, UPnP Forum, July 1, 2013.
Aviailable (at® http://www.upnp.org/schemas/ds/drecstatus-v1-20130701.xsd. Latest version
avpilable-at: http://www.upnp.org/schemas/ds/drecstatus.xsd

3 | ‘Terms, Definitions and Abbreviations

For the purposes of this document, the terms and definitions given in [1] and [8] apply.
4 Notations and conventions

4.1 Notation
e Strings that are to be taken literally are enclosed in “double quotes”.
e Words that are emphasized are printed in italic.

e Keywords that are defined by the UPnP Working Committee are printed using the forum
character style.

e Keywords that are defined by the UPnP Device Architecture are printed using the arch
character style.
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e A double colon delimiter, “:”, signifies a hierarchical parent-child (parent::child)

relationship between the two objects separated by the double colon. This delimiter is us
in multiple contexts, for example: Service::Action(), Action()::Argume
parentProperty::childProperty.

4.2 Data Types
This specification uses data type definitions from two different sources. The UPnP Devi

ed
nt,

ce

Architecture defined data types are used to define state variable and action argument data

types UPnP Device Architecture, version 1.0 [1]. The XML Schema namespace is used
define property data types XML Schema Part 2: Data Types, Second Edition [7].

For UPnP Device Architecture defined Boolean data types, it is strongly RECOMMENDED
usg the value “0” for false, and the value “1” for true. The values “true”, “yes”, “false”~Or“I
MAY also be used but are NOT RECOMMENDED. The values “yes” and “no” are déprecat
and MUST NOT be sent out by devices but MUST be accepted on input.

Fof XML Schema defined Boolean data types, it is strongly RECOMMENDED-fe use the val

“0| for false, and the value “71” for true. The values “true”, “yes”, “false”, or “ric” MAY also

to

to

10

ed

ue
be

uspd but are NOT RECOMMENDED. The values “yes” and “no” are deprecated and MUST

NQT be sent out by devices but MUST be accepted on input.

4. Vendor-defined Extensions

Whenever vendors create additional vendor-defined state yariables, actions or properti¢s,
their assigned names and XML representation MUST follow-the naming conventions and XML

rules as specified in UPnP Device Architecture, version 1.0.[1], Clause 2.5, “Description: N¢
stgndard vendor extensions”.

5 [ Service Modelling Definitions

5.1 Service Type
Thie following URN identifies a service that is;compliant with this specification:

urn:schemas-upnp-org:service:DataStore:1
DdtaStore service is used herein torefer to this service type.

5.4 DataStore Service Architecture

Thie DataStore service provides the ability to acquire and persistently store information
later access. This service allows UPnP devices such as mobile phones and sensors to m3
information available-for subsequent retrieval. This increases the flexibility of the UP
ecpsystem by eliminating requirements to have an immediate nexus between informat
solrces and sinks/on the UPnP network. The DataStore service additionally allows UP

n-

for
ke
nP
on
nP

deyices with _limited or temporary storage capabilities to persist information for subsequé¢nt

refrieval. The{DataStore service constructs are intended to be modelled after and compati
with well-established database models.

Thie service defined herein provides the following functionality:

ble

o Methods to define, create and delete tables of data records.

o Methods to define and identify the contents a data records.

e Methods to accept data records from both streaming and programmed sources.
o Methods to select and retrieve data record contents.

5.3 Key Concepts

The DataStore service supports a DataStore which is organized as a set of DataTables. Each

DataTable consists of a series of DataRecords and a DataTable Dictionary. This secti

on

discusses various DataStore constructs and topics to assist the reader in understanding the

DataStore service’s actions and state variables.
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5.3.1 DataTables

A DataTable consists of identifying metadata, a set of DataRecords and a Dictionary. The
DataStore service is allowed to provide access control to DataTables via the UPnP
DeviceProtection service .

5.3.2 DataTable Dictionary

Each DataTable has an associated Dictionary. The Dictionary is organized as key-value data
structure. The values stored in the Dictionary are always of type string, although the string
values may contain encoded data types such as XML, Base64. The Dictionary does not
provide encoding or type information for key-value pairs stored. The semantics of Dictionary
keys are included with the definition of the corresponding DataTable URN. See DataTable
URN.

DgtaTable record fields can refer to key(s) in the DataTable’s Dictionary. When a~DataTable
re¢ord is read the DataStore service can automatically resolve Dictionary_references |by
supstituting the corresponding the Dictionary value for the Dictionary key coentained in the
stqred DataRecord.

5.3.3 DataTables GUID

Edch DataTable is uniquely identified by a GUID. The format of aVDataTable’s records| is
defined by an XML document (see XML Schema UPnP DataStetre-DataTableIlnfo [17]) which
depgcribes DataTable’'s record contents at the time of DataTable creation. Additional
ecpsystem specific requirements associated with a DataTable/are identified by a URN value
aspociated with the DataTable

5.3.4 DataTable URN

Each DataTable has an associated URN. Thig) YURN value assists DataStore clients|in
defermining DataTable contents and to identify’ sets of related DataTables. The UPpP
DdtaStore service [11] defines a uniform template for generating these normative identifiers
Two types of DataTable URNs are defined\by this specification:

e | Sensor Specific

The DataTable contains recorded output of a Sensor. The URN for this DataTable| is
identical to the URN (ldentifier-Type: smgt-surn) of the Sensor providing Dataltems
recorded in this DataTable: See the SensorTransportGeneric service [10], section 5.2.6
"Sensor Normative Typeldentifiers" for further details.

e | Application Specifi¢

The DataTable.'contains data generated by home-network application(s) as well as sengor
data. The contents of DataRecords for this type of DataTable is determined by the
underlyingtapplication and the DataTable URN serves to identify the generating
applicationh. The following format shall be used for application specific DataTable URNs.

DataTableURN::= urn ":" upnp-org ":" ds-aurn ":" [generic-application-type] ":
[application-vendor-identifier] ":" [application-identifier] ":"
{dpplication-user-identifier] ":" [application-table-identifier]

The [generic-application-type] field is descriptive and provides an informative classification for
the application. For example:

e Health and Wellness
e Home Energy Management
e Home Security

The [application-vendor-identifier] shall contain the ICANN domain-name of the organization
or vendor which provides the application.

The [application-identifier] shall identify the specific application or family of applications which
define the expected DataTable formats.
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The [application-user-identifier] field may contain information relating the DataTable to a
specific user of an application. This field may be left empty if no such identification is
necessary.

The [application-table-identifier] may contain information identifying a specific type of
DataTable within a set of related DataTables. This field may be left empty if no such
identification is necessary.

5.3.5 DataTable DataRecords

When a DataTable is created (or pre-defined) a DataRecord format is established for the table.
Inf ) | SrertaFabte— — S—d . tg—femrtifying
information, DeviceProtection roles, and DataRecord contents (see XML schema \UPnhP
DdtaStore DataTablelnfo [17]). DataRecord(s) consist of fields each defining a Dataltem with
an|associated name and type (see XML schema UPnP DataStore DataRecord [19]).

5.3.6 DataTable Dataltems

Edch DataTable record consist of a set of Dataltem(s). Dataltems may include“simple scalars,
C3Vs, abstract data types or XML documents. Each Dataltem is characterized by four
components: name, type, encoding and an allowed Dataltem Description document (see
loManagementAndControl Architecture Overview [8], subclause 4.3, "Dataltem Semanti¢s"
fon a detailed description of Dataltems).

5.3.7 Dataltem Description Documents

A | Dataltem may be described by an accompahying XML document (see
loManagementAndControl Architecture Overview [8], subclause 4.4, "Dataltem Description
XML Document"). A DataStore client should store Dataltem Description Documents |(if
avpilable) in the DataTable Dictionary. When storing these documents in a DataTable
Digtionary, the following template shall be used for generating DataTable Dictionary Key
names:

Dig¢tionaryKey ::= ItemDescription "-" [Datalfém Prefix] Dataltem Name

For example:

ItemDeséription-[Garage]FreezerTempSetting

Di

o

tionary KeyName

<?xml) version="1.0" encoding="UTF-8"7?>
<DataltemDescription
xmlns="urn:schemas-upnp-org:sensors:dataitemdescription”
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemaLocation="
urn:schemas-upnp-org:sensors:did.xsd
http://www.upnp.org/schemas/sensors/did.xsd"

Di

o)

tionary KeyValue

itemName="FreezerTempSetting"
access="rw">

description
Freezer Temperature Control
</description>

<measurement
units="degC"
treatment="average"
accumulation="interval" />

<limit units="degC" limittype="low" />
<limit units="degC" limittype="high" />

</DataltemDescription>
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5.3.8 Dataltem formats

The DataStore service always conveys stored Dataltem(s) as strings. However, the contents
of the stored strings may be XML documents, integer(s) or binary content conveyed as
Base64 strings and the DataRecord format indicates the allowable data types that may be
conveyed by these strings. It should be noted that the DataStore service may convert
representations. For example an field with type “uda:r4” may be correctly conveyed a either
1.001E2 and 100.1. In addition, a DataRecord type may be abstract such as a UPnP
A ARG TYPE state variable or an “mds:IEEE_11073-ATTR” type representing IEEE-11073
Object Attributes.

5.3

D
S
tr
all
S(

5.3

D4
su

Ng

<?
<D

datalables Uperations

taTables are created and deleted via SOAP actions. In addition to DataTable creati
AP clients may either directly write DataTable records via SOAP actions or may)arran
nsport connections via the DataStore service [11] GetDataStoreTransportURL{() act
bwing asynchronous writing of DataTable records. DataTable records are retrieved

AP actions. DataTable Dictionary keys are read and written via SOAP actions.

.10 DataTable HTTP/HTTPS Transport Protocol

taTable connections to URLs provided by the GetDataStoreTransportURL() action sh
bport the HTTP/HTTPS Transport model as follows:

1) When the DataTable transport endpoint has data available, the transport client sh
issue an HTTP/HTTPS POST request to the DataStere transport endpoint provided
the TransportURL provided GetDataStoreTransporttlRL()action.

2) The request shall contain any HTTP entity-headers as required by RFC-2616.

A ARG TYPE DataRecords state variable
4) If all <datarecord> elements contained within the POST request are acceptah

an empty entity-body.

5) If DataStore transport endpoint does not accept all of the POST(ed) <datarecor
elements, the transport endpoint shall return a HTTP-response with HTTP status 2
with an entity-body containing an XML document conforming to XML Sche
DataStore DataRecord\Status [21].

te: This schema is shared with the SensorTransportGeneric service [10].

km 1 version="t§.’) 'encoding="utf—8 ">

htaRecordsS
xmlns="urnsschemas-upnp-org:ds:drecstatus"

xmlns: http://www.w3.0rg/2001/XMLSchema-instance"
xsi:s alocation="urn:schemas-upnp-org:ds:drecstatus
C) ://www.upnp.org/schemas/ds/drecstatus-vl.xsd">

bN,
ge
on
via

all

all
by

3) The entity-body shall contain a DataRecords’ XML document as described for t{he

le,

then the transport endpoint shall genérate a HTTP-response with HTTP status 200 gnd

3>
00
ma

<!

- T each <datarecord> element in the POST request -->

datarecordstatus accepted="0[1"

. Additional <datarecordstatus> elements ...

</DataRecordsStatus>

<?xml>

Required. Case Sensitive.

<DataRecordsStatus>

Required. Shall include the namespace declaration for the DataStore service DataRecordStatus Schema

(urn:schema-upnp-org:ds:drecstatus). Shall include the following elements and attributes:
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<datarecordstatus>
Required. XML. For each <datarecord> element in the original HTTP-POST request, a
corresponding <datarecordstatus> element shall be included.
accepted

Required. Boolean. This attribute shall be set to ("1") if the corresponding <datarecord>
element was accepted by the transport server and to ("0") if the corresponding <datarecord>
was rejected.

DdtaTable(s) within a DataStore shall be a member of (reference) zero or more DataStore
groups. DataTable membership in a group indicates the subject DataTable(s) are related. The
DdtaStore service can apply access controls to DataStore groups which are applied to gny
DdtaTable(s) referencing these groups. The DataStore service [11], however, ronly defines
mgmbership in a group; additional ecosystem specific requirements may(farther define
additional rules and meaning attached to group membership.

5.3.12 DataStore Events

Thie DataStore service [11] can notify its clients of state changes via the evented LastChange
stgte variable. The LastChange state variable includes a summary of events including the
crg¢ation and deletion of DataTable(s), modifications to DataTlable(s) and corresponding
Digtionary(s) in addition to the creation of DataStore groups.

5.3.13 DataTable Permissions

The DataStore service [11] may implement the allowed DeviceProtection service [13]. If this
feqture is implemented, DataStore groups may be. assigned permissions. DataTable(s) may
allpw or restrict access by using the default DeviceProtection roles: Public and/or Basic or|by
DgtaStore group permissions which include: Master (Create/Update/Delete), Read, and Write.
The DataStore service [11] defines the syntax for DeviceProtection roles by combinind a
DdtaStore group permission component with a DataStore group name (see subclause 54,
"Device Protection"” for a detailed discussion of DataStore group permissions).

5.3.14 DataTable Actions

While no grouping of DataStore ‘actions is defined by this specification, it can be helpful to the
reqder to consider related DataStore actions together:

e | DataTableGroup Management

e CreateDataStoreGroups()

e GetDataStoreGroups()

e DeleteDataStoreGroups()

e [ DataTable Management
e ) CreateDataStoreTable()
o  DeleteDataStoreTable()

e ResetDataStoreTable()

©

DataTable Information
e GetDataStorelnfo()
e GetDataStoreTablelnfo()
e ModifyDataStoreTable()
DataTable Read/Write
e ReadDataStoreTableRecords()
e WriteDataStoreTableRecords()

DataTable Properties
ISO/IEC 2017 — All rights reserved 7
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e CreateDataStoreTableKeyValue()
e GetDataStoreTableKeyValue()
e RemoveDataStoreTableKeyValue()

DataTable Transport Connection

5.4
The DataStore service [11] is allowed to restrict control point access to DataTable(s) using

the—DeuviceProtection _service [1’2] When the DeviceProtection feature is implnmnnfnr’l

e GetDataStoreTransportURL()

Device Protection

he

D4

In
su

taStore service [11] shall support the following roles:

addition the DataStore service [11] which implements the DeyiceProtection feature sHh
bport the following group roles:

Admin — A control point with the Admin role can create/read/write/delete any DataStore

Table and can create or remove any DataStore group.

Public — A control point with the Public role can read or write specific DataStore tab
which permit this access.

Basic — A control point with the Basic role can read or write specific DataStore tab
which permit this access.

ds:Master#[GroupName] - A control point with a ds:Master#[GroupName] identity
the indicated DataStore group may create or delete the corresponding group and m
create or delete DataTable(s) belonging to that. DataStore group. If a created
deleted DataTable participates in multiple DataStore groups, then the control poinf
required to have corresponding ds:Master identities for all groups the target DataTa
references.

ds:Reader#[GroupName] - A control point with a ds:Reader#[GroupName] identity

es

es

all

for
ay
or
is
Dle

for

the indicated DataStore group may’read DataTable(s) which are a member of the

identified group.

ds:Writer#t[GroupName] - A control point with a ds:Writer##[GroupName] identity for
indicated DataStore group-\may write DataTable(s) which are a member of
identified group.

he
he
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5.5 State Variables

Note: For first-time reader, it may be more insightful to read the theory of operations first and then the action
definitions before reading the state variable definitions.

5.5.1 State Variable Overview

Table 1 — State Variables

Variable Name R/A a | Data Type Allowed Value Default Eng.
Value Units
LastChange R string See 5.5.2
A ARG TYPE DataRecordCount R ui4 See 5.5.3
A ARG TYPE DataRecordIndex R string See 5.5.4
A ARG _TYPE DataRecordFilter R string See 5.5.5
A ARG TYPE DataTablelD R string See 5.5.6
A ARG TYPE DataTablelnfoFragment CR string See 5.5.7
A ARG _TYPE DataTableKeyName R string See 5.5.8
A ARG TYPE DataTableKeyValue R string See 5.5.9
A JARG _TYPE DataStorelnfo R string See 5.5.11
A ARG TYPE DataTablelnfo R string See 5.5.12
A ARG _TYPE DataTableResetReq R boolean See 6.5.13
A ARG TYPE DataStoreGroups R string See 5.5.10
A JARG TYPE DataRecordPropResolve R boolean See 5.5.14
A AWRG TYPE DataRecords R string. See 5.5.15
A ARG TYPE DataRecordsStatus R string See 5.5.15
A ARG _TYPE DataTransportURL R string See 5.5.17
Nan-standard state variables implemented X TBD TBD TBD TBIp
byla UPnP vendor go here
NQTES:
a

For a device this column indicates Whether the state variable shall be implemented or not, where R = requir
A = allowed, CR = conditionally~required, CA = conditionally allowed, X = Non-standard, add -D whH
deprecated (e.g., R-D, A-D).

bd,
en

CSV stands for Comma-Separated Value list. The type between brackets denotes the UPnP data type used [for
the elements inside the list. The CSV list concept is defined more formally in the ContentDirectory servjce
template.
C | See referenced subctause for conditions under which the implementation of this state variable is required.
5.9.2 LastChange
Thiis required state variable shall contain an XML document which conforms to the XML
Schefma DataStore LastChange Eventing [15]. This state variable is intended to report evenpts
on the DataStore service to clients which have subscribed to the service.

<?xml version="1.0" encoding="UTF-8"?>
<StateEvent xmlns="urn:schemas-upnp-org:ds:dsevent"

xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalocation="urn:schemas-upnp-org:ds:dsevent
http://www.upnp.org/schemas/ds/dsevent.xsd">

<create>
<datastoretable
tableGUID="Created DataTable ID"
tableURN="Created DataTable URN"
updateID="Created DataTable UpdateID (0)" />
<datastoregroup
groupName="Created DataStore Group Name" />

© ISO/IEC 2017 — All rights reserved 9
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<?3

ml>

Allowed. Case sensitive.

(“urn:schemas-upnp-org:ds:dsevent”).

namespace defines the following elem and attributes:
<create> A\
Allowed. Indicate§99ation of a DataTable or DataStore group. Includes one or more of fthe
following ele and attributes for DataTable(s) managed by this DataStore service:

2®’ Required. Identifies GUID of the DataStore table created.

O
3

&
<StateEvent> s\é\\

Required. Shall include a namespace dm@lion for the XML Schema DataStore LastChange Even{ing
i

nclude zero or more of the following elements. This

\)
<dat®retable>

.Gonditionally Required. Identifies the DataStore table created. This element shalll be
O included when a new DataTable is created.

(:) tableGUID

tableURN
Required. Identifies the URN of the DataStore table created.

updatelID

10

Required. Identifies the initial updatelD for the DataStore table.

<datastoregroup>

Conditionally Required. Identifies the DataStore group created. This element shall be
included when a new DataStoreGroup is created.

groupName

Required. Identifies DataStore group name being created.

<update>

Allowed. Indicates update to a DataTable. Includes one or more of the following elements and
attributes for DataTable(s) managed by this DataStore service:
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<datastoretable>

Conditionally Required. Identifies the DataStore table updated. This element shall
included when DataTable updates occur.

tableGUID
Required. Identifies GUID of the DataStore table updated.

tableURN
Required. Identifies the URN of the DataStore table updated.

updateType

be

Th
La
re

thd
sh

elg

LastChange ,state variable is subject to event moderation. Updates to the DataStq
tChange Eventing Document are appended to the document in order of occurrence.
uce the sjze-of the LastChange state variable document, consecutive update elements
same PataTable should be combined. In this case the value of the updateID elemg
bll reflect’ the most recent DataTable update. Once the LastChange state variable
transmitted to subscribed clients, its contents are reset to contain only the <StateEven

Required. ldentifies the type(s) of DataTable updates. CSV of alioV

values: “R” — Records, “P” — Properties, “G” — Groups or Permissions, VX

DataTable reset or "O" - Other DataTable attributes.

updatelID

Required. Identifies the updatelD for the DataTable. (Seerdiscussion beld

<delete>

Allowed. Indicates removal of a DataTable. Includes one or more)of-'the following elemsg
and attributes for DataTable(s) managed by this DataStore services

<datastoretable>

Conditionally Required. Identifies the DataStoré\table deleted. This element shall
included when a DataTable is deleted.

tableGUID
Required. Identifies GUID of the DataStore table deleted.

tableURN
Required. Identifies;the' URN of the DataStore table deleted.

updateID

Required. Identifies the final updatelD for the DataStore table.

<datastoregroup>
Conditionally"Required. Identifies the DataStore group deleted. This element shal
included'when a DataStoreGroup is deleted.
droupName

Required. Identifies DataStore group name being deleted.

ed

w).

nts

be

be

5.5.3

A ARG TYPE DataRecordCount

This required state variable shall contain an unsigned integer (ui4) which shall indicate a
count of DataRecord(s).

5.5.4

A ARG TYPE DataRecordIndex

This required state variable shall provide a string argument that identifies a position within a
DataTable. A value of ("0") indicates first available record in the DataTable. The syntax and
semantics of other DataTable index values are determined by the implementation.
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5.5.5 A ARG TYPE DataRecordFilter

This required state variable shall define a string argument that contains an XML document
which conforms to the XML Schema UPnP DataStore DataRecordFilter [20]. This defines
criteria to qualify for DataRecord(s) for inclusion in the associated action result.

<?xml version="1.0" encoding="UTF-8"?>
<DataRecordFilter xmlns="urn:schemas-upnp-org:ds:dsfilter"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalocation="urn:schemas-upnp-org:ds:dsfilter
http://www.upnp.org/schemas/ds/dsfilter.xsd">

<filterset> /\
<filter N

condition="Filter condition expression" />

Additional <filter> elements ... \Q’
/,
</filterset> Q
'\fb
Additional <filterset> elements ... b‘
</DataRecordFilter> Q)%

<?xml>

Allowed. Case sensitive.

<DataRecordFilter>

Required. Shall include a namespace declaration.)for the XML Schema UPnP DataSfpre
DataRecordFilter (“urn:schemas-upnp-org:ds:dsfiltef?). Shall include the following elements.

<filterset>

Allowed. This element may be specified zero or more times. If all of the <filter> element
conditions specified within the_ scope of any <filterset> element are met, then [the
DataRecord shall be includedrin-the corresponding action result. This element shall Inclyde
one or more of the following elements:

<filter>

Required. .Befines a condition which shall be met to include a DataRecord [the
corresponding action result.

condition

Required. xsd:string. A string defining a test condition. See Table 2 |for
allowed values.

Table 2 — Allowed filter condition attribute values

Dataltem Condition Value
Regeive FimeStamp > <, = xsd:dateTime
RegeivéFimeStamp > xsd:duration
ObservationTimeStamp > <, = xsd:dateTime
ObservationTimeStamp > xsd:duration
ClientID = string
<<Any supported Dataltem>> IS NULL, IS NOT NULL none

Examples:

Obtain DataRecords received during April 9, 2013:

<DataRecordFilter>
<filterset>
<filter condition="ReceiveTimeStamp > 2013-04-09T00:00:00" />
<filter condition="ReceiveTimeStamp < 2013-04-09T23:59:59" />
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<filterset>
</DataRecordFilter>

Obtain DataRecords received during from one hour ago:

<DataRecordFilter>
<filterset>
<filter condition="ReceiveTimeStamp > "P1D" />
</filterset>
<DataRecordFilter>

ladt hour:

<DhtaRecordFilter>
<filterset>
<filter condition="$1-Obs IS NOT NULL" />
<filter condition="ObservationTimeStamp > "PT1H" />
</filterset>
</PataRecordFilter>

5.5.6 A ARG TYPE DataTablelD
Thiis required state variable shall define a string argument which identifies an instance o

ORtain DataRecords containing Medical Device (Handle 1) observations recorded within Ilhe

f a

DdtaTable within a DataStore. This argument shall be identical to the tableGUID attriblite

value in the UPnP DataStore DataStorelnfo XML document returned by the GetDataStoreln

fo()

action for the corresponding DataTable.

5.9.7 A ARG TYPE DataTableinfoFragment
Thiis conditionally required state variable shall’be implemented if the ModifyDataTablelnf]

()

action is implemented. This state variable (defines a string argument that contains an X
fragment from the XML Schema UPnP DataStore DataTablelnfo [17]. See
MadifyDataTablelnfo() action description for specific XML top level elements which
allpwed.

5.%.8 A ARG TYPE DataTableKeyName

Thiis required state variable’shall define a strinqg argument that identifies a DataTa
Digtionary key.

5.%.9 A ARG TYRE® DataTableKeyValue

Thiis required state variable shall define a string argument that provides the value of
DdtaTable Dictioanary entry corresponding to a DataTable Dictionary key.

5.9.10 A(ARG TYPE DataStoreGroups

Thiis conditionally required state variable shall be implemented if the DataStore group actid
CrnateDataStoreGroup() De/eteDataStoreGroups() are |mplemented This state variable sh

ML
he
re

o

e

dek
Schema UPnP DataStore DataStoreGroups [18]
<?xml version="1.0" encoding="UTF-8"?>
<DataStoreGroups xmlns="urn:schemas-upnp-org:ds:dsgroups"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalocation="urn:schemas-upnp-org:ds:dsgroups
http://www.upnp.org/schemas/ds/dsgroups.xsd">

<datastoregroup
groupName="Name of DataStore group" />

. Additional <datastoregroup> elements ...

</DataStoreGroups>
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<?xml>

Allowed. Case sensitive.

<DataStoreGroups>

Required. XML. Shall include a namespace declaration for the XML Schema UPnP DataStore
DataStoreGroups (“urn:schemas-upnp-org:ds:dsgroups”). Shall include zero or more of the following
element:

<datastoregroup>

Allowed. XML. Each element shall provide a single DataStore group. See groupName
attribute.

groupName

Required. xsd:string. The value of this attribute is an existing DataStore group name.

5.%511 A ARG TYPE DataStorelnfo

Thiis required state variable shall define a string argument that containsan XML documeént
wHich conforms to the XML Schema UPnP DataStore DataStorelnfo [46]: This document is
usged to identify DataStore names and associated DataTable(s) managed by the DataStore
sefvice.

<?xml version="1.0" encoding="UTF-8"?> \\V
<DataStoreInfo xmlns="urn:schemas-upnp-org:ds:dsinf
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-1i %nce"
xsi:schemalocation="urn:schemas-upnp-org:ds:&sinfo
http://www.upnp.org/schemas/ds/dsinfo .és@>

<datastoretables> QQ
<datastoretable 0\\

tableGUID="DataTable ID" 9\
tableURN="DataTable URN"
updateID="DataTable Upda ID">
</datastoretable>
.\Q)

Additional DataS63 Table (s)
>

.

</datastoretables> \{~
</DataStoreInfo> = \O

<?fml>

Allowed. Case sensitive.

<DataStoreInfo>

Required. Shall include a namespace declaration for the XML Schema UPnP DataStore DataStorel|nfo

(“dfn:schemas-upnp-org:ds:dsinfo”). Shall include the following elements.
<datastoretables>

Allowed. XML. Includes one or more of the following elements listing DataTable(s) managed
by this DataStore service-

<datastoretable>
Allowed. XML. This element defines the properties of a DataTable supported by this
DataStore service. Contains the following attributes:
tableGUID
Required. xsd:string. Each DataTable within a DataStore shall have a
unique tableGUID value as indicated by this attribute.
tableURN

Required. xsd:string. Each DataTable is allowed to specify a URN value as
indicated by this attribute. See subclause 5.3.4, "DataTable URN" for
permissible URN contents. This URN value shall identify the format of all
DataRecord(s) contained in the corresponding DataTable. Separate

14 © ISO/IEC 2017 — All rights reserved
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DataTable(s) are permitted to use the same URN values which indicates
that the DataTable(s) share a common DataRecord format.

updateID

Required. xsd:unsignedint. Identifies the current update ID for the
DataTable.

5.512 A ARG TYPE DataTablelnfo

<?xml>

Allowed. Case sensitive.

<DataTableInfo>

Required. XML. Shall include a namespace declaration for the DataStore service DataTablelnfo
Schema [17] (“urn:schemas-upnp-org:ds:dtinfo”). Shall include the following elements.
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tableGUID

Required. xsd:string. Each DataTable within a DataStore shall have a unique tableGUID
value as indicated by this attribute. When a DataTable is being created, the tableGUID
attribute shall be empty.

tableURN

Required. xsd:string. Each DataTable is allowed to specify a URN value as indicated by this
attribute. See subclause 5.3.4, "DataTable URN" for permissible URN contents. This URN
value shall identify the format of all DataRecord(s) contained in the corresponding DataTable.
Separate DataTable(s) are permitted to use the same URN values which indicates that the
DataTable(s) share a common DataRecord format.

updatelID

<datatablegroups>

<datatableroles>

<datatablerétain>

16

Required. xsd:unsignedinteger. Identifies the current updatelD for the DataTable~\Whep a
DataTable is being created, the updateID attribute shall be (“0”).

Allowed. XML. Contains zero or more elements indicating DataStore groups_this DataTablg is
a member of. Contains the following elements:

<datastoregroup>

Allowed. xsd:string. Each element shall provide asingle DataStore group [the
DataTable is a member of. See groupName attribute.

groupName

Required xsd:string. The value of\this attribute is an existing DataStore
group which this table is (to be) a member of.

Allowed. XML. Contains zero or more €lements indicating access privileges for non-grpup
specific control point roles. Contains the/following elements:

<datatablerole>

Allowed. xsd:string. Thevalue of this element is a CSV list of allowable actions|for
the control point role.indicated by the name attribute. The allowed values of this
element are: “Read’, “Write”.

name

Required. xsd:string. The value of this attribute a control point deyice
protection role. The allowed values for this attribute are: “Public” or “Basif”.

Allowed. XML. Defines the properties of a DataTable supported by this DataStore service.
Contains the following attributes:

count

Required. xsd:integer. This attribute specifies the maximum number of DataRecord(s)
to be retained in the DataTable. When this count is exceeded, the oldest
DataRecord(s) present in the indicated DataTable shall be discarded. A value df 0
for the count attribute indicates that the number of retained DataRecord(s) is [not
limited. In order to facilitate efficient implementation of this requirement, a DataTdble

is permitted to exceed the indicated number of DataRecord(s) for a period nof to
exceed BQs

duration

Required. xsd:duration. specifies the maximum age for a given DataRecord.
DataRecord(s) present in the DataTable which have exceeded the indicated
duration shall be discarded. In order to facilitate efficient implementation of this
requirement, a DataTable is permitted to retain otherwise expired DataRecord(s) for
a period not to exceed 600s.

<datarecord>

Allowed. XML. This element defines the format for all DataRecord(s) contained in a given
DataTable. The format of a DataRecord is specified by following included <field> elements
which define individual Dataltem(s) in a DataRecord.:
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<field>

Required. XML. This element defines an individual Dataltem(s) in a DataRecord.

Contains the following attributes:

name

Required. xsd:string. This attribute shall provide a unique name for each

Dataltem within a DataRecord

for
trol

5.4

type
Required. xsd:string. This attribute shall provide data type information
each Dataltem within a DataRecord. See IlotManagementAndCon
Aluh;tc\,t\uc CVCIV;GVV [3], Oubb:auoc 433 "DGta:tClll Ty'.lc" fUI full
information.

encoding

Required. xsd:string. This attribute shall provide the enceding for
Dataltem. Allowable values for this attribute are either "ascii", "utf-8'
"base64". See lotManagementAndControl Architecturey Overview
subclause 4.3.4 "Dataltem Encoding" for further information.

required

Allowed. xsd:boolean. This attribute shall indicate whether a field elem
corresponding to a Dataltem must be present in DataRecord submitted f
DataStoreTable. An attribute value of ("7')\indicates that a DataRecord s
contain a field element for the corresponding Dataltem. An attribute valug
("0") indicates that a DataRecord js\permitted to omit the correspond
Dataltem.

namespace

Allowed. xsd:string. This ‘attribute is permitted for Dataltems consisting
strings containing XML _€ompliant documents. This attribute shall provide
expected namespacé/for the encoded document root element. If
attribute is presentN\implementations shall validate that the correspond
Dataltem is a valid>XML document encoded following XML escaping ru

consistency\of-the Dataltem with the XML namespace indicated by
attribute.

tableprop

Allowed. xsd:boolean. This attribute shall indicate that the correspond
Dataltem value contains to a DataTable Dictionary key. The DataSt
service can be requested to automatically resolve this DataTable Diction|
key reference by using the Dataltem value to lookup the correspond
DataTable Dictionary entry. The value of this Dictionary entry is t
returned as the Dataltem value when the corresponding DataRecord is re

.13 A ARG \IYPE DataTableResetReq

Th

regset operations for the ResetDataStoreTable() action.

5.

s required) state variable shall define a boolean value which enables various DataTa

d4 A ARG TYPE DataRecordPropResolve

er

his
or
(81,

ent
b a
hall

of

ing

of
the
his
ing
es.

Implementatiopns ‘are permitted to perform further validate to insure

his

ing
ore
ary
ing
hen
ad.

o

e

This required state variable shall define a boolean value. If this argument is ("1") then the
DataStore service shall attempt to resolve any DataRecord fields defined with the tableprop
attribute by using the corresponding Dataltem value as a DataTable Dictionary key. The
returned DataTable record shall contain the corresponding DataTable Dictionary key value. If
the named DataTable Dictionary Key is missing the corresponding returned Dataltem shall be
"null". If this argument is ("0") then the unresolved DataTable Dictionary key is returned for
DataRecord fields defined with the tableprop attribute.

5.5.15 A ARG TYPE DataRecords

This required state variable shall define a string argument that contains an XML document
which conforms to the XML Schema UPnP DataStore DataRecord [19]. This document is used

to

submit and retrieve DataRecord(s) from a DataStore service.
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<?xml version="1.0" encoding="UTF-8"?>
<DataRecords xmlns="urn:schemas-upnp-org:ds:drecs"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalocation="urn:schemas-upnp-org:ds:drecs
http://www.upnp.org/schemas/ds/drecs.xsd">

<datarecord>
<field name="Name of Dataltem"
type="Type of Dataltem"
encoding="Encoding of DataItem"
namespace="namespace (For XML-based Dataltem)">
Value of Dataltem

...Additional <field> elements for Dataltems in this record... (19
</datarecord> \Q’
Q
...Additional <datarecord> elements ... (b
h\f
</DataRecords> N
ml>

</field>
X\

Allowed. Case sensitive.

<DataRecords>

Required. XML. The datarecords element shall contain 'ee or more datarecord child elements;
each datarecord element providing the contents of ‘an‘individual DataRecord. Shall include [the
following elements. Shall include a namespace declaration for the XML Schema UPnP DataStpre
DataRecord (“urn:schemas-upnp-org:ds:drecs”).

<datarecord>

Required. XML. Each <datarecogd>‘element shall contain zero or more <field> elemernts.

<field>

Required. xsd:strihng. Each <datarecord> element shall contain zero or mpre
field elements:, The value of this element carries the value of the corresponding
named Dataltém as indicated by the field element’s name attribute.

name

Required. xsd:string. Each <field> element shall designate
corresponding Dataltem by specifying its name as the value this attributg.
<datarecord> element is prohibited from containing multiple <field>
elements with identical name attribute values, $ee
lotManagementAndControl Architecture Overview [8], subclause 4.3.1,
"Dataltem Name" for encoding of the name attribute.

> o

type

Allowed. xsd:string. This attribute shall provide data type information |for
each Dataltem within a DataRecord. See IlotManagementAndConfrol
Architecture Overview [8], subclause 4.3.3, "Dataltem Type" for encoding of
the type attribute.

18

Nutc. Dataitclll ty})U iIIfUIIIIdtiUII ;b k,L}IIVCyC\.JI VV;ICII tldllbpult bUIIIIUbﬁJnS
are established rather than as part of each DataRecord. This information is
provided for testing and diagnostic purposes.

encoding

Required. xsd:string. This attribute shall provide the encoding for this
Dataltem. Allowable values for this attribute are either "ascii", "utf-8" or
"base64". See lotManagementAndControl Architecture Overview [8],
subclause 4.3.4, "Dataltem Encoding" for encoding of the encoding

attribute.

Note: Dataltem encoding information is conveyed when transport
connections are established rather than as part of each DataRecord. This
information is provided for testing and diagnostic purposes.
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namespace

Allowed. xsd:string. This attribute is permitted for Dataltems consisting of
strings containing XML compliant documents. This attribute shall provide the
expected namespace for the encoded document. If this attribute is present,
implementations shall validate that the corresponding Dataltem is a valid
XML document encoded following XML escaping rules. Implementations are
permitted to perform further validate to insure consistency of the Dataltem
with the XML namespace indicated by this attribute

Note: Dataltem namespace information is conveyed when transport
connections are established rather than as part of each DataRecord. This
information is provided for testing and diagnostic purposes.

wHich conforms to the XML Schema UPnP DataStore DataRecord Status [21] or anJempty

st

<?kml version="1.0" encoding="utf-8"?> Ro
<DgtaRecordsStatus b‘
xmlns="urn:schemas-upnp-org:ds:drecstatus" f'b
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance" %
xsi:schemalocation="urn:schemas-upnp-org:ds:drecstatus (l/

<?xml>

<D4

5.%
Th’

<!t For each input <datarecord> provided —--> O

</pataRecordsStatus> /\0

taRecordsStatus>

A7 A ARG TYPE DataTransportURL
s\Grequired state variable shall define a string argument that conforms to Uniform

ng. This document shall be generated when one or more DataRecords were notiaccepted.
If all DataRecords were accepted, then an empty string shall be returned by this argument.

http://www.upnp.org/schemas/ds/drecstatus-vl.xsd"> Q/C)
<datarecordstatus accepted="0|1" /> \%

Additional <datarecordstatus> elements ... Q

Required. Case Sensitive.

Required. Shall include the namespace>declaration for the DataStore service DataRecordStatus Schegma
(urn:schema-upnp-org:ds:drecstatus). Shall include the following elements and attributes:
<datarecordstatus>
Required. XML. Forlleach <datarecord> element in the original request, a corresponding
<datarecordstatus® element shall be included.
accepted

Required. Boolean. This attribute shall be set to ("1") if the corresponding <datarecofd>
element was accepted by the transport server and to ("0") if the corresponding
<datarecord> was rejected.

Resource Locator syntax (see HyperText Transport Protocol — HTTP/T.T [4]). The purpose of
this URL is to enable clients of the DataStore service to submit asynchronous updates to a
DataTable that is associated with the indicated URL value. See GetDataStoreTransportURL()
action for further protocol requirements.

5.6

Eventing and Moderation
Table 3 — Eventing and Moderation

Moderation

Variable Name Evented Moder- Criteria
ated a
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Moderation

Variable Name Evented Moder- Criteria
ated a
LastChange YES YES Min 0.2 seconds between events

a YES = The state variable MUST be moderated with the criteria

5.6.1 Eventing of LastChange
The LastChange state variable is evented and moderated according to the GENA eventi

ng

mechanism as defined by the UPnP Device Architecture, version 1.0 [1]. When multiple object

ifications occur wi y
each change shall be accumulated in the LastChange state variable and shall be evented a
single event notification message after the current moderation period expires. After the ev
nofification message has been sent to all subscribed control points, the value” of
LalstChange state variable is reset when an update to the LasiChange state variable becom
nepessary; that is: when the next event occurs. The resulting value is a fresh LastChan
XML Document that contains a single element that represents the update (that is: it conta
the first update event following the distribution of the previous event message to
supscribers). Subsequently, additional update elements are added to,the LastChange X
Ddcument until the current moderation period ends and the currenttyalue of the LastChan
stgte variable (i.e. the current event message) is propagated to all(event subscribers.

The LastChange state variable is not required to accumulate\changes when the DataStq

re

sefvice is off-line nor when the DataStore service has nocsubscribers for events. When the

DdtaStore service comes on-line, the LastChange state ‘wariable may be empty. It is
required to event changes that had been accumulated(but not evented when the DataStc
sefvice last went off-line.

not
re

5.1 Actions
Table 4= Actions
Device Control
Name R/IA@ Point RIAb

CrgateDataStore Groups() CA
CrqateDataStoreTable() CA A
DeleteDataStore Groups) CR A
DeleteDataStoreTable() CR A
GelDataStoreTableKey \talue() R A
GelDataStore Groups() R A
GelDataStorelnfoNy R R
GelDataStoré T'ablelnfo() R R
GelDataStore TransportURL() R A
MopityDataStore Table() A A
ReadDataStoreTableRecords() R A
RemoveDataStoreTableKeyValue() CR A
ResetDataStoreTable() R A
SetDataStoreTableKeyValue() CA A
WriteDataStore TableRecords() R A

@ For a device this column indicates whether the action MUST be implemented or not, where R

REQUIRED, O = ALLOWED, CR = CONDITIONALLY REQUIRED, CA = CONDITIONALLY ALLOWED, X
= Non-standard, add -D when deprecated (e.g., R-D, O-D).

b For a control point this column indicates whether a control point MUST be capable of invoking this action,
where R = REQUIRED, A = ALLOWED, CR = CONDITIONALLY REQUIRED, CA = CONDITIONALLY
ALLOWED, X = Non-standard, add -D when deprecated (e.g., R-D, O-D).
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5.7.1 CreateDataStoreGroups()

This conditionally allowed action declares new DataStore group name(s). A DataStore
implementation may only employ predefined DataStore groups in which case this action shall

not be implemented.

5.7.1.1 Arguments
Table 5 — Arguments for CreateDataStoreGroups()

Argument Direction relatedStateVariable

Da dOlUI(;‘UIUUUL/bl LA A_ARNG TTIEFC DdldolOreGroups

5.7.1.2 Argument Descriptions

D4taStoreGroupList: Provides an XML document [18] describing listing DataStore gro
identifiers to be declared.

5.71.3 Service Requirements

The DataStore service shall return error 704 if a declared group identifier already exis
Additionally, the DataStore service may reserve group names or group,-aame prefixes bas
on| external ecosystem requirements in which case error 715 shall bereturned. This act
shpll make no changes to the DataStore unless all requested\ DataStore groups can

created.

5.71.4 Control Point Requirements When Calling The-Action

A ¢ontrol point identity invoking this action must have sufficient privileges to create DataStgq
groups.

5.7.1.5 Dependency on Device State

Ndne.

5.7.1.6 Effect on Device State

ts.
ed
on
be

A LastChange event notification shallsbe generated due to this action. See LastChange state

valiable.

5.11.7 Errors
Table 6'~Error Codes for CreateDataStoreGroups()

EqrorCode errorDescription Description

400-499 TBD See UPnP Device Architecture clause on Control.

500-599 TBD See UPnP Device Architecture clause on Control.

600-699 TBD See UPnP Device Architecture clause on Control.

70 Invalid XML The (DataStoreGroupList) argument XML document is not valid.
argument

70 Insufficient role(s) The control point does not have sufficient roles to perform the
or-permission{s)- requested-action:

704 Invalid group(s). The DataStore group(s) already exist or are reserved by the

implementation.

715 Reserved group The DataStore group name has been reserved for use by the

name. implementation.

5.7.2 CreateDataStoreTable()

This conditionally allowed action creates tables a new DataTable. A DataStore
implementation may only employ predefined DataStore tables in which case this action shall

not be implemented.
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5.7.21 Arguments

Table 7 — Arguments for CreateDataStoreTable()

Argument Direction relatedStateVariable
DataTablelnfo IN A ARG _TYPE DataTablelnfo
DataTablelD ouTt A ARG _TYPE DataTablelD

5.7.2.2 Argument Descriptions
DataTablelnfo: Provides a UPnP DataStore DataTablelnfo XML document [17] describing the

D

D4
va
D4

5.1
If

im
5.1
A

D3
D3
po
<d

(alable 10 be Ccreated In the Indicated Datadsliore.

taTablelD: Returns a unique GUID assigned to the newly created DataTable. ThisyGU
ue shall also be identical to the tableGUID attribute value in the UPnP- DataStq
taStorelnfo XML document returned by the GetDataStorelnfo() action.

2.3 Service Requirements

this action is implemented, then the DeleteDataStoreTable() action shall also
blemented.

2.4 Control Point Requirements When Calling The Action

control point identity invoking this action must have sufficient privileges to create
taTable in the target DataStore. A control point identity with’an Admin role may create 3
taTable subject to any additional device ecosystem constraints. Otherwise, the conﬂ
nt must have a ds:Master#[GroupName] role for any:DataStore groups indicated in

atatablegroups> element of the UPnP DataStore DataTablelnfo XML document.

be

a
ny
rol
he

5.7.2.5 Dependency on Device State

Ngne.

5.7.2.6 Effect on Device State

A LastChange event notification shallsbe€ generated due to this action. See LastChange state

variable.

5.1.2.7 Errors

Table-8:= Error Codes for CreateDataStoreTable()
EqrorCode errorDescription Description

40Q-499 TBD See UPnP Device Architecture clause on Control.

500-599 TBD, See UPnP Device Architecture clause on Control.

600-699 IBD See UPnP Device Architecture clause on Control.

70 Invalid XML The (DataTablelnfo) argument XML document is not valid.
argument

70 Insuffici'ent' rollegs) The coptrJoI pgint does not have sufficient roles to perform the
of-permrsston{s): requestedacton:

704 Invalid group(s). The DataStore group(s) do not exist.

705 Invalid role(s) or The DataTable Role(s) or Permission(s) do not exist.
permission(s).

o)

5.7.3 DeleteDataStoreGroups()

This conditionally required action deletes DataStore groups. This action shall be implemented

if t

22

he CreateDataStore Groups() action is supported.
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5.7.3.1 Arguments

Table 9 — Arguments for DeleteDataStoreGroups()

Argument Direction relatedStateVariable

DataStoreGrouplList IN A ARG _TYPE DataStoreGroups

5.7.3.2 Argument Descriptions

DataStoreGroupList: Provides a UPnP DataStore DataStoreGroups XML document [18] listing

DataStore groups to be deleted.

5.7
A

3.3 Service Requirements
control point identity invoking this action must have sufficient privileges to create DataStgre

groups. This action shall fail with error code 710 if the DataStore contains any DataTable|s)

wh

5.7
A

ich reference any of the DataStore groups to be deleted.

3.4 Control Point Requirements When Calling The Action
control point identity invoking this action must have sufficient privileges to create| a

DdtaTable in the target DataStore. A control point identity with an Admin’role may delete gny
DdtaStore group subject to any additional device ecosystem constraints:
5.7.3.5 Dependency on Device State
Ngne.
5.7.3.6 Effect on Device State
A LastChange event notification shall be generated-dde to this action. See LastChange state
variable.
5.1.3.7 Errors
Table 10 — Error Codesifor DeleteDataStoreGroups()
EqrorCode errorDescription Description
400-499 TBD See“UPnP Device Architecture clause on Control.
500-599 TBD See UPnP Device Architecture clause on Control.
600-699 TBD See UPnP Device Architecture clause on Control.
70 Invalid XML The (DataStoreGroupList) argument XML document is not valid.
argument
703 Insufficient role(s) The control point does not have sufficient roles to perform the
or permission(s). requested action.
704 IAvalid group(s). The DataStore group(s) do not exist.
71 Groups in use The DataStore group(s) cannot be modified or deleted since they
are currently referenced by DataTable(s).

5.7.4 DeleteDataStoreTable()

Th

is conditionally required action deletes tables an existing DataTable. This action shall be

implemented if the CreateDataStoreTable() action is supported.

5.7.4.1 Arguments

Table 11 — Arguments for DeleteDataStoreTable()

Argument Direction relatedStateVariable
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Argument Direction relatedStateVariable

DataTablelD IN A ARG _TYPE DataTablelD

5.7.4.2 Argument Descriptions

DataTablelD: This argument shall provide an identifier associated with the target DataTable.

5.7.4.3 Service Requirements

A control point identity invoking this action must have sufficient privileges to delete a
DataTable in the target DataStore. A control point identity with an Admin role may delete any

op
iny

5.1

nt must have a d

atatablegroups> element of the DataTable. The DataStore service shall insure that 4
sting DataTable connections are correctly terminated. Specifically, transport conhectio
sociated with the deleted DataTable shall be closed after returning status forpany pending

prations. Previously issued transport URLs associated with the DataTFable shall
alidated.

4.4 Control Point Requirements When Calling The Action

ny
ns

be

control point identity invoking this action shall have sufficient(privileges to delete the

indicated DataTable.

5.7.4.5 Dependency on Device State

Ndne.

5.7.4.6 Effect on Device State

A LastChange event notification shall be generated. due to this action. See LastChange state

vafiable.

5.7.4.7 Errors

Table 12 — Error Codes for DeleteDataStoreTable()
EqrorCode errorDescription Description

400-499 TBD Séeé UPnP Device Architecture clause on Control.

500-599 TBD See UPnP Device Architecture clause on Control.

600-699 TBD See UPnP Device Architecture clause on Control.

703 DataTable not The DataTable indicated by DataTableID cannot be found.
found

703 Insufficient role(s) The control point does not have sufficient roles to perform the
or permission(s). requested action.

5.1.5 GetDataStoreTableKeyValue()

Th

IS required action returns the requested Datalable Dictionary key value tor the indica

DataTable.

5.7.51 Arguments

Table 13 — Arguments for GetDataStoreTableKeyValue()

Argument Direction relatedStateVariable

24
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Argument Direction relatedStateVariable
DataTablelD IN A ARG TYPE DataTablelD
DataTableKeyName IN A ARG _TYPE DataTableKeyName
DataTableKeyValue ouTt A ARG TYPE DataTableKeyValue
5.7.5.2 Argument Descriptions

DataTablelD: This argument shall provide an identifier associated with the target DataTable.

DataTableKeyName: This argument identifies the DataTable Dictionary key value to be

refurmed:
D4taTableKeyValue: This argument returns the value of the requested DataTable Dictionary
key.
5.7.5.3 Service Requirements
Thie DataStore service shall verify that the requesting control point identity has suffici¢nt
privileges to read the referenced DataTable.
5.7.5.4 Control Point Requirements When Calling The Action
A |control point identity invoking this action shall have sufficient privileges to read the
indicated DataTable.
5.7.5.5 Dependency on Device State
Ngne.
5.7.5.6 Effect on Device State
Ngne.
5.7.5.7 Errors
Table 14 — Error Codes‘for GetDataStoreTableKeyValue()
EfrorCode errorDescription Description

400-499 TBD See UPnP Device Architecture clause on Control.
500-599 TBD See UPnP Device Architecture clause on Control.
600-699 TBD See UPnP Device Architecture clause on Control.
703 DataTable.not The DataTable indicated by DataTableID cannot be found.

found
703 Insufficient role(s) The control point does not have sufficient roles to perform the

or.permission(s). requested action.
707 Key name not found | The indicated DataTable Dictionary KeyName was not found.
5.7.6 GetDataStoreGroups()
This required action returns an XML document [18] listing currently defined DataStore group
identifiers.
5.7.6.1 Arguments

Table 15 — Arguments for GetDataStoreGroups()

Argument Direction relatedStateVariable
DataStoreGrouplList ourt A ARG _TYPE DataStoreGroups
5.7.6.2 Argument Descriptions

DataStoreGrouplList: This argument returns a UPnP DataStore DataStoreGroups XML

document [18] containing DataStore groups.
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5.7.6.3 Service Requirements

If DeviceProtection is implemented, then this action shall only include DataStore group
identifiers the invoking control point identity can access. Otherwise, this action shall return all
available DataStore group identifiers currently declared.

5.7.6.4 Control Point Requirements When Calling The Action

None.

5.7.6.5 Dependency on Device State
Naore-

5.7.6.6 Effect on Device State
Ngne.

5.1.6.7 Errors
Table 16 — Error Codes for GetDataStoreGroups()

EqrorCode errorDescription Description
400-499 TBD See UPnP Device Architecture clause on Gontrol.
500-599 TBD See UPnP Device Architecture clause en{Control.
600-699 TBD See UPnP Device Architecture clause on Control.

5.1.7 GetDataStorelnfo()

Thiis required action returns information about DataStore DataTable(s) currently supported |by
this DataStore service.

5.7.71 Arguments
Table 17 — Arguments for GetDataStorelnfo()

Argument Direction relatedStateVariable

DataStorelnfo ourt A ARG _TYPE DataStorelnfo

5.1.7.2 Argument Descriptions
DdtaStorelnfo: This argument returns a UPnP DataStore DataStoreInfo XML document [16]
depcribing DataTable(s) supported by this DataStore service.
5.1.7.3 Service)Requirements

If DeviceProtéction is supported, then the DataStore service shall only return information
abput Datatable(s) which the invoking control point identity has access to.

5.1.7.4 Control Point Requirements When Calling The Action

Ngne:

5.7.7.5 Dependency on Device State
None.

5.7.7.6 Effect on Device State
None.

5.7.7.7 Errors
Table 18 — Error Codes for GetDataStorelnfo()

ErrorCode errorDescription Description
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ErrorCode errorDescription Description
400-499 TBD See UPnP Device Architecture clause on Control.
500-599 TBD See UPnP Device Architecture clause on Control.
600-699 TBD See UPnP Device Architecture clause on Control.
5.7.8 GetDataStoreTablelnfo()

This required action shall
DataTable associated the DataTable/D argument

return an XML document containing

information about the

5.7.8.1

Arguments

Table 19 — Arguments for GetDataStoreTablelnfo()

Argument Direction relatedStateVariable
DataTablelD IN A ARG _TYPE DataTablelD
DajaTablelnfo ouTt A_ARG TYPE DataTa#hletnfo

5.7.8.2

DdtaTablelD: This argument shall identify a DataTable associated with the value of t

argument

DdtaTablelnfo:

Argument Descriptions

This argument shall

document [17] describing the DataTable identified by the-DataTable/D argument.

5.7.8.3

If DeviceProtection is supported, this action shall only succeed if the invoking control po

Service Requirements

identity has sufficient access privileges.

return a UPnR -DataStore DataTableInfo X

his

int

5.7.8.4 Control Point Requirements,.When Calling The Action

Ndgne.

5.7.8.5 Dependency on Device State

Ngne.

5.7.8.6 Effect on Device State

Ndgne.

5.7.8.7 Errors

Table 20 — Error Codes for GetDataStoreTablelnfo()
EgfrorCode errorDescription Description

400-499 TBD See UPnP Device Architecture clause on Control.

500-599 TBD See UPNP Device Architecture clause an Cantrol

600-699 TBD See UPnP Device Architecture clause on Control.

702 DataTable not The DataTable indicated by DataTablelD cannot be found.
found

703 Insufficient role(s) The control point does not have sufficient roles to perform the
or permission(s). requested action.

5.7.9 GetDataStoreTransportURL()

This required action shall return a URL which provides streaming write access to the identified

DataTable.
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5.7.9.1 Arguments

Table 21 — Arguments for GetDataStoreTransportURL()

Argument Direction relatedStateVariable
DataTablelD IN A _ARG_TYPE DataTablelD
DataTransportURL ouT A ARG TYPE DataTransportURL

5.7.9.2 Argument Descriptions

DataTablelD: This argument shall provide an identifier associated with the target DataTable.

DdtaTransportURL: This argument shall return a URL which can support HTTP,PO

requests to the DataTable identified by the DataTable/D argument.

5.7.9.3 Service Requirements

If DeviceProtection is supported, this action shall only succeed if the invoking control po
identity has sufficient access privileges. The DataStore service shall accept’a HTTP-PO
request to the URL provided by this action. The request-body of this. HTTP-POST sh
copsist of a <DataRecords> element containing zero or more <datargcdord >elements. T|
DdtaStore service shall respond to this HTTP-POST request with HTT|[P status 200. If an er
is pncountered during updating of the DataTable, the DataStore, service shall respond to

HTTP-POST with a <DataRecordsStatus> element indicating/which DataRecord(s) w
sufcessfully written. See subclause 5.3.10, “DataTable HTTP/HTTPS Transport Protocol”

funther information.

5.7.9.4 Control Point Requirements When Calling The Action

Ngne.

5.7.9.5 Dependency on Device State

Ndgne.

5.7.9.6 Effect on Device State

Ngne.

5.1.9.7 Errors

Table 22.—~Error Codes for GetDataStoreTransportURL()

ST

int
ST
all
he
ror
he
re
for

EqrorCode errorDescription Description

400-499 TBD See UPnP Device Architecture clause on Control.

500-599 TB® See UPnP Device Architecture clause on Control.

600-699 TBD See UPnP Device Architecture clause on Control.

702 DataTable not The DataTable indicated by DataTableID cannot be found.
found

70 Insufficient role(s) The control point does not have sufficient roles to perform the
Ul PCIIII;SD;UII(D). IUqUUDth a\.:t;UII.

706 No transport URLs All available TransportURLs for the indicated DataTable have been
available. allocated.

5.7.10 ModifyDataStoreTablelnfo()

This allowed action supports modification of selected elements of an existing DataTable
indicated by the DataTablelD argument.

28
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5.7.10.1 Arguments

Table 23 — Arguments for ModifyDataStoreTablelnfo()

Argument Direction relatedStateVariable
DataTablelD IN A ARG _TYPE DataTablelD
DataTablelnfoElementOrig IN A ARG TYPE DataTablelnfoFragment
DataTablelnfoElementNew IN A ARG _TYPE DataTablelnfoFragment

5.7.10.2 Argument Descriptions

Da

D4

Q)

be

XML fragment provided shall start with one of the following DataTable XML elements:

Th
no

D4taTablelnfoElementNew: This argument shall contain an updated copy of the XML fragm:¢

jng added to the target DataTable, then an empty top-level element shall be provided. T

e <Jdatatableretain>
e <Jdatatableroles>
e <datatablegroups>

le contents of this argument shall be consistent with the current DataTable state except
fed above for new elements.

from to be replaced or added in the target DataTable,

5.7.10.3 Service Requirements

If

DeviceProtection is supported, this action, shall only succeed if the invoking control po

idgntity has sufficient access privileges. A control point with an Admin role may modify any

taTablelD: This argument shall provide an identifier associated with the target DataTablej

taTablelnfoElementOrig: This argument contain shall provide an XML fragment-from {he
tanget DataTable’s UPnP DataStore DataTablelnfo XML document [17]. If a new element

is

he

ent

int
of

the DataTable elements listed abové&® Otherwise, if the control point is modifying the

<datatablegroups> or <datatabderetain> elements, then the control point shall ha

as]

is
ha

DgtaTable currently references.

e an Admin role or shall have ds:Master#[GroupName] roles for all existing groups

ve

[Master#[GroupName] roles for-all existing groups the DataTable currently references gnd
alqo ds:Master#[GroupName].roles for any additional groups to be added. If the control pg
modifying or adding a <d&@tatablesroles> element, then the control point shall e|tTer

int

he

ere are a number) of semantic conditions that may cause an implementation to rejec
taTable modification request. These include: attempts to modify DataTable elements ot

5.7.10.4 Control Point Requirements When Calling The Action

None.

5.7.10.5 Dependency on Device State

None.

5.7.10.6 Effect on Device State
A LastChange event notification (updateType attribute values: "G" or "O") shall be generated

du

©

e to this action. See LastChange state variable.
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5.7.10.7 Errors
Table 24 — Error Codes for ModifyDataStoreTablelnfo()
ErrorCode errorDescription Description

400-499 TBD See UPnP Device Architecture clause on Control.

500-599 TBD See UPnP Device Architecture clause on Control.

600-699 TBD See UPnP Device Architecture clause on Control.

701 Invalid XML The (DataTablelnfoElementOrig or DataTablelnfoElementNew)
argument argument XML elements are not valid.

703 DataTable not The DataTable indicated by DataTableID cannot be found.
found

703 Insufficient role(s) The control point does not have sufficient roles to perform the
or permission(s). requested action.

704 Invalid group(s), The DataStore group(s) do not exist.

704 Invalid role(s) or The DataTable Role(s) or Permission(s) do not exist.
permission(s).

714 DataTable The DataTable modification requested is not aceeptable due to
modification not semantic errors.
acceptable

5.1.11 ReadDataStoreTableRecords()

Thiis required action shall return DataRecord(s) from the DataTable indicated by fhe
DdtaTablelD argument. The DataRecordFilter argument may specify a string to indicate which
DdtaRecord(s) shall be returned.

5.7.11.1  Arguments

Table 25 — Arguments _for'ReadDataStoreTableRecords()

Argument Direction relatedStateVariable

DataTablelD IN A ARG TYPE DataTablelD
DataRecordFilter IN A_ARG_TYPE DataRecordFilter
DataRecordStart IN A ARG _TYPE DataRecordIndex
DataRecordCount IN A ARG _TYPE DataRecordCount
DalaRecordPropResolve IN A ARG _TYPE DataRecordPropResolve
DataRecords ourT A ARG _TYPE DataRecords
DataRecordContinte ourT A ARG _TYPE DataRecordIndex

5.7.11.2
DdtaTablelD: This argument shall provide an identifier associated with the target DataTable)|

Argument Descriptions

o)
I

DdtaRecordfitter—This—argumentshattcontaima—string—used—toquatify DataRecord{s)—tobe
returned by this action. This argument shall either be the empty string indicating no filter is to
be applied or a string containing an DataRecordFilter XML document [20]. See
A ARG TYPE DataRecordFilter for additional details.

DataRecordStart: This argument shall contain the starting point if multiple invocations of this
action are required to return all matching DataRecord(s). A value of ("0") indicates that the
first available DataRecord shall be considered. See the DataRecordContinue argument for
additional details

DataRecordCount: This argument shall indicate the maximum number of matching
DataRecord(s) to be returned by this invocation. A value of ("0") indicates that no limit on the
number of DataRecord(s) returned.
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DataRecordPropResolve: If this argument is ("1") then the DataStore service shall attempt to
resolve any DataRecord fields defined with the tableprop attribute value of ("1") by using
the corresponding Dataltem value as a DataTable Dictionary key. The returned DataTable
record Dataltem shall contain the corresponding DataTable Dictionary key’s value. If the
named DataTable Dictionary key is missing, the corresponding returned Dataltem shall be
empty. If this argument is (“0”) then the unresolved DataTable key is returned is returned for
the Dataltem value.

DataRecords: This argument shall return a UPnP DataStore DataRecord XML document
containing DataRecord(s).

D4

Rd

adDataStoreTableRecords() action had stopped. The previg

Rd

adDataStoreTableRecords() action may have stopped due to satisfying the\humber

req
D3
va
5.1

If
idd

im

When specifying DataRecordStart values based on a prier\DataRecordContinue value, J

ues other than ("0") are implementation specific.

.11.3 Service Requirements

DeviceProtection is supported, this action shall only succeed if thé invoking control po
ntity has sufficient access privileges.

blementation may determine that the DataRecord being.referred to no longer exist in

DdtaTable due to DataRecord retention criteria. In this case error code 711 shall be returnef.

5.7.11.4 Control Point Requirements When Calling The Action

Ndne.

5.7.11.5 Dependency on Device State

Ndne.

5.7.11.6 Effect on Device State

Ndne.

5.7.11.7 Errors

Table 26 — Error Codes for ReadDataStoreTableRecords()
EqrorCode errorDescription Description

40Q-499 TBB See UPnP Device Architecture clause on Control.

500-599 TFBD See UPnP Device Architecture clause on Control.

600-699 TBD See UPnP Device Architecture clause on Control.

70 Invalid XML The (DataRecordFilter) argument XML elements are not valid.
argument

702 DataTable not The DataTable indicated by DataTablelD cannot be found.
found

703 Insufficient role(s) The control point does not have sufficient roles to perform the
or permission(s). requested action.

709 Invalid filter The filter argument (DataRecordFilter) is not valid.

711 Invalid record index | The record index argument (DataRecordStart) is no longer valid.

© ISO/IEC 2017 — All rights reserved 31

taRecordContinue: This argument provides a value to be provided by the DataRecordStart
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5.7.12 RemoveDataStoreTableKeyValue()

Th

is conditionally required action removes the indicated DataTable Dictionary Key. This
action shall be implemented if the SetDataStoreTableKeyValue() action is supported.

5.7.12.1 Arguments

Table 27 — Arguments for RemoveDataStoreTableKeyValue()

Argument Direction relatedStateVariable
DataTablelD IN A ARG _TYPE DataTablelD
DalaTableKeyName IN A ARG _TYPE DataTableKeyName

5.7.12.2 Argument Descriptions

D4

Q)

D

Q)

taTableKeyName: This argument identifies the DataTable Dictionary key to.bé removed.

5.7.12.3 Service Requirements

Th
pri

5.7.12.4 Control Point Requirements When Calling The Action

A

5.7.12.5 Dependency on Device State
Ndne.

5.7.12.6 Effect on Device State

thi

5.1.12.7 Errors

le DataStore service shall verify that the requesting control pointVidentity has suffici
vileges to write the referenced DataTable.

L astChange event notification (updateType attribute values: "P") shall be generated due
5 action. See LastChange state variable:

Table 28 — Error‘Codes for RemoveDataStoreTableKeyValue()

taTablelD: This argument shall provide an identifier associated with the target DataTable|

ent

control point identity invoking this action shall havesufficient privileges to write the
indicated DataTable.

EgfrorCode errorDescription Description

400-499 TBD See UPnP Device Architecture clause on Control.

500-599 TBD See UPnP Device Architecture clause on Control.

600-699 TBD See UPnP Device Architecture clause on Control.

702 DataTable not The DataTable indicated by DataTableID cannot be found.
found

70 Insufficient role(s) The control point does not have sufficient roles to perform the
or permission(s). requested action.

707 Key name not found | The indicated DataTable Dictionary KeyName was not found.

708 Key name invalid The key name provided is invalid (ex: empty string)

5.7.13 ResetDataStoreTable ()

This required action supports clearing all DataRecord(s), DataTable Dictionary entries and
Transport URLs for the DataTable indicated by the DataTablelD argument.

5.7.13.1 Arguments

Table 29 — Arguments for ResetDataStoreTable()

Argument Direction relatedStateVariable
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