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ISO (the International Organization for Standardization) and IEC (the International
Electrotechnical Commission) form the specialized system for worldwide standardization.
National bodies that are members of ISO or IEC participate in the development of
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Introduction

ISO and IEC draw attention to the fact that it is claimed that compliance with this document may
involve the use of patents as indicated below.

ISO and IEC take no position concerning the evidence, validity and scope of these patent rights. The
holders of -these patent rlghts have assured ISO and IEC that they are W|II|ng to negotlate Ilcenses

1. In

Intel Corporation has informed IEC and ISO that it has patent applications or granted'patenfs.
Information may be obtained from:

Intel Corporation

Standards Licensing Department
52Pp0 NE Elam Young Parkway
M$: JFS-98

USA — Hillsboro, Oregon 97124

Microsoft Corporation has informed IEC and ISO that it has~patent applications or granfed
pafents as listed below:

61P1499 / US; 6687755 / US; 6910068 / US; 71308950/ US; 6725281 / US; 7089307 / US;
7069312 / US; 10/783 524 /US

Information may be obtained from:

Migrosoft Corporation
Orle Microsoft Way
UJA - Redmond WA 98052

Phiilips International B.V. has informed IEC and ISO that it has patent applications or granfed
patents.

Information may be obtained.from:

Phiilips International BV: — IP&S

HiJ;h Tech campus, building 44 3A21

NLU — 5656 Eindhoven

NXP B.V. (NL)has informed IEC and ISO that it has patent applications or granted patents.

Information-may be obtained from:

NXPB.V. (NL)
H|gh Tech campus 80

NL — 5656 AG Eindhoven

Matsushita Electric Industrial Co. Ltd. has informed IEC and ISO that it has patent
applications or granted patents.

Information may be obtained from:
Matsushita Electric Industrial Co. Ltd.

1-3-7 Shiromi, Chuoh-ku
JP — Osaka 540-6139
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Hewlett Packard Company has informed IEC and ISO that it has patent applications
granted patents as listed below:

or

5956 487 / US; 6 170 007 / US; 6 139 177 / US; 6 529 936 / US; 6 470 339 / US; 6 571 388 /

US; 6 205 466 / US
Information may be obtained from:
Hewlett Packard Company

1501 Page Mill Road
USA — Palo Alto, CA 94304

Samsung Electronics Co. Ltd. has informed IEC and ISO that it has patent applications
granted patents.

Information may be obtained from:

Digital Media Business, Samsung Electronics Co. Ltd.
41p Maetan-3 Dong, Yeongtang-Gu,
KR — Suwon City 443-742

Huawei Technologies Co., Ltd. has informed IEC and ISO that it"has patent applications
granted patents.

Information may be obtained from:

Huawei Technologies Co., Ltd.
Administration Building, Bantian Longgang District
Shenzhen — China 518129

Qyalcomm Incorporated has informed IEC and-}SO that it has patent applications or gran
patents.

Information may be obtained from:

Qyalcomm Incorporated
575 Morehouse Drive
Sapn Diego, CA — USA 92121

Telecom ltalia S.p.A.has informed IEC and ISO that it has patent applications or granted
patents.

Information may belobtained from:

Telecom Italia.Sip.A.
Via Reiss Romoli, 274
Turin - Italy. 10148

Ci

$co Systems informed IEC and ISO that it has patent applications or granted patents.

Information may be obtained from:

Cisco Systems, Inc.
170 West Tasman Drive
San Jose, CA — USA 95134

or

or

ed

Attention is drawn to the possibility that some of the elements of this document may be the subject of

patent rights other than those identified above. ISO and IEC shall not be held responsible for
identifying any or all such patent rights.
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Original UPnP Document

Reference may be made in this document to original UPnP documents. These references are
retained in order to maintain consistency between the specifications as published by ISO/IEC
and by UPnP Implementers Corporation and later by UPnP Forum. The following table
indicates the original UPnP document titles and the corresponding part of ISO/IEC 29341:

UPNP Document Title
UPNP Device Architecture 1.0

ISO/IEC 29341 Part
ISO/IEC 29341-1:2008

UPnP Device Architecture Version 1.0

c ccccccccccccoccocccoccoccoccoccoccoccoccoccoccoccccc

ISO/IEC 29341-1:2011
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nP Basic:1 Device
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nP AV Architecture:1
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nP AVTransport:2 Service

nP AVTransport:2 Service
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nP ConnectionManager:2 Service
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nP RenderingControl:2 Service

nP RenderingControl:2 Service

nP ScheduledRecording:1

nP ScheduledRecording:2

nP MediaRenderer:2 Device
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nP AV Datastructure Template:1

nP AV Datastructure Template:1

nP DigitalSecurityCamera:1 Device

nP DigitalSecurityCameraMotionlmage:1 Service
nP\DigitalSecurityCameraSettings:1 Service
nP DigitalSecurityCameraStilllmage:1 Service

ISO/IEC 29341-1-1:2011
ISO/IEC 29341-1-2
ISO/IEC 29341-2

ISO/IEC 29341-3-1:2008
ISO/IEC 29341-3-1:2011
ISO/IEC 29341-3-10
ISO/IEC 29344-3-11
ISO/IEC 29341-3-12
ISOAEC29341-3-13
ISO/NEC 29341-3-2
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ISO/IEC 29341-4-2
ISO/IEC 29341-4-3
ISO/IEC 29341-4-4:2008
ISO/IEC 29341-4-4:2011
ISO/IEC 29341-5-1
ISO/IEC 29341-5-10
ISO/IEC 29341-5-11
ISO/IEC 29341-5-12

ISO/IEC 29341-6-1

UPnP HVAC_System:1 Device

UPNP ControlValve:1 Service

UPnP HVAC_FanOperatingMode:1 Service
UPnP FanSpeed:1 Service

UPnP HouseStatus:1 Service

UPnP HVAC_SetpointSchedule:1 Service
UPNP TemperatureSensor:1 Service

UPnP TemperatureSetpoint:1 Service

UPnP HVAC_UserOperatingMode:1 Service
UPnP HVAC_ZoneThermostat:1 Device

ISO/IEC 29341-6-10
ISO/IEC 29341-6-11
ISO/IEC 29341-6-12
ISO/IEC 29341-6-13
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ISO/IEC 29341-6-17
ISO/IEC 29341-6-2
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UPnP BinaryLight:1 Device

UPNnP Dimming:1 Service

UPnP SwitchPower:1 Service

UPnP DimmableLight:1 Device

UPnNP InternetGatewayDevice:1 Device

UPnP LANHostConfigManagement:1 Service

UPnP Layer3Forwarding:1 Service
UPNP LinkAuthentication:1 Service

ISO/IEC 29341-24-10:2017(E)

ISO/IEC 29341-7-1
ISO/IEC 29341-7-10
ISO/IEC 29341-7-11
ISO/IEC 29341-7-2
ISO/IEC 29341-8-1
ISO/IEC 29341-8-10
ISO/IEC 29341-8-11
ISO/IEC 29341-8-12

nP RadiusClient:1 Service
nP WANCableLinkConfig:1 Service

nP WANDSLLinkConfig:1 Service

nP WANIPConnection:1 Service
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nP QoS Architecture:1.0
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nP QosPolicyHolder:{ Service
nP QoS Architecture:2
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nP QosManager:2 Service
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nR/RemoteUlClientDevice:1 Device
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nP WANCommonlnterfaceConfig:1 Service

nP WANEthernetLinkConfig:1 Service

nP WLANAccessPointDevice:1 Device
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ISO/IEC 29341-8-14
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1 Scope

This document specifies the characteristics of the UPnP networked service named
WANIPConnection, version 2. This service definition is compliant with UPnP Device
Architecture 1.0 [1] . It is one component of the Device Control Protocol for the UPnP Internet
Gateway Device (see [3]).

This service enables a UPnP control point to:

e configure and control an IP connection between a LAN client on one side of an Internet
gateway (see [3]) and a WAN host on the other side;

e | manage any physical WAN interface—such as DSL or cable—that supports jan |IP

connection.

This service is a required in a WANConnectionDevice (see [5]) when the device Supports [an
IP |connection.

2 | Normative references

following documents, in whole or in part, are normatively referenced-in this document gnd
indispensable for its application. For dated references, only the ‘edition cited applies. For
undated references, the latest edition of the referenced document({(including any amendmepts)

[1lUPnP Device Architecture, version 1.0, UPnP Forum, June 8, 2000.
Avgilable at: http://upnp.org/specs/arch/UPnP-arch-DeviceArchitecture-v1.0.pdf.

[2]]UPNP Device Architecture, version 1.1, UPnP Forut, October 15, 2008.
Avgilable at: http://upnp.org/specs/arch/UPnP-arch:DeviceArchitecture-v1.1.pdf.

[3]| InternetGatewayDevice:2, version 1.00, UPnP Forum, December 10, 2010.
Avpilable at http://upnp.org/specs/gw/UPnPsgw-InternetGatewayDevice-v2-Device.pdf

[4]|WANDevice:2, UPnP Forum, December 10, 2010
Avgilable at http://upnp.org/specs/gw/UPnP-gw-WANDevice-v2-Device.pdf

[Bl WANConnectionDevice:2, URAP Forum, December 10, 2010
Avpilable at http://upnp.org/spees/gw/UPnP-gw-WANIPConnection-v2-Service.pdf

[6]) WANIPConnection:1. UPnP Forum, November 12, 2001
Avpilable at http://upnp.org/specs/gw/UPnP-gw-WANIPConnection-v1-Service.pdf

[7]/1SO 8601:2000; Pata elements and interchange formats — Information interchange --
resentationtof-dates and times, International Standards Organization, December 21, 2000.
Avpilable at;
http://www(iso.org/iso/en/CatalogueDetailPage.CatalogueDetail?CSNUMBER=26780&ICS151
S2=140&ICS3=30.

[B]|'ETF RFC 1035, Domain names - implementation and specification, P. Mockapetris,
November t987-
Available at: http://tools.ietf.org/html/rfc1035.

[9] IETF RFC 3986, Uniform Resource Identifier (URI): Generic Syntax, T. Berners-Lee, R.
Fielding, L. Masinter, January 2006.
Available at: http://tools.ietf.org/html/rfc3986.

[10] IETF RFC 3339, Date and Time on the Internet: Timestamps, G. Klyne, Clearswift
Corporation, C. Newman, Sun Microsystems, July 2002.
Available at: http://tools.ietf.org/html/rfc3339.

[11] Extensible Markup Language (XML) 1.0 (Third Edition), Frangois Yergeau, Tim Bray,
Jean Paoli, C. M. Sperberg-McQueen, Eve Maler, eds., W3C Recommendation, February 4,
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2004.
Available at: http://www.w3.0rg/TR/2004/REC-xm|-20040204.

[12] XML Schema Part 2: Data Types, Second Edition, Paul V. Biron, Ashok Malhotra, W3C
Recommendation, 28 October 2004.

Available at: http://www.w3.0rg/TR/2004/REC-xmlschema-2-20041028.

3 Terms, definitions, symbols and abbreviated terms

For the purposes of this document, the terms and definitions given in [1], [2], [3] and the
following apply.

3.1 Provision
3.1.1

allpwed

3.1.2
ditionally allowed

The definition or behavior depends on a condition. If the specified- condition is met, then {he

The definition or behavior depends on a condition. If the specified condition is met, then {he

ThE definition or behavior is prohibited by.this specification. Opposite of required.

3.1.5
R
required

3.1.6
X
venhdor-defined, non-standard

3.2 Terms specific to network connections

3.2.1

client
a host located on the local network that connects to a remote host on the Internet through|an
Internet Gateway Device

3.2.2
IGDcontrot point
UPNP control point that uses the UPnP IGD protocol to control an Internet Gateway Device

3.2.3

2-box model

configuration where the client and IGD control point are located in one physical device and
the Internet Gateway Device is located in a second physical device

3.24

3-box model

configuration where the client, IGD control point and Internet Gateway Device are located in
three separate physical devices.
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3.2.5
port forwarding
port mapping rule which allows a remote host to reach a client port via a NAT enabled router

3.2.6

port triggering

method of automating port forwarding in which outbound traffic on predetermined ports
causes inbound traffic to specific incoming ports to be dynamically forwarded to the initiating
host, while the outbound ports are in use

Mddia Access Control

3.
N
N
3.
N
N
3.3
P
P
3.
P
P
3
R
R

.5
PT
twork Address Port Translation

T
twork Address Translation

7

TS

lain Old Telephone Service
3.8

AP

int-to-Point Protacol

(o]

.9
IP
galm Specific Internet Protocol

17, WRY

3.3.10
RTISP
Real Time Streaming Protocol

3.3.11
SIP
Session Initiation Protocol

3.3.12
SNMP
Simple Network Management Protocol

3.3.13
SOAP
Simple Object Access Protocol
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3.3.14
SSDP
Simple Service Discovery Protocol

3.3.15
Ul
User Interface

3.3.16
uuiD
Universally Unique |Dentifier

3.3.17
\'
Viftual Channel

3.3.18
val
Vifqtual Channel ldentifier

3.3.19
VAHI
Viftual Path Identifier

3.3.20
VAN
Viftual Private Network

4 | Notations and conventions

4.1 Notation
e | UPnP interface names defined in [1] areStyled in green bold underlined text.

e | UPnP interface names defined outside of [1] are styled in red italic underlined text.

e | Simple Service Discovery Protocol (SSDP) names are styled in blue underlined text.

¢ | Some additional non-interface-names and terms are styled in italic text.

o | Words that are emphasized are also styled in italic text. The difference between itz
terms and italics for emphasis will be apparent by context.

C

o | Strings that are to_be taken literally are enclosed in “double quotes”.
4.2 Data types

4.2.1 Primary data types

Primary datadype definitions come from two sources:

o | State,variable and action argument data types are defined in [1].

o | Basic data types for XML element and attribute values are defined in [12]. The XML data
types are essential, since all communications between UPnP services and control points
are encoded in XML.

For the UPnP-defined data type boolean, it is strongly recommended to use the value “0” for

false, and the value “1” for true. The values “true”, “false”, “yes” and “no” are deprecated—
they shall not appear in output, but shall be accepted on input.

For the data type xsd:boolean, it is strongly recommended to use the value “0” for false,
and the value “1” for true. The values “true” and “false” are allowed, but not recommended.
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4.2.2 Secondary data types
4.2.21 CSV lists

The Comma Separated Value list allows a single string to contain multiple values represented
in a list form. Lists may either be homogeneous (all values are the same type) or
heterogeneous (values of different types are allowed). Lists may also consist of repeated
occurrences of homogeneous or heterogeneous subsequences, all of which have the same
syntax and semantics (same number of values, same value types and in the same order). The
basic data type of a homogeneous list is string or xsd:string and is denoted by CSV (x),
where x is the type of the individual values. The data type of a heterogeneous list is also

HRa-oF sstrincand-is—denoted h\l CS\/L /v \ —1\ where XV and-zare-the hlncc of
stAg e
S-S S v Vs Y Y50+

individual values The data type of a repeated subsequence list is string or xsd:string\gnd
depoted by CSV ({x, y, z}), where x, y and z are the types of the individual values\in {he
supsequence and the subsequence may be repeated zero or more times. If the_number| of
values in a heterogeneous list is too large to show each type individually or to represent as a
repeated subsequence, it is denoted by CSV (heterogeneous), and the variable descriptjon
indludes additional information as to the expected sequence of values appearing in the |ist
anfl their corresponding types.

e | The containing string can be either of type string or xsd:strings:

e | Commas separate values within a list.

e | The escape character is the backslash, “\”, U+005C

e To represent a comma character within a single value)escape it as “\,”
e To represent the backslash character as itself, escape it as "\\"

e |Integer values are represented in CSVs with the*same syntax as the integer data type
specified in [1]

e | Boolean values are represented in CSVs as ¥0” for false or “1” for true.

¢ | White space before, after, or interior to-afly numeric data type is not allowed.

o | White space before, after, or interiorito any other data type is part of the value.
Table 1 — CSV examples

Type of Refinement

String Value Comments
CSV (int) or “1,-5,006,0,+7” List of 5 integers.
CSV (xsd:integer)
CS) (boolean) or *0,1,1,0” List of 4 booleans
CS) (xsd:Boolean)
CSV (string) or “Smith\, Fred,Jones\, Davey” List of 2 names, “Smith, Fred” and
CS) (xsd:string) “Jones, Davey”
CSV (i4,stringsui2) or “-29837, string with leading blanks,0” Note that the second value is
CS)V (xs@t:int, xsd:string, “ string with leading blanks”

xsd:upsignedShort)

L (F or \(xsd:int 3 4 Heaal A \hite space is not
(14} 0r CSV {xsdiint) | "3 4" gal CS 0
allowed as part of an integer value.

CSV (string) or List of 3 empty string values
CSV (xsd:string)

CSV ({string,string,ui2}) | “Alice,Marketing,5,Sue,R&D,21,Dave,Finance,7”. | List of unspecified number of

or people and associated attributes.
CSV ({xsd: string, Each person is described by 3
xsd:string, elements: a name, a department
xsd:unsignedShort}) and years-of-service

4.2.2.2 Other
There are no other secondary data types than CSV lists.
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4.3 Vendor-defined extensions

When vendors add vendor-defined state variables, actions or properties, their assigned
names and XML representation shall follow the naming conventions and XML rules for non-
standard vendor extensions in [1].

5 Service model

5.1 Service type
A service that complies with this specification shall identify itself with the URN:

urn:schemas-upnp-orq:service: WANIPConnection:2

Alll uses of the name WANIPConnection in this document specifically refer te,\versfon
WANIPConnection:2 of this service type.

5.2 Changes from WANIPConnection:1
521 Backward compatibility

WANIPConnection:2 is backward-compatible with WANIPConnection.:7+([6]), except whére
acgess control has been added.

5.2.2 Generic requirements and other changes
e | The NAT behaviour should follow IETF RFCs [15] and [16],

e | When a control point creates a port forwarding rule fornbound traffic, this rule shall al|so
be applied when NAT port triggering occurs for outbound traffic,

e | UPnP IGD implementing WANIPConnection:2 shall expose UPnP services only over the
LAN interface. The WANIPConnection:2 implemeéntation shall reject UPnP requests frpm
the WAN interfaces,

e |Upon startup, The UPnP IGD ,Device implementation, implementing the
WANIPConnection:2 service, shall bfeadcast an ssdp:byebye before sending the initial
ssdp:alive onto the local network. Sending an ssdp:byebye as part of the normal start |up
process for a UPnP device ensufes that UPnP control points with information about the
previous device instance will safely discard state information about the previous devjce
instance before communicating’ with the new device instance.

o | Deprecated error codes..WANIPConnection shall not report the following error codes,
though control points are'still required to support them for legacy services.

e 724 SamePortVfaluesRequired

e 725 OnlyPermanentlLeasesSupported
o 726 RemoteHostOnlySupportsWildcard
o 727sExternalPortOnlySupportsWildcard
For.details, see 5.6.16.

o | Clarifications to WANIPConnection:1 ([6]).

5.2.3 New state variables

o SystemUpdatelD is used to track changes which could affect NAT port mappings,

e A ARG TYPE Manage is a parameter used in new actions which allows a control point to
request access level elevation,

e A ARG TYPE PortListing is a data structure used to return a list of port mappings.

5.24 New actions

e DeletePortMappingRange() allows removal of a range of port mappings,

o GetlListOfPortMappings() allows retrieval of a list of existing port mappings,

o AddAnyPortMapping() allows the control point to request a specific external port, and if the
port is not free the gateway assigns a free port.

6 © ISO/IEC 2017 — All rights reserved
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5.2.5 Changes in existing actions and procedures

e PortMappinglLeaseDuration can be either a value between 1 and 604800 seconds or the
zero value (for infinite lease time). Note that an infinite lease time can be only set by out-
of-band mechanisms like WWW-administration, remote management or local management,

o |If a control point uses the value 0 to indicate an infinite lease time mapping, it is required
that gateway uses the maximum value instead (e.g. 604800 seconds),

e  WANIPConnection:2 introduces access control features. [3] recommends access control
requirements and authorization levels to be applied by default. However, services may
choose a different security policy,

o | WANIPConnection:2 of the service uses access restriction for certain actions”\gnd
parameters. In the 2-box model, where the control point is in the same device that-desifes
to receive communication through the NAT, [3] recommends that access confrol is not
needed. But in the 3-box model, where the control point is configuring NAT port)mappirngs
for a third device, [3] recommends that authentication and authorization is used.

e | To summarize, [3] recommends that unauthenticated and unauthorized control points are
only allowed to control port mappings which have [nternalClient value 'equals to the confrol
point's IP address. However, services may choose a different security_policy,

e | [3] recommends that unauthenticated and unauthorized control-points are only allowed| to
invoke actions with NewExternalPort and NewlnternalPort values greater than or equalf to
1024. However, services may choose a different security policy,

¢ | NAT port mapping rules can be created by other mechanisms besides WANIPConnectipn.
Therefore, it is possible that port mappings done by independent mechanisms may overlap
or conflict. It is left to vendors to determine a suitable algorithm to resolve conflictjng
mappings. A new error code has been created (729 ConflictWithOtherMechanisms)| in
order to allow WANIPConnection to deny a request due to conflict with other mechanisms,

o | WANIPConnection shall support both wildcard and specific IP address values (for
RemoteHost (only the wildcard value was required in WANIPConnection:1),

o | WANIPConnection shall support specific port values for ExternalPort,

e | The error code 731 ReadOnly- (indicating that it is not possible to modify the value
because it is read only) has been created for the SetConnectionType() action,

e | The error code 728 NoPartMapsAvailable (There are not enough free ports available| to
complete the port mapping) has been created for the AddPortMapping() gnd
AddAnyPortMapping()(agtions,

e | The error code 730\ PortMappingNotFound (There are not port mappings in the specifled
range) has been created for the DeletePortMappingRange() and GetListOfPortMappings()
actions,

e | The errorScode 732 WildCardNotPermittedinintPort (The internal port cannot be wild-
carded)-has been created for the AddPortMapping() and AddAnyPortMapping() actions,

e | The-error code 733 InconsistentParameters (NewStartPort and NewEndPort values are not
consistent) has been created for the DeletePortMappingRange() gnd
GetListOfPortMappings() actions.

5.3 Service Architecture
5.31 Introduction

All IP Internet connections are set up from a WAN interface of the InternetGatewayDevice or
bridged through the gateway to Internet Service Providers (ISPs). WANDevice is a container
for all UPnP services associated with a physical WAN device. It is assumed that clients are
connected to InternetGatewayDevice via a LAN (IP-based network).

An instance of a WANIPConnection service is activated (refer to the state variable table) for
each actual Internet connection instance on a WANConnectionDevice. WANIPConnection
service provides IP-level connectivity with an ISP for networked clients on the LAN.

© ISO/IEC 2017 — All rights reserved 7
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In accordance with [1], the maximum number of WANIPConnection service instances is static

an

d specified in the InternetGatewayDevice description document.

A WANConnectionDevice may include a WAN{POTS/DSL/Cable/Ethernet}LinkConfig service
that encapsulates Internet access properties pertaining to the physical link of a particular
WAN access type. These properties are common to all instances of WANIPConnection in a
WANConnectionDevice.

A WANDevice provides a WANCommoninterfaceConfig service that encapsulates Internet

ac

5.3.2 Main feature sets

Th

a)

cess properties common across all WANConnectionDevice instances.

Is service has three main feature sets.

The first feature set focuses on managing connections when the connection is\not alws
on. This service is impacted only if the instance of WANIPConnection is_in" [P_Rou

ys
ed

mode. An IP connection can be started with RequestConnectiony) action, 4
RequestTermination() or ForceTermination() can be used to dis¢ohnect an act
connection. In addition to these actions, it is possible to set the duration for the connect
or to set the idle time after which the connection may be terminated-automatically.

The second feature set includes a number of actions that jallow retrieval of sta
information from the gateway including: getting connection typ€; disconnect times, exter
IP address, NAT and RSIP status. These can be used™to determine the state of {
gateway and its settings.

The NAT Traversal or port mapping functionality allows creation of mappings for both T
and UDP protocols between an external IGD part (called ExternalPort) and an inter
client address associated with one of its pofis) (respectively called [nternalClient g
InternalPort). It is also possible to narrow the mapping by limiting the mapping tg
specific remote host1. This feature is used-to allow external hosts to reach hosts loca
behind NATSs.

Getting information about existing port mapping can be done with the following actions:

o GetGenericPortMappingEntry()>jis used to retrieve port mapping entries based on

indexes are updated as the)number of port mapping entries changes,

o GetSpecificPortMappingEntry() allows retrieval of a port mapping entry based on {
ExternalPort, the RortMappingProtocol, and the RemoteHost,

o GetlListOfPortMappings() returns a list of port mapping entries based on a range
ExternalPort-and the PortMappingProtocol values.

Creation and deletion of port mapping entries is done with the following actions:

o AddPertMapping() allows creation of a single port mapping by specifying
parameters in one call, this action returns an error if the mapping is already reserv
Please note that as of WANIPConnection:2, it is recommended to U
AddAnyPortMapping() instead of AddPortMapping(),

table index. The table consists of all port mapping entries. The size of the table and|i

nd
ve
on

us
hal
he

CP
hal
nd

a
ed

he

of

all
pd.
se

he

o AddAnyPortManningl) allows rnqnnq‘rc for a prnfnrrnd pnrf mnpping; if it is not free
gateway will make an alternative reservation,

e DeletePortMapping() allows deletion of a single port mapping entry,

e DeletePortMappingRange() allows removal of a range of port mapping entries.

NAT port mapping rules can be created by other mechanisms besides WANIPConnection.

Therefore, it is possible that port mappings done by independent mechanisms may overl

ap

or conflict. It is left to vendors to determine suitable algorithm on how to resolve conflicting

1 When the RemoteHost parameter corresponds to a wildcard value, the port mapping rule has an endpoint
independent filtering behaviour, and when the RemoteHost parameter corresponds to a specific remote host,

the port mapping rule has an address dependent filtering behaviour (see [13] terminology).
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mappings. A new error code has been created (729 PortMappingNotAllowed) in order to
allow WANIPConnection to deny a request due to conflict with other mechanisms.

c) The third feature set covers security policies
The WANIPConnection service defines security policy classifying actions at two levels:

e Actions that require specific authentication. The access control requirements are
specifically referenced within each action’s description,

e Access restrictions to actions and parameters based on the control point’s IP address.
The restrictions are handled locally within this service. In port mappings, there are
three UUPNP entities involved: The IGD cantrol ’nninf which edits port msllnlningql he
client which needs the port mapping, and the gateway service that executes the'\plort
mapping. When the control point and the client are located in the same physicakdevjce,
this is called the 2-box model. If the control point is located in another device! then this
is called the 3-box model. [3] recommends that no authentication or authorization| is
needed in 2-box model in most actions. [3] recommends that control point*configuring
the gateway is authenticated and authorized in 3-box model. However; 'services may
choose a different security policy.

LJ
o

For security reasons, UPnP IGD shall expose UPnP services only over the LAN interfa
IGD shall reject UPnP requests from the WAN interfaces.

5.4 State variables
5.4.1 State variable overview
There are three kinds of state variables in WANIPConnectiori2:

e [ Basic connection settings and connections status,
e | Disconnection time settings,

e | Specific variables for NAT traversal / port mapping creation and deletion.

Nofe: For first-time reader, it may be more insightful.to*read Annex A first and then the action definitions before
reading the state variable definitions.

Table.2 — State Variables

Variable Name R/A Data Type Reference
CohnectionType R string See 5.4.2
PogsibleConnectionTypes R string (CSV) See 5.4.3
CohnectionStatus R string See 5.4.4
Uplime R ui4 See 5.4.5
LaqtConnectionfrrot R string See 5.4.6
AufoDiscoanectTime A ui4 See 5.4.7
IdldDis€onnectTime A ui4 See 5.4.8
WarnDisconnectDelay A ui4 See 5.4.9
RSIPAvailable R boolean See 5.4.10
NATEnabled R boolean See 5.4.11
ExternallPAddress R string See 5.4.12
PortMappingNumberOfEntries R ui2 See 5.4.13
PortMappingEnabled R boolean See 5.4.14
PortMappingLeaseDuration R ui4 See 5.4.15

© ISO/IEC 2017 — All rights reserved 9
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Variable Name R/A Data Type Reference
RemoteHost R string See 5.4.16
ExternalPort R ui2 See 5.4.17
InternalPort R ui2 See 5.4.18
PortMappingProtocol R string See 5.4.19
InternalClient R string See 5.4.20
PthMappianescription R string See/5.4.21
SystemUpdatelD R ui4 See 5.4.22
A ARG _TYPE Manage R boolean See 5.4.23
A ARG TYPE PortListing R string (XML See 5.4.24

fragment)

Nohp standard state variables implemented by an UPnP vendor go X TBD TBD
hene

Figure 1 shows the relationships among gateway system components and WANIPConnectlon
stdte variables for NAT processing. The relationships are the\same in both the 2-box model
anfl 3-box model.

Host

RemoteHost (= IP address)

ExternallPAddress (= IP address)

ExternalPort (= Port number)

IGD

PortMappingProtocol (= TCP or UDP)

InternalClient (= IP address)

InternalPort (= Port number)

IGD Control Point Client

Figure 1 — UPnP IGD component relationships for NAT processing
NAT-related state variables:

e RemoteHost is the WAN IP address (destination) of connections initiated by a client in the
local network.

e ExternallPAddress is the WAN IP address of the Client as seen by the remote host.

e ExternalPort is a source TCP or UDP port number of the Client as seen by the remote host.
e InternalClient is the local IP address of the client.

o InternalPort is the local TCP or UDP port number of the client.
10 © ISO/IEC 2017 — All rights reserved
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PortMappingProtocol is either TCP or UDP.

5.4.2 ConnectionType

E)

This state variable is a string that contains information on the connection types used in the

ga

5.4.2.1 Unconfigured

Va
va

THIS VALUE IS DEPENDENT ON THE DEPLOYMENT AND (ESTING SHOULD
DHFERRED TO THE VENDOR.

5.4.2.2 IP_Routed

Th

THIS VALUE IS ONLY APPLICABLE FOR AN IGD DEWICE SUPPORTING NAT. IT SHOU
NOQT BE TESTED IN OTHER DEVICE CONFIGURATIONS.

5.4.2.3 IP_Bridged

Th
ro

THIS VALUE IS ONLY APPLICABLE FOR AN IGD DEVICE CONFIGURED AS
ETHERNET BRIDGE. IT SHOULD NOT BE TESTED IN OTHER DEVICE CONFIGURATION

5.4.3 PossibleConnectionTypes

Th
of

lisfed in Table 3.

R

PdssibleConneétionTypes for different modems that can support IP based connections.

teway.

Table 3 — allowedValuelList for the ConnectionType state variable

Value R/IA

Unconfigured

IP_Routed (DEFAULT)

IP_Bridged
Vendor-defined

X [ |1 1=

lid connection types cannot be identified. This may be due to the fact that the LinkTy
fiable (if specified in the WAN*LinkConfig service) is uninitialized.

e Internet Gateway is an IP router between the LAN and the WAN connection.

Internet Gateway is an Ethernet bridge between the LAN and the WAN connection
ter at the other end of the WAN connection from the IGD routes IP packets.

Is variable represents a-€SV list indicating the types of connections possible in the cont
a specific modem and ‘ink type. Possible values are a subset or proper subset of vall

fer to the WANConnectionDevice specification for valid combinations of LinkType 3

5.44 ConnectionStatus
Thys state variable is a string that contains information on the status of the connection.

©

pe

Table 4 — allowedValuelist for the ConnectionStatus state variable

Value R/A

Unconfigured
Connecting

Connected

PendingDisconnect

Disconnecting

Disconnected

X | [I> > |>]|>

Vendor-defined

ISO/IEC 2017 — All rights reserved
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5441 Unconfigured

This value indicates that other variables in the service table are uninitialized or in an invalid
state. Examples of such variables include PossibleConnectionTypes and ConnectionType.

5.4.4.2 Connecting

The WANConnectionDevice is in the process of initiating a connection for the first time after
the connection became disconnected.

5.44.4 PendingDisconnect

The connection is active (packets are allowed to flow through), but will transition [to
Digsconnecting state after a certain period (indicated by WarnDisconnectDelay).

5.4.4.5 Disconnecting

The WANConnectionDevice is in the process of terminating a conngction. On succesdful
teqmination, ConnectionStatus transitions to Disconnected.

5.4.4.6 Disconnected
Ng ISP connection is active (or being activated) from this connggction instance. No packets are
transiting the gateway.
5.4.5 Uptime

The variable Uptime represents time in seconds thatthis connections has stayed up. The type
of this variable is ui4.

5.4.6 LastConnectionError

This variable is a string that provides .jaformation about the cause of failure for the last
cohnection setup attempt. The restricted list of enumeration values are listed in Table 5.

Table 5 — allowedValueList for the LastConnectionError state variable

Value R/IA

ERROR _NONE

ERROR COMMAND ABORTED

ERROR NOT ENABLED FOR INTERNET
ERROR ISP_DISCONNECT.

ERROR USER DISCONNECT

ERROR IDLE DISCONNECT

ERROR FORCED DISCONNECT

ERROR NO CARRIER

ERROR IP_CONFIGURATION

ERROR UNKNOWN

Vendor-defined

X > >

5.4.7 AutoDisconnectTime

The AutoDisconnectTime variable represents time in seconds (since the establishment of the
connection — measured from the time ConnectionStatus transitions to Connected), after which
connection termination is automatically initiated by the gateway. This occurs irrespective of
whether the connection is being used or not. A value of zero for AutoDisconnectTime
indicates that the connection is not to be turned off automatically. However, this may be
overridden by:

e An implementation specific WAN/Gateway service policy,
12 © ISO/IEC 2017 — All rights reserved
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e EnabledForinternet variable (see WANCommonlnterfaceConfig* ) being set to “0” (false)
by a control point,

e Connection termination initiated by ISP.

If WarnDisconnectDelay is non-zero, the connection state is changed to PendingDisconnect. It
stays in this state for WarnDisconnectDelay seconds (if no connection requests are made)
before switching to Disconnected. The data type of this variable is ui4.

5.4.8 IdleDisconnectTime

IdleDisconnectTime represents the idle time of a connection in seconds (since the
esfapitshment of the connection), alter wnich connection termination 15 initiated by, the
gafeway. A value of zero for this variable allows infinite idle time — connection will not |be
teqminated due to idle time.

Ndtice that: Layer 2 heartbeat packets are included as part of an idle state i.e. they do pot
reget the idle timer. The data type of this variable is ui4.

If WarnDisconnectDelay is non-zero, the connection state is changed to PehdingDisconnect. It
stdys in this state for WarnDisconnectDelay seconds (if no connection-requests are made)
before switching to Disconnected.

5.4.9 WarnDisconnectDelay

Thjs variable represents time in seconds the ConnestionStatus remains in the
PelndingDisconnect state before transitioning to Disconnectitig state to drop the connectipn.
For example, if this variable was set to 5 seconds, and one*of the clients terminates an act|ve
copnection, the gateway will wait (with ConnectionStatus as PendingDisconnect) forl 5
segonds before actual termination of the connection—~A value of zero for this variable indicajes
thagt no warning will be given to clients before termiinating the connection. The data type of this
vafiable is ui4.

5.4.10 RSIPAvailable

This variable indicates if Realm-specific YP (RSIP) is available as a feature on the Internet
Gdteway Device. The type of this yariable is boolean. RSIP has been defined by IETF
([1B1, [14]) to allow host-NATing using a standard set of message exchanges. It also allows
enp-to-end applications that othefwise break if NAT is introduced (e.g. IPsec-based VPNs)| A
gafeway that does not support RSIP MUST set this variable to 0.

5.4.11 NATEnabled

This boolean type variable indicates if Network Address Translation (NAT) is enabled for th
copnection.

S

5.4.12 ExternallPAddress

ExgernallPAddress is a string containing the external IP address used by NAT for t{he
copnections—~/The format of this string is standard IP address representation and shall |be
formatted-as:

° asset of four decimal diait arouns senarated by " " as defined in [9]
g3 d L Y 17

e or an empty string.

When the external IP address could not be retrieved by the gateway (for example, because
the interface is down or because there was a failure in the last connection setup attempt),
then the ExternallPAddress shall be equal to the empty string.

5.4.13 PortMappingNumberOfEntries

This variable indicates the number of NAT port mapping entries (number of elements in the
array) configured on this connection.

© ISO/IEC 2017 — All rights reserved 13
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5.4.14 PortMappingEnabled

This variable allows security conscious users to disable and enable dynamic NAT port
mappings on the IGD. The type of this variable is boolean.

5.4.15 PortMappinglLeaseDuration
Table 6 — allowedValueRange for the PortMappingLeaseDuration state variable

Value (in seconds) R/A
minimum | 0 R
maximum | 604800 R
default Vendor-defined (recommended value is 3600) | R

This variable determines the lifetime in seconds of a port-mapping lease. Non-zero valles
indicate the duration after which a port mapping will be removed, unless a 'control pdint
refreshes the mapping.

In | WANIPConnection:1, a value of 0 was used to create a stati¢, port mapping. |In
WANIPConnection:2, it is no longer possible to create static port mappings via UPnP actiops.
Indtead, an out-of-band mechanism is required to do so (see WWW;administration, remote
mgnagement or local management). In order to be backward compatible with legacy confrol
po|nts, the value of 0 shall be interpreted as the maximum value{e.g. 604800 seconds, which
cofresponds to one week).

Ndtice that: Port mappings are not required to be persistent across device resets or rebodts.
It is up to the control points to recreate their port mappings when needed.

5.4.16 RemoteHost

This variable represents the source of inbound\}P packets. This variable can contain a hpst
name or a standard IPv4 address representatien. This state variable shall be formatted as:

e | a domain name of a network host like'it'is defined in [8],

e | or as a set of four decimal digit grQups separated by "." as defined in [9],
e | or an empty string.

This will be a wildcard in mast cases (an empty string). As of WANIPConnection:2, NAT
vehdors are required to support non-wildcarded IP addresses in addition to wildcards. A non-
wildcard value will allow for “narrow” port mappings, which may be desirable in some usdge
scenarios. When RepietéHost is a wildcard, all traffic sent to the ExternalPort on the WAN
interface of the gateway is forwarded to the |[nternalClient on the [nternalPort (this
cofresponds to the endpoint independent filtering behaviour defined in the [16]). When
RgmoteHost is_specified as a specific external IP address as opposed to a wildcard, the NAT
will only forward inbound packets from this RemoteHost to the InternalClient. All other packets
will be dropped (this corresponds to the address dependent filtering behaviour defined in [16]).

5.4.17\JExternalPort
This—variable—is—ef type—ui2 and represents—the—externalpertthat the NATgateway—welld
“listen” on for connection requests to a corresponding [nternalPort on an I[nternalClient.
Inbound packets to this external port on the WAN interface of the gateway should be
forwarded to [nternalClient on the InternalPort on which the message was received. If this
value is specified as a wildcard (i.e. 0), connection request on all external ports (that are not
otherwise mapped) will be forwarded to [nternalClient. In the wildcard case, the value(s) of
InternalPort on InternalClient are ignored by the IGD for those connections that are forwarded
to InternalClient. Obviously only one such entry can exist in the NAT at any time and conflicts
are handled with a “first write wins” behavior. As of WANIPConnection:2, NAT vendors are
required to support non-wildcarded ports.
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5.4.18 InternalPort

This variable is of type ui2 and represents the port on InternalClient that the gateway should
forward connection requests to. A value of 0 is not allowed. NAT implementations that do not

pe

rmit different values for ExternalPort and InternalPort will return an error.

Table 7 — allowedValueRange for the InternalPort state variable

Value | R/A

minimum

b | 120

E)

h
[
[4§)
4]
1

nraxmromyY

5.4.19 PortMappingProtocol

Th

Is string variable represents the protocol of the port mapping. Possible values_ are/TCP

unP.

Table 8 — allowedValuelList for the PortMappingProtocol state variable

Value R/A
Icp R
ubrP R
Vendor-defined | X

5.4.20 InternalClient

Th

s variable is a string containing the IP address or,DNS host name of an InternalClient

the residential LAN). This variable can contain a~host name or a standard IPv4 addre
representation. This state variable shall be formatted‘as:

a domain name of a network host like it is‘defined in [8],

or as a set of four decimal digit groupscseparated by "." as defined in [9].

Nate that if the gateway does not suppoert DHCP, it does not have to support DNS host nam
Cdnsequently, support for an IP address is required, and support for DNS host names
re¢gommended. This value cannof.be a wildcard (i.e. empty string). It shall be possible to

the InternalClient to the broadcast IP address 255.255.255.255 for UDP mappings. This is

en

bble multiple NAT clients to'use the same well-known port simultaneously.

5.4.21 PortMappingDescription

Th
sp
a

de
un

Is is a string representation of a port mapping. The format of the description string is

bcified and is application dependent. If specified, the description string can be displayed
iser via the Ul~¥of a control point, enabling easier management of port mappings. T|
scription stfing for a port mapping (or a set of related port mappings) is not required to
que across multiple instantiations of an application on multiple nodes in the residential L

5.4.22( SystemUpdatelD

Th
rul

or

on
SS

€s.
is

et
to

hot
to
he
be
AN.

g\ype of this variable is ui4, and it is used to notify of changes done in NAT or firew

all

es.

EXAMPLES:

©

the user changed the firewall level settings of his IGD, and the NAT port mappings rules

are no more valid,

the user disabled the UPnP IGD NAT traversal facilities through the WWW-administration

of the IGD,

the user updated a NAT rule thanks to the WWW-administration of his IGD, and that NAT

rule was previously created by a UPnP IGD control point.

ISO/IEC 2017 — All rights reserved
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Whenever a change is done, the value of this variable is incremented by 1 and evented. A
change can be an addition, a removal, an update, or the fact that a rule is disabled or enabled.
So, control points are encouraged to check if their port mappings are still valid when notified.

This variable is evented when something which affects the port mappings validity occurs.
Even if the event affects several port mappings rules, the variable is evented once (and not
for each impacted port mappings rules).

Moreover, a control point needs to detect if the IGD has rebooted in order to check if its NAT
port mappings rules are still vaIid In UPnP Dev:ce Archltecture 1. 0 [1] there are no
is
hot

required for implementing the WAN/PConnect/on serV|ce

Therefore, in order to allow control points to distinguish between the reboot of the [GD and {he
refreshment of the advertisement, the UPnP IGD shall broadcast an ssdp:byebye before
sepding the initial ssdp:alive onto the local network upon startup. Sending amssdp:byebye|as
part of the normal start up process for a UPnP device ensures that UPnP,control points with
information about the previous device instance will safely discard state.information about t{he
previous device instance before communicating with the new device instance.

54.23 A ARG TYPE Manage

Thjs argument type is used to describe management intent when’issuing certain actions with
elgvated level of access. The type of this argument is boolean.

5.4.24 A ARG TYPE PortListing
Thjs argument type contains the list of port mapping-efitries.

5.4.24.1 XML Schema Definition
ThE is a string containing an XML fragment. The XML fragment in this argument shall validate

agpinst the XML schema for PortMappinglist in the XML namespace "urn:schemas-upnp-
gw:WANIPConnection" which is located at:
"hﬂtp.//www.upnp.org/schemas/gw/WANlPConnection-vZ.xsd".

5.4.2411 Description of fields in the PortMappingList structure

The fields in the XML fragmentlare:

PartMappingList is a requiréd structure defined as an XML element. There shall be only gne
elgment of this kind.

PdrtMappingEntry-is-a required structure defined as an XML element. There can be zero|to
65p35 elements.ofthis kind.

NegwRemotelHost is a required structure defined as an XML attribute. Its type corresponds| to
theg Remotetiost state variable (type string).

NewExternalPort is a required structure defined as an XML attribute. Its type corresponds|to

1S
thr Lot Sllloct otot .u—n—. ablaf{fvina 2t HEs A
= XTetramrosSt—State—vatrtante \CyPC Uiz~

NewProtocol is a required structure defined as XML attribute. Its type corresponds to the
PortMappingProtocol state variable (type string).

NewilnternalPort is a required structure defined as XML attribute. Its type corresponds to the
InternalPort state variable (type ui2).

NewilnternalClient is a required structure defined as XML attribute. Its type corresponds to the
InternalClient state variable (type string).

NewEnabled is a required structure defined as XML attribute. Its type corresponds to the
PortMappingEnabled state variable (type boolean).
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NewDescription is a required structure defined as XML attribute. Its type corresponds to the

PortMappingDescription state variable (type string).

NewlLeaseTime is a required structure defined as XML attribute. Its type corresponds to the
PortMappinglLeaseDuration state variable (type ui4).

5.4.24.2

Sample XML document

<?xml version="1.0" encoding="UTF-8"?>

<p:PortMappingList xmlns:p="urn:schemas-upnp-org:gw:WANIPConnection"

xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"

XS

chemalocation="urn:schems

—npnp-org-gw -WANTPConnection

ht

</

fp://www.upnp.org/schemas/gw/WANIPConnection-v2.xsd">

p:PortMappingEntry>
<p
<p:
<p
<p:
<p
<p:
<p
<p:
/p:PortMappingEntry>
p:PortMappingEntry>
<p
<p
<p
<p
<p
<p
<p
<p
/p:PortMappingEntry>
b: PortMappingList>

:NewRemoteHost>202.233.2.1</p:NewRemoteHost>
NewExternalPort>2345</p:NewExternalPort>
:NewProtocol>TCP</p:NewProtocol>
NewInternalPort>2345</p:NewInternalPort>
:NewInternalClient>192.168.1.137</p:NewInternalClient>
NewEnabled>1</p:NewEnabled>
:NewDescription>dooom</p:NewDescription>
NewLeaseTime>345</p:NewLeaseTime>

:NewRemoteHost>134.231.2.11</p:NewRemoteHost>
:NewExternalPort>12345</p:NewExternalPort>
:NewProtocol>TCP</p:NewProtocol>
:NewInternalPort>12345</p:NewInternalPort>
:NewInternalClient>192.168.1.137</p:NewIntermalClient>
:NewEnabled>1</p:NewEnabled>
:NewDescription>dooom</p:NewDescriptionX
:NewLeaseTime>345</p:NewLeaseTime>

Nate that this XML fragment is returned ‘as part of SOAP response, and so needs to be X

es
en

5.5

caped. Moreover, note that
coding="UTF-8"?2>, is allowed.

Eventing and Moderation

the XML declaration,

Table 9 — Eventing and Moderation

<?xml

version="1.

ML
O"

Variable Name

Evented

Moderated Criteria

ConnectionType

NO

N/A

PossibleConnectionTypes

NO

N/A

ConnectionStatus

NO

N/A

Uptime

NO

N/A

LastCannectionError

N/A

AwtoDisconnectTime

N/A

IdleDisconnectTime

N/A

WarnDisconnectDelay

N/A

RSIPAvailable

N/A

NATEnabled

N/A

ExternallPAddress

N/A

PortMappingNumberOfEntries

N/A

PortMappingEnabled

N/A

PortMappingLeaseDuration

N/A

RemoteHost

|2 |Z |2 |2 |Z |2 |Z |2 |22|2
O [IO |IO |lO|lO|lO]|IO|IO]|IO (||O |IO

N/A

© ISO/IEC 2017 — All rights reserved
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Variable Name Evented | Moderated Criteria
ExternalPort NO NO N/A
InternalPort NO NO N/A
PortMappingProtocol NO NO N/A
InternalClient NO NO N/A
PortMappingDescription NO NO N/A
SystemUpdatelD YES NO N/A
A ARG TYPE Manage NO NO N/A
A ARG _TYPE PortListing NO NO N/A
Non-standard state variables implemented by an UPnP vendor go here. | TBD TBD TBD

5.%.1 Eventing of PossibleConnectionTypes

Thfs event is created whenever the list of PossibleConnectionTypes has changed.

5.%.2 Eventing of ConnectionStatus
Thys variable is evented whenever ConnectionStatus has changed.

Implementations are not required to event intermediate states of a‘connection transition.

5.%.3 Eventing of ExternallPAddress
Thys variable is evented whenever the external IP address of‘the gateway has changed.

5.%.4 Eventing of PortMappingNumberOfEntries

Thfs variable is evented when the number of port_mapping entries changes. SystemUpdat¢/D
anf PortMappingNumberOfEntries shall be evented at the same time when mapping rules are
adped or removed.

5.8.5 Eventing of SystemUpdatelD

Thfs variable is evented when NAT .orfirewall rules have been changed. The eventing of this
vafiable shall be done in the same time when PortMappingNumberofEntries is evented.

5.59.6 Relationships among State Variables
If ConnectionStatus is settoUnconfigured, all other variables are set to their default values

If ConnectionStatus istset to Disconnected, Uptime is set to its default value.

N

If NATEnabled iscset'to 0, other port mapping related set actions are essentially disabled. Get
actions may stilkstcceed. Moreover, SystemUpdatelD is incremented by 1 and evented.

For port mappings, the PortMappinglLeaseDuration variable counts down from the value set|by
the AddRortMapping() or AddAnyPortmapping() action. The value counts down independen{ of
the state of PortMappingEnabled for that specific port mapping. If | a
GdtGénericPortMappingEntry() or GetSpecificPortMappingEntry() action is invoked, the
remaining time on a pori-mapping lease is returned to the control point. For example it a port
mapping is added with a lease duration of 1500 seconds and GetSpecificPortMappingEntry()
is invoked on that port mapping 500 seconds later, PortMappinglLeaseDuration will return
1000 as its wvalue (+/- a few seconds accounting for clock drift). When
PortMappinglLeaseDuration counts to zero, the entry will be deleted by the WANIPConnection,
independent of the state of PortMappingEnabled for that specific port mapping. The
WANIPConnection will correspondingly modify local NAT (and firewall settings if appropriate)
to stop forwarding packets as was specified in the deleted port mapping. This will also cause
PortMappingNumberOfEntries to be decremented by 1 and evented. SystemUpdatelD is
incremented by 1 and evented every time a change is made to port mappings. Port mappings
will not be automatically reinitiated by the WANIPConnection—it is the responsibility of a
control point to refresh the port mapping a few “threshold” seconds before the port mapping is
set to expire (i.e. PortMappinglLeaseDuration equals zero) to prevent service disruption. The
value of “threshold” seconds is implementation dependent.
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5.6 Actions
Table 10 — Actions
Device
Name R/A @ | Control Point RIA D
SetConnectionType() R A
GetConnectionTypelnfo() R
RequestConnection() R A
Request T erminationt) A ray
ForceTermination() R A
SetAutoDisconnectTime() A A
SetldleDisconnectTime() A A
SetWarnDisconnectDelay() A A
GetStatusinfo() R R
GetAutoDisconnectTime() A A
GetldleDisconnectTime() A A
GetWarnDisconnectDelay() A A
GetNATRSIPStatus() R R
GetGenericPortMappingEntry() R R
GetSpecificPortMappingEntry() R R
AddPortMapping() R R
AddAnyPortMapping() R R
DeletePortMapping() R R
DeletePortMappingRange() R A
GetExternallPAddress() R R
GetListOfPortMappings() R A
Non-standard actions implemepted by an UPnP vendor go here. | X X
a8  This column specifies the'requirements for implementing the action in a service.
b This column specifies the requirements for supporting the action in a control point.
Table 11 — Common parameters
Variable\Name Related state variable Description
NewRemoteHost RemoteHost This argument refers to the remote host which sends
packets to the IGD. If a wildcard is defined then
packets may be sent by any host, but if a specific 1P
address is defined, then only packets sent by this IP
address are forwarded.
This argument is of type string in format of “x.x.x.x".
The wildcard value corresponds to an empty string.
This may also be DNS name in dotted notation. See
RemoteHost state variable definition for details.
NewExternalPort ExternalPort This argument defines the external port value of a port
mapping. This port number is visible to external hosts
during NAT operation.
This argument is of type ui2.
NewProtocol PortMappingProtocol This argument defines whether this port mapping is
used by TCP or UDP connection.
This argument is type of string and allowed values
are “TCP” and “UDP".

© ISO/IEC 2017 — All rights reserved
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Variable Name Related state variable Description

NewlnternalPort InternalPort This argument defines the port number of the internal
client where IGD forwards the incoming traffic.

This argument is of type ui2.

NewlnternalClient InternalClient This argument defines the IP address of the internal
host where IGD forwards incoming traffic.

This argument is of type string in format of “x.x.x.x".
This may also be DNS name in dotted notation. See
InternalClient state variable definition for details.

NewEnabled PortMappingEnabled This argument defines if this specific port mapping is
enabled or disabled.

This argument is type of boolean.

NewPortMappingDescription | PortMappingDescription This argument provides a description of a port
mapping entry. The type is string and férmatting is
left to applications.

NewlLeaseDuration PortMappinglLeaseDuration | This argument defines the duratian) of'the port
mapping. The value of this argument shall be greatg
than 0. A NewLeaseDuration with value 0 means
static port mapping, but static’ port mappings can only
be created through an out-0f-band mechanism. If tHis
parameter is set to 0,.default value of 604800 MUS|T
be used. The recommended value for
NewleaseDuratien{is 3600 seconds.

=

NewStartPort ExternalPort This argument is type of ui2, and it is used to
describe the“beginning of a port mapping range. Its
allowed value range is the same as for ExternalPorf
state vdriable, but it shall be less than or equal to
New&ndPort.

NewEndPort ExternalPort This"argument is type of ui2, and it is used to
describe the end of a port mapping range. Its allowgd
value range is the same as for ExternalPort state
variable, but it shall be greater than or equal to
NewStartPort.

NewManage A_ARG TYPE Manage This argument is type of boolean, and if a control
point wants to get or to remove only its own port
mappings it should be set to “0” (false). If the inten
to manage port mappings for other clients, then
NewManage should be set to “1” (true). This flag dges
not supersede access control based on control points
IP address.

S

5.1.1 SetConnectionType()

This action sets up~a-specific connection type. Clients on the LAN may initiate or sharg a
copnection only after this action completes and ConnectionType is set to a value other than
Unconfigured. CGonnectionType can be a read-only variable in cases where some form of alito
copfiguration’issemployed.

5.6.1.1 Arguments
Table 12 — Arguments for SetConnectionType()

Argument Direction | relatedStateVariable
NewConnectionType | IN ConnectionType

5.6.1.2 NewConnectionType

This argument defines what type of connection is to be established. See definition in
subclause 5.4.2.

5.6.1.3 Service Requirements

Before processing the action request, the service shall apply the chosen security policy, and
authenticate and authorize the control point as required by the security policy. If the control
point does not have the necessary permission to perform the action with the requested
parameters, the service shall return the 606 Action not authorized error code (defined in [1]).
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[3] recommends access control requirements and authentication levels to be applied by
default for this action. However, services may choose a different security policy.

If the control point uses a NewConnectionType value which is not in the allowedValuelList of
the ConnectionType state variable, the gateway shall return the 601 Argument Value Out of
Range error code (defined in [1]).

5.6.1.4 Control Point Requirements When Calling The Action
Before invoking this action, a control point should verify that it has sufficient permission.

5.6-4-

If |ConnectionStatus is neither Disconnected nor Unconfigured, this action cannot"|be
completed.

5.6.1.6 Effect on Device State

This action sets the connection to a specific type. No connections can bg“established if
CdnnectionType is set to Unconfigured.

5.6.1.7 Errors
Table 13 — Error Codes for SetConnectionType()

ErrorCode errorDescription Description

40Q-499 TBD See Control clause in/

500-599 TBD See Control clause-in[1].

60Q-699 TBD See Control cladse in [1].

604 Action not authorized The action‘requested requires authorization and the sender wgs

not autherized.

703 Inactive ConnectionStateRequired | Current value of ConnectionStatus should be either Disconnedted
or-Unconfigured to permit this action.

73 ReadOnly Not possible to modify the value because it is read only.

5.6.2 GetConnectionTypelnfo()

This action retrieves the values ‘ef-the current connection type and allowable connection tyges.

5.6.2.1 Arguments
Table 14 — Arguments for GetConnectionTypelnfo()

Argument Direction relatedStateVariable
NewConnectionType ouT ConnectionType
NewPossibleConnectionTypes | OUT PossibleConnectionTypes

5.6.2.2 NewConnectionType
Thjs@rgument is defined in subclause 5.4.2.

5.6.2.3 NewPossibleConnectionTypes

This argument is defined in subclause 5.4.3.

5.6.2.4 Service Requirements

Before processing the action request, the service shall apply the chosen security policy, and
authenticate and authorize the control point as required by the security policy. If the control
point does not have the necessary permission to perform the action with the requested
parameters, the service shall return the 606 Action not authorized error code (defined in [1]).

[3] recommends access control requirements and authentication levels to be applied by
default for this action. However, services may choose a different security policy.
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5.6.2.5 Control Point Requirements When Calling The Action
Before invoking this action, a control point should verify that it has sufficient permission.

5.6.2.6 Dependency on Device State
None.

5.6.2.7 Effect on Device State
None.

5.6.2.8—FErrors

Table 15 — Error Codes for GetConnectionTypelnfo()

ErrorCode errorDescription Description

40Q-499 TBD See Control clause in [1].

500-599 TBD See Control clause in [1].

60Q-699 TBD See Control clause in [1].

604 Action not The action requested requires authorization and the sender was not
authorized authorized.

5.6.3 RequestConnection()

A ¢lient sends this action to initiate a connection on an instance of a connection service that
hag a configuration already defined. RequestConnection{)-causes the ConnectionStatus|to
immediately change to Connecting (if implemented) unjess the action is not permitted in {he
cufrent state of the IGD or the specific service instante. This change of state will be eventé¢d.
RequestConnection() should synchronously return at this time in accordance with UPpP
ar¢hitecture requirements that mandate that an_action can take no more than 30 seconds| to
regpond synchronously. However, the actual \connection setup may take several seconds
mqre to complete. If the connection setup, is successful, ConnectionStatus will change|to
Cannected and will be evented. If the connection setup is not successful, ConnectionStafus
will eventually revert back to Disconnected and will be evented. LastConnectionError will |be
sef appropriately in either case. While;this might be obvious, it is worth noting that a confrol
po|nt shall not source packets to the Internet until ConnectionStatus is updated to Connectgd,
or the IGD may drop packets untilit transitions to the Connected state.

The process of requesting a-¢onnection is described in subclause 5.7.1.

.31 Arguments

5.6.3.2 Service Requirements

IGD should implement a timeout mechanism to ensure that it does not remain in tfhe
Cdnnecting-state forever. The timeout value is implementation dependent.

When, “ConnectionStatus is in PendingDisconnect state, if any client sends
RdaquestConnection() command, the gateway may choose to discontinue the termination
process by changing ConnectionStatus to Connected. If connection is not restored, the
gateway will return error code indicating that the connection was in the process of being torn
down.

Before processing the action request, the service shall apply the chosen security policy, and
authenticate and authorize the control point as required by the security policy. If the control
point does not have the necessary permission to perform the action with the requested
parameters, the service shall return the 606 Action not authorized error code (defined in [1]).

[3] recommends access control requirements and authentication levels to be applied by
default for this action. However, services may choose a different security policy.
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5.6.3.3 Control Point Requirements When Calling The Action

Control points should manage a timeout for initiated connections to recover from catastrophic
failures on the IGD. The timeout value is implementation dependent.

The IGD may take several seconds (or even a few minutes) to transition from the Connecting
state to the Connected state. Control points should moderate the polling frequency of the
ConnectionStatus variable on the IGD so as to not create data storms on the network.

Before invoking this action, a control point should verify that it has sufficient permission.

S.fﬂ—Depemiehey-eh—Beviee-&ete
The gateway shall be configured before attempting connection. The state variaple

CdnnectionStatus shall be equal to either Disconnected, PendingDisconnect or Genhecied
value, and the state variable ConnectionType shall be equal to /|P_Routed.

TT EnabledForinternet flag in WANCommoninterfaceConfig shall be set to “1”\(true).

5.6.3.5 Effect on Device State
If guccessful, ConnectionStatus is changed to Connected.

5.6.3.6 Errors
Table 16 — Error Codes for RequestCannéction()

ErrorCode errorDescription Description

40Q-499 TBD See Control clause in/[1}

50Q0-599 TBD See Control clausgé in [1].

60(0-699 TBD See Control clause in [1].

604 Action not authorized The action fequested requires authorization and the sender was not
authorized;

704 ConnectionSetupFailed There was a failure in setting up the IP or PPP connection with the
service provider.

709 ConnectionSetuplnProgress {~The connection is already in the process of being setup (Current
ConnectionStatus is Connecting).

704 ConnectionNotConfigured Current ConnectionStatus is Unconfiqured.

707 DisconnectinProgfess The connection is in the process of being torn down (Current
ConnectionStatus is Disconnecting).

709 InvalidlL ayei2Address Corresponding Link Config service has an invalid VPI/VCI or phone
number.

704 InternetACcessDisabled The EnabledForinternet flag is set to “0” (false).

71( IAvalidConnectionType This action is not permitted for the specified ConnectionType (Currgnt

ConnectionType is Unconfigured or |P_Bridged).

5.6.4 RequestTermination()

A ¢liert may send this command to any connection instance in Connected or Connecting state
to change ConnectionStatus to Disconnected (through the Disconnecting state, if
implemented). Connection state changes to PendingDisconnect (if implemented) depend on
the value of WarnDisconnectDelay variable. Connection termination will depend on whether
other clients intend to continue to use the connection by invoking the RequestConnection()
action. The process of terminating a connection is described in subclause 5.7.2.

5.6.4.1 Arguments
None.

5.6.4.2 Service Requirements

Before processing the action request, the service shall apply the chosen security policy, and
authenticate and authorize the control point as required by the security policy. If the control
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point does not have the necessary permission to perform the action with the requested
parameters, the service shall return the 606 Action not authorized error code (defined in [1]).

[3] recommends access control requirements and authentication levels to be applied by
default for this action. However, services may choose a different security policy.

5.6.4.3 Control Point Requirements When Calling The Action
Before invoking this action, a control point should verify that it has sufficient permission.

5.6.4.4 Dependency on Device State

CdnnectionType shall be equal to /P_Routed to allow this action to work.

CdnnectionStatus shall be equal to Connected or Connecting to allow this action to work.

transitions to Disconnected directly — it does not go to PendingDisconfiect even| if
W

If Fe connection state is Connecting when a client issues a RequestTermination()] the state

rnDisconnectDelay is nonzero.

5.6.4.5 Effect on Device State
If guccessful, ConnectionStatus is changed to Disconnected.

5.6.4.6 Errors
Table 17 — Error Codes for RequestILéermination()

ErrorCode errorDescription Description

40Q-499 TBD See Control clausefin [1].

500-599 TBD See Control clause in [1].

60Q-699 TBD See Controlclause in [1].

604 Action not authorized The_action requested requires authorization and the sender was rot
authorized.

704 ConnectionNotConfigured Gurrent ConnectionStatus is Unconfigured.

707 DisconnectinProgress The connection is in the process of being torn down (Current
ConnectionStatus is Disconnecting or PendingDisconnect).

71( InvalidConnectionType This command is valid only when ConnectionType is |[P_Routed.

71 ConnectionAlreadyTerminated | An attempt was made to terminate a connection that is no longer
active (Current ConnectionStatus is Disconnected).

5.6.5 ForceTermindtion()

A tlient may send/this command to any connection instance in Connected, Connecting|or
PendingDisconnéect state to change ConnectionStatus to_ Disconnected (goes Via
Disconnecting ™ state if implemented). Connection state immediately transitions |to
Disconnesting (or to Disconnected if Disconnecting is not implemented) irrespective of t{he
sefting(" of WarnDisconnectDelay variable. The process of terminating a connection|is
depcribed in subclause 5.7.2.

5.6.5.1 Arguments
None.

5.6.5.2 Service Requirements

Before processing the action request, the service shall apply the chosen security policy, and
authenticate and authorize the control point as required by the security policy. If the control
point does not have the necessary permission to perform the action with the requested
parameters, the service shall return the 606 Action not authorized error code (defined in [1]).

[3] recommends access control requirements and authentication levels to be applied by
default for this action. However, services may choose a different security policy.
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5.6.5.3 Control Point Requirements When Calling The Action
Before invoking this action, a control point should verify that is has sufficient permission.

5.6.5.4 Dependency on Device State
ConnectionType shall be equal to /P_Routed to allow this action to work.

ConnectionStatus shall be equal to Connected, Connecting or PendingDisconnect to allow this
action to work.

5.6.5.5 Effect on Device State
If guccessful, ConnectionStatus is changed to Disconnected.

5.6.5.6 Errors
Table 18 — Error Codes for ForceTermination()

ErrorCode errorDescription Description

40(Q-499 TBD See Control clause in [1].

50Q-599 TBD See Control clause in [1].

60(0-699 TBD See Control clause in [1].

604 Action not authorized The action requested requires ‘authorization and the sender was rot
authorized.

704 ConnectionNotConfigured Current ConnectionStatus,is’Unconfigured.

707% DisconnectinProgress The connection is in the process of being torn down (Current
ConnectionStatus s’ Disconnecting).

71d InvalidConnectionType This command_is Valid only when ConnectionType is [P_Routed.

711 ConnectionAlreadyTerminated | An attempt'was made to terminate a connection that is no longer
active (Current ConnectionStatus is Disconnected).

5.1.6 SetAutoDisconnectTime()

This action sets the time (in seconds) after which an active connection is automatically
digconnected. The actual disconnect will occur after WarnDisconnectDelay time elapses| (if
implemented). The process of terminating a connection is described in subclause 5.7.2.

5.6.6.1 Arguments
Table 19 — Arguments for SetAutoDisconnectTime()

Argument Direction | relatedStateVariable

NewAutoDisconnectTime | IN AutoDisconnectTime

5.6.6.2 NewAutoDisconnectTime

Thijs argument sets the autodisconnect time for the connection. See definition
supclause 5.4.7.

n

Before processing the action request, the service shall apply the chosen security policy, and
authenticate and authorize the control point as required by the security policy. If the control
point does not have the necessary permission to perform the action with the requested
parameters, the service shall return the 606 Action not authorized error code (defined in [1]).

[3] recommends access control requirements and authentication levels to be applied by
default for this action. However, services may choose a different security policy.

5.6.6.4 Control Point Requirements When Calling The Action

Before invoking this action, a control point should verify that is has sufficient permission.
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5.6.6.5 Dependency on Device State
None.

5.6.6.6 Effect on Device State

After expiration of specified time, ConnectionStatus is changed to Disconnected (via
PendingDisconnect and Disconnecting state if it is implemented). The intermediate connection
states before the connection is terminated will depend on WarnDisconnectDelay.

5.6.6.7 Errors
Table20—Error-CodesforSetAtteBiscennecetime}———

ErrorCode errorDescription Description

40(Q-499 TBD See Control clause in [1].

50Q-599 TBD See Control clause in [1].

60(0-699 TBD See Control clause in [1].

604 Action not The action requested requires authorization and the sender was not
authorized authorized.

5.6.7 SetldleDisconnectTime()

Thfs action specifies the idle time (in seconds) after which a connection may be disconnect
The actual disconnect will occur after WarnDisconnectDelay\time elapses. The process|of
terminating a connection is described in 5.7.2.

N%
o

5.6.71 Arguments
Table 21 — Arguments for Set/dleDisconnectTime()

Argument Direction | relatedStateVariable

NewldleDisconnectTime |\ IdleDisconnectTime

5.1.7.2 NewldleDisconnectTime

Thjs argument set the time of the connection idle before the connection is terminated. See
definition in 5.4.8.

5.3{.7.3 Service Requirements

Beffore processing the action request, the service shall apply the chosen security policy, gnd
aufhenticate and authgrize the control point as required by the security policy. If the confrol
po|nt does not hayetthe necessary permission to perform the action with the requesied
parameters, the service shall return the 606 Action not authorized error code (defined in [1]).

[3]]| recommends access control requirements and authentication levels to be applied |by
default for this action. However, services may choose a different security policy.

5.3!.7.4 Control Point Requirements When Calling The Action

Beffore’invoking this action, a control point should verify that is has sufficient permission.

5.6.7.5 Dependency on Device State
None.

5.6.7.6 Effect on Device State

After expiration of specified time, ConnectionStatus is changed to Disconnected (via
PendingDisconnect and Disconnecting state if it is implemented). The intermediate connection
states before the connection is terminated will depend on WarnDisconnectDelay.
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5.6.7.7 Errors
Table 22 — Error Codes for Set/dleDisconnectTime()

E)

ErrorCode errorDescription Description

400-499 TBD See Control clause in [1].

500-599 TBD See Control clause in [1].

600-699 TBD See Control clause in [1].

606 Action not The action requested requires authorization and the sender was not
r authorized authorized.

5.1.8 SetWarnDisconnectDelay()

Thjs action specifies the number of seconds of warning to each (potentially) active‘user of a

cohnection before a connection is terminated.

5.6.8.1 Arguments
Table 23 — Arguments for SetWarnDisconnectDelay()

Argument Direction | relatedStateVariable

NewWarnDisconnectDelay | IN WarnDisconnéctDelay

.6.8.2 NewWarnDisconnectDelay

This argument sets the time when IGD is expected to warn-before a connection is terminat
definition in 5.4.9.

5.6.8.3 Service Requirements
ore processing the action request, the service“shall apply the chosen security policy, g

nd

authenticate and authorize the control point @syrequired by the security policy. If the confrol

po|nt does not have the necessary permission to perform the action with the request

parameters, the service shall return the 606-Action not authorized error code (defined in [1]]).

[3]| recommends access control requirements and authentication levels to be applied
default for this action. However, services may choose a different security policy.

.6.8.4 Control Point Requirements When Calling The Action

ore invoking this action; a*control point should verify that is has sufficient permission.

.6.8.5 Dependency on Device State
ne.

.6.8.6 Effect on Device State

ed

by

Affer the time' specified in seconds expires, the connection is terminated. ConnectionStatuy is
changedsto Disconnected (via Disconnecting state if it is implemented).
5.6.87 Errors
Table 24 — Error Codes for SetWarnDisconnectDelay()
ErrorCode errorDescription Description
400-499 TBD See Control clause in [1].
500-599 TBD See Control clause in [1].
600-699 TBD See Control clause in [1].
606 Action not The action requested requires authorization and the sender was not
authorized authorized.
5.6.9 GetStatusinfo()
This action retrieves the values of state variables pertaining to connection status.
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5.6.9.1 Arguments

Table 25 — Arguments for GetStatusinfo()

Argument Direction | relatedStateVariable
NewConnectionStatus ouTt ConnectionStatus
NewLastConnectionError | OUT LastConnectionError
NewUptime ouTt Uptime

5.6.9.2 NewConnectionStatus

Th

s argument shows the current state of the connection. See definition in 5.4.4.

9.3 NewLastConnectionError

explanation of this argument from 5.4.6.

9.4 NewUptime
explanation of this argument from 5.4.5.

9.5 Service Requirements

ore processing the action request, the service shall apply the ‘chosen security policy, gnd
henticate and authorize the control point as required by the sécurity policy. If the confrol
nt does not have the necessary permission to perform the action with the requesied
rameters, the service shall return the 606 Action not authighized error code (defined in [1]].

recommends access control requirements and ,authentication levels to be applied |by
fault for this action. However, services may choose a different security policy.

9.6 Control Point Requirements When-Calling The Action

Beffore invoking this action, a control point should verify that is has sufficient permission.
5.6.9.7 Dependency on Device State
Ngne.
5.6.9.8 Effect on Device State
Ngne.
5.6.9.9 Errors
Table 26 — Error Codes for GetStatusinfo()
ErrorCode errorDescription Description
40Q-499 TBD See Control clause in [1].
50Q0-599 TBD See Control clause in [1].
60(0-699 TBD See Control clause in [1].
60d Action not The action rnqnncfnd rnqllirnc authaorization and the sender was not
authorized authorized.

5.6.10 GetAutoDisconnectTime()

Th

is action retrieves the value of AutoDisconnectTime set by SetAutoDisconnectTime(). This

value indicates the duration after the connection is terminated.

5.6.10.1 Arguments

28

Table 27 — Arguments for GetAutoDisconnectTime()

Argument Direction | relatedStateVariable

NewAutoDisconnectTime | OUT AutoDisconnectTime
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5.6.10.2 NewAutoDisconnectTime

This argument defines duration in seconds after connection is closed automatically. See
definition in 5.4.7.

5.6.10.3 Service Requirements

Before processing the action request, the service shall apply the chosen security policy, and
authenticate and authorize the control point as required by the security policy. If the control
point does not have the necessary permission to perform the action with the requested
parameters, the service shall return the 606 Action not authorized error code (defined in [1]).

[3]] recommends access control requirements and authentication levels to be applied |by
default for this action. However, services may choose a different security policy.

.10.4 Control Point Requirements When Calling The Action
ore invoking this action, a control point should verify that is has sufficient permission.

.10.5 Dependency on Device State

.10.6 Effect on Device State

O Zzo0 Zzo0 o

.10.7 Errors
Table 28 — Error Codes for GetAuteDisconnectTime()

ErrorCode errorDescription Description

40Q0-499 TBD See Control clause in\[1].

500-599 TBD See Control clausenin [1].

60Q-699 TBD See Control ¢clause in [1].

604 Action not The actionirequested requires authorization and the sender was not
authorized authorjzed.

5.6.11 GetldleDisconnectTimé()

This action retrieves the value of /dleDisconnectTime. This value indicates how long a
copnection can stay in idle"state before the connection termination.

5.6.11.1 Arguments
Table 29 — Arguments for GetldleDisconnectTime()

Argument Direction | relatedStateVariable

NewldleDisconnectTime | OUT IdleDisconnectTime

5.6.11!2)" NewldleDisconnectTime
Th

5.6.11.3 Service Requirements

Before processing the action request, the service shall apply the chosen security policy, and
authenticate and authorize the control point as required by the security policy. If the control
point does not have the necessary permission to perform the action with the requested
parameters, the service shall return the 606 Action not authorized error code (defined in [1]).

[3] recommends access control requirements and authentication levels to be applied by
default for this action. However, services may choose a different security policy.

5.6.11.4 Control Point Requirements When Calling The Action

Before invoking this action, a control point should verify that is has sufficient permission.
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5.6.11.5 Dependency on Device State

No

ne.

5.6.11.6 Effect on Device State

No

ne.

5.6.11.7 Errors

Table 30 — Error Codes for GetldleDisconnectTime()

Error€ode errorBescription Bescription

40(Q-499 TBD See Control clause in [1].

50Q-599 TBD See Control clause in [1].

60Q-699 TBD See Control clause in [1].

604 Action not The action requested requires authorization and the senderi#as not
authorized authorized.

Th
be

5.6.12.1 Arguments

5.1.12 GetWarnDisconnectDelay()

s action retrieves the values of WarnDisconnectDelay. This value indicates how Igng
fore a disconnection, the user is warned.

Table 31 — Arguments for GetWarnDisconnectDelay()

Argument Direction{}, relatedStateVariable

NewWarnDisconnectDelay | OUT WarnDisconnectDelay

5.

This argument returns the value of WarnDisGonnectDelay state variable defined in 5.4.9.

5.
B
au
po
pa

[3]
de

.12.2 NewWarnDisconnectDelay

.12.3 Service Requirements

ore processing the action request; the service shall apply the chosen security policy, gnd
henticate and authorize the control point as required by the security policy. If the confrol
nt does not have the necessary permission to perform the action with the requesfed
rameters, the service shall‘return the 606 Action not authorized error code (defined in [1]].

recommends access. control requirements and authentication levels to be applied |by
fault for this actions:However, services may choose a different security policy.

5.
B

5.
N

.12.4 Control/Point Requirements When Calling The Action

ore invoking this action, a control point should verify that is has sufficient permission.

.12.5-Dependency on Device State

ne.

5.6.12.6 Effect on Device State
None.

5.6.12.7 Errors

Table 32 — Error Codes for GetWarnDisconnectDelay()

ErrorCode errorDescription Description

400-499 TBD See Control clause in [1].

500-599 TBD See Control clause in [1].

600-699 TBD See Control clause in [1].
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ErrorCode

errorDescription Description

606 Action not

The action requested requires authorization and the sender was not

authorized authorized.

5.6.13 GetNATRSIPStatus()

This action retrieves the current state of NAT and RSIP on the gateway for this connection.
5.6.13.1 Arguments
Table 33 — Arguments for GetNATRSIPStatus()
Argument Direction | relatedStateVariable

NewRSIPAvailable | OUT RSIPAvailable

NewNATEnabled | OUT NATEnabled
5.1.13.2 NewRSIPAvailable
This argument is type of boolean and describes if Realm Specific IPjsefvice has be
enpbled. See definition in 5.4.10.
5 1.13.3 NewNATEnabled
Thjs argument is type of boolean and describes if NAT has been enabled. See definit
inp.4.11.

B
au
po
pa

(3]
de

51.1 3.4 Service Requirements

ore processing the action request, the service shall(@pply the chosen security policy, g

nt does not have the necessary permission/to/perform the action with the request

recommends access control requirements and authentication levels to be applied
fault for this action. However, servicessnay choose a different security policy.

rameters, the service shall return the 606 Actien not authorized error code (defined in [1]].

en

on

nd

henticate and authorize the control point as requited by the security policy. If the confrol

ed

by

5.6.13.5 Control Point Requirements When Calling The Action
Beffore invoking this action, a control point should verify that is has sufficient permission.
5.6.13.6 Dependency on.Device State
Ngne.
5.6.13.7 Effect on.Device State
Ndne.
5.6.13.8 Errors
Table 34 — Error Codes for GetNATRSIPStatus()
ErrorCode errorDescription Description
400-499 TBD See Control clause in [1].
500-599 TBD See Control clause in [1].
600-699 TBD See Control clause in [1].
606 Action not The action requested requires authorization and the sender was not
authorized authorized.

5.6.14 GetGenericPortMappingEntry()

This action retrieves NAT port mappings one entry at a time. Control points can call this action
with an incrementing array index until no more entries are found on the gateway. If
PortMappingNumberOfEntries is updated during a call, the process may have to start over.

Entries in the array are contiguous. As entries are deleted, the array is compacted, and the
evented variable PortMappingNumberOfEntries is decremented. Port mappings are logically
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stored as an array on the IGD and retrieved using an array index ranging from 0 to
PortMappingNumberOfEntries-1.

Returned port mappings rules correspond to those created by UPnP IGD control point, but
also to those created by other mechanisms (ex: WWW-administration, remote management,
local management...) shall be returned. In the meantime, NAT rules created through port
triggering are not returned.

The returned port mappings also depends on the authentication of the control point
(see 5.6.14.3).

5..14.1 Arguments
Table 35 — Arguments for GetGenericPortMappingEntry()

Argument Direction relatedStateVariable
NewPortMappinglndex IN PortMappingNumberOfEntries,
NewRemoteHost ourTt RemoteHost
NewExternalPort ourT ExternalPort
NewProtocol ourT PortMappingProtocol
NewlnternalPort ouT InternalPort
NewilnternalClient ourT InternalClient
NewEnabled ourTt PortMappingEnabled
NewPortMappingDescription | OUT PortMappingDescription
NewlLeaseDuration ourTt RertMappinglLeaseDuration

See description of arguments from Table 11.

5.6.14.2 NewPortMappinglndex

Thjs argument is the type of ui2*Cand its allowed value range is from 0 |to
PartMappingNumberOfEntries-1. This-parameter is an index to the table of all existing plort

mgppings.

5.6.14.3 Service Requirements

Thjs action returns an entry from the table of all port mapping entries based [on
NewPortMappinglndex argument.

Beffore processing the-action request, the service shall apply the chosen security policy, gnd
aufhenticate and authorize the control point as required by the security policy. If the confrol
po|nt does notyhave the necessary permission to perform the action with the requesied
parameters, the‘service shall not return the port mapping entry and shall return the 606 Actjon
not authorized error code (defined in [1]).

[3]] recommends access control requirements and authentication levels to be applied |by
defatft-for this action. However, services may choose a different security policy.

In particular, [3] recommends that unauthenticated and unauthorized control points are only
allowed to retrieve port mapping entries which have:

e InternalPort and ExternalPort values greater than or equal to 1024,

e InternalClient value equals to the control point's IP address.
5.6.14.4 Control Point Requirements When Calling The Action
Before invoking this action, a control point should verify that it has sufficient permission.

5.6.14.5 Dependency on Device State
None.
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5.6.14.6 Effect on Device State
None.

5.6.14.7 Errors
Table 36 — Error Codes for GetGenericPortMappingEntry()

ErrorCode errorDescription Description

400-499 TBD See Control clause in [1].

500-599 TBD See Control clause in [1].

60(0-699 TBD See Control clause in [1].

604 Action not authorized The action requested requires authorization and the sender was'not
authorized.

This error can be returned e.g. if a control point is not autherized for the
operation because of its IP address or because it tries to use well-
known ports.

713 SpecifiedArraylndexinvalid | The specified array index is out of bounds.

5.6.15 GetSpecificPortMappingEntry()

This action reports the port mapping specified by the unique "tuple of RemoteHqgst,
ExternalPort and PortMappingProtocol.

The returned port mappings also depends on the authentication of the control pdint

(sge 5.6.15.2).
5.6.15.1 Arguments
Table 37 — Arguments for GetSpecificPortMappingEntry()
Argument Direction relatedStateVariable

NewRemoteHost N RemoteHost
NewExternalPort IN ExternalPort
NewProtocol IN PortMappingProtocol
NewlnternalPort ourt InternalPort
NewilnternalGfient our InternalClient
NewEnabledl ourt PortMappingEnabled
NewRertMappingDescription | OUT PortMappingDescription
NewLeaseDuration ourt PortMappingLeaseDuration

See explanationrof these arguments from Table 11.

8 FA — W AY—aeHA atoeh; S aRagemen —tectal
management...) shall be returned. In the meantime, NAT rules created through port triggerring
are not returned.

If NewRemoteHost is equal to empty string value, GetSpecificPortMappingEntry() action shall
return only port mappings with a RemoteHost equal to empty string value.

Before processing the action request, the service shall apply the chosen security policy, and
authenticate and authorize the control point as required by the security policy. If the control
point does not have the necessary permission to perform the action with the requested
parameters, the service shall not return the port mapping entry and shall return the 606 Action
not authorized error code (defined in [1]).
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[3] recommends access control requirements and authentication levels to be applied by
default for this action. However, services may choose a different security policy.

In particular, [3] recommends that unauthenticated and unauthorized control points are only
allowed to retrieve port mapping entries which have:

e InternalPort value greater than or equals to 1024,

e InternalClient value equals to the control point's IP address.

Moreover, [3] recommends that unauthenticated and unauthorized control points are only
allowed to invoke this action with NewExternalPort value greater than or equals to 1024

f the control point uses a NewProtocol value which is not in the allowedValueList 'ef*{he

PoartMappingProtocol state variable, the gateway shall return the 601 Argument Value-Outl of
Range error code (defined in [1]).

5.6.15.3 Control Point Requirements When Calling The Action

Beffore invoking this action, a control point should verify that it has sufficient\permission.
5.6.15.4 Dependency on Device State

Nagne.

5.§.15.5 Effect on Device State

Nane.

5.6.15.6 Errors

Table 38 — Error Codes for GetSpecificPortMappingEntry()

ErrorCode errorDescription Description

40Q-499 TBD See Control clause in [1].

50(0-599 TBD See Control, clause in [1].

60(Q-699 TBD See Conirol clause in [1].

604 Action not The-action requested requires authorization and the sender was not
authorized authorized.

TFhis error can be returned e.g. if a control point is not authorized for the
operation because of its IP address or because it tries to use well-known
ports.

714 NoSuchEntrylRArray | The specified value does not exist in the array.

5.6.16 AddPortMapping()

Implementors sshould replace calls to AddPortMapping() with calls to AddAnyPortMappind(),
effective with(WANIPConnection:2.

This actien creates a new port mapping or overwrites an existing mapping with the same
intErnal client. If the ExternalPort and PortMappingProtocol pair is already mapped to anotlrer
internal client_an error is returned

When a control point creates a port forwarding rule with AddPortMapping() action for inbound
traffic, this rule shall also be applied when NAT port triggering occurs for outbound traffic (see
example in Figure 2).
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Device

Host
~m
AN
IP@ = 1|92-168~1-10 WAN IP@? =86.199.104.6 s> IP@ = 212.23.180.27
1 - Invoke AddPortMapping( 2 - Create a NAT rule for both inbound and
outbound traffic
InternalClient = 192.168.1.10,
dl
hll 192.168.1.10:3000 <>>86.199.104.6:2000
InternalPort = 3000,
\ 4
3 {Send a packet 4 - Rewrites the packet header (as
specified by the UPnP IGD control
’ | -
IP@ src =192.168.1.10 point) v
Pdrt sre = 3000 IP@ src = 86.199.104.6

Figure 2 — Example of relationship between AddPortMapping() action and port
triggering

Ngtice that: Not all NAT implementations will support:
e | Wildcard value (i.e. 0) for ExternalPort,

e | InternalPort values that are different from ExteridaiPort.

Deprecated error codes. Effective with WANIRCennection:2. These codes shall not be s¢
by|WANIPConnection.

D
o}
—

e | 724: The gateway is required not to restrict port mappings to ExternalPort and InternalPort
values being the same.

e | 725: The gateway is required to\support both wildcard and specific lease duration valdes
for PortMappinglLeaseDuration:

e | 726: The gateway is required to support both wildcard and specific IP address values [for
RemoteHost.

e | 727: The gateway is required to support both wildcard and specific port values for
ExternalPort.

From this version, error code 724 MUST NOT be used, as the gateway is REQUIRED nof| to
restrict port mappings to ExternalPort and InternalPort values being the same.

From this (version, error code 725 MUST NOT be used as the gateway is REQUIRED]|to
support.both wildcard and specific lease duration values for PortMappinglLeaseDuration.

From<this version, error code 726 MUST NOT be used as the gateway is REQUIRED|to
support both wildcard and specific IP address values for RemoieHosl.

From this version, error code 727 MUST NOT be used as the gateway is REQUIRED to
support both wildcard and specific port values for ExternalPort.

5.6.16.1 Arguments
Table 39 — Arguments for AddPortMapping()

Argument Direction relatedStateVariable
NewRemoteHost IN RemoteHost
NewExternalPort IN ExternalPort
NewProtocol IN PortMappingProtocol
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Argument Direction relatedStateVariable
NewlinternalPort IN InternalPort
NewinternalClient IN InternalClient
NewEnabled IN PortMappingEnabled
NewPortMappingDescription | IN PortMappingDescription
NewleaseDuration IN PortMappinglLeaseDuration

See description of these arguments from Table 11

Th

Beffore processing the action request, the service shall apply the €hosen security policy, 3
henticate and authorize the control point as required by the‘security policy. If the confrol

au
po
pa
noj

5.1.1 6.2 Service Requirements

s action has restrictions on its arguments as follows:

NewPortMappingLeaseDuration value can be between 1 second and 604800) ‘secon
however value “0” can exist for port mappings made out of band,

Infinite mappings cannot be made in WANIPConnection:2 and value’ “0” shall
interpreted as 604800 seconds,

It is recommended that a lease time of 3600 seconds would be used'as a default value.

nt does not have the necessary permission to perform—the action with the request
rameters, the service shall not add the port mapping enfry-and shall return the 606 Actl
f authorized error code (defined in [1]).

nd

ed
on

[3]| recommends access control requirements and-‘authentication levels to be applied |by
default for this action. However, services may choose’ a different security policy.
In |particular, [3] recommends that unauthenticated and unauthorized control points are oply
allpwed to invoke this action with:
o | NewExternalPort and NewlnternalPext values greater than or equal to 1024,
o | NewlinternalClient value equals to-the control point's IP address.
If the control point uses a NewProtocol value which is not in the allowedValueList of the
PartMappingProtocol state variable, the gateway shall return the 601 Argument Value Ouf of
Rdnge error code (defined-in\[1]).
In |cases where the ExternalPort, PortMappingProtocol and InternalClient are the same, but
RgmoteHost is different, the vendor can choose to support both mappings simultaneously,|or
reject the second(mapping with an appropriate error.
Protocol*| ExternalPort | RemoteHost | InternalClient Result

# # # # Success

# # # = Success

# # = # Success

# # = = Success

# = # # Success

# = # = Success

# = = # Success

# = = = Success

= # # # Success

= # # = Success

= # = # Success

= # = = Success
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Protocol | ExternalPort | RemoteHost | InternalClient Result
= = # # Failure
= = # = Failure or success (vendor specific)

# Failure

= Success (overwrite)

5.6.16.3

Figure 3 — Summary of AddPortMapping() results

Control Point Requirements When Calling The Action

When issuing AddPortMapping() action, control points are required to use following parameler

va

ues:

NewPortMappinglLeaseDuration value shall be between 1 second and 604800 seconds,
It is recommended that NewPortMappinglLeaseDuration value would be no mere than 36

seconds.

Beffore invoking this action, a control point should verify that it has sufficient permission.

Co
thga

5.6.16.4 Dependency on Device State

In

ntrol points are required to support error codes 724, 725, 726 and|7/27 for legacy servic
ugh WANIPConnection:2 services shall not send those error codes.

prder to have a successful port mapping request, the desifed port mapping shall be free.

00

5.6.16.5 Effect on Device State

The effect is that a NAT portforwarding rule is set,

5.6.16.6 Errors

Table 40 — Error Codes for AddPortMapping()

ErrorCode errorDescription Description

40Q-499 TBD See Control clause in [1].

50Q-599 TBD See Control clause in [1].

60Q-699 TBD See Control clause in [1].

604 Action not authorized The action requested requires authorization and the sender was
not authorized.
This error can be returned e.g. if a control point is not
authorized for the operation because of its IP address or
because it tries to use well-known ports.

714 WitdCardNotPermittedInSrclP The source IP address cannot be wild-carded (/nternalClient
equals to an empty string).

714 WildCardNotPermittedInExtPort The external port cannot be wild-carded.

718 ConflictinMappingEntry The port mapping entry specified conflicts with a mapping
assigned previously to another client.

724 SamePortValuesRequired Deprecated
Internal and External port values shall be the same. This error
code shall not be used by WANIPConnection:2 services, but
Control points are required to support this error code.

725 OnlyPermanentLeasesSupported Deprecated

The NAT implementation only supports permanent lease time
on port mappings. This error code shall not be used by

S

WANIPConnection:2 services, but Control points are required to

support this error code.
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ErrorCode errorDescription Description

726

RemoteHostOnlySupportsWildcard | Deprecated

RemoteHost shall be a wildcard and cannot be a specific IP
address or DNS name. This error code shall not be used by
WANIPConnection:2 services, but Control points are required
support this error code.

to

727 ExternalPortOnlySupportsWildcard | Deprecated

ExternalPort shall be a wildcard and cannot be a specific port

services, but Control points are required to support this error

value. This error code shall not be used by WANIPConnection:2

code

724 NoPortMapsAvailable There are not enough free ports available to complete part
mapping.

724 ConflictWithOtherMechanisms Attempted port mapping is not allowed due to conflict with other

mechanisms.

734

WildCardNotPermittedInintPort The internal port cannot be wild-carded.

5.6.17 AddAnyPortMapping()

Lik
sp
sp
Neg

e AddPortMapping() action, AddAnyPortMapping() action also creates a port mapp
bcified with the same arguments. The behaviour differs only ‘on” the case where {
pcified port is not free, because in that case the gateway reserves any fi
wExternalPort and NewProtocol pair and returns the NewReServedPort. It is up to {

ve

It
be

po
"fr

prq
dif

Ng

Ré€
Ad

ndors to define an algorithm which finds a free port.

s encouraged to use this new action instead of the former one AddPortMapping() acti
cause it is more efficient, and it will be compatibleswith future potential solutions based
't range NAT solution also called "fractional¢caddress" within the IETF. The goal
hctional address" NAT solution is to cope with 'the IPv4 public address exhaustion,

ferent port range.
tice that: Not all NAT implementations‘will support:

Wildcard value (i.e. 0) for ExternalPort,
InternalPort values that are different from ExternalPort.

garding the last point, cthis behaviour is not encouraged because the goal
dAnyPortMapping() is tovprovide a free port if the desired port is not free, so {

Inft
ba
pa
po
ing

w
tra
ex

ernalPort is potentially” different from the ExternalPort. Nevertheless, in order to
ckward compatible\»with AddPortMapping() action, this behaviour is supported.
rameters NewlnterhalClient, NewExternalPort and NewProtocol are the same as an exist
't mapping and_control point is authorized for the operation, the port mapping is updatf
tead of creating new one.

en a control point creates a port forwarding rule with AddAnyPortMapping() for inbod
fic, this rule shall also be applied when NAT port triggering occurs for outbound traffic (s
ariple’in Figure 2).

ng
he
ee
he

bN,
on
of

by

viding the same IPv4 public address to several IGDs, where each IGD is allocated with a

of
he
be
If
ng
ed

5.6.17.1 Arguments

38

Table 41 — Arguments for AddAnyPortMapping()

Argument Direction relatedStateVariable
NewRemoteHost IN RemoteHost
NewExternalPort IN ExternalPort
NewProtocol IN PortMappingProtocol
NewilnternalPort IN InternalPort
NewlnternalClient IN InternalClient
NewEnabled IN PortMappingEnabled
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Argument Direction relatedStateVariable
NewPortMappingDescription | IN PortMappingDescription
NewlLeaseDuration IN PortMappingLeaseDuration
NewReservedPort ouTt ExternalPort

See explanation of arguments from Table 11 except NewReservedPort.

5.6.17.2 NewReservedPort
This argument’s type is ui2 and is used to describe the number of the port reserved.

5.1.17.3 Service Requirements
Thfs action has restrictions on its arguments as follows:

Beffore processing the action request, the service shall apply the chosen security policy, 3
henticate and authorize the control point as requiredby the security policy. If the confrol

au
po
pa
noj

NewPortMappingLeaseDuration value can be between 1 second and 604800 secon
however value “0” can exist for port mappings made out of band,

Static mappings cannot be made in WANIPConnection:2. Value “0” shall.be interpreted
604800 seconds,

It is recommended that a lease time of 3600 seconds be used as aldefault value,

If NewExternalPort is specified as a wildcard (i.e. 0) and 4f the gateway supports t
feature, the action will return 0 in the NewReservedPort parameter.

nt does not have the necessary permission to perform the action with the request
rameters, the service shall not add the port mapping entry and shall return the 606 Actl
f authorized error code (defined in [1]).

E)

as

hat

nd

ed
on

[3]| recommends access control requiremenis>rand authentication levels to be applied |by
default for this action. However, services may choose a different security policy.
In |particular, [3] recommends that unauthenticated and unauthorized control points are oply
allpwed to invoke this action with:
o | NewExternalPort and NewlnternalPort values greater than or equal to 1024,
o | NewlinternalClient value:equals to the control point's IP address.
Mqreover, [3] recommends that unauthenticated and unauthorized control points are oply
allpwed to create port'mapping entries which have ExternalPort value greater than or equpls
ton024.
If the control point uses a NewProtocol value which is not in the allowedValueList of {he
PartMappingProtocol state variable, the gateway shall return the 601 Argument Value Oufl of
Rdnge errércode (defined in [1]).
In |cases’ where the ExternalPort, PortMappingProtocol and InternalClient are the same, but
RgmoteHost is different, the vendor can choose to support both mappings simultaneously,|or
to create a new one (with an alternative ExternalPort) for the second mapping.
Protocol | ExternalPort | RemoteHost | InternalClient Result

# # # # Success (ReservedPort = ExternalPort)

# # # = Success (ReservedPort = ExternalPort)

# # = # Success (ReservedPort = ExternalPort)

# # = = Success (ReservedPort = ExternalPort)

# = # # Success (ReservedPort = ExternalPort)

# = # = Success (ReservedPort = ExternalPort)

# = = # Success (ReservedPort = ExternalPort)
© ISO/IEC 2017 — All rights reserved 39



https://iecnorm.com/api/?name=fa458a9458afec6d8ffb2c1521d293ea

ISO/IEC 29341-24-10:2017(E)

Protocol | ExternalPort | RemoteHost | InternalClient Result
# = = = Success (ReservedPort = ExternalPort)
= # # # Success (ReservedPort = ExternalPort)
= # # = Success (ReservedPort = ExternalPort)
= # = # Success (ReservedPort = ExternalPort)
= # = = Success (ReservedPort = ExternalPort)
= = # # Success (ReservedPort # ExternalPort)

Success (vendor specific either ReservedPort #

ExternalPort or ReservedPort = ExternalPort)

# Success (ReservedPort # ExternalPort)

= Success (overwrite)

w

Figure 4 — Summary of AddAnyPortMapping() results

.17.4 Control Point Requirements When Calling The Action

pafameter values:

NewlLeaseDuration value shall be between 1 second and 604800 seconds,

It is recommended that NewlLeaseDuration value be no more'than 3600 seconds.
ore invoking this action, a control point should verify that-it has sufficient permission.

ij
5..17.5

en issuing AddAnyPortMapping() action, control points are required-to use the follow|ng

Dependency on Device State

In |order to have a successful port mapping réequest, there shall be free port mappirlgs

avgilable.

5.6.17.6 Effect on Device State

The effect is that a NAT portforwarding rule is set.

5..17.7 Errors

Table 42 —<Etror Codes for AddAnyPortMapping()

ErrorCode errorDescription Description

40Q-499 TBD See Control clause in [1].

50Q-599 TBD See Control clause in [1].

60(0-699 TBD See Control clause in [1].

604 Agtion*not authorized The action requested requires authorization and the sender was
not authorized.
This error can be returned e.g. if a control point is not authorize
for the operation because of its IP address or because it tries to
use well-known ports.

71C V‘VII'I'UICCII U‘IAV'UtPCIHH'ttCu‘I'HSIbl’rn Thc QUUTUT :P dddlcab LJGIIIIUt bD‘ VV;:d'bdldCd (I’lltc‘lllal‘ul’l‘(‘illt Uql.als
to an empty string).

716 WildCardNotPermittedInExtPort | The external port cannot be wild-carded.

728 NoPortMapsAvailable There are not enough free ports available to complete port
mapping.

729 ConflictWithOtherMechanisms Attempted port mapping is not allowed due to conflict with other
mechanisms.

732 WildCardNotPermittedinintPort | The internal port cannot be wild-carded.

5.6.18 DeletePortMapping()

This action deletes a previously instantiated port mapping. As each entry is deleted, the array
is compacted, the evented variable PortMappingNumberOfEntries is decremented and the
evented variable SystemUpdatelD is incremented.

40
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5.6.18.1 Arguments

Se

Table 43 — Arguments for DeletePortMapping()

Argument Direction | relatedStateVariable
NewRemoteHost | IN RemoteHost
NewExternalPort | IN ExternalPort
NewProtocol IN PortMappingProtocol

e description from Table 11.

E)

51.1 8.2 Service Requirements

Before processing the action request, the service shall apply the chosen security policy, gnd
aufhenticate and authorize the control point as required by the security policy. Ifthé confrol
po|nt does not have the necessary permission to perform the action with the requesied
parameters, the service shall not delete the port mapping entry and shall returnithe 606 Actjon
nof authorized error code (defined in [1]).
[3]| recommends access control requirements and authentication levels to be applied |by
default for this action. However, services may choose a different seclrity policy.
In |particular, [3] recommends that unauthenticated and unauth@rized control points are oply
allpwed to delete port mapping entries which have:
o | InternalPort value greater than or equals to 1024,
e | InternalClient value equals to the control point's IR address.
Mqreover, [3] recommends that unauthenticatedyand unauthorized control points are oply
allpwed to invoke this action with NewExternalRoart*value greater than or equals to 1024.
If the control point uses a NewProtocol value which is not in the allowedValueList of the
PartMappingProtocol state variable, the gateway shall return the 601 Argqument Value Ouf of
Rdnge error code (defined in [1]).
5.6.18.3 Control Point Requirements When Calling The Action
Beffore invoking this action, a conirol point should verify that it has sufficient permission.
5.6.18.4 Dependency on 'Device State
There needs to be existing port mapping entry in order to this action to succeed.
5.6.18.5 Effect.onDevice State
Ingound connections are no longer permitted on the port mapping being deleted.
5.6.18.6 _(Errors
Table 44 — Error Codes for DeletePortMapping()
ErrerCede errerDeseription Deseription
400-499 TBD See Control clause in [1].
500-599 TBD See Control clause in [1].
600-699 TBD See Control clause in [1].
606 Action not The action requested requires authorization and the sender was not
authorized authorized.
This error can be returned e.g. if a control point is not authorized for the
operation because of its IP address or because it tries to use well-known
ports.
714 NoSuchEntrylnArray | The specified value does not exist in the array.
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5.6.19 DeletePortMappingRange()

This action deletes port mapping entries defined by a range. As the range is deleted, the array
is compacted, the evented variable PortMappingNumberOfEntries is decremented, and the
evented variable SystemUpdatelD is incremented. When issued, this action will remove all
port mapping entries between NewStartPort and NewEndPort.

The NewManage argument is used to describe the intent of this action:

e If NewManage is set to “0” (false), then the gateway shall only remove port mappings
having the InternalClient value matching IP address of the control point,

o |If NewManage is set to “1” (true), the gateway shall remove all port mappings betwgen
NewStartPort and NewEndPort values.

The deleted port mappings also depends on the authentication of the contrel pqgint
(sge 5.6.19.2).

5.6.19.1 Arguments
Table 45 — Arguments for DeletePortMappingRangé()

Argument Direction relatedStateVariable
NewsStartPort | IN ExternalPort
NewEndPort IN ExternalPort
NewProtocol | IN PortMappingProtocol
NewManage IN A_ARG (WYPE Manage

See description of arguments from Table 11.

5.6.19.2 Service Requirements

Beffore processing the action request, the service shall apply the chosen security policy, gnd
aufhenticate and authorize the control point as required by the security policy. If the confrol
po|nt does not have the necessary permission to perform the action with the requesied
parameters, the service shall return.the 606 Action not authorized error code (defined in [1]).
Hawever, if the control point does not have the necessary permission to delete a port mapping
enfry in the specified range, thexservice should skip it and check next port mapping entrieq in
the range. Finally, if no port®mapping entries are found in the specified range, the serv|ce
shall return the 730 PortMappingNotFound error code.

[3]] recommends access - control requirements and authentication levels to be applied |by
default for this actiony"\However, services may choose a different security policy.

In |particular, [3}.recommends that unauthenticated and unauthorized control points are op
allpwed to delete port mapping entries which have:

y

o | InternalPort value greater than or equals to 1024,

e | [dternalClient value equals to the control point's IP address.

Moreover, 3] recommends that unauthenticated and unauthorized controf points are only
allowed to invoke this action with NewStartPort and NewEndPort values greater than or equal
to 1024.

If the control point is not authenticated, the NewManage argument should be ignored.

If the control point uses a NewProtocol value which is not in the allowedValueList of the
PortMappingProtocol state variable, the gateway shall return the 601 Argument Value Out of
Range error code (defined in [1]).

It is advised that when using this action, application developers should take caution not to
inadvertently destroy port mappings made by other control points from the same IP address.
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This action shall be done as atomic operation where all deletable port mappings are deleted
according the given criteria.

5.6.19.3 Control Point Requirements When Calling The Action

Before invoking this action, a control point should verify that it has sufficient permission.

5.6.19.4 Dependency on Device State

There needs to be existing at least one port mapping entry in the range in order to this action
succeeds.

5.6.19.5 Effect on Device State
Ingound connections are no longer permitted on the port mapping being deleted.

5.6.19.6 Errors
Table 46 — Error Codes for DeletePortMappingRange()

ErrorCode errorDescription Description

40Q-499 TBD See Control clause in [1].

50Q0-599 TBD See Control clause in [1].

60(0-699 TBD See Control clause in [1].

604 Action not authorized The action requested requires authorization and the sender was not
authorized.

This error can be returned e.gi\if a control point is not authorized for the
operation because of its I[P address or because it tries to use well-knowr

ports.

73( PortMappingNotFound This error message is/returned if no port mapping is found in the specifi¢d
range.

733 InconsistentParameters | NewStartPort and NewEndPort values are not consistent.

.6.20 GetExternallPAddress()
Thjs action retrieves the value of the external IP address on this connection instance.

5.6.20.1 Arguments
Table 47—~ Arguments for GetExternallPAddress()

Argument Direction | relatedStateVariable

NewExternallPAddress | OUT ExternallPAddress

.20.2 Argument Descriptions
descriptioniin Table 11.

a o o

.20.3. . Service Requirements

vy)

ore“processing the action request, the service shall apply the chosen security policy, gnd
authenticate and authorize the control point as required by the security policy. If the confrol
point does not have the necessary permission to perform the action with the requested
parameters, the service shall return the 606 Action not authorized error code (defined in [1]).

[3] recommends access control requirements and authentication levels to be applied by
default for this action. However, services may choose a different security policy.

5.6.20.4 Control Point Requirements When Calling The Action
Before invoking this action, a control point should verify that is has sufficient permission.

5.6.20.5 Dependency on Device State
None.
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5.6.20.6 Effect on Device State
None.

5.6.20.7 Errors
Table 48 — Error Codes for GetExternallPAddress()

ErrorCode errorDescription Description

400-499 TBD See Control clause in [1].

500-599 TBD See Control clause in [1].

60(0-699 TBD See Control clause in [1].

604 Action not The action requested requires authorization and the sender was not
authorized authorized.

5.1.21 GetListOfPortMappings()

Thfs action returns a list of port mappings matching the arguments. The ‘operation of this
action has two modes depending on NewManage value:

o |If the NewManage argument is set to “0” (false), then this action) returns a list of pjort
mappings that have InternalClient value matching to the IP addréss of the control pdint
between NewStartPort and NewEndPort,

e | If the NewManage argument is set to “1” (true), then the‘'gateway shall return all pport
mappings between NewStartPort and NewEndPort.

With the argument NewNumberOfPorts, a control point may limit the size of the list returned in
order to limit the length of the list returned. If NewNumberOfPorts is equal to 0, then the
gafeway shall return all port mappings between NewStartPort and NewEndPort.

The returned port mappings also depends “onh the authentication of the control pdint
(see 5.6.21.3).

5.6.21.1 Arguments
Table 49 — Arguments for GetListOfPortMappings()

Argument Direction relatedStateVariable
NewStartPolt IN ExternalPort
NewEndPort IN ExternalPort
NewProtocol IN PortMappingProtocol
NewManage IN A ARG TYPE Manage
NewNumberOfPorts | IN PortMappingNumberOfEntries
NewPortListing ouT A ARG TYPE PortListing

See descriptions for NewStartPort and NewEndPort in Table 11.
5.].21.2 NewPortListing

This argument returns a list of port mappings matching the input arguments. This is a XML
fragment defined in A_ ARG TYPE PortListing state variable description.

5.6.21.3 Service Requirements

Before processing the action request, the service shall apply the chosen security policy, and
authenticate and authorize the control point as required by the security policy. If the control
point does not have the necessary permission to perform the action with the requested
parameters, the service shall return the 606 Action not authorized error code (defined in [1]).
However, if the control point does not have the necessary permission to retrieve a specific
port mapping entry in the specied range, the service should skip it and check next port
mapping entries in the range. Finally, if no port mapping entries are found in the specified
range, the service shall return the 730 PortMappingNotFound error code.
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[3] recommends access control requirements and authentication levels to be applied by
default for this action. However, services may choose a different security policy.

In particular, [3] recommends that unauthenticated and unauthorized control points are only
allowed to invoke this action with NewStartPort and NewEndPort values greater than or equal
to 1024.

Moreover, [3] recommends that unauthenticated and unauthorized control points are only
allowed to retrieve port mapping entries which have:

e InternalPort value greater than or equals to 1024,

e | InternalClient value equals to the control point's IP address.
If the control point is not authenticated, the NewManage argument should be ignored:
If the control point uses a NewProtocol value which is not in the allowedValueList of the

PartMappingProtocol state variable, the gateway shall return the 601 Argqumefit Value Ouf of
Rdnge error code (defined in [1]).

o

.21.4 Control Point Requirements When Calling The Action

ore invoking this action, a control point should verify that it has sufficient permission.

.21.5 Dependency on Device State

.21.6 Effect on Device State

O Z90 Zo0 O

.21.7 Errors
Table 50 — Error Codes for GetListOfPortMappings()

ErrorCode errorDescription Description

40(Q-499 TBD See;Control clause in [1].

500-599 TBD See Control clause in [1].

60(0-699 TBD See Control clause in [1].

604 Action not authorizéd The action requested requires authorization and the sender was not
authorized.

This error can be returned e.g. if a control point is not authorized for the
operation because of its IP address or because it tries to use well-knowt

ports.

73( PortMappingNotFound This error message is returned if no port mapping is found in the specifi¢d
range.

733 laconsistentParameters | NewStartPort and NewEndPort values are not consistent.

edb tertm havre—differentre depending—on—w he

gateway was changed as a result of another client’s actions.

For example, the action RequestConnection() might not be successful in changing the
ConnectionStatus to Connected if the gateway receives RequestTermination() on the same
connection (while it is in the process of connecting) from another client.

5.6.23 Error Code Summary

The Table 51 lists error codes common to actions for this service type. If an action results in
multiple errors, the most specific error should be returned.
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Table 51 — Error Code Summary

ErrorCode errorDescription Description

400-499 TBD See Control clause in [1].

500-599 TBD See Control clause in [1].

600-699 TBD See Control clause in [1].

606 Action not authorized The action requested requires authorization and the sender was
not authorized.
This error can be returned e.g. if a control point is not
dulllUliLeU 107 e Upb‘ldl.iUlI pveladusc Ol il.b ' dUUress ol
because it tries to use well-known ports.

70d Reserved for future extensions.

709 InactiveConnectionStateRequired Current value of ConnectionStatus should be eithér
Disconnected or Unconfigured to permit this action.

704 ConnectionSetupFailed There was a failure in setting up the IP or RBP connection with
the service provider.

704 ConnectionSetuplnProgress The connection is already in the proceéss of being setup.

704 ConnectionNotConfigured Current ConnectionStatus is Uncénfigured.

707% DisconnectinProgress The connection is in the progess/of being torn down.

709 InvalidLayer2Address Corresponding Link Config\service has an invalid VPI/VCI or
phone number.

704 InternetAccessDisabled The EnabledForinterret flag is set to “0” (false).

71( InvalidConnectionType This action is siot permitted for the specified ConnectionType

71 ConnectionAlreadyTerminated An attemptywas made to terminate a connection that is no
longer active.

713 SpecifiedArraylndexInvalid The specified array index is out of bounds.

714 NoSuchEntrylnArray The’/specified value does not exist in the array.

714 WildCardNotPermittedInSrclP The source IP address cannot be wild-carded.

714 WildCardNotPermittedInExtPort The external port cannot be wild-carded.

719 ConflictinMappingEntry The port mapping entry specified conflicts with a mapping
assigned previously to another client.

724 SamePortValuesRegbired Deprecated
Internal and External port values shall be the same. This errdr
code shall not be used by WANIPConnection:2 services, but
Control points are required to support this error code.

729 OnlyPefmanientLeasesSupported Deprecated
The NAT implementation only supports permanent lease timels
on port mappings. This error code shall not be used by
WANIPConnection:2 services, but Control points are required to
support this error code.

724 RemoteHostOnlySupportsWildcard | Deprecated
RemoteHost shall be a wildcard and cannot be a specific IP
address or DNS name. This error code shall not be used by
WANIPConnection:2 services, but Control points are required to
support this error code.

727 ExternalPortOnlySupportsWildcard | Deprecated
ExternalPort shall be a wildcard and cannot be a specific port
value. This error code shall not be used by WANIPConnection:2
services, but Control points are required to support this error
code.

728 NoPortMapsAvailable There are not enough free ports available to complete port
mapping.

729 ConflictWithOtherMechanisms Attempted port mapping is not allowed due to conflict with other
mechanisms.

730 PortMappingNotFound This error message is returned if no port mapping is found in
the specified range.
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ErrorCode errorDescription Description

731 ReadOnly Not possible to modify the value because it is read only.
732 WildCardNotPermittedInintPort The internal port cannot be wild-carded.

733 InconsistentParameters NewStartPort and NewEndPort values are not consistent.

NOTE: 800-899 Error Codes are not permitted for standard actions. See Control clause in [1] for more details.

5.7 Service Behavioral Model

571 Connection Initiation

WheraWANGS ey a d—8 a ofF ALAMIDConnaciion sarvieawihbe
inifialized. If an IP connection is automatically initiated i.e. ‘always on’ as soon a$\ the
unfderlying link is up, no action is needed from a UPnP control point to initiate the connectipn.

Hawever, the IP connection may become inactive (Disconnected) because of network|or
sefver issues.

A |UPnP client sends the RequestConnection() action to a specific inhstance of the
WANIPConnection service on a particular WANConnectionDevice to informisthe gateway of|its
intent to use Internet access.

When a client sends a RequestConnection() command to a_Disconnected connection, t{he
WANConnectionDevice initiates the connection to ISP and may./set ConnectionStatus|to
Cdnnecting. Depending on whether the connection is suceessful, ConnectionStatus| is
changed to Connected or Disconnected.

o RequestConnection or
RequestTermination or L
RequestTermination or

ForceTermination

ForceTermination

RequestConnection or LinkType variable

RequestTermination or initialized and valid

ForceTermination

S V4

Disconnect succeeds Unconfigured

LinkType
invalid

I@%ﬂnected
N

Disconnecting ReauestConnection

ReauestConnection
WarnDisconnectD

times out or

ForceTermination

ForceTermination
yoked

Connecting

RequestTermination

Connect

o

SLICC

RequestConnection .
mequestConnectlon

Connected

PendingDisconnect

IdleDisconnectTime or

AudoDisconnectTime times out o RequestTermination or

RequestTermination invoked ForceTermination

Figure 5 — State diagram for IP connection

When a connection service gets a RequestConnection() command, if the ConnectionStatus is:
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e Unconfigured, Connecting or Disconnecting: an error is returned,

e Disconnected: a connection is attempted (ConnectionStatus may transition to Connecting).
If this is successful, ConnectionStatus changes to Connected,

e PendingDisconnect: it is changed to Connected.

When the ConnectionStatus is Connected: the client is allowed to use the connection if
ConnectionType is IP_Routed, otherwise an error is returned.

Figure 5 illustrates the state transition diagram when all states are implemented by the
gateway. Required states are in shaded ovals.

RegquestConnection() may fail (causing an error code to be returned) under the follow(ng
copditions:

d
e

~

Network failure,
ConnectionStatus is Unconfigured, Connecting or Disconnecting,

~

f) | EnabledForinternet variable in WANCommonlnterfaceConfig is set to “0™(false),

9

The connection set up may be aborted by a client (by issuing RequestTermination()|or
ForceTermination()).

~

Invalid ConnectionType (either Unconfigured or I[P_Bridged).

5.1.2 Connection Termination

Cannection termination can be explicit (by a client ‘sending RequestTermination() |or
FofceTermination() action) or implicit (because of AutoisconnectTime or IdleDisconnectTiine
coming into effect).

A UPnNP client sends RequestTermination() or Ferée Termination() action to a specific instarjce
of the WANIPConnection service on a particulanWANConnectionDevice to inform the gateway
that this client no longer needs IP services.

A RequestTermination() command is acted upon only if the ConnectionType is IP_Routed gnd
CdnnectionStatus is Connecting or Connected, while a ForceTermination() command is acted
uppn only if the ConnectionType"is [P_Routed and ConnectionStatus is Connected,
Cdnnecting or PendingDisconnect.

A ¢onnection termination may-be initiated due to:

h) | A RequestTermination() or ForceTermination() command from a client,

i) | AutoDisconnectTime or [dleDisconnectTime coming into effect,

j) | A deployment specific gateway policy,

k) | EnabledEorinternet variable (in WANCommonlinterfaceConfig service) being set to [0”
(false),

[) | An(SP initiated connection termination or network failure.

At [this“point ConnectionStatus transitions (resulting in notification to clients registered for th
event) immediately to one of the following:

S

e PendingDisconnect (if this state is implemented): This occurs if WarnDisconnectDelay is
non-zero and the cause for termination is 5.7.2h) or 5.7.2i)—as mentioned above. The IP
connection is still active in this state. This is useful for giving clients using a connection a
chance to react when a connection termination is in progress. If the termination is due to a
gateway policy—5.7.2j) above—a specific implementation of the gateway may choose to
warn the clients by transitioning to this state.

e If clients choose to ignore the notification, the connection will be terminated after the
time (in seconds) specified as WarnDisconnectDelay. ConnectionStatus transitions to

Disconnecting.
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If any client sends RequestConnection() command at this point, the gateway may
choose to discontinue the termination process by changing ConnectionStatus to
Connected. If connection is not restored, the gateway will return error code indicating

that the connection was in the process of being torn down.
Disconnecting — this can happen in the following cases —

e ForceTermination() command was called,

e RequestTermination() called, and if no other clients are using the connection, the

gateway may choose to skip PendingDisconnect state,

nnnnnn tTopminatingy/)

AarnDicoannnan tDAalavie 2ok AnA tha ~nion foar tarmninatinn 1o D
WarrbisconreetDetay-ts—zero-and-the-causeferterminationisReguestFermination) or
2 (as mentioned above),

e Termination was triggered by EnabledForinternet variable being set to “0” (false),

e Termination was triggered by ISP,

e Termination occurred due to a gateway policy, and the specific implementation chgse
not to warn the clients by switching directly to this state — essentially overriding {he
value of WarnDisconnectDelay.

e | Disconnected — if the above two allowed states are not implemented.

When transitioning to this state, the connection is terminated immediately.

If fhe connection state is Connecting when a client issues a-RequestTermination(), the state

trapsitions to Disconnecting directly — it does not g6~t0 PendingDisconnect even| if

WarnDisconnectDelay is nonzero.

As| mentioned before, in the case of termination be€cause of a gateway policy the actlon

(whether clients are warned or not) depends uponsthe gateway implementation.

Wihen a client receives a PendingDisconnect naotification, it can do one of two things:

e | Ignore it and let the disconnect proceed;,

e |Send a RequestConnection() command — the client can keep the connection from
disconnecting — this is implementation dependent as pointed out earlier.

6 | XML Service Description

<?fml version="1.0"?>

<s¢pd xmlns="urn:schemas<upnp-org:service-1-0">

<specVersion>
<major>l</major>
<minor>Q@</minor>

</specVersion>

<actionliist>
<action>

<name>SetConnectionType</name>
<argumentList>
<argument>
<name>NewConnectionType</name>
<direction>in</direction>
<relatedStateVariable>
ConnectionType
</relatedStateVariable>
</argument>
</argumentList>
</action>
<action>
<name>GetConnectionTypeInfo</name>
<argumentList>
<argument>
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<name>NewConnectionType</name>
<direction>out</direction>
<relatedStateVariable>
ConnectionType
</relatedStatevVariable>

</argument>

<argument>

<name>NewPossibleConnectionTypes</name>
<direction>out</direction>
<relatedStateVariable>
PossibleConnectionTypes
</relatedStatevVariable> /\
N

</argument>
</argumentList> (i;>

</action> .

<action> b(
<name>RequestConnection</name> (L'
</action> '\/

<action> qrb
<name>RequestTermination</name> (1/
</action>

<action> \
<name>ForceTermination</name> CES)
</action> \

<action> << o
<name>SetAutoDisconnectTime</name> <:>

<argumentList> <2
<argument> \

<name>NewAutoDisconnectT /name>
<direction>i2</directioqﬁ\
<relatedStateVariabl
AutoDisconnectTime\
</relatedStateVariable>

</argument> ~SQ'

</argumentList> ()
</action> X
B &
<action> \}

<name>SetIdleD¥sconnectTime</name>
<argumentList>
<ar

e>NewIdleDisconnectTime</name>

§s\‘:direction>ig</direction>

.

<relatedStateVariable>

IdleDisconnectTime
() </relatedStatevVariable>
(jss </argument>
</argumentList>
\V</action>

<action>
<name>SetWarnDisconnectDelay</name>

<argumentList>
<argument>

<name>NewWarnDisconnectDelay</name>
<direction>in</direction>
<relatedStateVariable>
WarnDisconnectDelay
</relatedStateVariable>

</argument>
</argumentList>

</action>

<action>
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