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ISO (the International Organization for Standardization) and [EC (the International
Electrotechnical Commission) form the specialized system for worldwide standardization.
National bodies that are members of ISO or IEC participate in the development of
International Standards through technical committees established by the respective
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Introduction

ISO and IEC draw attention to the fact that it is claimed that compliance with this document may
involve the use of patents as indicated below.

ISO and IEC take no position concerning the evidence, validity and scope of these patent rights. The
holders of -these patent rights have assured ISO and IEC that they are willing to negotiate licenses
under reasonable and non-discriminatory terms and conditions with applicants throughout the world. In
this[respect, the statements of the holders of these patent rights are registered with TSO and TEC,

Intgl Corporation has informed IEC and ISO that it has patent applications or granted\patenits.
Infgrmation may be obtained from:

Intgl Corporation

Standards Licensing Department
5200 NE Elam Young Parkway
MS} JFS-98

USA — Hillsboro, Oregon 97124

Midrosoft Corporation has informed IEC and ISO that it has_patent applications or grarfted
patents as listed below:

6101499 / US; 6687755 / US; 6910068 / US; 7130895+ US; 6725281 / US; 7089307 / US;
7049312 / US; 10/783 524 /US

Infgrmation may be obtained from:

Migrosoft Corporation
On¢ Microsoft Way
USA — Redmond WA 98052

Philips International B.V. has informed IEC and ISO that it has patent applications or granted
patgents.

Infgrmation may be obtained\from:

Philips International B.\., = IP&S
High Tech campus, puilding 44 3A21
NL [ 5656 Eindhoven

NXP B.V. (Nk)phas informed IEC and ISO that it has patent applications or granted patents

Infgrmatiensmay be obtained from:

NXP-B.Y. (NL)
HighTechtampus 60
NL — 5656 AG Eindhoven

Matsushita Electric Industrial Co. Ltd. has informed IEC and ISO that it has patent
applications or granted patents.

Information may be obtained from:
Matsushita Electric Industrial Co. Ltd.

1-3-7 Shiromi, Chuoh-ku
JP — Osaka 540-6139
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Hewlett Packard Company has informed IEC and ISO that it has patent applications or
granted patents as listed below:

5956 487 / US; 6 170 007 / US; 6 139 177 / US; 6 529 936 / US; 6 470 339 / US; 6 571 388 /
US; 6 205 466 / US

Information may be obtained from:
Hewlett Packard Company

1501 Page Mill Road
USA - Palo Alto, CA 94304

Samsung Electronics Co. Ltd. has informed IEC and ISO that it has patent applicationg or
grapted patents.

Infgrmation may be obtained from:

Digjtal Media Business, Samsung Electronics Co. Ltd.
414 Maetan-3 Dong, Yeongtang-Gu,
KR|[- Suwon City 443-742

Huawei Technologies Co., Ltd. has informed IEC and ISO that it(has patent applicationg or
grapted patents.

Infgrmation may be obtained from:

Huawei Technologies Co., Ltd.
Administration Building, Bantian Longgang District
Shenzhen — China 518129

Qualcomm Incorporated has informed IEC and }SO that it has patent applications or grarjted
patgents.

Infgrmation may be obtained from:

Qualcomm Incorporated
57715 Morehouse Drive
San Diego, CA — USA 92121

Telecom ltalia S.p.A.has informed IEC and ISO that it has patent applications or granted
patgents.

Infgrmation may bge ebtained from:
Telecom Italia.S:p.A.

Via|Reiss Remoli, 274
Turin - Italy:40148

CiscoSystems informed IEC and ISO that it has patent applications or granted patents.

Information may be obtained from:

Cisco Systems, Inc.
170 West Tasman Drive
San Jose, CA — USA 95134

Attention is drawn to the possibility that some of the elements of this document may be the subject of

patent rights other than those identified above. ISO and IEC shall not be held responsible for
identifying any or all such patent rights.
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Original UPnP Document

Reference may be made in this document to original UPnP documents. These references are
retained in order to maintain consistency between the specifications as published by ISO/IEC
and by UPnP Implementers Corporation and later by UPnP Forum. The following table
indicates the original UPnP document titles and the corresponding part of ISO/IEC 29341:

UPNP Document Title
UPNP Device Architecture 1.0

UPNP Device Architecture Version 1.0

ISO/IEC 29341 Part
ISO/IEC 29341-1:2008
ISO/IEC 29341-1:2011

UF
UF
UF
UF
UF
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UF
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UF
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UF
UF
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UF
UF
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PNP ContentDirectory:1 Service
PnP RenderingControl:1 Service
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PNP MediaServer:1 Device

PnP AVTransport:2 Service
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PnP ScheduledRecording:1

PNP ScheduledRecording;2

PnP MediaRenderer:2 Device

PnP MediaServer:2.Device

PnP AV Datastructure Template:1
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UPnP HVAC_System:1 Device
UPnP ControlValve:1 Service

UPnP HVAC_FanOperatingMode:1 Service

UPnP FanSpeed:1 Service
UPnP HouseStatus:1 Service

UPnP HVAC_SetpointSchedule:1 Service
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UPnP TemperatureSetpoint:1 Service
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viii

PnP DigitalSecurityCamera:1 Device
PNP DigitalSecurityCameraMotionlmage:1 Service
PnP DigitalSecurityCameraSettings:1 Service
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ISO/IEC 29341-5-10
ISO/IEC 29341-5-11

ISO/IEC 29341-6-1

ISO/IEC 29341-6-10
ISO/IEC 29341-6-11
ISO/IEC 29341-6-12
ISO/IEC 29341-6-13
ISO/IEC 29341-6-14
ISO/IEC 29341-6-15
ISO/IEC 29341-6-16
ISO/IEC 29341-6-17
ISO/IEC 29341-6-2
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Introduction

Version 2 of the Internet Gateway Device Device Control Protocol (IGD DCP:2) was created to

address limitations in version 1, with the following specific enhancements:

e Update WANIPConnection service based on developer feedback and maintenance need

e NAT terminology update

e New actions better suited for application development

e Limited port mapping lease time
e Enhanced security for the actions and parameters
e |Security and access control support

e Allow basic IGD:1 compliant functionality without requiring new pfotocols to
supported

e Protect and require authentication on functionality potentially creating security thre
These features will not be available for legacy control |points and backw
compatibility is limited in these cases where other role than Public is recommended.

e |Add support for IPv6 Firewall control (WANIPv6FirewalControl). This service all
creating and maintaining pinholes for inbound traffic fromthe Internet

Dug¢ to lack of developer interest, WANPPPConnection service was NOT updated to ref
the|changes made to WANIPConnection.

1 [Scope

This document specifies the characteristics *0f"a device that manages connectivity to

be

Ats.
ard

DPWS

ect

the

Intgrnet as an “edge” device between a_résidential Local Area Network and a Wide Area

Ne

ork. The gateway can be physically implemented as a standalone device, or logically
et of UPnP devices and servicesson a PC. This specified device is intended to
controlled from inside the home network. Control from outside the home network typic
reguires access control mechanisms that are outside the scope of this document. 1
spgcified device is also not intended for use with small business networks.

This document defines version 2 of the device named InternetGatewayDevice. It is a UR
roof device, and is identified by the UPnP device type InternetGatewayDevice:2. |
compliant with the {JPnP Device Architecture, Versions 1.0 and 1.1 ([15] and |
respectively). InternefGatewayDevice:2 encapsulates several sub-devices and services

collectively comprise the Internet Gateway Device Control Protocol (DCP).

as
be
ally
his

PnP

is
16],
hat

Figure 1 is a‘eonceptual illustration of a generic Internet Gateway device consisting of on¢ or

mofe physical WAN and LAN interfaces.
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Internet Gateway
Device

WANConnection O
Service Instance 1
WANIPvéfirewallControl Q

WANConnection

Service Instance 2 Internet

O

WANDevice 1
""" WANDevice n

LANDevice 1
DeviceProtection E E N
LANDevice 'n

Figure 1 — InternetGatewayDevice with LAN and WAN Interfaces

2 |Normative references

The following documents, in whole or in part, arexnormatively referenced in this document gnd
are|indispensable for its application. For dated-references, only the edition cited applies. [For
undated references, the latest editioncvof the referenced document (including pny
amendments) applies.

[1] DeviceProtection:1, version 1.0, UPnP Forum, February 24, 2011.
Avgilable at: http://upnp.org/specs/igw/UPnP-gw-DeviceProtection-v1-Service.pdf.

[2] WANDevice:2, version 1.0{WPnP Forum, September 10, 2010.
Avgilable at: http://upnp.org/specs/gw/UPnP-gw-WANDevice-v2-Device.pdf.

[3] WANConnectionDevice:2, version 1.00, UPnP Forum September 10, 2010.
Avgilable at: http://upnp.org/specs/gw/UPnP-gw-WANConnectionDevice-v2-Device.pdf.

[4] WANIPConnection:2, version 1.00, UPnP Forum, September 10, 2010.
Avgilable at:hitp://upnp.org/specs/gw/UPnP-gw-WANIPConnection-v2-Service.pdf.

[5] WANIRV6FirewallControl:1, version 1.0, UPnP Forum, December 10, 2010, Available
at: http:/fupnp.org/specs/gw/UPnP-gw-WANIPv6FirewallControl-v1-Service.pdf.

[6] LANDevice:1, version 1.0, UPnP Forum, November 19, 2001.
Available at: http://upnp.org/specs/gw/UPnP-gw-LANDevice-v1-Device.pdf.

[7] LANHostConfigManagement:1, version 1.0, UPnP Forum, November 19, 2001.
Available at: http://upnp.org/specs/gw/UPnP-gw-LANHostConfigManagement-v1-Service.pdf.

[8] Layer3Forwarding:1, version 1.0, UPnP Forum, November 19, 2001.
Available at: http://upnp.org/specs/gw/UPnP-gw-Layer3Forwarding-v1-Service.pdf.

[9] WANCableLinkConfig:1, version 1.0, UPnP Forum, November 19, 2001.
Available at: http://upnp.org/specs/gw/UPnP-gw-WANCableLinkConfig-v1-Service.pdf.

[10] WANCommoninterfaceConfig:1, version 1.0, UPnP Forum, November 19, 2001.
Available at: http://upnp.org/specs/gw/UPnP-gw-WANCommonIinterfaceConfig-v1-Service.pdf.
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[11] WANDSLLinkConfig:1, version 1.0, UPnP Forum, November 19, 2001.
Available at: http://upnp.org/specs/gw/UPnP-gw-WANDSLLinkConfig-v1-Service.pdf

[12] WANEthernetLinkConfig:1, version 1.0, UPnP Forum, November 19, 2001.
Available at: http://upnp.org/specs/gw/UPnP-gw-WANEthernetLinkConfig-v1-Service.pdf.

[13] WANPOTSLinkConfig:1, version 1.0, UPnP Forum, November 19, 2001.
Available at: http://upnp.org/specs/gw/UPnP-gw-WANPOTSLinkConfig-v1-Service.pdf.

[14] WANPPPConnection:1, version 1.0, UPnP Forum, November 19, 2001.
Available at: http://upnp.org/specs/gw/UPnP-gw-WANPPPConnection-v1-Service.pdf.

[15] UPnP Device Architecture, version 1.0, UPnP Forum, June 8, 2000.

Avgilable at: http://upnp.org/specs/arch/UPnPDA10_20000613.pdf.

Latgst version available at: http://upnp.org/specs/arch/UPnP-arch-DeviceArchitectures
v1.0.pdf.

[16] UPnP Device Architecture, version 1.1, UPnP Forum, UPnP Forum, October 15, 2008.
Avgilable at: http://upnp.org/specs/arch/UPnP-arch-DeviceArchitecture-v 1, P:pdf.

[17] 1ISO 8601:2000, Data elements and interchange formats — Information interchange --
Representation of dates and times, International Standards Organization, December 21, 2000.
Avgilable at:

http://www.iso.org/iso/home/store/catalogue_tc/catalogue_detaillhtm?csnumber=26780.

[18] IETF RFC 3986, Uniform Resource Identifier (URI): Generic Syntax, T. Berners-Lee, R|
Fielding, L.Masinter, January 2005.
Avgilable at: http://tools.ietf.org/html/rfc3986.

[19] IETF RFC 3339, Date and Time on the Internet: Timestamps, G. Klyne, Clearswift
Cofporation, C. Newman, Sun Microsystems, July 2002.
Avgilable at: http://tools.ietf.org/html/rfc3339¢

[20] Extensible Markup Language (XML)1.0 (Third Edition), Frangois Yergeau, Tim Bray,

Jegn Paoli, C. M. Sperberg-McQueen,‘Eve Maler, eds., W3C Recommendation, February 4
2004.
Avgilable at: http://www.w3.0org/TR/2004/REC-xmlI-20040204.

[21] XML Schema Part 2: Data Types, Second Edition, Paul V. Biron, Ashok Malhotra, W3Q
Re¢ommendation, 28 October 2004.
Avgilable at: http://wwwiw3.0rg/TR/2004/REC-xmlschema-2-20041028.

3 |Terms, definitions, symbols and abbreviated terms

Forl the purpgses of this document, the terms and definitions given in [15], [16], [1] and |the
follpwing apply.

3.1| Security terms

3.14
access level

a set of rights that allows a control point to control or query another device or service—used
interchangeably in this document with the term role, as defined in [1]

3.2 Abbreviated terms

3.21
DCP
Device Control Protocol

3.2.2
IGD
Internet Gateway Device
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3.2.3

WAN*LinkConfig

any or all of WANPOTSLinkConfig, WANDSLLinkConfig, @ WANCableLinkConfig,
WANEthernetLinkConfig

3.24
WAN**Connection
any or both of WANPPPConnection, WANIPConnection

4 [Device Model

4.1 Device Type
The following URN identifies a device that is compliant with this specification:

urn:schemas-upnp-org:device:/nternetGatewayDevice:2

4.2 Requirements for an Internet Gateway Device
The following list of requirements has been identified on the capabilities of an Intefnet
Gafeway in coming up with the devices and services hierarchy for the gateway DCP.

o |The InternetGatewayDevice shall support 1 WAN interface, but may support more than
one physical WAN interface to connect to the Internet.

e [The InternetGatewayDevice shall support 1 LAN interface, but may support more than pne
physical LAN interface to connect to the residential network.

e |The InternetGatewayDevice should support DeviceProtection defined in [1].

e [The InternetGatewayDevice shall support IGD.Specific security as defined in 4.4, but thay
implement stricter security policy.

An [implementation may host the WAN interface and LAN interface (mentioned above) on|the
same physical network interface card (NIC).

e |[Each WAN interface shall support one Internet connection, but may simultaneodsly
support more than one Internét)connection. Each of these connections will be modeled as
instances of a service in thelDCP.

e |The InternetGatewayDgévice shall be IP addressable from the residential LAN at all tilhes
to be UPnP compliant. More specifically, in the case of gateways with broadband modg¢ms
on the WAN side, the InternetGatewayDevice shall be addressable.

e When the (device is not configured for WAN access or does not have any WAN
connectivity.

e Before{ during and after modem and link configuration with a head-end device in |the
Internet service provider’s central office.

o |Connectivity on the WAN side shall enable nodes on the residential LAN to accgss
resources on the Internet. A gateway may support modems and/or connections oh a
modem to a service provider, not resulting in Internet connectivity — for example, POTS
dial-up access to a modem bank of a home security monitoring service provider. Such
connections are outside the scope and requirements of the gateway DCP.

In this document, an Internet connection implies IP connectivity to an Internet Service
Provider. Figure 2 illustrates the hierarchy of devices and services in an
InternetGatewayDevice. A physical modem on the WAN side and a connection interface/port
on the LAN side of the InternetGatewayDevice are modeled by a WANDevice and a
LANDevice instance respectively. Depending on the hardware capabilities of an Internet
Gateway, more than 1 instance of WANDevice and/or LANDevice are possible in an actual
implementation of the gateway DCP description document. Virtual connection interfaces —
such as Virtual Circuits (VC) on a DSL modem, are modeled by one or more instances of
WANConnectionDevice. Sub-devices and services mentioned in this document are defined in
companion documents that together specify the DCP for an Internet Gateway. It is
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recommended that DeviceProtection service will be connected to InternetGatewayDevice in
the device and service hierarchy.

WANConnectionDevice |
WAN*LinkConfig WAN**Connection
Service Seryice
WANCommon _ .
InterfaceConfig WANIPv6Firewal .
Service IControl WAN**Connection
Service
Layer 3 * POTS,DSL,Cable,Ethernet :
. kK
Forwarding LIE, [E81 WANConnectionDevice
Service
\
DeviceProtect
ion
LANDevice
V! LANHostConfigManage
ment

Figure 2 — InternetGatewayDevice Devices and Services Hierarchy

4.3| Device Architecture
Products that expose devices of the type urn:schemas-uphp-
orq:device:/nternetGatewayDevice:2 shall~implement minimum version numbers of| all
reguired embedded devices and services\specified in Table 1.
Table-1"— Device Requirements
DeviceType Root | R/A@ ServiceType R/A @ Service ID b
Layer3Forwarding:1 A L3Forwarding1
DeviceProtection:1 A DeviceProtection1
Other standard UPnP devices X BD
and Services go here
Q. Non-standard services X TBD
Q‘ embedded by an UPnP vendor
\O go here.
WANDevi€e 2 R WANCommoninterfaceConfig:1 | R WANCommonlFC1
«/ Non-standard services X TBD
embedded by an UPnP vendor
go here.
WANConnectionDevice:2 R WANPQOTSLinkConfig:1 A for POTS | WANPOTSLinkC1
(an instance of modems
WANDevice may include
one or more
WANConnectionDevice
instances)
WANDSLLinkConfig:1 A for DSL WANDSLLinkC1
modems
WANCableLinkConfig:1 A for Cable WANCableLinkC1
modems
WANEthernetLinkConfig:1 A for WANEthLinkC1
Ethernet
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DeviceType Root | R/A @ ServiceType R/A @ Service ID b
attached
modems
WANPPPConnection:1 R for Multiple instances
modems possible within a

that support | WANConnectionDevice.
PPP based ServicelDs for multiple
connections | instances will be
WANPPPConn1
WANPPPConn2

WANPPPConn3 and so

on.

WANIPConnection:2 R for Only 1 instancéewe
modems WANConnestionDe
that support | is envisigrre@ at thig
IPv4 based time, although the
connections | desjgn)eould suppoft
multipte instances ih
future. ServicelDs fpr
multiple instances Will
be WANIPConn1

=

ce

WANIPConn2
WANIPConn3 and 4o
on.
WANIPv6FirewallControl: 1 Afor IPv6 Only 1 instance pe
€nabled WANIPv6FirewallControl
IGDs is envisioned at thig

time, although the
design could suppo
multiple instances ih
future. ServicelDs fpr
multiple instances will
be WANIPv6Firewalll,

~

WANIPv6Firewall2,
WANIPv6Firewall3 hnd
So on.
Non=8tandard services X TBD
entbedded by an UPnP vendor
go here.
e
LANDevice:1 A LANHostConfigManagement:1 A LANHostCfg1
Non-ptandard devices TBD X TBD TBD TBD

embgdded by an UPnP
vendpr go here.

a8 Rl = Required, A = Allowed , X = Non-standard

b Pfefixed by urn:upnp~<orqg:serviceld:

4.31 Device Requirements

As | showny-in Table 1, the DCP defines 3 Connection services (WANIPConnectfon,

WANBPRPConnection

and WANIPv6FirewallControl) and 4 LinkConfig services | to

acdommodate various types of WAN interfaces and connection types. In addition, it inclupges

DeviteProtection Service for managing access control, Table 2 briefty describes the purpose
of each of the services. An actual implementation of the DCP will instance only those
Connection and LinkConfig services that are appropriate for the gateway device being

modeled.

Table 2 — Service Descriptions

Service Name

Service Description

WANPPPConnection

PPP connections originating at the gateway or relayed or bridged through the
gateway [14]

WANIPConnection

IPv4 connections originating or relayed or bridged through the gateway [4]

WANPOTSLinkConfig

Configuration parameters associated with a WAN link on a Plain Old Telephone Service
(POTS) modem [13]
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Service Name

Service Description

WANDSLLinkConfig

Configuration parameters associated with a WAN link on a Digital Subscriber Link (DSL)
modem [11]

WANCableLinkConfig

Configuration parameters associated with a WAN link on a cable modem [9]

WANEthernetLinkConfig

Configuration parameters associated with an Ethernet- attached external modem (cable
or DSL). If proprietary mechanisms are available to discover and configure an external
modem, it is recommended that modem-specific LinkConfig services be modeled
instead of this service. [12]

WANIPvG6FirewallControl

Allows controlling IPv6 firewall to open Pinholes [5]

DevieeRroteection Fhis-service—faeiitates—authentication-and-access-eontron-the-gateway-devie (4

4.312 Relationships between Services

Layer3Forwarding identifies a default service, which is a specific instance| of

WAIN**Connection for IPv4 connections (or WANIPv6FirewallControl for IPv6 connections]) in

a |WANConnectionDevice. WANCommoninterfaceConfig defines variables''and actipns

common across all instances of WAN**Connections and WANIPv6FirewallControls ip a

WANDevice. There may also be dependencies between a specific instance| of

WAIN*LinkConfig and WAN**Connection or WANIPv6FirewallControl service in| a

WAINConnectionDevice.

DeviceProtection is used to create trusted relationship between\/htérnetGatewayDevice and a

control point. If an action requires authentication and authorization, then this service is uped
reate the relationship and to verify that the relationship.eXists. Subclause 4.4 defines what
ons can be used without authentication, and also what level of authorization| is
bmmended for the rest of the actions that require higher level of security.
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4.4 Security policies

Subclause 4.4 describes the recommended set of default security policies for roles and for
assigning roles to services and actions.

4.41 Access control and user roles

InternetGatewayDevice:2 that implements the DeviceProtection service implements following
user roles as defined in [1]:

e Public requires neither authentication nor authorization. This user role is intended for
applications making e.g. port mappings for themselves and do not require any other sort of
configuration.

e |Basic level requires authentication and authorization as specified in this decument.
Authentication is based on [1]. Basic role is intended for standard operation liKe creafing
port mappings for other devices or controlling on-demand connectivity. Usuallyy. Basic fole
is assigned to actions making impact on single device’s service. It is expected that whgn a
new device is introduced, it is in IGD case automatically granted Basic access level.

e |Admin access is intended for management of settings and risky ractions that are |not
required in normal usage. It is recommended that administratien” interface SHOULD
REQUIRE additional security measures. This access level is recommended, if the chanfges
made impact to whole network’s service or has impact tg,the several services. |[For
instance, configuring DNS or DHCP settings would be a good‘example.

e |Vendor-defined roles can be created, but it is required that all other roles are implemer{ted
and supported. It is also required that control points supporting three predefined roles [are
able to operate with the gateway. Role names shall ‘be maximum 64 characters long and
shall not contain spaces. Role names not defined by the Forum shall be prefixed with a
Vendor Domain Name followed by a colon (such'as “example.com:”). Forum-defined Hole
names shall be defined in service specifications and/or DCP-specific secUrity
considerations documents published by Working Committees.

This document recommends the default access level to be applied for each action of [the
legficy services (version 1 and version 2). In other words, this document does not require that
a vendor shall implement the access’level defined in this document for each action of|his
IntgrnetGatewayDevice:2 implementation. As a result, vendors are allowed to implement
different access control policiesxthan defined in this document. For example, a vendor fan
dedide to set a Public access Jevel for opening port mappings with ports lower than or equdl to
1043 instead of a Basic access’level.

When new users/control ‘points are introduced and authorized with 1GD, they should| be
autpmatically grantedsBasic access role. Admin level should be granted as defined in [1].

4.4(2 General policies

It is required/that InternetGatewayDevice:2 contains the newest version of each servjce.
Therefore; earlier versions must not be used if newer version exists.

It |is¢/,recommended that DeviceProtection service is implemented and applied| If
DevViceProtection service is not implemented and applied it is recommended that control
points only be allowed to access actions and parameters defined as Public role in this
document. Refer to access levels in the Actions table for each service in the remaining
subclauses of 4.4.

UPnP IGD shall expose UPnP services only over the LAN interface. IGD shall reject UPnP
requests from the WAN interfaces.

4.4.3 WANIPConnection:2
Table 3 — Recommended access levels for WANIPConnection:2 actions

Name Access level Description

SetConnectionType() Admin Impacts connectivity for all applications
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Name Access level Description
GetConnectionTypelnfo() Public Allows retrieving information
RequestConnection() Basic Starting a connection is normal operation and

should not require strict security, but Basic
authentication is recommended
RequestTermination() Admin Ending connection impacts connectivity for all
applications
ForceTermination() Admin See previous
SetAutoDisconnectTime() Admin IGD configuration — not part of normal usage
SetlpleDisconnectTime() Admin IGD configuration — not part of normal usage
SetWarnDisconnectDelay() Admin IGD configuration — not part of normal usage
GetPtatusinfo() Public Allows retrieving information — does-not chanpe
operation
GetputoDisconnectTime() Public Allows retrieving information & |does not chanpe
operation
GetWarnDisconnectDelay() Public Allows retrieving information — does not chanpe
operation
GetNATRSIPStatus() Public Allows retrieving information — does not chanpe
operation
GetenericPortMappingEntry() | Public for CP's IP address Allows reffieying information on device’s own
and ports greater than or port mappings when ports are not well-known|
equal to 1024 ports
Basic for CP’s |IP address Allows retrieving information on device’s own
and ports lower than or equal ~port mappings when ports are well-known pofts
to 1023
Basic for other IP addressés Basic level access is recommended for 3-box|
and ports greater thanor scenario without well-known ports
equal to 1024
Admin for other |Pnaddresses | Admin level access is recommended for 3-bo
and ports lowertthan or equal | scenario with well-known ports
to 1023
GetPpecificPortMappingEntry() | Public for, CP's IP address Allows retrieving information on device’s own
and poris’greater than or port mappings when ports are not well-known|
equalto 1024 ports
Basic for CP’s IP address Allows retrieving information on device’s own
and ports lower than or equal | port mappings when ports are well-known poits
to 1023
Basic for other |IP addresses Basic level access is recommended for 3-box
and ports greater than or scenario without well-known ports
equal to 1024
Admin for other IP addresses | Admin level access is recommended for 3-bo
and ports lower than or equal | scenario with well-known ports
to 1023
AddPotiMapping() Public for CP’s IP address Allows setting port mappings for device itself

and ports greater than or

when ports are not well-known ports

equal to 1024

Basic for CP’s IP address
and ports lower than or equal
to 1023

Basic for other |IP addresses
and ports greater than or
equal to 1024

Admin for other IP addresses
and ports lower than or equal
to 1023

Allows setting port mappings for device itself
when ports are well-known ports

Basic level access is recommended for 3-box
case without well-known ports

Admin level access is recommended for 3-box
case with well-known ports

DeletePortMapping()

Public for CP’s IP address
and ports greater than or
equal to 1024
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Name

Access level

Description

Basic for CP’s |IP address
and ports lower than or equal
to 1023

Basic for other |IP addresses
and ports greater than or
equal to 1024

Admin for other IP addresses
and ports lower than or equal
to 1023

Allows removing port mappings for device itself
when ports are well-known ports

Basic level access is recommended for 3-box
case without well-known ports

Admin level access is recommended for 3-box
case with well-known ports

DelgtePortttappimgRaraets

Ol Bl bl
—uoic Tur or S 1 dUUITToS

and ports greater than or
equal to 1024

Basic for CP’s IP address
and ports lower than or equal
to 1023

Basic for other IP addresses
and ports greater than or
equal to 1024

Admin for other IP addresses
and ports lower than or equal
to 1023

A;;UWD IUIIIUViIIU UIUVibU,D pUIi. Illdppillub fUI
device itself when ports are not well-known\pprts

Allows removing device’s port mappings for
device itself when ports are well-known ports

Basic level access is recommended for 3-box|
case without well-known ports

Admin level access'issrecommended for 3-bo
case with well-khown ports

GetkxternallPAddress()

Public

Allows retrieving WAN interface’s IP address

GetlistOfPortMappings()

Public for CP’s IP address
and ports greater than or
equal to 1024

Basic for CP’s |IP address
and ports lower than or equal
to 1023

Basic for other |IP addresses
and ports greater than'or
equal to 1024

Admin for othier 1P addresses
and ports lower than or equal
to 1023

Allowsretrieving information on device’s own
port-mappings when ports are not well-known|
ports

Allows retrieving information on device’s own
port mappings when ports are well-known poits

Basic level access is recommended for 3-box|
scenario without well-known ports

Admin level access is recommended for 3-bo
case with well-known ports

AddAnyPortmapping()

Pubtie-for CP’s IP address
and-ports greater than or
equal to 1024

Basic for CP’s IP address
and ports lower than or equal
to 1023

Basic for other IP addresses
and ports greater than or
equal to 1024

Admin for other IP addresses
and ports lower than or equal
to 1023

Allows setting port mappings for device itself
when ports are not well-known ports

Allows setting port mappings for device itself
when ports are well-known ports

Basic level access is recommended for 3-box|
case without well-known ports

Admin level access is recommended for 3-bo
case with well-known ports

4.4.4

WANPPPConnection:1

Table 4 — Recommended access levels for WANPPPConnection:1 actions

Name

Access level

Description

GetConnectionTypelnfo() Public Allows retrieving information
SetConnectionType() Admin Impacts connectivity for all applications
GetConnectionTypelnfo() Public Allows retrieving information
RequestConnection() Basic Starting a connection is normal operation and
should not require strict security, but Basic
authentication is recommended
RequestTermination() Admin Ending connection impacts connectivity for all

applications
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Name Access level Description

ForceTermination() Admin Ending connection impacts connectivity for all
applications

SetAutoDisconnectTime() Admin IGD configuration — not part of normal usage

SetldleDisconnectTime() Admin IGD configuration — not part of normal usage

SetWarnDisconnectDelay() Admin IGD configuration — not part of normal usage

GetStatusinfo() Public Allows retrieving information — does not change
operation

GetAutoDisconnectTime() Public Allows retrieving information — does not change
operation

GetWarnDisconnectDelay() Public Allows retrieving information — does npt change
operation

GetlNATRSIPStatus() Public Allows retrieving information — does not change

operation

GetenericPortMappingEntry()

Public for CP's IP address

and ports greater than or
equal to 1024

Basic for CP’s IP address
and ports lower than or
equal to 1023

Basic for other IP addresses
and ports greater than or
equal to 1024

Admin for other IP
addresses and ports lower
than or equal to 1023

Allows retrieving information”on device’s owr
port mappings when portscare not well-know
ports

Allows retrieving.information on device’s owr
port mappings whén ports are well-known pofrts

Basic level access is recommended for 3-bo
scenario without well-known ports

‘Admiin level access is recommended for 3-bdx
scenario with well-known ports

GetPpecificPortMappingEntry()

Public for CP's IP address

and ports greater than\or
equal to 1024

Basic for CP’s |P'address
and ports lower‘than or
equal to 1023

Basic _for other IP addresses
and ports greater than or
equal to 1024

Admin for other IP
addresses and ports lower
than or equal to 1023

Allows retrieving information on device’s owr
port mappings when ports are not well-know
ports

Allows retrieving information on device’s owr
port mappings when ports are well-known ports

Basic level access is recommended for 3-bo
scenario without well-known ports

Admin level access is recommended for 3-bd
scenario with well-known ports

x

AddPortMapping()

Public for CP’s IP address
and ports greater than or
equal to 1024

Basic for CP’s IP address
and ports lower than or
equal to 1023

Basic for other IP addresses

and nortc argator thaon or

Allows setting port mappings for device itsel
when ports are not well-known ports

Allows setting port mappings for device itsel
when ports are well-known ports

Basic level access is recommended for 3-bo

Ld J
equal to 1024

Admin for other IP
addresses and ports lower
than or equal to 1023

case-withoutwell-known norts
g

Admin level access is recommended for 3-box
case with well-known ports

DeletePortMapping()

Public for CP’s IP address
and ports greater than or
equal to 1024

Basic for CP’s IP address
and ports lower than or
equal to 1023

Basic for other IP addresses
and ports greater than or
equal to 1024

© ISO/IEC 2017 — All rights reserved

Allows removing device’s port mappings when
ports are not well-known ports

Allows removing device’s port mappings when
ports are well-known ports

Basic level access is recommended for 3-box
case without well-known ports
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Name Access level Description
Admin for other IP Admin level access is recommended for 3-box
addresses and ports lower case with well-known ports
than or equal to 1023
GetExternallPAddress() Public Allows retrieving WAN interface’s IP address
RequestConnection() Basic Starting a connection is normal operation and
should not require strict security, but Basic
authentication is recommended
ConfigureConnection() Admin Allows configuring password and user name for
PPP — hence Admin level access is
IL‘;L;UIIIIIIUIIUIUKJ
GetlinkLayerMaxBitRates() Public Informational action, no security threat
GetPPPEncryptionProtocol() Public Informational action, limited security threat
GetPPPCompressionProtocol() Public Informational action
GetPPPAuthenticationProtocol() | Public Informational action, limited seeurity threat
GetUserName() Admin User names should not be:accessed via UPnP,
serious security threat
GetPassword() Admin User names should not be accessed via UPnP,
serious security,threat

Vendors, ISP, or users may disable GetPassword() and GetUsernrame() actions, if so desifed.

Thigs would be recommendable for added security.

4.4(5

WANIPv6FirewallControl:1

Table 5 — Recommended access levels for WANIPv6FirewallControl:1 actions

Name

Access level

Description

GetFirewallStatus()

Public

This allows knowing if the firewall is active and if pinholgs
can be made through UPnP

AddPinhole() Basic for a non- Basic level access is recommended to create any firewall
wildcarded pinholes as firewall control impacts the security of the logal
InternalPokt network
Admin for‘a Admin level access is recommended to open a firewall
wildcarded pinhole with a wildcarded InternalPort as the pinhole crepted
InternalPort by this action could enable port scans for the specified
destination address
UpdptePinhole() Basic for a non- Basic level access is recommended to update any firewa|ll
wildcarded pinholes as firewall control impacts the security of the logal
InternalPort network
Admin for a Admin level access is recommended to update a firewall
wildcarded pinhole with a wildcarded [nternalPort as the pinhole
InternalPort updated by this action could enable port scans for the
specified destination address
DelgteRirhdle() Basic for a non- Basic level access is recommended to delete any firewal

wildcarded

pinholes as firewall control impacts the security of the logal
network

lnternalPaort

Admin for a
wildcarded
InternalPort

Admin level access is recommended to delete a firewall
pinhole with a wildcarded InternalPort as this level access is
recommended to create this type of pinhole

CheckPinholeWorking()

Basic for a non-

Basic level access is recommended to check that a firewall

wildcarded pinhole is working as firewall control impacts the security of

InternalPort the local network

Admin for a Admin level access is recommended to check that a firewall

wildcarded pinhole with a wildcarded InternalPort is working as this

InternalPort level access is recommended to create this type of pinhole
GetOutboundPinholeTimeout() | Public Information retrieval to allow CP’s to know automatic pinhole

expiration time
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4.4.6 LANHostConfigManagement:1

LANHostConfigManagement:1 is risky service that should be implemented with minimal

features and potentially also be disabled in normal operation, as it is not needed for typical IP
configuration. Also it is recommended that maximum level of security would be applied.

Table 6 — Recommended access levels for LANHostConfigManagement:1 actions

Name Access Description
level
SetDHCPServerConfigurable() | Admin Allows enabling, disabling DHCP configuration — impacts to basic
caottinac f ik nabwaorl Adlnain
tirgs—of-the-retwork——Admir
GetDHCPServerConfigurable() | Public Allows knowing if DHCP server can be configured over UPnR ->
Public
etlPHCPRelay() Admin Allows enabling DHCP relay service, Impacts basic settings of the
network-> Admin
etDHCPRelay() Public Allows knowing if DHCP relay service is active or,not. Informational
action -> Public
SetJubnetMask() Admin Sets used subnet mask - > impacts basi¢-setting of a network ->
Admin
GetbubnetMask() Public Informational action -> Public
etlPRouter() Admin Allows setting routers informationtin DHCP — impacts the network ->
Admin
elgtelPRouter() Admin Allows deleting a router’s information in DHCP — impacts the
network -> Admin
GetlPRoutersList() Public Allows getting infermation of current routers. Informational actior], no
serious threatssas\the information is provided by DHCP -> Public|
SetlhomainName() Admin Impacts basicnetwork settings -> Admin
GetPomainName() Public Information*provided also by DHCP and this is informational actign -
> Publi€
SetAddressRange() Admin This, does impact basic settings of the network -> Admin
GetpddressRange() Public [nformational action->Public
SetlReservedAddress() Admin Allows setting addresses that are not distributed by DHCP. Impag¢ts
basic network settings -> Admin
DeldteReservedAddress() AdnTin Allows removing addresses the list of reserved addresses that are
not distributed by DHCP. Impacts basic network settings -> Admip
GetReservedAddresses() Admin DHCP specific configuration -> Admin
SetlPNSServer() Admin Impacts basic settings of the network->Admin
DelgteDNSServer() Admin Impacts basic settings of the network->Admin
GetDNSServersfy) Public Information distributed by DHCP -> Public
4.4{7 Eayer3Forwarding:1
Table 7 — Recommended access levels for Layer3Forwarding:1 actions

Name Access level Description
SetDefaultConnectionService() | Admin Impacts basic settings of the network->Admin
GetDefaultConnectionService() | Public Informational action ->Public

4.4.8 WANEthernetLinkConfig:1

Table 8 — Recommended access levels for WANEthernetLinkConfig:1 actions

Name

Access level Description

GetEthernetLinkStatus()

Public Informational action ->Public

© ISO/IEC 2017 — All rights reserved
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