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INFORMATION TECHNOLOGY -
UPNP DEVICE ARCHITECTURE -

Part 1: UPnP Device Architecture Version 1.0

FOREWORD

1) 1SO (International Organization for Standardization) and IEC (International Electrotechnical Commission) form the
specialized system for worldwide standardization. National bodies that are members of ISO or IEC participate in
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amage or other damage of any natlire whatsoever, whether direct or indirect, or for costs (including leg3

acvelopment Or Imternational standards. Trnelr preparation IS erntrusied 1o techricdl COMmImnniees, dny 19
C member body interested in the subject dealt with may participate in this preparatory work. Intern|
vernmental and non-governmental organizations liaising with ISO and IEC also participate in this preparg

the field of information technology, ISO and IEC have established a joint technical committee, ISO/IEC
aft International Standards adopted by the joint technical committee are circulated to national-bodies for
hiblication as an International Standard requires approval by at least 75 % of the national bodies casting 4

e formal decisions or agreements of IEC and ISO on technical matters express;as nearly as possi
ernational consensus of opinion on the relevant subjects since each technical committee has represe
bm all interested IEC and ISO member bodies.

C, ISO and ISO/IEC publications have the form of recommendations for-international use and are ac

IEC and ISO member bodies in that sense. While all reasonable~efforts are made to ensure th
chnical content of IEC, ISO and ISO/IEC publications is accurate, |EC-or ISO cannot be held responsi
e way in which they are used or for any misinterpretation by any end user.

order to promote international uniformity, IEC and ISO member bodies undertake to apply IEC, I
O/IEC publications transparently to the maximum extent possible in their national and regional public
hy divergence between any ISO/IEC publication and«the corresponding national or regional publ
ould be clearly indicated in the latter.

O and IEC provide no marking procedure to indicate their approval and cannot be rendered responsi
y equipment declared to be in conformity with an.[SO/IEC publication.

| users should ensure that they have the latest edition of this publication.

b liability shall attach to IEC or ISO orits directors, employees, servants or agents including individual €
d members of their technical committees and IEC or ISO member bodies for any personal injury, p

d expenses arising out of the-publication of, use of, or reliance upon, this ISO/IEC publication or any oth
O or ISO/IEC publications.

tention is drawn to thésnormative references cited in this publication. Use of the referenced publicat
dispensable for the ¢orrect application of this publication.

tention is drawn'to«the possibility that some of the elements of this International Standard may be the suf
tent rights. J80O\and IEC shall not be held responsible for identifying any or all such patent rights.
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This International Standard replaces ISO/IEC 29341-1, first edition, published in 2008, and
constitutes a technical revision.

The list of all currently available parts of the ISO/IEC 29341 series, under the general title
Information technology — UPnP device architecture, can be found on the IEC web site.

This International Standard has been approved by vote of the member bodies, and the voting
results may be obtained from the address given on the second title page.

1 UPnP Forum Steering committee, UPnP Forum, 3855 SW 153" Drive, Beaverton, Oregon 97006 USA. See also
“Introduction”.
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IMPORTANT - The “colour inside” logo on the cover page of this publication indicates
that it contains colours which are considered to be useful for the correct understanding
of its contents. Users should therefore print this publication using a colour printer.
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Introduction
What is UPnP™1 Technology?

UPnP™ technology defines an architecture for pervasive peer-to-peer network connectivity of
intelligent appliances, wireless devices, and PCs of all form factors. It is designed to bring
easy-to-use, flexible, standards-based connectivity to ad-hoc or unmanaged networks whether
in the home, in a small business, public spaces, or attached to the Internet. UPnP technology
provides a distributed, open networking architecture that leverages TCP/IP and the Web
technologies to enable seamless proximity networking in addition to control and data transfer
among networked devices.

The UPnP Device Architecture (UDA) is more than just a simple extension of the plud; and
play peripheral model. It is designed to support zero-configuration, "invisible" networking, and
autoratic discovery for a breadth of device categories from a wide range of vendors) This
mear]s a device can dynamically join a network, obtain an IP address, convey its capabifities,
and learn about the presence and capabilities of other devices. Finally, a device can leave a
network smoothly and automatically without leaving any unwanted state behind.

The {echnologies leveraged in the UPnP architecture include Internet protocols such as IP,
TCP,|UDP, HTTP, and XML. Like the Internet, contracts are based’on/wire protocols that are
decldrative, expressed in XML, and communicated via HTTP. Using internet protocolq is a
stronp choice for UDA because of its proven ability to span different physical media, to epable
real Wworld multiple-vendor interoperation, and to achieve synergy with the Internet and many
homg and office intranets. The UPnP architecture has been explicitly designgd to
accoifnmodate these environments. Further, via bridgings UDA accommodates media ruhning
non-lP protocols when cost, technology, or legacy prévents the media or devices attached to
it from running IP.

What] is "universal" about UPnP technology? No device drivers; common protocols are|used
instead. UPnP networking is media independent. UPnP devices can be implemented pusing
any {rogramming language, and on any @perating system. The UPnP architecture does not
specify or constrain the design of an APFfor applications; OS vendors may create API$ that
suit their customers’ needs.

UPNRP™ Forum

The UPnP Forum is an industry initiative designed to enable easy and robust connegtivity
amor|g stand-alone devices.and PCs from many different vendors. The UPnP Forum segks to
develop standards for_describing device protocols and XML-based device schemas fqr the
purpgse of enabling,device-to-device interoperability in a scalable networked environment.

The UPnP Implementers Corporation (UIC) is comprised of UPnP Forum member comp
acrods many jiadustries who promote the adoption of uniform technical device interconnegtivity
standards and-testing and certifying of these devices. The UIC develops and administes the
testing and- certification process, administers the UPnP logo program, and provides
information to UIC members and other interested parties regarding the certification of
device e fication—pre is-6p - dor-who—i B
UPnP Forum and UIC, has paid the UIC dues, and has devices that support UPnP
functionality. For more information, see http://www.upnp-ic.org.

n - O cl V—V O

The UPnP Forum has set up working committees in specific areas of domain expertise. These
working committees are charged with creating proposed device standards, building sample
implementations, and building appropriate test suites. This document indicates specific
technical decisions that are the purview of UPnP Forum working committees.

UPnP vendors can build compliant devices with confidence of interoperability and benefits of
shared intellectual property and the logo program. Separate from the logo program, vendors
may also build devices that adhere to the UPnP Device Architecture defined herein without a

1 UPnP™ is a certification mark of the UPnP™ Implementers Corporation.
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formal standards procedure. If vendors build non-standard devices, they determine technical
decisions that would otherwise be determined by a UPnP Forum working committee.

In this document

The UPnP Device Architecture (formerly known as the DCP Framework) contained herein
defines the protocols for communication between controllers, or control points, and devices.
For discovery, description, control, eventing, and presentation, the UPnP Device Architecture
uses the following protocol stack (the indicated colors and type styles are used throughout
this document to indicate where each protocol element is defined):

LUPnP vendar [Inurlnlp_ifnlih]

UPnP Forum [red-italic]

UPNnP Device Architecture [green-bold]

SSDP [blue SOAP [blue] |GENA [navy-beld]

HTTPMU (multicast) [black] HTTPU (unicast) [black] |[HTTP [black] [HTTP~[biack]

UDP [black] TCP [black]

IP [black]
At the highest layer, messages logically contain only UPnP:vendor-specific information gbout
their devices. Moving down the stack, vendor content is,stpplemented by information dgfined
by UPnP Forum working committees. Messages from~the layers above are hosted in PnP-
specific protocols such as the Simple Service Discovery Protocol (SSDP) and the Ggneral
Evenl Notification Architecture (GENA) defined\in this document, and others thaf are
referénced. The above messages are deliveredwia HTTP, either a multicast or unicast variety
runnipng over UDP, or the standard HTTP runfing over TCP. Ultimately, all messages gbove
are delivered over IP. The remaining clatses of this document describe the contenf and
format for each of these protocol layers-in detail. For reference, colors in [square bragkets]
above indicate which protocol definés specific message components throughout| this
document.

Two |general classifications ofcdevices are defined by the UPnP architecture: contfolled
devidges (or simply “devices”); and control points. A controlled device functions in the rol¢ of a
servgr, responding to requests from control points. Both control points and controlled dgvices
can e implemented on.@ variety of platforms including personal computers and embgdded
systems. Multiple devices, control points, or both may be operational on the same neftwork
endppint simultaneously.

The fpundationifor UPnP networking is IP addressing. Each device must have a Dynamig Host
Configuration. Protocol (DHCP) client and search for a DHCP server when the device i$ first
conngected 1o the network. If a DHCP server is available, i.e., the network is managed, the
device ¢must use the IP address assigned to it. If no DHCP server is available, i.e|, the
netwarkis unmanaged, the device must use Auto IP to get an address. In brief Auto IP
defines how a device intelligently chooses an IP address from a set of reserved addresses
and is able to move easily between managed and unmanaged networks. If during the DHCP
transaction, the device obtains a domain name, e.g., through a DNS server or via DNS
forwarding, the device should use that name in subsequent network operations; otherwise, the
device should use its IP address.

Given an IP address, Step 1 in UPnP networking is discovery. When a device is added to the
network, the UPnP discovery protocol allows that device to advertise its services to control
points on the network. Similarly, when a control point is added to the network, the UPnP
discovery protocol allows that control point to search for devices of interest on the network.
The fundamental exchange in both cases is a discovery message containing a few, essential
specifics about the device or one of its services, e.g., its type, identifier, and a pointer to more
detailed information. The clause on Discovery below explains how devices advertise, how
control points search, and details of the format of discovery messages.
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Step 2 in UPnP networking is description. After a control point has discovered a device, the
control point still knows very little about the device. For the control point to learn more about
the device and its capabilities, or to interact with the device, the control point must retrieve
the device's description from the URL provided by the device in the discovery message.
Devices may contain other, logical devices, as well as functional units, or services. The UPnP
description for a device is expressed in XML and includes vendor-specific, manufacturer
information like the model name and number, serial humber, manufacturer name, URLs to
vendor-specific Web sites, etc. The description also includes a list of any embedded devices
or services, as well as URLs for control, eventing, and presentation. For each service, the
description includes a list of the commands, or actions, the service responds to, and
parameters or arguments for each action; the descrlptlon for a serV|ce also includes a list of

devige, the control point can send actions to a device's service. To do this)\a control [point
send$ a suitable control message to the control URL for the service (pravided in the device
descliption). Control messages are also expressed in XML using the Simple Object A¢cess
Protgcol (SOAP). Like function calls, in response to the control messag€, the service rgturns
any gction-specific values. The effects of the action, if any, are moedeled by changes in the
variaples that describe the run-time state of the service. The clause.on Control below explains
the dpscription of actions, state variables, and the format of contrel messages.

Step |4 in UPnP networking is eventing. A UPnP description for a service includes a list of
actiops the service responds to and a list of variables{hat model the state of the service at
run tme. The service publishes updates when thesé variables change, and a control |point
may pubscribe to receive this information. The service publishes updates by sending pvent
messjages. Event messages contain the names of\one of more state variables and the cdirrent
valug of those variables. These messages are,also expressed in XML. A special initial pvent
messfage is sent when a control point first subscribes; this event message contains the names
and values for all evented variables and. allows the subscriber to initialize its model gf the
state|of the service. To support scenarios with multiple control points, eventing is designed to
keep| all control points equally informed about the effects of any action. Thereforg, all
subsgribers are sent all event messages, subscribers receive event messages for all evented
variaples that have changed, and-event messages are sent no matter why the state vafiable
changed (either in response\to a requested action or because the state the service is
modgling changed). The clause on Eventing below explains subscription and the format of
even{ messages.

Step[5 in UPnP networking is presentation. If a device has a URL for presentation, thegn the
contrpl point can retrieve a page from this URL, load the page into a browser, and depehding
on the capabilities” of the page, allow a user to control the device and/or view device sfatus.
The degree t0 Which each of these can be accomplished depends on the specific capablilities
of the presentation page and device. The clause on Presentation below explains the pratocol
for rgtrieving a presentation page.

Audience

The audience for this document includes UPnP device vendors, members of UPnP Forum
working committees, and anyone else who has a need to understanding the technical details
of UPnP protocols.

This document assumes the reader is familiar with the HTTP, TCP, UDP, IP family of
protocols; this document makes no attempt to explain them. This document also assumes
most readers will be new to XML, and while it is not an XML tutorial, XML-related issues are
addressed in detail given the centrality of XML to the UPnP device architecture. This
document makes no assumptions about the reader's understanding of various programming or
scripting languages.

Required vs. recommended


https://iecnorm.com/api/?name=05303c1e8eb563bcb557a816f3b083da

—6 — 29341-1 © ISO/IEC:201

1(E)

In this document, features are described as Required, Recommended, or Optional as follows:

Required (or Must or Shall).

These basic features must be implemented to comply with the UPnP Device Architecture.

The phrases “must not” and “shall not”
performed means the implementation is not in compliance.

Recommended (or Should).

indicate behavior that is prohibited that if

These features add functionality supported by the UPnP Device Architecture and should
be |mplemented Recommended features take advantage of the capabllmes of the UPnP

A hat for
cmphance testing, |f a recommended feature is |mplemented |t must meet the spegified
rgquirements to be in compliance with these guidelines. Some recommended, fedtures
could become requirements in the future. The phrase “should not” indicates behaviof that
is| permitted but not recommended.

Optignal (or May).
These features are neither required nor recommended by the UPnP Device Architeg¢ture,
but if the feature is implemented, it must meet the specified requirements to pe in
compliance with these guidelines. These features are not likely.torbecome requiremepts in
the future.
Acropyms
Acrohym Meaning Acrofiym Meaning
ARP Address Resolution Protocol SOAP Simple Object Access Protocol
CP Control Point SSDP Simple Service Discovery Protoco
DCP Device Control Protocol UDA UPnP™ Device Architecture
DHCH Dynamic Host Configuration Protocal uprPC Universal Product Code
DNS Domain Name System URI Uniform Resource ldentifier
GENA General Event Notification‘Architecture URL Uniform Resource Locator
HTMU HyperText Markup Language URN Uniform Resource Name
HTTP Hypertext Transfer Protocol UulID Universally Unique ldentifier
HTTPMU HTTP (Multicast over UDP) XML Extensible Markup Language
HTTPU HTTP(Unicast over UDP)
Refefences*and resources
RFC 2et6—HHHypertextT+ansterProtocol - 3—<httprFFwmwwietforgrricrfe2646-txt

RFC 2279 — UTF-8, a transformation format of ISO 10646 (character encoding).
<http://www.ietf.org/rfc/rfc2279.txt>.

XML — Extensible Markup Language. W3C recommendation. <http://www.w3.0rg/TR/2000/REC-
xml-20001006>.

Each clause in this document contains additional information about resources for specific
topics.
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0 Addressing

Addressing is Step 0 of UPnP™ networking. Through addressing, devices get a network
address. Addressing enables discovery (Step 1) where control points find interesting device(s),
description (Step 2) where where control points learn about device capabilities, control (Step
3) where a control point sends commands to device(s), eventing (Step 4) where control points
listen to state changes in device(s), and presentation (Step 5) where control points display a
user interface for device(s).

The foundation for UPnP networking is IP addressing. Each UPnP device which does not itself
implement a DHCP server must have a Dynamic Host Configuration Protocol (DHCP) client
and search for a DHCP server when the device is first connected to the network (if the device
itself{implements a DHCP server, it may allocate itself an address from the poolthat it
contrpls). If a DHCP server is available, i.e., the network is managed, the device mustwge the
IP address assigned to it. If no DHCP server is available, i.e., the network is unmanaged; the
devige must use automatic IP addressing (Auto-IP) to obtain an address.

AutoqIP as defined herein is how a device: (a) determines if DHCP is unavailable, ard (b)
intelligently chooses an IP address from a set of link-local IP addresses. This methpd of
addrgss assignment enables a device to easily move between managed and unmarnaged
networks.

This flause provides a definition of the operation of Auto-IP. The)operations described ip this
clausle are detailed and clarified in the reference documents’listed below. Where conflicts
betwegen this document and the reference documents exist, the reference document ajways
takeq precedence.

0.1 | Addressing: Determining whether to use Auto-IP

A deyice that supports Auto-IP and is configured-for dynamic address assignment begips by
requgsting an IP address via DHCP by sending’out a DHCPDISCOVER message. The amount
of tinpe this DHCP Client should listen for PHCPOFFERs is implementation dependen{. If a
DHCPOFFER is received during this time,*the device must continue the process of dypamic
addrgss assignment. If no valid DHCPOFFERs are received, the device may then |auto-
configure an IP address.

0.2 | Addressing: Choosing-an-address

To ayto-configure an IP address using Auto-IP, the device uses an implementation-depepdent
algor|thm for choosing an~address in the 169.254/16 range. The first and last 256 addrg¢sses
in this range are resefved and must not be used.

The gelected addréss must then be tested to determine if the address is already in use. |If the
addrgss is in_use by another device, another address must be chosen and tested, up [to an
implgmentation’ dependent number of retries. The address selection should be randomiZzed to
avoid colliston when multiple devices are attempting to allocate addresses. It is recommgnded
that the  device choose an address using a pseudo-random algorithm (distributed ovqgr the
entire_address range from 169.254.1.0 to 169.254.254.255) to minimize the likelihood that
devices that join the network at the same time will choose the same address and
subsequently choose alternative addresses in the same sequence when collisions are
detected. This pseudo-random algorithm may be seeded using the device's Ethernet
hardware MAC address.

0.3 Addressing: Testing the address

To test the chosen address, the device must use an Address Resolution Protocol (ARP) probe.
An ARP probe is an ARP request with the device hardware address used as the sender's
hardware address and the sender's IP address set to 0s. The device will then listen for
responses to the ARP probe, or other ARP probes for the same IP address. If either of these
ARP packets is seen, the device must consider the address in use and try a different address.
The ARP probe may be repeated for greater certainty that the address is not already in use; it
is recommended that the probe be sent four times at two-second intervals.
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After successfully configuring a link-local address, the device should send two gratuitous
ARPs, spaced two seconds apart, this time filling in the sender IP address. The purpose of
these gratuitous ARPs is to make sure that other hosts on the net do not have stale ARP
cache entries left over from some other host that may previously have been using the same
address.

Devices that are equipped with persistent storage may record the IP address they have
selected and on the next boot use that address as their first candidate when probing, in order
to increase the stability of addresses and reduce the need to resolve address conflicts.

Address collision detection should not be limited to the address testing phase, when the
device_is_sending ARP probes and listening for replies. Address collision detection is an
ongo|ng process that is in effect for as long as the device is using a link-local addressy At any
time,|if a device receives an ARP packet with its own IP address given as the_,sender IP
addrgss, but a sender hardware address that does not match its own hardware address) then
the dpvice should treat this as an address collision and should respond as described in gither
a) or[b) below:

a) Immediately configure a new link-local IP address as described above)ot,

b) Iffthe device currently has active TCP connections or other reasonsto prefer to keep the
same IP address, and has not seen any other conflicting ARP packets recently |(e.g.,
wjthin the last ten seconds) then it may elect to attempt to~defend its address onde, by
gcording the time that the conflicting ARP packet was received, and then broadcasting
one single gratuitous ARP, giving its own IP and hardware addresses as the spurce
afldresses of the ARP. However, if another conflicting) ARP packet is received within a
short time after that (e.g., within ten seconds)-then the device should immedjately
configure a new Auto-IP address as described above.

—_

The device should respond to conflicting ARP packets as described in either a) or b) abqve; it
should not ignore conflicting ARP packets. To switch over from one IP address to a new one,
the device should, if possible, cancel any autstanding advertisements made on the previous
addrgss, and must issue new advertisements on the new address. The clause on Discpvery
explgins advertisements and their cancellations.

After|successfully configuring an Auto-IP address, all subsequent ARP packets (repligs as
well jas requests) containing an Auto-IP source address should be sent using linkjlevel
broadcast instead of link-level(_unicast, in order to facilitate timely detection of duplicate
addrgsses. As an alternative, a device which cannot send broadcast ARP replies should|send
a unicast ARP reply but.then neglect to follow the instructions in RFC 826 about recqrding
sender information fronireceived ARP requests. This means that, having failed to recond the
sender information, the’ device is likely to send a broadcast ARP request of its own shortly
later,| which allows “ahother device using the same IP address to detect the conflicf and
respgnd to it.

IP pgckets_whose source or destination addresses are in the 169.254/16 range must njot be
sent fo anyrouter for forwarding. IP datagrams with a multicast destination address ampd an
Auto{IP\Source address should not be forwarded off the local link. Devices and control points

ot Hi1c0- 20471146 A ' ' Al Lol PPN H +l hakl Th
may SouTntc irat Al LUJ. J5%71LU UTOUITAlIUTIT AUUTTOoOoT o AT UITTITIR Alrfu uirfcully 1Caciiavuic. e

169.254/16 address range MUST NOT be subnetted.

0.4 Addressing: Periodic checking for dynamic address availability

A device that has auto-configured an IP address must periodically check for the existence of a
DHCP server. This is accomplished by sending DHCPDISCOVER messages. How often this
check is made is implementation dependent, but checking every 5 minutes would maintain a
balance between network bandwidth required and connectivity maintenance. If a
DHCPOFFER is received, the device must proceed with dynamic address allocation. Once a
DHCP assigned address is in place, the device may release the auto-configured address, but
may also choose to maintain this address for a period of time (or indefinitely) to maintain
connectivity.
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To switch over from one IP address to a new one, the device should, if possible, cancel any
outstanding advertisements made on the previous address, and must issue new
advertisements on the new address. The clause on Discovery explains advertisements and
their cancellations.

0.5 Addressing: Device naming and DNS interaction

Once a device has a valid IP address for the network, it can be located and referenced on that
network through that address. There may be situations where the end user needs to locate
and identify a device. In these situations, a friendly name for the device is much easier for a
human to use than an IP address. If a UPnP device chooses to provide a host name to a
DHCP_server and register with a DNS server, the device should either ensure the requested
host jname is unique or provide a means for the user to change the requested host rame.
Most| often, UPnP devices do not provide a host name, but provide URLs using |iteral
(numegric) IP addresses.

Morepver, names are much more static than IP addresses. Clients referring arxdevice by hame
don't| require any modification when the IP address of a device changes.<Mapping qf the
device's DNS name to its IP address could be entered into DNS database manually or
dynapically according to RFC 2136. While devices supporting dynamic DNS update$ can
register their DNS records directly in DNS, it is also possible to configure a DHCP seryer to
register DNS records on behalf of these DHCP clients.

0.6 | Addressing: Name to IP address resolution

A deyice that needs to contact another device identified-by-a DNS name needs to discoVer its
IP address. The device submits a DNS query according to RFC1034 and 1035 to thg pre-
configured DNS server(s) and receives a response from a DNS server containing the IP
addrgss of the target device. A device can be statically pre-configured with the list of| DNS
servgrs. Alternatively a device could be configured with the list of DNS server through DHCP,
or affer the address assignment through a DHEPINFORM message.

0.7 | Addressing references
RFC1034 — Domain Names - Concepts and Facilities. <http://www.ietf.org/rfc/rfc1034.txt>.

RFC1035 — Domain Names - Impltementation and Specification.
<httpy]//www.ietf.org/rfc/rfc1035txt>.

RFC P131 — Dynamic Hast ‘Configuration Protocol. <http://www.ietf.org/rfc/rfc2131.txt>.

RFC R136 — Dynamtic-Updates in the Domain Name System.
<httpyl//www.ietf.org/Arfc/rfc2136.txt>.
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1 Discovery

Discovery is Step 1 in UPnP™ networking. Discovery comes after addressing (Step 0) where
devices get a network address. Through discovery, control points find interesting device(s).
Discovery enables description (Step 2) where control points learn about device capabilities,
control (Step 3) where a control point sends commands to device(s), eventing (Step 4) where
control points listen to state changes in device(s), and presentation (Step 5) where control
points display a user interface for device(s).

Discovery is the first step in UPnP networking. When a device is added to the network, the
UPnP dlscovery protocol allows that deV|ce to advertise its services to control pomts on the
] ] tocol
allowp that control point to search for deV|ces of interest on the network. The fundarr ental
exch@nge in both cases is a discovery message containing a few, essential specifics about
the device or one of its services, e.g., its type, universally unique identifier, andfa pointer to
more|detailed information.

adwertize
. r————— | .
control point { /] ot root dewiced
advertize Lo ————
- sefwice
T
g
= adwertize
E |- .
= dewice
el
control point 2 - .
advertize senice
=
=
trol point ¥ E
control poin J— £
E
= | root dewvice?
el
sepwice
el
responses (unicast)
dewice
sepwice

When a new device is added to the network, it multicasts a number of discovery messages
advertising itself, its embedded devices, and its services. Any interested control point can
listen to the standard multicast address for notifications that new capabilities are available.

Similarly, when a new control point is added to the network, it multicasts a discovery message
searching for interesting devices, services, or both. All devices must listen to the standard
multicast address for these messages and must respond if any of their embedded devices or
services match the search criteria in the discovery message.
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To reiterate, a control point may learn of a device of interest because that device sent
discovery messages advertising itself or because the device responded to a discovery
message searching for devices. In either case, if a control point is interested in a device and
wants to learn more about it, the control point uses the information in the discovery message
to send a description query message. The clause on Description explains description
messages in detalil.

When a device is removed from the network, it should, if possible, multicast a number of
discovery messages revoking its earlier announcements, effectively declaring that its
embedded devices and services will no longer be available. When the IP address of a device
is changed, it should revoke any earlier announcements and advertise using the new IP
address

For devices and control points that have multiple network interfaces, UPnP advertisements
and gsearches should be sent on all network interfaces enabled for UPnP netwarking. [Each
adveftisement or search must specify an address in the LOCATION header that. is reachable
on thpt interface

To limit network congestion, the time-to-live (TTL) of each IP packeb\for each multicast
messfage should default to 4 and should be configurable. When the TTL is greater than 1, it is
possiple for multicast messages to traverse multiple routers; therefore control pointg and
devides using non-AutolP addresses must send an IGMP Join m€sSage so that routens will
forwgrd multicast messages to them (this is not necessary when'using an Auto-IP address,
since| packets with Auto-IP addresses will not be forwarded by Touters).

Discqvery plays an important role in the interoperability, of devices and control points using
differpnt versions of UPnP networking. The UPnP Device Architecture (defined herejn) is
versipned with both a major and a minor version, usually written as major.minor, whereg both
majof and minor are integers (for example, version 2.10 [two dot ten] is newer than vgrsion
2.2 [two dot two]). Advances in minor versions must be a compatible superset of earlier minor
versipns of the same major version. Advanées in major version are not required {o be
supefsets of earlier versions and are not guaranteed to be backward compatible. V@rsion
information is communicated in discovery and description messages. In the former, |each
discojvery message includes the version of UPnP networking that the device supports (in the
SERYER header); the version of device and service types supported is also includpd in
relevant discovery messages. Asa backup, the latter also includes the same information| This
clause explains the format <efo version information in discovery messages and specific
requifements on discovery\_messages to maintain compatibility with advances in minor
versipns.

The lemainder of this\clause explains the UPnP discovery protocol known as SSDP (Sjmple
Service Discovery, Protocol) in detail, enumerating how devices advertise and revoke| their
adveftisements.aswell as how control points search and devices respond.

1.1 | Discovery: Advertisement

When ardevice is added to the network, the device advertises its services to control points. It
does| “this by multicasting discovery messages to a standard address and| port
(239.255.255.250:1900). Control points listen to this port to detect when new capabilities are
available on the network. To advertise the full extent of its capabilities, a device multicasts a
number of discovery messages corresponding to each of its embedded devices and services.
Each message contains information specific to the embedded device (or service) as well as
information about its enclosing device. Messages should include duration until the
advertisements expire; if the device remains available, the advertisements should be re-sent
(with new duration). If the device becomes unavailable, the device should explicitly cancel its
advertisements, but if the device is unable to do this, the advertisements will expire on their
own.

1.1.1 Discovery: Advertisement protocols and standards

To send (and receive) advertisements, devices (and control points) use the following subset
of the overall UPnP protocol stack. (The overall UPnP protocol stack is listed at the beginning
of this document.)
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UPnP vendor [purple]
UPnP Forum [red

UPNnP Device Architecture [green]

SSDP [blue]
HTTPMU (multicast) [black]
UDP [black]

IP [black]
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specific headers and values in discovery messages listed below.

1.1.2

Wher
devid
majo

QD

a)
b) a

c) a
S6

d) a
To ad

b highest layer, discovery messages contain vendor-specific information, e.g.,NUR
evice description and device identifier. Moving down the stack, vendoryconte
emented by information from a UPnP Forum working committee, e.g.) d€vice
ages from the layers above are hosted in UPnP-specific protocols,ndefined in
ment. In turn, the above messages are delivered via a multicast \wariant of

ded using additional methods and headers. The HTTP messages are-delivered via
IP. For reference, colors in [square brackets] above indicate.which protocol d¢

Discovery: Advertisement: Device available -- NOTIFY/'with ssdp:alive
a device is added to the network, it multicasts discovery“messages to advertise it
e, any embedded devices, and any services. Eachdiscovery message containg
components:
potential search target (e.g., device type), sentin an NT (Notification Type) header,
composite identifier for the advertisement,‘sent in a USN (Unique Service Name) h

URL for more information about the device (or enclosing device in the case of a ser
ent in a LOCATION header, and

duration for which the advertisement is valid, sent in a CACHE-CONTROL header.

e Three discovery messages)for the root device.
NT USN a
1 |Upnp:rootdevice uuid:device-UUID::upnp:rootdevice
2 |duid:device-Gutp b uuid:device-UUID (for root device UUID)
uuid:device-UUID::urn:schemas-upnp-
3 yrn:schemas-upnp-org:device:deviceType:v or org:device:deviceType:v (of root device) or
yrnidomain-name:device:deviceType:v uuid:device-UUID::urn:domain-
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vice),

vertise its capabilities, a deviceymulticasts a number of discovery messages. Specifically,
a roof device must multicast:

Bamardan L2 X Toinasyy
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a Note that the prefix of the USN header (before the double colon) must match the value of the UDN element

in the device description. (The clause on Description explains the UDN element.)

b Note that the value of this NT header must match the value of the UDN element in the device description.
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e Two discovery messages for each embedded device.
NT UsSNa
1 |uuid:device-UuUID b uuid:device-UUID

uuid:device-UUID::urn:schemas-upnp-
org:device:deviceType:v or uuid:device-
UUID::urn:domain-name:device:deviceType:v

urn:schemas-upnp-org:device:deviceType:v or
urn:domain-name:device:deviceType:v

a Note that the prefix of the USN header (before the double colon) must match the value of the UDN element
in the device description. (The clause on Description explains the UDN element.)

b

P DAY RrY) ! oo AT o ol " bealo—ilo } PTG T~ G | PRIy -l : } v
Notethat e varte o ST neateTmMustmatrc e vartte o e oo erementr M teaeviceaescrHptpn.

e Once for each service type in each device.

NT USN &
uuid:device-UUID::urn:schemés-upnp-
org:service:serviceTypewvjor uuid:device-
UUID::urn:domain-nameéiservice:serviceType:v

yrn:schemas-upnp-org:service:serviceType:v or
yrn:domain-name:service:serviceType:v

a [Note that the prefix of the USN header (before the double colon) mustymatch the value of the UDN element
in the device description. (The clause on Description explains the UDN element.)

If a rpot device has d embedded devices and s embedded services but only k distinct se¢rvice
types, this works out to 3+2d+k requests. If a particular device or embedded device contains
multiple instances of a particular service type, itsis“only necessary to advertise the sgrvice
type pnce (rather than once for each instance).cThis advertises the full extent of the device's
capabilities to interested control points. These messages must be sent out as a serieg with
roughly comparable expiration times; ordér  is unimportant, but refreshing or cangeling
individual messages is prohibited.

Updated UPnP device and service types are required to be fully backward compatiblg with
previpus versions of the same typei-Devices must advertise the highest supported versjon of
each|supported type. For example, if a device supports version 2 of the “Audio” service, it
would advertise only version."2,”even though it also supports version 1. Control points that
suppprt a given version of a-device or service are able to also interact with higher vensions
becalise of this backward compatibility requirement, but only using the functionality that was
defingd in the lower version. For example, if a control point supports only version “1” ¢f the
“Audio” service, and adevice advertises that it supports version “2” of the “Audio” service, the
contrpl point should recognize and be able to use the device.

Choosing an ‘appropriate duration for advertisements is a balance between mininfizing
network traffic and maximizing freshness of device status. Relatively short durations cldse to
the minimum of 1800 seconds will ensure that control points have current device status at the
expensevof additional network traffic; longer durations, say on the order of a day, compromise
freshness of device status but can significantly reduce network traffic. Generally, device
vendors should choose a value that corresponds to expected device usage: short durations
for devices that are expected to be part of the network for short periods of time, and
significantly longer durations for devices expected to be long-term members of the network.
Devices that frequently connect to and leave the network (such as mobile wireless devices)
should use a shorter duration so that control points have a more accurate view of their
availability. Advertisements in the initial set should have comparable durations and the entire
set should be sent as quickly as possible. Subsequent refreshments of the advertisements
may be spread over time rather than being sent as a group.

Devices should wait a random interval less than 100 milliseconds before sending an initial set
of advertisements in order to reduce the likelihood of network storms; this random interval
should also be applied on occasions where the device obtains a new IP address or a new
network interface is installed.
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Due to the unreliable nature of UDP, devices should send each of the above discovery
messages more than once, although to avoid network congestion discovery messages should
not be sent more than three times. In addition, the device must re-send its advertisements
periodically prior to expiration of the duration specified in the CACHE-CONTROL header; it is
recommended that such refreshing of advertisements be done at a randomly-distributed
interval of less than one-half of the advertisement expiration time, so as to provide the
opportunity for recovery from lost advertisements before the advertisement expires, and to
distribute over time the advertisement refreshment of multiple devices on the network in order
to avoid spikes in network traffic. Note that UDP packets are also bounded in length (perhaps
as small as 512 Bytes in some implementations); each discovery message must fit entirely in

a single UDP packet. There is no guarantee that the above 3+2d+k messages will arrive in a
parti war order

When a device is added to the network, it must send a multicast request with method NQTIFY
and gsdp:alive in the NTS header in the following format. Values in italics are placehqlders
for agtual values.

TIFY * HTTP/1.1

ST: 239.255.255.250:1900

CHE-CONTROL: max-age = seconds until advertisement expires
CATION: URL for UPnP description for root device

NT: search target

NTS: ssdp:alive

SERVER: 0S/version UPnP/1.0 product/version

U$N: advertisement UUID

O Z

(No hody for request with method NOTIFY, but note that.the message must have a blank line
following the last HTTP header.)

The TTL for the IP packet should default to 4 and\should be configurable.

Liste¢l below are details for the request line.and headers appearing in the listing abovg. All
headgr values are case sensitive except where noted.

Request line

NOTIF)Y
MEthod for sending notifications and €vents.

Py

pquest applies generally anchnot to a specific resource. Must be *.

HTTP/1.1
HITP version.

Headers

HOST
Required. ) Multicast channel and port reserved for SSDP by Internet Assigned Numbers Authority (IANA). Must be
239.255.255.250:1900. If the port number (“:1900") is omitted, the receiver should assume the default SSDP port nufnber of
1900

CACHE-CONTROL
Required. Must have max-age directive that specifies number of seconds the advertisement is valid. After this duration,
control points should assume the device (or service) is no longer available. Should be greater than or equal to 1800
seconds (30 minutes). Specified by UPnP vendor. Integer.

LOCATION
Required. Contains a URL to the UPnP description of the root device. Normally the host portion contains a literal IP
address rather than a domain name in unmanaged networks. Specified by UPnP vendor. Single URL.

NT
Required. Notification Type. Must be one of the following. (cf. table above.) Single URI.

upnp:rootdevice
Sent once for root device.

uuid:device-UUID
Sent once for each device, root or embedded. Device UUID specified by UPnP vendor.
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urn:schemas-upnp-org:device:deviceType:v
Sent once for each device, root or embedded. Device type and version defined by UPnP Forum working
committee. Specifies the highest supported version of the device type.

urn:schemas-upnp-org:service:serviceType:v
Sent once for each service. Service type and version defined by UPnP Forum working committee. Specifies the
highest supported version of the service type.

urn:domain-name:device:deviceType:v
Sent once for each device, root or embedded. Domain name, device type and version defined by UPnP vendor.
Specifies the highest supported version of the device type. Period characters in the domain name must be
replaced with hyphens in accordance with RFC 2141.

urn:domain-name:service:serviceType:v
SENTONCE 0 eaciT SETVITE. DOoMmalT Tame, Service ype and Version oefimed by UPTPvendor.Specifies the
highest supported version of the service type. Period characters in the domain name must be replacgd with
hyphens in accordance with RFC 2141.

NTS

Py

pquired. Notification Sub Type. Must be ssdp:alive. Single URI.

SERVHER
pquired. Concatenation of OS name, OS version, UPnP/1.0, product name, and produgt ‘version. Specified by UPnP
vgndor. String. Must accurately reflect the version number of the UPnP Device Architectureé supported by the [device.
bntrol points must be prepared to accept a higher minor version number than the centrol point itself implements. For
ample, control points implementing UDA version 1.0 will be able to interoperate with{devices implementing UDA ersion
I

Py

kOO0

USN
pquired. Unique Service Name. Identifies a unigue instance of a device orservice. Must be one of the following. (¢f. table
ove.) The prefix (before the double colon) must match the value of the/UDN element in the device descriptiop. (The
clause on Description explains the UDN element.) Single URI.

L 0

uuid:device-UUID::upnp:rootdevice
Sent once for root device. Device UUID specified by UPNnP vendor.

uuid:device-UUID
Sent once for every device, root or embeddéd:Device UUID specified by UPnP vendor.

uuid:device-UUID::urn:schemas-upnp-org:dévice:deviceType:v
Sent once for every device, root or embedded. Device UUID specified by UPnP vendor. Device type and jersion
defined by UPnP Forum working committee. Specifies the highest supported version of the device type.

uuid:device-UUID::urn:schemas-uphp-org:service:serviceType:v
Sent once for every services Device UUID specified by UPnP vendor. Service type and version defined by UPnP
Forum working committee! Specifies the highest support version of the service type.

uuid:device-UUID::urntdamain-name:device:deviceType:v
Sent once for every device, root or embedded. Device UUID, domain name, device type and version deflned by
UPNP vendor. Specifies the highest supported version of the device type. Period characters in the domaif name
must be replaced by hyphens in accordance with RFC 2141.

uuid:deyieesUUID::urn:domain-name:service:serviceType:v
Sent‘once for service. Device UUID, domain name, service type and version defined by UPnP vendor. Specifies
the highest supported version of the device type. Period characters in the domain name must be repldced by
hyphens in accordance with RFC 2141.

N £ + +Ela + 2l o
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1.1.3 Discovery: Advertisement: Device unavailable -- NOTIFY with ssdp:byebye

When a device and its services are going to be removed from the network, the device should
multicast a ssdp:byebye message corresponding to each of the ssdp:alive messages it
multicasted that have not already expired. If the device is removed abruptly from the network,
it might not be possible to multicast a message. As a fallback, discovery messages must
include an expiration value in a CACHE-CONTROL header (as explained above); if not re-
advertised, the discovery message eventually expires on its own and must be removed from
any control point cache.

(Note: when a control point is about to be removed from the network, no discovery-related
action is required.)
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When a device is about to be removed from the network, it should explicitly revoke its
discovery messages by sending one multicast request for each ssdp:alive message it sent.
Each multicast request must have method NOTIFY and ssdp:byebye in the NTS header in
the following format. Values in italics are placeholders for actual values.

NOTIFY * HTTP/1.1

HOST: 239.255.255.250:1900
NT: search target

NTS: ssdp:byebye

USN: uuid:advertisement UUID

(NO t*nrh/ forreauest with mathad NOTIEY hiit nata that tha maccana miict hava o hlan Ilne
eey—+rot—+egHestWH—HeHea ot HetetHatHe e sSage-Hdstravre—aahK

following the last HTTP header.)

The TTL for the IP packet should default to 4 and should be configurable.

Liste¢l below are details for the request line and headers appearing in the_listing abovg. All
headgr values are case sensitive except where noted.

Request line

NOTIF)Y
MEthod for sending notifications and events.

Request applies generally and not to a specific resource. Must be *.
HTTP/1.1
HI TP version.
Headlers
HOST
Required. Multicast channel and port reserved for *'SSDP by Internet Assigned Numbers Authority (IANA). Must be
239.255.255.250:1900. If the port number (“:1900") is:omitted, the receiver should assume the default SSDP port nufnber of
1900.
NT
Required. Notification Type. (See list of required values for NT header in NOTIFY with ssdp:alive above.) Single UR|.
NTS
Required. Notification Sub Type. Must be ssdp:byebye. Single URI.
USN

Required. Unique Service Name. (See list of required values for USN header in NOTIFY with ssdp:alive above.) Single URI.
(No response for awrequest with method NOTIFY.)
Due {o the unreliable nature of UDP, devices should send each of the above messages|more

than pnce.<As a fallback, if a control point fails to receive notification that a device or setvices
is unavailable, the original discovery message will eventually expire yielding the same effect.

1.2 —DistoverySearch

When a control point is added to the network, the UPnP discovery protocol allows that control
point to search for devices of interest on the network. It does this by multicasting on the
reserved address and port (239.255.255.250:1900) a search message with a pattern, or target,
equal to a type or identifier for a device or service. Responses from devices contain discovery
messages essentially identical to those advertised by newly connected devices; the former
are unicast while the latter are multicast.

1.2.1 Discovery: Search protocols and standards

To search for devices (and be discovered by control points), control points (and devices) use
the following subset of the overall UPnP protocol stack. (The overall UPnP protocol stack is
listed at the beginning of this document.)
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UPNnP vendor [purple]
UPnP Forum [red

UPNnP Device Architecture [green]

SSDP [blue]

HTTPU (unicast) [black] HTTPMU (multicast) [black]

UDP [black]
IP [black]

At thg highest layer, search messages contain vendor-specific information, e.g., the_cpntrol
point| device, and service identifiers. Moving down the stack, vendor content is supplemgnted
by information from a UPnP Forum working committee, e.g., device or service ftypes.
Messlages from the layers above are hosted in UPnP-specific protocols,ndefined in this
document. In turn, search requests are delivered via a multicast variant,of HTTP that has
been|extended using additional methods and headers. Search responses\are delivered|via a
unicgst variant of HTTP that has also been extended. Both kinds of HTTP messagep are
delivgred via UDP over IP. For reference, colors in [square brackets] above indicate yhich
protogol defines specific headers and values in discovery messagés-listed below.
1.2.2 Discovery: Search: Request with M-SEARCH
When a control point is added to the network, it should send a multicast request with method
M-SHARCH in the following format. Values in italics are‘placeholders for actual values.

M{SEARCH * HTTP/1.1

HOST: 239.255.255.250:1900

MAN: “ssdp:discover™

MX: seconds to delay response

ST: search target
(No hody for request with method M-SEARCH, but note that the message must have a plank
line fpllowing the last HTTP headers)
The TTL for the IP packet sheuld default to 4 and should be configurable.
Liste¢l below are details ‘for the request line and headers appearing in the listing abovg. All
headgr values are case\sensitive except where noted.
Request line
M-SEARCH

MEthod for'search requests.

Request applies generally and not to a specific resource. Must be *.
HTTP/1.1

HTTP version.
Headers
HOST

Required. Multicast channel and port reserved for SSDP by Internet Assigned Numbers Authority (IANA). Must be
239.255.255.250:1900. If the port number (*:1900") is omitted, the receiver should assume the default SSDP port number of
1900.

MAN

Required by HTTP Extension Framework. Unlike the NTS and ST headers, the value of the MAN header is enclosed in
double quotes; it defines the scope (namespace) of the extension. Must be "ssdp:discover"”.

MX

Required. Maximum wait time in seconds. Should be between 1 and 120 inclusive. Device responses should be delayed a
random duration between 0 and this many seconds to balance load for the control point when it processes responses. This


https://iecnorm.com/api/?name=05303c1e8eb563bcb557a816f3b083da

— 18 — 29341-1 © ISO/IEC:2011(E)

value may be increased if a large number of devices are expected to respond. The MX value should not be increased to
accommodate network characteristics such as latency or propagation delay (for more details, see the explanation
below). Specified by UPnP vendor. Integer.

ST
Required. Search Target. Must be one of the following. (cf. NT header in NOTIFY with ssdp:alive above.) Single URI.

ssdp:all
Search for all devices and services.

upnp:rootdevice
Search for root devices only.

uuid:device-UUID
Search Tor a particular device. Device UUID speciiied by UPNP vendor.

urn:schemas-upnp-org:device:deviceType:v
Search for any device of this type. Device type and version defined by UPnP Forum working committee.

urn:schemas-upnp-org:service:serviceType:v
Search for any service of this type. Service type and version defined by UPnP Forum working committee.

urn:domain-name:device:deviceType:v
Search for any device of this type. Domain name, device type and version ,definéd by UPnP vendor.|Period
characters in the domain name must be replaced with hyphens in accordance with RFC 2141.

urn:domain-name:service:serviceType:v
Search for any service of this type. Domain name, service type and.vefsion defined by UPnP vendor.| Period
characters in the domain name must be replaced with hyphens in aceordance with RFC 2141.

Due fo the unreliable nature of UDP, control points sheuld send each M-SEARCH megsage
more|than once. As a fallback, to guard against the pgossibility that a device might not refceive
the NI-SEARCH message from a control point, a device should re-send its advertisements
periofically (cf. CACHE-CONTROL header in NOTIEY with ssdp:alive above).

The gontrol point should wait at least the_amount of time specified in the MX header for
respgnses to arrive from devices. The random distribution of responses over the MX interval
mear]s that a responder may send a response at MX seconds after receiving the M-SEARCH
requgst. The MX value may be adjusted“by heuristics at the requester based on, for example,
obsefved number of responders. Network characteristics affecting the propagation of fraffic
cannpt be addressed by increasing the MX value because of the reason cited aboye. A
requester may adapt to network:characteristics with heuristics based on observed nefwork
behayior (the exact heuristicS are out of scope). The net effect is that the M-SEARCH repuest
persigts at the requester for a period of time exceeding MX such that the characteristics ¢f the
network are properly acecommodated to minimize lost responses.

Updalted versions_of_device and service types are required to be fully backward comphtible
with |previous vessions. Devices must respond to M-SEARCH requests for any supported
versipn. For _example, if a device implements “urn:schemas-upnp-org:service:Audiof2”, it
should respond to search requests for both that type and “urn:schemas-yipnp-
org:service:Audio:1". The response should specify the same version as was contained n the
n and
s the
specmed verS|on) but is W|II|ng to operate usmg a Iower version, it may repeat the search
request specifying the lower version.

1.2.3 Discovery: Search: Response

To be found, a device must send a UDP response to the source IP address and port that sent
the request to the multicast channel. Devices respond if the ST header of the M-SEARCH
request is “ssdp:all”, “upnp:rootdevice”, “uuid:” followed by a UUID that exactly matches one
advertised by the device.

Devices should wait a random period of time between 0 seconds and the number of seconds
specified in the MX header of the search request before responding, in order to avoid flooding
the requesting control point with search responses from multiple devices. If the search
request results in the need for multiple responses from the device, those responses should be
spread at random intervals through the time period from 0 to the number of seconds specified
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in the MX header. If the search request does not contain an MX header, the device must
silently discard and ignore the search request. Devices may assume an MX value less than
that specified in the MX header. If the MX header specifies a value greater than 120, the
device should assume that it contained the value 120 or less. Devices should not stop
responding to other requests while waiting the random delay before sending a response.

The URL specified in the LOCATION header of the M-SEARCH response must be reachable
by the control point to which the response is directed.

Responses to M-SEARCH are intentionally parallel to advertisements, and as such, follow the
same pattern as listed for NOTIFY with ssdp:alive (above) except that the NT header there is
an ST header here. The response must be sent in the following format. Values in italics are
placgholders for actual values.

[TP/1.1 200 OK

CHE-CONTROL: max-age = seconds until advertisement expires
TE: when response was generated

T:

CATION: URL for UPnP description for root device

ERVER: OS/version UPnP/1.0 product/version

[ search target

pN:- advertisement UUID

ClwC-rMOUO I

(No body for a response to a request with method M-SEARCH;, but note that the megsage
must|have a blank line following the last HTTP header.)

(No rjeed to limit TTL for the IP packet in response to a-search request.)

Liste¢l below are details for the headers appearing.in the listing above. All header valugs are
case [sensitive except where noted.

Headers

CACHE-CONTROL
Required. Must have max-age directive that specifies number of seconds the advertisement is valid. After this dpration,
gntrol points should assume the device (or service) is no longer available. Should be greater than or equal to 1800
sgconds (30 minutes), although exceptionS.are defined in the text above. Specified by UPnP vendor. Integer.

Q

DATE
Recommended. When response Was generated. “rfc1123-date” as defined in RFC 2616.

EXT
pquired by HTTP Extension Framework. Confirms that the MAN header was understood. (Header only; no value.)

Py

LOCATION
Required. Contains“a URL to the UPnP description of the root device. Normally the host portion contains a liferal 1P
address rather.than a domain name in unmanaged networks. Specified by UPnP vendor. Single URL.

SERVHER
Required./Concatenation of OS name, OS version, UPnP/1.0, product name, and product version. Specified by UPnP
vgndor,/String. Must accurately reflect the version number of the UPnP Device Architecture supported by the [device.
CJI ItIU: pU;Ilta |||u3t bC plC}JﬂlCd tU ﬂbbcpt A hIUhCI VCID;UII IIUIIIbCI thc\ll thC CUT ItIU: pU;IIt ItQC:I‘ ;III'J:CIIICIItD. FUI <. ample,

control points implementing UDA version 1.0 will be able to interoperate with devices implementing UDA version 1.1.

ST
Required. Search Target. Single URI. If ST header in request was,

ssdp:all
Respond 3+2d+k times for a root device with d embedded devices and s embedded services but only k distinct

service types (see clause 1.1.2 for a definition of each message to be sent). Value for ST header must be the
same as for the NT header in NOTIFY messages with ssdp:alive. (See above.) Single URI.

upnp:rootdevice
Respond once for root device. Must be upnp:rootdevice. Single URI.

uuid:device-UUID
Respond once for each matching device, root or embedded. Must be uuid:device-UUID. Device UUID specified

by UPnP vendor. Single URI.
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urn:schemas-upnp-org:device:deviceType:v

11(E)

Respond once for each matching device, root or embedded. Must be urn:schemas-upnp-

org:device:deviceType:v. Device type and version defined by UPnP Forum working committee. Should
the version of the device type contained in the M-SEARCH request.

urn:schemas-upnp-org:service:serviceType:v

specify

Respond once for each matching service type. Must be urn:schemas-upnp-org:service:serviceType:v. Service
type and version defined by UPnP Forum working committee. Should specify the version of the service type

contained in the M-SEARCH request.

urn:domain-name:device:deviceType:v
Respond once for each matching device, root or embedded. Domain name, device type and version defi

ned by

UPnP vendor. Period characters in the domain name must be replaced with hyphens in accordance with RFC

2141. Should specify the version of the device type specified in the M-SEARCH request.

USN

If the

missing MX header, or other malformed content), the device should silently discard and i
the sparch request; sending of error responses is not recommendé&d due to the possibi
packet storms if many devices send an error response to the safme‘request.

1.3
RFC

RFC
RFC
2 0

Desc
wher
interg
comn
devic

After
devic
servi
UPnNH
to int
capa

Required. Unique Service Name. (See list of required values for USN header in NOTIFY with ssdp:alive above.) Sin

urn:domain-name:service:serviceType:v
Respond once for each matching service type. Domain name, service type and version defined by JPrP
Period characters in the domain name must be replaced with hyphens in accordance with RFC'2141.
specify the version of the service type contained in the M-SEARCH request.

re is an error with the search request (such as an invalid value‘in"the MAN head

Discovery references
2141 — URN Syntax. <http://www.ietf.org/rfc/rfc214¥ xt>.

616 — HTTP: Hypertext Transfer Protocol 1.1<http://www.ietf.org/rfc/rfc2616.txt>.
P774 — HTTP Extension Framework. <http:/A7www.ietf.org/rfc/rfc2774.txt>.
escription
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control point root dewice

service

UPRP description for root device

e | device

T | T T

. - service
UPnP description far zervice

=1

The UPnP description for a device is partitioned into two, logical parts:”a device descrjption
desclibing the physical and logical containers, and service descriptions describing the
capabilities exposed by the device. A UPnP device description® includes vendor-spécific,
manyfacturer information like the model name and number, serial number, manufagturer
namg, URLs to vendor-specific Web sites, etc. (details below). For each service included in
the dpvice, the device description lists the service type, name, a URL for a service descrjption,
a URL for control, and a URL for eventing. A device description also includes a descriptjon of
all emmbedded devices and a URL for presentation)of the aggregate. This clause explains
UPnR device descriptions, and the clauses on Cantrol, Eventing, and Presentation explain
how URLSs for control, eventing, and presentationtare used, respectively.

Note[that a single physical device may include multiple logical devices. Multiple lggical
deviges can be modeled as a single rootdevice with embedded devices (and services) |or as
multiple root devices (perhaps with no.@embedded devices). In the former case, there i$ one
UPnR device description for the root device, and that device description contains a
desciiption for all embedded devices. In the latter case, there are multiple UPnP device
desciiptions, one for each root device.

A UPIhP device description,is-written by a UPnP vendor. The description is in XML syntak and
is ustially based on a standard UPnP Device Template. A UPnP Device Template is proquced
by alUPnP Forum wgorking committee; they derive the template from the UPnP Tenjplate
Langpage, which was)derived from standard constructions in XML. This clause explains the
format for a UPnPR. device description, UPnP Device Templates, and the part of the UPnP
Temgplate LangUage that covers devices.

A UPnP service description includes a list of commands, or actions, the service respondls to,
and parameters, or arguments, for each action. A service description also includes a list of
variaples. These variables model the state of the service at run time, and are describ‘ed in
terms of their data type, range, and event characteristics. This clause explains the description
of actions, arguments, state variables, and the properties of those variables. The clause on
Eventing explains event characteristics.

Like a UPnP device description, a UPnP service description is written by a UPnP vendor. The
description is in XML syntax and is usually based on a standard UPnP Service Template. A
UPnP Service Template is produced by a UPnP Forum working committee; they derived the
template from the UPnP Template Language, augmenting it with human language where
necessary. The UPnP Template Language is derived from standard constructions in XML.
This clause explains the format for a UPnP service description, UPnP Service Templates,
typical augmentations in human language, and the part of the UPnP Template Language that
covers services.

UPnP vendors can differentiate their devices by extending services, including additional UPnP
services, or embedding additional devices. When a control point retrieves a particular device's
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description, these added features are exposed to the control point for control and
eventing. The device and service descriptions authoritatively document the implementation of
the device.

Retrieving a UPnP device description is simple: the control point issues an HTTP GET
request on the URL in the discovery message, and the device returns the device description.
Retrieving a UPnP service description is a similar process that uses a URL within the device
description. The protocol stack, method, headers, and body for the response and request are
explained in detail below.

As long as the discovery advertisements from a device have not expired, a control point may
assume_that the device and its services are available. The device and service descriptions
may pe retrieved at any point since the device and service descriptions are static as jlopg as
the device and its services are available. If a device cancels its advertisements er |f the
adveftisements expire, a control point should assume the device and its services afe no
longgr available. If a device needs to change one of these descriptions, it must candel its
outstanding advertisements and re-advertise. Consequently, control points should not assume
that device and service descriptions are unchanged if a device re-appears @nvthe network.

Like |discovery, description plays an important role in the interoperability of device§ and
contrpl points using different versions of UPnP networking. As explained in the clauge on
Discqvery, the UPnP Device Architecture is versioned with both axmajor and a minor vefsion.
The major version and minor version are separate integer.humbers; they are not {o be
interpreted or compared as though they were a single decimallnumber, even though they may
appefr as such in print. Advances in minor versions must be a compatible superset of garlier
minof versions of the same major version. Advances in ,major version are not required fto be
supersets of earlier versions and are not guarante€d)to be backward compatible. Vdrsion
information is communicated in description messages as a backup to the infornjation
communicated in discovery messages. This clause. explains the format of version information
in description messages.

Devige and service types standardized by “UPnP Forum working committees or creat¢d by
vendprs have an integer version. Everyslater version of a device or service must be g fully
backyardly compatible superset of the ‘previous version, i.e., compared to earlier versigns of
the device, it must include all embedded devices and services of the same or later vefsion.
The UPnP device or service type_rémains the same across all versions of a device whgreas
the dpvice or service version must be larger for later versions. Versions of device and service
templates may have non-integer versions (such as “0.9”) during development in the wqrking
comnmittee, but this mustibecome an integer upon standardization. Devices and serviceg may
have|a version numberigreater than the major version number of the architecture thely are
designed for (e.g., “Power:2” may be designed to work on UDA version 1.0); there is no flirect
correlation between the version of a device or service template and the architecture vgrsion
with Yhich it isdesigned to work. If a non-backward-compatible version of a device or sgrvice
is defined, it must have a different device or service name to indicate that it is not backwardly
compatible<and version numbers of the new type should restart at 1).

UPnR «device and service types are “building blocks” that may be assembled in vagrious
combimationmsBothstardard—and-verndor-defimeddevice types may be empeddedmstandard
device types. Both standard and vendor-defined device types may be embedded in vendor-
defined device types. Likewise, both standard and vendor-defined service types may be
embedded in both standard and vendor-defined device types. A control point that is capable
of operating with a particular device or service type should recognize that device or service
type even when it is embedded within another device type (standard or vendor-defined) that it
does not recognize. For example, if a standard service type “Print:1” is defined, and a
standard device type “Printer:1” is defined that contains the “Print:1” service, a control point
that wishes to use the “Print:1” service should find and use it whether the service is
embedded within a “urn:schemas-upnp-org:device:Printer:1” device or embedded within a
vendor-defined “urn:acme-com:device:Printer:1” or “urn:acme-
com:device:AcmeMultifunctionPrinter:1” device.

The remainder of this clause first explains how devices are described, explaining details of
vendor-specific information, embedded devices, and URLs for control, eventing, and
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presentation. Second, it explains UPnP Device Templates. Third, it explains how services are
described, explaining details of actions, arguments, state variables, and properties of those
variables. Then it explains UPnP Service Templates, and the UPnP Template Language.
Finally, this clause explains in detail how a control point retrieves device and service
descriptions from a device.

2.1 Description: Device description

The UPnP description for a device contains several pieces of vendor-specific information,
definitions of all embedded devices, URL for presentation of the device, and listings for all
services, including URLs for control and eventing. In addition to defining non-standard
devices (which may contain both vendor-defined and standard embedded devices and
serviges);, UPmPvendors ay addembedded devices andservices to standarddevices. To
illustfate these, below is a listing with placeholders (in italics) for actual elements and values.
Some of these placeholders would be specified by a UPnP Forum working committée, (cqlored
red) qr by a UPnP vendor (purple). For a non-standard device, all of these placeholders yould
be specified by a UPnP vendor. (Elements defined by the UPnP Device Atrchitecturg are
colorgd green for later reference.) Immediately following the listing is a detailed explanatfon of
the e|lements, attributes, and values.

A

xml version="1.0"?>
[oot xmlns="'urn:schemas-upnp-org:device-1-0">
<specVersion>
<major>1</major>
<minor>0</minor>
</specVersion>
<URLBase>base URL for all relative URLs</URLBase>
<device>
<deviceType>urn:schemas-upnp-org:device:devigglype:v</deviceType>
<friendlyName>short user-friendly title</friehdlyName>
<manufacturer>manufacturer name</manufactuxer>
<manufacturerURL>URL to manufacturer site</manufacturerURL>
<modelDescription>long user-friendly_title</modelDescription>
<mode IName>model name</mode IName>
<modelNumber>model number</modelNugber>
<modelURL>URL to model site</modefVRL>
<serialNumber>manufacturer®s serval number</serialNumber>
<UDN>uuid:UUID</UDN>
<UPC>Universal Product Code</YPC>
<iconList>
<icon>
<mimetype>image/fonhat</mimetype>
<width>horizontal pixels</width>
<height>vertical pixels</height>
<depth>colgr,\depth</depth>
<url>URL to-con</url>
</icon>
XML to declare other icons, if any, go here
</iconList>
<serviceglist>
<sexvice>
xserviceType>urn:schemas-upnp-org:service:serviceType:v</serviceType>
<serviceld>urn:upnp-org:serviceld:servicelD</serviceld>
<SCPDURL>URL to service description</SCPDURL>
<controlURL>URL for control</controlURL>
<eventSubURL>URL for eventing</eventSubURL>

N

</service>
Declarations for other services defined by a UPnP Forum working committee (if any)
go here
Declarations for other services added by UPnP vendor (if any) go here
</serviceList>
<devicelList>
Description of embedded devices defined by a UPnP Forum working committee (if any)
go here
Description of embedded devices added by UPnP vendor (if any) go here
</devicelList>
<presentationURL>URL for presentation</presentationURL>
</device>

</root>
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Listed below are details for each of the elements, attributes, and values appearing in the
listing above. All elements and attributes are case sensitive; HTTP specifies case sensitivity
for URLs; other values are not case sensitive except where noted. The order of elements is
insignificant. Except where noted: required elements must occur exactly once (no duplicates),
and recommended or optional elements may occur at most once. Note that some
implementations may strictly enforce the length limits for various elements noted below, and
therefore working committees are advised to heed all limits specified.

xml
Required for all XML documents. Case sensitive.

root
R . pnp-org- a X a ; UPNnP
Témplate Language (described below). Case sensitive. Contains all other elements describing the root devige, i.e.,
cgntains the following sub elements:

specVersion
Required. Contains the following sub elements:

major
Required. Major version of the UPnP Device Architecture. Must be 1.

minor
Required. Minor version of the UPnP Device Architecture. Must e 07in devices that implemept UDA
version 1.0. Must accurately reflect the version number of the UPRP Device Architecture suppdrted by
the device. Control points must be prepared to accept a higher)version number than the contrpl point
itself implements.

URLBase
Optional. Defines the base URL. Used to construct fully-qualified URLs. All relative URLs that appear elsewhere
in the description are combined with this base URL according to the rules in RFC 2396. If URLBase is efnpty or
not given, the base URL is the URL from which the device description was retrieved (which is the preferred
implementation; use of URLBase is no longer recommended). Specified by UPnP vendor. Single URL.

device
Required. Contains the following sub elements:

deviceType
REQUIRED. UPnP device type. Single URI.

For standard devices, défined by a UPnP Forum working committee, MUST begin with “urn:schemas-
upnp-org:device:” followed by the standardized device type suffix, a colon, and an integer|device
version i.e. urn:gchemas-upnp-org:device:deviceType:ver. The highest supported version|of the
device type MUST be specified.

For non-standard devices specified by UPnP vendors, MUST begin with “urn:”, followed by a Mendor
Domain_Name, followed by “:device:”, followed by a device type suffix, colon, and an integer yersion,
i.e., f‘urmdomain-name:device:deviceType:ver”. Period characters in the Vendor Domain Namg MUST
be replaced with hyphens in accordance with RFC 2141. The highest supported version of the] device
type’ MUST be specified.

The device type suffix defined by a UPnP Forum working committee or specified by a UPnP [vendor
MUST be <= 64 chars, not counting the version suffix and separating colon.

friendlyName
Required. Short description for end user. Should be localized (cf. ACCEPT-LANGUAQE and
CONTENT-LANGUAGE headers). Specified by UPnP vendor. String. Should be < 64 characters.

manufacturer
Required. Manufacturer's name. May be localized (cf. ACCEPT-LANGUAGE and CONTENT-
LANGUAGE headers). Specified by UPnP vendor. String. Should be < 64 characters.

manufacturerURL
Optional. Web site for Manufacturer. May be localized (cf. ACCEPT-LANGUAGE and CONTENT-
LANGUAGE headers). May be relative to base URL. Specified by UPnP vendor. Single URL.

modelDescription
Recommended. Long description for end user. Should be localized (cf. ACCEPT-LANGUAGE and
CONTENT-LANGUAGE headers). Specified by UPnP vendor. String. Should be < 128 characters.

mode IName
Required. Model name. May be localized (cf. ACCEPT-LANGUAGE and CONTENT-LANGUAGE
headers). Specified by UPnP vendor. String. Should be < 32 characters.

mode INumber
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Recommended. Model number. May be localized (cf. ACCEPT-LANGUAGE and CONTENT-
LANGUAGE headers). Specified by UPnP vendor. String. Should be < 32 characters.

mode lURL
Optional. Web site for model. May be localized (cf. ACCEPT-LANGUAGE and CONTENT-
LANGUAGE headers). May be relative to base URL. Specified by UPnP vendor. Single URL.

serialNumber
Recommended. Serial number. May be localized (cf. ACCEPT-LANGUAGE and CONTENT-
LANGUAGE headers). Specified by UPnP vendor. String. Should be < 64 characters.

UDN
Required. Unique Device Name. Universally-unique identifier for the device, whether root or
embedded. Must be the same over time for a specific device instance (i.e., must survive reboots).
VIUSL Illalhil liIC Vdiut: UI’ L;IC INT ;ICaLiCI ill UIL':ViLC LiibLUVCIy mes54dycs. Vitust |||au..i| li < plcﬁ Of the
USN header in all discovery messages. (The clause on Discovery explains the NT and USN hdaders.)
Must begin with uuid: followed by a UUID suffix specified by a UPnP vendor. Single URI,
uPC
Optional. Universal Product Code. 12-digit, all-numeric code that identifies the consumer package.
Managed by the Uniform Code Council. Specified by UPnP vendor. Single UPE.
iconList
Required if and only if device has one or more icons. Specified_by UPnP vendor. Contgns the
following sub elements:
icon
Recommended. Icon to depict device in a contrel point Ul. May be localized (cf. AQCEPT-
LANGUAGE and CONTENT-LANGUAGE headers). Icon sizes to support are yendor-
specific. Contains the following sub elements:
mimetype
Required. Icon's MIME type (cf. REF€\2045, 2046, and 2387). Single MIME image type. At
least one icon should be of type “image/png” (Portable Network Graphics, see IETF RFC
2083).
width
Required. Horizontal dimension of icon in pixels. Integer.
height
Required. Vertical'\dimension of icon in pixels. Integer.
depth
Requiredy!Number of color bits per pixel. Integer.
url
Required. Pointer to icon image. (XML does not support direct embedding of binafy data.
See note below.) Retrieved via HTTP. May be relative to base URL. Specified by UPnP
vendor. Single URL.
serviceList
Optional. Contains the following sub elements:
service
Optional. Repeated once for each service defined by a UPnP Forum working comnfittee. If
UPnP vendor differentiates device by adding additional, standard UPnP services, rgpeated
once for additional service. Contains the following sub elements:

serviceType
Required. UPnP service type. MUST NOT contain a hash character (#, 23 Hex in UTF-8).
Single URI.

For standard service types defined by a UPnP Forum working committee, MUST begin with
“urn:schemas-upnp-org:service:” followed by the standardized service type suffix, colon,
and an integer service version i.e. urn:schemas-upnp-org:device:serviceType:ver. The
highest supported version of the service type MUST be specified.

For non-standard service types specified by UPnP vendors, MUST begin with “urn:”,
followed by a Vendor Domain Name, followed by “:service:”, followed by a service type
suffix, colon, and an integer service version, ie., “urn:domain-
name:service:serviceType:ver”. Period characters in the Vendor Domain Name MUST be
replaced with hyphens in accordance with RFC 2141. The highest supported version of the
service type MUST be specified.

The service type suffix defined by a UPnP Forum working committee or specified by a UPnP
vendor MUST be <= 64 characters, not counting the version suffix and separating colon.
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serviceld
REQUIRED. Service identifier. MUST be unique within this device description. Single URI.

For standard services defined by a UPnP Forum working committee, MUST begin with
“urn:upnp-org:serviceld:” followed by a service ID suffix ie. urnupnp-
org:serviceld:servicelD. If this instance of the specified service type (i.e. the
<serviceType> element above) corresponds to one of the services defined by the
specified device type (i.e. the <deviceType> element above), then the value of the service
ID suffix MUST be the service ID defined by the device type for this instance of the service.
Otherwise, the value of the service ID suffix is vendor defined. (Note that upnp-org is used
instead of schemas-upnp-org in this case because an XML schema is not defined for each
service ID.)

For non-standard services specified by UPnP vendors, MUST begin with “urn:”, followed by
a Vendor Domain Name, followed by “:serviceld:”, followed by a service ID suffix, i.e.,
"urn:domain-name:serviceld:servicelD". Tf this instance of the specified service type {i.e. the
<serviceType> element above) corresponds to one of the services defined |by the
specified device type (i.e. the <deviceType> element above), then the valug of the [service
ID suffix MUST be the service ID defined by the device type for this instance of the $ervice.
Period characters in the Vendor Domain Name MUST be replaced\with hypHens in
accordance with RFC 2141.

The service ID suffix defined by a UPnP Forum working committ€e, or specified by ¢ UPnP
vendor must be <= 64 characters

SCPDURL
Required. URL for service description (nee Service Centrol Protocol Definition URL). (cf.
clause below on service description.) May be relative to base URL. Specified by UPnP
vendor. Single URL.

controlURL
Required. URL for control (cf. clause on Control). May be relative to base URL. Spedfied by
UPnP vendor. Single URL.

eventSubURL
Required. URL for eventing (cf.-clause on Eventing). May be relative to base URL. Nlust be
unique within the device; no\two services may have the same URL for eventing] If the
service has no evented variables, it should not have eventing (cf. clause on Eventing); if the
service does not haveseventing, this element must be present but should be empty, i.e.,
<eventSubURL></eventSubURL>. Specified by UPnP vendor. Single URL.

devicelList
Required if and only if reot device has embedded devices. Contains the following sub elements

device
Required: Repeat once for each embedded device defined by a UPnP Forum \vorking
committee. If UPnP vendor differentiates device by embedding additional UPnP devices,
repeat once for each embedded device. Contains sub elements as defined above for root
sub element device.

presentationURL
Recommended. URL to presentation for device (cf. clause on Presentation). May be relative jo base
URL. Specified by UPnP vendor. Single URL.

Contiol points SHOULD recognize and interoperate with services using serviceld values |other
than |the value defined by the device type. If multiple instances of a service exist, cpntrol
points SHOULD by default (unless directed otherwise by user action) use the service insfance
assogiated with the serviceld value defined by the device type. If none of the instances ¢f the
service have the serviceld value defined by the device type, the control point may use any
service instance. When only one instance of the service exists, control points SHOULD use
that instance even if the serviceld value does not match that defined by the device type.

For future extensibility, when processing XML like the listing above, devices and control
points must ignore: (a) any unknown elements and their sub elements or content, and (b) any
unknown attributes and their values.

Control points and devices shall ignore any XML comments or XML processing instructions
embedded in UPnP device and service descriptions that they do not understand.

UPnP device descriptions shall be encoded using UTF-8.

When the value of any text element or attribute contains one or more characters reserved as
markup (such as ampersand (“&") or less than (“<")), the text must be escaped in accordance
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with the provisions of clause 2.4 of the XML specification and each such character replaced
with the equivalent numeric representation or string (such as “&amp;” or “&lt;”). Such
characters appearing in URLs may also be escaped in accordance with the URL escaping
rules specified in Clause 2.4 of RFC 2396.

XML does not support directly embedding binary data, e.g., icons in UPnP device descriptions.
Binary data may be converted into text (and thereby embedded into XML) using an XML data
type of either bin.base64 (a MIME-style base 64 encoding for binary data) or bin.hex
(hexadecimal digits represent octets). Alternatively, the data can be passed indirectly, as it
were, by embedding a URL in the XML and transferring the data in response to a separate
HTTP request; the icon(s) in UPnP device descriptions are transferred in this latter manner.

If any icons are included, at least one should be in the Portable Network Graphics. (PNG)
format defined in RFC 2083, indicated by the MIME type “image/png”, and nof use
progressive encoding. No specific icon sizes are recommended due to the wide variety
prefefred by various control points; control point vendors are encouraged-to publish
implementation guidelines.

Note|that in version 1.0 of the UPnP Device Architecture, the servicetlist elemenf was
Requlired, and it was required to contain at least one service element.,,These requirements
were|subsequently rescinded to accommodate the Gateway and _Basic device types. |f the
devicge has no services, the servicelList element may be omitted entifely, or it may be present
but cpntain no service elements.

2.2 | Description: UPnP Device Template

The listing above also illustrates the relationship between a UPnP device description and a
UPnR Device Template. As explained above, the JRnAP device description is written|by a
UPnR vendor, in XML, following a UPnP Device  Template. A UPnP Device Template is
prodyced by a UPnP Forum working committee asya means to standardize devices.

By appropriate specification of placeholders(the listing above can be either a UPnP Device
Template or a UPnP device description. Recall that some placeholders would be defined by a
UPnR Forum working committee (colot€d red), i.e., the UPnP device type identifier, reduired
UPnR services, and required UPnP embedded devices (if any). If these were defined, the
listing would be a UPnP Device Template, codifying the standard for this type of device. UPnP
Devige Templates are one of the key deliverables from UPnP Forum working committees

specified by a UPnP wvendor (colored purple), i.e., vendor-specific information. If fhese
placgholders were specified (as well as the others), the listing would be a UPnP device
descliption, suitable” to be delivered to a control point to enable control, eventing] and
presgntation.

Takirlg this another step further, the remaining placeholders in the listing above WouLd be

Put gnother way, the UPnP Device Template defines the overall type of device, and|each
UPnR devicesdescription instantiates that template with vendor-specific information. The first
is crdated by a UPnP Forum working committee; the latter, by a UPnP vendor.

2.3 —Description: Service description

The UPnP description for a service defines actions and their arguments, and state variables
and their data type, range, and event characteristics.

Each service may have zero or more actions. Each action may have zero or more arguments.
Any combination of these arguments may be input or output parameters. If an action has one
or more output arguments, one these arguments may be marked as a return value. Each
argument should correspond to a state variable. This direct-manipulation programming model
reinforces simplicity.

Each service must have one or more state variables.

In addition to defining non-standard services, UPnP vendors may add actions and services to
standard devices, and may embed standard services and devices in non-standard devices.
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To illustrate these points, below is a listing with placeholders (in italics) for actual elements
and values. For a standard UPnP service, some of these placeholders would be defined by a
UPnP Forum working committee (colored red) or specified by a UPnP vendor (purple). For a
non-standard service, all of these placeholders would be specified by a UPnP vendor.
(Elements defined by the UPNnP Device Architecture are colored green for Ilater
reference.) Immediately following the listing is a detailed explanation of the elements,
attributes, and values.

<?xml version="1.0"?>
<scpd xmlIns="urn:schemas-upnp-org:service-1-0">
<specVersion>

<major>1</major>

<minor>0</minor>
</specVersion>
<actionList>

<action>

<name>actionName</name>

<argumentList>

<argument>
<name>formalParameterName</name>

<direction>in xor out</direction>
<retval />
<relatedStateVariable>stateVariableName</relatedStateVakigble>
</argument>
Declarations for other arguments defined by UPnP Forum~gorking committee (if afpy)
go here
</argumentList>
</action>
Declarations for other actions defined by UPnP Forum/working committee (if any)
go here
Declarations for other actions added by UPnP nmendor (if any) go here
</actionList>
<serviceStateTable>
<stateVariable sendEvents="yes'>
<name>variableName</name>
<dataType>variable data type</datalype>
<defaultValue>default value</defaultValue>
<allowedValueList>
<allowedValue>enumerated valye</allowedValue>
Other allowed values defined by UPnP Forum working committee (if any) go here
</allowedValueList>
</stateVariable>
<stateVariable sendEventSs*yes’>
<name>variableName<Zname>
<dataType>variable ‘data type</dataType>
<defaultValue>default value</defaultValue>
<al lowedValueRange>
<minimumsmanimum value</minimum>
<maximumzmaximum value</maximum>
<step>ingrement value</step>
</al lgyedValueRange>
</stagreVariable>
Declarations for other state variables defined by UPnP Forum working committee
¢if any) go here
Deelarations for other state variables added by UPnP vendor (if any) go here
&/ServiceStateTable>
</stpd

Listed below are details for each of the elements, attributes, and values appearing in the
listing above. All elements and attributes (including action, argument, and state variable
names) are case sensitive; values are not case sensitive except where noted. Except where
noted, the order of elements is insignificant. Except where noted, required elements must
occur exactly once (no duplicates), and recommended or optional elements may occur at most
once.

xml
Required for all XML documents. Case sensitive.

scpd
Required. Must have urn:schemas-upnp-org:service-1-0 as the value for the xmins attribute; this references the UPnP
Template Language (explained below). Case sensitive. Contains all other elements describing the service, i.e., contains
the following sub elements:



https://iecnorm.com/api/?name=05303c1e8eb563bcb557a816f3b083da

29341-1 © ISO/IEC:2011(E) — 29 —

specVersion
Required. Contains the following sub elements:

major
Required. Major version of the UPnP Device Architecture. Must be 1.

minor
Required. Minor version of the UPnP Device Architecture. Must be 0 in devices that implement UDA
version 1.0. Must accurately reflect the version number of the UPnP Device Architecture supported by
the device. Control points must be prepared to accept a higher version number than the control point
itself implements.

actionList
Required if and only if the service has actions. (Each service may have >= 0 actions.) Contains the following sub
CiCIIICIIL\b}.

action
Required. Repeat once for each action defined by a UPnP Forum working committee/ if\JPnP|vendor
differentiates service by adding additional actions, repeat once for each additional action. Contgins the
following sub elements:

name
Required. Name of action. Must not contain a hyphen character/(, 2D Hex in UTF-§) nor a
hash character (#, 23 Hex in UTF-8). Case sensitive. First character must be a USASCII
letter (A-Z, a-z), USASCII digit (0-9), an underscore ("."), or a non-experimental Ynicode
letter or digit greater than U+007F. Succeeding characters,must be a USASCII letter (A-Z, a-
z), USASCII digit (0-9), an underscore ("_"), a period™("."), a Unicode combiningchar, an
extender, or a non-experimental Unicode letter ok digit greater than U+007F. The firgt three
letters must not be "XML" in any combination of.case.

For standard actions defined by a UPnP Forum working committee, must not begin with X
norA .

For non-standard actions specified”by.a UPnP vendor and added to a standard $ervice,
must begin with X_.

String. Should be < 32 charactérs.

argumentList
Required if and only «f parameters are defined for action. (Each action may have >= 0
parameters.) Contains the following sub element(s):

argument
Reguired. Repeat once for each parameter. Contains the following sub elements:

name
Required. Name of formal parameter. Should be name of h state
variable that models an effect the action causes. Must not contain a
hyphen character (-, 2D Hex in UTF-8). First character mugt be a
USASCII letter (A-Z, a-z), USASCII digit (0-9), an underscore ("|"), or a
non-experimental Unicode letter or digit greater than U+007F.
Succeeding characters must be a USASCII letter (A-Z, a-z), USASCII
digit (0-9), an underscore ("_"), a period ("."), a Unicode combinihgchar,
an extender, or a non-experimental Unicode letter or digit greater than
U+007F. The first three letters must not be "XML" in any combinftion of
case.String. Case sensitive. Should be < 32 characters.

direction
Required Whether argument is an input or output parameter Must be
in xor out. Any in arguments must be listed before any out arguments.

retval
Optional. Identifies at most one out argument as the return value. If
included, must be the first out argument. (Element only; no value.)

relatedStateVariable
Required. Must be the name of a state variable. Case Sensitive.
Defines the type of the argument; see further explanation below.

serviceStateTable
Required. (Each service must have > 0 state variables.) Contains the following sub element(s):

stateVariable
Required. Repeat once for each state variable defined by a UPnP Forum working committee. If UPnP
vendor differentiates service by adding additional state variables, repeat once for each additional
variable. sendEvents attribute defines whether event messages will be generated when the value of
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this state variable changes; non-evented state variables have sendEvents="no"; default is
sendEvents="yes". Contains the following sub elements:

name

Required. Name of state variable. Must not contain a hyphen character (-, 2D Hex in UTF-8).
First character must be a USASCII letter (A-Z, a-z), USASCII digit (0-9), an underscore ("_"),
or a non-experimental Unicode letter or digit greater than U+007F. Succeeding characters
must be a USASCI! letter (A-Z, a-z), USASCII digit (0-9), an underscore ("_"), a period ("."),
a Unicode combiningchar, an extender, or a non-experimental Unicode letter or digit greater
than U+007F. The first three letters must not be "XML" in any combination of case. Case

sensitive.

For standard variables defined by a UPnP Forum working committee, must not begin with
X_norA .

For non-standard variables speciied by a UPNP vendor and added 10 a standard
must begin with X_.

String. Should be < 32 characters.

dataType

Required.
UPnP Forum working committee for standard state variables; specified by UPnP ver
extensions. Must be one of the following values:

uil

ui2

ui4

r4

r8

numbar
HEHREF

Same as data types defined by XML Schema, Part 2: Datatypes. Defing

Unsigned 1 Byte int. Same format as int withaut [€ading sign.

Unsigned 2 Byte int. Same format as«nt without leading sign.

Unsigned 4 Byte int. Same forndat as int without leading sign.

1 Byte int. Same format.as int.

2 Byte int. Same format as int.

4 Byte\nt”"Same format as int. Must be between -2147483648 and 214748

Fixed point, integer number. May have leading sign. May have leading ze
currency symbol.) (No grouping of digits to the left of the decimal, ¢
commas.)

4 Byte float. Same format as float. Must be between 3.40282347H
1.17549435E-38.

8 Byte float. Same format as float. Must be between -1.797693134862]
and  -4.94065645841247E-324 for negative values, and D
4.94065645841247E-324 and 1.79769313486232E308 for positive valu
IEEE 64-bit (8-Byte) double.

ervice,

d by a
dor for

647.

ps. (No
.g., no

+38 to

B2E308
ptween
s, i.e.,

Same as r8.

fixed.14.4
Same as r8 but no more than 14 digits to the left of the decimal point and no more

than 4 to the right.

float

Floating point number. Mantissa (left of the decimal) and/or exponent may

have a

leading sign. Mantissa and/or exponent may have leading zeros. Decimal
character in mantissa is a period, i.e., whole digits in mantissa separated from
fractional digits by period. Mantissa separated from exponent by E. (No currency

symbol.) (No grouping of digits in the mantissa, e.g., no commas.)

char

Unicode string. One character long.

string

Unicode string. No limit on length.
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date
Date in a subset of ISO 8601 format without time data.

dateTime
Date in ISO 8601 format with optional time but no time zone.

dateTime.tz
Date in ISO 8601 format with optional time and optional time zone.

time
Time in a subset of ISO 8601 format with no date and no time zone.

time.tz
Time in a subset of ISO 8601 format with optional time zone but no date.

boolean
“0” for false or “1” for true. The values “true”, “yes”, “
used but are not recommended.

false”, or “no*\may plso be

bin._base64
MIME-style Base64 encoded binary BLOB. Takes 3 Bytes; splits them intof4 parts,
and maps each 6 bit piece to an octet. (3 octets are_éncoded as 4.) No |imit on
size.

bin.hex
Hexadecimal digits representing octets. Treatsseach nibble as a hex digit and
encodes as a separate Byte. (1 octet is eneoded as 2.) No limit on size.
uri
Universal Resource Identifier.

uuid
Universally Unique IDyHexadecimal digits representing octets. Qptional
embedded hyphens are ighored.

defaultvalue
Recommended. Expected,nitial value. Defined by a UPnP Forum working commjttee or
delegated to UPnP vendor. Must match data type. Must satisfy allowedValudList or
allowedValueRange constraints.

allowedValuelList
Recommended. Enumerates legal string values. Prohibited for data types other thar] string.
At most one\of allowedValueRange and allowedValueList may be specified. Sub elpments
are ordered (e.g., see NEXT_STRING_BOUNDED). Contains the following sub elements:

allowedvalue
Required. A legal value for a string variable. Defined by a UPnP Forum yvorking
committee for standard state variables; specified by UPnP vendor for extgnsions.
string. Must be < 32 characters.

al lowedValueRange
Recommended. Defines bounds for legal numeric values; defines resolution for qumeric
values. Defined only for numeric data types. At most one of allowedValueRange and
allowedValueList may be specified. Contains the following sub elements:

minimum
Required. Inclusive lower bound. Defined by a UPnP Forum working comnittee or
tefegated-to UPnP-vendor—Singte numericvatoe:

maximum
Required. Inclusive upper bound. Defined by a UPnP Forum working committee or
delegated to UPnP vendor. Single numeric value.

step
Recommended. Size of an increment operation, i.e., value of s in the operation v =
v + s. Defined by a UPnP Forum working committee or delegated to UPnP vendor.
Single numeric value.

The relatedStateVariable element of an argument definition must be the name of a state
variable defined in the same service description. relatedStateVariable defines the type of the
argument; there is not necessarily any semantic relationship between an argument and the
relatedStateVariable used to define its type. relatedStateVariable must specify the name of a
stateVariable in the serviceStateTable which has the same dataType, allowedValuelList,
and allowedValueRange as the argument. If no stateVariable exists with an appropriate
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definition, the working committee (or vendor) must define an additional state variable for that
purpose; state variables which are defined solely for the purpose of describing the type of an
argument should have a name that includes the prefix “A_ARG_TYPE_".

The allowedValuelList and allowedValueRange elements may be used to indicate optional
device capabilities. Working committees may require all values in the list or range to be
supported by all vendors (no options), require a minimum subset with additional values being
optional, or allow vendors to entirely decide which portions or the list or range to support.
Vendors may add additional, vendor-specific values to the allowedValueList by using the
“X_" prefix on the vendor-defined allowedValues, if permitted by working committees.
However, it should be noted that greater flexibility in optronal capabrlrtres reduces the number
of va
interd

perabrlrty If devrce capabilities are expected to change during device operatron warking
ittees should define separate actions to detect device capabilities rather |than
dding capabilities information in the service description, because the latter’' requires
cancgllation of advertisements and readvertisement each time the service, -descrjption
document is changed. If the service description is used to convey capabilities informatiop, the
devige must omit from the service description any optional elements (actions; allowedValues,
etc.) that are not implemented.

For future extensibility, when processing XML like the listing above, devices and céntrol
points must ignore: (a) any unknown elements and their sub elements or content, and () any
unknpwn attributes and their values.

Contol points and devices shall ignore any XML commepts or XML processing instrugtions
embgdded in UPnP device and service descriptions that/they do not understand.

UPnR service descriptions shall be encoded using UTF-8.

When the value of any text element or attribute*Contains one or more characters reserved as
markpp (such as ampersand (“&”) or less than{(“<")), the text must be escaped in accordance
with the provisions of clause 2.4 of the XML specification and each such character repjaced
with |the equivalent numeric representation or string (such as “&amp;” or “&lt;"). [Such
chargcters appearing in URLs may also be escaped in accordance with the URL escphping
rules|specified in Clause 2.4 of RF€ 2396.Note that it is logically possible for a service to
have|no actions but have state variables and eventing; though unlikely, such a service ould
be an autonomous informatiohy" source. However, a service with no state variablps is
prohipited.

Unlike device descriptions; service descriptions and associated values should not use Iqcale-
specific values; this includes service descriptions, values of action arguments, and valyes of
state|variables. Instead, most action arguments and state variables should use values that are
exprgssed in a.tocale-independent manner; applications should convert and/or formgt the
information frem a standard form into the correct language and/or format for the localg. For
example, dates are represented in a locale-independent format (ISO 8601), and integels are
reprented without locale-specific formatting (e.g., no currency symbol no grouping of digits).
hdent
UPnP

standards and not reerct strrngs mtended to be drsplayed ina Iocalrzed user interface.

However, there may be some cases where an action's behavior is locale-dependent. In this
case, an argument should be defined to indicate the locale, perhaps using the same encoding
as the ACCEPT-LANGUAGE and CONTENT-LANGUAGE headers (RFC 1766). If there are
multiple locale-dependent actions, the service may include an action to set a state variable to
indicate the locale and eliminate the need to pass a locale identifier separately to each action.

Services standardized by UPnP Forum working committees have an integer version. Every
later version of a service must be a superset of the previous version, i.e., it must include all
actions and state variables exactly as they are defined by earlier versions of the service. The
UPnP service type remains the same across all versions of a service whereas the service
version must be larger for later versions. Versions of device and service templates may have
non-integer versions (such as “0.9”) during development in the working committee, but this
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must become an integer upon standardization. Devices and services may have a version
number greater than the major version number of the architecture they are designed for (e.g.,
“Power:2” may be designed to work on UDA version 1.0).

2.4  Description: UPnP Service Template

The listing above also illustrates the relationship between a UPnP service description and a
UPnP Service Template. As explained above, the UPnP description for a service is written by
a UPnP vendor, in XML, following a UPnP Service Template. A UPnP Service Template is
produced by a UPnP Forum working committee as a means to standardize devices.

By appropriate specification of placeholders, the listing above can be either a UPnP Service
ate——o :."“‘.“ G“‘GG‘-“; Fat-SometPracCenoraetrSWwWotht—o€ G“‘ bya
Forum working committee (colored red), i.e., actions and their parameters, and\gtates
and their data type, range, and event characteristics. If these were specified, the listing gbove
would be a UPnP Service Template, codifying the standard for this type of service./Along with
UPnR Device Templates (cf. clause on Description), UPnP Service Templates are one ¢f the
key deliverables from UPnP Forum working committees.

Takinlg this another step further, the remaining placeholders in the listing above would be
specified by a UPnP vendor (colored purple), i.e., additional, vendor-specified actiong and
state|variables. If these placeholders were specified (as well as the’ gthers), the listing yould
be a UPnP service description, suitable for effective control of the'service within a device.

Put gdnother way, the UPnP Service Template defines the.overall type of service, and|each
UPNR service description instantiates that template with vendor-specific additions. The f|rst is
creatpd by a UPnP Forum working committee; the latteridy a UPnP vendor.

2.5 | Description: Non-standard vendor extensions

As explained above, UPnP vendors may differéntiate their devices and extend a stapdard
devige by including additional services and embedded devices. Similarly, UPnP vendorg may
extend a standard service by including*additional actions or state variables. Ngming
convegntions for each of these are listed inithe table below and explained in detail above.

Type of extension Standard Non-Standard
. : -0pnp- . - . . ; .
device|type urn:schemas (Iyn urn:domain-name:device:deviceType:v

org:device:deviceType:v

urn:séhemas-upnp-

i - - urn:domain-name:service:serviceType:v
servicg type org:service:serviceType:v yp
L\
servicg 1D Wurn:upnp-org:serviceld:servicelD urn:domain-name:serviceld:servicelD
action|name Does not begin with X _or A . Begins with X_.

Does not begin with X _or A _

state Jariahlé name (except A ARG TYPE). Begins with X .

XML G CIIICII:D ;II dCV;bU Dcl‘illcd by thc UPIIP Tclllp:atc Alb;tlaly IlV’“_ DbUpCd by art IlV‘:L IIGIIICDPGLC I‘]d

or service description Language. nested within an element that begins with X .

gmli_czttonrbsuéfvsiég Defined by the UPnP Template Arbitrary attributes scoped by an XML namespace
Language. and begin with X_.

description

As the last two rows of the table above indicate, UPnP vendors may also add non-standard
XML to a device or service description. Each addition must be scoped by a vendor-supplied
XML namespace. Arbitrary XML must be enclosed in an element that begins with X_, and this
element must be a sub element of a standard element that contains sub elements. Non-
standard attributes may be added to standard elements provided these attributes are scoped
by an XML namespace and begin with X_.
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To illustrate this, below are listings with placeholders (in italics) for actual elements and
values. Some of these placeholders would be specified by a UPnP vendor (purple) and some
are defined by the UPnP Device Architecture (green).

<RootStandardElement xmlIns="urn:schemas-upnp-org:device-1-0"
xmlns:n="domain-name:schema-name">
other XML
<AnyStandardElement n:X_VendorAttribute="arbitrary string value'>
other XML
</AnyStandardElement>
other XML
</RootStandardElement>

RootSgandardElement
Required. A standard root element. xmins attribute defines namespaces, in this case, a standard UPnP namespacé and a
ngn-standard namespace with the prefix n.

Fr device descriptions, must be root.

T

r service descriptions, must be scpd.

AnyStandardElement
Required. Any standard element, root or otherwise, content of text or element(only. Must already be inclyded as
part of the standard device or service description. X _VendorAttribute must hegin with X_. (Prefix A_is reperved.)
May have an arbitrary string value.

A

EltOnlyStandardElement n:X_ VendorAttribute="vendor %alue">

<n:X VendorElement xmlns:n="domain-name:schema-name">
arbitrary XML

</n:X VendorElement>

JE1tOnlyStandardElement>

N

ElItOnjyStandardElement
Required. Element with content of element only. Must already be included as part of the standard device or |service
description.

For device descriptions, must be one of:'voot, specVersion, device, iconList, icon, servicelist, service, and/or de\iceList.

F@r service descriptions, mustibe ‘one of: scpd, actionList, action, argumentList, argument, serviceStat¢Table,
sthteVariable, allowedValuelist, and/or allowedValueRange.

X_VendorElement
Required. Mustbegin with X . (Prefix A_is reserved.) Must have a value for the xmins attribute. May [contain
arbitrary XML

Contiol points_that do not understand these XML additions must ignore them.

2.6 | Desctiption: UPnP Template Language for devices

The paragraphs above explain UPnP device descriptions and illustrate how one would be
instantiated—from—a—UPnP—Device—Temptate—As—exptained,UPnP—Device—Temptates are
produced by UPnP Forum working committees, and these templates are derived from the
UPnP Template Language. This template language defines valid templates for devices and
services. Below is a listing and explanation of this language as it pertains to devices.

The UPnP Template Language is written in XML syntax and is derived from XML Schema
(Part 1: Structures, Part 2: Datatypes). XML Schema provides a set of XML constructions that
express language concepts like required vs. optional elements, element nesting, and data
types for values (as well as other properties not of interest here). The UPnP Template
Language uses these XML Schema constructions to define elements like specVersion,
URLBase, deviceType, et al listed in detail above. Because the UPnP Template Language is
constructed using another, precise language, it is unambiguous. And because the UPnP
Template Language, UPnP Device Templates, and UPnP device descriptions are all machine-
readable, automated tools can automatically check to ensure the latter two have all required
elements, are correctly nested, and have values of the correct data types.
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Below is the UPnP Template Language for devices as defined by the UPnP Device
Architecture herein. The elements it defines are used in UPnP Device Templates; they are
colored green here, and they are colored green in the listing above. Below is where these
elements are defined; above is where they are used.

Immediately following this is a brief explanation of the XML Schema elements, attributes, and
values used. The reference to XML Schema at the end of the clause has further details.

2.6.1 UPnP Template Language for devices

<?xml version="1.0"?>
<Schema name="device-1-0"
XmMINS="urn:schemas-microsot t-com: xmI-data
xmIns:dt=""urn:schemas-microsoft-com:datatypes'>
<ElementType name="root"™ content="eltOnly">
<element type="specVersion" />
<element type="URLBase" minOccurs="0" maxOccurs="1" />
<element type="device" />
</ElementType>
<ElementType name="specVersion" content="eltOnly">
<element type="major" />
<element type="minor" />
</ElementType>
<ElementType name="major" dt:type="int" content="textOnly" />
<ElementType name="minor" dt:type="int" content="textOnly" />
<ElementType name="URLBase" dt:type="uri’ content="textOnly")7/>
<ElementType name="device" content="eltOnly">
<element type="deviceType" />

<element type="friendlyName" />

<element type="manufacturer" />

<element type="manufacturerURL"™ minOccurs="0" maxOccurs="1" />
<element type="modelDescription” minOccurs="Q) maxOccurs="1" />
<element type="modelName" />

<element
<element
<element
<element
<element

type="modelNumber" minOccurs="0%\max0ccurs="1" />
type="modelURL"™ minOccurs="0" maxOccurs="1" />
type="serialNumber”™ minOccuks==0" maxOccurs="1" />
type="UDN" />

type=""UPC" minOccurs="0"_maxOccurs="1" />

<element type="iconList" minOccufs=""0" maxOccurs="1" />

<element type="serviceList" minOccurs="0" maxOccurs="1"/>

<element type="deviceList" minOccurs="0" maxOccurs="1" />

<element type="presentationURL"™ minOccurs="0" maxOccurs="1" />
</ElementType>
<ElementType name="devigcelype" dt:type="uri' content="textOnly" />
<ElementType name="TfriendlyName" dt:type="string" content="textOnly" />
<ElementType name="pahufacturer" dt:type="string"” content="textOnly" />
<ElementType name=tmanufacturerURL"™ dt:type="uri’ content="textOnly" />
<ElementType namé=%YmodelDescription™ dt:type="string"” content="textOnly" />
<ElementType name="modelName" dt:type="string" content="textOnly" />
<ElementTypetname="modelNumber" dt:type="string" content="textOnly" />
<ElementType~name="modelURL" dt:type="'uri’ content="textOnly" />
<Elementlype name="'serialNumber" dt:type="string"” content="textOnly" />
<ElementType name="UDN" dt:type="uri' content="textOnly" />

<ElementType
<ElementType

name="UPC" dt:type="'string" content="textOnly" />
name="iconList" content="eltOnly">

<edement type="icon" minOccurs="1" maxOccurs="*" />

/JElementTvpe
=

<ElementType

name=""icon'" content="eltOnly">

<element type="mimetype" />
<element type="width" />
<element type="height" />
<element type="depth" />
<element type="url" />

</ElementType>

<ElementType name="mimetype" dt:type="string"” content="textOnly" />
<ElementType name="width" dt:type="int" content="textOnly" />
<ElementType name="height" dt:type="int" content="textOnly" />
<ElementType name="depth" dt:type="int" content="textOnly" />
<ElementType name="url™ dt:type="uri" content="textOnly" />

<ElementType name="serviceList" content="eltOnly'>
<element type="service" minOccurs="0" maxOccurs="*" />

</ElementType>

<ElementType name="service" content="eltOnly">

<element type="serviceType" />
<element type="serviceld" />
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<element type="SCPDURL" />

<element type="controlURL" />

<element type="eventSubURL" />
</ElementType>
<ElementType name="serviceType" dt:type="uri' content="textOnly" />
<ElementType name="serviceld" dt:type="uri" content="textOnly" />
<ElementType name="SCPDURL"™ dt:type="uri’ content="textOnly" />
<ElementType name="controlURL"™ dt:type="uri' content="textOnly" />
<ElementType name="eventSubURL" dt:type="uri' content="textOnly" />
<ElementType name="devicelList" content="eltOnly">

</ElementType>
<ElementType name="presentationURL"™ dt:type="uri' content="textOnly" />

</Schema>

11(E)
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2.7.1 UPnP Template Language for services

<?xml version="1.0"7?>
<Schema name="service-1-0"
xmIns="urn:schemas-microsoft-com:xml-data"
xmlns:dt=""urn:schemas-microsoft-com:datatypes'>
<ElementType name="scpd"™ content="eltOnly">
<element type="specVersion™ />
<element type="actionList" minOccurs="0" maxOccurs="1" />
<element type="serviceStateTable" />
</ElementType>
<ElementType name="specVersion" content="eltOnly">
<element type="major" />
<element type="minor" />

</ElementType>
<ElementType name="major" dt:type="int" content="textOnly" />
<ElementType name="minor" dt:type="int" content="textOnly" />
<ElementType name="actionList" content="eltOnly">

<element type="action”™ minOccurs="1" maxOccurs="*" />
</ElementType>
<ElementType name="action" content="eltOnly">

<element type="name" />

<element type="argumentList"™ minOccurs="0" maxOccurs="1" />
</ElementType>
<ElementType name="name' dt:type='string"” content="textOnly" />
<ElementType name="argumentList" content="eltOnly'>

<element type="argument™ minOccurs="1" maxOccurs="*" />
</ElementType>
<ElementType name="argument" content="eltOnly">

<element type="name" />

<element type="direction" />

<element type="retval™ minOccurs="0" maxOccurs="4" />

<element type="relatedStateVariable"™ />
</ElementType>
<ElementType name="direction" dt:type="string}', content="textOnly" />
<ElementType name="retval"™ content="empty" (/>
<ElementType name="relatedStateVariable" dt:type="string" content="textOnly" />
<ElementType name="serviceStateTable" content="eltOnly">

<element type="stateVariable"™ minOccurs="1" maxOccurs="*" />
</ElementType>
<ElementType name="stateVariable'".eontent="eltOnly">

<element type="name" />

<element type="dataType" />

<element type="defaultValue"™“minOccurs="0" maxOccurs="1" />

<group minOccurs="0" maxOccurs="1" order="one">

<element type="allowedValueList" />
<element type="allowedValueRange" />

</group>

<AttributeType name="sendEvents" />

<attribute default="yes" type="sendEvents" required="no" />
</ElementType>
<ElementType \name="dataType" dt:type="string"” content="textOnly" />
<ElementType hame="defaultValue"™ dt:type="'string" content="textOnly" />
<Elementlype name="al lowedValueList"™ content="eltOnly">

<element type="allowedValue" minOccurs="1" maxOccurs="*" />
</ElementType>
<ElementType name="allowedValue"™ content="textOnly" />

<EdementType name="al lowedValueRange™ content="eltOnly">
= =

1 + = [
Eremee—typPe L RN RILL= LI 7

<element type="'maximum" />

<element type="step" minOccurs="0" maxOccurs="1" />
</ElementType>
<ElementType name="minimum" dt:type="number' content="textOnly" />
<ElementType name="maximum' dt:type="number' content="textOnly" />

<ElementType name="step" dt:type="number™ content="textOnly" />
</Schema>

attribute

References an attribute in the new, derived language for the purposes of declaring in which elements it may appear. Like
any XML element, the AttributeType element may have attributes of its own. Using the required attribute within this element

indicates whether the attribute must be present; optional attributes have required = no.

AttributeType

Defines an attribute in the new, derived language. Like any XML element, the AttributeType element may have attributes of
its own. Using the name attribute within this element defines the name of the attribute as it will be used in the derived

language.
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element
References an element for the purposes of declaring nesting. minOccurs attribute defines minimum number of times the
element must occur; default is minOccurs = 1; optional elements have minOccurs = 0. maxOccurs attribute defines
maximum number of times the element must occur; default is maxOccurs = 1; elements that can appear one or more times
have maxOccurs = *. Content= “textOnly” means the element does not contain subelements; content="eltOnly” means the
element contains subelements.

ElementType
Defines an element in the new, derived language. name attribute defines element name. dt:type attribute defines the data
type for the value of element in the new, derived language. model attribute indicates whether elements in the new, derived
language can contain elements not explicitly specified here; when only previously specific elements may be used, model =
closed. content attribute indicates what content may contain; elements that contain only other elements have content =
eltOnly; elements that contain only strings have content = textOnly.

SHeHp
Organizes content into a group to specify a sequence. minOccurs attribute defines minimum number of\tirnes the
group must occur. maxOccurs attribute defines maximum number of times the group must occur. order gttribute
constrains the sequence of elements; when at most one element is allowed, order = one.

2.8 | Description: Retrieving a description

As explained above, after a control point has discovered a device, it still’knows very little
abouf the device. To learn more about the device and its capabilities, the-control point|must
retrieve the UPnP description for the device using the URL provided |by the device in the
discovery message. Then, the control point must retrieve one or_ more service descrigtions
using the URL(s) provided in the device description. This is a sithple HTTP-based prpcess
and Uses the following subset of the overall UPnP protocol stack)(The overall UPnP prgtocol
stackl is listed at the beginning of this document.)

UPnP vendor [purple]

UPnP Forum [red

UPNP Device Architegture [green]

HTTP [black]

TCP [black]

P [btack]
At thp highest layer, description,;; messages contain vendor-specific information, e.g., device
type,| service type, and required services. Moving down the stack, vendor contgnt is
supplemented by information from a UPnP Forum working committee, e.g., model rname,
modgl number, and specific URLs. Messages from the layers above are hosted in UPnP-
specific protocols, defined in this document. In turn, the above messages are delivergd via
HTTR over TCP over IP. For reference, colors in [square brackets] above indicate yhich
protogol defines.specific header and body elements in the description messages listed bglow.

Using this pretocol stack, retrieving the UPnP device description is simple: the control|point
issue an HTTP GET request to the URL in the discovery message, and the device returps its

deV|ce returns the description in the body of an HTTP response The headers and body for
the response and request are explained in detail below.

First, a control point must send a request with method GET in the following format. Values in
italics are placeholders for actual values.

GET path to description HTTP/1.1
HOST: host for description:port for description
ACCEPT-LANGUAGE: language preferred by control point

(No body for request to retrieve a description, but note that the message must have a blank
line following the last HTTP header.)
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Listed below are details for the request line and headers appearing in the listing above. All
header values are case sensitive except where noted.

Request line

GET
Method defined by HTTP.

path to description
Path component of device description URL (LOCATION header in discovery message) or of service description URL
(SCPDURL element in device description). Single, relative URL.

HTTP/1.1

HFFP-versi
FR-version:

Headers

HOST
Required. Domain name or IP address and optional port components of device description URL (LOCATION header in
ditcovery message) or of service description URL (SCPDURL element of device description). If thesport is empty or not
giyen, port 80 is assumed.

ACCERT-LANGUAGE
Recommended for retrieving device descriptions. Preferred language(s) for description, If no description is availablg in this
lahguage, device may return a description in a default language. RFC 1766 language tag(s).

After|a control point sends a request, the device takes the second step and responds with a
copy |of its description. Including expected transmission time;a’device must respond within 30
seconds. If it fails to respond within this time, the control peint should re-send the requgst. A
devige must send a response in the following format. Nalues in italics are placeholdefs for
actudl values.

[TP/1.1 200 OK

NTENT-LANGUAGE: language used in description
%NTENT-LENGTH: Bytes in body

NTENT-TYPE: text/xml

TE: when responded

U000

The pody of this response is a UPnP device or service description as explained in fetail
above.

Liste¢l below are details for the headers appearing in the listing above. All header valugs are
case |sensitive except where noted.

Headers

CONTENT-LANGUAGE
Required if and_only if request included an ACCEPT-LANGUAGE header. Language of description. RFC 1766 lahguage

tap(s).

CONTENT-LENGTH
Required: Length of body in Bytes. Integer.

CONTENT-TYPE
Required. Must be text/xml.

DATE
Recommended. When response was generated. “rfc1123-date” as defined in RFC 2616.

SERVER
(No SERVER header is required for description messages.)

Note that because HTTP 1.1 allows use of chunked encoding, some devices may send the
description using chunked encoding if the GET request specifies HTTP 1.1. It is therefore
recommended that all implementations that include HTTP 1.1 in the GET request support
receiving chunked encoding.
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2.9 Description references

ISO 8601 — ISO (International Organization for Standardization). Representations of dates
and times, 1988-06-15. <http://www.w3.0rg/TR/1998/NOTE-datetime-19980827>

RFC 822 — Standard for the format of ARPA Internet text messages.
<http://www.ietf.org/rfc/rfc822.txt>.

RFC 1123 — Includes format for dates, for, e.g., HTTP DATE header.
<http://www.ietf.org/rfc/rfc1123.txt>

RFC 1766 — Format for language tag for, e.g., HTTP ACCEPT-LANGUAGE header.

<http plwwwietf-orglrfeLricl 766t See-also <httpALwwwtoc—govistandardstisos39—2> for Inn:uage

codes.

RFC |2045 — Multipurpose Internet Mail Extensions (MIME) Part One: Format)of Infernet
Message Bodies. <http://www.ietf.org/rfc/rfc2045.txt>.

RFC| 2046 — Multipurpose Internet Mail Extensions (MIME) Part Twe: Media Tjypes.
<http)}//www.ietf.org/rfc/rfc2046.txt>.

RFC| 2083 — PNG (Portable Network Graphics) Specification Version | 1.0.
<http{//www.ietf.org/rfc/rfc2083.txt>. See also <http://www.w3.org/TR/RECZpng.htm|>

RFC (2387 — Format for representing content type, e.g.,~mimetype element for an |icon.
<httpp//www.ietf.org/rfc/rfc2387.txt>

RFC 396 — Uniform Resource ldentifiers: Generic Syntax.<http://www.ietf.org/rfc/rfc2396 ftxt>.
RFC p616 — HTTP: Hypertext Transfer Protocol In1. <http://www.ietf.org/rfc/rfc2616.txt>.

UPC|— Universal Product Code. 12-digit, _all-numeric code that identifies the condumer
package. Managed by the Uniform Code Council. <http://wyw.uc-
councill.org/main/ID_Numbers_and_Bar_Codes.htmi>.

XML — Extensible Markup Language. <http://www.w3.0rg/TR/2000/REC-xmI-20001006>.

XML [Schema (Part 1: Structures;- Part 2: Datatypes) — Grammar defining UPnP Template
Langpage. <http://www.w3.orgZTR/xmlschema-1>, <http://www.w3.0rg/TR/xmlschema-2>.

3 dontrol

Contiol is Step 3 in ,UPnP™ networking. Control comes after addressing (Step 0) where
devices get a netiwork address, after discovery (Step 1) where control points find intergsting
devige(s), andafter description (Step 2) where control points learn about device capabilities.
Contiol is independent of eventing (Step 4) where control points listen to state changes in
devige(s),~Through control, control points invoke actions on devices and poll for values.
Contiol/and eventing are complementary to presentation (Step 5) where control points display
a usqrinterface provided by device(s).

Given knowledge of a device and its services, a control point can ask those services to invoke
actions and receive responses indicating the result of the action. Invoking actions is a kind of
remote procedure call; a control point sends the action to the device's service, and when the
action has completed (or failed), the service returns any results or errors.
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To control a device, a control point invokes an action on the device's service. To do this, a
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varia
notifi

As lo

bl point sends a suitable control message to-the control URL for the service (provided in
ontrolURL sub element of service element of device description). In responsg, the
Ce returns any results or errors from theé’action. The effects of the action, if any, may also
bdeled by changes in the variables that describe the run-time state of the service. When
state variables change, events ate-published to all interested control points. This cJause
ins the protocol stack for, and format of, control messages. The clause on Evgnting
ins event publication.

ng committees and vendoers may define actions to allow control points to determine the
nt value of one or moré state variables. Similar to invoking an action, a control |point
5 the defined query-message to the control URL for the service. In response, the s@rvice
les the value of the variable or variables; each service is responsible for keeping its
table consistent’/so control points can poll and receive meaningful values for those|state
bles for whiehr query actions are defined. The clause on eventing explains automatic
Cation of-variable values.

hg as the discovery advertisements from a device have not expired, a control point may

assu

e that the device and its services are available. If a device cancels its advertisemnents,

UPnP control messages and responses shall be encoded using UTF-8.

While UDA does define a means to invoke actions and poll for values, UDA does not specify

or co

nstrain the design of an API for applications running on control points; OS vendors may

create APIs that suit their customers’ needs.

If a large amount of data must be sent in association with an action (particularly if the amount
of data is not known in advance), it is not recommended to send the data as part of a SOAP
argument or as a MIME attachment to the SOAP message. Instead, it is recommended that
out-of-band transfer be used. For example, a URL could be sent as an argument value, and
an HTTP GET, PUT, or POST be used to transfer the data. HTTP chunked encoding can be

used

when the amount of data is not known in advance.
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The remainder of this clause explains in detail how control messages are formatted and sent
to devices.

3.1 Control: Protocols

To invoke actions and poll for values, control points (and devices) use the following subset of
the overall UPnP protocol stack. (The overall UPnP protocol stack is listed at the beginning of
this document.)

UPnP vendor [purple]

UPnP Forum [red

UPnP Device Architecture [green]

SOAP [blue]
HTTP [black]
TCP [black]

IP [black]

At the highest layer, control messages contain vendor-specific \information, e.g., argyment
valugs. Moving down the stack, vendor content is supplemented by information from a UPnP
ForUJn working committee, e.g., action names, argument names, variable names. Messages

from the layers above are hosted in UPnP-specific protocols; defined in this document. I turn,
the gbove messages are formatted using a Simple Object Access Protocol (SOAP) header
and pody elements, and the messages are delivered via HTTP over TCP over IP, For
refergnce, colors in [square brackets] above indicate which protocol defines specific hg¢ader
elements in the subscription messages listed below-

3.2 Control: Action

Contfiol points may invoke actions on a device's services and receive results or errors pack.
The Rction, results, and errors are encapsulated in SOAP, sent via HTTP requests| and
receiyed via HTTP responses.

3.2.1 Control: Action: Invoke

The Bimple Object Access (Protocol (SOAP) defines the use of XML and HTTP for rgmote
procddure calls. UDA uses'SOAP to deliver control messages to devices and return resylts or
errorg back to control points.

SOAP defines additieonal HTTP headers, and to ensure that these are not confused with |other
HTTRH extensions;~SOAP follows the HTTP Extension Framework (RFC 2774) and specifies a
SOAR-unique-URI in the MAN header and prefixes the HTTP method with M-. In this case, the
methpd is M*POST. Using M-POST requires the HTTP server to find and understanfl the
SOAP-unique URI and SOAP-specific headers.

To raovida flrn\nlallo anrl nroxiaes araatar admlnlofrafl\lc flaxibility SOAR ennr\lflne that
...... proxtes—greated HexthaHYS SpecHes

requests must first be attempted Wlthout the MAN header or M- prefix. If the request is
rejected with a response of "405 Method Not Allowed", then a second request must be sent
using the MAN header and M-prefix. If that request is rejected with a response of "501 Not
Implemented” or "510 Not Extended", the request fails. (Other HTTP responses should be
processed according to the HTTP specification.)

Below is a listing of a control message sent using the POST method (without the MAN header)
followed by an explanation of the headers and body. This is immediately followed by a listing
of a control message sent using the M-POST method and MAN header.

To invoke an action on a device's service, a control point must send a request with method
POST in the following format. Values in italics are placeholders for actual values.
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POST path of control URL HTTP/1.1

HOST: host of control URL:port of control URL

CONTENT-LENGTH: bytes in body

CONTENT-TYPE: text/xml; charset="utf-8"

SOAPACTION: "urn:schemas-upnp-org:service:serviceType:v#actionName"

<?xml version="1.0"?>
<s:Envelope

A

xmlns:s="http://schemas.xmlsoap.org/soap/envelope/*
s:encodingStyle="http://schemas.xmlsoap.org/soap/encoding/"">
<s:Body>
<u:actionName xmlns:u="urn:schemas-upnp-org:service:serviceType:v'>
<argumentName>in arg value</argumentName>

Lo dtlhas 1 1= £
et oS et et Ty et eSS g ot Tre— ey

</u:actionName>
</s:Body>
{s:Envelope>

Liste¢l below are details for the request line, headers, and body elementshappearing i
Iistinﬂ above. All header values and element names are case sensitive;~values are not
i

sens

ive except where noted. Except where noted, the order of elements is insignif

Except where noted, required elements must occur exactly onc¢e; (no duplicates),

reco

mmended or optional elements may occur at most once.

Reqgyest line

POST

Mgthod defined by HTTP.

path cqntrol URL

hth component of URL for control for this service (controlURL sub element of service element of device desc

P
Single, relative URL.

HTTP/1.1
HI TP version.

Headers

HOST
Required. Domain name or IP address and optional port components of URL for control for this service (controlU

element of service element of device description). If the port is empty or not given, port 80 is assumed.

ACCERT-LANGUAGE

(

No ACCEPT-LANGUAGE header is used in control messages.)

CONTENT-LENGTH
Required. Length of bedy in bytes. Integer.

CONTENT-TYPE

MAN
(

Required. Mastybe text/xml. Should include character coding used, which must be “utf-8.

No MAN header in request with method POST.)

h the
case
cant.
and

iption).

RL sub

SOAPACTION
Required header defined by SOAP. Must be the service type, hash mark, and name of action to be invoked, all enclosed in
double quotes. If used in a request with method M-POST, header name must be qualified with HTTP name space defined
in MAN header. Single URI. The specified service version MUST indicate the version of the service that the control point
wants to use while invoking the action. Its value may be any version of the service type in which the specified action was
defined.

Body

Envelope
Required element defined by SOAP. xmins namespace attribute must be “http://schemas.xmlsoap.org/soap/envelope/".
Must include encodingStyle attribute with value "http://schemas.xmlsoap.org/soap/encoding/". Contains the following sub
elements:

Body

Required element defined by SOAP. Should be qualified with SOAP namespace. Contains the following sub

element:
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actionName
Required. Name of element is name of action to invoke. xmins namespace attribute must

11(E)

be the

service type enclosed in double quotes; the version specified must be the same version specified in
the SOAPACTION header. Case sensitive. Must be the first sub element of Body. Contains the

following, ordered sub element(s):

argumentName

Required if and only if action has in arguments. Value to be passed to action. Repeat once
for each in argument. (Element name not qualified by a namespace; element nesting context

is sufficient.) Case sensitive. Single data type as defined by UPnP service description

. Every

“in” argument in the definition of the action in the service description must be included, in the
same order as specified in the service description (SCPD) that was downloaded from the

device.

must return an HTTP status code “415 Unsupported Media Type”.

ture extensibility, when processing XML like the listing above, devicesand c
5 must ignore: (a) any unknown elements and their sub elements or content, and (b
bwn attributes and their values.

es and control points shall ignore any XML comments or XML progessing instru
may receive that they do not understand.

namespace prefixes do not have to be the specific examples-given above (e.g.,
es must accept requests that use other legal XML namespace prefixes.

action has no “in” arguments, it is valid to combine ‘the opening and closing XML
“<actionname/>" instead of “<actionname></actiohhame>").

the value of any argument contains one or:more characters reserved as markup

alent numeric representation or string* (such as “&amp;” or “&lt;”). Such chars
bring in URLs may also be escaped:itt accordance with the URL escaping rules spe
use 2.4 of RFC 2396.

that because HTTP 1.1 allows-use of chunked encoding, some control points may

e implementations that’do 'not support receiving action requests using chunked enc
d return a 505 HTTP Version Not Supported error.

equest with POST is rejected with a response of "405 Method Not Allowed", t
Dbl point must send a second request with method M-POST and MAN in the foll
it. Values insitalics are placeholders for actual values.

POST path of control URL HTTP/1.1

C
C

H%ST: host of control URL:port of control URL

NTENT-LENGTH: bytes in body

M) the

bntrol
) any

tions

s” or

hey can be any value that obeys the rules of the generall XML namespace mechahism,;

tags

such
n the

cters
cified

send
1.1.
bding

en a
bwing

NTENT-TYPE: text/xml: charset=""utf-8"

MAN: "http://schemas.xmlsoap.org/soap/envelope/"; ns=01
01-SOAPACTION: "urn:schemas-upnp-org:service:serviceType:v#actionName"

(Message body for request with method M-POST is the same as body for request with method
POST. See above.)

Request line
M-POST
Method defined by HTTP Extension Framework (RFC 2774).

path of

control URL

Path component of URL for control for this service (controlURL sub element of service element of device description).

Si

ngle, relative URL.

HTTP/1.1
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HTTP version.

Head

HOST

ers

Required. Domain name or IP address and optional port components of URL for control for this service (controlURL sub
element of service element of device description). If the port is empty or not given, port 80 is assumed.

ACCEPT-LANGUAGE

(N

0 ACCEPT-LANGUAGE header is used in control messages.)

CONTENT-LENGTH
Required. Length of body in bytes. Integer.

CONT!
R

MAN

n 0

SOAP/

cC5s2X

3.2.2

The
expe
the ti
defin

this time, what the control point should do is application-specific. The service must sé

respq

WMIQQT

AN N

N

Y

FNT-TTFE
pquired. Must be text/xml. Should include character coding used, which must be “utf-8”.

bquired. Must be "http://schemas.xmlsoap.org/soap/envelope/". ns directive defines namespace (e:g.y 01) fd
DAP headers (e.g., SOAPACTION).

CTION

uble quotes. The specified service version MUST indicate the version of the service that the control point wantg
hile invoking the action. Its value may be any version of the service type in which the specified action was defined.
a request with method M-POST, header name must be qualified with HTTP name.Space defined in MAN header
RI.

Control: Action: Response

cted transmission time (measured from the time the action message is transmitted
bd to return early and send an event when caomplete. If the service fails to respond

nse in the following format. Values in italies"are placeholders for actual values.

[TP/1.1 200 OK

NTENT-LENGTH: bytes in body

NTENT-TYPE: text/xml; charset=""utf-8"

TE: when response was generated

T:

ERVER: OS/version UPnP/1.0.product/version

Pxml version="1.0"?>
s -Envelope
xmIns:s="http:/7schemas.xmlsoap.org/soap/envelope/"
s:encodingStyle=""http://schemas.xmlsoap.org/soap/encoding/* >
<s:Body>
<u:actionianeResponse xmlns:u="urn:schemas-upnp-org:service:serviceType:v'>
<argufieatName>out arg value</argumentName>
othérjout args and their values go here, if any
</usdetionNameResponse>
</s{Bady>
[siEnvelope>

r other

pquired header defined by SOAP. Must be the service type, hash mark, and name of actiop\te’be invoked, all enclpsed in

to use
If used
Single

service must complete invoking the action and respond within 30 seconds, including

until

me the associated response is received). Actions that take longer than this should be

vithin
end a

Listed below are details for the response line, headers, and body elements appearing in the
listing above. All header values and element names are case sensitive; values are not case
sensitive except where noted. Except where noted, the order of elements is insignificant.
Except where noted, required elements must occur exactly once (no duplicates), and
recommended or optional elements may occur at most once.

Response line

HTTP/1.1
HTTP version.

200 OK
HTTP success code.

Head

ers
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CONTENT-LANGUAGE
(No CONTENT-LANGUAGE header is used in control messages.)

CONTENT-LENGTH
Required. Length of body in bytes. Integer.

CONTENT-TYPE
Required. Must be text/xml. Should include character coding used, which must be “utf-8".

DATE
Recommended. When response was generated. “rfc1123-date” as defined in RFC 2616.

EXT
Required. Confirms that the MAN header was understood. (Header only; no value.)

SERVHER
pquired. Concatenation of OS name, OS version, UPnP/1.0, product name, and product version. String. Must'acqurately
reflect the version number of the UPnP Device Architecture supported by the device. Control points must be’prepared to
agcept a higher minor version number (but the same major version number) than the control point itself implements. For
example, control points implementing UDA version 1.0 will be able to interoperate with devices implementing UDA persion
1.

Py

Envelppe
Required element defined by SOAP. xmins namespace attribute must be "http://schiemas.xmlsoap.org/soap/envglope/".
Mpst include encodingStyle attribute with value "http://schemas.xmlsoap.org/soap/Zencoding/". Contains the follow|ng sub
elpments:

Body
Required element defined by SOAP. Should be qualified with 'SOAP namespace. Contains the following sub
element:

actionNameResponse
Required. Name of element is action name\prepended to Response. xmins namespace attribuje must
be service type enclosed in double quotes;“the version specified must be the same version spegified in
the SOAPACTION header in the_original invocation request. Case sensitive. Must be the first sub
element of Body. Contains the follewing sub element:

argumentName
Required if and.anly if action has out arguments. Value returned from action. Repegt once
for each out argument. If action has an argument marked as retval, this argument must be
the first element. (Element name not qualified by a namespace; element nesting context is
sufficient:);Case sensitive. Single data type as defined by UPnP service description, Every
“out’a@rgument in the definition of the action in the service description must be inclyded, in
the.same order as specified in the service description (SCPD) available from the devige.

For future extensibility, Wwhen processing XML like the listing above, devices and cgntrol
points must ignore: (&) any unknown elements and their sub elements or content, and () any
unknpwn attributes and their values.

Contfjol points<@nd devices shall ignore any XML comments or XML processing instrugtions
they may receive that they do not understand.

XML [namespace prefixes do not have to be the specific examples given above (e.g., {s” or
“u™); they can be any value that obeys the rules of the general XML namespace mechahism;
control points must accept responses that use other legal XML namespace prefixes.

If an action has no “out” arguments, it is valid to combine the opening and closing XML tags
(e.qg., “<actionnameResponse/>" instead of
“<actionnameResponse></actionnameResponse>").

When the value of any argument contains one or more characters reserved as markup (such
as ampersand (“&") or less than (“<”)), the text must be escaped in accordance with the
provisions of clause 2.4 of the XML specification and each such character replaced with the
equivalent numeric representation or string (such as “&amp;” or “&lt;”). Such characters
appearing in URLs may also be escaped in accordance with the URL escaping rules specified
in Clause 2.4 of RFC 2396.

If a control point uses an HTTP/1.0 binding on a SOAP request without setting the KeepAlive
token, the Device MUST close the socket after responding. If a control point uses an
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HTTP/1.1 binding on a SOAP request, and sets the Connection: CLOSE token, the Device
MUST close the socket after responding.

Note that because HTTP 1.1 allows use of chunked encoding, some devices may send the
action response using chunked encoding if the POST request specifies HTTP 1.1. It is
therefore recommended that all implementations that include HTTP 1.1 in the POST request
support receiving chunked encoding.

If the service encounters an error while invoking the action sent by a control point, the service
must send a response within 30 seconds, including expected transmission time. Out
arguments must not be used to convey error information; out arguments must only be used to
return_data; error responses must be sent in the following format. Values in italics are
placgholders for actual values.

HTTP/1.1 500 Internal Server Error
CONTENT-LENGTH: bytes in body
NTENT-TYPE: text/xml; charset="utf-8"
DATE: when response was generated

EXT:

SERVER: 0S/version UPnP/1.0 product/version

Q

A

Pxml version="1.0"?>
b -Envelope
xmIns:s="http://schemas.xmlsoap.org/soap/envelope/"
s:encodingStyle="http://schemas.xmlsoap.org/soap/encodsng/ >
<s:Body>
<s:Fault>
<faultcode>s:Client</faultcode>
<faultstring>UPnPError</faultstring>
<detail>
<UPnPError xmlns="urn:schemas-upnp-orgseontrol-1-0">
<errorCode>error code</errorCode>
<errorDescription>error string</errsrDescription>
</UPnPError>
</detail>
</s:Fault>
</s:Body>
{s:Envelope>

A

A

Liste¢l below are details for the(response line, headers, and body elements appearing in the
listing above. All header values and element names are case sensitive; values are not|case
sensitive except where noted. Except where noted, the order of elements is insignifjcant.
Except where noted, tequired elements must occur exactly once (no duplicates)| and
recomqmmended or optional elements may occur at most once.

Resplonse line

HTTP/1.1
HI TP versioh.

500 Intergal Server Error

H TD orrar .
o006t

Headers

CONTENT-LANGUAGE
(No CONTENT-LANGUAGE header is used in control messages.)

CONTENT-LENGTH
Required. Length of body in bytes. Integer.

CONTENT-TYPE
Required. Must be text/xml. Should include character coding used, which must be “utf-8".

DATE
Recommended. When response was generated. “rfc1123-date” as defined in RFC 2616.

EXT
Required. Confirms that the MAN header was understood. (Header only; no value.)
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SERVER
Required. Concatenation of OS name, OS version, UPnP/1.0, product name, and product version. String. Must accurately

reflect the version number of the UPnP Device Architecture supported by the device. Control points must be prepared to
accept a higher version number than the control point itself implements. For example, control points implementing UDA
version 1.0 will be able to interoperate with devices implementing UDA version 1.1.

Body

Envelope
Required element defined by SOAP. xmIns namespace attribute must be "http://schemas.xmlsoap.org/soap/envelope/".

Must include encodingStyle attribute with value "http://schemas.xmlsoap.org/soap/encoding/". Contains the following sub

elements:
Body
Regtiret-element—defired—by-SSAP—Shotldbe—gualified-with—-SOAPRamespace—Contans—the—fellowing sub
element:
Fault
Required element defined by SOAP. Error encountered while invoking action. Should be” qualified with
SOAP namespace. Contains the following sub elements:
faultcode
Required element defined by SOAP. Value must be qualified (with’ the SOAP namgspace.
Must be Client.
faultstring
Required element defined by SOAP. Must be UPNPELIOF.
detail
Required element defined by SOAP. Contains:the following subelement:
UPNnPError
Required element defined-by, UDA. Contains the following subelements:
errorCode
Required*element defined by UDA. Code identifying what erfor was
encountered. See table immediately below for values. Integer.
errorDescription
Recommended element defined by UDA. Short description. Sde table
immediately below for recommended values; other values may Qe used
by vendors. Human-readable string. Recommend < 256 charactes.
The following table summarizes/-defined error types and the corresponding value fdr the
errorCode and errorDescription.elements.
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errorCode errorDescription Description
401 Invalid Action No action by that name at this service.
402 Invalid Args Could be any of the following: not enough in args, too many in args, no
in arg by that name, one or more in args are of the wrong data type.
403 (Do Not Use) (This code has been deprecated.)
501 Action Failed May be returned in current state of service prevents invoking that
action
600 Argument Value Invalid The argument value is invalid
601 Argument Value Out of An argument value is less than the minimum or more than the
Range maximum value of the allowedValueRange, or is not in the
allowedValuelList.
602 Optional Action Not The requested action is optional and is not implementéed by the device.
Implemented
603 Out of Memory The device does not have sufficient memory available to complete the
action. This may be a temporary condition; the control point may
choose to retry the unmodified request‘again later and it may sudceed
if memory is available.
604 Human Intervention The device has encountered anlerfor condition which it cannot rgsolve
Required itself and required human intervention such as a reset or power dycle.
See the device display or dgeirmentation for further guidance.
605 String Argument Too Long A string argument is t@oong for the device to handle properly.
606 Action not authorized The action requested requires authorization and the sender was pot
authorized.
607 Signature failure The sendef’s Signature failed to verify.
608 Signature missing The action requested requires a digital signature and there was rjone
provided.
609 Not encrypted :This action requires confidentiality but the action was not deliver¢d
encrypted.
610 Invalid sequence The <sequence> provided was not valid.
611 Invalid control YR The controlURL within the <freshness> element does not match the
controlURL of the action actually invoked (or the controlURL in the
HTTP header).
612 No such\session The session key reference is to a non-existent session. This could be
because the device has expired a session, in which case the confrol
. point needs to open a new one.
600-699 “TBD Common action errors. Defined by UPnP Forum Technical Comnfittee.
700-799 TBD Action-specific errors for standard actions. Defined by UPnP Forum
working committee.
800-899 TBD Action-specific errors for non-standard actions. Defined by UPnP

vendor.

For future extensibility, when processing XML like the listing above, devices and control
points must ignore: (a) any unknown elements and their sub elements or content, and (b) any
unknown attributes and their values.

Control points and devices shall ignore any XML comments or XML processing instructions
they may receive that they do not understand.

XML namespace prefixes do not have to be the specific examples given above (e.g., “s” or
“u”); they can be any value that obeys the rules of the general XML namespace mechanism;
control points must accept responses that use other legal XML namespace prefixes.


https://iecnorm.com/api/?name=05303c1e8eb563bcb557a816f3b083da

— 50 — 29341-1 © ISO/IEC:2011(E)

3.3 Control: Query for variable

The QueryStateVariable action has been deprecated by the UPnP Forum and should not be
used by control points except in limited testing scenarios due to inconsistent results. Working
committees and vendors should explicitly define actions for querying of state variables for
which this capability is desired. Such explicit query actions may include multiple state
variables, if desired. The following definition of QueryStateVariable is retained in the UPnP
Device architecture for reference and for backward compatibility with early implementations.

In addition to invoking actions on a device's service, control points may also poll the service
for the value of a state variable by sending a query message. A query message may query
only one state variable; multiple query messages must be sent to query multiple state
variaptes:

This [query message is decoupled from the service's eventing (if any). If a_variable is
modgqgrated, then querying for the value of the variable will generally yield more up-tg-date
valugs than those received via eventing. The clause on Eventing describes event'modergtion.

3.3.1 Control: Query: Invoke

To query for the value of a state variable, a control point must send a request in the follpwing
format. Values in italics are placeholders for actual values.

PQST path of control URL HTTP/1.1

HPST: host of control URL:port of control URL

CONTENT-LENGTH: bytes in body

CONTENT-TYPE: text/xml; charset="utf-8"

SQPAPACTION: "urn:schemas-upnp-org:control-1-0#QueryStateVariable"

N

b -Envelope
xmlIns:s="http://schemas.xmlsoap.org/soap/envelope/"
s:encodingStyle="http://schemas.xmlsoap.org/soap/encoding/"">
<s:Body>
<u:QueryStateVariable xmlns:u="urn:seghemas-upnp-org:control-1-0">
<u:varName>variableName</u:varNage>
</u:QueryStateVariable>
</s:Body>
[s:Envelope>

N

Listegd below are details for the“request line, headers, and body elements appearing in the
listing above. All header values and element names are case sensitive; values are not|case
sensitive except where_hoted. Except where noted, the order of elements is insignifjcant.
Except where noted{ Yequired elements must occur exactly once (no duplicates)| and
recomqmmended or optional elements may occur at most once.

Reqguest line

POST
Method defined by HTTP

path oflcontrol URL
Path component of URL for control for this service (controlURL sub element of service element of device description).
Single, relative URL.

HTTP/1.1
HTTP version

Headers

HOST
Required. Domain name or IP address and optional port components of URL for control for this service (controlURL sub
element of service element of device description). If the port is empty or not given, port 80 is assumed.

ACCEPT-LANGUAGE
(No ACCEPT-LANGUAGE header is used in control messages.)

CONTENT-LENGTH
Required. Length of body in bytes. Integer.
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CONTENT-TYPE
Required. Must be text/xml. Should include character coding used, e.g., utf-8.

MAN

(No MAN header in request with method POST.)

SOAPACTION
Required header defined by SOAP. Must be "urn:schemas-upnp-org:control-1-0#QueryStateVariable". If used in a
request with method M-POST, header name must be qualified with HTTP name space defined in MAN header. Single URI.

Body

Envelope
Required element defined by SOAP. xmIns namespace attribute must be "http://schemas.xmlsoap.org/soap/envelope/".

M
e

PRGN R | liae sl ddila i ) } Modbiou o alo 1 L L ol LU O ko 4l PN
prStmerate— et otMmMg sty e att iotte Wit varte— P77 SCemMasS XM SOaP-Org7 SCap7 entotmg7 - CoMamS—tneTomow

Pments:

Body
Required element defined by SOAP. Should be qualified with SOAP namespace. Containg_the” followi
element:

QueryStateVariable
Required element defined by UPnP. Action name. xmins namespace aftribute must be "urn:sc]

upnp-org:control-1-0". Must be the first sub element of Body. Contains the following, orde
element:
varName

Required element defined by UPnP. Variable name. Must be qualifi

For future extensibility, when processing XML like the (isting above, as specified b

Flexi
unkn
their

If a
contr

3.3.2
To a

ple XML Processing Profile (FXPP), devices apd<{control points must ignore: (a
pwn elements and their sub elements or content/ and (b) any unknown attributes
values.

equest with POST is rejected with a response of "405 Method Not Allowed", th
bl point must send a second request with*method M-POST and MAN as explained a

Control: Query: Response
hswer a query for the value of a state variable, the service must respond with

seconfds, including expected transmission time. If the service fails to respond within this

what
the fd

VMO OO T

N

the control point should dg,is application-specific. The service must send a respor
llowing format. Values(njitalics are placeholders for actual values.

[TP/1.1 200 OK

DNTENT-LENGTH: byktes in body

NTENT-TYPE: text/xml; charset="utf-8"

TE: when respohse was generated

T:

ERVER: Q0S/yersion UPnP/1.0 product/version

b -Envelope
XmIns:s="http://schemas.xmlsoap.org/soap/envelope/"

ng sub

ng sub

hemas-
led sub

bd by

QueryStateVariable namespace. Values is namg_of state variable to be queried. Strifpg.

y the
any
and

en a
pove.

n 30
time,
se in

S-encedihgStyle="httpALschemasxlsoap-orglsoaplencocing/
<s:Body>
<u:QueryStateVariableResponse xmlns:u="urn:schemas-upnp-org:control-1-0">
<return>variable value</return>
</u:QueryStateVariableResponse>
</s:Body>

</s:Envelope>

Listed below are details for the response line, headers, and body elements appearing in the
listing above. All header values and element names are case sensitive; values are not case
sensitive except where noted. Except where noted, the order of elements is insignificant.
Except where noted, required elements must occur exactly once (no duplicates), and
recommended or optional elements may occur at most once.

Resp

onse line


https://iecnorm.com/api/?name=05303c1e8eb563bcb557a816f3b083da

— 52 — 29341-1 © ISO/IEC:2011(E)

HTTP/1.1
HTTP version.

200 OK

HTTP success code.

Head

ers

CONTENT-LANGUAGE

(N

0 CONTENT-LANGUAGE header is used in control messages.)

CONTENT-LENGTH
Required. Length of body in bytes. Integer.

CONTENT=-TYPE
Required. Must be text/xml. Should include character coding used, e.g., utf-8.

DATE

Recommended. When response was generated. “rfc1123-date” as defined in RFC 2616.

EXT

Py

SERVH

Py

Body

Envelppe

LY

For future extensibility, when processing XML like the listing above, as specified b

Flexi
unkn
their

Wher
amps§
provi
equiv

pquired. Confirms that the MAN header was understood. (Header only; no value.)

bquired. Concatenation of OS name, OS version, UPnP/1.0, product name, and product version. String.

R

bquired element defined by SOAP. xmins namespace attribute must be *http://schemas.xmlsoap.org/soap/envd

lope/".

List include encodingStyle attribute with value "http://schemas.xmlsoap.org/soap/encoding/". Contains the follow|
bments:

Body
Required element defined by SOAP. Should be gqualified with SOAP namespace. Contains the followi
element:

QueryStateVariableResponse
Required element defined by UPnP and SOAP. xmins namespace attribute must be "urn:sc|
upnp-org:control-1-0". Must-bg‘the first sub element of Body. Contains the following sub elemg

return
Required element defined by UPnP. (Element name not qualified by a namespace; §
nesting -context is sufficient.) Value is current value of the state variable sped
varNanie element in request.

ple XML Processing Profile (FXPP), devices and control points must ignore: (a
pwn elements and)their sub elements or content, and (b) any unknown attributes
values.

the valuécsof any variable contains one or more characters reserved as markup (su

ng sub

ng sub

nemas-
nt:

lement
fied in

y the
any
and

rsand «(*&”) or less than (“<”)), the text must be escaped in accordance wit
5iong- of clause 2.4 of the XML specification and each such character replaced wi
alent”numeric representation or string (such as “&amp;” or “&lt;”). Such char

appet

in Clause 2.4 of RFC 2396.

If the service cannot provide a value for the variable, then the service must send a response
within 30 seconds, including expected transmission time. The response must be sent in the
following format. Values in italics are placeholders for actual values.
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HTTP/1.1 500 Internal Server Error
CONTENT-LENGTH: bytes in body

CONTENT-TYPE: text/xml; charset="utf-8"
DATE: when response was generated

EXT:

SERVER: 0S/version UPnP/1.0 product/version

<s:Envelope
xmlIns:s="http://schemas.xmlsoap.org/soap/envelope/"
s:encodingStyle="http://schemas.xmlsoap.org/soap/encoding/'">
<s:Body>
<s:Fault>
<faultcode>s:Client</faultcode>
faultstring>UPnPError</faultstring
<detail>
<UPnPError xmlns="urn:schemas-upnp-org:control-1-0">
<errorCode>error code</errorCode>
<errorDescription>error string</errorDescription>
</UPnPError>
</detail>
</s:Fault>
</s:Body>
A{s:Envelope>

A

Listedl below are details for the response line, headers, and body\elements appearing in the
Iistinﬂ above. All header values and element names are case-'sensitive; values are not|case
i

sens

ive except where noted. Except where noted, the ofder of elements is insignifjcant.

Except where noted, required elements must occur exactly once (no duplicates)| and

recommmended or optional elements may occur at most gnce.

Resplonse line

HTTP/1.1

500 Internal Server Error

Headers

CONTENT-LANGUAGE
CONTENT-LENGTH
CONTENT-TYPE

DATE

EXT

HI TP version.

HITP error code.

(No CONTENT-LANGUAGE header.jsused in control messages.)

Required. Length of body in-bytes. Integer.

Required. Must be text/xml. Should include character coding used, e.g., utf-8.

Recommended: When response was generated. “rfc1123-date” as defined in RFC 2616.

Py

bquired. Confirms that the MAN header was understood. (Header only; no value.)

SERVER

Required. Concatenation of OS name, OS version, UPnP/1.0, product name, and product version. String. Must accurately
reflect the version number of the UPnP Device Architecture supported by the device. Control points must be prepared to
accept a higher version number than the control point itself implements. For example, control points implementing UDA
version 1.0 will be able to interoperate with devices implementing UDA version 1.1.

Body

Envelope

Required element defined by SOAP. xmIns namespace attribute must be "http://schemas.xmlsoap.org/soap/envelope/".
Must include encodingStyle attribute with value "http://schemas.xmlsoap.org/soap/encoding/". Contains the following sub
elements:

Body
Required element defined by SOAP. Should be qualified with SOAP namespace. Contains the following sub
element:
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Fault
Required element defined by SOAP. Why the service did not return a value for the variable. Sh
qualified with SOAP namespace. Contains the following sub elements:

Taultcode
Required element defined by SOAP. Value should be qualified with SOAP namespac
be Client.

faultstring

11(E)

ould be

e. Must

Required element defined by SOAP. Generic UPnP string describing errorCode. See table

immediately below for values.

detail
Required element defined by SOAP. Contains the following sub elements:

UPNnPError
Required element defined by UPnP. Contains the following sub elements:

errorCode
Required element defined by UPnP. Code identifying what er
encountered. See table immediately below for values. Integer.

errorDescription
Recommended element defined by UPnP.Short description. Se
immediately below for values. String. Re¢ommend < 256 charact

following table summarizes defined error types and the_corfesponding value fg

Code and errorDescription elements.
Code |errorDescription Desc;iptvion
Invalid Action No action by that name at this servic—e.
Invalid Var No state variable by that name e;t this service.
4 TBD Common action errors, Def;néd by UPnP Forum Technical Committee.
9 TBD Reserved for future u-S(;.

Action-specifielerrors for standard actions. Defined by UPnP Forum working

4 TBD )
committee,

9 TBD Actionespecific errors for non-standard actions. Defined by UPnP vendor.

device shall return theé error code 401 Invalid Action if the QueryStateVariable action
hented.

sub elementstor content, and (b) any unknown attributes and their values.

Control'ryeferences

1123 — Includes format for dates, for, e.g.,, HTTP DATE he
//www.ietf.org/rfc/rfcl123.txt>.

Oor was

e table
Prs.

r the

is not

5 and

ader.

RFC 2396 — Uniform Resource ldentifiers: Generic Syntax.<http://www.ietf.org/rfc/rfc2396.txt>.

RFC
RFC

2616 — HTTP: Hypertext Transfer Protocol 1.1. <http://www.ietf.org/rfc/rfc2616.txt>.

2774 — HTTP Extension Framework. <http://www.ietf.org/rfc/rfc2774.txt>.

SOAP — Simple Object Access Protocol. <http://www.w3.0rg/TR/2000/NOTE-SOAP-20000508>.

XML

— Extensible Markup Language. <http://www.w3.0rg/TR/2000/REC-xmI-20001006>.

4 Eventing

Eventing is Step 4 in UPnP™ networking. Eventing comes after addressing (Step 0) where
devices get a network address, after discovery (Step 1) where control points find interesting
device(s), and after description (Step 2) where control points learn about device capabilities.
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Eventing is intimately linked with control (Step 3) where control points send actions to devices.
Through eventing, control points listen to state changes in device(s). Control and eventing are
complementary to presentation (Step 5) where control points display a user interface provided
by device(s).

After a control point has (1) discovered a device and (2) retrieved a description of the device
and its services, the control point has the essentials for eventing. As the clause on
Description explains, a UPnP service description includes a list of actions the service
responds to and a list of variables that model the state of the service at run time. If one or
more of these state variables are evented, then the service publishes updates when these
variables change, and a control point may subscribe to receive this information. Throughout
this clause, publisher refers to the source of the events (typically a device's service), and
subsg¢riber refers to the destination of events (typically a control point).

root dewvice
subscription request
control point (subscriber) . e cEFWiCe
510 = uuidi,.. subscription (uuidd... ) [publishr)
renewal request [uuid:. ..}
T il
subscription (uuidi...)
cancellation juuid:1...)
=

event message

an®
et et

control point (subscriber)
S0 = uuid&, .,

device

Tervice

To slibsCribe to eventing, a subscriber sends a subscription message. If the subscriptfon is
accekdﬂﬁ-mﬁwm—mmmnm—mwm, i ' i Tpti the

subscription active, a subscriber must renew its subscription before the subscription expires.
When a subscriber no longer needs eventing from a publisher, the subscriber should cancel
its subscription. This clause explains subscription, renewal, and cancellation messages in
detail below.

The publisher notes changes to state variables by sending event messages. Event messages
contain the names of one of more state variables and the current value of those variables,
expressed in XML. A special initial event message is sent when a subscriber first subscribes;
this event message contains the names and values for all evented variables and allows the
subscriber to initialize its model of the state of the service. To support scenarios with multiple
control points, eventing can be used to keep interested control points informed about the
effects of actions performed by other control points or using other mechanisms for device
control (such as front panel controls). All subscribers are sent all event messages,
subscribers receive event messages for all evented variables (not just some), and event
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