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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical activity.
ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
ISO/IEC JTC 1.
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ISONIEC 29341-1-2 was prepared by UPnP Forumrand adopted, under the PAS procedure, by|joint
techpical committee ISO/IEC JTC 1, Informationztechnology, in parallel with its approval by natjonal
bodies of ISO and IEC.

The| list of all currently available parts® of ISO/IEC 29341 series, under the general [title
Infofmation technology — UPnP Device Architecture, can be found on the ISO web site.
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Introduction

ISO and IEC draw attention to the fact that it is claimed that compliance with this document may
involve the use of patents as indicated below.

ISO and IEC take no position concerning the evidence, validity and scope of these patent rights. The
holders of -these patent rights have assured ISO and IEC that they are willing to negotiate licenses
under reasonable and non-discriminatory terms and conditions with applicants throughout the world. In
this respect, the statements of the holders of these patent rights are registered with ISO and IEC.

Intel Corporation has informed IEC and ISO that it has patent applications or granted patents.

Infofmation may be obtained from:

Inte| Corporation

Standards Licensing Department
5200 NE Elam Young Parkway
MS:[JFS-98

USA - Hillsboro, Oregon 97124

Microsoft Corporation has informed IEC and ISO that it has patent applications or grapted
patgnts as listed below:

6101499 / US; 6687755 / US; 6910068 / US; 7130895 / US;(6/r25281 / US; 7089307 /|US;
7069312 / US; 10/783 524 /US

Infofmation may be obtained from:

Microsoft Corporation
Oneg| Microsoft Way
USA - Redmond WA 98052

Philips International B.V. has informed IEC. and ISO that it has patent applications or grapted
patgnts.

Infofmation may be obtained from:

Philips International B.V. — IP&S
High Tech campus, building-443A21
NL 4+ 5656 Eindhoven

NXH B.V. (NL) has informed IEC and ISO that it has patent applications or granted patentsq.
Infofmation may be.obtained from:
NXH B.V. (NL)

High Tech-ecampus 60
NL + 5656 AG Eindhoven

Matsushita_Etectric industriatCo.  ttd tas mformed t{EC and SO that it has patent

applications or granted patents.

Information may be obtained from:

Matsushita Electric Industrial Co. Ltd.
1-3-7 Shiromi, Chuoh-ku
JP — Osaka 540-6139

Hewlett Packard Company has informed IEC and ISO that it has patent applications or
granted patents as listed below:

5956 487 / US; 6 170 007 / US; 6 139 177 / US; 6 529 936 / US; 6 470 339 / US; 6 571 388 /
US; 6 205 466 / US
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Information may be obtained from:

Hewlett Packard Company
1501 Page Mill Road
USA - Palo Alto, CA 94304

Samsung Electronics Co. Ltd. has informed IEC and ISO that it has patent applications or
granted patents.

Information may be obtained from:

Digi

al Media Business Qamqung Electronics Co_11td

416
KR

Huawei Technologies Co., Ltd. has informed IEC and ISO that it has patent application

grarj

Info

Maetan-3 Dong, Yeongtang-Gu,
- Suwon City 443-742

ted patents.

mation may be obtained from:

Huawei Technologies Co., Ltd.

Adn
She

Qua
pate

Info

Qua
577
San

Telg
pate

Info
Teld
Via

Turi
Cisd
Info
Cisd

170
San

inistration Building, Bantian Longgang District
hzhen — China 518129

[comm Incorporated has informed IEC and ISO that it ha® patent applications or gra
nts.

mation may be obtained from:

[comm Incorporated
b Morehouse Drive
Diego, CA — USA 92121

com lItalia S.p.A.has informed IEC and ISO that it has patent applications or granted
nts.

mation may be obtained from

com ltalia S.p.A.

Reiss Romoli, 274

n - Italy 10148

o Systems infafmed IEC and ISO that it has patent applications or granted patents.

mation may‘be obtained from:

o Systems, Inc.
West Tasman Drive

Jose, CA — USA 95134

hted

Attention is drawn to the possibility that some of the elements of this document may be the subject of

pate

nt rights other than those identified above. ISO and IEC shall not be held responsible for

identifying any or all such patent rights.
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Original UPnP Document

Reference may be made in this document to original UPnP documents. These references are
retained in order to maintain consistency between the specifications as published by ISO/IEC
and by UPnP Implementers Corporation and later by UPnP Forum. The following table
indicates the original UPnP document titles and the corresponding part of ISO/IEC 29341:

UPNP Document Title
UPNP Device Architecture 1.0
UPNP Device Architecture Version 1.0

ISO/IEC 29341 Part
ISO/IEC 29341-1:2008
ISO/IEC 29341-1:2011

UP|
UP|
UP|
UP|
UP|
UP|

P oevice Architecture 1.1
NP Device Architecture 2.0
hP Basic:1 Device
NP AV Architecture:1
NP AV Architecture:1
hP AVTransport:1 Service

ISONEC 2934 t=1=172011
ISO/IEC 29341-1-2
ISO/IEC 29341-2
ISO/IEC 29341-3-1:2008
ISO/IEC 29341-3+1:2011
ISO/IEC 293413310

UPhP ConnectionManager:1 Service ISO/IEC 29347-3-11
UPRQP ContentDirectory:1 Service ISO/IEC(29341-3-12
UPNP RenderingControl:1 Service ISO/IEC"29341-3-13

UP|
UP|
UP|
UP|
UP|

NP MediaRenderer:1 Device
NP MediaRenderer:2 Device
hP MediaServer:1 Device
hP AVTransport:2 Service
hP AVTransport:2 Service

ISOHEC 29341-3-2
ISO/IEC 29341-3-2:2011
ISO/IEC 29341-3-3
ISO/IEC 29341-4-10:2008
ISO/IEC 29341-4-10:2011

UPNP ConnectionManager:2 Service ISO/IEC 29341-4-11:2008
UPpP ConnectionManager:2 Service ISO/IEC 29341-4-11:2011
UPRQP ContentDirectory:2 Service ISO/IEC 29341-4-12

UP|
UP|

NP RenderingControl:2 Service
NP RenderingControl:2 Service

ISO/IEC 29341-4-13:2008
ISO/IEC 29341-4-13:2011

UPhP ScheduledRecording:1 ISO/IEC 29341-4-14
UPNP ScheduledRecording:2 ISO/IEC 29341-4-14:2011
UPhP MediaRenderer:2 Dévice ISO/IEC 29341-4-2

UPhP MediaServer:2/Device ISO/IEC 29341-4-3
UPPhP AV Datastru¢ture Template:1 ISO/IEC 29341-4-4:2008
UPpP AV Datastructure Template:1 ISO/IEC 29341-4-4:2011

UP|
UP|
UP|

NP DigitalSecurityCamera:1 Device
NP DigitalSecurityCameraMotionlmage:1 Service
NP DigitalSecurityCameraSettings:1 Service

ISO/IEC 29341-5-1
ISO/IEC 29341-5-10
ISO/IEC 29341-5-11

upP

F DigltaloecurityLameradstiilimage.T Service

UPnP HVAC_System:1 Device

UPnP ControlValve:1 Service

UPnP HVAC_FanOperatingMode:1 Service
UPnP FanSpeed:1 Service

UPnP HouseStatus:1 Service

UPnP HVAC_SetpointSchedule:1 Service
UPnP TemperatureSensor:1 Service

UPnP TemperatureSetpoint:1 Service

UPnP HVAC_UserOperatingMode:1 Service
UPnP HVAC_ZoneThermostat:1 Device
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ISOMEC 2934 1-5-12
ISO/IEC 29341-6-1

ISO/IEC 29341-6-10
ISO/IEC 29341-6-11
ISO/IEC 29341-6-12
ISO/IEC 29341-6-13
ISO/IEC 29341-6-14
ISO/IEC 29341-6-15
ISO/IEC 29341-6-16
ISO/IEC 29341-6-17
ISO/IEC 29341-6-2
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UPnP BinaryLight:1 Device

UPNnP Dimming:1 Service

UPNnP SwitchPower:1 Service

UPnP DimmableLight:1 Device

UPnNP InternetGatewayDevice:1 Device
UPnP LANHostConfigManagement:1 Service
UPnP Layer3Forwarding:1 Service

UPNP LinkAuthentication:1 Service

UP,
UP|
UP)
UP|

hP WANCableLinkConfig:1 Service
hP WANCommonlnterfaceConfig:1 Service
hP WANDSLLinkConfig:1 Service

ISO/IEC 29341-1-2:2017(E)

ISO/IEC 29341-7-1
ISO/IEC 29341-7-10
ISO/IEC 29341-7-11
ISO/IEC 29341-7-2
ISO/IEC 29341-8-1
ISO/IEC 29341-8-10
ISO/IEC 29341-8-11
ISO/IEC 29341-8-12

B RadiusCliont: 1 Servi ISOUAEC 20341.8-13

ISO/IEC 29341-8-14
ISO/IEC 29341-8-15
ISO/IEC 29341-8-16

UPhP WANEthernetLinkConfig:1 Service ISO/IEC 29341-8-17,
UPhP WANIPConnection:1 Service ISO/IEC 29341-8:48
UPhP WANPOTSLinkConfig:1 Service ISO/IEC 29344-8-19
UPpP LANDevice:1 Device ISO/IEC(29341-8-2
UPhP WANPPPConnection:1 Service ISO/IEE,29341-8-20
UPphP WLANConfiguration:1 Service ISO/IEC 29341-8-21
UPhP WANDevice:1 Device ISO/IEC 29341-8-3
UPhP WANConnectionDevice:1 Device ISO/IEC 29341-8-4
UPhP WLANAccessPointDevice:1 Device ISO/IEC 29341-8-5
UPPP Printer:1 Device ISO/IEC 29341-9-1
UPNP ExternalActivity:1 Service ISO/IEC 29341-9-10
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Introduction
What is UPnP Technology?

UPnP technology defines an architecture for pervasive peer-to-peer network connectivity of
intelligent appliances, wireless devices, and PCs of all form factors. It is designed to bring
easy-to-use, flexible, standards-based connectivity to ad-hoc or unmanaged networks whether
in the home, in a small business, public spaces, or attached to the Internet. UPnP technology
provides a distributed, open networking architecture that leverages TCP/IP and Web
technologies to enable seamless proximity networking in addition to control and data transfer
among networked devices.

The|UPnP Device Architecture (UDA) is more than just a simple extension of the plug|and
play| peripheral model. It is designed to support zero-configuration, "invisible" netwofking,|and
autgmatic discovery for a breadth of device categories from a wide range of vendors. [This
medns a device can dynamically join a network, obtain an IP address, convey,its icapabilities,
and|learn about the presence and capabilities of other devices. Finally, a device can leaje a
network smoothly and automatically without leaving any unwanted state behind.

The|technologies leveraged in the UPnP architecture include Internet) protocols such ag IP,
TCH, UDP, HTTP, and XML. Like the Internet, contracts are based(on wire protocols thaf{ are
declarative, expressed in XML, and communicated via HTTP. Using Internet protocols [is a
strophg choice for UDA because of its proven ability to span different physical media, to enpble
reallworld multiple-vendor interoperation, and to achieve syaergy with the Internet and many
home and office intranets. The UPNP architecture ¢tas been explicitly designedq to
accommodate these environments. Further, via bridging,\WDA accommodates media runping
nonilP protocols when cost, technology, or legacy prevents the media or devices attachgd to
it frgm running IP.

What is "universal" about UPnP technology? Nordevice drivers; common protocols are {sed
instgad. UPnP networking is media independent. UPnP devices can be implemented using
any |programming language, and on any eperating system. The UPnP architecture doeg| not
speg¢ify or constrain the design of an AR for applications; OS vendors may create APIs|that
suitftheir customers’ needs.

UPNnP Forum

UPNP Forum is an industry-initiative designed to enable easy and robust connectivity among
stand-alone devices and PCs from many different vendors. UPnP Forum seeks to devglop
standards for describing.device protocols and XML-based device schemas for the purpoge of
enabling device-to-device interoperability in a scalable, networked environment. For rhore
information, see htfpy//www.upnp.org.

UPNP Forumas set up working committees in specific areas of domain expertise. T:Lese
working committees are charged with creating proposed device standards, building sample
implementations, and building appropriate test suites. This document indicates sp€cific
technnigal.decisions that are the purview of UPnP Forum working committees.

UPnP vendors can build compliant devices with confidence of interoperability and benefits of
shared intellectual property and the logo program. Separate from the logo program, vendors
may also build devices that adhere to the UPnP Device Architecture defined herein without a
formal standards procedure. If vendors build non-standard devices, they determine technical
decisions that would otherwise be determined by a UPnP Forum working committee.

In this document

The UPnP Device Architecture (formerly known as the DCP Framework) contained herein
defines the protocols for communication between controllers, or control points, and devices.
For discovery, description, control, eventing, and presentation, the UPnP Device Architecture
uses the following protocol stack (the indicated colors and type styles are used throughout
this document to indicate where each protocol element is defined):

Figure 1: — Protocol stack
© ISO/IEC 2017 — All rights reserved 1
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At the highest layer, messages logically contain only UPnP vendor-specific information ‘apout
their devices. Moving down the stack, vendor content is supplemented by informatignydefjned
by WPnP Forum working committees. Messages from the layers above are hostedlin URnP-
spegific protocols such as the Simple Service Discovery Protocol (SSDP), the, General Ejent
Notification Architecture (GENA) and the multicast event protocol defined in.this docunjent,
and| others that are referenced. SSDP is delivered via either multicast.or unicast UDP.
Mulficast events are delivered via multicast UDP. GENA is delivered viayHTTP. Ultimately, all
mesjsages above are delivered over IP. The remaining clauses of this’ document describg the
confent and format for each of these protocol layers in detail. For réference, colors in [sqpare
bradkets] above indicate which protocol defines specific message ¢emponents throughouft| this
doctiment.

Two| general classifications of devices are defined by dhe UPnP architecture: contrglled
devices (or simply “devices”), and control points. A contrélled device functions in the role|of a
servier, responding to requests from control points. Beth control points and controlled devices
can |be implemented on a variety of platforms including personal computers and embedded
systems. Multiple devices, control points, or both, may be operational on the same netyork
endpoint simultaneously.

Not¢: This document is oriented toward *an' IPv4 environment. Considerations for an |Pv6
environment are expressed in Annex A.

The|foundation for UPnP networking'is IP addressing. In an IPv4 environment, each devide or
confrol point shall have a Dynamic:Host Configuration Protocol (DHCP) client and search for a
DHQP server when the device-'or control point is first connected to the network. If a DHCP
servier is available, i.e., the-network is managed; the device or control point shall use the IP
address assigned to it. If. no’ DHCP server is available, i.e., the network is unmanaged) the
device or control point_shall use Auto IP to get an address. In brief, Auto IP defines hqw a
device or control pointyintelligently chooses an IP address from a set of reserved addregses
and|is able to move jeasily between managed and unmanaged networks. If during the DHCP
trangaction, the.device or control point obtains a domain name, e.g., through a DNS server or
via DNS forwarding, the device or control point should use that name in subsequent netyork
operlations;otherwise, the device or control point should use its IP address.

Cer]ain UPnP networks have more complex configurations such as multiple physical netwprks
andjornmultiple logical networks to accommodate multiple non-overlapping addressing
schemes. Devices and control points may also have two or more network interfaces, and/or
two or more IP addresses assigned to each interface. In such configurations, a single device
or control point may be assigned multiple IP addresses from different logical networks in the
same UPnP network, resulting in devices appearing to a control point multiple times in the
network. Devices and control points that have multiple IP addresses on the same UPnP
network are referred to as multi-homed. Throughout this document, the term "UPnP-enabled
interface" is used to refer to an interface which is assigned an IP address belonging to the
UPnP network. Additional behaviors specific to multi-homed devices and control points will be
covered in applicable clauses throughout the document. However, as a general principle,
related interactions between control points and devices (e.g. action control request and
response messages, event subscription and event messages) shall occur using the same pair
of outgoing and incoming UPnP-enabled interfaces.
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Given an IP address, Step 1 in UPnP networking is discovery. When a device is added to the
network, the UPnP discovery protocol allows that device to advertise its services to control
points on the network. Similarly, when a control point is added to the network, the UPnP
discovery protocol allows that control point to search for devices of interest on the network.
The fundamental exchange in both cases is a discovery message containing a few essential
specifics about the device or one of its services, e.g., its type, identifier, and a pointer to more
detailed information. The clause on Discovery below explains how devices advertise, how
control points search, and contains details about the format of discovery messages.

Step 2 in UPnP networking is description. After a control point has discovered a device, the
control pomt st|II knows very little about the dewce For the control point to learn more about
the the
device's description from the URL provided by the device |n the discovery message. DeMices
may| contain other logical devices, as well as functional units, or services. The UPnP
desg¢ription for a device is expressed in XML and includes vendor-specific manufacfurer
infofmation like the model name and number, the serial number, the manufacturer name,
URLs to vendor-specific Web sites, etc. The description also includes a list,0of any embedded
devices or services, as well as URLs for control, eventing, and presentationy.For each seryice,
the gescription includes a list of the commands, or actions, to which the(service responds,|and
pargmeters, or arguments for each action; the description for a service also includes a ligt of
varigbles; these variables model the state of the service at run time, and are describgd in
terms of their data type, range, and event characteristics. The Clause on Description bg¢low
explains how devices are described and how control points retriéve those descriptions.

Step 3 in UPnP networking is control. After a control point has retrieved a description of the
device, the control point can send actions to a device's ‘services. To do this, a control point
sendls a suitable control message to the control URL\for the service (provided in the degvice
desgription). Control messages are also expressed in XML using the Simple Object Actess
Protocol (SOAP). Like function calls, in responsexo the control message, the service returns
any [action-specific values. The effects of the*action, if any, are modeled by changes in the
variables that describe the run-time state of thie service. The clause on Control below explains
the gdescription of actions, state variables, and the format of control messages.

Stepg 4 in UPnP networking is eventing. A UPnP description for a service includes a li$t of
actions the service responds to and a list of variables that model the state of the servide at
run [time. The service publishes updates when these variables change, and a control point
may| subscribe to receive thiscinformation. The service publishes updates by sending eyjent
messages. Event messages contain the names of one or more state variables and the cufrent
value of those variables. These messages are also expressed in XML. A special initial ejent
es

This form of eventlng is useful f|rst when events WhICh are not reIevant to specific UPnP
interactions should be delivered to control points to inform users, and second when multiple
controlled devices want to inform multiple other control points. Multicast eventing is inherently
unreliable since it is based on UDP. To increase the probability of successful transmission,
the option to retransmit multicast event notifications is outlined. UPnP Working committees
should define whether specific events are multicast events. The clause on Eventing below
explains unicast event subscription and the format of both unicast and multicast event
messages.

Step 5 in UPnP networking is presentation. If a device has a URL for presentation, then the
control point can retrieve a page from this URL, load the page into a browser, and depending
on the capabilities of the page, allow a user to control the device and/or view device status.
The degree to which each of these can be accomplished depends on the specific capabilities
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of the presentation page and device. The clause on Presentation below explains the protocol
for retrieving a presentation page.

Audience

The audience for this document includes UPnP device and control point vendors, members of
UPnP Forum working committees, and anyone else who has a need to understanding the
technical details of UPnP protocols.

This document assumes the reader is familiar with the HTTP, TCP, UDP, IP family of
protocols this document makes no attempt to explam them. ThIS document also assumes

are
This
ing or
Conformance terminology
In this document, features are described as required, recommended, allowed or
DEHRRECATED as follows:
Required (or shall or mandatory).
These basic features shall be implemented to comply with (UPnP Device Architecture.|[The
hrases “shall not”, and “PROHIBITED” indicate behavior that is prohibited, i.e. that if
gerformed means the implementation is not in complianee.
Recpmmended (or should).
These features add functionality supported by ‘UPnP Device Architecture and shou

Id be
plemented. Recommended features take. advantage of the capabilities UPnP D%jwce
rchitecture, usually without imposing major cost increases. Notice that for complignce
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These features are neitherrequired nor recommended by UPnP Device Architecture, &
the feature is implemented, it shall meet the specified requirements to be in complignce
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be in compliance with these guidélines. Some recommended features could bec
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Nithough these features are still described in this specification, they should no
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ture
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specified but It shall never be used by implementations compliant with this specification.

Acronyms
Table 1 — Acronyms

Acronym Meaning Acronym Meaning
ARP Address Resolution Protocol SOAP Simple Object Access Protocol
CP Control Point SSDP Simple Service Discovery Protocol
DCP Device Control Protocol UDA UPnP Device Architecture
DDD Device Description Document UPC Universal Product Code
DHCP Dynamic Host Configuration Protocol URI Uniform Resource Identifier
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DNS Domain Name System URL Uniform Resource Locator
GENA General Event Notification Architecture URN Uniform Resource Name
HTML Hypertext Markup Language uuibD Universally Unique ldentifier
HTTP Hypertext Trrdansfer Protocol XML Extensible Markup Language
SCPD Service Control Protocol Description

Glossary

action

Command exposed by a service. Takes one or more input or output arguments. May have a

retufn value. For more information, see clause 2, “Description” and clause 3, “Control”.

argument
Pargameter for action exposed by a service. May be in or out. For more infermation,
clause 2, “Description” and clause 3, “Control”.

control point
Retiieves device and service descriptions, sends actions to services, polls for service s
variables, and receives events from services.

device

Logical device. A container. May embed other logical devicesEmbeds one or more servi
Advertises its presence on network(s). For more informatioh;);See clause 1, “Discovery”
clause 2, “Description”.

dev|ce description

Formal definition of a logical device, expressed in‘the UPnP Template Language. Writtg
XML syntax. Specified by a UPnP vendor by filling in the placeholders in a UPnP D¢
Template, including, e.g., manufacturer names~model name, model number, serial numn
and| URLs for control, eventing, and preséntation. For more information, see claus
“Degcription”.

device type

Standard device types are denoted by urn:schemas-upnp-org:device: followed by a un
name assigned by a UPnP Forum working committee. One-to-one relationship with U
Dev|ce Templates. UPnP vendars may specify additional device types; these are denote
urn:pomain-name:device: followed by a unique name assigned by the vendor, where don
nanle is a Vendor Domain. Name. For more information, see clause 2, “Description” .

event
Notification of oné or more changes in state variables exposed by a service. For 1
information, see.clause 4, “Eventing”.

GENA

see

tate

ces.
and

nin
vice
ber,
B 2,

que
PnP
d by
ain-

nore

Genjeral ~Event Notification Architecture. The event subscription and notification profocol

defined,in’/clause 4, “Eventing”.

publisher

Source of event messages. Typically a device's service. For more information, see clause 4,

“Eventing”.

root device
A logical device that is not embedded in any other logical device. For more information,
clause 2, “Description”.

service
Logical functional unit. Smallest units of control. Exposes actions and models the state
physical device with state variables. For more information, see clause 3, “Control”.
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service description

Formal definition of a logical service, expressed in the UPnP Template language. Written in
XML syntax. Specified by a UPnP vendor by filling in any placeholders in a UPnP Service
Template. (Was SCPD.) For more information, see clause 2, “Description”.

service type
Standard service types are denoted by urn:schemas-upnp-org:service: followed by a unique
name assigned by a UPnP forum working committee, colon, and an integer version number.
One-to-one relationship with UPnP Service Templates. UPnP vendors may specify additional
services; these are denoted by urn:domain-name:service: followed by a unique name
assigned by the vendor, colon, and a version number, where domain-name is a Vendor
Donfat —Formore imformation, See crause 2,  Description '

Simple Object Access Protocol. A remote-procedure call mechanism based on (XML [that
sendls commands and receives values over HTTP. For more information, see clausg 3,
“Control”.

sSsSOP
Simple Service Discovery Protocol. A multicast discovery and searchmechanism that usgs a
muI[cast variant of HTTP over UDP. Defined in clause 1, “Discovery™

statp variable
Single facet of a model of a physical service. Exposed by arservice. Has a name, data type,
optipnal default value, optional constraints values, and may trigger events when its vgplue
champges. For more information, see clause 2, “Description™and clause 3, “Control”.

subpcriber
Reclpient of event messages. Typically a control_point. For more information, see clause 4,
“Evgnting”.

UPnP Device Template
Template listing device type, required embedded devices (if any), and required services.
Written in XML syntax and derived fronpthe UPnP Device Schema. Defined by a UPnP Fqrum
working committee. One-to-one relationship with standard device types. For more information,
see|clause 2, “Description”.

UPnNP Service Template
Template listing action names, parameters for those actions, state variables, and propertigs of
those state variables. Written in XML syntax and derived from the UPnP Service Schg¢ma.
Defined by a UPnP Ferum working committee. One-to-one relationship with standard seivice
types. For more information, see clause 2, “Description”.

UPnP Device Schema
Defines thecelements and attributes used in UPnP Device and Service Templates. Writtgn in
XML syntaxsand derived from XML Schema (Part 1: Structures, Part 2: Datatypes). Defined by
the UPNnP Device Architecture herein. For more information, see clause 2, “Description”.

VendorBomaimName
A domain name that is supplied by a vendor. It is owned by the vendor, and shall be
registered with an ICANN accredited Registrar, such that it is unique. The vendor shall keep
the domain name registration up to date. A Vendor Domain Name length should be chosen to
be compatible with the use of the domain name in the UDA.

References and resources

RFC 2710, Multicast Listener Discovery for IPv6. Available
at: http://www.ietf.org/rfc/rfc2710.txt.

RFC 2616, HTTP: Hypertext Transfer Protocol 1.1. Available
at: http://www.ietf.org/rfc/rfc2616.txt.
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RFC 2279, UTF-8, a transformation format of ISO 10646 (character encoding). Available
at: http://www.ietf.org/rfc/rfc2279.txt.

XML, Extensible Markup Language. W3C recommendation. Available
at: http://www.w3.org/XML/.

DEVICEPROTECTION, UPnP Device Protection specification. Available
at http://upnp.org/specs/gw/UPnP-gw-DeviceProtection-v1-Service.pdf.

Each clause in this document contains additional information about resources for specific
topics.

ddressing

Addressing is Step 0 of UPnP networking. Through addressing, devices and control \pointg get
a network address. Addressing enables discovery (Step 1) where control | points |find
intefesting device(s), description (Step 2) where control points learn about device capabilities,
confrol (Step 3) where a control point sends commands to device(s), eventing (Step 4) where
confrol points listen to state changes in device(s), and presentation (Step'5) where coptrol
poirlts display a user interface for device(s).

The| foundation for UPnP networking is IP addressing. A UPnR’,device or control point is
allowed to support IP version 4-only, or both IP version 4 and_IP\Version 6. This clause,|and
the |examples given throughout clauses 1 through 5 of this.document, assumes an |Pv4
implementation. Annex A of this document describes IPv6 \operation. Each UPnP device or
confrol point which does not itself implement a DHCP¢server shall have a Dynamic Host
Configuration Protocol (DHCP) client and search fofs,a DHCP server when the devicg or
rol point is first connected to the network (if the-device or control point itself implemerts a
DHQP server, it allowed to allocate itself an address from the pool that it controls). If a DHCP
servier is available, i.e., the network is managed;'the device or control point shall use the IP
addfess assigned to it. If no DHCP server is, available, i.e., the network is unmanagedj the
device or control point shall use automatic.}P~addressing (Auto-IP) to obtain an address.

Autg-IP (defined in RFC 3927) defineschow a device or control point: (a) determines if DHCP
is Unavailable, and (b) intelligently\chooses an IP address from a set of link-locdl IP
addresses. This method of addreSs assignment enables a device or control point to easily
movie between managed and unmanaged networks.

Thig clause provides an overview of the basic operation of Auto-IP. The operations descrjbed
in t:ris clause are detailed and clarified in the reference documents listed below. Where
conflicts between thissdocument and the reference documents exist, the reference document
alwgys takes precedentce.

0.1 | Determining whether to use Auto-IP

A device _or—control point that supports Auto-IP and is configured for dynamic addfress

the device or control point shall then auto-configure an IP address using Auto-IP.

0.2 Choosing an address

To auto-configure an IP address using Auto-IP, the device or control point uses an
implementation dependent algorithm for choosing an address in the 169.254/16 range. The
first and last 256 addresses in this range are reserved and shall NOT be used.

The selected address shall then be tested to determine if the address is already in use. If the
address is in use by another device or control point, another address shall be chosen and
tested, up to an implementation dependent number of retries. The address selection shall be
randomized to avoid collision when multiple devices or control points are attempting to
allocate addresses. The device or control point chooses an address using a pseudo-random
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algorithm (distributed over the entire address range from 169.254.1.0 to 169.254.254.255) to
minimize the likelihood that devices or control points that join the network at the same time
will choose the same address and subsequently choose alternative addresses in the same
sequence when collisions are detected. This pseudo-random algorithm should be seeded
using the device’s or control point’s Ethernet hardware MAC address.

0.3 Testing the address

To test the chosen address, the device or control point shall use an Address Resolution
Protocol (ARP) probe. An ARP probe is an ARP request with the device or control point
hardware address used as the sender's hardware address and the sender's IP address set to
OS. hU dcv;uc Ul \JUIItIU: pU;IIt oha“ thcll :;Otcll fUI IUDVUIIDGO tU thc ARP plubc, Ul Uthcl RP
prolles for the same IP address. If either of these ARP packets is seen, the device or ‘control
point shall consider the address in use and try a different address. The ARP probe_is\allgwed
to be repeated for greater certainty that the address is not already in use; it is recommended
that|the probe be sent four times at two-second intervals.

After successfully configuring a link-local address, the device or control peint shall send|two
gratpitous ARPs, spaced two seconds apart, this time filling in the sernder IP address.|The
purgose of these gratuitous ARPs is to make sure that other hosts on-the net do not have
stal¢ ARP cache entries left over from some other host that may preyiously have been using
the same address.

Dev|ces and control points that are equipped with persistentstorage are allowed to recor
IP address they have selected and on the next boot use that“address as their first candigate
wheh probing, in order to increase the stability of addresses and reduce the need to re
address conflicts.

Address collision detection is not limited to the.address testing phase, when the devicg or
confrol point is sending ARP probes and listening for replies. Address collision detection ig an
ongoing process that is in effect for as long as the device or control point is using a link-jocal
addfess. At any time, if a device or control point receives an ARP packet with its owh IP
addfess given as the sender IP address;but a sender hardware address that does not mptch
its gwn hardware address, then the: device or control point shall treat this as an address
collision and shall respond as described in either a) or b) below:

a) Immediately configure a newiink-local IP address as described above; or,

b) If the device or control peint currently has active TCP connections or other reasons to
refer to keep the same 1P address, and has not seen any other conflicting ARP packets
ecently (e.g., within\the last ten seconds) then it is allowed to elect to attempt to defend

its address once/ by recording the time that the conflicting ARP packet was received,|and

ithin a_short time after that (e.g., within ten seconds) then the device or control
hall immediately configure a new Auto-IP address as described above.

The|devicé or control point shall respond to conflicting ARP packets as described in eithgr a)
or bl)~above; it shall NOT ignore conflicting ARP packets. If a new address is selected/ the
device or control point shall cancel previous advertisements and re-advertise with the new
address.

After successfully configuring an Auto-IP address, all subsequent ARP packets (replies as
well as requests) containing an Auto-IP source address shall be sent using link-level
broadcast instead of link-level unicast, in order to facilitate timely detection of duplicate
addresses.

0.4 Forwarding rules

IP packets whose source or destination addresses are in the 169.254/16 range shall NOT be
sent to any router for forwarding. Instead, the senders shall ARP for the destination address
and then send the packets directly to the destination on the same link. IP datagrams with a
multicast destination address and an Auto-IP source address shall NOT be forwarded off the
local link. Devices and control points are allowed to assume that all 169.254/16 destination
8 © ISO/IEC 2017 — All rights reserved
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addresses are on-link and directly reachable. The 169.254/16 address range shall not be
subnetted.

0.5 Periodic checking for dynamic address availability

A device or control point that has auto-configured an IP address shall periodically check for
the existence of a DHCP server. This is accomplished by sending DHCPDISCOVER
messages. How often this check is made is implementation dependent, but checking every 5
minutes would maintain a balance between network bandwidth required and connectivity
maintenance. If a DHCPOFFER is received, the device or control point shall proceed with
dynamic address allocation. Once a DHCP assigned address is in place, the device or control
point—is—atHowed—to—retease—the—atto-configtred—address ott—ts—atso—atowed—to—choos to

maimtain this address for a period of time (or indefinitely) to maintain connectivity.

To gwitch over from one IP address to a new one, the device should, if possible,.‘cancel|any
outgtanding advertisements made on the previous address and shall liSsue [new
advertisements on the new address. The clause on Discovery explains advertisements|and
their cancellations. In addition, any event subscriptions are deleted by the device (see clquse
on Bventing).

For [a multi-homed device with multiple IP addresses, to switch one-of“the IP addresses|[to a
new| one, the device should cancel any outstanding advertisements made on the previous IP
address, and shall issue new advertisements on the new IP addresses. Furthermore, it $hall
also| issue appropriate update advertisements on all unaffected’/IP addresses. The claus¢ on
Disqovery explains advertisements, their cancellations and ‘updates. The clause on Eventing
explains the effect on event subscriptions.

0.6 [ Device naming and DNS interaction

OncE a device has a valid IP address for the network, it can be located and referenced on|that
network through that address. There may be, situations where the end user needs to logate
and|identify a device. In these situations, aCfriendly name for the device is much easier for a
human to use than an IP address. If a device chooses to provide a host name to a DHCP
server and register with a DNS server;; the device should either ensure the requested host
name is unique or provide a means-for the user to change the requested host name. Most
oftep, devices do not provide a‘host name, but provide URLs using literal (numeric) IP
addfesses.

Morgover, names are much.more static than IP addresses. Clients referring a device by npme
don’t require any modification when the IP address of a device changes. Mapping of| the
device's DNS name tevits IP address could be entered into the DNS database manually or
dynamically according’ to RFC 2136. While devices supporting dynamic DNS updates|can
register their DNS_records directly in the DNS, it is also possible to configure a DHCP sdrver
to rggister DNS records on behalf of these DHCP clients.

0.7 Name to IP address resolution

A degviee that needs to contact another device identified by a DNS name needs to discovgr its
IP dddress—The device submits a DNS—query accordingto RFC+034—and—1+635—tothepre-
configured DNS server(s) and receives a response from a DNS server containing the IP
address of the target device. A device can be statically pre-configured with the list of DNS
servers. Alternatively a device could be configured with the list of DNS server through DHCP,
or after the address assignment through a DHCPINFORM message.

0.8 References

RFC1034, Domain Names - Concepts and Facilities. Available
at: http://www.ietf.org/rfc/rfc1034.txt.

RFC1035, Domain Names - Implementation and Specification. Available
at: http://www.ietf.org/rfc/rfc1035.txt.
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RFC 2131, Dynamic Host Configuration Protocol. Available
at: http://www.ietf.org/rfc/rfc2131.txt.

RFC 2136, Dynamic Updates in the Domain Name System. Available
at: http://www.ietf.org/rfc/rfc2136.txt.

RFC 3927, Dynamic Configuration of IPv4 Link-Local Addresses. Available
at: http://www.ietf.org/rfc/rfc3927.txt.
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Figure 1-1: — Discovery architecture
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Whgn a device ‘*knows it is newly added to the network, it shall multicast a numbgr of
discpvery meSsages advertising itself, its embedded devices, and its services (initial
annopunce), (Any interested control point can listen to the standard multicast addresq for
notiEcations that new capabilities are available. A multi-homed device shall multicast| the

discpvery-messages on all UPnP-enabled interfaces. A multi-homed control point is allowgd to
liste

to’the standard multicast address on one, some or all of its UPnP-enabled interfaceqd.

When a new control point is added to the network, it is allowed to multicast a discovery
message searching for interesting devices, services, or both. All devices shall listen to the
standard multicast address for these messages and shall respond if any of their root devices,
embedded devices or services matches the search criteria in the discovery message. In
addition, a control point is allowed to unicast a discovery message to a specific IP address on
port 1900 or on the port specified by the optional SEARCHPORT.UPNP.ORG header field
(which supersedes port 1900 for this use), searching for a UPnP device or service at that
specific IP address. This action presumes the control point already knows the device at this IP
address is a UPnP device (which listens on the appropriate port). The control point can use
unicast search for a number of applications. A unicast search can quickly confirm a specific
device and provide the corresponding discovery information (e.g. UUID, URL) of this device.
All devices shall listen to incoming unicast search messages on port 1900 or, if provided, the
port number specified in the SEARCHPORT.UPNP.ORG header field and shall respond if any
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of their root devices, embedded devices or services matches the search criteria in the
discovery message.

A multi-homed control point is allowed to multicast discovery messages on one, some or all of
its UPnP-enabled interfaces. Multi-homed devices shall listen to the standard multicast
address on all UPnP-enabled interfaces for multicast discovery messages. Multi-homed
devices shall also listen to incoming unicast search messages on port 1900 or, if provided, the
port number specified in the SEARCHPORT.UPNP.ORG header field. The devices shall
respond if any of their root devices, embedded devices or services matches the search criteria
in the discovery message.

TOfl , a COm v S arroOwed - OT—a GGevice0 3 S VICE

discpvery messages advertising itself or because the device responded to a discojery
mesjsage searching for devices. In either case, if a control point is interested in a dévice|and
wanfs to learn more about it, the control point uses the information in the discovery.mesgage
to gend a description query message. The clause on Description explainsi/descrigtion
mesjsages in detail.

Whgn a device is removed from the network, it should, if possible, mulicast a numbgr of
discpvery messages revoking its earlier announcements, effectively"declaring that its |root
devices, embedded devices and services will no longer be available. When the IP addregs of
a dgvice is changed, it should revoke any earlier announcementsiand it shall advertise using
the pew IP address.

Whgn a multi-homed device becomes unavailable to the network on any of its UPnP-enapled
inteffaces, it should, if possible, multicast a number of disCovery messages revoking its egrlier
annpuncements on the affected UPnP-enabled interfaces, effectively declaring that its [root
devices, embedded devices and services will no longer be available on those interfaces/| If it
remains available to the network on any of its other UPnP-enabled interfaces, it shall NOT
mulficast such discovery messages on the unaffected UPnP-enabled interfaces.

Whgn a multi-homed device becomes ayvailable to the network on a new UPnP-enabpled
interface (in addition to any existing) UPnP-enabled interfaces), it shall increasq its
BOQTID.UPNP.ORG field value (see-clause 1.2 “Advertisement”), and multicast a number of
upd(ite messages on the existing UPnP-enabled interfaces to announce the |new

BOQTID.UPNP.ORG field valuexAfter all the update messages have been sent, it shall
mulficast a number of discoveryimessages on all (existing and new) UPnP-enabled interfaces
with|the new BOOTID.UPNP-ORG field value.

Similarly, when one of the 1P addresses of a multi-homed device is changed, it should reyoke
any| earlier announcements on the previous IP address. It shall increase| its
BOQTID.UPNP.ORG;,field value (see clause 1.2 “Advertisement”), and multicast a number of
upd(ite messages- on the existing UPnP-enabled interfaces to announce the |new

BOQTID.UPNP.ORG field value. After all the update messages have been sent, it shall
mulficast a_oumber of discovery messages on all (existing and new) UPnP-enabled interfaces
with{the new BOOTID.UPNP.ORG field value.

Finglly;vif a multi-homed device loses connectivity on one of its UPnP-enabled interfaces|and
then regains connectivity, it shall increase its BOOTID.UPNP.ORG field value (see 1.2,
“Advertisement”’), and multicast a number of update messages on the unaffected UPnP-
enabled interfaces to announce the new BOOTID.UPNP.ORG field value. After all the update
messages have been sent, it shall multicast a number of discovery messages on all (affected
and unaffected) UPnP-enabled interfaces with the new BOOTID.UPNP.ORG field value.

To limit network congestion, the time-to-live (TTL) of each IP packet for each multicast
message should default to 2 and should be configurable. When the TTL is greater than 1, it is
possible for multicast messages to traverse multiple routers; therefore control points and
devices using non-AutolP addresses shall send an IGMP Join message so that routers will
forward multicast messages to them (this is not necessary when using an Auto-IP address,
since packets with Auto-IP addresses will not be forwarded by routers).
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Versioning: Discovery plays an important role in the interoperability of devices and control
points using different versions of UPnP networking. The UPnP Device Architecture (defined
herein) is versioned with both a major and a minor version, usually written as major.minor,
where both major and minor are integers (for example, version 2.10 [two dot ten] is newer
than version 2.2 [two dot two]). Advances in minor versions shall be a compatible superset of
earlier minor versions of the same major version. Advances in major version are not required
to be supersets of earlier versions and are not guaranteed to be backward compatible.
However UDA version 2.0 is specified as a superset of UDA 1.1 and is thus backwards
compatible with UDA 1.x versions. Therefore UDA 2.0 control points shall maintain
interoperability with UDA 1.x devices. UDA 1.x control points can work with UDA 2.0 devices,
but can’t access the additional functionality specified in UDA 2.0. Version information is
communicaied In discovery and descripiion messages. Discovery messages include| the
version of UPnP networking that the devices and control points support (in the SERVER]|and
USHR-AGENT header fields); the version of device and service types supported)is jalso
incldded in relevant discovery messages. Additionally, description documents alsq includg the
samle information. SERVER and USER-AGENT header fields are also usedin “control |Jand
eventing to communicate which version of UPnP networking the devices and control pgints
support. This clause explains the format of version information in discovery messages|and
spegific requirements on discovery messages to maintain compatibility with advances in njinor
versions.

The|remainder of this clause explains the UPnP discovery protocol known as SSDP (Simple
Seryice Discovery Protocol) in detail, enumerating how devicés advertise and revoke their
adve¢rtisements as well as how control points search and deyvices respond.

1.1 | SSDP message format

SSOP uses part of the header field format of HTTP 1. 1)as defined in RFC 2616. However,|it is
NOT based on full HTTP 1.1 as it uses UDP instead of TCP, and it has its own processing
ruleg. This subclause defines the generic format of'a SSDP message.

All $SDP messages shall be formatted according to RFC 2616 clause 4.1 “generic messgge”.
SSOP messages shall have a start-line and-a list of message header fields. SSDP messages
shodild not have a message body. If a,.SSDP message is received with a message body| the
message body is allowed to be ignored:

1.1.1 SSDP Start-line

Each SSDP message shall-have exactly one start-line. See clause 1.2, “Advertisement”|and
clause 1.3, “Search” below-for the definition of all possible SSDP messages. The starttline
shall be formatted either.as defined in RFC 2616 clause 5.1 or clause 6.1. Furthermore) the
starf-line shall be ongof the following three:

NOTIFY * HTTP/1.1\d\n
M-SEARCH * HTTP/1.1\r\n
HTTIP/1.1 2000K\r\n

As g clarification, while the start-line shall include “HTTP/1.1”, this does not signal that SBDP
is fglly’based on HTTP 1.1; this start-line element is included for backward compatibility
reasons-onty-

1.1.2 SSDP message header fields

The message header fields in a SSDP message shall be formatted according to RFC 2616
clause 4.2. This specifies that each message header field consist of a case-insensitive field
name followed by a colon (":"), followed by the case-sensitive field value. SSDP restricts
allowed field values.

Example SSDP header:

HOST: 239.255.255.250:1900
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1.1.3 SSDP header field extensions

UPnP working committees and UPnP vendors are allowed to extend SSDP messages with
additional SSDP header fields. Additional message header fields can also be defined by the
UPnP  Forum Technical committee (e.g. clause 1.2, “Advertisement” defines
BOOTID.UPNP.ORG, CONFIGID.UPNP.ORG, NEXTBOOTID.UPNP.ORG, and
SEARCHPORT.UPNP.ORG header fields). To prevent name-clashes of header field
definitions (two parties accidentally define the same header field name with different
semantics), vendor-defined header field names shall have the following format:

field-name = token “.” domain-name

whefe the domain-name shall be Vendor Domain Name, and in addition shall satisfy the token
format as defined in RFC 2616, clause 2.2.

Example vendor-defined SSDP header fields:

yheader.philips.com: “some value”
yheader.sony.com: “other value”

1.1.4 UUID format and recommended generation algorithms

UPNP 2.0 devices shall format UUIDs according to the format, specified below. Howegver,
UPNP 2.0 control points shall also be able to accept UUIDs that’have not been formatted
according to the rules specified below, as formatting rules are (not specified in UPnP 1.0 dther
than the requirement that a UUID is a string.

UUIPs are 128 bit numbers that shall be formatted as‘specified by the following granjmar
(taken from [1]):

YUID = 4 * <hexOctet> “-” 2 * <hexOctet> “-” 2 * <hexQutet> “-” 2 * <hexOctet> “-” 6 * <hexOctet
“exOctet = <hexDigit> <hexDigit>
exDigit = “0"[“1”[2"|“3"|“4"[5" ‘6" |“T"|“8"|9"[“a’|*b"fic [ " [“e”|“F ‘A |“B”|“C”|“D"|E"|“F"

Thelfollowing is an example of the string.representation of a UUID:
‘Pfac1234-31f8-11b4-a222-08002b34c003*

UUIPs are allowed to be generated using any suitable generation algorithm? that satisfieq the
following requirements:

a) |tis very unlikely to duplicate a UUID generated from some other resource.
b) It maps down to a-428-bit number.

c) WUIDs shall remaiin fixed over time.

The|following YJUID generation algorithm is recommended:

Time & MAC-based algorithm as specified in [1], where the UUID is generated once|and
gtoredjin non-volatile memory if available.

1.1.9 SSDP processing rules

When an SSDP message is received that is not formatted according to clause 1.1, “SSDP
message format” (the clauses above), receivers should silently discard the message.
Receivers are allowed to try to parse such SSDP messages to try to interoperate.

When parsing SSDP header fields, receivers shall parse all required SSDP-defined header
fields (see clause 1.2, “Advertisement” and clause 1.3, “Search” below) and are allowed to
skip all other header fields. Receivers shall be able to skip header fields they do not
understand.

1 The UUID generation algorithm specified in [1] is RECOMMENDED, but is not MANDATORY,
other UUID generation algorithms may be used instead, as long as they satisfy the three
requirements.
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1.2 Advertisement

When a device is added to the network, the device advertises its services to control points. It
does this by multicasting discovery messages to a standard address and port
(239.255.255.250:1900). Control points listen to this port to detect when new capabilities are
available on the network. To advertise the full extent of its capabilities, a device shall
multicast a number of discovery messages corresponding to each of its root devices,
embedded devices and services. Each message contains information specific to the
embedded device (or service) as well as information about its enclosing device. Messages
shall include duration until the advertisements expire; if the device remains available, the
advertisements shall be re-sent (with new duration). If the device becomes unavailable, the
device _should explici ancel i advertisemen b if the device i nable to do this the
advertisements will expire on their own. If a multi-homed device becomes unavailabl¢ on
some, but not all, of its UPnP-enabled interfaces, the device should explicitly eance] its
¢rtisements on the affected UPnP-enabled interfaces (but NOT on the unaffected UPnP-
bled interfaces), but if the device is unable to do this, the advertisements' on those
inteffaces or IP addresses will expire on their own. In addition, messages include the folloywing
headler fields defined in this document: BOOTID.UPNP.ORG, NEXTBQOTID.UPNP.QRG,
CONFIGID.UPNP.ORG, SEARCHPORT.UPNP.ORG. The field value of |the
BOQTID.UPNP.ORG header field shall be increased each time a deviee’(re)joins the netyork
and|sends an initial announce (a “reboot” in UPnP terms), or adds a-UPnP-enabled interface.
Unlgss the device explicitly announces a change in the BOOTID.UPNP.ORG field value using
an $SDP message, as long as the device remains continuously\available in the network] the
same BOOTID.UPNP.ORG field value shall be used in all-repeat announcements, seprch
resgonses, update messages and eventually bye-bye messages. Control points can parse| this
header field to detect whether the device has potentially l0st its state (event subscriptiond will
haveg been lost, DCP specific state may have been changed) due to a “reboot”. Since a dgvice
canmpot change IP addresses without changing the/BOOTID.UPNP.ORG field value,| the
BOQTID.UPNP.ORG field value can also be used to distinguish multi-homed devices (in|this
casg, a control point will see SSDP messages)from different IP addresses with the spme
UuIb, BOOTID.UPNP.ORG field value) from devices that changed IP addresses (in this cpse,
the | BOOTID.UPNP.ORG field value «will be different). The field value of |the
NEXTBOOTID.UPNP.ORG header field_indicates the field value of the BOOTID.UPNP.QRG
headler field that a multi-homed deviceldntends to use in future announcements after addipg a
new| UPnP-enabled interface. The “field value of the CONFIGID.UPNP.ORG header field
identifies the current set of device and service descriptions; control points can parse|this
headler field to detect whetherthey need to send new description query messages. The field
value of the SEARCHPORT.UPNP.ORG header field identifies the port at which the dgvice
listeps to unicast M-SEARCH messages; control points can parse this header field to know to
whigh port unicast M-SEARCH messages shall be sent. These header fields are explaingd in
detqil below.

1.2.1 Advertisement protocols and standards

To gend (and-receive) advertisements, devices (and control points) use the following subsgt of
the pverall'UPnP protocol stack. (The overall UPnP protocol stack is listed at the beginning of
this [docament.)

Figure4-2: — Advertisemeni protocol stack

UPnP vendor [purple-italic]

UPnP Forum [red-italic]

IUPNnP Device Architecture [green-bold]

SSDP [blue]
[UDP [black]

||IP [black]

At the highest layer, discovery messages contain vendor-specific information, e.g., URL for
the device description and device identifier. Moving down the stack, vendor content is
supplemented by information from a UPnP Forum working committee, e.g., device type.
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Messages from the layers above are hosted in UPnP-specific protocols, defined in this
document. In turn, the SSDP messages are delivered via UDP over IP. For reference, colors
in [square brackets] above indicate which protocol defines specific header fields and field
values in discovery messages listed below.

1.2.2 Device available - NOTIFY with ssdp:alive

When a device is added to the network, it shall multicast discovery messages to advertise its
root device, any embedded devices, and any services. Each discovery message shall contain
four major components:

a)
b)

c)

d)
To

A notification type (e.g., device type), sent in an NT (Notification Type) header field.

field.

A URL for more information about the device (or enclosing device in the case-of 'a ser
sent in a LOCATION header field.

\ duration for which the advertisement is valid, sent in a CACHE-CONTROL header fiqg

¢ Three discovery messages for the root device.
Table 1-1 — Root device discovery messages

A\ composite identifier for the advertisement, sent in a USN (Unique Service Name) header

ice),

d.

ddvertise its capabilities, a device multicasts a number of discovery messages. Specifigally,
a ropt device shall multicast:

NT USN a

pnp:rootdevice uuid:device=UVID::upnp:rootdevice

[[=

id: device-UUID b uuid:device-UUID (for root device UUID)

[

C

n:schemas-upnp-org:device:deviceType:ver | uuididevice-UUID::urn:schemas-upnp-
- ore:device:deviceType:ver (of root device)
'n:domain-name:device:deviceType:ver or

]

[

uuid:device-UUID::urn:domain-name:device:deviceTypq:

ver

= Z

Ne device description. (Clause 2, “Description” explains the UDN element.)

ote that the field value of this. NT“header field shall match the value of the UDN element in the
bscription.

Q Z

ote that the prefix of the USN header field\(before the double colon) shall match the value of the UDN element in

device

¢ Two discovery-messages for each embedded device.
Table 1-2 — Embedded device discovery messages

NT USN a

uuid: device-UUID b uuid:device-UUID

uUrn®sChemas-upnp-org:device:d uuid:device-UUID::urn:schemas-upnp-

elviceyne:ver org-device:deviceTvne:ver
SRS - =22

or or
urn:domain-name:device:deviceType:ver uuid:device-UUID::urn:domain-name:device:deviceType:

ver

Note that the prefix of the USN header field (before the double colon) shall match the value of the UDN ele
in the device description. (Clause 2, “Description” explains the UDN element.)

Note that the field value of this NT header field shall match the value of the UDN element in the device

description

ment

e Once for each service type in each device.
Table 1-3 — Service discovery messages

NT USN @
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NT USN @
1 | urn:schemas-upnp- uuid:device-UUID::urn:schemas-upnp-
org:service:serviceType:ver org:service:serviceType:ver
or or
urn:domain-name:service:serviceType:ver uuid:device-UUID::urn:domain-
name:service:serviceType:ver

2  Note that the field value of this NT header field shall match the value of the UDN element in the device

description.

If a root device has d embedded devices and s embedded services but only k distinct service
types, this works out to 3+2d+k requests. If a particular device or embedded device cont

ains

advertises the full extent of the device's capabilities to interested control peints. T

mesjsages shall be sent out as a series with roughly comparable expiration timés; ord¢

uninmpportant, but refreshing or canceling individual messages is PROHIBITED.

Updpted UPnP device and service types are required to be fully backward compatible
preious versions of the same type. Devices shall advertise the highést-supported versia

each supported type. For example, if a device supports version 2 of the “Audio” servide

would advertise only version 2, even though it also supports version 1. It shall NOT adve
additional supported versions. Control points that support a given version of a devic
service are able to also interact with higher versions because of this backward compati
reqyirement, but only using the functionality that was ‘defined in the lower version.
example, if a control point supports only version “1’, of“the “Audio” service, and a deg
advertises that it supports version “2” of the “Audio”sservice, the control point shall recog
the gevice and be able to use it.

Chopsing an appropriate duration for advefrtisements is a balance between minimi
network traffic and maximizing freshness of device status. Relatively short durations clos
the minimum of 1800 seconds will ensure that control points have current device status a

with
n of
, it
rtise
B or
Dility
For
vice
nize

zing
e to
the

freshness of device status but cansignificantly reduce network traffic. Generally, d
vendlors should choose a value that corresponds to expected device usage: short dura
for fdevices that are expected  to-'be part of the network for short periods of time,
signfficantly longer durations. for devices expected to be long-term members of the netw
Dev|ces that frequently connect to and leave the network (such as mobile wireless devi
shollld use a shorter duration so that control points have a more accurate view of
availability. Advertisements in a set (both initial and subsequent) should have compar
durgtions. Advertisements in the initial set should be sent as quickly as possible. Subseq
refreshments of the.advertisements are allowed to be spread over time rather than being

exp¢nse of additional network traffic; longer durations, say on the order of a day, compro%nise

vice
ions
and
ork.
ces)
heir
able
lent
sent

foup
vork
.|The

messages over the entlre mterval The flgures show a tlmelme from the moment a deV|ce j
the network, sends its initial announcements (represented by vertical lines), and subsequently
periodically sends repeat announcements. In the second figure, these repeat announcements
are spread over the entire period rather than sent as a bunch.

Figure 1-3: — Initial and repeat announcements, no announcement spreading
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Figure 1-4: — Initial and repeat announcements, message spreading of repeat
announcements

Devices should wait a random interval (e.g. between 0 and 100milliseconds) before sending
an initial set of advertisements in order to reduce the likelihood of network storms; this
random interval should also be applied on occasions where the device obtains a new IP

add

Due| to the unreliable nature of UDP, devices should send the entire set of disco
mesjsages more than once with some delay between sets e.g. a few hundred milliseconds

durdtion specified in the CACHE-CONTROL header field; it is Recommended that §

refr
of t

adv
adv
network traffic. Note that UDP packets are also bounded in length (perhaps as small as
Bytgs in some implementations); each discovery message shall fit entirely in a single
packet. There is no guarantee that the above 3+2d+k messages will arrive in a partid
ordgr.

network congestion discovery messages should not be sent more than threé time
ion, the device shall re-send its advertisements periodically prior to expiration off

eshing of advertisements be done at a randomly-distributed interval ©f/less than one
he advertisement expiration time, so as to provide the opportunity)for recovery from
rtisements before the advertisement expires, and to distribute over time
rtisement refreshment of multiple devices on the network d4n order to avoid spike

very
. To
5. In
the
uch
half
lost
the
S in
512
DP
ular

A njulti-homed device shall perform the above announcement procedures on each of its

con

headler fields. The HOST field value of ansadvertisement shall be the standard multi
addfess specified for the protocol (IPv4 orIPv6) used on the interface. The URL specifie

the
sen

CACQHE-CONTROL field values and are allowed to be sent with different frequencies.

Whgn a device is added to the network, it shall send a multicast message with me
NOTIFY and ssdp:alive in the"NTS header field in the following format. Values in italics
placeholders for actual values.

UPr]P-enabIed interfaces. Advertisements sent.on multiple UPnP-enabled interfaces

ain the same field values except for the HOST, CACHE-CONTROL and LOCAT|

| OCATION header field shall be reaghable on the interface on which the advertiseme
1. Finally, advertisements sent o) different interfaces are allowed to have diffe

NOTIFY * HTTP/1.1

HOST: 239.255.2852250:1900

ACHE-CONTROL:\Nmax-age = seconds until advertisement expires
JOCATION: JRINfor UPnP description for root device

ﬂT: notifie€ation type

TS: ssdpwéalive

ERVER:\OS/version UPnP/2.0 product/version

USN:,‘eomposite identifier for the advertisement

shall
ION
cast
d by
ht is
rent

hod
are

BOQTID . UPNP.ORG: number increased each time device sends an initial announce or an updg

message
CONFIGID.UPNP.ORG: number used for caching description information

SEARCHPORT .UPNP.ORG: number identifies port on which device responds to unicast M-SEARCH

Note: No body is sent for messages with method NOTIFY, but note that the message shall
have a blank line following the last header field.

The TTL for the IP packet should default to 2 and should be configurable.

Listed below are details for the request line and header fields appearing in the listing above.
Field names are not case sensitive. All field values are case sensitive except where noted.

Request line

18
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Shall be “NOTIFY * HTTP/1.1”

NOTIFY

Method for sending notifications and events.

Message applies generally and not to a specific resource. shall be *.

HTTP/1.1

HTTP version.

7(E)

Healder fields

HOST

Required. Field value contains multicast address and port reserved for SSDP by Internet Assigned Nun
Authority (IANA). shall be 239.255.255.250:1900. If the port number (“:1900”) is omitted,NMhe" receiver
gdssume the default SSDP port number of 1900.

CACHE-CONTROL

Required. Field value shall have the max-age directive (“max-age=") followed by an“integer that specifie
number of seconds the advertisement is valid. After this duration, control poinfs should assume the devid
dervice) is no longer available; as long as a control point has received at |€éast“one advertisement that i
alid from a root device, any of its embedded devices or any of its services,\t{Hen the control point can as

hbers
shall

s the
e (or
5 still
Eume

that all are available. The number of seconds should be greater than or equal to 1800 seconds (30 minytes),
dlthough exceptions are defined in the text above. Specified by UPnP~“yendor. Other directives shall NQT be
dent and shall be ignored when received.
LOCATION
Required. Field value contains a URL to the UPnP description of the root device. Normally the host pgrtion
dontains a literal IP address rather than a domain name in. unmanaged networks. Specified by UPnP vendor.
$ingle absolute URL (see RFC 3986).
NT
Required. Field value contains Notification TypeY shall be one of the following. (See Table 1-1, “Root device
discovery messages”, Table 1-2, “Embedded-device discovery messages”, and Table 1-3, “Service discpvery
rmessages” above.) Single URI.
upnp:rootdevice
Sent once for root device:
uuid:device-UUID
Sent once for.each device, root or embedded, where device-UUID is specified by the UPnP vejpdor.
See clause 1"™\4, “UUID format and recommended generation algorithms” for the MANDATORY PUID
format.
urn:schemds=upnp-org:device:deviceType:ver
Sentonce for each device, root or embedded, where deviceType and ver are defined by UPnP Forum
working committee, and ver specifies the version of the device type.
urir'schemas-upnp-org:service:serviceType:.ver
Scllt UTIuT fUI Ud\zh DUIV;\;U VVhUIC SCT V;LE’TZHC alll_lI ycir arc dcl‘lllcd by UPIIP rUIUIII VVUIIr\;IIU CUTTIT Ilttee
and ver specifies the version of the service type.
urn:domain-name:device:deviceType:ver
Sent once for each device, root or embedded, where domain-name is a Vendor Domain Name,
deviceType and ver are defined by the UPnP vendor, and ver specifies the version of the device type.
Period characters in the Vendor Domain Name shall be replaced with hyphens in accordance with
RFC 2141.
urn:domain-name:service:serviceType:ver
Sent once for each service where domain-name is a Vendor Domain Name, serviceType and ver are
defined by UPnP vendor, and ver specifies the version of the service type. Period characters in the
Vendor Domain Name shall be replaced with hyphens in accordance with RFC 2141.
NTS
Required. Field value contains Notification Sub Type. shall be ssdp:alive. Single URI.
© ISO/IEC 2017 — All rights reserved 19


https://iecnorm.com/api/?name=b9da304ced0c53a311edf06607f10d23

ISO/IEC 29341-1-2:2017(E)

SERVER

Required. Specified by UPnP vendor. String. Field value shall begin with the following “product tokens”
(defined by HTTP/1.1). The first product token identifes the operating system in the form OS name/OS version,
the second token represents the UPnP version and shall be UPnP/2.0, and the third token identifes the product
using the form product namel/product version. For example, “SERVER: unix/5.1 UPnP/2.0 MyProduct/1.0".

USN

BOOTID.UPNP.ORG

20

Required. Field value contains Unique Service Name. |dentifies a unique instance of a device or service. shall
be one of the following. (See Table 1-1, “Root device discovery messages”, Table 1-2, “Embedded device
discovery messages”, and Table 1-3, “Service discovery messages” above.) The prefix (before the double
colon) shall match the value of the UDN element in the device description. (Clause 2, “Description” explains
the UDN element.) Single URI.

uuid:device-UUID::upnp:rootdevice
Sent once for root device where device-UUID is specified by UPnP vendor. See clause 1.4, “UUID
format and recommended generation algorithms” for the MANDATORY UUID format.
uuid:device-UUID

Sent once for every device, root or embedded, where device-UUID is specified by the UPnP vendor.
See clause 1.1.4, “UUID format and recommended generation algorithms”for.the MANDATORY PJUID
format.

uuid:device-UUID::urn:schemas-upnp-org:device:deviceType:ver

Sent once for every device, root or embedded, where device-UUID\issspecified by the UPnP vendor,
deviceType and ver are defined by UPnP Forum working committee and ver specifies version ¢f the
device type. See clause 1.1.4, “UUID format and recommended generation algorithms” fof the
MANDATORY UUID format.

uuid:device-UUID::urn:schemas-upnp-org:service:serviceType:ver

Sent once for every service where device-UUID is_specified by the UPnP vendor, serviceType anfd ver
are defined by UPnP Forum working committeef.and ver specifies version of the device type] See
clause 1.1.4, “UUID format and recommended\ generation algorithms” for the MANDATORY PUID
format.

uuid:device-UUID::urn:domain-name:device:devjcéType:ver

Sent once for every device, root or embedded, where device-UUID, domain-name (a Vendor Ddmain
Name), deviceType and ver are defined by the UPnP vendor and ver specifies the version df the
device type. See clause 1.1.4\*“UUID format and recommended generation algorithms” fof the
MANDATORY UUID format. (Period characters in the Vendor Domain Name shall be replacqd by
hyphens in accordance with RFC 2141.

uuid:device-UUID::urn:domain~ndme:service:serviceType:ver

Sent once for every sérvice where device-UUID, domain-name (a Vendor Domain Name), servicqType
and ver are defined by the UPnP vendor and ver specifies the version of the service type| See
clause 1.1.4,~UWUID format and recommended generation algorithms” for the MANDATORY pPUID
format. Period’characters in the Vendor Domain Name shall be replaced by hyphens in accordance
with RFC 2441.

equired:\Fhe BOOTID.UPNP.ORG header field represents the boot instance of the device exprgssed
ccording to a monotonically increasing value. Its field value shall be a non-negative 31-bit integer; ASCII
ncéded, decimal, without leading zeros (leading zeroes, if present, shall be ignored by the recipient) that|shall
e\increased on each initial announce of the UPnP device or shall be the same as the field value df the
: } €ader field in the last sen Update message. Its field value shall remain the
same on all periodically repeated announcements. A convenient mechanism is to set this field value to the time
that the device sends its initial announcement, expressed as seconds elapsed since midnight January 1, 1970;
for devices that have a notion of time, this will not require any additional state to remember or be “flashed”.
However, it is perfectly acceptable to use a simple boot counter that is incremented on every initial
announcement as a field value of this header field. As such, control points shall NOT view this header field as
a timestamp. The BOOTID.UPNP.ORG header field shall be included in all announcements of a root device, its
embedded devices and its services. Unless the device explicitly updates its value by sending an SSDP update
message, as long as the device remains available in the network, the same BOOTID.UPNP.ORG field value
shall be used in all announcements, search responses, update messages and eventually bye-bye messages.

Control points can use this header field to detect the case when a device leaves and rejoins the network
(“reboots” in UPnP terms). It can be used by control points for a number of purposes such as re-establishing
desired event subscriptions, checking for changes to the device state that were not evented since the device
was off-line.
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CONFIGID.UPNP.ORG

Required. The CONFIGID.UPNP.ORG field value shall be a non-negative, 31-bit integer, ASCIl encoded,
decimal, without leading zeros (leading zeroes, if present, shall be ignored by the recipient) that shall
represent the configuration number of a root device. UPnP 2.0 devices are allowed to be freely assign configid
numbers from 0 to 16777215 (2724-1). Higher numbers are reserved for future use, and can be assigned by
the Technical Committee. The configuration of a root device consists of the following information: the DDD of
the root device and all its embedded devices, and the SCPDs of all the contained services. If any part of the
configuration changes, the CONFIGID.UPNP.ORG field value shall be changed. The CONFIGID.UPNP.ORG
header field shall be included in all announcements of a root device, its embedded devices and its services.
The configuration number that is present in a CONFIGID.UPNP.ORG field value shall satisfy the following rule:

e if a device sends out two messages with a CONFIGID.UPNP.ORG header field with the same field value K,
the configuration shall be the same at the moments that these messages were sent.

henever a control point receives a CONFIGID.UPNP.ORG header field with a field value K, and subseqguently
ownloads the configuration information, this configuration information is associated with K. As an addifional
afeguard, the device shall include a configId attribute with value K in the returned description (sée clayise 2,
‘Description”). The following caching rules for control points supersede the caching rules that are, defined in
PnP 1.0:

¢ Control points are allowed to ignore the CONFIGID.UPNP.ORG header field and use the ¢aching rule$ that
are based on advertisement expirations as defined in Clause 2, Description: as long'as at least one ¢f the
discovery advertisements from a root device, its embedded devices and its seryvices have not expired, a
control point is allowed to assume that the root device and all its embedded_devices and all its seryices
are available. The device and service descriptions are allowed to be retrieved at-any point since the device
and service descriptions are static as long as the device and its services are available.

L If no configuration number is included in a received SSDP message, control points should cache bas¢d on
advertisement expirations as defined in Clause 2 Description.

L If a CONFIGID.UPNP.ORG header field with field value K is included in a received SSDP message, and a
control point has already cached information associated with/field value K, the control point is allowed to
use this cached information as the current configuration gf, the device. Otherwise, a control point should
assume it has not cached the current configuration of the“device and needs to send new description query
messages.

The CONFIGID.UPNP.ORG header field reduces peakioads on UPnP devices during startup and during
nfetwork hiccups. Only if a control point receives an announcement of an unknown configuration is downlofding
rfequired.

SEARCHPORT.UPNP.ORG

Allowed. If a device does not send the SEARCHPORT.UPNP.ORG header field, it shall respond to unicast M-
$EARCH messages on port 1900. Only f\port 1900 is unavailable it is allowed for a device select a different
gort to respond to unicast M-SEARCH)messages. If a device sends the SEARCHPORT.UPNP.ORG h¢ader
fleld, its field value shall be an ASCIl encoded integer, decimal, without leading zeros (leading zerogs, if
fresent, shall be ignored by the recipient), in the range 49152-65535 (RFC 4340). The device shall respond to
ynicast M-SEARCH messages-that are sent to the advertised port.

SECUYRELOCATION.UPNP.ORG
llowed. Required when*Device Protection is implemented.

A

The SECURELOCATION.UPNP.ORG header shall provide a base URL with “https:” for the scheme comp¢nent
gdnd indicate the'‘correct “port” subcomponent in the “authority” component for a TLS connection. Becausg the
gcheme andauthority components are not included in relative URLs, these components are obtained frofn the
hase URL/provided by either LOCATION or SECURELOCATION.UPNP.ORG. See for more informatiof Ref
DEVICEPROTECTION.

Notei\No responses are sent for messages with method NOTIFY.

1.2.3 Device unavailable -- NOTIFY with ssdp:byebye

When a device and its services are going to be removed from the network, the device should
multicast an ssdp:byebye message corresponding to each of the ssdp:alive messages it
multicasted that have not already expired. If the device is removed abruptly from the network,
it might not be possible to multicast a message. As a fallback, discovery messages shall
include an expiration value in a CACHE-CONTROL field value (as explained above); if not re-
advertised, the discovery message eventually expires on its own.

(Note: when a control point is about to be removed from the network, no discovery-related
action is required.)

When a device is about to be removed from the network, it should explicitly revoke its
discovery messages by sending one multicast message for each ssdp:alive message it sent.
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Each multicast message shall have method NOTIFY and ssdp:byebye in the NTS header
field in the following format. Values in italics are placeholders for actual values.

When a multi-homed device is about to be removed from the network on one or more of its
UPnP-enabled interfaces, it should explicitly revoke its discovery messages by sending one
multicast message for each ssdp:alive message it has previously sent on those interfaces
and IP addresses. It shall NOT send such multicast messages to any of the UPnP-enabled
interfaces that remain available.

When ssdp:byebye messages are sent on multiple UPnP-enabled interfaces, the messages
shall contain identical field values except for the HOST field value. The HOST field value of an
advertisement-shat-be-the-standard-mutticastade ifted-for-the—protoce 4—orHv6)
used on the interface.

OTIFY * HTTP/1.1

OST: 239.255.255.250:1900

T: notification type

TS: ssdp:byebye

JSN: composite identifier for the advertisement
BOOTID.UPNP.ORG: number increased each time device sends an initial A&gwdunce or an upddte
message

(GONFIGID.UPNP.ORG: number used for caching description informatién

Notg: No body is present for messages with method NOTIFY; but note that the message s$hall
have a blank line following the last header field.

The|TTL for the IP packet should default to 2 and should be configurable.

List¢d below are details for the request line and header fields appearing in the listing abpve.
Fielgd names are not case sensitive. All field values are case sensitive except where noted

Request line
Shall be “NOTIFY * HTTP/1.1”

NOTIFY

Vethod for sending notifications and ‘events.

Vessage applies generally and’not to a specific resource. shall be *.
HTTH/1.1
TTP version.
HeaTier fields
HOST

}equired. Field value contains multicast address and port reserved for SSDP by Internet Assigned Numbers

utherity (IANA). shall be 239.255.255.250:1900. If the port number (“:1900”) is omitted, the receiver|shall
ssume the default SSDP port number of 1900.

NT
Required. Field value contains Notification Type. (See list of required field values for the NT header field in
NOTIFY with ssdp:alive above.) Single URI.

NTS
Required. Field value contains Notification Sub Type. shall be ssdp:byebye. Single URI.

USN

Required. Field value contains Unique Service Name. (See list of required field values for the USN header field
in NOTIFY with ssdp:alive above.) Single URI.

BOOTID.UPNP.ORG
Required. As defined in clause 1.2, and 1.2.2.
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CONFIGID.UPNP.ORG
Required. As defined in clause 1.2, and 1.2.2.

Note: No responses are sent for messages with method NOTIFY.

If a control point has received at least one ssdp:byebye message of a root device, any of its
embedded devices or any of its services then the control point can assume that all are no
longer available. As a fallback, if a control point fails to receive notification that a root device,
its embedded devices and its services are unavailable, the original discovery messages will
eventually expire yielding the same effect. Only when all original advertisements of a root
device, its embedded devices and its services have expired can a control point assume that
they are no longer available.

If a multi-homed control point has received at least one ssdp:byebye message of a rootdgvice,
any |of its embedded devices or any of its services on one of its UPnP-enabled interfaces then
the pontrol point can assume that all are no longer available on that UPnP-enabled’interface.
However, the control point shall NOT assume that the device is also no longeriavailable op all
of ifs other UPnP-enabled interfaces. As a fallback, if a control point\ fails to redeive
notification that a root device, its embedded devices and its services are*unavailable ¢n a
partljcular UPnP-enabled interface, the original discovery messages.‘Wwijll eventually expire
yielding the same effect. Only when all original advertisements of a root’device, its embedded
devices and its services received on a UPnP-enabled interface have expired can a coptrol
point assume that they are no longer available on that interface onlP address.

1.2. Device Update — NOTIFY with ssdp:update

Whgn a new UPnP-enabled interface is added to a multi-homed device, the device ghall
increase its BOOTID.UPNP.ORG field value, multicastéan ssdp:update message for eagh of
the [root devices, embedded devices and embedded’ services to all of the existing URnP-
enabled interfaces to announce a change in the BOOTID.UPNP.ORG field value, anq re-
advertise itself on all (existing and new))UPnP-enabled interfaces with the |new
BOQTID.UPNP.ORG field value. Similarly, if,a multi-homed device loses connectivity ¢n a
UPnP-enabled interface and regains connéctivity, or if the IP address on one of the URPnP-
enabled interfaces changes, the devicevshall increase the BOOTID.UPNP.ORG field value,
mulficast an ssdp:update message.for each of the root devices, embedded devices |and
embedded services to all the unaffected UPnP-enabled interfaces to announce a change in
the BOOTID.UPNP.ORG field value, and re-advertise itself on all (affected and unaffeqted)
UPnP-enabled interfaces with-the new BOOTID.UPNP.ORG field value. In all cases,| the
ssdp:update message for-the root devices shall be sent as soon as possible. Qther
ssdp:update messages should be spread over time. However, all ssdp:update messages
shall be sent before any. announcement messages with the new BOOTID.UPNP.ORG field
value can be sent.

Whgn ssdp:update messages are sent on multiple UPnP-enabled interfaces, the messages
shall contain <identical field values except for the HOST and LOCATION field values. [The
HOS3T field.value of an advertisement shall be the standard multicast address specified fof the
protpcol AIPv4 or IPv6) used on the interface. The URL specified in the LOCATION field vplue
shall be reachable on the interface on which the advertisement is sent.

NOTIFY * HTTP/1.1

HOST: 239.255.255.250:1900

LOCATION: URL for UPnP description for root device

NT: notification type

NTS: ssdp:update

USN: composite identifier for the advertisement

BOOTID.UPNP.ORG: BOOTID value that the device has used in its previous announcements
CONFIGID.UPNP.ORG: number used for caching description information

NEXTBOOTID.UPNP.ORG: new BOOTID value that the device will use in subsequent announcements
SEARCHPORT .UPNP.ORG: number identifies port on which device responds to unicast M-SEARCH

Note: No body is present for messages with method NOTIFY, but note that the message shall
have a blank line following the last header field.

The TTL for the IP packet should default to 2 and should be configurable.
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Listed below are details for the request line and header fields appearing in the listing above.
Field names are not case sensitive. All field values are case sensitive except where noted.

Request line
Shall be “NOTIFY * HTTP/1.1”

NOTIFY

Method for sending notifications and events.

Message applies generally and not to a specific resource. Shall be *.

HTTH/.1

)LTTP version.
Header fields
HOST

Required. Field value contains multicast address and port reserved for SSDP by Internet Assigned Numbers
Authority (IANA). Shall be 239.255.255.250:1900. If the port number (“:1900”) is ‘oniitted, the receiver|shall
gdssume the default SSDP port number of 1900.

LOCATION
Required. Field value shall be the same as the LOCATION field value(that has been sent in previous $SDP
rmessages. Single absolute URL (see RFC 3986).
NT
Required. Field value contains Notification Type. (See list of\fequired field values for the NT header fi¢ld in
NOTIFY with ssdp:alive above.) Single URI.
NTS
Required. Field value contains Notification Sub Type. Shall be ssdp:update. Single URI.

USN
Required. Field value contains Unique Service Name. (See list of required field values for the USN headeq field
ih NOTIFY with ssdp:alive above.) Single URI.
BOOTID.UPNP.ORG

Required. As defined in clause 432, and 1.2.2, Field value shall be the same as the BOOTID.UPNP.OR{ field
alue that has been sent in previous SSDP messages.
CONFIGID.UPNP.ORG

Required. As definediin/clause 1.2, and 1.2.2.

NEXTBOOTID.UPNR.ORG

Required. Field~value contains the new BOOTID.UPNP.ORG field value that the device intends to use ih the
qubsequent device and service announcement messages. Its field value shall be a non-negative 31-bit integer;
ASCII_encoded, decimal, without leading zeros (leading zeroes, if present, shall be ignored by the recipient)
gdndshall be greater than the field value of the BOOTID.UPNP.ORG header field.

SEA CHPODRT LIDAND ADCC
Tt T OO

Allowed. As defined in clause 1.2, and 1.2.2.

SECURELOCATION.UPNP.ORG

Allowed. As defined in section 1.2.2.

Note: No responses are sent for messages with method NOTIFY.

If a control point with a single UPnP-enabled interface receives an ssdp:update message, the
NEXTBOOTID.UPNP.ORG field value replaces the BOOTID.UPNP.ORG field value that the
control point has previously recorded for the device. It can expect future announcements,
search responses, update messages and eventually bye-bye messages from the device to
contain the “new” BOOTID.UPNP.ORG field value (that is: the field value of the
NEXTBOOTID.UPNP.ORG header field in the received ssdp:update message). The field
value in the NEXTBOOTID.UPNP.ORG header field shall be recorded as the current

24 © ISO/IEC 2017 — All rights reserved


https://iecnorm.com/api/?name=b9da304ced0c53a311edf06607f10d23

ISO/IEC 29341-1-2:2017(E)

BOOTID.UPNP.ORG field value of the device which is to be expected on all subsequent
SSDP messages.

If a multi-homed control point receives an ssdp:update message on its UPnP-enabled
interface(s), and the message arrives on the interface(s) that it uses for UPnP
communications with the device (such as event subscriptions), it can assume that the device
has remained continuously available (including all device state), and that the
NEXTBOOTID.UPNP.ORG field value replaces the BOOTID.UPNP.ORG field value that the
control point has previously recorded for the device. It can expect future announcements,
search responses, update messages and eventually bye-bye messages from the device to
contain the “new BOOTID UPNP ORG f|eId value (that is: the field value of the

‘ D T field
value in the NEXTBOOTID UPNP. ORG header f|eId shall be recorded as the cufrent
BOQTID.UPNP.ORG field value of the device which is to be expected on all subseqlent
SSOP messages.

If a control point receives an SSDP message with a BOOTID.UPNP.ORG field value diffgrent
(eitHer higher or lower) from the value that the control point has previously recorded for the
device,it can assume that the device has become temporarily unavailable on that interface
and|has become available again, and any stored state information)about the device|has
become invalid. It shall treat the device as a newly discovered device.

1.3 | Search

When a control point is added to the network, the UPnP discavery protocol allows that coptrol
point to search for devices of interest on the network. It does this by multicasting on| the
resgrved address and port (239.255.255.250:1900) a search message with a pattern, or tgrget,
equal to a type or identifier for a device or service. Responses from devices contain discojery
mesjsages essentially identical to those advertised/by newly connected devices; the fofmer
are |unicast while the latter are multicast. Control points can also send a unicast seprch
mesisage to a known |IP address and\“port 1900 or the port indicated| by
SEARCHPORT.UPNP.ORG, to verify the existence of UPnP device(s) and service(s) af the
IP gddress. For example, a unicast searchrmay be used to quickly check whether a known
UPNP device or service is still available on the network. Multi-homed control points| are
alloyved to choose to send discovery* messages on any, some or all of its UPnP-enapled
inteffaces.

1.3.1 Search protocols and’standards

To gearch for devices (and“be discovered by control points), control points (and devices)|use
the following subset of the overall UPnP protocol stack. (The overall UPnP protocol stagk is
listed at the beginningof this document.)

Figure 1-5: — Search protocol stack

UPnP vendor [purple-italic]

UPnP Forum [red-italic]

SSDP [blue]

UDP [black]

IP [black]

At the highest layer, search messages contain vendor-specific information, e.g., the control
point, device, and service identifiers. Moving down the stack, vendor content is supplemented
by information from a UPnP Forum working committee, e.g., device or service types.
Messages from the layers above are hosted in UPnP-specific protocols, defined in this
document. In turn, search requests are delivered via multicast and unicast SSDP messages
defined in this document. Search responses are delivered via a unicast SSDP messages
defined in this document. Both kinds of messages are delivered via UDP over IP. For
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reference, colors in [square brackets] above indicate which protocol defines specific header
fields and field values in discovery messages listed below.

1.3.2 Search request with M-SEARCH

When a control point desires to search the network for devices, it shall send a multicast
request with method M-SEARCH in the following format. Control points that know the address
of a specific device are allowed to also use a similar format to send unicast requests with
method M-SEARCH.

For multicast M-SEARCH, the message format is defined below. Values in italics are
placeholders for actual values.

-SEARCH * HTTP/1.1

OST: 239.255.255.250:1900

AN: "ssdp:discover"

X: seconds to delay response

IT: search target

SER-AGENT: OS/version UPnP/2.0 product/version
PFN.UPNP.ORG: friendly name of the control point
[PUUID.UPNP.ORG: uuid of the control point

o e

ol

Not¢: No body is present in requests with method M-SEARCH; but note that the messgage
shall have a blank line following the last header field.

Not¢: The TTL for the IP packet should default to 2 and should be configurable.

List¢d below are details for the request line and headér fields appearing in the listing abpve.
Field names are not case sensitive. All field values{are’ case sensitive except where noted

Request line

Shall be “mM-searcr * m®TTP/1.1”

M-SEARCH

Method for search requests.

Request applies generally and iot.to a specific resource. shall be *.
HTTH/1.1
TTP version.
HeaTier fields
HOST

Required. (Field value contains the multicast address and port reserved for SSDP by Internet Ass|gned
Numbers-Authority (IANA). shall be 239.255.255.250:1900.

MAN

Required by HT TP Exiension Framework. Unlike the NI1S and ST field values, the iield value of the MAN
header field is enclosed in double quotes; it defines the scope (namespace) of the extension. shall be
"ssdp:discover".

MX

Required. Field value contains maximum wait time in seconds. shall be greater than or equal to 1 and should
be less than 5 inclusive. Device responses should be delayed a random duration between 0 and this many
seconds to balance load for the control point when it processes responses. This value is allowed to be
increased if a large number of devices are expected to respond. The MX field value should NOT be increased
to accommodate network characteristics such as latency or propagation delay (for more details, see the
explanation below). Specified by UPnP vendor. Integer.

ST

Required. Field value contains Search Target. shall be one of the following. (See NT header field in NOTIFY
with ssdp:alive above.) Single URI.
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ssdp:all
Search for all devices and services.

upnp:rootdevice
Search for root devices only.

uuid:device-UUID

Search for a particular device. device-UUID specified by UPnP vendor. See clause 1.1.4, “UUID format
and recommended generation algorithms” for the MANDATORY UUID format.

urn:schemas-upnp-org:device:deviceType:ver

Saoarceh far oo daoas f thic o ko davicalima and \or " dafinad bath LRaD L oo g -—kin
areh—foran v fthis—type-where—deviceFypeand—yes defiredby-the-UPrPFeram—warking

J

committee.

urn:schemas-upnp-org:service:serviceType:.ver

Search for any service of this type where serviceType and ver are defined by the UPnP [Forum wdrking
committee.

urn:domain-name:device:deviceType:ver

Search for any device of this typewhere domain-name (a Vendor Domain_Name), deviceType an{ ver
are defined by the UPnP vendor and ver specifies the highest specifies the highest supported vgrsion
of the device type. Period characters in the Vendor Domain Name shall, be replaced with hyphens in
accordance with RFC 2141.

urn:domain-name:service:serviceType:ver

Search for any service of this type. Where domain-name (a“/éndor Domain Name), serviceTyp¢ and
ver are defined by the UPnP vendor and ver specifies Afje highest specifies the highest suppprted
version of the service type. Period characters in the’ Vendor Domain Name shall be replaced| with
hyphens in accordance with RFC 2141.

USER-AGENT

Allowed. Specified by UPnP vendor. String. Field value-shall begin with the following “product tokens” (dgfined
Ry HTTP/1.1). The first product token identifes the operating system in the form OS name/OS version, the
decond token represents the UPnP version and¥shall be UPnP/2.0, and the third token identifes the prpduct
ysing the form product namelproduct version. For example, “USER-AGENT: wunix/5.1 UPnP/2.0
HyProduct/1.0".

TCPHORT.UPNP.ORG

Allowed. A control point can request that a device replies to a TCP port on the control point. When this h¢ader
i present it identifies the TCP.pGrt on which the device can reply to the search. If a control point sendjs the
TCPPORT.UPNP.ORG header field, its field value shall be an ASCII encoded integer, decimal, without lefading
Zeros (leading zeroes, if present, shall be ignored by the recipient), in the range 49152-65535 (RFC 4340)} The
device shall respond to wnicast M-SEARCH messages similar to sending the response to the originating|UDP
port except that the notification messages are sent to the advertised TCPPORT.UPNP.ORG port over| TCP
ihstead of UDP.

CPFN.UPNP.ORG

Required.Specifies the friendly name of the control point. The friendly name is vendor specific. When Dpvice
Rrotection\is/implemented the cpfn.upnp.org shall be the same as the <Name> of Device Protection unlegs the
Pevice.Rrotection <Alias> is defined, in which case it shall use the <Alias>.

CPUUIRWUPNP.ORG

Allowed.uuid of the control point. When the control point is implemented in a UPnP device it is recommended
to use the UDN of the co-located UPnP device. When implemented, all specified requirements for uuid usage
in devices also apply for control points.See section 1.1.4. Note that when Device Protection is implemented
the CPUUID.UPNP.ORG shall be the same as the uuid used in Device Protection.

For unicast M-SEARCH, the message format is defined below. Values in italics are
placeholders for actual values.

M-SEARCH * HTTP/1.1

HOST: hostname:portNumber

MAN: "ssdp:discover"

ST: search target

USER-AGENT: OS/version UPnP/2.0 product/version
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Note: No body is present in requests with method M-SEARCH, but note that the message

sha

Il have a blank line following the last header field.

Listed below are details for the request line and header fields appearing in the listing above.
Field names are not case sensitive. All field values are case sensitive except where noted.

Request line
Shall be “M-SEARCH * HTTP/1.1”

M-SEARCH
Method for search requests.
Request applies generally and not to a specific resource. Shall be *.
HTTH/1.1
PLTTP version.
Header fields
HOST
Required. For unicast requests, the field value shall be the domain name or |P,address of the target devicé¢ and
dither port 1900 or the SEARCHPORT provided by the target device.
MAN
Required by HTTP Extension Framework. Unlike the NTS and ST field values, the field value of the [MAN
RHeader field is enclosed in double quotes; it defines the scope’ (namespace) of the extension. Shdll be
"ssdp:discover".
ST
Required. Field value contains Search Target. Shall¢tbeyone of the following. (See NT header field in NQTIFY
ith ssdp:alive above.) Single URI.
ssdp:all
Search for all devices and services.
upnp:rootdevice
Search for root devices only.
uuid:device-UUID
Search for a particular device. device-UUID specified by UPnP vendor. See clause 1.1.4, “UUID f¢rmat
and recommended generation algorithms” for the MANDATORY UUID format.
urn:schemas-upop*org:device:deviceType:ver
Searchifor any device of this type where deviceType and ver are defined by the UPnP Forum wdrking
committee.
urn’Schemas-upnp-org:service:serviceType:ver
Search for any service of this type where serviceType and ver are defined by the UPnP Forum wdrking
committee.
urn:domain-name:device:deviceType:ver
Search for any device of this type where domain-name (a Vendor Domain Name), deviceType and ver
are defined by the UPnP vendor and ver specifies the highest supported version of the device type.
Period characters in the Vendor Domain Name shall be replaced with hyphens in accordance with
RFC 2141.
urn:domain-name:service:serviceType:ver
Search for any service of this type where domain-name (a Vendor Domain Name), serviceType and
ver are defined by the UPnP vendor and ver specifies the highest supported version of the service
type. Period characters in the Vendor Domain Name shall be replaced with hyphens in accordance
with RFC 2141.
USER-AGENT
Allowed. Specified by UPnP vendor. String. Field value shall begin with the following “product tokens” (defined
by HTTP/1.1). The first product token identifes the operating system in the form OS name/OS version, the
28 © ISO/IEC 2017 — All rights reserved


https://iecnorm.com/api/?name=b9da304ced0c53a311edf06607f10d23

ISO/IEC 29341-1-2:2017(E)

second token represents the UPnP version and shall be UPnP/2.0, and the third token identifes the product
using the form product namelproduct version. For example, “USER-AGENT: wunix/5.1 UPnP/2.0
MyProduct/1.0".

Due to the unreliable nature of UDP, control points should send each M-SEARCH message
more than once. As a fallback, to guard against the possibility that a device might not receive
the M-SEARCH message from a control point, a device should re-send its advertisements
periodically (see CACHE-CONTROL header field in NOTIFY with ssdp:alive above).

For a multicast request, the control point should wait at least the amount of time specified in
the MX header field for responses to arrive from devices. The random distribution of
responses over the MX |ntervaI means that a responder is aIIowed to send a response at MX

by 1eur|st|cs at the requester based on, for example observed number of responers.
Network characteristics affecting the propagation of traffic cannot be addressed by ificrealsing
the MX field value because of the reason cited above. A requester is allowed. ta-radapt to
network characteristics with heuristics based on observed network behavior/(the exact
heutistics are out of scope). The net effect is that the M-SEARCH request,persists af the
reqyester for a period of time exceeding MX such that the characteristicsof*the networl are
progerly accommodated to minimize lost responses.

Whgn a device receives a unicast M-SEARCH, it should respond(wijthin 1 second and |it is
alloyved to respond sooner. The sender of the unicast request should wait at least 1 se¢ond
for the response.

Updpted versions of device and service types are required\to be fully backward compatible
with| previous versions. Devices shall respond to M-SEARCH requests for any suppqrted
vergion. For example, if a device implements “urn:s¢iemas-upnp-org:service:xyz:2”, it $hall
resgond to search requests for both that type and fuxi:schemas-upnp-org:service:xyz:1”.|The
resgonse shall specify the same version as was.contained in the search request. If a coptrol
point searches for a device or service of a ¢particular version and receives no respofses
(prepumably because no device present on the network supports the specified version), but is
willing to operate using a lower version, itis allowed to repeat the search request specifying
the lower version.

1.3.8 Search response

To he found by a network search,“a device shall send a unicast UDP response to the solrce
IP address and port that sent.the request to the multicast address. Devices respond if thg¢ ST
header field of the M-SEARGH request is “ssdp:all”, “upnp:rootdevice”, “uuid:” followed py a
UUID that exactly matches the one advertised by the device, or if the M-SEARCH request
mat¢hes a device type-or service type supported by the device. Multi-homed devices shall
send the search response using the same UPnP-enabled interface on which the seprch
reqyest was received. The URL specified in the LOCATION field value shall specify an
address that is-feachable on that interface.

Dev|ces responding to a multicast M-SEARCH should wait a random period of time betwegn 0
nds and the number of seconds specified in the MX field value of the search req
control point wrth se

response from the devrce those multlple part responses should be spread at random mtervals
through the time period from 0 to the number of seconds specified in the mx header field.
Devices are allowed to assume an MX field value less than that specified in the mx header
field. If the mx header field specifies a field value greater than 5, the device should assume
that it contained the value 5 or less. Devices shall not stop responding to other requests while
waiting the random delay before sending a response.

For multicast M-SEARCH requests, if the search request does not contain an mx header field,
the device shall silently discard and ignore the search request. If the mx header field specifies
a field value greater than 5, the device should assume that it contained the value 5 or less.

For multicast M-SEARCH requests, if the search request does contains the
TCPPORT.UPNP.ORG header field, the device shall reply on the TCP port indicated in the M-
SEARCH request, however it does not have to spread and repeat the required messages
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since the transport over TCP is reliable, hence ignoring the MX value. The reply to the control
point can be formatted as 1 message replying to all applicable USN as required by the M-
SEARCH syntax. The list of USNs can be conveyed by a comma separated list, see RFC 2616.
Hence using this option will reduce the number of messages sent as responses to the M-
SEARCH and will speed up the detection of devices in the network.

Any device responding to a unicast M-SEARCH should respond within 1 second.

The URL specified in the LOCATION header field of the M-SEARCH response shall be reachable
by the control point to which the response is directed.

Res M-SEARCH OGS S—aFe entiona Da+Fa ertise s—ahd—as—=s
follow the same pattern as listed for NOTIFY with ssdp:alive (above) except that instead of the NT
headler field there is an ST header field here. The response shall be sent in thecfolloywing
format. Values in jtalics are placeholders for actual values.

HTTP/1.1 200 OK

ACHE-CONTROL: max-age = seconds until advertisement expires
DATE: when response was generated
HXT:

JOCATION: URL for UPnP description for root device
ERVER: OS/version UPnP/2.0 product/version

IT: search target

[SN: composite identifier for the advertisement
OOTID.UPNP.ORG: number increased each time device sends anNinitial announce or an upddte
message

QONFIGID.UPNP.ORG: number used for caching description Jnformation
JEARCHPORT .UPNP.ORG: number identifies port on whicl dewvice responds to unicast M-SEAR(QH

Note¢: No body is present in a response to a request with method M-SEARCH, but note tha{ the
mesjsage shall have a blank line following the last-header field.

(Note: No need to limit TTL for the IP packetin response to a search request.)

List¢d below are details for the headerfields appearing in the listing above. Field namegd are
not gase sensitive. All field values are\Case sensitive except where noted.

Response line

Shall pe “HTTP/1.1 200 OK”

Header fields

CACHE-CONTROL

equired. (Field value shall have the max-age directive (“max-age=") followed by an integer that specifies the

umber.of.séconds the advertisement is valid. After this duration, control points should assume the devide (or

ervige),is no longer available; as long as a control point has received at least one advertisement that i still

alid/from a root device, any of its embedded devices or any of its services, then the control point can aspume
that,all are available. The number of seconds should be greater than or equal to 1800 seconds (30 mindites),
although exceptions are defined in the text above. Specified by UPnP vendor. Other directives shall notbe sent
and shall be ignored when received.

DATE

Recommended. Field value contains date when response was generated. “rfc1123-date” as defined in RFC
2616.

EXT

Required for backwards compatibility with UPnP 1.0. (Header field name only; no field value.)

LOCATION

Required. Field value contains a URL to the UPnP description of the root device. Normally the host portion
contains a literal IP address rather than a domain name in unmanaged networks. Specified by UPnP vendor.
Single absolute URL (see RFC 3986).
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VER

Required. Specified by UPnP vendor. String. Field value shall begin with the following “product tokens”
(defined by HTTP/1.1). The first product token identifes the operating system in the form OS name/OS version,
the second token represents the UPnP version and shall be UPnP/2.0, and the third token identifes the product
using the form product namel/product version. For example, “SERVER: unix/5.1 UPnP/2.0 MyProduct/1.0".

Required. Field value contains Search Target. Single URI. The response sent by the device depends on the
field value of the ST header field that was sent in the request. In some cases, the device shall send multiple
response messages as follows. If the received ST field value was:

ssdp:all

Respond 3+2d+k times for a root device with d embedded devices and s embedded services buf gnly k
distinct service types (see clause 1.1.2, “SSDP message header fields” for a definitionof |each
message to be sent). Field value for ST header field shall be the same as for the NT header fi¢ld in
NOTIFY messages with ssdp:alive. (See above.)

upnp:rootdevice
Respond once for root device. Shall be upnp:rootdevice.

uuid:device-UUID

Respond once for each matching device, root or embedded. Shall be uuididevice-UUID where dgvice-
UUID is specified by the UPnP vendor. See clause 1.1.4, “UUID format and recommended genelation
algorithms” for the MANDATORY UUID format.

urn:schemas-upnp-org:device:deviceType:ver

Respond once for each matching device, root or embedded. Shall be
urn:schemas-upnp-org:device:deviceType:ver where deviceType and ver are defined by UPnP Forum
working committee and ver shall contain the version<of the device type contained in the M-SEARCH
request.

urn:schemas-upnp-org:service:serviceType:ver

Respond once for each matching service type. shall be
urn:schemas-upnp-org:service:serviceTypéiver where serviceType and ver are defined by the UPnP
Forum working committee and ver shall\contain the version of the service type contained in te M-
SEARCH request.

urn:domain-name:device:deviceType:ver.

Respond once for each’“‘matching device, root or embedded. shall be urn:dofain-
name:device:deviceTypeiver where domain-name (a Vendor Domain Name), deviceType and vqr are
defined by the UPnP vendor and ver shall contain the version of the device type from the M-SEARCH
request. Period characters in the Vendor Domain Name shall be replaced with hyphens in accordance
with RFC 2141.

urn:domain-name:geryice:serviceType:ver

Respond onge for each matching service type. shall be urn: domain-name:service:serviceTyple:ver
where_domain-name (a Vendor Domain Name), serviceType and ver are defined by the UPnP végndor
and/Ver shall contain the version of the service type from the M-SEARCH request. Period chargcters
inrthe.Vendor Domain Name shall be replaced with hyphens in accordance with RFC 2141.

ReqUired. Field value contains Unique Service Name. Identifies a unique instance of a device or service.|shall

e Sapas R4 0 “Root—de S SVv-e g€ re———e=MhBeaaea device

discovery messages”, and Table 1 3, “Service discovery messages” above.) The prefix (before the double
colon) shall match the value of the UDN element in the device description OR the lower ST version used in the
M-Search request. (Section 2, “Description” explains the UDN element.) Single URI.

uuid:device-UUID::upnp:rootdevice
Sent once for root device where device-UUID is specified by UPnP vendor. See section 1.1.4, “UUID
format and Recommended generation algorithms” for the MANDATORY UUID format.

uuid:device-UUID

Sent once for every device, root or embedded, where device-UUID is specified by the UPnP vendor.
See section 1.1.4, “UUID format and RECOMMENDED generation algorithms” for the MANDATORY
UUID format.
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uuid:device-UUID::urn:schemas-upnp-org:device:deviceType:ver

Sent once for every device, root or embedded, where device-UUID is specified by the UPnP ve

ndor,

deviceType and ver are defined by UPnP Forum working committee and ver specifies version of the

device type. See section 1.1.4, “UUID format and RECOMMENDED generation algorithms” fo
MANDATORY UUID format.

uuid:device-UUID::urn:schemas-upnp-org:service:serviceType:ver

r the

Sent once for every service where device-UUID is specified by the UPnP vendor, serviceType and ver

are defined by UPnP Forum working committee and ver specifies version of the device type.

See

section 1.1.4, “UUID format and RECOMMENDED generation algorithms” for the MANDATORY UUID

format.

id-device-UUID1irn-domain-name-device-deviceTyne ver

Sent once for every device, root or embedded, where device-UUID, domain-name (a Vendor BRd
Name), deviceType and ver are defined by the UPnP vendor and ver specifies the versioh g
device type. See section 1.1.4, “UUID format and RECOMMENDED generation algorithms” fg
MANDATORY UUID format. Period characters in the Vendor Domain Name shall(be.feplacq
hyphens in accordance with RFC 2141.

uuid:device-UUID::urn:domain-name:service:serviceType:ver

Sent once for every service where device-UUID, domain-name (a Vendor Domain Name), servicg
and ver are defined by the UPnP vendor and ver specifies the version ofthe-service type. See sq
1.1.4, “UUID format and recommended generation algorithms” for the, MANDATORY UUID fo
Period characters in the Vendor Domain Name shall be replaced by’hyphens in accordance with
2141.

[ID.UPNP.ORG

FIGID.UPNP.ORG

llowed. As defined in clause 1.2, and 1.2.2.

CHPORT.UPNP.ORG

llowed. As defined in clause 1.2, and 1.2.2.

RELOCATION.UPNP.ORG

llowed. As defined in clause 1.2.2.

ere is an error with the search(request (such as an invalid field value in the MAN he
, @ missing MX header fieldj.or other malformed content), the device shall silently dis
ignore the search request; sending of error responses is PROHIBITED due to
ibility of packet storms\iffmany devices send an error response to the same request.

References
2141, URN Syntax. Available at: http://www.ietf.org/rfc/rfc2141.txt.

2616, HTTP: Hypertext Transfer Protocol 1.1. Available
ttp://wwiw)ietf.org/rfc/rfc2616.txt.

2774, HTTP Extension Framework. Available at: http://www.ietf.org/rfc/rfc2774 .ixt.
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oJob, Unimorm Resource Identitiers (UKIT): Generic syntax. Avallable
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RFC 4340, Datagram Congestion Control Protocol (DCCP). Available
at: http://www.ietf.org/rfc/rfc4340.txt.

[1] DCE variant of Universal Unique Identifiers (UUIDs), The Open group, 1997, Available
at: http://www.opengroup.org/onlinepubs/9629399/apdxa.htm.

2

Description

Description is Step 2 in UPnP networking. Description comes after addressing (Step 0) where
devices get a network address, and after discovery (Step 1) where control points find
interesting device(s). Description enables control (Step 3) where control points send
commands to device(s), eventing (Step 4) where control points listen to state changes in
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device(s), and presentation (Step 5) where control points may display an html user interface
for device(s).

After a control point has discovered a device, the control point still knows very little about the
device -- only the information that was in the discovery message, i.e., the device's (or
service's) UPnP type, the device's universally-unique identifier, and a URL to the device's
UPnP description. For the control point to learn more about the device and its capabilities, or
to interact with the device, the control point shall retrieve a description of the device and its
capabilities from the URL provided by the device in the discovery message.

Figure 2-1: — Description architecture
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The|UPnP description for a device is partitioned into two logical parts: a device description
des¢ribing the physical and logical contaipners, and service descriptions describing| the
capabilities exposed by the device. A WPhP device description includes vendor-spdcific
manlufacturer information like the model.name and number, serial number, manufacturer neame,
URLls to vendor-specific Web sites, «eic. (details below). For each service included in| the
device, the device description lists the service type, service name, a URL for a seivice
desg¢ription, a URL for control, and”“a URL for eventing. A device description also includgs a
desg¢ription of all embedded devices and a URL for presentation of the aggregate. This clguse
explains UPnP device descriptions, and the clauses on Control, Eventing, and Presentgtion
exp]ain how URLs for control, eventing, and presentation are used respectively.

Not¢ that a single physical device is allowed to include multiple logical devices. Multiple
logi¢al devices can be modeled as a single root device with embedded devices (and services)
or ap multiple reot-devices (perhaps with no embedded devices). In the former case, thefe is
one| UPnP dévice description for the root device, and that device description contaifps a
desg¢ription.'for all embedded devices. In the latter case, there are multiple UPnP dgvice
desg¢riptions, one for each root device.

A UPnP’device description is written by a UPnP vendor. The description is in XML syntax|and
is usually based on a standard UPnP Device Template. A UPnP Device Template is produced
by a UPnP Forum working committee; they derive the template from the UPnP Device Schema,
which was derived from standard constructions in XML. This clause explains the format for a
UPNnP device description, UPnP Device Templates, and the part of the UPnP Device Schema
that covers devices.

A UPnP service description includes a list of commands, or actions, to which the service
responds, and parameters, or arguments for each action. A service description also includes a
list of variables. These variables model the state of the service at run time, and are described
in terms of their data type, range, and event characteristics. This clause explains the
description of actions, arguments, state variables, and the properties of those variables. The
clause on Eventing explains event characteristics.
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Like a UPnP device description, a UPnP service description is written by a UPnP vendor. The
description is in XML syntax and is usually based on a standard UPnP Service Template. A
UPnP Service Template is produced by a UPnP Forum working committee; they derived the
template from the UPnP Service Schema, augmenting it with human language where
necessary. The UPnP Service Schema is derived using the conventions of XML Schema. This
clause explains the format for a UPnP service description, UPnP Service Templates, typical
augmentations in human language, and the part of the UPnP Service Schema that covers
services.

UPnP vendors can differentiate their devices by extending services (see clause 2.7, “Non-
standard vendor exten3|ons and Iimitations”) mcludmg addltlonal UPnP serwces or

these added features are exposed to the control point for control and eventing. The device
and|service descriptions authoritatively document the implementation of the device.

Retrieving a UPnP device description is simple: the control point issues an HTTP,GET request
on the URL in the discovery message, and the device returns the device descripfion.
Retnieving a UPnP service description is a similar process that uses a URL, within the dgvice
desg¢ription. The protocol stack, method, header fields, and body for the response and request
are pxplained in detail below. Description documents shall be sent using-the same IP address
on which the HTTP GET request was received.

As long as at least one of the discovery advertisements from' a root device, any of its
embedded devices or any of its services have not expiredcahd none of the advertisemgnts
have been cancelled, a control point is allowed to assume that the root device and all its

it shall cancel its outstanding advertisements,and re-advertise. Consequently, control pgints
shodild not assume that device and servicecdescriptions are unchanged if a device re-appgars
on |the network, but they can deteet whether descriptions changed if a changed
CONFIGID.UPNP.ORG field value is ptésent in the announcements.

Likel discovery, description plays.-an important role in the interoperability of devices [and
confrol points using different-\versions of UPnP networking. As explained in claus¢ 1,
“Distovery”, the UPnP Device-Architecture is versioned with both a major and a minor vergion.
The| major version and minor version are separate integer numbers; they are not tq be
intefpreted or comparedias though they were a single decimal number, even though they| are
allowed to appear as(such in print. Advances in minor versions shall be a compatible supgrset
of earlier minor versions of the same major version; therefore device vendors are frep to
implement standardized devices and services on versions of the architecture with a higher
mingr version‘number. Advances in major version are not required to be supersets of edrlier
i 0 is
ipns.

specified in UDA 2.0. The architecture version of a root dewce aII its embedded devices and
all its services shall be the same. Version information is communicated in description
messages as a backup to the information communicated in discovery messages. This clause
explains the format of version information in description messages.

Device and service types standardized by UPnP Forum working committees or created by
vendors have an integer version. Every later version of a device or service shall be a fully
backwardly compatible superset of the previous version, i.e., compared to earlier versions of
the device, it shall include all mandatory embedded devices and services of the same or later
version. The UPnP device or service type remains the same across all versions of a device
whereas the device or service version shall be larger for later versions. Versions of device
and service templates are allowed to have non-integer versions (such as “0.9”) during
development in the working committee, but this shall become an integer upon standardization.
Devices and services are allowed to have a version number greater than the major version
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number of the architecture they are designed for (e.g., “Power:2” is allowed to be designed to
work on UDA version 1.0); there is no direct correlation between the version of a device or
service template and the architecture version with which it is designed to work. If a non-
backward-compatible version of a device or service is defined, it shall have a different device
or service name to indicate that it is not backwardly compatible (and version numbers of the
new type shall restart at 1).

UPnP device and service types are “building blocks” that is allowed to be assembled in
various combinations. Both standard and vendor-defined device types are allowed to be
embedded in standard device types. Both standard and vendor-defined device types are
allowed to be embedded in vendor-defined dewce types. Likewise, both standard and vendor-
defied vice
types. A control point that is capable of operating with a partlcular device or service type ghall
at Igast recognize that device or service type even when it is embedded within another dgvice
typel (standard or vendor-defined) that it does not recognize. For example, if-a/stanflard
serviice type “Print:1” is defined, and a standard device type “Printer:1” js.defined |that
confains the “Print:1” service, a control point that wishes to use the “Print:1”, service shall|find
and|use it whether the service is embedded within a “urn:schemas-upnp-org:device:Printgr:1”
device or embedded within a vendor-defined “urn:acme-com:device:Printer:1” or “urn:agme-
comidevice:AcmeMultifunctionPrinter:1” device.

The|remainder of this clause first explains how devices are desefibed, explaining details of
vendor-specific information, embedded devices, and URLs\\for control, eventing, |and
pregentation. Second, it explains UPnP Device Templates. Third, it explains how serviceq are
des¢ribed, explaining details of actions, arguments, statevariables, and properties of those
variables. Then it explains UPnP Service Templates, and-the UPnP Service Schema. Finjally,
this |clause explains in detail how a control point retrieves device and service descripfions
fron a device.

21| Generic requirements on HTTP usage
Thig subclause defines generic requirements“on HTTP usage in UPnP Version 2.0. HTT|P is
the underlying transport for:

¢ Description (see clause 2, “Description”)
¢+ Control (see clause 3, “Control”)

¢ Eventing (see clause 4,\°Eventing”)

¢ Presentation (clause5, “Presentation”)

The|baseline transportfor all devices and control points is recommended to be HTTRH/1.1
compliant (as defined-in RFC 2616) but at least shall be HTTP/1.0 compliant (as defindd in
RF{J 1945). Vendors are free to implement and Working Committees are free to requirg for
new| device classes implementations of more recent versions of HTTP that are backwprds
comjpatible with HTTP version 1.0, such as HTTP version 1.1 as defined in RFC 2p16.
However whatever version is implemented, all required components defined by the specjfied
HTT|P version shall be implemented.

If a UIII.IUI pUIIIL UoSTo adll ::TTPII1 O Ulllullly Uullh d our\r |cqucal VVILIIUUL DULLIIIH LIIU I\CGIJI‘ IlVe
token, the device shall close the socket after responding. If a control point uses an HTTP/1.1
binding on a SOAP request, and sets the “Connection:CLOSE” token, the device shall close
the socket after responding.

USER-AGENT header field

Control points can add the USER-AGENT header field to any UPnP-related HTTP request to
signal that they support UPnP 1.1. Working Committees are allowed to require presence of
this header on description retrieval, action invocations and event subscriptions for newly
defined services.

USER-AGENT: OS/version UPnP/2.0 product/version
© ISO/IEC 2017 — All rights reserved 35


https://iecnorm.com/api/?name=b9da304ced0c53a311edf06607f10d23

ISO/IEC 29341-1-2:2017(E)

USER-AGENT

Allowed.Specified by UPnP vendor. String. Field value shall begin with the following “product tokens” (defined
by HTTP/1.1). The first product token identifes the operating system in the form OS name/OS version, the
second token represents the UPnP version and shall be UPnP/2.0, and the third token identifes the product
using the form product namelproduct version. For example, “USER-AGENT: wunix/5.1 UPnP/2.0
MyProduct/1.0".

Accept-Encoding header field

Control points can add the Accept-Encoding header field to any UPnP-related HTTP request
to signal that they support the type of encoding.

Accept-Encoding: compress, gzip

Accept-Encoding

Allowed.Specified by RFC2616 section 14.3. Allowed encoding are identitiy, compress and gzip. The idgntity
gncoding shall be present and without value q=0. When the request is satisfied ,byxthe Server, thep the
dontent-encoding header shall be present. The value of the content_encoding header specifies the |used
gncoding type of the response. Used values are vendor specific.

UPNP friendly Name header field

Confrol points shall add the CPFN.UPNP.ORG header field\te" any UPnP-related HTTP
reqyest to signal the friendly name of the control point.

PEN.UPNP.ORG: friendly name

CPFN.UPNP.ORG

equired.Specifies the friendly name of the control point. The friendly name is vendor specific. When Dgvice
rotection is implemented the CPFN.UPNP.ORG shall be the same as the <Name> of Device Protection uhless
the Device Protection <Alias> is defined, in which, case it shall use the <Alias>.

UPNP identifier header field

Control points can add the CPUUID:UPNP.ORG header field to any UPnP-related HTTP
reqyest to signal the unique identifier of the control point.

PUUID.UPNP.ORG: uuid of gdbntrol point

CPUUYID.UPNP.ORG

Allowed.uuid of the_control point. When the control point is implemented in a UPnP device it is recommgnded
p use the UDN of the co-located UPnP device. When implemented, all specified requirements for uuid Usage
h devices alsp“apply for control points.See section 1.1.4. Note that when Device Protection is impleménted
he CPUUIDWUPNP.ORG shall be the same as the uuid used in Device Protection.

= —

Vendar-defined or working committee-defined HTTP Header fields

field-name = token “.” domain-name

where the domain-name shall be a Vendor Domain Name or shall be “UPNP.ORG” (for
working committee defined field names), and in addition shall satisfy the token format as
defined in RFC 2616 clause 2.2. Field names are case-insensitive.

HTTP/1.0 Persistent connections

Some implementations of HTTP/1.0 defined what is known as persistent connections. There
are many practical uses for this functionality, as it may reduce overhead for a given device by
allowing resources to be used more efficiently. However, this functionality for HTTP/1.0 is not
officially defined in the specification and classified as experimental. Further, the way it has
been experimentally defined is flawed in such a way that it may cause sessions to hang in
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certain scenarios. This functionality shall not be implemented by any UPnP devices or control
points that implement HTTP version 1.0.

HTTP/1.0 HEAD request

Some implementations utilize the HEAD request to try to predetermine the amount of memory
required to process a GET request. Some servers may not know that size of the content
because it may be dynamic. In such cases, the responses will not contain a CONTENT-
LENGTH header field. As such, control points shall not rely on the CONTENT-LENGTH
header field being specified for a HEAD response.

HTTP/1.1 General

Whegn a device or control point implements HTTP/1.1, all requirements of HTTP/1.0 sha|l be
maintained, with the exception of the CONTENT-LENGTH header field, which shall not be
speg¢ified when doing chunked transfers.

HTT|P status codes

Seryers shall return appropriate HTTP status codes for invalid requests. A«device or coptrol
point shall use a 4xx HTTP status code for responses that indicate a problem with the fofmat
of a|request or response. For example, if an HTTP client makes a PUT request to a sqrver
that| does not implement the PUT method, the server should return a "405 Method| not
Alloyved" HTTP status code and shall return a 4xx series HTTP status code. Another example
is iflan HTTP client makes a request to a server that is malfoarmed HTTP or not well formed
XML, the server should return a "400 Bad Request" HTTP status code and shall return al4xx
serigs HTTP status code. While clients are not required to_understand specific status cofdes,
theyl shall understand classes of status codes. For example, a 4xx series HTTP status ¢ode
signjfies an improper request, whereas a 5xx series¢H\FTP status code signifies a procesjsing
errof for a valid request.

HTTP/1.1 and HTTP/1.0 compatibility

Dev|ces and control points that implement"HTTP/1.1 shall be able to interoperate |with
HTT|P/1.0 control points and devices. Care shall be taken when devices and control pgints
prodess requests, such that the response generated is compatible with the HTTP vernsion
spegified in the request. For example,"if an HTTP/1.0 request is made, the device or coptrol
point shall not return an HTTP/1.4%chunked response.

HTT|P/1.1 HOST header fieldand use of the HOST header field with HTTP/1.0

The|'HOST’ header field shall be specified in all requests, because HTTP/1.1 allows sugdport
for irtual domains, which.rely on this header field to determine the target destination.

The| HOST header )field shall also be included in HTTP/1.0 requests, for backwprds
compatibility withtUPnP 1.0, which REQUIRES the HOST header field to be present without
explicitly mentioning a HTTP version.

HTT|P/1.4"EXPECT: 100-Continue
Seryefs are allowed to send a “100-Continue” HTTP status code to let the client know thaf the

headetfetdsreceived-have-beenprocessed—a—chentwilrelron-this-status+espense-before
sending the body, it shall send the “EXPECT: 100-Continue” header field in the request. If a
server received this header field in the request, it shall not wait for the request body before
sending the continue response. However, a client shall be prepared to handle cases when the
“EXPECT: 100-Continue” header field is not sent, but a “100-Continue” HTTP status code is

still received from the server.

HTTP/1.1 Chunked Encoding

Devices and control points that advertise support for HTTP/1.1 shall have support for
decoding chunked encoded messages. Chunked encoded messages are allowed to contain
Chunk-Extensions, which are delineated with a ‘;’. Extensions that are not recognized shall be
ignored, which includes the absence of an extension, but the presence of the delineator.
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Chunked encoding also allows responses and requests to include trailer fields, which are
header fields that follow the body. Devices and control points shall only send trailer fields if
the request contained the ‘TE’ header field (indicates trailer processing is supported), or if the
trailer fields in the response only contain allowed metadata that can be safely ignored.

Before a control point uses chunked encoding to make a request to a device, it shall check to
ensure that the device is an HTTP/1.1 device. Devices are allowed to use different HTTP
engines (that support different versions) for description, control, eventing and presentation.
Therefore, to correctly identify which HTTP version is used for processing control requests, a
HEAD request is allowed to be issued to the corresponding control URL.

HTT;

Pergistent connections is the default behavior defined by HTTP/1.1. It is_ strongly
recdmmended that this behavior be maintained, as it may be beneficial in many scenariog, as
it allows for resources to be utilized more efficiently. Support for Pipelined request handling is
alsolrecommended if persistent connections are supported.

If a perver responds with a “CONNECTION: close” header line, it shall close: the session after
resgonding. Similarly if a client specifies “CONNECTION: close” in the,-request, the sdrver
shall also close the session after responding.

Whgn Requests are pipelined to a server, the server shall answ&r’the requests in the grder
that|they are received. Clients shall also be prepared to retry connections if pipelining failg, for
example, if the server does not support them.

HTT|P/1.1 Redirect restrictions

HTTP/1.1 defines allowed support for redirecting ,an )HTTP request. UPnP 2.0 devices| are
allojved to redirect a request, although this is.net recommended. If a UPnP 2.0 dgvice
redifects a request, it shall respond with a “307~\Femporary Redirect” HTTP status code [see
alsol RFC 2616). UPnP 2.0 devices shall not‘return any other HTTP/1.1 redirect optipns.
Control points shall implement HTTP/1.1(redirect and should redirect the request ypon
recdiving a “307 Temporary Redirect” HTT P status code (see also RFC 2616).

2.2 | Generic requirements on XML usage

XMU namespace prefixes do not have to be the specific strings that are used in the examfples
in this specification. They can-"be any value that obeys the rules of the general XKML
namespace mechanism as-outlined in the Namespaces in XML specification. Devices shall
accept requests that use other legal XML namespace prefixes.

If an XML element has*no value (i.e. it contains the empty string), it is valid to combing the
opening and closing XML tags (e.g., “<actionname/>" instead of
“<ag¢tionnamea<Yactionname>").

2.3 | Device/description

The| UPnBdescription for a device contains several pieces of vendor-specific information,
definitions of all embedded devices, URL for presentation of the device, and listings for all
ser ; 5 = ices
(which is allowed to contain both vendor-defined and standard embedded devices and
services), UPnP vendors are allowed to add embedded devices and services to standard
devices. To illustrate these, below is a listing with placeholders (in italics) for actual elements
and values. Some of these placeholders would be specified by a UPnP Forum working
committee (colored red) or by a UPnP vendor (colored purple). For a non-standard device, all
of these placeholders would be specified by a UPnP vendor. Elements defined by the UPnP
Device Architecture are colored green. Immediately following the listing is a detailed
explanation of the elements, attributes, and values.

<?xml version="1.0"?>
<root xmlns="urn:schemas-upnp-org:device-1-0"
configId="configuration number">
<specVersion>
<major>2</major>

38 © ISO/IEC 2017 — All rights reserved



https://iecnorm.com/api/?name=b9da304ced0c53a311edf06607f10d23

ISO/IEC 29341-1-2:2017(E)

<minor>0</minor>
</specVersion>
<device>
<deviceType>urn:schemas-upnp-org:device:deviceType: v</deviceType>
<friendlyName>short user-friendly title</friendlyName>
<manufacturer>manufacturer name</manufacturer>
<manufacturerURL>URL to manufacturer site</manufacturerURL>
<modelDescription>long user-friendly title</modelDescription>
<modelName>model name</modelName>
<modelNumber>model number</modelNumber>
<modelURL>URL to model site</modelURL>
<serialNumber>manufacturer's serial number</serialNumber>
<UDN>uuid: UUID</UDN>
<UPC>Universal Product Code</UPC>
IconList
<icon>
<mimet¥Ee>image/fOrmat</mimet¥2e>
<width>horizontal pixels</width>
<height>vertical pixels</height>
<depth>color depth</depth>
<url>URL to icon</url>
</icon>
<!-- XML to declare other icons, if any, go here -->
</iconList>
<serviceList>
<service>
<serviceType>urn:schemas-upnp-org:service: servicglypt: v</serviceType>
<serviceld>urn:upnp-org:serviceld: servicelD</servi€elId>
<SCPDURL>URL to service description</SCPDURL>
<controlURL>URL for control</controlURL>
<eventSubURL>URL for eventing</eventSubURL>

</service>
<!-- Declarations for other services defined by a UPnP Forum working committpe
(if any) go here -->
<!-- Declarations for other services &Jdéd by UPnP vendor (if any) go here -|>
</serviceList>
<devicelist>
<!-- Description of embedded devices W&fined by a UPnP Forum working committee
(if any) go here -->
<!-- Description of embedded devides added by UPnP vendor (if any) go here -->
</deviceList>
<presentationURL>URL for preggittation</presentationURL>
</device>

/root>

Listed below are details forneach of the elements, attributes, and values appearing in| the
listing above. All elements ‘and attributes are case sensitive; HTTP specifies case sensifivity
for URLs; other values ‘are€ not case sensitive except where noted. The order of elemen}s is
signjficant. Except where noted: required elements shall occur exactly once (no duplicates),
and|recommended( or allowed elements are allowed to occur at most once. Note that spme
implementations_‘are allowed to strictly enforce the length limits for various elements npted
below, and thé€refore working committees are advised to heed all limits specified.

<?xmfl>

eguired for all XML documents. Case sensitive.

<root>

Required. Shall have “urn:schemas-upnp-org:device-1-0" as the value for the xm1ns attribute; this references
the UPnP Device Schema (described below). Case sensitive. Has the following attribute:

configId

Required. Specifies the configuration number to which the device description belongs. See clause 1,
“Discovery” for further definition and usage of the configuration number.

Contains all other elements describing the root device, i.e., contains the following child elements:

<specVersion>

Required. In device templates, defines the lowest version of the architecture on which the device can
be implemented. In actual UPnP devices, defines the architecture on which the device is implemented.
Contains the following sub elements:
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<major>
Required. Major version of the UPnP Device Architecture. Shall be 2 for devices implemented
on a UPnP 2.0 architecture.

<minor>

Required. Minor version of the UPnP Device Architecture. Shall be 0 for devices implemented
on a UPnP 2.0 architecture. Shall accurately reflect the version number of the UPnP Device
Architecture supported by the device.

<URLBase>

Use of URLBase is deprecated from UPnP 1.1 onwards; UPnP 2.0 devices shall NOT include
URLBase in their description documents. For full definition of URLBase, see the UPnP 1.0

specitication.

<device>

Required. Contains the following sub elements:

<deviceType>
Required. UPnP device type. Single URI.

e For standard devices defined by a UPnP Forum working committee, shall begin| with
“urn:schemas-upnp-org:device:” followed by the standardizéd device type suffix, a dolon,
and an integer device version i.e. urn:schemas-upnp-gorg:device:deviceType:ver| The
highest supported version of the device type shall be specified.

e For non-standard devices specified by UPnP venders, shall begin with “urn:”, followgd by
a Vendor Domain Name, followed by “:device:” followed by a device type suffix, dolon,
and an integer version, i.e., “urn:domdin-name:device:deviceType:ver’. Period
characters in the Vendor Domain Name shallkbe replaced with hyphens in accordance
with RFC 2141. The highest supported version of the device type shall be specified.

The device type suffix defined by a UPnP<Forum working committee or specified by a YPnP
vendor shall be <= 64 chars, not counting.thé version suffix and separating colon.

<friendlyName>

Required. Short description fordend user. Is allowed to be localized (see ACCEPT-
LANGUAGE and CONTENT-LANGUAGE header fields). Specified by UPnP vendor. Sfring.
Should be < 64 characters.

<manufacturer>

Required. Manufacturer's name. Is allowed to be localized (see ACCEPT-LANGUAGH and
CONTENT-LANGUAGE header fields). Specified by UPnP vendor. String. Should be |< 64
characters.

<manufacturerURL>

Allowéd.\"Web site for Manufacturer. Is allowed to have a different value depending on
language requested (see ACCEPT-LANGUAGE and CONTENT-LANGUAGE header figlds).
Specified by UPnP vendor. Single URL.

<meodelDescription>

Recommended. Long description for end user. Is allowed to be localized (see ACCEPT-
LANGUAGE and CONTENT-LANGUAGE header fields). Specified by UPnP vendor. Sfring.
Should be < 128 characters.

<modelName>

Required. Model name. Is allowed to be localized (see ACCEPT-LANGUAGE and CONTENT-
LANGUAGE header fields). Specified by UPnP vendor. String. Should be < 32 characters.
<modelNumber>

Recommended. Model number. Is allowed to be localized (see ACCEPT-LANGUAGE and
CONTENT-LANGUAGE header fields). Specified by UPnP vendor. String. Should be < 32
characters.

<modelURL>

Allowed. Web site for model. Is allowed to have a different value depending on language
requested (see ACCEPT-LANGUAGE and CONTENT-LANGUAGE header fields). Specified
by UPnP vendor. Single URL.
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<serialNumber>

Recommended. Serial number. Is allowed to be localized (see ACCEPT-LANGUAGE and
CONTENT-LANGUAGE header fields). Specified by UPnP vendor. String. Should be < 64
characters.

<UDN>

Required. Unique Device Name. Universally-unique identifier for the device, whether root or
embedded. shall be the same over time for a specific device instance (i.e., shall survive
reboots). shall match the field value of the NT header field in device discovery messages.
shall match the prefix of the USN header field in all discovery messages. (Clause 1,
“Discovery” explains the NT and USN header fields.) shall begin with “uuid:” followed by a
UUID suffix specified by a UPnP vendor. See clause 1.1.4, “UUID format and recommended
generation algorithms” for the MANDATORY UUID format

<UPC>

Allowed. Universal Product Code. 12-digit, all-numeric code that identifies the~condumer

package. Managed by the Uniform Code Council. Specified by UPnP vendor. Single UPCJ.

<iconList>

Required if and only if device has one or more icons. Specified by UBnP. vendor. Contains the

following sub elements:
<icon>

Recommended. Icon to depict device in a contrel point Ul. Is allowed to hgve a

different value depending on language requested (see ACCEPT-LANGUAGH and

CONTENT-LANGUAGE header fields). Icop-'sizes to support are vendor-spgcific.

Contains the following sub elements:
<mimetype>

Required. Icon's MIME type (see<REC 2045, 2046, and 2387). Single MIME ifnage

type. At least one icon should ©e of type “image/png” (Portable Network Graghics,

see IETF RFC 2083).
<width>

Required. Horizontal dimension of icon in pixels. Integer.

<height>

Required. Vertical dimension of icon in pixels. Integer.

<depth>

Reguired. Number of color bits per pixel. Integer.

<url>

Required. Pointer to icon image. (XML does not support direct embedding of Hinary

data. See note below.) Retrieved via HTTP. Shall be relative to the URL at whidh the

device description is located in accordance with clause 5 of RFC 3986. Specifi¢d by

UPnP vendor. Single URL.
<serviceList>

Allowed. Contains the following sub elements:

<service>

Allowed. Repeated once for each service defined by a UPnP Forum working
committee. If UPnP vendor differentiates device by adding additional, standard UPnP
services, repeated once for each additional service. Contains the following sub
elements:

<serviceType>

Required. UPnP service type. Shall not contain a hash character (#, 23 Hex
in UTF-8). Single URI.

e For standard service types defined by a UPnP Forum working
committee, shall begin with “urn:schemas-upnp-org:service:” followed
by the standardized service type suffix, colon, and an integer service
version i.e. urn:schemas-upnp-org:device:serviceType:ver. The highest
supported version of the service type shall be specified.

e For non-standard service types specified by UPnP vendors, shall begin
with “urn:”, followed by a Vendor Domain Name, followed by “:service:”,
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followed by a service type suffix, colon, and an integer service version,
i.e., “urn:domain-name:service:serviceType:ver”’. Period characters in
the Vendor Domain Name shall be replaced with hyphens in accordance
with RFC 2141. The highest supported version of the service type shall
be specified.

The service type suffix defined by a UPnP Forum working committee or
specified by a UPnP vendor shall be <= 64 characters, not counting the
version suffix and separating colon.

<serviceId>

Required. Service identifier. Shall be unique within this device description.
Single URI.

¢ For standard services defined by a UPNP Forum working commjittee,
shall begin with “urn:upnp-org:serviceld:” followed by a segruiqe ID
suffix i.e. urn:upnp-org:serviceld:servicelD. If this instance: of the
specified service type (i.e. the <serviceType> element above)
corresponds to one of the services defined by the specified"deviceg type
(i.e. the <deviceType> element above), then the valueof the sqrvice
ID suffix shall be the service ID defined by the device type fof this
instance of the service. Otherwise, the value ofithe  service ID suffix is
vendor defined. (Note that upnp-org is used instead of schemas-ypnp-
org in this case because an XML schema is.hot defined for each sqrvice
ID.)

e For non-standard services specified by UPnP vendors, shall begir] with
“urn:”, followed by a Vendor Domain‘Name, followed by “:servickld:”,
followed by a service D suffix, i.e., “urn:doipain-
name:serviceld:servicelD”. If thisyinstance of the specified service| type
(i.e. the <serviceType> element above) corresponds to one df the
services defined by the spgcified device type (i.e. the <deviceTpe>
element above), then the value of the service ID suffix shall bg the
service ID defined by the device type for this instance of the sefvice.
Period characters in/the Vendor Domain Name shall be replaced with
hyphens in accordance with RFC 2141.

The service ID suffix defined by a UPnP Forum working committge or
specified by a UPnP vendor shall be <= 64 characters.

<SCPDURL>

Required®“URL for service description. (See clause 2.5, “Service description”
below:)* shall be relative to the URL at which the device descriptipn is
loeated in accordance with clause 5 of RFC 3986. Specified by UPnP véndor.
Single URL.

<¢ontrolURL>

Required. URL for control (see clause 3, “Control”). shall be relative tp the
URL at which the device description is located in accordance with clajise 5
of RFC 3986. Specified by UPnP vendor. Single URL.

<eventSubURL>

Required. URL for eventing (see clause 4, “Eventing”). shall be relative to
the URL at which the device description is located in accordance with clause
5 of RFC 3986. shall be unique within the device; any two services shqll not
have the same URL for eventing. If the service has no evented varigbles,

this element shall be present but shall be empty |[(i.e.,
<eventSubURL>< entSubURL>.) Specified by UPnP vendor. {ingle
URL.

<deviceList>

Required if and only if root device has embedded devices. Contains the following sub
elements:

<device>

Required. Repeat once for each embedded device defined by a UPnP Forum working
committee. If UPnP vendor differentiates device by embedding additional UPnP
devices, repeat once for each embedded device. Contains sub elements as defined
above for root sub element device.

<presentationURL>

Recommended. URL to presentation for device (see clause 5, “Presentation”). shall be
relative to the URL at which the device description is located in accordance with the rules
specified in clause 5 of RFC 3986. Specified by UPnP vendor. Single URL.
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Control points should recognize and interoperate with services using serviceld values other
than the value defined by the device type. If multiple instances of a service exist, control
points should by default (unless directed otherwise by user action) use the service instance
associated with the serviceld value defined by the device type. If none of the instances of the
service have the serviceld value defined by the device type, the control point may use any
service instance. When only one instance of the service exists, control points should use that
instance even if the serviceld value does not match that defined by the device type.

For future extensibility and according to the requirements in clause 2.7, “Non-standard vendor
extensions” and clause 2.8, “UPnP Device Schema”, when processing XML like the listing
above, devices and control points shall ignore: (a) any unknown elements and their sub

elenrentsorcontent, and{bany unknowm attributes andtheirvatves. . |

Sublect to the constraints defined in clause 2.7, “Non-standard vendor extensions” |and
clause 2.8, “UPnP Device Schema”, control points and devices shall ignore lany KML
comments or XML processing instructions embedded in UPnP device and service idescripfions
that|they do not understand. UPnP device descriptions shall be encoded using UTF-8.

Whgn the value of any text element or attribute contains one or more characters reservef as
markup (such as ampersand (“&”) or less than (“<”)), the text shall becescaped in accordance
with| the provisions of clause 2.4 of the XML specification and each such character replaced
with| the equivalent numeric representation or string (such as&/  ‘&amp;” or “&lt;”). $uch
chanacters appearing in URLs are allowed to also be percent-encoded in accordance witH the
URL percent-encoding rules specified in clauses 2.1 and 2.4 ©f RFC 3986.

XML does not support directly embedding binary data, e.d.y"icons in UPnP device descripfions.
Bingry data are allowed to be converted into text (and\thereby embedded into XML) using an
XML data type of either bin.base64 (a MIME-style\base 64 encoding for binary datd) or
bin.hex (hexadecimal digits represent octets). Alternatively, the data can be passed indirectly,
as |£ were, by embedding a URL in the XML\ and transferring the data in response o a
separate HTTP request; the icon(s) in UPnPcdevice descriptions are transferred in this latter
manner.

If amy icons are included, at least on€;should be in the Portable Network Graphics (ANG)
format defined in RFC 2083, indicated by the MIME type “image/png”, and not use progressive
encpding. No specific icon sizes’are recommended due to the wide variety preferred by
vari}us control points; controlh-point vendors are encouraged to publish implementgtion
guidelines.

The|use of URLBase element is deprecated by this specification. UPnP 2.0 devices shal| not
inclyde URLBase ingtheir description documents. To ensure interoperability with UPnP| 1.0
devices, control points shall be able to process URLBase if it is specified and use if for
resdlving relativetURLs that appear elsewhere in the description. If relative URLs are inclyded
in the device description, control points shall resolve them into absolute URLs in accordance
with|clause 6 of RFC 3986, using either URLBase (if specified) or the location from which the
device deéscription was retrieved as the base URL, before using these URLs for their
respective purposes.

Note that in version 1.0 of the UPnP Device Architecture, the serviceList element was
required, and it was required to contain at least one service element. These requirements
were subsequently rescinded to accommodate the InternetGatewayDevice:1 and Basic:1
device types. If the device has no services, the serviceList element is allowed to be omitted
entirely, or it is allowed to be present but contain no service elements.

2.4 UPnP Device Template

The listing above also illustrates the relationship between a UPnP device description and a
UPnP Device Template. As explained above, the UPnP device description is written by a
UPnP vendor, in XML, following a UPnP Device Template. A UPnP Device Template is
produced by a UPnP Forum working committee as a means to standardize devices.

By appropriate specification of placeholders, the listing above can be either a UPnP Device
Template or a UPnP device description. Recall that some placeholders would be defined by a
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UPnP Forum working committee (colored red), i.e., the UPnP device type identifier, required
UPnP services, and required UPnP embedded devices (if any). If these were defined, the
listing would be a UPnP Device Template, codifying the standard for this type of device. UPnP
Device Templates are one of the key deliverables from UPnP Forum working committees.

Taking this another step further, the remaining placeholders in the listing above would be
specified by a UPnP vendor (colored purple), i.e., vendor-specific information. If these
placeholders were specified (as well as the others), the listing would be a UPnP device
description, suitable to be delivered to a control point to enable control, eventing, and
presentation.

gach
UPNP device descr|pt|on instantiates that template with vendor- specmc mformatlon The|first
is cjeated by a UPnP Forum working committee; the latter, by a UPnP vendor.

2.5 | Service description

The|UPnP description for a service defines actions and their arguments, and’ state variables
and|their data type, range, and event characteristics.

Each service shall have zero or more actions. Each action shall have zerdo or more arguments.
Each argument is designated as either an input or an output argument. Input arguments ghall
be ljsted first. If an action has one or more output arguments,sthe first output argument is
alloyved to be marked as a return value. Each argument shall correspond to one of| the
<stdteVariable> elements in the <serviceStateTable> in the SCPD.

Each service shall have one or more state variables.
In afddition to defining non-standard services, UPnP ‘vendors are allowed to add actions|and

servlices to standard devices, and are allowed to-€mbed standard services and devices in hon-
standard devices.

To iJlustrate these points, below is a listing. with placeholders (in italics) for actual elements
and|values. For a standard UPnP servicey some of these placeholders would be defined py a
UPnP Forum working committee (colered red) or specified by a UPnP vendor (purple). Flor a
nonistandard service, all of these “placeholders would be specified by a UPnP vendor.
Elements defined by the UPnP Device Architecture are colored green. Immediately folloying
the listing is a detailed explanation of the elements, attributes, and values.

?xml version="1.0"72>

scpd
xmlns="urn:schemasjupnp-org:service-1-0"
xmlns:dtI="urn{ddmain-name:more-datatypes"

<!-- Declarafdons for other namespaces added by UPnP Forum working committee (if any) |go
here A
<!-- The~Yglue of the attribute shall remain as defined by the UPnP Forum working

commfittee.
A
xmdnssy/dt2="urn:domain-name:vendor-datatypes"
Q%7 Declarations for other namespaces added by UPnP vendor (if any) go here —-->

Vol uuL 1 a;A CITaITgT™ L,i < O71 Lv’ uuuxa;i 11T L,u [=3 v 11U L DU L1T LV yey
<‘—— Vendors shall change vendor-datatypes to reference a vendor-defined namespace -->
configld="configuration number">

<specVersion>
<major>2</major>
<minor>0</minor>
</sEecVer51on>
<actionList>
<action>
<name>actionName</name>

<argumentList>
<argument>

<name>argumentNameInl</name>
<direction>in</direction>
<relatedStateVariable>stateVariableName</relatedStateVariable>
</argument>
<!-- Declarations for other IN arguments defined by UPnP Forum working
Committee (if any) go here -->
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<argument>

<name>argumentNameOut1</name>

<direction>out</direction>

<retval/>
<relatedStateVariable>stateVariableName</relatedStateVariable>

</argument>
<argument>

<name>argumentNameOut2</name>
<direction>out</direction>
<relatedStateVariable>stateVariableName</relatedStateVariable>
</argument>
<!-- Declarations for other OUT arguments defined by UPnP Forum working
committee (if any) go here -->

</argumentList>

accion
<!-- Declarations for other actions defined by UPnP Forum working committee (\

(if any)go here -->
<!-- Declarations for other actions added by UPnP vendor (if any) go her Q
</actionList> °.
<serviceStateTable> ﬁl/
<stateVariable sendEvents="yes"|"no" multicast="yes"|"no"> ,'\
<name>variableName</name> '\
<dataType>basic data type</dataType> b‘
<defaultValue>default value</defaultValue> q(b
<allowedValueRange> (1/

<minimum>minimum value</minimum> C)
<maximum>maximum value</maximum> @
<step>increment value</step> \\
</allowedValueRange> O
</stateVariable> %
<stateVariable sendEvents="yes" |"no" multicast:"@x "no">
<name>variableName</name>

<dataType type="dtl:variable data type"> 19 </dataType>
<defaultValue>default value</defaultVa

<allowedValuelList> NV
<allowedValue>enumerated value</fal}owedValue>
<!-- Other allowed values defgc&l\by UPnP Forum working committee
(if any) go here —--> N
<!-- Other allowed values Q)ined by vendor (if any) go here -->
</allowedValueList> \\é
</stateVariable> \S

<stateVariable sendEvents="g@ |"no" multicast="yes"|"no">
<name>variableName</n,
<dataType type="dt2: x@q or data type">string</dataType>
<defaultValue>defaul‘«t, value</defaultValue>

</stateVariable> N~

<!-- Declarations‘_{ other state variables defined by UPnP Forum working commifjtee
(if any) goggg}e -—>

<!-- Declarations for other state variables added by UPnP vendor (if any) go hefe -

->
</serviceStat e>
/scpd> C)V

\

List¢d below-dre details for each of the elements, attributes, and values appearing in| the
listing above/ All elements and attributes (including action, argument, and state varipble
es) @re case sensitive; values are not case sensitive except where noted. Except where
notgdf«sequired elements shall occur exactly once (no duplicates), and recommendegd or

<?xml>

Required for all XML documents. Case sensitive.

<scpd>

Required. Shall have “urn:schemas-upnp-org:service-1-0" as the value for the xm1ns attribute; this references
the UPnP Service Schema (explained below). Case sensitive. Has the following attribute:

configId

Required. Specifies the configuration number to which the service description belongs. See clause 1,
“Discovery” for further definition and usage of the configuration number.

Contains all other elements describing the service, i.e., contains the following sub elements:
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<specVersion>

Required. In service templates, defines the lowest version of the architecture on which the service can
be implemented. In actual UPnP services, defines the architecture on which the service is
implemented. Contains the following sub elements:

<major>

Required. Major version of the UPnP Device Architecture. Shall be 2 for services
implemented on a UPnP 2.0 architecture.

<minor>

Required. Minor version of the UPnP Device Architecture. Shall be 0 for services
implemented on a UPnP 2.0 architecture. Shall accurately reflect the version number of the

UFNF Device Architecture supported Dy the device.

<actionList>

Required if and only if the service has actions. (Each service is allowed to have.>=/0 actions.)
Contains the following sub element(s):

<action>

Required. Repeat once for each action defined by a UPnP Forum wérking committee. If UPnP
vendor differentiates service by adding additional actions, repeat'once for each addijional
action. Contains the following sub elements:

<name>

Required. Name of action. Shall not contain a(hyphen character (“-”, 2D Hex in [UTF-
8) nor a hash character (“#”, 23 Hex in UTE-8)." Case sensitive. First character|shall
be a USASCII letter (*A”-“Z", “a”-“z”), USASCII digit (“0”-“9”), an underscore (“_[’), or
a non-experimental Unicode letter ordigit greater than U+007F. Succegding
characters Shall be a USASCII letter ("A”-“Z", “a”-“z”), USASCII digit (“0”-“97), an
underscore (“_"), a period (“.”), & Unicode combiningchar, an extender, or a|non-
experimental Unicode letter or digit*greater than U+007F. The first three letters|shall
not be “XML” in any combination of case.

e For standard actions defined by a UPnP Forum working committee, Sha|l not
begin with “X_”" nor “A7,".

e For non-standard actions specified by a UPnP vendor and added to a stapdard
service, shall begin with “X_", followed by a Vendor Domain Name, followg¢d by
the underscoté character (“_"), followed by the vendor-assigned action rfame.
The vendor:assigned action name shall comply with the syntax rules ddfined
above:

String. Should be < 32 characters.

<argumentList>

Required if and only if parameters are defined for action. (Each action is allowgd to

have >= 0 parameters.) Contains the following sub element(s):
<argument>

Required. Repeat once for each parameter. UPnP vendors shall nof add
vendor-defined arguments to actions defined by a UPnP Forum wdrking
committees. Contains the following sub elements:

<name>

Required. Name of formal parameter. The name should be cHosen

to reflect the semantic use of the argument. shall not contain a
hyphen character (“-”, 2D Hex in UTF-8). First character shall be a
USASCII letter (“A”-“Z”, *a”-“z”), USASCII digit (“0”-“9”), an
underscore (“_"), or a non-experimental Unicode letter or digit
greater than U+007F. Succeeding characters shall be a USASCII
letter (*A”-“Z”, “a”-“z”), USASCII digit (“0”-“9”), an underscore (“_"),
a period (“.”), a Unicode combiningchar, an extender, or a non-
experimental Unicode letter or digit greater than U+007F. The first
three letters shall not be “XML” in any combination of case. String.
Case sensitive. Should be < 32 characters.

<direction>

Required. Defines whether argument is an input or output
parameter. shall be either “in” or “out” and not both. All input
arguments shall be listed before any output arguments.
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<retval>

Allowed. Identifies at most one output argument as the return value.
If included, shall be included as a subelement of the first output
argument. (Element only; no value.)

<relatedStateVariable>

Required. shall be the name of a state variable. Case Sensitive.
Defines the type of the argument; see further explanation below in
this clause.

<serviceStateTable>

Required. (Each service shall have => 1 state variables.) Contains the following sub element(s):

<stateVariable>

Required. Repeat once for each state variable defined by a UPnP Forum working\commiittee.
If UPnP vendor differentiates service by adding additional state variables, repeat onde for
each additional state variable. Has the following attributes:

sendEvents

Allowed. Defines whether event messages will be generatédywhen the value of this
state variable changes. Default value is “yes”. Non-evented State variables shdll set
this attribute to “no”.

e For standard state variables defined by a URAPForum working committeq, the
working committee decides whether the variable is evented and the value ¢f the
sendEvents attribute shall not be altered(by a vendor.

e For non-standard state variables specified by a UPnP vendor and added| to a
standard service, the vendor is allowed to decide whether the non-standard [state
variable will be evented or not.

multicast

Allowed. Defines whether event.messages will be delivered using multicast eventing.
Default value is “no”. If the{multicast is set to “yes”, then all events sent for this|state
variable shall be unicast AND multicast.

e For standard state_ variables defined by a UPnP Forum working committeq, the
working committee decides whether the state variable is multicast and the palue
of the multi@ast attribute shall not be altered by a vendor.

e For nonsstandard variables specified by a UPnP vendor and added to a stapdard
servicé, the vendor is allowed to decide whether the non-standard variable will
be delivered using multicast eventing.

The <stateVariable> element contains the following sub elements:

<name>

Required. Name of state variable. Shall not contain a hyphen character (“-”, 200 Hex
in UTF-8). First character shall be a USASCII letter (“A”-“Z", “a”-"z"), USASCI|| digit
(“07-9”), an underscore (“_"), or a non-experimental Unicode letter or digit greater
than U+007F. Succeeding characters shall be a USASCII letter (*A”-“Z”, “al-“z"),
USASCII digit (“0”-“9”), an underscore (“_"), a period (“.”), a Unicode combiningchar,
an extender, or a non-experimental Unicode letter or digit greater than U+007F} The

first three letters shall not be “XML” in any combination of case. Case sensitive.

e For standard state variables defined by a UPnP Forum working committee,|shall
not begin with “X_" nor “A_".

e For non-standard state variables specified by a UPnP vendor and added to a
standard service, shall begin with “X_", followed by a Vendor Domain Name,
followed by the underscore character (“_"), followed by the vendor-assigned
state variable name. The vendor-assigned state variable name shall comply with

the syntax rules defined above.

String. Should be < 32 characters.

<dataType>

Required. Same as data types defined by XML Schema, Part 2: Datatypes. Defined
by a UPnP Forum working committee for standard state variables; specified by UPnP
vendor for extensions. Has an allowed type attribute:

type

Allowed. If the type attribute is present, the value of the <dataType>
element shall be “string”. The value of the type attribute overrides the
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“string” value; it defines the data type using a fully qualified data type name
according to the conventions of XML schema and can refer to XML Schema
simple types, service-local complex types and service-local extended simple
types. Service-local data types are defined in a corresponding UPnP Service
Template or they are allowed to be vendor-specific. See also clause 2.5.1,
“Defining and processing extended data types” and clause 2.5.2, “String
equivalents of extended data types”.

For example: <dataType type="xsd:byte">string</dataType>

For a state variable using an extended data type via the type attribute and
containing complex data, the <defaultValue>, <allowedValueList>
and <allowedValueRange> elements shall not be present. In such case
the restrictions for the data type shall be described in the data type schema

nrovided in the service template document
T T

The <dataType> element shall have one of the following values:

ui1
Unsigned 1 Byte int. Same format as int without leading sign.

ui2
Unsigned 2 Byte int. Same format as int without leading sign.

ui4
Unsigned 4 Byte int. Same format as int without leading sign.

ui8
Unsigned 8 Byte int. Same format asint without leading sign.

i1
1 Byte int. Same format,as.int.

i2
2 Byte int. Same format as int.

i4
4 Byte (nt’ Same format as int. shall be between -2147483648| and
2147483647.

i8
8 Byte int. Same format as int. shall be betweep -
—(?3,223,372,036,854,775,808 and 9,223,372,036,854,775,807, from —(2[°) to
2% - 1.

int
Fixed point, integer number. Is allowed to have leading sign. Is allowpd to
have leading zeros, which should be ignored by the recipient. (No curfency
symbol.) (No grouping of digits to the left of the decimal, e.g., no commps.)

r4
4 Byte float. Same format as float. shall be between 3.40282347E+B8 to
1.17549435E-38.

r8
8 Byte float. Same format as float. shall be between -
1.79769313486232E308 and -4.94065645841247E-324 for negative values,
and between 4.94065645841247E-324 and 1.79769313486232E308 for
positive values, i.e., IEEE 64-bit (8-Byte) double.

number
Same as r8.

fixed.14.4

Same as r8 but no more than 14 digits to the left of the decimal point and no
more than 4 to the right.
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float

Floating point number. Mantissa (left of the decimal) and/or exponent is
allowed to have a leading sign. Mantissa and/or exponent Is allowed to have
leading zeros, which should be ignored by the recipient. Decimal character
in mantissa is a period, i.e., whole digits in mantissa separated from
fractional digits by period (“.”). Mantissa separated from exponent by “E”.
(No currency symbol.) (No grouping of digits in the mantissa, e.g., no

commas.)

char

Unicode string. One character long.

string

Unicode string. No limit on length.

date

Date in a subset of ISO 8601 format without time data.

dateTime

Date in ISO 8601 format with allowed time but no_time zone.

dateTime.tz

Date in ISO 8601 format with allowed time and allowed time zone.

time

Time in a subset of ISO 8601 format-with no date and no time zone.

time.tz

Time in a subset of ISO 8601 format with allowed time zone but no datqg.

boolean

“0” for false or “1"for true. The values “true”, “yes”, “false”, or “no[ are
deprecated and<shall not be sent but shall be accepted when recqdived.
When received, the values “true” and “yes” shall be interpreted as trug¢ and
the values t*false” and “no” shall be interpreted as false.

bin.base64

MIME-style Base64 encoded binary BLOB. Takes 3 Bytes, splits them into
parts, and maps each 6 bit piece to an octet. (3 octets are encoded gs 4
No limit on size.

bin.hex

Hexadecimal digits representing octets. Treats each nibble as a hex| digit
and encodes as a separate Byte. (1 octet is encoded as 2.) No limit on §ize.

uri
Universal Resource Identifier.
uuid
Universally Unique ID. See clause 1.1.4, “UUID format and recommgnded
generation algorithms” for the MANDATORY UUID format.
<defaultValue>

Recommended. Expected, initial value. Defined by a UPnP Forum working committee
or delegated to UPnP vendor. shall match data type. shall satisfy
<allowedValueList> or <allowedValueRange> constraints. For a state variable
using an extended data type via the type attribute and containing complex data, the
<defaultValue> element shall not be present.

<allowedValueList>

Recommended. Enumerates legal string values. PROHIBITED for data types other
than string. At most one of the <allowedValueRange> or <allowedValueList>
elements are allowed to be specified. Sub elements are ordered. For a state variable
using an extended data type via the type attribute and containing complex data, the
<allowedValueList> element shall not be present. Contains the following sub
elements:
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<allowedValue>

Required. A legal value for a string variable. Defined by a UPnP Forum
working committee for standard state variables; if the UPnP Forum working
committee permits it, UPnP vendors are allowed to add vendor-specific
allowed values to standard state variables. Specified by UPnP vendor for
extensions. String. shall be < 32 characters.

<allowedValueRange>

Recommended. Defines bounds for legal numeric values; defines resolution for
numeric values. Defined only for numeric data types (i.e. integers and floats). At
most one of the <allowedValueRange> or <allowedValueList> elements are
allowed to be specified. For a state variable using an extended data type via the
tvpe attribute and containing r-nmplpx data the <a11lcowedvalineRange> element
shall not be present. Contains the following sub elements which shall have the fame
type as the state variable:

<minimum>

Required. Inclusive lower bound. Defined by a UPnP #Forum wdrking
committee or delegated to UPnP vendor. Single numeric yalue. The value of
the <minimum> element shall be less than the vajlue“of the <maxipum>
element. If a working committee has assigned any’explicit value fof this
element, then vendors shall use that value. Otherwise, vendors shall choose
their own value, but always within the allowed range for the data type df this
state variable. If the working committee defines an allowed range fof this
state variable, then the value shall be within that allowed range as dgfined
by the <step> value (See below).

<maximum>

Required. Inclusive upper bound. Defined by a UPnP Forum wdrking
committee or delegated to UPnP vendor. Single numeric value. The value of
the <maximum> element §hall be greater than the value of the <minifpum>
element. If a working <committee has assigned an explicit value forf this
element, then vendors\shall use that value. Otherwise, vendors shall choose
their own value, but.always within the allowed range for the data type df this
state variable. If.the working committee defines an allowed range fof this
state variable, ttien the value shall be within that allowed range as dgfined
by the <step>‘value (See below).

<step>

Recommended. Defines the set of allowed values permitted for the |state
variable between the <minimum> and <maximum>. The value of the <sltep>
element divides the inclusive range from <minimum> value to <maxifum>
value into an integral number of equal parts. Additionally, <maximum> palue
= <minimum> value + n * <step> value, where n is a positive infeger.
Defined by a UPnP Forum working committee or delegated to UPnP vepdor.
If a working committee has assigned an explicit value for this element|then
vendors shall use that value. Otherwise, vendors are allowed to choose]their
own value. When the <step> element is omitted and the data type qf the
state variable is an integer, the default value of step is 1; otherwise, when
step is omitted, the state variable are allowed to be set to any value Within
the inclusive range of <minimum> value to <maximum> value. ingle
numeric value.

Note that one should be carefullwhen dealing with floating point values so
that conversions and/or rounding errors do not cause inaccprate
rnmpari<nn nppratinnc

The <relatedStateVariable> element of an <argument> element definition shall be the
name of a state variable defined in the same service description. The
<relatedStateVariable> element defines the data type of the argument; there is not
necessarily any semantic relationship between an argument and the related state variable
used to define its type. The <relatedStatevVariable> element shall specify the name of a
state variable in the service state table which has the same data type, allowed value list, or
allowed value range as the argument. If no state variable exists with an appropriate definition,
the working committee (or vendor) shall define an additional state variable for that purpose;
state variables which are defined solely for the purpose of describing the type of an argument
shall have a name that includes the prefix “A_ARG_TYPE_".

The <allowedvValueList> and <allowedValueRange> elements are allowed to be used
to indicate optional device capabilities. Working committees are allowed to REQUIRE all
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values in the list or range to be supported by all vendors (no options), REQUIRE a minimum
subset with additional values being allowed, or allow vendors to entirely decide which portions
of the list or range to support. Vendors are allowed to add additional, vendor-specific values
to the allowed value list by using the “x_” prefix on the vendor-defined allowed values, if
permitted by working committees. However, it is be noted that greater flexibility in allowed
capabilities reduces the number of values that control points can depend on to be present,
with corresponding impacts on interoperability. If device capabilities are expected to change
during device operation, working committees should define evented state variables or
separate actions to detect device capabilities rather than embedding capabilities information
in the service description, because the latter requires cancellation of advertisements and
readvertisement each time the service description document is changed. If the service
desgripfion IS uSed 0 convey capabilities information, the device shall omit from the Sefvice
desg¢ription any allowed elements (actions, allowed values, etc.) that are not implemented.

For|a state variable using an extended data type via the type attribute and contaiping
complex data, the <defaultvValue>, <allowedValueList> and <allowedValueRarnge>
elements shall not be present. In such case the restrictions for the data type shal| be
des¢ribed in the data type schema typically provided in the service template>xdocument.

251 Defining and processing extended data types

The|optional type attribute of the <dataType> element as defihed in clause 2.5, “Seivice
desg¢ription” above allows a service description document (SCPDB) to include extended Hata
types (defined by the UPnP technical committee, a UPnP-‘working committee or vendor-
spetific data types) that have more structure and expressionthan the existing XSD data types.
As 1hentioned above, this type attribute can only be applied when the base data type [s of
type string. The value attached to the type attributelrefers to a data type from a sepgrate
sche¢ma defined outside this document.

As g first RECOMMENDATION on the use of extended data types, if UPnP actions only have
simple arguments, these should be declaredcusing UPnP defined data types, instead of KML
schgma simple types. This enables use ofisuch UPnP actions by UPnP 1.0 stacks that argq not
XMU-schema enabled.

As a further RECOMMENDATION on extended data types that are allowed to be defiped,
arrays should be declared by using’a sequence with an element type of which the numbgr of
occurrences is restricted. For example, if an array-type “myArrayType” of 50 long integers
needs to be declared, this could be the corresponding schema fragment:

xsd:complexType naRes"myArrayType">
<xsd:sequence>
<xsd:elefpent name="x" type="xsd:long" minOccurs="50" maxOccurs="50"/>
</xsd:sequénce>
/xsd:comp lexType>

Refgrences to this type (as with any XML namespace) can be made in one of two ways.|The
first|option is a fully qualified namespace reference in the type attribute alone. In this ¢ase
1
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the type within that schema.

<scpd xmlns="urn:schemas-upnp-org:service-1-0"
configld="configuration number">

<dataType type="urn:domain-name:schema-name:datatype-name">
string
</dataType>

</scéﬁ;

The second option is to define the namespace at the beginning of the SCPD document and
then make a reference in the type definition. In this case, the type attribute contains a prefix
that identifies the namespace, followed by the data type-named.
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<scpd xmlns="urn:schemas-upnp-org:service-1-0"
xmlns:dt="urn:domain-name: schema-name"
configIld="configuration number">

<dataType type='"dt:datatype-name">
string
</dataType>

</scpd>

Impl rse,
whilg the second format may result in shorter description files (i.e. when the same naméspace
is uged multiple times in the same document).

Thege data types written in XSD Schema need not be processed at run-time'|lnstead| an
implementer is allowed to use the referred schema as a standard description\of the type to
parge for that particular type attribute. To allow run-time schema processing of extended fata
types, an optional location of the extended data type schema is allowed-t0 be expressgd in
the BCPD using the standard XSD xsi:schemaLocation and xsi:noNamespaceSchemalocation
attriputes as defined in clause 4.3.2 of XML Schema Part 1. These-attributes can be usgd in
the foot SCPD element (essentially an instance document) wheré - the extended data tyge is
defimed, as illustrated below:

scpd xmlns="urn:schemas-upnp-org:service-1-0"
xmlns:dt="urn:domain-name: schema-name"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalocation="urn:domain-name: schema-name
http://some.company.com/dir/file.xsd"
configld="configuration number">

<dataType type="dt:datatype-name">
string
</dataType>

/scéa;
Alternatively, these attributes are allowed to be declared on use in the <dataType> element

where the existing fully qualified namespace and type name for the extended data typel are
defined. An example for reference is given below:

scpd xmlns="urn:Schemas-upnp-org:service-1-0"
configld="conflighration number">

<dataType \type="urn:domain-name: schema-name:datatype-name"
xmlnSisi="http://www.w3.0rg/2001/XMLSchema-instance"
xgivheNamespaceSchemalocation="http://some.company.com/dir/file.xsd">
string
srdataType>

Scpda

2.5.2 String equivalents of extended data types

A number of working committees have created services based on UPnP 1.0 (which does not
support extended data types) that define their own encoding of information inside specific
string-type state variables. To provide these working committees with an upgrade path to
extended datatypes written in native XML 2, a mechanism is defined that gives working
committees the option to define the “string equivalent” of an extended data type (working

2 |n this text “native XML” refers to datatypes formatted according to XML-schema using the
normal XML format, while “string-equivalent of an extended datatype” refers to encoding a
complex data type inside a UPnP string, examples of which (escaped XML, comma-separated
lists) can be found in the ContentDirectory:1 specification.
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committees can decide not to). If a string equivalent of an extended data type is defined, there
are two valid ways to represent the value of the data type: either as an extended data type,
written in native XML, or as a string, that encodes the datatype as specified by the working
committee.

The mechanism uses the USER-AGENT header field in action invocations and event
subscriptions (see also clause 2.1, “Generic requirements on HTTP usage”). If a control point
invokes an action without a USER-AGENT header field, or if the USER-AGENT header field
does not specify UPnP version 2.0 or greater, the values of in-arguments and out-arguments
shall be encoded using the “string equivalent”.

|fa 3 V SS—ait—acC WTI—C C Ta S SC oS
vergion 2.0 or greater, the values of in-arguments and out-arguments shall be encoded\using

the extended data type written in native XML.

If alcontrol point has subscribed to events without a USER-AGENT header field, or ifl the
USHR-AGENT header field specifies a UPnP version less than 2.0, all values of-complex-type
evented state variables that are sent to the control point shall be encoded ‘using the “sfring
equivalent”. If no “string equivalent” is defined for an evented state variable, subscrigtion
withput the correct USER-AGENT header field shall be refused.

If a|control point has subscribed to events with a USER-AGENT header field that spedifies
UPNP version 2.0 or greater, all values of complex-type evented\ state variables that are gent
to tHe control point shall be encoded using the extended data-type written in native XML.

2.5.3 Generic requirements

For future extensibility and according to the requiremerits in clause 2.7, “Non-standard vendor
extensions” and clause 2.8, “UPnP Device Schema™ when processing XML like the ligting
aboye, devices and control points shall ignoreixn(a) any unknown elements and their|sub
elements or content, and (b) any unknown attributes and their values.

Sublect to the constraints defined in clause 2.7, “Non-standard vendor extensions” |and
clause 2.8, “UPnP Device Schema”, .control points and devices shall ignore any KML
comments or XML processing instructions embedded in UPnP device and service descripfions
that|they do not understand. UPnP service descriptions shall be encoded using UTF-8.

Whegn the value of any text element or attribute contains one or more characters reservefl as
markup (such as ampersand (*&”) or less than (“<”)), the text shall be escaped in accordance
with| the provisions of clause 2.4 of the XML specification and each such character replaced
with| the equivalent numeric representation or string (such as “&amp;” or “&lt;”). $uch
chanacters appearing in"URLs are allowed to also be percent-encoded in accordance witH the
URL percent-encoding rules specified in clauses 2.1 and 2.4 of RFC 3986. Note that |it is
logi¢ally possible\for a service to have no actions but have state variables and eventing;
though unlikely;-'such a service would be an autonomous information source. Howevgr, a
service with'\no state variables is PROHIBITED.

Unlike/device descriptions, service descriptions and associated values shall not use logale-
spetific’values; this includes service descriptions, values of action arguments, and valuds of
state variables. Instead, most action arguments and state variables shall use values that are
expressed in a locale-independent manner; control points are allowed to convert and/or format
the information from a standard form into the correct language and/or format for the locale.
For example, dates are represented in a locale-independent format (ISO 8601), and integers
are represented without locale-specific formatting (e.g., no currency symbol, no grouping of
digits). String values shall be represented in a locale-independent manner. Variables with an
allowedValuelList shall use token values in the language of UPnP standards and not reflect
strings intended to be displayed in a localized user interface.

2.5.4 Ordering of Elements

The order of XML elements in device and service description documents shall adhere to the
order as defined in the corresponding specification as defined by the working committee for
that device or service type. Furthermore, the order of elements (e.g. arguments) in control
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messages and in their responses shall adhere to the order defined in the device’s service
description document.

Note: UPnP 1.0 does NOT REQUIRE that the order of XML elements in device and service
description documents adheres to the order as defined in the corresponding schema (as
defined by the working committee) for that device or service type. However, it does REQUIRE
that control messages and responses are ordered according to the corresponding device’s
service description, a REQUIREMENT that is sometimes overlooked. Therefore, when
receiving messages from UPnP 1.0 services, control points should be able to process out-of-
order elements; and when transmitting messages to UPnP 1.0 services, control points shall
send elements in the order defined by that particular device’s service description.

Versioning

Seryices standardized by UPnP Forum working committees have an integer version. Eyjery
latef version of a service shall be a superset of the previous version, i.e., it shall .includg all
actipns and state variables exactly as they are defined by earlier versions of the” service.[The
UPNP service type remains the same across all versions of a service wheréas the seilvice
vergion shall be larger for later versions. Versions of device and service templates are allgwed
to have non-integer versions (such as “0.9”) during development in the working committee| but
this |[shall become an integer upon standardization. Devices and services are allowed to have
a version number greater than the major version number of the arghitecture they are designed
for (e.g., “Power:2” may be designed to work on UDA version 1.0):

2.6 | UPNP Service Template

Thellisting above also illustrates the relationship between'a UPnP service description apd a
UPNP Service Template. As explained above, the UPnP description for a service is written by
a UPnP vendor, in XML, following a UPnP Service Jemplate. A UPnP Service Templafe is
proquced by a UPnP Forum working committee as.ameans to standardize devices.

By qppropriate specification of placeholders,the listing above can be either a UPnP Service
Template or a UPnP service description. Recall that some placeholders would be defined py a
UPNP Forum working committee (colored, red), i.e., actions and their parameters, and states
and|their data type, range, and event-characteristics. If these were specified, the listing ahove
would be a UPnP Service Template,“codifying the standard for this type of service. Along|with
UPNP Device Templates (see clause 2, “Description”), UPnP Service Templates are one of
the key deliverables from UPnP \Forum working committees.

Taking this another step further, the remaining placeholders in the listing above would be
speg¢ified by a UPnP vendor (colored purple), i.e., additional, vendor-specified actions |and
state¢ variables. If these 'placeholders were specified (as well as the others), the listing wpuld
be g UPnP service(description, suitable for effective control of the service within a device.

Put [another way, the UPnP Service Template defines the overall type of service, and g¢ach
UPNP serviceydescription instantiates that template with vendor-specific additions. The first is
credted by-a UPnP Forum working committee; the latter by a UPnP vendor.

2.7 Non-standard vendor extensions and limitations

As explained above, UPnP vendors are allowed to differentiate their devices and extend a
standard device by including additional services and embedded devices. Similarly, UPnP
vendors are allowed to extend a standard service by including additional actions, state
variables or allowed values. Naming conventions and conditions for each of these are listed in
the table below and explained in detail above.

Table 2-1: — Vendor extensions

Type of extension Standard Non-Standard

device type urn:schemas-upnp-org:device:deviceType:v urn:domain-name:device:deviceType:v
service type urn:schemas-upnp-org:service:serviceType:v urn:domain-name:service:serviceType:v
service ID urn:upnp-org:serviceld:servicelD urn:domain-name:serviceld:servicelD
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Type of extension

Standard

Non-Standard

action name

Shall comply with the syntax rules of the
standardized action name as defined in clause 2.5,
“Service description”.

Shall comply with the syntax rules of the
non-standardized action name as defined in
clause 2.5, “Service description”.

stateVariable name

Shall comply with the syntax rules of the
standardized stateVariable name as defined in
clause 2.5, “Service description”.

Shall comply with the syntax rules of the
non-standardized stateVariable name as
defined in clause 2.5, “Service
description”.

allowedValue value

Shall be a legal value for a string variable. Only
values explicitly defined by a working committee
are allowed.

Permitted only if allowed by the working
committee. Shall begin with a Vendor
Domain Name, followed by the underscore

b XML
all be

character (“_”), followed by a legal value
for a string variable.
XML g¢lements and Defined by the UPnP Device and Service Schemas. Arbitrary XML, scoped by one or mor
their[attributes in namespaces owned by the vendor. Sh

devick or service enclosed in an element that bégins With
descrfiption “x_”

XML dttributes of Defined by the UPnP Device and Service Schemas. Arbitrary attributes, scoped by one 4qr more
standard elements in XML namespaces, jowhed by the vendpr.
devic or service Shall begin with)<X"”.

descrfiption

As the last two rows of the table above indicate, UPnP vendors aré allowed to also add hon-
standard XML to a device or service description. Each addition shatl be scoped by a vendor-
owned XML namespace. Arbitrary XML shall be enclosed in an“element that begins with [x_,”
and|this element shall be a sub element of a standard complex type. Non-standard attributes

are

vendlor-owned XML namespace and begin with “x_

allowed to be added to standard elements provided<these attributes are scoped by a

To [(llustrate this, below are listings with placehalders (in jtalics) for actual elements |and
values. Some of these placeholders would be specified by a UPnP vendor (purple) and spme
are fefined by the UPnP Device Architecture (dceén).
RootStandardElement
xmlns="urn:schemas-upnp-org:devicezI=0"
xmlns:n="domain-name: schema-name"
<!-- other XML -->
<AnyStandardElement n:X VenderAttribute="arbitrary string value">
<!-- other XML -->
</AnyStandardElement>
<!-- other XML -->
/RootStandardElement>
<RoofStandardElement>
A standard root element. xm1lns attribute defines namespaces, in this case, a standard UPnP namespacg¢ and
non-standard‘namespace with the prefix n. (Note: n is just a placeholder. A vendor can specify any prefix to

—. A

Hentify the'namespace that is valid according to the Namespaces in XML specification.)
For'device descriptions, shall be <root>.

For service descriptions, shall be <scpd>.

<AnyStandardElement>

Any standard element, root or otherwise, content of text or element only. Shall already be included as
part of the standard device or service description. X_VendorAttribute shall begin with “X_". (Prefix

“A_" is reserved.) are allowed to have an arbitrary string value.

<StandardComplexType n:X VendorAttribute="vendor value">

<n:X VendorElement xmlns:n="domain-name:schema-name">
<!-- arbitrary XML -->
</n:X VendorElement>

</StandardComplexType>

<Sta

ndardComplexType>

Element of complex type. Shall already be included as part of the standard device or service description.
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® For device descriptions, shall be one of: <root>, <specVersion>, <device>, <iconList>, <icon>,
<servicelist>, <service>, or <devicelList>.

e For service descriptions, shall be one of: <scpd>, <actionList>, <action>, <argumentList>, <argument>,
<serviceStateTable>, <stateVariable>, <allowedValuelist>, or <allowedValueRange>.

<X VendorElement>

Shall begin with “X_". (Prefix “A_" is reserved.) Shall have a value for the xm1ns attribute. Is allowed to contain
arbitrary XML.

2.71 Placement of Additional Elements and Attributes

Instances of any UPnP schema |nclud|ng deV|ce and serV|ce descr|pt|ons control act|ons

e deflned by the UPnP Forum) on/y at the end of an ordered sequence of elem
corresponding to a given complex type. Additionally, instances of any UPnP schemal are
alloyed to include additional attributes with any element.

Excpption for UPnP 1.0 devices:

UPNP 1.0 allows the inclusion of additional elements anywhere withindevice and sepvice
desg¢riptions, control actions, errors and event notifications, providedythat the XML is yell-
formed. Therefore, when receiving messages from UPnP 1.0 deyices, control points ghall
handlle unknown elements and attributes found anywhere within thé-message.

2.8 UPnP Device Schema

The| paragraphs above explain UPnP device description§_and illustrate how one would be
instantiated from a UPNP Device Template. As explained, UPnP Device Templates| are
proquced by UPnP Forum working committees, and\these templates are based upon| the
UPNP Device Schema. This schema defines the ¢strdctures and data types used to create
UPNP Device Templates. clause B.1, “UPnP Device Schema” contains the schema; below is
an gxplanation of this schema.

The|UPnP Device Schema is written in XML and according to the conventions of XML Schema
(Pant 1: Structures, Part 2: Datatypes).SXML Schema provides a method of describing| the
strugture of an XML document. The XML Schema description language itself is based ypon
XMLU. The language is very robust; it specifies which elements are required vs. alloyed,
element nesting, data types for values (as well as other properties not of interest here)|and
mu%r more. The UPnP Device* Schema uses these XML Schema constructions to degfine
elements like <specVersion>, <URLBase>, <deviceType>, etc., listed in detail abpve.
Becpuse the UPnP Device Schema is constructed using a precise description language,|it is
unambiguous. As the<UPnP Device Schema, UPnP Device Templates, and UPnP dgvice
desgriptions are all machine-readable, software tools are allowed to be devised to validatg the
lattdr two, checking.that they contain all the required elements, are correctly nested, and have
values of the correct data types.

29| UPnP.Service Schema
The| paragraphs above explain UPnP service descriptions and illustrate how one would be

p p y
upon the UPnP Service Schema. This schema defines the structure and data types used to
create UPnP Service Templates. As explained above, the UPnP Service Schema is written in
XML according to the conventions of XML Schema (Part 1: Structures, Part 2: Datatypes).
clause B.2, “UPnP Service Schema” contains a listing of this schema

2.10 UPNP Datatype Schema

The UPnP basic data types for state variables are defined in clause 2.5, “Service description”.
For any extended data types for state variables used by a service template, the service
template shall include either a reference to all relevant schemas for the extended data types
or include a new service specific datatype schema with a corresponding unique target
namespace. If any extended data types are used for state variables within an SCPD, the
corresponding namespace for each extended data type shall be referenced within the SCPD

56 © ISO/IEC 2017 — All rights reserved


https://iecnorm.com/api/?name=b9da304ced0c53a311edf06607f10d23

ISO/IEC 29341-1-2:2017(E)

according to the “Namespaces in XML” specification. Clause 2.5, “Service description”
contains an example SCPD with namespace declarations.

2.11 Retrieving a description using HTTP

As explained above, after a control point has discovered a device, it still knows very little
about the device. To learn more about the device and its capabilities, the control point shall
retrieve the UPnP description for the device using the URL provided by the device in the
discovery message. Then, the control point shall retrieve one or more service descriptions
using the URL(s) provided in the device description. This is a simple HTTP-based process and
uses the following subset of the overall UPnP protocol stack. (The overall UPnP protocol
stack is listed at the beginning of this document.)

A mLIti-homed device shall send description documents using the UPnP-enabled interface on
whigh the HTTP GET request was received. To retrieve the UPnP description\usirlg a
part|cular interface, a multi-homed control point shall use the URL provided in the "discoyery
mesjsage which arrived on that interface.

Figure 2-2: — Description retrieval protocol stack

‘lUPnP vendor [purple-italic]

!!UPnP Forum [red-italic]

!!UPnP Device Architecture [green-boldj

IHTTP [black]

TCP [black]

|IP [black]

At the highest layer, description messages contain vendor-specific information, e.g., dgvice
typel, service type, and required services.” Moving down the stack, vendor conterlt is
supplemented by information from a URnP Forum working committee, e.g., model name,
model number, and specific URLs. Messages from the layers above are hosted in URPnP-
spegific protocols, defined in this decument. In turn, the above messages are delivered via
HTTIP over TCP over IP. For reference, colors in [square brackets] above indicate which
protpcol defines specific headerlfields and body elements in the description messages listed
belgw.

Whgn a control point discovers a device on the network, it are allowed to wish to retrievq the
Dev|ce Description document and Service Description Documents. Retrieving the UPnP
device description jis'simple: the control point issues an HTTP GET request to the URL in the
discpvery message,”“and the device returns its description in the body of an HTTP respopse.
Simflarly, to retrieve a UPnP service description, the control point issues an HTTP GET
reqest to the corresponding URL in the device description, and the device returns| the
desg¢ription-in the body of an HTTP response. The header fields and body for the respgnse
and|request are explained in detail below.

First;acomntrotpointstrattsend—a request withmethrod-GE T i thefottowimgformat—Vatues in
italics are placeholders for actual values.

GET /descriptionPath HTTP/1.1
HOST: hostname:portNumber
ACCEPT-LANGUAGE: language preferred by control point

(No body for request to retrieve a description, but note that the message shall have a blank
line following the last HTTP header field.)

Listed below are details for the request line and header fields appearing in the listing above.

Field names are not case sensitive. All field values are case sensitive except where noted.
See RFC 2616 and RFC 1945 for further requirements on encoding of values of these fields.
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uest line

Method defined by HTTP. Can be GET or HEAD.

descriptionPath

Path component of device description URL (LOCATION header field in discovery message) or of the fully
qualified service description URL. (If the SCPDURL sub element of the service element in the device
description is an absolute URL, the fully qualified service description URL is the SCPDURL sub element.
Otherwise (the SCPDURL sub element is a relative URL), the fully qualified service description URL is the URL
resolved from the SCPDURL sub element in accordance with clause 5 of RFC 3986, using either the URLBase
element, if specified, or the URL from which the device description was retrieved as the base URL.) Single,

REC 20400\

HTTH/1.1
The version supported by the control point. (Note: the control point shall implement all mandatory compo
qf the version specified). are allowed to be any HTTP version that is backwards compatible to [HTTP/1.0)
HTTP/1.1).

Headpr fields

HOST
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equired. Field value contains domain name or IP address and optional port components of device descr
RL (LOCATION header field in discovery message) or of the fully qualified (service description URL. (
CPDURL sub element of the service element in the device description is ansabsolute URL, the fully qua
ervice description URL is the SCPDURL sub element. Otherwise (the _ SCPDURL sub element is a re
RL), the fully qualified service description URL is the URL resolved from the SCPDURL sub elems
ccordance with clause 5 of RFC 3986, using either the URLBase elemeént, if specified, or the URL from

he device description was retrieved as the base URL.) If the port iscempty or not given, port 80 is assume

PT-LANGUAGE

llowed. Recommended for retrieving device descriptions.\Field value contains preferred language(§
escription. If no description is available in this language, device is allowed to return a description in a d
hnguage. See RFC 1766 language tag(s).

[ a control point sends a request, the deyvice takes the second step and responds w
of its description. Including expectedfransmission time, a device shall respond withi
nds. If it fails to respond within thisstime, the control point should re-send the reque
ce shall send a response in thedollowing format and in accordance with clause
neric requirements on HTTP usage”. Two example responses are provided below: one

the CONTENT-LENGTH héader field, and one that uses chunked encoding (wi
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chulks). Values in jtalics are placeholders for actual values.

: XML namespace prefixes do not have to be the specific examples shown below (
br “u”); they can .be, any value that obeys the rules of the general XML names
hanism; a deviceé ‘shall accept action invocations that use other legal XML names
xes.

ponse using CONTENT-LENGTH header field — Valid with HTTP/1.0 or HTTP/1.1

TTP/ 141200 OK
ONTENEB*LANGUAGE: language used in description
ONTENT-LENGTH: bytes in body

hents
(like

ption
f the
lified
ative
nt in
vhich
.

) for
efault

th a
h 30
5t A
2.1,
that
h 2

1%
o «Q
oD

ac

¢

ONTENT-TYPE: text/xml; charset="utf-8"

DATE: when responded

Body

Res
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ponse using chunked encoding — Valid with HTTP/1.1 only
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HTTP/1.1 200 OK

TRANSFER-ENCODING: chunked

CONTENT-TYPE: text/xml; charset="utf-8"
CONTENT-LANGUAGE: language used in description
DATE: when responded

Length of chunk 1 in hexadecimal notation
Chunk 1

Length of chunk 2 in hexadecimal notation
Chunk 2

0

The|body of this response is a UPnP device or service description as explained inydetail

aboye. Listed below are details for the header fields appearing in the listing above, ‘Field

nan]es are not case sensitive. All field values are case sensitive except where notegd,
a

Statlus Line

HTTH/1.1

The highest version supported by the origin server that is compatible with the contrel point that issuefl the
nequest. For example, if the control point specified support for HTTP/1.0 in the request, the response|shall
dontain HTTP/1.0.

200 gK
DLTTP defined status code indicating that no HTTP errors have occurred.
Hea

er fields

CONTENT-LANGUAGE

Required if and only if request included an ACCEPT-LANGUAGE header field. Field value contains language of
description. RFC 1766 language tag(s).

CONTENT-LENGTH

Required if Origin Server does not close the session after sending the response AND Origin Server doejs not
dend the response using chunked encoding.

FPROHIBITED if Origin Server sends the résponse using chunked encoding. Allowed otherwise.
Kield value specifies the length of the bedy in bytes. Integer.
TRANSFER-ENCODING

Allowed for HTTP/1.1 and above. Field value specifies whether the response is chunked encoded by hpving
fleld value “chunked”. Shall. NOT be specified if CONTENT-LENGTH header field is present.

CONTENT-TYPE

Required. Field valuejshall be “text/xml; charset="utf-8" ” for description documents.

DATH

Recommended according to RFC 2616, clause 14.18. Field value contains date when response was generated.
‘ffc1123=date” as defined in RFC 2616.

SERVER

o SERVER header field is required for description messages.)

Note that because HTTP 1.1 allows use of chunked encoding, some devices are allowed to
send the description using chunked encoding if the GET request specifies HTTP 1.1.
Therefore all implementations that include HTTP 1.1 client support shall support receiving
chunked encoding.

2.12 References

ISO 8601, ISO (International Organization for Standardization). Representations of dates and
times, 1988-06-15. Available at: http://www.w3.0rg/TR/1998/NOTE-datetime-19980827.

RFC 822, Standard for the format of ARPA Internet text messages. Available
at: http://www.ietf.org/rfc/rfc822.txt.
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RFC 1123, Includes format for dates, for, e.g., HTTP DATE header field. Available
at: http://www.ietf.org/rfc/rfc1123.txt.

RFC 1766, Format for language tag for, e.g., HTTP ACCEPT-LANGUAGE header field.
Available at: http://www.ietf.org/rfc/rfc1766.txt. See also http://www.loc.gov/standards/iso639-
2 for language codes.

RFC 2045, Multipurpose Internet Mail Extensions (MIME) Part One: Format of Internet
Message Bodies. Available at: http://www.ietf.org/rfc/rfc2045.txt.

RFC 2046, Multipurpose Internet Mail Extensions (MIME) Part Two: Media Types. Available

at: I«i‘fn'//\u\u\u otf oralrfo/rfa2046 $yt
. [P WO H-OFgHerHEeEoa ot

RF({ 2083, PNG (Portable Network Graphics) Specification Version 1.0. Available
at: Nttp://www.ietf.org/rfc/rfc2083.txt. See also http://www.w3.org/TR/REC-png.html;

RFQ 2387, Format for representing content type, e.g., mimetype element for anicon.
Avallable at: http://www.ietf.org/rfc/rfc2387 .txt.

RF({ 2616, HTTP: Hypertext Transfer Protocol 1.1. Available
at: Http://www.ietf.org/rfc/rfc2616.txt.

RFQ 3986, Uniform Resource Identifiers (URI): Generic Syntax. Available
at: Nttp://www.ietf.org/rfc/rfc3986.txt.

UPQ, Universal Product Code. 12-digit, all-numeric code that identifies the consumer package.
Managed by the Uniform Code Council. Available at: hitp:f/fwww.uc-
council.org/main/ID_Numbers_and_Bar_Codes.html.

XMU, Extensible Markup Language. Available at::http://www.w3.0rg/TR/2000/REC-xml-
20001006.

XMU Schema (Part 1: Structures, Part 2: Datatypes). Available
at: pttp:// www.w3.0org/TR/xmlschema-1  http://www.w3.org/TR/xmlschema-2.

Namespaces in XML, Available at: http://www.w3.0org/TR/REC-xml-names/.
3 [Control

Control is Step 3 in UPnP. networking. Control comes after addressing (Step 0) where deVices
get @ network address,_after discovery (Step 1) where control points find interesting device(s),
and|after description (Step 2) where control points learn about device capabilities. Contrpl is
indgpendent of eventing (Step 4) where control points listen to state changes in devicg(s).
Thraugh control,\eontrol points invoke actions on devices and poll for values. Control|and
eventing are <complementary to presentation (Step 5) where control points display a user
intefface provided by device(s).

Givenknowledge of a device and its services, a control point can ask those services to inyoke
actipnsvand receive responses indicating the result of the action. Invoking actions is a kind of
remote procedure call; a control point sends the action to the device's service, and when the
action has completed (or failed), the service returns any results or errors.
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Figure 3-1: — Control architecture
root device
control point -
SOAP action -
service
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device
service
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To ¢ontrol a device, a control point invokes an action on the device's| service. To do th|s, a
confrol point sends a suitable control message to the fully qualified, control URL for the selvice
obtgined from the controlURL sub element of the service elemen{0f the device descriptign. If
the gontrolURL sub element is an absolute URL, the fully qualified control URL for the sefvice
is the controlURL sub element. Otherwise (the controlURL stb)element is a relative URL)| the
fully| qualified control URL for the service is the URL resolved from the controlURL |[sub
element in accordance with clause 5 of RFC 3986, using-either the URLBase element of the
device description, if specified, or the URL from which\the device description was retrievefd as
the pase URL. A multi-homed control point that sends the control message on a partigular
intefface shall use the fully qualified control URLMrom the description document received on
that|interface. In response, the service returns’any results or errors from the action. [The
effects of the action, if any, is also allowedto be modeled by changes in the variables|that
des¢ribe the run-time state of the servicew*When these state variables change, events| are
published to all interested control pojnts. This clause explains the protocol stack for, [and
format of, control messages. Clause 4,>“Eventing” explains event publication.

Working committees and vendors-are allowed to define actions to allow control poinfs to
detgrmine the current value of one or more state variables. Similar to invoking an actign, a
confrol point sends the defined query message to the control URL for the service. In respgnse,
the jservice provides the value of the variable or variables; each service is responsible for
keeping its state tablesconsistent so control points can poll and receive meaningful values for
those state variables ) for which query actions are defined. Clause 4, “Eventing”’explains
autgmatic notificatien of variable values.

As long as ohe~of the discovery advertisements from a device have not expired, a cohtrol
point is allowed to assume that the device and its services are available. If a device cancels at
leas|t ong of its advertisements, a control point shall assume the device and its services arg no
longerayailable.

Control points and devices shall use UTF-8 for all UPnP control messages and responses.

While UDA does define a means to invoke actions and poll for values, UDA does not specify
or constrain the design of an API for applications running on control points; OS vendors are
allowed to create APIs that suit their customers’ needs.

If a large amount of data needs to be sent in association with an action (particularly if the
amount of data is not known in advance), it is not recommended to send the data as part of a
SOAP argument or as a MIME attachment to the SOAP message. Instead, it is recommended
that out-of-band transfer be used. For example, a URL could be sent as an argument value,
and an HTTP GET, PUT, or POST be used to transfer the data. HTTP chunked encoding can
be used when the amount of data is not known in advance.
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Responses to SOAP messages during the Control phase shall be sent to the same IP address
from which the request was received. Any fully-qualified URLs contained in an action or
response that refer to a resource on the device itself shall have the HOST portion of the URL
set appropriately so that the resource will be reachable by the control point that requested the
action. This might be accomplished by using the field value specified in the HTTP HOST
header field of the control request.

Services that use complex datatype arguments shall follow the requirements in clause 2.5,
“Service description”

The remainder of this clause explains in detail how control messages are formatted and sent
to devices:
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Control protocols

To invoke actions and poll for values, control points (and devices) use the following subset of
the overall UPnP protocol stack. (The overall UPnP protocol stack is listed at the beginning of

this

At t

document.)

Figure 3-2: — Control protocol stack

UPnP vendor [purple-italic]

UPnP Forum [red-italic]

THPPDevice At Lh;tc\.tul = [5! cCir bu:d]
SOAP [blue
|[HTTP [black]

TCP [black]

|IP [black]

he highest layer, control messages contain vendor-specific information, e.g., argur

values. Moving down the stack, vendor content is supplemented by information from a U
Forym working committee, e.g., action names, argument names,‘variable names. Mess
fron| the layers above are hosted in UPnP-specific protocols, defined in this document. In

the

and
refe
field

The

above messages are formatted using a Simple Object‘Access Protocol (SOAP) he
body elements, and the messages are delivered wia HTTP over TCP over IP.
rence, colors in [square brackets] above indicate avhich protocol defines specific he
elements in the subscription messages listed below.

generic requirements on HTTP usage in URnP 2.0 (as defined in clause 2.1, “Ger

reqdirements on HTTP usage” of this document) shall be followed by devices and co

poi
3.1.

s that implement Control.

SOAP Profile

UPnP profiles SOAP 1.1, NOT REQUIRING that all devices support all allowed featurg
SOAP 1.1, but devices and contrgDpoints shall support all mandatory features of SOAP

The

following table summarizes.the UPnP profiling of SOAP.
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Table 3-1: — SOAP 1.1 UPnP Profile

Mandatory
Optional
UPnP Control Request Prohibited Comment

<Envelope> element

encodingStyle attribute of <Envelope> If present, shall be
"http://schemas.xmlsoap.org/soap/encoding
/"

<Header> element (child element of 0]

<EnvyETIope~>)

actdr attribute of <Header>

musfUnderstand attribute of <Header> Only allowed if defined by the service tp
which it is directed

encddingsStyle attribute of <Header> 0 If present, shall be
"http://schemas.xmlseap.org/soap/enc¢ding
/"

<Body> element (child element of <Envelope>) | M Exactly one <Body> child element allowed

encddingStyle attribute of <Body> element

root| Attribute of <Body> child element 0 Shouldnet be used

UPnP Control Response

<Envlelope> element M

encddingStyle attribute of <Envelope> 0 If present, shall be
"http://schemas.xmlsoap.org/soap/enc¢ding
/"

<Hegder> element (child element of 0

<Envelope>)

actdr attribute of <Header> 0

mustUnderstand attribute of <Header> Only allowed if defined by the service tp
which it is directed

encddingStyle Attribute of <Header> 0 If present, shall be
"http://schemas.xmlsoap.org/soap/enc¢ding
/"

<Body> element (child element of <Envelope>) | M Exactly one <Body> child element alloyed

encddingStyle attributesof*<Body> element P

root| attribute of <Body# child element 0 Should not be used

UPnP Control Error Response

<Envlelope>.element

encddindgStyle attribute of <Envelope> If present, shall be
"http://schemas.xmlsoap.org/soap/enc¢ding
o

<Body> element (child element of <Envelope>) | M Exactly one <Body> child element allowed
containing exactly one <Fault> child
element

<Fault> child element of <Body> M

<faultcode> child element of <Fault> M

<faultstring> child element of <Fault> M

<detail> child element of <Fault> M

SOAP 1.1 allows the use of footers, which are disallowed in SOAP 1.2. A UPnP message
shall not have any child elements of the <envelope> element following the <sody> element.
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SOAP <Header> element

UPnP working committees and the UPnP technical committee is allowed to define allowed or
mandatory SOAP header entries that are included in the SOAP <Header> element of UPnP
action and UPnP action response messages. In addition, vendors are allowed to include other
SOAP header entries in the SOAP <Header> element of UPnP action and UPnP action
response messages. If there are no SOAP header entries in a message, the SOAP <Header>
element can be omitted.

SOAP mustunderstand Attribute of <Header> element

The mustUnderstand attribute shall not be added to SOAP <Header> element targeted at (see
also[ aclor attribute below) standardized UPnP services or targeted at control poinis |that
intefact with standardized UPnP services, unless its use has been explicitly defined\by| the
UPnP technical committee or a working committee (e.g. UPnP security).

The|mustunderstand header attribute shall not be included on non-standard header‘entries|that
are |targeted at (see also actor attribute) standardized services, as this \breaks the basic
interoperability of UPnP. mustunderstand header entries are allowed to béxincluded on pon-
standard header entries that are neither targeted at (see also actor attribute) standardjized
services (e.g. vendor defined services), nor targeted at control ‘points interacting |with
standardized services.

Table 3-2: — mustUnderstand attribute

SOAP Node Type v1.0 v1.1
Trangmitting Node The mustUnderstand attribute shall{,not be added to SOAP header
targdting a standardized entries, unless the UPnP technical‘committee or a working committee has

servife or a control point | explicitly defined its use.
that jnteracts with a
standardized service.

Trangmitting Node Shall target endpoint (seedactor Is allowed to target intermediaries
targdting a vendor clause below). (see actor clause below).
Spefj]flc Serv,]f(,:e Socr):P The mustUnderstand attribute is | The mustUnderstand attribute is
Veg Pr specitic allowed to be used-at the allowed to be used at the discretion
noae discretion of the‘vendor. of the vendor.
Rece|ving Node All unknown ¥Header> entries are All devices shall honor the actor (see
ignoredexcept when explicitly actor clause below) and
defiped differently by a working mustUnderstand attributes. If a
committee (UPnP Security). header entry with

mustUnderstand="1" is not
understood, the whole message fails
and a <Faultcode> element shall be
returned.

The|SOAP muétunderstand attribute has a restricted type of "xsd:boolean" that takes only “0”
or “1” with £4”)being true and “0” being false. A header entry with the nustunderstand attripute
set jo avalue of “1” shall be processed by targeted nodes or message processing shall|fail.
Such €lements are considered “mandatory header entries”. A SOAP node is considered to
understand a SOAP header entry if that SOAP node understands the semantics specified for
the XML expanded name of the outer-most element information item of that header entry.
Mandatory SOAP header entries are presumed to modify the semantics of other SOAP header
entries or SOAP <Body> elements and therefore shall be understood for correct semantics.
UPnP nodes receiving header entries flagged with the mustunderstand attribute shall process
and understand mandatory header entries that are targeted at that node or the node shall
NOT process the SOAP message at all. If a node fails to process or understand a mandatory
entry, that node shall generate a SOAP rault with the <faultcode> element set to
"MustUnderstand". Support for mandatory header entries assures that key message parts that
are targeted at a particular SOAP node will not be erroneously ignored.

If a <Header> entry is a mandatory <Header> entry and contains entries not understood by
the targeted SOAP node, the SOAP node is allowed to attempt processing without
understanding the semantics of the extensions. Mandatory extensions are not possible.
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SOAP actor Attribute of <Header> element

The SOAP actor attribute is used in SOAP 1.1 to identify the URI of SOAP node that is to
process the <Header> entry. All SOAP nodes play the role of
"http://schemas.xmlsoap.org/soap/actor/next" , which is the first node (device or control point)
that processes the message. The lack of an actor attribute indicates that the entry is targeted
at the destination. All UPnP defined <Header> elements shall be targeted at the destination,
unless explicitly defined otherwise by the UPnP technical committee or a working committee.
Therefore, it is recommended that the actor attribute is not included on UPnP <Header>
entries.

<Hepeae ontF withinressages 3 O—dewvi olpoi shall
not |pe targeted at intermediaries (no actor attribute), since UPnP 1.0 devices and, ‘coptrol
points might ignore the actor attribute and parse a <Header> entry that is not inténded for
them.

If <Header> entries with an actor attribute are targeted at an intermediary and tagged
mustfunderstand="1", the device or control point shall not return a SOAP Fault containing the
<faphltcode> element set to "MustUnderstand" due to failure to process the relejant
<Hepder> element targeted at another entity.

SOAP root Attribute

UPnP 2.0 REQUIRES that the first child element of the <soday>'element shall be the root of the
RPQ request. Since UPnP 2.0 defines an RPC-architecturey there can only be one root.|The
serialization root should not use the root attribute, but it issNOT PROHIBITED.

SOAP encodingStyle Attribute

UPnP 2.0 REQUIRES that devices and control points shall be able to receive messages|that
do rjot contain the SOAP encodingstyle attribute,yas well as messages that contain the SDAP
encddingstyle  attribute  with  value _(http://schemas.xmlsoap.org/soap/encoding/".  When
encpdingStyle is not included, the encodingStyle is
“http://schemas.xmlsoap.org/soap/encoding/”.

Whgn communicating with UPnP 1.0 devices or control points, an encodingstyle attribute $hall
be included on the SOAP <Envelope> element with value
"http: //schemas.xmlsoap.org/soap/ehcoding/”. When communicating with UPnP 2.0 device$ or
conILOI points, the encodingstyle attribute should be included and, if present, shall havg the
valule "http://schemas.xmlsoap.org/soap/encoding/".

If additional encodings)are needed for application data, applications are allowed to use out of
band data encoding_ for the relevant data.

SOAP <Body>‘element

UPNP 2.0-REQUIRES a <Body> element. It contains body entries for UPnP Actions |and
Responses:. The actual entries are derived from the Service Description for the chosen Aclion.
A relsponse is either successful, in which case it contains output arguments, or unsuccessful,
whemitTtomtains @ <Frault> elementas the onty entry.

SOAP <Fault> element of <Body> element

UPnP REQUIRES the use of SOAP <rault> elements when a failure response is returned.
Please see Table 3-2, “mustUnderstand attribute” on usage of the mustunderstand attribute
for how the <getail> element shall be constructed. When a <Header> element is
encountered that is a mandatory <Header> element, the control point or device shall either
recognize the element or return the appropriate SOAP <rau1t> element, containing the
<faultcode> element set to “mustunderstand”’. Backwards-compatible services shall not use
mandatory <Header> elements since previous UDAs allowed unknown <Header> elements
to be ignored.

Acceptable SOAP Character Encodings
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All messages shall use UTF-8 serialization. The device or control point shall indicate the
content type for all control messages using the HTTP “charset” parameter.
3.2 Actions

Control points are allowed to invoke actions on a device's services and receive results or
errors back. The action, results, and errors are encapsulated in SOAP, sent via HTTP
requests, and received via HTTP responses.

3.2.1 Action invocation

The Slmple Object Access Protocol (SOAP) deflnes the use of XML and HTTP for remote

devices and return results or errors back to control pomts See clause 2.1, “Gereric
reqyirements on HTTP usage” on use of HTTP in UPnP 2.0.

UPnP 2.0 deprecates the use of the HTTP Extension Framework (RFC 2774)l for corftrol.
Spetifically, control points shall send a request with method POST and shall'not use th¢ M-
POST method. Devices shall not reject POST methods with a “405 Method Not Allowed” HTTP
statyis code since this causes UPnP 1.0 control points to issue a request using M-POST.

Belgw is a listing of a control message sent using the POST~method followed by an
explanation of the header fields and body. To invoke an action on device's service, a coptrol
point shall send a request with method POST in the following\ format. Two examples| are
profided: one using the CONTENT-LENGTH header and one-using chunked encoding (w|th 2
chunks). Values in jtalics are placeholders for actual values:

Not XML namespace prefixes do not have to be the specific examples shown below (g.
“s” “u”); they can be any value that obeys thé rules of the general XML namespa

1%
o «Q
(O™

s
me hanlsm a device shall accept action invocations that use other legal XML namespac
pref|xes.

¢

Action invocation using the CONTENT-EENGTH header - Valid with HTTP/1.Q or
HTTP/1.1

ROST path control URL HTTP/1.0

HOST: hostname:portNumber

ONTENT-LENGTH: bytes in body

ONTENT-TYPE: text/xml; charget="utf-8"

UYSER-AGENT: OS/version UPnP{2.0 product/version

JOAPACTION: "urn:schemag=upnp-org:service:serviceType:vi#factionName"

?xml version="1.0"2>
s:Envelope
xmlns:s="http: //Schemas.xmlsoap.org/soap/envelope/"
s:encodingStylesrhttp://schemas.xmlsoap.org/soap/encoding/">
<s:Body>
<u:égti¥onName xmlns:u="urn:schemas-upnp-org:service:servicelype:v">
LargumentName>in arg value</argumentName>

<!-- other in args and their values go here, if any -->
%X/u:actionName>
%/ :Body>

/8¥Envelope>
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Action invocation using chunked encoding — Valid with HTTP/1.1 only

POST path control URL HTTP/1.1

HOST: hostname:portNumber

TRANSFER-ENCODING: "chunked"

CONTENT-TYPE: text/xml; charset="utf-8"

USER-AGENT: 0OS/version UPnP/2.0 product/version

SOAPACTION: "urn:schemas-upnp-org:service:serviceTlype: v#factionName"

Length of first chunk in hexadecimal notation

<?xml version="1.0"?>
<s:Envelope

xmlns:s="http://schemas.xmlsoap.org/socap/envelope/"
s:encodingStyle="http://schemas.xmlsoap.org/soap/encoding/">
<s:Body>

<u:actionName xmlns:u="urn:schemas-upnp-org:service:servicelype:v">
<argumentName>in arg value</argumentName>

<!-- other in args and their value go here, if any -->
</u:actionName>
</s:Body>

Jength of second chunk in hexadecimal notation

/s:Envelope>

List¢d below are details for the request line, header fields,canhd body elements appearing in
the |isting above. Field names are not case sensitive. All HTTP field values and XML elermment
names are case sensitive; XML values are not case ,sensitive except where noted. Except
where noted, required elements shall occur exactly oence (no duplicates), and recommended
or allowed elements shall occur at most once.

Request line

POST
Method defined by HTTP.

path ¢ontrol URL

FPath component of the fully qualifiedieontrol URL for this service. Single, absolute path (see also RFC 2616,
dlause 3.2.2).

HTTH/1.1

The version supported by, the control point. (Note: the control point shall implement all mandatory compopents
qf the

ersion specified)/ Is—-allowed to be any HTTP version that is backwards compatible to HTTP/1.0] (like
>LTTP/1.1).

Header fields

HOST

qlequired. Field value contains domain name or IP address and allowed port components of fully qudlified

ontrel URL for this service. If the port is empty or not given, port 80 is assumed.

ACCEPT-LANGUAGE
PROHIBITED. The ACCEPT-LANGUAGE header field shall not be used in control messages.

CONTENT-LENGTH

Required if Origin Server does not close the session after sending the action invocation AND Origin Server
does not send the action invocation using chunked encoding.

PROHIBITED if Origin Server sends the action invocation using chunked encoding. allowed otherwise.

Field value specifies the length of the body in bytes. Integer.

TRANSFER-ENCODING

Allowed for HTTP/1.1 and above. Field value specifies whether the action invocation is chunked encoded by
having field value “chunked”. shall not be specified if CONTENT-LENGTH header field is present.
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CONTENT-TYPE

Required. Field value shall be “text/xml; charset="utf-8" ”.

USER-AGENT

Allowed. Specified by UPnP vendor. String. Field value shall begin with the following “product tokens” (defined
by HTTP/1.1). The first product token identifes the operating system in the form OS name/OS version, the
second token represents the UPnP version and shall be UPnP/2.0, and the third token identifes the product
using the form product namelproduct version. For example, “USER-AGENT: wunix/5.1 UPnP/2.0
MyProduct/1.0".

SOAPACTION

Required header field defined by SOAP. Field value shall be the service type, hash mark, and name of action
tp be invoked, all enclosed in double quotes. The specified service version shall indicate the version qf the
ervice that the control point wants to use while invoking the action. Its value may be any version\df the
ervice type in which the specified action was defined. When a control point invokes an action that,has |been
efined in version K of a service, version number v shall be equal or higher than K. For examplé,) if‘an dction
as been defined in version 2 of a service, it shall not be invoked using v=1. Furthermore; versionv shalllbe a
ersion that is supported by the device. For example, for devices that support only version % '6f a service, v
hall be 1. Single URI.

Body

<Envglope>

equired element defined by SOAP. xmins namespace attribute shall be
"http://schemas.xmlsoap.org/soap/envelope/". Shall include  encodingStyle  attribute  with alue
"http://schemas.xmlsoap.org/soap/encoding/". A receiver shall generatena fault if it encounters a megsage
hose <document> element has a local name of "Envelope" /but"a namespace name that i not
"http://schemas.xmlsoap.org/soap/envelope/". Contains the following sub elements:

<Body>

Required element defined by SOAP. Shall be qualified with SOAP namespace. Contains the follgwing
entry:

<actionName>

Required. Name of element is namé of action to invoke. xml1ns namespace attribute shall be
the service type enclosed in dolble quotes. The version specified shall be the same vdrsion
specified in the SOAPACTION header field. Case sensitive. shall be the first child elemgnt of
<Body>. Contains the following, ordered sub element(s):

<argumentNameX

Requirediif and only if action has in arguments. Value to be passed to action. R¢peat
once\for each in argument. (An element name is not qualified by a namespace;
element nesting context is sufficient.) Case sensitive. Single data type as defingd by
UPnP service description. Every “in” argument in the definition of the action ip the
service description shall be included, in the same order as specified in the sqrvice
description (SCPD) that is available from the device.

If the CONTENT-TYPE header field specifies an unsupported field value (other then “text/xml”)
the gevice shallsreturn a “415 Unsupported Media Type” HTTP status code.

For future extensibility and according to the requirements in clause 2.7, “Non-standard vepdor
extensions® and clause 2.8, “UPnP Device Schema”, when processing XML like the ligting

aboye{devices and control points shall ignore: (a) any unknown elements and their|sub
elements or content _and (h) any unknown attributes and their values

Subject to the constraints defined in clause 2.7, “Non-standard vendor extensions” and
clause 2.8, “UPnP Device Schema”, control points and devices shall ignore any XML
comments or XML processing instructions embedded in action requests that they do not
understand.

When the value of any argument contains one or more characters reserved as markup (such
as ampersand (“&”) or less than (“<”)), then the text shall be escaped in accordance with the
provisions of clause 2.4 of the XML specification and each such character replaced with the
equivalent numeric representation or string (such as “&amp;” or “&lt;”). Such characters
appearing in URLs are also allowed to be percent-encoded in accordance with the URL
percent-encoding rules specified in clauses 2.1 and 2.4 of RFC 3986.
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Note that because HTTP 1.1 allows use of chunked encoding, some control points are allowed
to send the action request using chunked encoding if the POST method specifies HTTP 1.1.
Device implementations that only support HTTP/1.0 and thus do not support receiving action
requests using chunked encoding shall return a “505 HTTP Version Not Supported” HTTP
status code. Control points shall not make HTTP 1.1 chunked POST requests to devices that
are known to support only HTTP 1.0.

On a multi-homed control point, all fully qualified URLs contained in the action arguments that
refer to resources on the control point shall be reachable on the interface on which the action
request is sent.

3.2.
The
the

defi
this

p—ActionResponse
service shall complete invoking the action and respond within 30 seconds, including
ime the associated response is received). Actions that take longer than this.should be

ed to return early and send an event when complete. If the service fails torréspond wjthin
time, what the control point should do is application-specific. A multi-honied device ghall

eprcted transmission time (measured from the time the action message is transmitted until

send the response on the same UPnP-enabled interface on which the request was received.

The
follo
and

service shall send a successful completion response using the following format. [The
wing two examples illustrate an action response using the CONTENT-LENGTH header

act

an action response using chunked encoding. The values in/jtalics are placeholders for
al values.

Notg; XML namespace prefixes do not have to be the specific examples shown below (g.g.,

S

mechanism; control points shall accept action responses that use other legal XML names
pref|xes.

Act
H

i

r “u”); they can be any value that obeys the rules. of the general XML namesgace
ace

on response using the CONTENT-LENGTH header — Valid with HTTP/1.0 or HTTPJ1.1

TTP/1.0 200 OK

ONTENT-TYPE: text/xml; charset="utf-8"

ATE: when response was generated

ERVER: OS/version UPnP/2.0 product/{ersion
ONTENT-LENGTH: bytes in body <?8W¥ version="1.0"?>
s:Envelope

xmlns:s="http://schemas.xmlslkeap.org/soap/envelope/"

s:encodingStyle="http: A/schemas.xmlsoap.org/soap/encoding/">
<s:Body>
<u:actionNameResponse xmlns:u="urn:schemas-upnp-org:service:serviceType:v">
<argumemmeName>out arg value</argumentName>

<!-- pothér out args and their values go here, if any -->
</u:actidaflameResponse>
</s:Bodyx

/s:Envelopg
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Action response using chunked encoding — Valid with HTTP/1.1 only

HTTP/1.1 200 OK

TRANSFER-ENCODING: "chunked"

CONTENT-TYPE: text/xml; charset="utf-8"
DATE: when response was generated

SERVER: OS/version UPnP/2.0 product/version

Length of first chunk 1in hexadecimal notation

<?xml version="1.0"?>
<s:Envelope
xmlns:s="http://schemas.xmlsoap.org/soap/envelope/"
cencodingStyle="ht{n- chema mlsoan org ocan/encoding/™
<s:Body>
<u:actionNameResponse xmlns:u="urn:schemas-upnp-org:service:servicelype:v">
<argumentName>out arg value</argumentName>

<!-- other out args and their values go here, if any -->
</u:actionNameResponse>
</s:Body>

/s:Envelope>

List¢d below are details for the response line, header fields, and bedy ‘€lements appearing in
the |isting above. Field names are not case sensitive. All HTTP figld-values and XML elerment
names are case sensitive; XML values are not case sensitive\eXcept where noted. Except
whefe noted, required elements shall occur exactly once (ne_ duplicates), and recommended
or allowed elements are allowed to occur at most once.

Response line

HTTH/1.1

The highest version supported by the origin server that'is compatible with the control point that issuefl the
nequest.

For example, if the control point specified support for HTTP/1.0 in the request, the response shall cgntain
HTTP/1.0.

200 gK
DLTTP defined status code indicating.tiat no HTTP errors were detected.
Hea

er fields

CONTENT-LANGUAGE
FPROHIBITED. The CONTENT-LANGUAGE header field shall not be used in control messages.

CONTENT-LENGTH

Required if Origih, Server does not close the session after sending the response AND Origin Server does not
dend the response using chunked encoding.

PROHIBITED if Origin Server sends the response using chunked encoding. Allowed otherwise.

Kield yalue specifies the length of the body in bytes. Integer.

TRANSEER-ENCODING

Allowed for HTTP/1.1 and above. Field value specifies whether the response is chunked encoded by having
field value “chunked” (in the example, the entire body is sent in a single chunk). Shall not be specified if
CONTENT-LENGTH header field is present.

CONTENT-TYPE

Required. Field value shall be “text/xml; charset="utf-8" ”.

DATE

Recommended. Field value contains date when response was generated. “rfc1123-date” as defined in RFC
2616.

SERVER

Required. Specified by UPnP vendor. String. Field value shall begin with the following “product tokens”
(defined by HTTP/1.1). The first product token identifes the operating system in the form OS name/OS version,
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the second token represents the UPnP version and shall be UPnP/2.0, and the third token identifes the product
using the form product namel/product version. For example, “SERVER: unix/5.1 UPnP/2.0 MyProduct/1.0".

Body

<Envelope>
Required element defined by SOAP. xmlns namespace attribute shall be
"http://schemas.xmlsoap.org/soap/envelope/". shall include encodingStyle attribute with value

"http://schemas.xmlsoap.org/soap/encoding/". A receiver shall generate a fault if it encounters a message
whose document element has a local name of "Envelope" but a namespace name that is not
"http://schemas.xmlsoap.org/soap/envelope/". Contains the following sub elements:

<Body>

Required element defined by SOAP. Shall be qualified with SOAP namespace. Contains the fallgwing
entry:

<actionNameResponse>

Required. Name of element is action name prepended to Response. xmifHs namegpace
attribute shall be service type enclosed in double quotes. Devices that,support the pame
action in multiple namespaces shall use the same namespace in the response as was uded in
the action invocation. For example, if an action was invoked using naméspace:

urn:schemas-upnp-org:service:ContentDirectory:2

The response shall also use namespace:

urn:schemas-upnp-org:service:ContentDirectoRy:2

Case sensitive. shall be the first sub element of <Bddy>. Contains the following sub elenjent:

<argumentName>

Required if and only if action has @ut) arguments. Value returned from action. R¢peat
once for each out argument. If action has an argument marked with the <retvh1/>
element, this argument shall be.the first element. (An element name not qualifigd by
a namespace; element nesting' context is sufficient.) Case sensitive. Single datqg type
as defined by UPnP service 'description. Every out argument in the definition ¢f the
action in the service d€scription shall be included, in the same order as specified in
the service description(SCPD) available from the device.

For future extensibility and according-t@’the requirements in clause 2.7, “Non-standard vendor
extgnsions” and clause 2.8, “UPnP~Device Schema”, when processing XML like the ligting
aboye, devices and control points’shall ignore: (a) any unknown elements and their|sub
elements or content, and (b) any:unknown attributes and their values.

Subject to the constraints--defined in clause 2.7, “Non-standard vendor extensions” |and
clause 2.8, “UPnP Device Schema”, control points and devices shall ignore any KML
comments or XML pracessing instructions embedded in action responses that they do| not
understand.

On & multi-homed device, all fully qualified URLs contained in response arguments that fefer
to résources on the device shall be reachable on the UPnP-enabled interface on whichl the
resgonse-message is sent.

3.2. UPnP Action Schema

The UPnP Action Schema defines the structures and data types used in the body of UPnP
actions and action responses. As explained with the UPnP Device and Service Schemas, the
UPnP Action Schema is written in XML syntax according to the conventions of XML Schema
(Part 1: Structures, Part 2: Datatypes). The UPnP Action Schema is defined within a UPnP
service template; however, the schema shall conform to the format as defined in clause B.3,
“UPnP Control Schema”. The elements it defines are used in actions and action responses.

3.24 Recommendations and additional requirements

Control points and devices shall ignore any XML comments or XML processing instructions
they may receive that they do not understand.

XML namespace prefixes do not have to be the specific examples given above (e.g., “s” or
“u”); they can be any value that obeys the rules of the general XML namespace mechanism;
control points shall accept responses that use other legal XML namespace prefixes.
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If an action has no “out” arguments, it is valid to combine the opening and closing XML tags
(e.g., “<actionNameResponse/>" instead of
“<actionNameResponse></actionNameResponse>").

When the value of any argument contains one or more characters reserved as markup (such
as ampersand (“&”) or less than (“<”)), the text shall be escaped in accordance with the
provisions of clause 2.4 of the XML specification and each such character replaced with the
equivalent numeric representation or string (such as “&amp;” or “&lt;”). Such characters
appearing in URLs are also allowed to be percent-encoded in accordance with the URL
percent-encoding rules specified in clauses 2.1 and 2.4 of RFC 3986.

Whgre the normal outcome of processing a SOAP message would have resulted\in| the
trangmission of a SOAP response, but rather a SOAP Fault is generated insteadfa-recgiver
shall transmit a SOAP Fault message in place of the response. If the service encounterf an
errof while invoking the action sent by a control point, the service shall send a reSponse wjthin
30 deconds, including expected transmission time. Out arguments shall only’"be used to rgturn
datd and shall not be used to convey error information. Error responses)shall be sent using
the |following format. The following two examples illustrate an error))fesponse using| the
CONTENT-LENGTH header and an error response using chuncked “encoding. Valugls in

Notg: XML namespace prefixes do not have to be the specific_examples shown below (g.g.,
s” pr “u”); they can be any value that obeys the rules\of the general XML namespace
mechanism; control points shall error responses that use other legal XML namespace prefixes.

Errqr response using the CONTENT-LENGTH <header - Valid using HTTP/1.0 |(and
HTTP/1.1

HTTP/1.0 500 Internal Server Error
ONTENT-TYPE: text/xml; charset="utf-8"
DATE: when response was generated
ERVER: 0S/version UPnP/2.0 product/vegsYon
ONTENT-LENGTH: bytes in body <?xmpl~wersion="1.0"?>
s:Envelope
xmlns:s="http://schemas.xmlsoap.0rg/soap/envelope/"
s:encodingStyle="http://schemas.Jxmlsoap.org/soap/encoding/">
<s:Body>
<s:Fault>

<faultcode>s:flident</faultcode>

<faultstring>UPnPError</faultstring>

<detail>

<UPpPError xmlns="urn:schemas-upnp-org:control-1-0">
<grrorCode>error code</errorCode>
<errorDescription>error string</errorDescription>
X /UPnPError>
)y detail>
</3Fault>
</ s:Body>

/s:Emvelope>

Error response using chunked encoding — Valid using HTTP/1.1 only

HTTP/1.1 500 Internal Server Error
TRANSFER-ENCODING: "chunked"

CONTENT-TYPE: text/xml; charset="utf-8"
DATE: when response was generated

SERVER: 0OS/version UPnP/2.0 product/version
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Length of first chunk in hexadecimal notation

<?xml version="1.0"?2>
<s:Envelope
xmlns:s="http://schemas.xmlsoap.org/socap/envelope/"
s:encodingStyle="http://schemas.xmlsoap.org/soap/encoding/">
<s:Body>
<s:Fault>
<faultcode>s:Client</faultcode>
<faultstring>UPnPError</faultstring>
<detail>
<UPnPError xmlns="urn:schemas-upnp-org:control-1-0">
<errorCode>error code</errorCode>
<errorDescription>error string</errorDescription>
</UPnPError>
</detail>
</s:Fault>
</s:Body>

Jength of second chunk in hexadecimal notation

/s:Envelope>

List¢d below are details for the response line, header fields, and\body elements appearing in
the Jisting above. HTTP field names are not case sensitive. Al)'HTTP field values and XML
elempent names are case sensitive; XML values are not case sensitive except where nqted.
Except where noted, required elements shall occur gxactly once (no duplicates), [and
recdgmmended or allowed elements are allowed to occuf,at‘most once.

Response line

HTTH/1.1

he highest version supported by the origin servet’that is compatible with the control point that issuefl the
quest.

or example, if the control point specified-support for HTTP/1.0 in the request, the response shall cgntain
TTP/1.0.

500 Imternal Server Error

PLTTP defined status code indicating that an error has been detected.
Header fields

CONTENT-LANGUAGE
FPROHIBITED. The/€ONTENT-LANGUAGE header field shall not be used in control messages.

CONTENT-LENGTH

equired if~Origin Server does not close the session after sending the response AND Origin Server doefs not
end the‘response using chunked encoding.

RQOHIBITED if Origin Server sends the response using chunked encoding. Allowed otherwise.

ieldvalue specifies the length of the body in bytes. Integer.

TRANSFER-ENCODING

Allowed for HTTP/1.1 and above. Field value specifies whether the response is chunked encoded by having
field value “chunked” (in the example above the body is sent in 2 chunks). shall not be specified if CONTENT-
LENGTH header field is present.

CONTENT-TYPE

Required. Field value shall be “text/xml; charset="utf-8" ”.

DATE

Recommended. Field value contains date when response was generated. “rfc1123-date” as defined in RFC
2616.
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SERVER

Required. Specified by UPnP vendor. String. Field value shall begin with the following “product tokens”
(defined by HTTP/1.1). The first product token identifes the operating system in the form OS name/OS version,
the second token represents the UPnP version and shall be UPnP/2.0, and the third token identifes the product

using the form product namel/product version. For example, “SERVER: unix/5.1 UPnP/2.0 MyProduct/1.0".

Body

<Envelope>
Required element defined by SOAP. xmlns namespace attribute shall be
"http://schemas.xmlsoap.org/soap/envelope/". Shall include encodingStyle attribute with value

The
<er

"http://schemas.xmlsoap.org/soap/encoding/". A receiver shall generate a fault if it encounters a message

hose document element has a

local name of "Envelope" but a namespace name that is not

"http://schemas.xmlsoap.org/soap/envelope/". Contains the following sub elements:

<Body>

sub element:

<Fault>

<detail>

<faultcode>

Required element defined by SOAP. Value~shall be qualified with the SOAP
namespace. Shall be “Client” for DCP specijfic_errors. When mandatory headef XML
elements within the SOAP header cannot«\b&/processed it shall be the SOAP |fault
code “MustUnderstand”.

<faultstring>

Required element defined’by SOAP. Contains the following subelement:

<UPnPError>

Required element defined by SOAP. Shall be qualified with SOAP namespace. Contains the follgwing

Required element defined by SOAP. Error encountered whilenvoking action. Shdll be
qualified with SOAP namespace. Contains the following sub elements:

Required element defined by SQAP¥Shall be “UPnPError” for DCP specific errdfrs.

Required<élement for DCP specific errors. Is allowed to be empty for pther
errors:~Contains the following subelements:

<errorCode>

Required element defined by UDA. Code identifying what errof was
encountered. See Table 3-3, “UPnP Defined Action error codep” for
values. Integer.

<errorDescription>

Recommended element defined by UDA. Short description.
See Table 3-3, “UPnP Defined Action error codes’ for
recommended values; other values Is allowed to be used by
vendors. Human-readable string. Recommended < 256 charactprs.

following table summarizes defined error types and the corresponding value for| the
rorCode> and <errorDescription> elements.

Table 3-3: — UPnP Defined Action error codes

ErrorCode errorDescription Description

401 Invalid Action No action by that name at this service.

402 Invalid Args Could be any of the following: not enough in args, args in the wrong
order, one or more in args are of the wrong data type. Additionally,
sending too many in args is not recommended and may cause
unexpected results.

403 (Do Not Use) (This code has been deprecated.)

501 Action Failed Is allowed to be returned if current state of service prevents invoking
that action.

600 Argument Value The argument value is invalid

Invalid
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ErrorCode errorDescription Description
601 Argument Value Out An argument value is less than the minimum or more than the
of Range maximum value of the allowed value range, or is not in the allowed
value list.
602 Optional Action Not The requested action is optional and is not implemented by the device.
Implemented
603 Out of Memory The device does not have sufficient memory available to complete the
action. This is allowed to be a temporary condition; the control point
is allowed to choose to retry the unmodified request again later and it
is expected to succeed if memory is available.
604 Human Intervention | The device has encountered an error condition which it cannat resolve
Required itself and required human intervention such as a reset or power gycle.
See the device display or documentation for further guidance.
605 String Argument Too | A string argument is too long for the device to handle propérly:
Long
606-4123 Reserved These ErrorCodes are reserved for UPnP DeviceSecurity.
613-499 TBD Common action errors. Defined by UPnP Forum Fechnical Committeg.
700-199 TBD Action-specific errors defined by UPnP Forumywerking committee.
800-499 TBD Action-specific errors for non-standard actions. Defined by UPnP
vendor.
3.2.6 UPnP Error Schema
The|UPnP Error Schema defines the structures and data types used in the body of UPnP ¢rror
mesjsages. As with the UPnP Device and Service Schemas, the UPnP Error Schema is wrjtten
in XML syntax and according to the conventions of XML Schema (Part 1: Structures, Pafrt 2:

Dat

it ddfines are used in error messages.

For future extensibility and according to the requirements in clause 2.7, “Non-standard ve
extensions” and clause 2.8, “UPnP Devicer Schema”, when processing XML like the lis
aboye, devices and control points shall*ignore: (a) any unknown elements and their

ele

Sublect to the constraints defined in clause 2.7, “Non-standard vendor extensions”
clause 2.8, “UPnP Device .Schema”, control points and devices shall ignore any
ments or XML processing instructions embedded in UPnP device and service descripfions
that|they do not understand.

com

XMUY namespace prefixes do not have to be the specific examples given above (e.g., “s

“u")
con

The| QueryStateVariable action has been deprecated by the UPnP Forum and shall no

types). clause B.4, “UPnP Error Schema” contains a listing of this schema. The elem

ents or content, and (b) any unknewn attributes and their values.

] they can be any value that obeys the rules of the general XML namespace mechan

)

trol points shall‘accept responses that use other legal XML namespace prefixes.

Query for variable

by,control points except in limited testing scenarios. Working committees and ven

ents

hdor
ting
sub

and
XKML

or
ism;

t be
ors

red.

Such explicit query actions is allowed to include multiple state variables, if desired. For the full
definition of QueryStateVariable see the UPnP 1.0 specification.
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Thrqugh eventing, control points listen to state changes in device(s). Control and eventing
complementary to presentation (Step 5) where control.points display a user interface prov
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variables are evented, then the service publishes updates when these variables change,
a cdntrol point is allowed to subscribe to receive this information. Two types of eventing
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spegification where a contrelpoint is allowed to subscribe to receive variable updates;
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D0508.

Eventing

hting is Step 4 in UPnP networking. Eventing comes after addressing (Step 0) w
ces get a network address, after discovery (Step 1) where-control points find interes
ce(s), and after description (Step 2) where control points”learn about device capabil
nting is intimately linked with control (Step 3) where control points send actions to dey

I a control point has (1) discovered a deyice and (2) retrieved a description of the dg
its services, the control point has the.éssentials for eventing. As clause 2, “Descrip
lains, a UPnP service description includes a list of actions the service responds to a
pf variables that model the state of’the service at run time. If one or more of these §

orted by this specification;- unicast eventing as found in version 1.0 of the U
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mulficast eventing where ,variables is allowed to be defined as multicast events and can be

additionally sent over UDP to any listening device on the multicast event address. This for

eve
deli
info
of t
(typ
(typ

ting is useful when*events which are not relevant to a specific UPnP interaction shoul
ered to control ypoints to inform users, and when multiple controlled devices war
m multiple other controlled devices. Throughout this clause, publisher refers to the so
he eventsiAtypically a device's service), subscriber refers to the destination of ey
cally alcontrol point), and the term receiver refers to the listener of multicast ey
cally-a.control point, but is allowed to also be a controlled device).
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4.1 Unicast eventing
Figure 4-1: — Unicast eventing architecture
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To subscribe to eventing, a subscriber sends a subscription message. If the subscriptign is
accepted, the publisher responds with a duration for the subscription. To keep| the
subgcription active, a subscriber shall renew its._subscription before the subscription expjres.
Whgn a subscriber no longer needs eventing’from a publisher, the subscriber should cancel
its gubscription. This clause explains subscription, renewal, and cancellation messages in
detqil below.

The|publisher notes changes to state‘variables by sending event messages. Event mess
confain the names of one of more-state variables and the current value of those variables,
expliessed in XML. A special initial event message is sent when a subscriber first subscripes;
this |event message contains:\the names and values for all evented variables and allowq the
subgcriber to initialize its model of the state of the service. To support scenarios with mulfiple
con}rol points, eventing\can be used to keep interested control points informed about| the

effe¢cts of actions péerformed by other control points or using other mechanisms for dgvice
confrol (such as (front panel controls). All subscribers are sent all event messapes,
subgcribers receive event messages for all evented variables (not just some), and eyent
mesjsages aré/sent no matter why the state variable changed (either in response jo a
reqyested action or because the state the service is modeling changed). This clause explains
the format of event messages in detail below.

Sonjestate variables are allowed to change value too rapidly for eventing to be useful.
alternative is to filter, or moderate, the number of event messages sent due to changes in a
variable's value. Some state variables are allowed to contain values too large for eventing to
be useful; for this, or other reasons, a service is allowed to designate one or more state
variables as non evented and never send event messages to subscribers. To determine the
current value for such non-evented variables, control points shall poll the service explicitly,
presuming that an action is provided to obtain the value of the state variable. This clause
explains how variable eventing is described within a service description.

To send and receive subscription and event messages, control points and services use the
following subset of the overall UPnP protocol stack. (The overall UPnP protocol stack is listed
at the beginning of this document.)
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Figure 4-2: — Unicast eventing protocol stack

UPnP vendor [purple-italic]

UPnP Forum [red-italic]

I!UPnP Device Architecture [green-bold]

‘lGENA [navy-bold]

[HTTP [black]

TCP [black]

|IP [black]

At the highest layer, subscription and event messages contain vendor-specific information| like
URLUs for subscription and duration of subscriptions or specific variable values. Moving down

the

stack, vendor content is supplemented by information from a UPnP Ferum working

committee, like service identifiers or variable names. Messages from the _layers above| are

hos
deli

ted in UPnP-specific protocols, defined in this document. In turn, the.above messageqd are
ered via HTTP that has been extended using additional methods and header fields.|The

HTT|P messages are delivered via TCP over IP. For reference, coOlors in [square brackets]

abo

listed below.

e indicate which protocol defines specific header fields in‘the subscription messages

The| remainder of this clause first explains subscription, “including details of subscrigtion
mesjsages, renewal messages, and cancellation messagés. Second, it explains in detail Jhow

eve

Finglly, it explains the UPnP Device and Service Sghemas as they pertain to eventing.

mt messages are formatted and sent to control-points, and the initial event messphge.

The|generic requirements on HTTP usage indJPnP 2.0 (as defined in clause 2.1, “Generic
reqdirements on HTTP usage” of this document) shall be followed by devices and coptrol

points that implement eventing.

Ser
“Se

4.1.

A sdrvice has eventing if and only if one or more of the state variables are evented.

ices that use evented complex -datatypes shall follow the requirements in clause |2.5,
nvice description”.

| Subscription

If a| service has eventing, it publishes event messages to interested subscribers. [The

pub

uniqule subscription identifier

delivgry URL for event messages

even

subs

lisher maintains a list of subscribers, keeping for each subscriber the following information.

Required. Shal-be unique over the lifetime of the subscription, however long or short that may be. Genefated
Ry publisher)in response to subscription message. RECOMMEND universally-unique identifiers to epsure
yniqueness. Single URI.

Required. Provided by subscriber in subscription message. Single URL.

t key

Required. Key is 0 for initial event message. Key shall be sequentially numbered for each subsequent event
message; subscribers can verify that no event messages have been lost if the subscriber has received
sequentially numbered event keys. Shall wrap from 4294967295 to 1 (32-bit unsigned decimal integer).
Implementations are allowed to include leading “0” characters in the event key, which shall be ignored.

cription duration

Required. Amount of time, or duration until subscription expires. Single integer, preceded in subscription
messages by the keyword “Second-" (no spaces). UPnP 1.0 defines the use of the keyword infinite instead of
an integer. This keyword is deprecated in UPnP 2.0 (it leads to problems if control points disappear without
unsubscribing and is hardly used): UPnP 2.0 control points shall not subscribe using keyword infinite, UPnP
2.0 devices shall not set actual subscription durations to “infinite”. The presence of infinite in a request shall
be silently ignored by a UPnP 2.0 device (the presence of infinite is handled by the device as if the TIMEOUT
header field in a request was not present) . The keyword infinite shall not be returned by a UPnP 2.0 device.
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HTTP version supported by the subscriber

Required if the publisher supports chunked encoding of event notification messages, so that chunked
messages are not sent to subscribers that do not support them.

A multi-homed publisher shall also maintain information on the UPnP-enabled interface on which each subscription message
was received. The same interface shall be used when publishing event messages to the corresponding subscriber.

The publisher should accept as many subscriptions as it can reasonably maintain, taking into
account that the number of event messages that need to be delivered per event, which
increases linearly with the number of subscriptions.

The list of subscribers is updated via subscription, renewal, and cancellation messages

explgired-immediately-below-and-event-messages—exp

ubscribe to eventing for a service, a subscriber sends a subscription message centaining
L for the publisher, a service identifier for the publisher, and a delivery URL) for ejent
mesjsages. The subscription message MAY also include a requested duration for| the
subgcription. The URL and service identifier for the publisher come from~a descrigtion
mesisage. As clause 2, “Description” explains, a description message contains a degvice
ription. A device description contains (among other things), for eachrservice, an eventing
(obtained from the eventSubURL element) and a service identifier (in the serviceld
element); these correspond to the URL and service identifier for the-publisher, respectively. If
eventSubURL is an absolute URL, the fully qualified eventsubscription URL is| the
eventSubURL. If eventSubURL is a relative URL, the fully qualified event subscription URL is
the URL resolved from eventSubURL in accordance with clause 5 of RFC 3986, using elther
the |URLBase element, if specified, or the URL from which the device description [was
retripved as the base URL. If the eventSubURL is empty;)ho subscriptions are possible.|The
fully| qualified event subscription URL for the publisheréshall be unique to a particular seivice
withjn this device. A multi-homed control point that.sends the subscription message ¢n a
partlcular UPnP-enabled interface shall use the" fully qualified eventing URL from| the
des¢ription document received on that UPnP-enabled interface. The delivery URL containgd in
the subscription message shall be reachable on that interface.

proVided to subscribe to event messagés on a variable-by-variable basis. A subscriber is gent
all gvent messages from the service: This is one factor to be considered when designing a
service.

The| subscription message is a request\to receive all event messages. No mechanisF is

If the subscription is accepted, the publisher responds with a unique identifier for |this
subgcription and a duration-for this subscription. A duration should be chosen that mat¢ches
assumptions about how. frequently control points are removed from the network; if coptrol
points are removed every few minutes, then the duration should be similarly short, allowihg a
publisher to rapidly deprecate any expired subscribers; if control points are expected tp be
semji-permanent,‘then the duration should be very long, minimizing the processing and trjffic
assq@ciated with.renewing subscriptions.

As goon_as~possible after the subscription is accepted, the publisher also sends the firsf, or
initigl event message to the subscriber. This message includes the names and current values
for glhevented variables. (The data type and range for each variable is described in a sellvice
description. Clause 2, "Description™ explains this in more detail.) This initial event message is
always sent, even if the control point unsubscribes before it is delivered. The device shall
insure that the control point has received the response to the subscription request before
sending the initial event message, to insure that the control point has received the SID
(subscription ID) and can thereby correlate the event message to the subscription.

To keep the subscription active, a subscriber shall renew its subscription before the
subscription expires by sending a renewal message. The renewal message is sent to the
same URL as the subscription message, but the renewal message does not include a delivery
URL for event messages; instead the renewal message includes the subscription identifier.
The response for a renewal message is the same as one for a subscription message.

If a subscription expires, the subscription identifier becomes invalid, and the publisher stops
sending event messages to the subscriber and can clean up its list of subscribers. If the
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subscriber tries to send any message other than a subscription message, the publisher shall
reject the message because the subscription identifier is invalid.

When a subscriber no longer needs eventing from a particular service, the subscriber should
cancel its subscription. Canceling a subscription generally reduces service, control point, and
network load. If a subscriber is removed abruptly from the network, it might be impossible to
send a cancellation message. As a fallback, the subscription will eventually expire on its own
unless renewed.

It is strongly recommended that subscribers monitor discovery messages from the publisher. If

the publlsher cancels its adverhsements or |f the value of the BOOTID. UPNP ORG is
incre with v 2 Ssat chir ]
field value subscrlbers shall assume that thelr subscrlptlons have been cancelled

Belgw is an explanation of the specific format of requests, responses, and' efrors
subscription, renewal, and cancellation messages.

4.1

For

(obthined from the eventSubURL sub element of service element in‘the device descrip
and| the UPNnP service identifier (serviceld sub element in sérvice element in deg
desg¢ription). To subscribe to eventing for a particular service, a.sdbscription message is

tot
the

relative URL, the fully qualified event subscription WRL is the URL resolved
eventSubURL in accordance with clause 5 of RFC 3986, using either the URLBase elemep
speg¢ified, or the URL from which the device description was retrieved as the base URL.
mesjsage contains that service's identifier as well<as”a delivery URL for event message]

mul

To

SUBSCRIBE and NT and CALLBAECK header fields in the following format. Values in it

are

(No
line

2 SUBSCRIBE with NT and CALLBACK

each service in a device, a description message contains an event subscription

hat service's fully qualified event subscription URL. If eventSubURL is an absolute |
ully qualified event subscription URL is the eventSubURE ) Otherwise, if eventSubURL

subscribe to eventing for a service, a subscriber shall send a request with me

blaceholders for actual values.

JUBSCRIBE publisher path“~HTTP/1.1

HOST: publisher host$pubklisher port

UYSER-AGENT: OS/versten’ UPnP/2.0 product/version
GALLBACK: <delivekty)URL>

NT: upnp:event

TIMEOUT: Secpond—~requested subscription duration
TATEVAR: GSWof Statevariables

body for request with method SUBSCRIBE, but note that the message shall have a b

RG

for

URL
ion)
vice
sent
RL,
is a
rom
t, if
The
S. A

ti-homed control point that sends the subscription message on a particular UPnP-enapled
interface shall use the fully qualified eventing URL from the description document receive
that|interface. The delivery URL contained.jindthe subscription message shall be reachabl
that|interface. A subscription message MAY~also include a requested subscription duratior.

H on
B on

hod
hlics

lank

following the last HTTP header field.)

Listed below are details for the request line and header fields appearing in the listing above.
d names are not case sensitive. All field values are case sensitive except where noted.

Fiel

Request line

SuB

publi

SCRIBE

Method to initiate or renew a subscription.

sher path

Path component of the fully qualified event subscription URL. Single, absolute path (see also RFC 2616,

clause 3.2.2).

© ISO/IEC 2017 — All rights reserved

81


https://iecnorm.com/api/?name=b9da304ced0c53a311edf06607f10d23

ISO/IEC 29341-1-2:2017(E)

HTTP/1.1

The version supported by the control point. (Note: the control point shall implement all mandatory components
of the

version specified). MAY be any HTTP version that is backwards compatible to HTTP/1.0 (like HTTP/1.1).
Header fields

HOST

Required. Field value contains domain name or IP address and optional port components of the fully qualified
event subscription URL. If the port is missing or empty, port 80 is assumed.

USER-AGENT

llowed. Specified by UPnP vendor. String. Field value shall begin with the following “product tokens” (ddfined
y HTTP/1.1). The first product token identifes the operating system in the form OS name/OS version, the
econd token represents the UPnP version and shall be UPnP/2.0, and the third token identifes (the prpduct
sing the form product namel/product version. For example, “USER-AGENT: wunix/5,/1|, UPnP/2.0
yProduct/1.0”. CALLBACK

equired. Field value contains location to send event messages to. Defined by UPnP vendor: If there is |more
than one URL, when the service sends events, it will try these URLs in order until one succeeds. One or [more
RLs each enclosed by angle brackets (“<” and “>"). Each URL shall be an HTTP over/TCP URL (prefix¢d by

“http://”). The device shall not truncate this URL in any way; if insufficient memofy\is available to storp the
gntire CALLBACK URL, the device shall reject the subscription. At least one of the delivery URLs sh3ll be
reachable by the device.
NT
Required. Field value contains Notification Type. shall be upnp:event
SID
(No SID header field is used to subscribe.)
TIMEPUT
ecommended. Field value contains requested duration until subscription expires. Consists of the keyword
econd- followed (without an intervening space) by“an integer. UPnP 1.0 defined that the integer cgn be
placed by the keyword infinite. This has been~deprecated in UPnP 2.0: UPnP 2.0 control points shajl not
ubscribe using keyword infinite.
STATEVAR

ecommended. Field value contains requested list of state variables Consists of an CSV list of evented |state
ariables that the control point wants to subscribe to. The device implementation will acknowledg¢ the
qubscribed state variables in the_ subscription response. Note that when the device implementation doefs not
necognize this field, the acknowledgement of the registered state variables will not be sent, and the eyents
denerated by the subscription will contain all implemented evented state variables in the service.

If there are enough resources to maintain the subscription, the publisher should accept if. To
pt a subscription request, a publisher shall send a response in the following format wjthin
30 geconds, including expected transmission time. This shall be sent to the same endpoint as
that| over whieh-"the subscription request was sent. After accepting the subscription,| the
publisher assigns a unique identifier for the subscription, assigns a duration for| the
subgcription, and sends an initial event message (explained in detail later in this clausqg). A
mulfi-nomed publisher shall send the response on the same UPnP-enabled interface on which
the S . S 9

HTTP/1.1 200 OK

DATE: when response was generated

SERVER: 0OS/version UPnP/2.0 product/version
SID: uuid:subscription-UUID

CONTENT-LENGTH: O

TIMEOUT: Second-actual subscription duration
ACCEPTED-STATEVAR: CSV of state variables

(No body for response to a request with method SUBSCRIBE, but note that the message shall
have a blank line following the last HTTP header field.)

If the device sends the response over HTTP/1.0 without setting the KeepAlive token, or over
HTTP/1.1 with the CONNECTION: close header field, the device shall insure that the TCP FIN
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flag is sent BEFORE sending the initial event message. In all other cases, (unless the
response is chunked), a CONTENT-LENGTH shall be specified, (and set to 0), prior to

sending the initial event.

Listed below are details for header fields appearing in the listing above. Field names are not

case sensitive. All field values are case sensitive except where noted.

Response line

HTTP/1.1

The highest version supported by the origin server that is compatible with the control point that issued the

rnnllln':f

or example, if the control point specified support for HTTP/1.0 in the request, the response shall &g

TTP/1.0.

200 gK
)LTTP defined status code indicating that no HTTP errors were detected..
Header fields

DATH

4616.

SERVYER

Recommended. Field value contains date when the response was generated., “rfcl 123-date” as defined in

TIMEPUT

CONTENT-LENGTH

ACCEPTED-STATEVAR

If a|publisher cannot accept the subscription, or if there is an error with the subscrif
reqyest,sthe publisher shall send a response with one of the following errors. The respq
shaltbesentwithim30—seconds,; inctuding expected-transmission tine:

Required. Specified by UPnP vendor. String. Field value shall ¢begin with the following “product to
(defined by HTTP/1.1). The first product token identifes the operating system in the form OS name/OS ve
the second token represents the UPnP version and shall be URAP/2.0, and the third token identifes the pr
ysing the form product namel/product version. For example,SERVER: unix/5.1 UPnP/2.0 MyProduct/1.0”

&equired. Field value contains Subscription Identifier. Shall be universally unique. Shall begin with
efined by UPnP vendor. See clause 1.1.4, “UUID formyat and recommended generation algorithms” fd
rhandatory UUID format.

Required. Field value contains actual duration until subscription expires. Keyword “Second-" followed |
ihteger (no space). Should be greater than @r equal to 1800 seconds (30 minutes).

Required if TCP FIN flag cannot betguaranteed to be sent before the initial event is sent. shall have field
10",

Required if the SUBSCRIPTION contains the STATEVAR header containing a valid CSV of implem
dvented state variables. The implementation then shall only send events for the state variables listed i
$TATEVAR list. When one of the listed state variables in the STATEVAR CSV list is not implemented
ACCEPTED_STATEVAR header shall not be sent back. This means that the subscription is valid and all
ariables designated to be evented shall be evented.

ntain

RFC

ens”
sion,
bduct
SID

huid:.
r the

y an
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ented
h the
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Table 4-4: — HTTP Status Codes indicating a Subscription Error

ErrorCode errorDescription Description

Incompatible header | An SID header field and one of NT or CALLBACK header fields are
fields present.

or the NT header field does not equal upnp:event.

Precondition Failed CALLBACK header field is missing or does not contain a valid HTTP URL;

Unable to accept If the publisher is unable to accept a renewal, it shall respond with
renewal appropriate 500-series HTTP status code.

an

Other errors, including other HTTP status codes, MAY be returned by layers in the protocol

stack below the UPnP protocols. Consult documentation on those protocols for details.
© ISO/IEC 2017 — All rights reserved

83


https://iecnorm.com/api/?name=b9da304ced0c53a311edf06607f10d23

ISO/IEC 29341-1-2:2017(E)

41.3 Renewing a subscription with SUBSCRIBE with SID

To renew a subscription to eventing for a particular service, a renewal message is sent to that
service's fully qualified event subscription URL (See clause 4.1.2, “SUBSCRIBE with NT and
CALLBACK?”). However, unlike an initial subscription message, a renewal message does not
contain either the service's identifier nor a delivery URL for event messages. Instead, the
message contains the subscription identifier assigned by the publisher, providing an
unambiguous reference to the subscription to be renewed. Like a subscription message, a
renewal message MAY also include a requested subscription duration. A multi-homed control
point shall send the renewal message using the same pair of UPnP-enabled interfaces used
for the initial subscription.

The| renewal message uses the same method as the subscription message, but the|two
mesjsages use a disjoint set of header fields; renewal uses SID and subscription uses'NT|and
CALLBACK. A message that includes SID and either of NT or CALLBACK header fields i an
errof.

To renew a subscription to eventing for a service, a subscriber shall send”a request |with
method SUBSCRIBE and SID header field in the following format. Values in italics| are
placeholders for actual values.

JUBSCRIBE publisher path HTTP/1.1

HOST: publisher host:publisher port

$ID: uuid:subscription UUID

TIMEOUT: Second-requested subscription duration

(No |body for method with request SUBSCRIBE, but nafe that the message shall have a bjank
line [following the last HTTP header field.)

List¢d below are details for the request line and header fields appearing in the listing abpve.
Field names are not case sensitive. All field values are case sensitive except where noted

Request line

SUBSCRIBE

Method to initiate or renew a subscription.

publigher path
FPath component of the fully~qualified event subscription URL. Single, absolute path (see also RFC 2616,
dlause 3.2.2).
HTTH/1.1

The version supporied by the control point. (Note: the control point shall implement all mandatory compopents
qf the

ersion spgecified). MAY be any HTTP version that is backwards compatible to HTTP/1.0 (like HTTP/1.1)
Header fields

HOST

Required. Field value contains domain name or IP address and optional port components of fully qualified
event subscription URL. If the port is missing or empty, port 80 is assumed.

CALLBACK

(No CALLBACK header field is used to renew an event subscription.)

NT

(No NT header field is used to renew an event subscription.)

SID

Required. Field value contains Subscription Identifier. Shall be the subscription identifier assigned by publisher
in response to subscription request. Shall be universally unique. Shall begin with uuid:. Defined by UPnP
vendor. See clause 1.1.4, “UUID format and recommended generation algorithms for the mandatory UUID
format.
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TIMEOUT

Recommended. Field value contains requested duration until subscription expires. Keyword Second- followed
by an integer (no space). UPnP 1.0 defined that the integer can be replaced by the keyword infinite. This has

been deprecated in UPnP 2.0: UPnP 2.0 control points shall not subscribe using keyword infinite.
reference above.

See

To accept a renewal, the publisher reassigns a duration for the subscription and shall send a
response in the same format and with the same conditions as a response to a request for a

new subscription, except that the initial event message is not sent again.

If a publisher cannot accept the renewal, or if there is an error with the renewal request,

the

publisher shall send a response with one of the following errors. The response shall be sent

'th 20 <l + L als ool b + + i
WI nmJIv oTULUIITUS, IIIUIUUIIIH CApTULLITU LIAlTolTmooTuUTT UTTIC .

Table 4-5: — HTTP Status Codes indicating a Resubscription Error

ErrorCode errorDescription Description
400 Incompatible header | An SID header field and one of NT or CALLBACK header fields are
fields present.
412 Precondition Failed An SID does not correspond to a known, un-expised subscription;

or the SID header field is missing or empty.

5xx Unable to accept If the publisher is unable to accept a renewal, it shall respond with
renewal appropriate 500-series HTTP status code

Other errors, including other HTTP status codes, MAY be returned by layers in the profocol

stack below the UPnP protocols. Consult documentation ofi.those protocols for details.

4.1. Canceling a subscription with UNSUBSCRIBE

Whgn eventing is no longer needed from a particular service, a cancellation message shpuld

be [sent to that service's fully qualified gvent subscription URL (see clause 4
“SUBSCRIBE with NT and CALLBACK”). The,message contains the subscription identifie

1.2,
r. A

mulfi-homed control point shall send the cancellation message using the same pair of UPnP-
enabled interfaces used for the initial subscription. Canceling a subscription generally red{fices

serviice, control point, and network .lgad. If a control point is removed abruptly from
network, it might be impossible to"send a cancellation message. As a fallback,
subgcription will eventually expire«én its own unless renewed.

the
the

To gxplicitly cancel a subscription to eventing for a service, a subscriber shall send a request

with| method UNSUBSCRIBE 'in the following format. Values in italics are placeholders
actual values.

UYNSUBSCRIBE pubiifher path HTTP/1.1
HOST: publishél*host:publisher port
$ID: uuid:gubscription UUID

(No|body for request with method UNSUBSCRIBE, but note that the message shall ha
blar‘1k line following the last HTTP header field.)

for

€ a

Listed below are details for the request line and header fields appearing in the listing above.

Field names are not case sensitive. All field values are case sensitive except where noted.

Request line

UNSUBSCRIBE

Method to cancel a subscription.

publisher path

Path component of the fully qualified event subscription URL. Single, absolute path (see also RFC 2616,

clause 3.2.2).
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/1.1

The version supported by the control point. (Note: the control point shall implement all mandatory components
of the

version specified). MAY be any HTTP version that is backwards compatible to HTTP/1.0 (like HTTP/1.1)

Header fields

HOST

Required. Field value contains domain name or IP address and optional port components of fully qualified
event subscription URL. If the port is missing or empty, port 80 is assumed.

CALLBACK
(No CALLBACK header field is used to cancel an event subscription.)
NT
(No NT header field is used to cancel an event subscription.)
SID
Required. Field value contains Subscription Identifier. Shall be the subscription identifierassigned by publisher
ih response to subscription request. Shall be universally unique. Shall begin with, uuid:. Defined by UPnP
endor. See clause 1.1.4, “UUID format and recommended generation algorithms”/for the mandatory PUID
fprmat.
TIMEPUT
(No TIMEOUT header field is used to cancel an event subscription.)
To gancel a subscription, a publisher shall send a responsetin the following format withip 30
seconds, including expected transmission time.
HTTP/1.1 200 OK
Response line
HTTH/1.1
The highest version supported by the origin server that is compatible with the control point that issuefl the
request.
For example, if the control point, specified support for HTTP/1.0 in the request, the response shall cgntain
HTTP/1.0.
200 QK
HTTP defined status codetindicating that no HTTP errors were detected.
If there is an error with' the cancellation request, the publisher shall send a response with|one
of the following errers. The response shall be sent within 30 seconds, including expegted
trangmission time:
Table 4-6: — HTTP Status Codes indicating a Cancel Subscription Error
ErrorCode errorDescription Description
400 Incompatible header | An SID header field and one of NT or CALLBACK header fields are
fields present.
412 Precondition Failed An SID does not correspond to a known, un-expired subscription;
or the SID header field is missing or empty.

Other errors, including other HTTP status codes, MAY be returned by layers in the protocol

stac

4.2

86

k below the UPnP protocols. Consult documentation on those protocols for details.

Multicast Eventing
Figure 4-3: — Multicast eventing architecture
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The| publisher MAY note changes'to state variables by sending multicast event messages.
Mulficast event messages confain the names of one or more state variables and the cufrent
valu]e of those variables, expressed in XML. To send and receive multicast event messages,
confrol points and services“use the following subset of the overall UPnP protocol stack. {The
overall UPnP protocol stack is listed at the beginning of this document.)

Figure 4-4: — Mulitcast eventing protocol stack

||UPnP vendor [purple-italic]

!!UPnP Forum [red-italic]

!!UPnP Device Architecture [green-bold]

ee————————————————————— |
|Multicast Eventing [navy-bold]

||UDP [black]

||IP [black]

At the highest layer, multicast event messages contain vendor-specific information like
vendor-specific state variable or specific variable values. Moving down the stack, vendor
content is supplemented by information from a UPnP Forum working committee, such as
service identifiers or variable names. Messages from the layers above are hosted in UPnP-
specific protocols to transport events in a similar format to unicast UPnP events, but over a
multicast address where subscriptionless eventing fits the desired usage. These messages
are based on the HTTP protocol header and body format, but are not HTTP compliant
because they are defined over UDP sockets. Throughout this clause, the same formatting and
extension rules for SSDP as set forth in clause 1.1.2, “SSDP message header fields” and
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clause 1.1.3, “SSDP header field extensions” are used to give HTTP-like header field
formatting. In addition, services that use evented complex datatypes shall follow the
requirements in clause 2.5, “Service description”. Lastly, like SSDP, to limit network
congestion, the time-to-live (TTL) of each IP packet for each multicast message should default
to 2 and should be configurable. This should be the same value as that used in SSDP. When
the TTL is greater than 1, it is possible for multicast messages to traverse multiple routers;
therefore control points and devices using non-AutolP addresses shall send an IGMP Join
message so that routers will forward multicast messages to them (this is not necessary when
using an Auto-IP address since packets with Auto-IP addresses will not be forwarded by
routers).

Mul{f B ; ea
gredter possibility of message loss with greater packet size. To increase the probabilify of
sucgessful transmission, each message MAY be retransmitted one or more times. JTherefore,
UPnP working committees shall specify the event size and event retransmission-rules, based
on their need for reliability.

4.3 | Event messages

mesiages contain the names of one or more state variables and the leurrent value of those
variables. Event messages shall be sent in a timely manner so that,subscribers are accurately
infofmed about the state of the service and can provide a responsive user interface. |
value of more than one variable is changing at the same time, the publisher should bu
these changes into a single event message to reduce processing and network traffic.

A sErvice publishes changes to certain state variables by sending event messages. These

As gxplained above, an initial event message is sent whenh a subscriber first subscribes;| this
evemnt message contains the names and values <for all evented variables or individual
reqyested variables and allows the subscriber to initialize its model of the state of the seryice.
Thig message should be sent as soon as possible after the publisher accepts a subscription.
Thig message shall be sent, even if the control point unsubscribes before the messagde is
deliyered. Subscription does not cause multicast event messages.

Mulficast event messages are constrained to being transported in a single UDP payload. [This
congideration is important when identifying variables that are to be multicast. If the cumulative
size| of the variables that are eligible for being sent by multicast exceeds the UDP packet’s
capacity, it may be necessary toisend multiple, distinct multicast events.

Both unicast and multicast @vent messages are tagged with an event key. In unicast eventing,
a sgparate event key shall be maintained by the publisher for each subscription to faciljtate
errof detection (as explained below). The event key for a subscription is initialized to 0 when
the |publisher sends\the initial event message. For each subsequent event message,| the
publisher increments’ (by one) the event key for a subscription, and includes that updated| key
in the event méssage. The event key for multicast events is also initialized to 0 when| the
publisher sends the initial event message. For each subsequent multicast event message| the
publisher .inecrements (by one) the event key for the multicast events, and includes |that
updated(key in the event message. Any implementation of event keys shall handle overflow

the previous key. The key shall be implemented as a 4 Byte (32 bit) unsigned integer.

All UPnP event messages shall be encoded using UTF-8.

4.3.1 Error Cases

For unicast eventing, the publisher shall send all event messages to the subscriber until the
subscription expires even when the subscriber fails to respond. When a subscriber has
missed one or more event messages, the subscriber MAY synchronize with the device’s
evented state by unsubscribing and re-subscribing. By doing so, the subscriber will get a new
subscription identifier, a new initial event message, and a new event key.

For multicast eventing, since UDP is inherently unreliable, retransmission of a multicast event
message (using the same SEQ field value) can increase the reliability. The receiver shall
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interpret the same SEQ field value from separate multicast event messages from a same
service (identified by USN field value) as being the exactly the same message sent multiple
times and shall therefore ignore such duplicates. Some state variables may change value too
rapidly for some environments, for example enterprises. Working committees shall specify
traffic constraints for the DCP given these concerns and guidelines. Working committees
should consider both the interval for transmission of multicast events per event type (LVL:)
and the retransmission rules for particular event instances.

4.3.2 Unicast eventing: Event messages: NOTIFY

To send an event message, a publisher shall send a request with method NOTIFY using the
following format. The following two examples illustrate an event message using the
CONTENT-LENGTH header and an event message using chunked encoding. Values inijtalics
are placeholders for actual values.

Evept messages sent to different subscribers that have the same sequence number s$hall
confain the same content except for the HOST header field. A multi-homed device shall $end
the |event message using the same pair of UPnP-enabled interfaces used for the initial
subsgcription.

Not¢: XML namespace prefixes do not have to be the specific examples shown below (g.g.,

s” pr “u”); they can be any value that obeys the rules of the ‘géneral XML namespace
mechanism; control points shall accept event messages that use\other legal XML namesiace
pref|xes.

Event message using the CONTENT-LENGTH header — Valid with HTTP/1.0 or HTTP/1.1

NOTIFY delivery path HTTP/1.0
HOST: delivery host:delivery port
ONTENT-TYPE: text/xml; charset="utf-8"
HT: upnp:event
TS: upnp:propchange
ID: uuid:subscription-UUID
jEQ: event key
ONTENT-LENGTH: bytes in body

11010

?xml version="1.0"?>
e:propertyset xmlns:e="urn:schemas-upnp-org:event-1-0">
<e:property>

<variableName>new valde</variableName>

</e:property>

Other variable names( apd values (if any) go here.

/e:propertyset>

Evept message using chunked encoding — Valid with HTTP 1.1 only

NOTIFY desivery path HTTP/1.1
HOST: dalhiwery host:delivery port
ONTENTSTYPE: text/xml; charset="utf-8"

T:supnp:event
TSY Aupnp : propchange

o 5 3 3
SITD U IS SO ST IOt IO oot D

TRANSFER-ENCODING: "chunked"
SEQ: event key

Length of chunk 1 in hexadecimal notation

<?xml version="1.0"?>
<e:propertyset xmlns:e="urn:schemas-upnp-org:event-1-0">
<e:property>
<variableName>new value</variableName>
</e:property>

Other variable names and values (if any) go here.

</e:propertyset>
0

Listed below are details for the request line, header fields, and body elements appearing in
the listing above. Field names are not case sensitive. All field values are case sensitive
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except where noted. All body elements and attributes are case sensitive; body values are not
case sensitive except where noted. Except where noted, required elements shall occur exactly
once (no duplicates), and recommended or allowed elements MAY occur at most once. In
particular, a single propertyset element shall not include more than one property element
that specifies the same variableName element; separate event notification messages shall be
used.

Request line

NOTIFY

Method to notify client about event.

delivgry path

Fath component of delivery URL (CALLBACK header field in subscription message). Destination™\for gvent
rmessage. Single, absolute path (see also RFC 2616). shall be from one of the URLs contajned in the
ALLBACK header field, without truncation or modification.

HTTH/1.1

Highest HTTP version supported by the device. (Note: chunked encoding shall not begyused if the control |point
qupports only HTTP 1.0).

Header fields

HOST
Required. Field value contains domain name or IP address and optional port components of delivery| URL
(ICALLBACK header field in subscription message). If the port is missing.or empty, port 80 is assumed.
ACCHPT-LANGUAGE

(No ACCEPT-LANGUAGE header field is used in event messSages.)

CONTENT-LENGTH

Required if Origin Server does not close the session“after sending the response AND Origin Server does not
dend the response using chunked encoding.

PROHIBITED if Origin Server sends the response’using chunked encoding. Allowed otherwise.

Kield value specifies the length of the body(in bytes. Integer.

TRANSFER-ENCODING

Allowed for HTTP/1.1 and above:\Field value specifies whether the response is chunked encoded by having
fleld value “chunked” (in the e€xample above the body is sent in a single chunk). shall not be specifled if
ONTENT-LENGTH header field*is present.

CONTENT-TYPE

Required. Field value.shall be “text/xml; charset="utf-8" ”

NT
Required. Eieldvalue contains Notification Type. shall be upnp:event.

NTS
Fllequired. Field value contains Notification Sub Type. shall be upnp:propchange.

SID
Required. Field value contains Subscription Identifier. shall be universally unique. shall begin with uuid:.
Defined by UPnP vendor. See clause 1.1.4, “UUID format and recommended generation algorithms” for the
MANDATORY UUID format.

SEQ

Required. Field value contains Event Key. Shall be 0 for initial event message. Shall be incremented by 1 for
each event message sent to a particular subscriber. To prevent overflow, shall be wrapped from 4294967295
to 1. 32-bit unsigned value represented as a single decimal integer without leading zeroes (some
implementations MAY include leading zeroes, which should be ignored by the recipient).

Body

<propertyset>

Required. xm1lns namespace attribute shall be urn:schemas-upnp-org:event-1-0. Contains the following sub
element:
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<property>

Required. Repeat once for each variable name and value in the event message. Shall be qualified by
the namespace prefix defined in the xmlns attribute of the <propertyset> element. Contains the
following sub element:

<variableName>

Required. Element is name of a state variable that changed (<name> sub element of
<stateVariable> element in service description). Shall not be qualified with any
namespace. Value is the new value for this state variable. Case sensitive. Single data type as
specified by UPnP service description.

For future exten3|b|I|ty and accordlng to the requwements in clause 2. 7 “Non- standard vendor

. A ting
sub
hen
the
confrol point, event notifications MAY be sent by the service to the control poinf ‘contaiping
stat¢ variable names that are not recognized by the control point. The control point shpuld
discprd and ignore such unrecognized state variables within event notification\messages.

Whgn the new value of any variable contains one or more charactersireserved as mafkup
(sudh as ampersand (“&”) or less than (“<”)), the text shall be escaped in accordance with the
proViisions of clause 2.4 of the XML specification and each such<character replaced with the
equivalent numeric representation or string (such as “&amp;*or “&lt;”). Such charagters
appearing in URLs that appear as values MAY also be pergent-encoded in accordance |with

resqurces on the device shall be reachable on the URnP-enabled interface on which the ejent

Sublect to the constraints defined in clause™2.7, “Non-standard vendor extensions” |and
clause 2.8, “UPnP Device Schema”, control points and devices shall ignore any KML
comments or XML processing instructions 'embedded in UPnP event messages that the}y do

MAY send the event notification using, chunked encoding if the SUBSCRIBE request specjfied
HTTIP 1.1. It is therefore recommended that all implementations that include HTTP 1.1 i the
SUBSCRIBE request support rec¢eiving chunked encoding.

To gcknowledge receipt of this event message, a subscriber shall respond within 30 seconds,
inclyding expected transmission time. A multi-homed subscriber shall send the response using
the same pair of UPnP=enabled interfaces used for the event message. If a subscriber does
not fespond within 3Q-seconds, or if the publisher is unable to connect to the subscription JRL,
the |publisher sheuld abandon sending this message to the subscriber but shall keep| the
subgcription active and send future event messages to the subscriber until the subscrigtion
expires or is'cancelled. The subscriber shall send a response in the following format.

TER/ I 1 200 OK

Response line

HTTP/1.1

Highest HTTP version supported by the control point that is compatible with the device that sent the event
message.

200 OK

HTTP defined status code indicating that no HTTP errors were detected.
(No body for a request with method NOTIFY, but note that the message shall have a blank
line following the last HTTP header field.)

If a device sends an event to a control point using HTTP/1.0 without the KeepAlive token, the
control point shall close the socket after responding. If a device sends an event to a control

© ISO/IEC 2017 — All rights reserved 91


https://iecnorm.com/api/?name=b9da304ced0c53a311edf06607f10d23

ISO/IEC 29341-1-2:2017(E)

point using HTTP/1.1 and sets the Connection:CLOSE token, the control point shall close the
socket after responding.

If there is an error with the event message, the subscriber shall respond with one of the
following errors. The response shall be sent within 30 seconds, including expected
transmission time.

Table 4-7: — HTTP Status Codes indicating a Notify Error

ErrorCode errorDescription Description

400 Bad request The NT or NTS header field is missing;
or the request is malformed.

412 Precondition Failed An SID does not correspond to a known, un-expired subscription;
or the NT header field does not equal upnp:event;

or the NTS header field does not equal upnp:propchange;

or the SID header field is missing or empty.

Othegr errors, including other HTTP status codes, MAY be returned by layers in the profocol
stack below the UPnP protocols. Consult documentation on those protocols for details.

4.3. Multicast Eventing: Event messages: NOTIFY

To gend a multicast event message, a publisher shall send a méssage with method NOTIFY
using the following format. The following example illustrates~an event message using| the
CONTENT-LENGTH header. Values in italics are placeholders,for actual values.

A multi-homed publisher shall multicast the event message on each of its UPnP-enapled
interfaces. Event messages sent on different UPnP-ehabled interfaces that have the spme
seqlience number shall contain the same content.€xeept for possibly the HOST header ffield
and|any fully-qualified URLs contained in the <event body. The HOST header field of an
advertisement shall be the standard multicast\eventing address specified for the profocol
(IPv@ or IPv6) used on the interface. All fullyzqualified URLs contained in the event body|that
refef to resources on the device shall be reachable on the UPnP-enabled interface on which
the event message is sent.

Notg: XML namespace prefixes do_not have to be the specific example shown below (e.g/, “s”

or “4”); they can be any value thatiobeys the rules of the general XML namespace mechanism;
confrol points shall accept eveptimessages that use other legal XML namespace prefixes.

Multicast event message using the CONTENT-LENGTH header — Valid with HTTP/1.p or
HTTP/1.1

NOTIFY * HTTP/1 40
HOST: 239.255,2554246:7900 *** note the port number is different than SSDP ***
ONTENT-TYPEe.text/xml; charset="utf-8"
SN: Uniqué/jSérvice Name for the publisher
VCID: Sér%tceID from SCPD
T: upapyévent
TS: (upnp:propchange
EQ:s Monotonically increasing sequence count
VDY event importance
BOOTID.UPNP.ORG: number increased each time device sends an initial announce or update
message
CONTENT-LENGTH: bytes in body <?xml version="1.0"?>
<e:propertyset xmlns:e="urn:schemas-upnp-org:event-1-0">

<e:property>

<variableName>new value</variableName>

</e:property>

<!-- Other variable names and values (if any) go here. -->
</e:propertyset>

Listed below are details for the request line, header fields, and body elements appearing in
the listing above. Field names are not case sensitive. All field values are case sensitive
except where noted. All body elements and attributes are case sensitive; body values are not
case sensitive except where noted. Except where noted, required elements shall occur exactly
once (no duplicates), and recommended or allowed elements MAY occur at most once. In
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particular, a single propertyset element shall not include more than one property element
that specifies the same variableName element; separate event notification messages shall be

use

d.

Request line

Shal

I be “NOTIFY *HTTP/1.1”

Header fields

HOS

CON]

CON]

USN

svC

NT

NTS

SEQ

LVL

T

an:nrnrl Eield—value—shalbe—239. 255 2558 246:-7900 Plgase—hote—thatportpumberZ2900 is—different, from
P

9 SDP port number 1900.

[ENT-LENGTH

Required. Field value specifies the length of the body in bytes. Integer. Chunked encoding shall-not be |used
fpr multicast event messages.

[ENT-TYPE

Required. Field value shall be “text/xml; charset="utf-8"".

Required. Field value contains Unique Service Name for the publisher. Identifies a unique instance of a sdrvice
ih a unique instance of a device. It shall be one of the following forms”The prefix (before the double golon)
ghall match the value of the UDN element in the device description. (Clause 2, “Description” explains the|UDN
dlement.) Single URI.

uuid:device-UUID::urn:schemas-upnp-org:service:serviceType:vef

where device-UUID is specified by the UPnP vender; serviceType and ver are defined by the YPnP

Forum working committee. See clause 1.1.4, “UUID format and recommended generation algorifhms”

for the MANDATORY UUID format.
uuid:device-UUID::urn:domain-name:service:servicePype:ver

where device-UUID, domain-name, setrviceType and ver are defined by the UPnP vendor.| See
clause 1.1.4, “UUID format and reéemmended generation algorithms” for the MANDATORY pUID
format. Period characters in the ‘demain name shall be replaced by hyphens in accordance with|RFC
2141.

10)

Required. Field value contains ServicelD from the SCPD to uniquely identify which service generated the gvent.
As defined in clause 2.2, “Generic requirements on XML usage”

Required. Field value.contains Notification Type. Shall be upnp:event.

Required. Field value contains Notification Sub Type. Shall be upnp:propchange.

Required. Field value contains Event Key The numerlc sequence count shall be 0 for |n|t|a| muItlcast bvent
J en a
multlcast message is retransmltted it shaII be sent W|th its original event key. To prevent overflow shall be
wrapped from 4294967295 to 1. 32-bit unsigned value represented as a single decimal integer without leading
zeroes (leading zeroes, if present, shall be ignored by the recipient).

Required. Field value shall be a string in UTF-8. Event level allows the receiver to first level filter messages
based on the value and is defined by the UPnP Technical Committee. See Table 4-8, “Multicast event levels”
for the Event Levels defined with this version of the UPnP architecture. UPnP Working Committees shall
specify event level values when defining events that will be multicast.

The following table summarizes defined event levels and the expected meaning of those values. Event levels
defined by the UPnP Forum Technical Committee start with the prefix “upnp:”. Vendor and other extensions
outside the UPnP Forum shall be prefixed by the domain name of the defining organization. For example:
“domain.org:/alerts/level/”

© ISO/IEC 2017 — All rights reserved 93


https://iecnorm.com/api/?name=b9da304ced0c53a311edf06607f10d23

ISO/IEC 29341-1-2:2017(E)

Table 4-8: — Multicast event levels

Event Level Description
upnp:/emergency The event carries critical information that the
device should act upon immediately.
upnp:/fault The event carries information related to an
error case
upnp:/warning The event carries information that is a non-

critical condition that the device MAY want to
process or pass to the user

uEIIE.I’;IIfU T:IC CVCIIt cdarlt ;C) ;III[UI IIIGt;UII abuut t:u—: 1TU1 Illall
operation of the device that may be of interest
to end-users. This information is simply
informative and does not indicate any abnormal
condition or status such as a warning or fault.
Other event levels are defined for those
purposes.

upnp:/debug The event carries debug information typically
used by programmers and test engineers to
evaluate the internal operation of thé-device.
This information is typically not ,displayed to

end users.

upnp:/general For events that fit into no-oether defined
category

<domain>:/<level> Example vendor exteénsion. Domain is the ICANN

domain name for,the)vendor and level is an
arbitrary string defined by the vendor. E.g.
domain.org: /alerts/type/

BOOTID.UPNP.ORG

equired. As defined in clause 1.2, and 1.2.2.

Body

<propertyset>

equired. xmins namespace shall be “wtn:schemas-upnp-org:event-1-0". Contains the following sub elemgnt:

<property>

Required. Repeat oncefor each variable name and value in the event message. Shall be qualifigd by
the namespace prefix“defined in the xmlns attribute of the <propertyset> element. Containg the
following sub element:

<variableName>

Required. Element is name of a state variable that changed (name sub elemept of
stateVariable element in service description). Shall not be qualified with any namespace.
Value is the new value for this state variable. Case sensitive. Single data type as specified by
UPnP service description.

Notg that for simplicity many of the header fields for multicast eventing are the same as for
unicast.eventing. These include: HOST, CONTENT-TYPE, USN, NT, NTS, and SEQ. In
addition, the body of the message (propertyset) has the same jormat as unicast events.

For future extensibility and according to the requirements in clause 2.7, “Non-standard vendor
extensions” and clause 2.8, “UPnP Device Schema”, when processing XML like the listing
above, devices and control points shall ignore: (a) any unknown elements and their sub
elements or content, and (b) any unknown attributes and their values. Subject to the
constraints defined in clause 2.7, “Non-standard vendor extensions” and clause 2.8, “UPnP
Device Schema”, control points and devices shall ignore any XML comments or XML
processing instructions embedded in UPnP device and service descriptions that they do not
understand. The control point should discard and ignore unrecognized state variables within
multicast event notification messages.

When the new value of any variable contains one or more characters reserved as markup
(such as ampersand (“&”) or less than (“<”)), the text shall be escaped in accordance with the
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provisions of clause 2.4 of the XML specification and each such character replaced with the
equivalent numeric representation or string (such as “&amp;” or “&lt;”). Such characters
appearing in URLs that appear as values MAY also be percent-encoded in accordance with
the URL percent-encoding rules specified in clauses 2.1 and 2.4 of RFC 3986.

4.4 UPnP Event Schema

The UPnP Event Schema defines the structures and data types used in the body of UPnP
event notifications. As explained with the UPnP Device and Service Schemas, the UPnP
Event Schema is written in XML syntax according to the conventions of XML Schema (Part 1:
Structures, Part 2: Datatypes). The UPnP Event Schema is defined within a UPnP service
template; however, the schema shall conform to the format as defined in clause B.5, “UPnP
Evept Schema”. The elements it defines are used in event notifications.

As lexplained in clause 2, “Description”, the UPnP Service Schema also specifids a
senpEvents attribute for a state variable. The default value for this attribute)is” “yes”] To
deno¢te that a state variable is evented, the value of this attribute is “yes” (orithe attribute is
omifted) in a service description; to denote that a state variable is non-evented, the valye is
“m”rNote that if all of a service's state variables are non-evented, the service has nothirlg to
publish, and control points cannot subscribe and will not receive evenhtymessages from| the
service.

4.5 | Augmenting the UPnP Device and Service Schemas

Some state variables may change value too rapidly for eventing to be useful. UPnP Fgqrum
Working Committees or UPnP vendors may document moderation in the number of eyent
mesjsages sent due to changes in a variable’s value. Event moderation may include limitation
on the frequency in reporting change of a state variable{value or a minimum degree of chgnge
that|shall occur before a change is reported.

Parameter Description

maximumRate Single numeric value (in seconds) of type integer or float. State variable v shall not be|part
of an event message more often than every n seconds. If v is the only state variable
changing, then an event message containing the state variable shall not be generated
more often than everyi/seconds. If v has changed sooner than n seconds from the lagt
event message that eontains v, then an event message containing the current value offv
shall be sent in a_ timely manner after n seconds from the previous event message
containing v. If ¥ has not changed within n seconds following the last event message that
contains v, thennwhen v does change an event message with the current value of v shall be
sent in a timely manner. Specifying a maximumRate value is useful for variables that
model frequently changing state variables.

minimumDelta Single“numeric value (minimum change required) whose type shall match the
corresponding state variable. State variable v shall not be part of an event message upless
itsvalue has changed (plus or minus) by at least minimumDelta since the last time an
event message was sent that contains v. Only valid for state variables with a numeric
(integer or float) data type. Specifying a minimumDelta value is useful for variables tHat
model continuously changing state variables.

The|publisher MAY send out any changed moderated variable when an event goes out.|[The
pub’tsher shall meet moderation rules described above, but the publisher MAY flush regent
changes when it sends out an event message.

Note that moderation affects events only and not state table updates. Specifically, control
actions which return the value of state variables MAY return a more current value than
published via eventing. Put another way, moderation means that not all state table changes
result in events.

Decisions about which variables to event and any possible moderation is up to the appropriate
UPnP Forum working committee (for standard services) or a UPnP vendor (for non-standard
services).

4.6 References

RFC 2616, HTTP: Hypertext Transfer Protocol 1.1. Available
at: http://www.ietf.org/rfc/rfc2616.txt.
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RFC 3986, Uniform Resource Identifiers (URI): Generic Syntax. Available
at: http://www.ietf.org/rfc/rfc3986.txt.

XML, Extensible Markup Language. Available at: http://www.w3.0rg/TR/2000/REC-xml-
20001006.

XML Schema (Part 1: Structures, Part 2: Datatypes). Available
at: http://www.w3.org/TR/xmlschema-1, http://www.w3.org/TR/xmlschema-2.

5 Presentation

whe) evices get network addresses, after di

send actions to devices, and eventing (Step 4) where control points listen to state changes in
device(s).

After a control point has (1) discovered a device and (2) retrieved a description of the deyice,
the pontrol point is ready to begin presentation. If a device has a URL"for presentation, fhen
the |control point can retrieve a page from this URL, load thelpage into a browser pnd,
depénding on the capabilities of the page, allow a user to control the device and/or View
device status. The degree to which each of these can be_accomplished depends on| the
speg¢ific capabilities of the presentation page and device.

Figure 5-1: — Presentationtarchitecture
root device

control point ->

P 7

/

description / HTTP RESP service

______ / /

------ S 52

presentation URL /

""" /

/

x

device
"

HTML page,
service

The| URL<for presentation is obtained from the presentationURL element in the degvice
desg¢ription. If presentationURL is an absolute URL, the fully qualified presentation URL if the
pregentationURL. Otherwise, if presentationURL is a relative URL, the fully qualjfied
presentation URL is the URL resolved from presentationURL in accordance with clause 5 of
RFC 3986, using either the URLBase element, if specified, or the URL from which the device
description was retrieved as the base URL. A multi-homed control point that attempts to
retrieve a presentation page on a particular UPnP-enabled interface shall use the fully
qualified presentation URL from the description document received on that interface. The
device description is delivered via a description message. Clause 2, “Description” explains the
device description and description messages in detail.

Retrieving a presentation page is a simple HTTP-based process and uses the following subset
of the overall UPnP protocol stack. (The overall UPnP protocol stack is listed at the beginning
of this document.)

Figure 5-2: — Presentation protocol stack
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At the highest layer, the presentation page is specified by a UPnP vendor. Moving down the
stack, the UPnP Device Architecture specifies that this page be written in HTML. The page is
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be an HTML page; it is recommended that the page-bé based upon XHTML-Basic.

d to, all capabilities of the control point's browser, s€ripting language or browser plug

or MAY wish to use UPnP mechanisms for)control and/or eventing, leveraging
ce's existing capabilities but is not constrained to do so.

with charset attribute). Control points should use the ACCEPT-LANGUAGE
ITENT-LANGUAGE feature of HTTR\ to try to retrieve a localized presentation p
Cifically, a control point MAY inclade a HTTP ACCEPT-LANGUAGE header field in|
est for a presentation page; if an ACCEPT-LANGUAGE header field is present in
est, the response shall include a CONTENT-LANGUAGE header field to identify
p's language.

recommended that fully“qualified URLs to resources on the device are not embedds
L presentation pages, ‘but that relative URLs are used instead, so that the host portig
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Annex A
(normative)
IP Version 6 Support

A.0 Note (informative)

2014 IPv6 Support Update: This revision to the UPnP Device Architecture Annex A is motivated by a need to allow
UPnNP services and implementations to determine address selection preferences, and not require they abide by the
default RFC 6724 preference scheme. RFC 6724 (which obsoleted RFC 3484) expressed IPv6 preference as a
default behavior, but explicitly recognized that applications may have good reason to use other preference
schemes, and described several possible other preference schemes.

2012 :PVU Suppult Upu‘atc T;Iib ICVib;UII tU “IU UPIIP Dcvibc I"‘\Ibilitcbtulc I:\IIIIU)\ A ib IIIU?.intUUI IUy UptCld |Ona|
expefience gained since the previous update. There are four high level goals addressed with these latest changes:

.IPv6 support needs to be required in order for new and existing devices to interoperate with each other

P. GUA and ULA should be treated with equal weight, with address selection performed acegrding to [IETF
guidance

.IPv6 needs to be preferred over IPv4 whenever it is available, per IETF guidance
4.The IPv6 updates need to be applicable to UDA 1.0, UDA 1.1 and UDA 2.0 implementations

UPnR devices and control points need to be encouraged to support IPv6. The IRPv4"public address spafe is
effecfively exhausted, and the move towards IPv6 is considered inevitable. Service providers and on-line cgntent
provigers are all adding support of IPv6. Consumer electronics devices that are_capable of accessing on-line
serviges and content will also need to move to IPv6. In fact, the IETF has signaled,its opinion on the deploymg¢nt of
IPv6 |[in RFC 6540, titled “IPv6 Support Required for all IP-capable Nodes./ Also, as IPv6 standards and support
progfess, there may be additional benefit to having UPnP supported over/IPv6. There are potential advantages to
the Hemote Access architecture, as well as possible future benefits for traversal of multiple routers inside a home
netwprk. IPv6 support is being encouraged by CEA through the efforts*of a new CEA Working Group focus¢d on
IPv6 [and the transition from IPv4. UPnP needs to stay relevant in_the“evolving IP world, which demands that|IPv6
intergperability be enabled. Legacy UDA 1.0 certified devices are-allowed to remain non-IPv6 compliant, howepyer it
is highly recommended that all UPnP devices and control pointsysupport IPvé and dual-stack operation.

Whilg it may be preferable to use ULA for communication within the home network, preferring ULA over GUA {inder
all cgnditions would result in breaking external connectivity. This revision of Annex A defines ULA and GUA as
havirlg equal weight. It describes a “use both” approach;to’discovery and advertisement where devices and c¢ntrol
pointp perform initial communication on all enabled {P\addresses (IPv4 and IPv6 alike). For other communicgtion,
therel are standard mechanisms for making address selection that do not require a default overriding preferenge for
one ¢r the other addressing schemes. These methods are documented in IETF RFC 3484, which is currently peing
updated. UPnP devices that follow the most‘p-to-date standard for address selection will have the highest
guargntee of interoperability. Note that IETF"RFC 3484 also requires devices to prefer IPv6 over IPv4. There pre a
variely of reasons why the IETF has itaken this approach, and these reasons apply to UPnP deviceg and
applifations just as well as other devicgs and applications. It is also desirable for UPnP devices and applicatigns to
use dddress selection mechanisms_th@tyare consistent with those used by other applications and devices.

A1 Introduction

Most of today's Internet uses IPv4, which was first standardized in 1981. IPv4 has RQeen
remarkably resilient_in spite of its age, but it is beginning to have problems. Most importantly,
therg is a growing-shortage of IPv4 addresses, which are needed by all new machines added
to the Internét~Deployment of large numbers of UPnP devices will only exacerbate| the

|mprovements toIPv4 in areas such as routing and network automatlc conflguratlon IPv6 is
expected to gradually replace IPv4, with the two coexisting for a number of years, if not
decades, during a transition period.

This Annex describes mechanisms that will allow devices and control points based on the
UPnP Device Architecture to be used on IPv6 networks.

A.2 General Principles

A.21 UPnNnP Device Architecture V1.0

UDA 1.0 devices and control points SHALL implement IPv4 and support |IPv4-only operation,
and SHOULD implement IPv6 and support dual stack (IPv4 and IPv6) operation. Vendors
MAY choose to allow IPv6-only operation as a policy alternative, but a device and a control
point SHALL run IPv4 in order to be certified.
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A.2.2 UPnNnP Device Architecture V2.0

UDA 2.0 devices and control points SHALL implement IPv4 and IPv6, SHALL support dual
stack (IPv4 and IPv6) operation, and SHALL be capable of operating on IPv4-only and IPv6-
only networks. Vendors MAY choose to allow I|Pv4-only and/or IPv6-only operation as
configuration alternatives, but a device and a control point SHALL run dual-stack in order to
be certified.

A.2.3 IPv6é and Dual Stack

Devices operating in dual-stack mode SHALL perform discovery and advertisement on all
available non-temporary (RFC 4941) Globally Unique Addresses (GUA), Unique Local
Addfesses (ULA), Hink=tocat-Addresses—and—Pvé4—addresses—This—tistexcludes tc...phrary
addresses, deprecated address space, and addresses associated with various IPv4,fo, |[Pv6
transition technologies (e.g., 6to4, Teredo, ISATAP). While not expressly forbidden, these
addresses SHOULD NOT be used for discovery and advertisement. IETE.-RFC 724
recdmmends default source and destination address-selection behavior but specifically nptes
that|its selection rules are not to be construed to override an application or*upper layer's

explicit choice of a legal destination or source address. UPnP control points and deqieces

SHQULD use RFC 6724 default destination address selection algorithms) in the absenge of
more specific guidance. However, it is allowed for more specific guidance to exist, and UPnP
implementers are encouraged to identify if such guidance is needéd,to meet their partigular
use |cases. For any selected destination address, control points @nd devices SHALL use RFC
6724 source address selection algorithms.

All IPv6 devices and control points that implement both stacks are inherently multi-homed]| An
IPvg device or control point MAY also have multiple IPv6_addresses from both ULA and GUA
addfess scopes. The basic principle is that the unicast(addresses advertised by a devicel are
congistent with the scope used for that multicast “advertisement message. The ruleqd for
assqciating an IPv6 address with a particular multicast scope are defined based on the degree
of "fouteability” provided by a particular IPvB.address. The two multicast scopes currgntly
defined for use in UPnP are:

L Link-Local Scope (the stations reachable without routing) which uses addresses called Link-lLocal
Addresses.

¢ Site-Local Scope (a private network consisting of one or more links bounded by a site’s administfative
edge) which uses Unique Local“Addresses (ULA) or Globally Unique Addresses (GUA). This scope is
inclusive of the Link-Local Scepe.

See|RFC 4291 Section 2.7 fof*multicast scope definitions.

The| Internet Assigned.Numbers Authority has registered a multicast address and por} for
SSOP: an address jis.of the form FF0X::C. This is a variable scope multicast address whefe X
is changed to represent the appropriate scope. A device advertising on the local link wpuld
use|a scope of-2 and address [FF02::C]:1900. A site-scope advertisement on the hpme
network would<{Use scope 5 [see 2.7 of RFC 4291] and specify address [FF05::C]:1900. Tpble
A-1 shows the multicast scope to use with a particular source address.

Sinde @ UPnP device uses multicast for advertisements, and multicast eventing, and there|is a
corr:epnnding scope defined for multicastthe rules set forth below define the selecti of
unicast addresses in the context of the multicast scope used for multicast messages. In
addition, a UPnP device SHALL adhere to all multi-homed behaviors described in this
document.

The following requirements apply to devices and control points using the UPnP Device
Architecture over IPv6. This is an overview of the process. Implementers SHALL refer to the
cited references for details and conform to requirements included within those citations.

a) Devices and control points SHALL use only the Link-Local unicast address as the source
address and when specifying a literal IP address in LOCATION URLs in all multicast
messages that are multicast to the Link-Local scope FF02::C for SSDP and FF02::130 for
multicast eventing. Devices and control points SHALL listen on the Link-Local
scope. See RFC 4862 for details of Link-Local addressing.
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e) Devices and control points SHALL implement SLAAC (RFC 4862) for address assignment
on each IPv6-enabled interface. They MAY implement DHCPv6 with the IA-NA option
(RFC 3315) for address assignment. Once the address assignment process is complete,
the device or control point will have exactly one link local address available (unless
Duplicate Address Detection failed) and zero, one, or more ULA and/or GUA addresses
available for use, on an IPv6-enabled interface.

f) Devices and control points SHALL use an acquired ULA or GUA in all multicast messages
as the source address and when specifying a literal IP address in LOCATION URLs that
are multicast to the Site-Local scope addresses of either FF05::C or FF05::130.

g) Devices and control points SHALL NOT send Global scoped, Organization-Local scoped,
QT AdMIM-tocalr scoped muitticast messages.

\ device SHALL listen for unicast SSDP traffic on all multicast scopes on whjch.it|has
advertised, for each UPnP-enabled interface. Control points SHALL listen for’unicast
$SDP traffic in order to identify and control devices.

he hop limit of each IP packet for a Site-Local scope multicast message SHALL be
¢onfigurable and SHOULD default to 10.

hen a LOCATION URL includes a literal IP address, that IP address SHALL match the

nicast source address used to send the message. When a LOCATION URL includes a
lully qualified domain name (FQDN), the resolution of that FQBN SHALL include the IP
address used as the unicast source address. For example, this means that if mDNE or

other mechanisms are used to create DNS entries, that DNS)translations will need to ¢xist
for all of a device’s |IP addresses that are used for discovery and advertisement.

$ince devices will multicast NOTIFY and M-SEARCH (messages on multiple IP addresjses,
eceiving devices SHALL consider all messages with the same USN |[and
OOTID.UPNP.ORG or NLS value as being from ‘a’single device and select exactly one (1)
address to use in subsequent unicast communication. When multiple multicast messages
are received from a single host (each withodifferent source IP address), the receiving
evice SHALL select a destination address (from among the source addresses of| the
ultiple multicast messages) and LOCATION URL to use for subsequent unicast
¢ommunication with a particular device by using an algorithm that results in consigtent
address selection behavior. The default destination address selection rules are descrjbed
in RFC 6724, but alternate algorithms can be implemented.

k)

according to the selectionrules described in RFC 6724. Note that this will mean selegting
a source address that best matches the destination address (the source address off the
ulticast message that-the receiving device selected in the above requirement).

m) Devices which multicast messages on multiple interfaces (i.e. IPv4 and IPv6) SHALL
gnsure that the transmission start time of each multicast message on corresponding
interfaces is.less than 20ms. Note: Compliance with this requirement will be evalupted
nder average network conditions. It is understood that certain non-nominal netyork
¢onditions/MAY prevent timely transmission on particular interfaces.

Table A-1: — Matching of Device Address to Multicast Scope

Device Address Link-Local Site-Local Global or other
multicast multicast multicast
Link (link local) | Y Never
Site (ULA) Y Never
Global (GUA) Y Never

A.2.4 Device operation

A device supporting both IPv4 and IPv6 simultaneously SHALL be advertised using the same
Unique Service Name (USN) on all IPv4 and IPv6 interfaces and SHALL have identical device
description documents and service description documents when accessed from both protocols.
The URLBase element of the device description document SHALL NOT be used. Dual stacked
devices should consider power contraints (such as radio activity in battery powered devices)
when sending multiple NOTIFY and M-SEARCH messages (e.g. grouping message
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transmission by service or address family). These devices SHALL also conform to other multi-
homed descriptions in the respective sections of the document.

A.2.5 Control point operation

Control points SHALL use the matching USNs of multiple IPv4 and IPv6 announcements to
treat multi-address devices as a single device. Dual stacked control points should consider
power contraints (such as radio activity in battery powered devices) when sending multiple
NOTIFY and M-SEARCH messages (e.g. queuing messages and grouping message
transmission by service or address family). In addition, control points SHALL also conform to
other multi-homed descriptions in the respective sections of this document.

A.3| Addressing

RF({ 4862, RFC 4193 and RFC 3315 describe how a physical device obtains an IPv6 addr

D

SS.

IPvg multicast addresses include a component (scope) which determines the propagation|of a
mesisage. The multicast scope for UPnP SHALL be Link-Local or Site-Local scoped. The $ite-
Local scope is encompassing of Link-Local. That is, Link-Local scope jis|contained in Bite-
Local scope.

In IPv6 networks, a Link-Local IP address is assigned per interface)by the physical deyice,
and|therefore UPnP devices or control points on IPv6-enabled\devices will always haye a
LinkrLocal address. In addition, a device or control point MAYYor MAY NOT have a Unjque
LOCT| Address (ULA) or a Global Unicast Address (GUA) ‘ayailable to it. IPv6 devicefs or
confrol points are “multi-homed” when they run UPnP on_‘ene or more IPv6 addresses fgr an
interface: a Link-Local address for local link traffic is always available, and a globally routpble
address and/or a site-routable address, using a ULA/is available when the router advertisges a
preflx for use in either stateless address autoconfiguration (SLAAC) or DHCPv6 supplied by
the home router. In some scenarios, devices or.control points MAY only have a Link-Local
addfess available to them; reasons for this inclade underlying device capability, administrative
poligy, and availability of ULA and global prefixes. Link-Local addresses are generated by the
physical device itself, without referring tovan outside router or server such as a DHQPv6
servier.

Thus, there are two considerations~for UPnP IPv6 addressing. The first is availability: I the
gatdway/router does not advertise*a GUA or ULA prefix, then UPnP IPv6 addressing is stiictly
LinkiLocal addressing. The (second is policy: This Annex recommends that multicast
mesjsages be sent using all non-temporary GUA, ULA, Link-Local, and IPv4 addresses as a
soulice address, that destination address selection (from among the source addresses of the
mulficast messages)use,*an algorithm that results in consistent selection behavior (default
algarithm is defined-in RFC 6724), and subsequent source address selection follow the solrce
address selection procedure described in RFC 6724.

In addition foxthe address(es) assigned by this address selection process, each device or
confrol point,-acting as a normal IPv6 node, listens for traffic on several multicast addresses:
linkqJocal” scope all-nodes multicast address FF02::1; the site scope all-nodes multicast
address FF05::1 and multicast addresses of joined groups on each interface.

A.3.1 UPnP Messaging on IPv6 Interfaces

At a minimum, a UPnP Device and a Control Point SHALL both listen and send on IPv6 Link-
Local scope multicast and unicast addresses. A UPnP device SHALL send announcements
and multicast eventing messages to, and listen for search requests on the assigned-to-UPnP
Link-Local scope multicast addresses and receive connections on a Link-Local unicast
address that it has advertised. A UPnP Control Point SHALL listen for announcements and
multicast eventing messages on the assigned-to-UPnP Link-Local scope multicast addresses
and be capable of requesting service definitions using a Link-Local unicast address.

Additionally, a UPnP Device and a Control Point SHALL be capable of both listening and
sending on Site-Local scope multicast and site-routable (ULA or GUA) addresses. Whether or
not a particular Device or Control Point uses Site-Local scope is a policy decision, based on
the availability of site-routable addresses and on address selection policy. In order to
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accommodate routing across prefixes within a home network, this specification REQUIRES
Site-Local scope capability in UPnP Devices and Control Points.

A.3.2 Summary of boot/startup process

e For IPv4, Auto-IP addressing is performed as specified in section 0 “Addressing” of this document.

e For IPv6, address assignment is performed as specified in RFC 4862, RFC 4193, and RFC 3315. This
address assignment is handled by the underlying IPv6 stack. That stack is expected to make all IPv6
addresses available to UPnP applications.

A.3.3 Address Selection and RFC 6724

As described in the normative sections above, UPnP dual-stack Devices operate both at IPv6
muIIcast Link-Local scope and Site-Local scope, as well as IPv4 multicast, by default;Land

advertise their services in SSDP messages sent in Site-Local scope IPv6 multicast packets in
addition to Link-Local scope multicast. As explained above, the default is for UPnP dwal-stack
devices to perform destination address selection as explained in RFC 6724 (though qther
algarithms can be used). Source address selection for unicast messages lis” based qn a
selelcted destination address and done according to RFC 6724.

A.4| Discovery

The|UPnP discovery phase does not substantially change when used.over IPv6. All definitLons
of gection 1 “Discovery” of this document SHALL be followedy \except when a change is
mentioned in this section.

IGMP is the protocol used by IPv4 to ensure that incoming, multicast traffic is forwarded py a
router to the network segment to which the router is attached. IGMP requires that the deVices
and|control points attached to the network segmentycontact the router to notify it of their
intefest in certain multicast addresses. The protecol that provides this service in IPV6 is
Multicast Listener Discovery protocol (MLD). .UPnP Control points and devices SHALL
part[cipate in the MLD protocol (either directly,“or indirectly via APIs to an IPv6 stack) for[any
LinkiLocal and Site-Local scope UPnP IPv6.multicast message. MLDv1 as specified in RFC
2710 is sufficient for UPnP, although more-recent and backward-compatible versions of MLD
may| be implemented.

IP gddresses embedded in UPnPrmessages and descriptions sent in response to requlests
recgived on IPv6 addresses will generally be literal addresses formatted according to RFC
3986 and RFC 5952 (including 'those in discovery messages, the URLBase element ofl the
device description (if specified), and HTTP HOST header fields). In UDA 2.0, together with] the
, the BOOTID.UPNP.ORG header field allows control points to recognize whgn a
mesjsage received on_a-different protocol or address is effectively the same message (in|this
, the BOOTID-JUBNP.ORG field value will be the same in all announcements sent |with
diffgrent addresses+at roughly the same time), as opposed to being a new advertisement from
a device whichthas changed from one protocol or address to another (in which case,| the
BOQTID.UPNP.ORG field value will differ between the old and the new announcement).

A.4, OPT and NLS

For |[baekward compatibility with devices and control points implementing UPnP over |Pv6
according to the original provisions of Annex A to UPnP Device Architecture version 1.0; IPv6
enabled devices SHALL include an OPT header field and NLS header field and IPv6 enabled
control points SHALL recognize OPT and NLS header fields. The OPT header field is defined
by the HTTP Extension Framework (RFC 2774); the OPT header field is used (rather than
MAN) because it is possible for a control point to function without recognizing the NLS header
field, although the user experience will be suboptimal (and IPv4-only control points may not
recognize NLS). The NLS field value, contains a string value which SHALL change whenever
the network configuration of the device changes (e.g., if any of the assigned or calculated IP
addresses change). It is recommended that a GUID (in the standard UUID text format, for
example, “0000002F-0000-0000-C000-000000000046”) be used for this purpose, since all
UPnP devices SHALL already have the ability to generate GUIDs; however, other techniques
are possible. Since under UPnP Device Architecture version 1.1 and UDA 2.0 the
BOOTID.UPNP.ORG field value is required to be unique on each device reboot or
configuration change, the field value of the NLS header field can be set the same as the field
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value of the BOOTID.UPNP.ORG header field to simplify implementation. The NLS value

SHALL
A.4.2

be at least 1 and no more than 64 characters in length.

Advertisement

For IPv6, a device advertises over IPv6 according to the following guidelines:

SSDP announcements SHALL be sent to [FF0X::C]:1900 (with “X” being either 2 or 5 and set appropriately
depending on the multicast scope upon which the announcement is being sent). Control points SHALL
listen to these addresses and ports to detect when new devices are available on the network.

SSDP announcements SHALL be sent using all non-temporary GUA, ULA, Link-Local, and IPv4 addresses.
For example, a UPnP device with an IPv4 address, a Link-Local IPv6 address, a ULA and a GUA would

The|UDA 2.0 example below incorporates this syntax.

(ool =NeN

Nrs:

NOTIFY * HTTP/1.1

OST: [FF02::C]:1900

[ACHE-CONTROL: max-age = seconds until advertisement expires
OCATION: URL for UPnP description of this ¥Wawice

PT: "http://schemas.upnp.org/upnp/1/0/" »ns=01

1-NLS: same value as BOOTID field valud

JERVER: OS/version UPnP/2.0 produgtfversion
HOOTID.UPNP.ORG: number increased @ach time device sends an initial announce or update

send 4 announcements.

As described in section 1.2.2 “Device available — NOTIFY with ssdp:alive” of this document,
announcements sent over IPv6 and IPv4 SHALL use the same CACHE-CONTROL field value,and SHALL
be sent within a 20 ms window. When all advertisements, both over IPv4 and IPv6, havée €xpired, the
control point SHALL assume that the device (or service) is no longer available.

The SSDP HOST field value SHALL contain an IPv6 address instead of an IPv4 address.

The SSDP LOCATION field value contains the URL of the root device descriptionydocument. Typicdlly, a
literal IPv6 address formatted according to RFC 3986 will be used. An IPv6 address SHALL be contpined
within brackets if a port is specified. The host address in the URL SHALL be vafid within the current 4cope
(the address or scope on which the announcement is being sent). Spegifically, a device advertising| over
IPv6 SHALL NOT use an IPv4 address in the SSDP LOCATION headerfield.

The OPT and NLS header fields SHALL be included [A.4.1].

notification type
ssdp:alive

essage
QONFIGID.UPNP.ORG: number used for caching description information

Usn:

A.43
Whegn

SHQULD multicast jan ssdp:byebye message corresponding to each of the ssd

composite identifier fQny'the advertisement

Advertisement: Device unavailable

a device and ifs services are going to be removed from the network, the ddgvice

mesisages it multicasted that have not already expired. Similarly, if an interface chgnge

adv
that|so

notiIcation is/~received after an announcement, the device should cancel exigting
rtisements. Furthermore, devices need to remember their prior IP addresses in the eyent

me or all of them have changed. If that is the case, new advertisements have tp be

senf, using the same sequence described above.

All ssd
section

p:byebye messages SHALL be sent to the IPv6 multicast address as described in
A.4.2 “Advertisement”, and SHALL contain the OPT and NLS header fields. Otherwise,

the behavior is the same as IPv4. A UDA 2.0 example of an ssdp:byebye message has the
following syntax.

NOTIFY * HTTP/1.1
HOST: [FF02::C]:1900

NT:

notification type

OPT: "http://schemas.upnp.org/upnp/1/0/"; ns=01
01-NLS: same value as BOOTID field value

NTS:

ssdp:byebye

BOOTID.UPNP.ORG: number increased each time device sends an initial announce or update

message
CONFIGID.UPNP.ORG: number used for caching description information

USN:

© ISO/
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A4.4 Advertisement: Device update

All ssdp:update messages SHALL be sent to the IPv6 multicast address as described in
section A.4.2 “Advertisement”, and SHALL contain the OPT and NLS header fields. Otherwise,
the behavior is the same as IPv4. A UDA 2.0 example of an ssdp:update message has the
following syntax.

NOTIFY * HTTP/1.1

HOST: [FF02::C]:1900

LOCATION: URL for UPnP description for root device

NT: notification type

OPT: "http://schemas.upnp.org/upnp/1/0/"; ns=01

né_NLb: Same value as BOOTID field value

S: ssdp:update

ISN: composite identifier for the advertisement

IOOTID.UPNP.ORG: BOOTID value that the device has used in its previous announceménts
ONFIGID.UPNP.ORG: number used for caching description information
NEXTBOOTID.UPNP.ORG: new BOOTID value that the device will use in subsequent gmfouncemegnts
JEARCHPORT .UPNP.ORG: number identifies port on which device responds to unicast M-SEARJH

Qlig C

A.45 Search

Whegn a control point is added to the network, it SHALL send multicasty M-SEARCH requlests
on gll non-temporary GUA, ULA, Link-Local, and IPv4 addresses’, ‘Aside from using an |Pv6
mulficast address and including an IPv6 address in the header fields, M-SEARCH messages
are unchanged. An example of an M-SEARCH message has the following syntax. In addifion,
M-SEARCH messages MAY be unicast to IPv6 addresses“of’known devices, similar to |Pv4
unicast M-SEARCH messages.

-SEARCH * HTTP/1.1

OST: [FF02::C]:1900

AN: "ssdp:discover"

X: seconds to delay response
[T: search target

lp =2 = =

A.46 Search response

To he found, a device SHALL send aresponse to the source IP address and port that senf the
reqest to the multicast address,“and SHALL include the OPT and NLS header fields in the
mesjsage. It SHALL select a source address for this response according to RFC 6724. A UDA
2.0 example of a search response message has the following syntax.

TTP/1.1 200 OK

[ACHE-CONTROL: ,max~age = seconds until advertisement expires
ATE: when respense was generated

XT:

OCATION: MRM for UPnP description of this device

ERVER: @S/wersion UPnP/2.0 product/version

PT: "h%tp’://schemas.upnp.org/upnp/1/0/"; ns=01

1-NIS:\ same value as BOOTID field value

T:/ sedrch target

OOTID .UPNP.ORG: number increased each time device sends an initial announce or update
e55age

CONFIGID.UPNP.ORG: number used for caching description information

USN: composite identifier for the advertisement

Ml © O o oo

A.5 Description

Description documents SHALL be sent using the same address on which the HTTP GET was
received. Otherwise, behavior is the same as IPv4.

A.6 Control

Responses to SOAP messages during the Control phase SHALL be sent on the same address
on which the request was received. Otherwise, behavior is the same as IPv4.
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A.7 Eventing

When subscribing to events over IPv6, the <deliveryURL> (or URLs) specified in the
CALLBACK header field of the SUBSCRIBE message SHALL be reachable by the device. This
means, for example, when sending a SUBSCRIBE request to a device using a Link-Local IPv6
address, the <deliveryURL> SHALL the same IPv6 address used as the source address,
which is a node’s Link-Local address.

IPv4 addresses SHALL NOT be included in the CALLBACK header field of a SUBSCRIBE
message sent over IPv6. IPv6 addresses SHALL NOT be included in the CALLBACK header
field of a SUBSCRIBE message sent over IPv4.

IPvg multicast event messages SHALL be sent to [FF0X::130]:7900 (with “X” being equal to
the address scope used in advertisement). To receive IPv6 multicast event messages; copntrol
points SHALL listen to these addresses and ports.

To 9end a multicast event message, a publisher SHALL send a message with method NOTIFY
in the following format. Values in italics below are placeholders for actual ‘values. Refgr to
seclLon 4.3.3 “Multicast Eventing: Event messages: NOTIFY” of thisy'document forl an
explanation of the elements. All IP addresses contained in the eventrSHALL be IPv6 fofmat
and|scoped as above. A UDA 2.0 example multicast event messagehas’the following syntpx.

NOTIFY * HTTP/1.1
HOST: [FF0X::130]:7900 *** note the address and the& port number are different [from
SDP * * kx
(JONTENT-TYPE: text/xml; charset="utf-8"
SN: Unique Service Name for the publisher
CID: ServiceID from SCPD
: upnp:event
S: upnp:propchange
[EQ: monotonically increasing sequence couymt
VL: event importance
IOOTID.UPNP.ORG: number increased each, t¥me device sends an initial announce or an upddte
hessage

?xml version="1.0"?>
e:propertyset xmlns:e="urn:scheémas-upnp-org:event-1-0">

<e:property>
<variableName>new vdlpre</variableName>

</e:property>

<!-- Other variable Wmames and values (if any) go here. -->
/ e:propertyset>

A.8| Presentation

Responses toHTTP GET requests for presentation pages SHALL be sent using the spme
address on\the same interface on which the HTTP GET was received.

Pregentation pages retrieved over IPv6 SHALL NOT contain IPv4 addresses. Presentation
pages retrieved over |Pv4d SHALL NOT contain |IPv6 addresses

It is RECOMMENDED that fully qualified URLs to resources on the device are not embedded
in HTML presentation pages, but that relative URLs are used instead, so that the host portion
of the embedded URLs does not need to be modified to match the address on which the GET
was received.

A.9 References

A.9.1 Normative

BCP 0005

Address Allocation for Private Internets. Available at: http://www.ietf.org/rfc/rfc1918.txt
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IANA

Internet Protocol Version 6 Multicast Addresses. Available at: http://www.iana.org/assignments/ipv6-multicast-
addresses/.

RFC 3986
Format for Literal IPv6 Addresses in URLs. Available at: http://www.ietf.org/rfc/rfc3986.txt.

RFC 2774
HTTP Extension Framework. Available at: http://www.ietf.org/rfc/rfc2774.txt.

RFC 4862

ynamic Host Configuration Protocol for IPv6 (DHCPv6). Available at: http://www.ietf.org/rfc/rffc3315. txt.

RFC 6724

Default Address Selection for Internet Protocol version 6 (WPv6). Available
gt: http://www.ietf.org/rfc/rfc6724.txt.

RFC [3879
Deprecating Site-local Addresses. Available at: http://www.ietf.org/rfc/rfe3879.txt.

RFC B986
Uniform Resource Identifiers (URI): Generic Syntax. Available at: httpi//www.ietf.org/rfc/rfc3986.txt.

RFC $#291
IP Version 6 Addressing Architecture. Available at: http://www-ietf.org/rfc/rfc4291.txt.

RFC #861
Neighbor Discovery for IP Version 6 (IPv6). Available"at: http://www.ietf.org/rfc/rfc4861.txt.

RFC $#193
Unique Local IPv6 Unicast Addresses. Available at: http://www.ietf.org/rfc/rfc4193.txt.

RFC $952

A Recommendation for IPvé Address Text Representation. Available at: http://www.ietf.org/rfc/rfc5952. txt.

RFC B633
IPv6 Prefix Options for DHCPv6. Available at: http://www.ietf.org/rfc/rfc3633.txt.
RFC 4941

Rrivacy Extensions for Stateless Address Autoconfiguration in IPv6. Availlable
dt: http://wwwaietflorg/rfc/rfc4941.txt.

A.9.2 Informative

RFC |3493

[ Y [P e | ek H £ T VLY A H oo ], Iy ko fnk 4O Dbnc
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RFC 6540 (BCP 177)
IPv6 Support Required for all IP-capable Nodes. Available at: http://www.ietf.org/rfc/rfc6540.txt.

" This is the unicast address used by the device or control point in its multicast messages, i.e.
the source IP address in the multicast messages, as well as the LOCATION URL for
advertisement messages sent by devices.
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Annex B Schemas
[Informative]

B.1 UPNnP Device Schema

7(E)

Below is the UPnP Device Schema for devices (see also section 2.10, “UPnP Datatype
Schema”). The elements it defines are used in UPnP Device Templates; they are colored green
throughout this specification. Immediately following this is a brief explanation of the XML
Schema elements, attributes, and values used. The reference to XML Schema at the end of

the section has further details.

UPNP 1.0 specifies that the namespace of the device schema is “urn:schemas-u
org:fevice-1-0”. UPnP 2.0 does not change that namespace, but redefines it in a backwg
comjpatible way by restricting the order in which elements can be sent and REQUIRING
pregence of the configId attribute. Therefore, the schema below specifies the synta
whigh a UPnP 2.0 Device Description Document has to adhere. UPnP 2.0 control points
sholild expect Device Description Documents from UPnP 1.0 devices that ¢an send elem
in any order, and will not have the configId attribute.

Link]to schema www.upnp.org/schemas/device-1-0.xsd.

<xsd:schema targetNamespace="urn:schemas-upnp-org:devicefl=0"
xmlns="urn:schemas-upnp-org:device-1-0"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema">
<xfd:element name="root" type="rootType"/>
<xpd:complexType name="deviceType">
fxsd:sequence>
<xsd:element name="deviceType">
<xsd:complexType>
<xsd:simpleContent>
<xsd:extension base="xsd:anyURI">
<xsd:anyAttribute namespaces"##other" processContents="lax"/>
</xsd:extension>
</xsd:simpleContent>
</xsd:complexType>
</xsd:element>
<xsd:element name="friendlyName">
<xsd:complexType>
<xsd:simpleContent>
<xsd:extension (base="xsd:string">
<xsd:anyAttribute namespace="##other" processContents="lax"/>
</xsd:extensi®on>
</xsd:simpleContent>
</xsd:complexType>
</xsd:element>
<xsd:element  name="manufacturer">
<xsd:complexType>
<x§dysimpleContent>
XXsd:extension base="xsd:string">
<xsd:anyAttribute namespace="##other" processContents="lax"/>
</xsd:extension>

bNp-
rds-
the
X to
also
ents

</xsd:simpleContent>

</xsd:complexType>
</xsd:element>
<xsd:element name="manufacturerURL" minOccurs="0">
<xsd:complexType>
<xsd:simpleContent>
<xsd:extension base="xsd:anyURI">
<xsd:anyAttribute namespace="##other" processContents="lax"/>
</xsd:extension>
</xsd:simpleContent>
</xsd:complexType>
</xsd:element>
<xsd:element name="modelDescription" minOccurs="0">
<xsd:complexType>
<xsd:simpleContent>
<xsd:extension base="xsd:string">
<xsd:anyAttribute namespace="##other" processContents="lax"/>
</xsd:extension>
</xsd:simpleContent>
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</xsd:complexType>
</xsd:element>
<xsd:element name="modelName">
<xsd:complexType>
<xsd:simpleContent>
<xsd:extension base="xsd:string">
<xsd:anyAttribute namespace="##other" processContents="lax"/>
</xsd:extension>
</xsd:simpleContent>
</xsd:complexType>
</xsd:element>
<xsd:element name="modelNumber" minOccurs="0">
<xsd:complexType>
<xsd:simpleContent>
IXSd:extension base="xXsd:string >
<xsd:anyAttribute namespace="##other" processContents="lax"/>
</xsd:extension>
</xsd:simpleContent>
</xsd:complexType>
</xsd:element>
<xsd:element name="modelURL" minOccurs="0">
<xsd:complexType>
<xsd:simpleContent>
<xsd:extension base="xsd:anyURI">
<xsd:anyAttribute namespace="##other" processContents&|ltax"/>
</xsd:extension>
</xsd:simpleContent>
</xsd:complexType>
</xsd:element>
<xsd:element name="serialNumber" minOccurs="0">
<xsd:complexType>
<xsd:simpleContent>
<xsd:extension base="xsd:string">
<xsd:anyAttribute namespace="##fother'y processContents="1lax"/>
</xsd:extension>
</xsd:simpleContent>
</xsd:complexType>
</xsd:element>
<xsd:element name="UDN">
<xsd:complexType>
<xsd:simpleContent>
<xsd:extension base="xsd:anyURI">
<xsd:anyAttribute namespace="##other" processContents="lax"/>
</xsd:extension>
</xsd:simpleContent>
</xsd:complexType>
</xsd:element>
<xsd:element name="UPC/" minOccurs="0">
<xsd:complexType>
<xsd:simpleCgontent>
<xsd:extefision base="xsd:string">
<xsd:gnyAttribute namespace="##other" processContents="lax"/>
</xsd;extension>
</xsd:simpleContent>
</xsd:complexType>
</xsd:element>
<xsdg-element name="iconList" minOccurs="0">
<xsd:complexType>
<xsd:sequence>
<xsd:element name="icon" maxOccurs="unbounded">
<xsd:complexType>
<xsd:sequence>
<xsd:element name="mimetype'">
<xsd:complexType>
<xsd:simpleContent>
<xsd:extension base="xsd:string">
<xsd:anyAttribute namespace="##other" processContents="lax"/>
</xsd:extension>
</xsd:simpleContent>
</xsd:complexType>
</xsd:element>
<xsd:element name="width">
<xsd:complexType>
<xsd:simpleContent>
<xsd:extension base="xsd:int">
<xsd:anyAttribute namespace="##other" processContents="lax"/>
</xsd:extension>
</xsd:simpleContent>
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</xsd:complexType>
</xsd:element>
<xsd:element name="height">
<xsd:complexType>
<xsd:simpleContent>
<xsd:extension base="xsd:int">
<xsd:anyAttribute namespace="##other" processContents="lax"/>
</xsd:extension>
</xsd:simpleContent>
</xsd:complexType>
</xsd:element>
<xsd:element name="depth">
<xsd:complexType>
<xsd:simpleContent>
IXSd:extension base="Xsd:int >
<xsd:anyAttribute namespace="##other" processContents="lax" />
</xsd:extension>
</xsd:simpleContent>
</xsd:complexType>
</xsd:element>
<xsd:element name="url">
<xsd:complexType>
<xsd:simpleContent>
<xsd:extension base="xsd:anyURI">
<xsd:anyAttribute namespace="##other" procdssContents="lax"/>
</xsd:extension>
</xsd:simpleContent>
</xsd:complexType>
</xsd:element>
<xsd:any namespace="##other" minOccurs="Q"~fMaxOccurs="unbounded"
processContents="lax"/>
</xsd:sequence>
<xsd:anyAttribute namespace="##other'y processContents="1lax"/>
</xsd:complexType>
</xsd:element>
<xsd:any namespace="##other" minOccurs="0" maxOccurs="unbounded"
processContents="1lax"/>
</xsd:sequence>
<xsd:anyAttribute namespace="##fother" processContents="lax"/>
</xsd:complexType>
</xsd:element>
<xsd:element name="servicelist">
<xsd:complexType>
<xsd:sequence>
<xsd:element name="sexvice" maxOccurs="unbounded">
<xsd:complexType>
<xsd:sequence>
<xsd:elemeént name="serviceType'">
<xsd:complexType>
<xsdisimpleContent>
<xsd:extension base="xsd:anyURI">
<xsd:anyAttribute namespace="##other" processContents="lax" />
</xsd:extension>
</xsd:simpleContent>
</xsd:complexType>
</xsd:element>
<xsd:element name="serviceId">
<xsd:complexType>
<xsd:simpleContent>
<xsd:extension base="xsd:anyURI">
<xsd:anyAttribute namespace="##other" processContents="lax"/>
</xsd:extension>
</xsd:simpleContent>
</xsd:complexType>
</xsd:element>
<xsd:element name="SCPDURL">
<xsd:complexType>
<xsd:simpleContent>
<xsd:extension base="xsd:anyURI">
<xsd:anyAttribute namespace="##other" processContents="lax"/>
</xsd:extension>
</xsd:simpleContent>
</xsd:complexType>
</xsd:element>
<xsd:element name="controlURL">
<xsd:complexType>
<xsd:simpleContent>
<xsd:extension base="xsd:anyURI">
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<xsd:anyAttribute namespace="##other" processContents="lax"/>

</xsd:extension>
</xsd:simpleContent>
</xsd:complexType>
</xsd:element>
<xsd:element name="eventSubURL">
<xsd:complexType>
<xsd:simpleContent>
<xsd:extension base="xsd:anyURI">

<xsd:anyAttribute namespace="##other" processContents="lax"/>

</xsd:extension>
</xsd:simpleContent>
</xsd:complexType>
</xsd:element>

IXsd:any namespace= ##fother ™ minoccurs="U" maxOccurs= unbounded
processContents="lax"/>
</xsd:sequence>
<xsd:anyAttribute namespace="##other" processContents="lax"/>
</xsd:complexType>
</xsd:element>
<xsd:any namespace="##other" minOccurs="0" maxOccurs="unbounded"
processContents="lax"/>
</xsd:sequence>
<xsd:anyAttribute namespace="##other" processContents="lax™y/>
</xsd:complexType>
</xsd:element>
<xsd:element name="devicelist" type="devicelListType" minOgcedrs="0"/>
<xsd:element name="presentationURL" minOccurs="0">
<xsd:complexType>
<xsd:simpleContent>
<xsd:extension base="xsd:anyURI">
<xsd:anyAttribute namespace="##other" progcessContents="lax"/>
</xsd:extension>
</xsd:simpleContent>
</xsd:complexType>
</xsd:element>
<xsd:any namespace="##other" minOccurs="0" maxOccurs="unbounded"
processContents="lax"/>

{/xsd:sequence>

kxsd:anyAttribute namespace="##othert\processContents="1lax"/>
sd:complexType>

d:complexType name="deviceListType">

Kxsd:sequence>

<xsd:element name="device" type="deviceType" maxOccurs="unbounded"/>
<xsd:any namespace="##other’ minOccurs="0" maxOccurs="unbounded"
processContents="lax"/>

K /xsd: sequence>

fxsd:anyAttribute namdspdce="##other" processContents="lax"/>

ksd:complexType>
gd:complexType name='"rootType">

fxsd:sequence>

<xsd:element/nhame="specVersion">
<xsd:complexType>
<xsd:sequence>
<x§d+element name="major">
<xsd:complexType>
<xsd:simpleContent>
<xsd:extension base="xsd:int">
<xsd:anyAttribute namespace="##other" processContents="lax"/>

</xsd:extension>

</xsd:simpleContent>
</xsd:complexType>
</xsd:element>
<xsd:element name="minor">
<xsd:complexType>
<xsd:simpleContent>
<xsd:extension base="xsd:int">
<xsd:anyAttribute namespace="##other" processContents="lax"/>
</xsd:extension>
</xsd:simpleContent>
</xsd:complexType>
</xsd:element>
<xsd:any namespace="##other" minOccurs="0" maxOccurs="unbounded"
processContents="lax"/>
</xsd:sequence>
<xsd:anyAttribute namespace="##other" processContents="lax"/>
</xsd:complexType>
</xsd:element>

© ISO/IEC 2017 — All rights reserved


https://iecnorm.com/api/?name=b9da304ced0c53a311edf06607f10d23

</

ISO/IEC 29341-1-2:201

<xsd:element name="URLBase" minOccurs="0">
<xsd:complexType>
<xsd:simpleContent>
<xsd:extension base="xsd:anyURI">
<xsd:anyAttribute namespace="##other" processContents="lax"/>
</xsd:extension>
</xsd:simpleContent>
</xsd:complexType>
</xsd:element>
<xsd:element name="device" type="deviceType"/>
<xsd:any namespace="##other" minOccurs="0" maxOccurs="unbounded"
processContents="lax"/>
</xsd:sequence>
<xsd:attribute name="configId" type="xsd:int"/>

7(E)

Xsd.anyAttribute namespace= #ffother processcontents="lax />
sd:complexType>

</xdd:schema>

<element>

Pefines a new element. name attribute defines element name. type attribute defines)the data type fg

q
finOccurs="1"; allowed elements have minOccurs="0". maxOccurs attributel defines maximum numi
times the element shall occur; default is maxOccurs="1"; elements that can/@ppear one or more times
faxOccurs="unbounded". For a more detailed description, see the XML S¢hema specification.

<complexType>

<attriIIute>

Pefines a new data type, often containing sub-elements. For a more\detail description, see the XML Sc
4pecification.

efines a new attribute for the purpose of declaring in which elements it MAY appear. Like any XML ele
the <attribute> element MAY have attributes of its own..The use attribute within this element indicates wh
the attribute shall be present; allowed attributes have*use="optional". For a more detail description, s¢
ML Schema specification.

B.2| UPnNP Service Schema

Belgw is the UPnP Service Schema* (see also section 2.9, “UPnP Service Schema”).

:[ents it defines are used in YURhP Service Templates; they are colored green throug

ents, attributes, and vatlues used. The reference to XML Schema at the end of the seq

has [further details.

P 1.0 specifiessthat the namespace of the service schema is “urn:schemas-u

h a URPhP 2.0 SCPD has to adhere. UPnP 2.0 control points also should expect SC
UPRAPR;1.0 devices that can send elements in any order, and will not have the confi

r the

ontent of element. minOccurs attribute defines minimum number of times the element shall occur; defqult is

er of
have

hema

nent,
ether
e the

The
hout

specification. Immediately\:following this is a brief explanation of the XML Schema

tion

bnp-
rds-
the
X to
PDs
gld

. Link to schema www.upnp.org/schemas/service-1-0.xsd.

<xsd:schema targetNamespace="urn:schemas-upnp-org:service-1-0"
xmlns="urn:schemas-upnp-org:service-1-0"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema">
<xsd:element name="scpd" type="scpdType"/>
<xsd:complexType name="directionType">

<xsd:simpleContent>
<xsd:extension base="xsd:string">
<xsd:anyAttribute namespace="##fother" processContents="lax"/>
</xsd:extension>
</xsd:simpleContent>

</xsd:complexType>
<xsd:complexType name="dataTypeType">

<xsd:simpleContent>
<xsd:extension base="xsd:string">

© ISO/IEC 2017 — All rights reserved
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<xsd:attribute name="type" type="xsd:string"/>

<xsd:anyAttribute namespace="##fother" processContents="lax"/>
</xsd:extension>

</xsd:simpleContent>
</xsd:complexType>
<xsd:complexType name="scpdType">
<xsd:sequence>
<xsd:element name="specVersion">
<xsd:complexType>
<xsd:sequence>
<xsd:element name="major">
<xsd:complexType>
<xsd:simpleContent>
<xsd:extension base="xsd:int">
[~ <xsd:anyAttribute namespace="f#ffother ™ processcontencts="lax"/>
</xsd:extension>
</xsd:simpleContent>
</xsd:complexType>
</xsd:element>
<xsd:element name="minor">
<xsd:complexType>
<xsd:simpleContent>
<xsd:extension base="xsd:int">
<xsd:anyAttribute namespace="##other" processContentsz'jlax"/>
</xsd:extension>
</xsd:simpleContent>
</xsd:complexType>
</xsd:element>

<xsd:any namespace="##other" minOccurs="0" maxOccur$="junbounded"
processContents="lax"/>

</xsd:sequence>

<xsd:anyAttribute namespace="##other" processContents="lax"/>
</xsd:complexType>

</xsd:element>

<xsd:element name="actionList"
<xsd:complexType>
<xsd:sequence>
<xsd:element name="action"
<xsd:complexType>
<xsd:sequence>
<xsd:element name='"name">
<xsd:complexType>

<xsd:simpleConten't>

<xsd:extension base="xsd:string">

<xsd:anyAttribute namespace="##other" processContents="lax"/>

minOccurs="0">

maxOccurs="unbounded">

</xsd:extension>
</xsd:simpleContent>
</xsd:compliexType>
</xsd:element>
<xsd:element name="argumentList" minOccurs="0">
<xgd;'‘complexType>
<xsd:sequence>
<xsd:element name="argument" maxOccurs="unbounded">
<xsd:complexType>
<xsd:sequence>
<xsd:element name="name">
<xsd:complexType>
<xsd:simpleContent>

<xsd:extension base="xsd:string">
<xsd:anyAttribute namespace="##other"

processContents="1lax"/>
</xsd:extension>
</xsd:simpleContent>
</xsd:complexType>
</xsd:element>
<xsd:element name="direction">
<xsd:complexType>
<xsd:simpleContent>
<xsd:restriction base="directionType'">
<xsd:enumeration value="in"/>
<xsd:enumeration value="out"/>
</xsd:restriction>
</xsd:simpleContent>
</xsd:complexType>
</xsd:element>
<xsd:element name="retval"
<xsd:complexType>
<xsd:complexContent>

minOccurs="0">
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<xsd:restriction base="xsd:anyType'">
<xsd:anyAttribute namespace="##other"
processContents="1lax"/>
</xsd:restriction>
</xsd:complexContent>
</xsd:complexType>
</xsd:element>
<xsd:element name="relatedStateVariable">
<xsd:complexType>
<xsd:simpleContent>
<xsd:extension base="xsd:string">
<xsd:anyAttribute namespace="##other"
processContents="lax"/>
</xsd:extension>
</Xsd:simpleContenc>
</xsd:complexType>
</xsd:element>
<xsd:any namespace="##other" minOccurs="0" maxOccurs="unbounded"
processContents="1lax"/>
</xsd:sequence>
<xsd:anyAttribute namespace="##fother" processContents=%"lax"/>
</xsd:complexType>
</xsd:element>
<xsd:any namespace="##fother" minOccurs="0" maxOccyis="unbounded"
processContents="lax"/>
</xsd:sequence>
<xsd:anyAttribute namespace="##other" process@onténts="lax"/>
</xsd:complexType>
</xsd:element>
<xsd:any namespace="##other" minOccurs="0" maxO€curs="unbounded"
processContents="1lax"/>
</xsd:sequence>
<xsd:anyAttribute namespace="##fother" pnéceSsContents="lax"/>
</xsd:complexType>
</xsd:element>
<xsd:any namespace="##fother" minOccurs="0" maxOccurs="unbounded"
processContents="lax"/>
</xsd:sequence>
<xsd:anyAttribute namespace="##other?)processContents="1lax"/>
</xsd:complexType>
</xsd:element>
<xsd:element name="serviceStateTable">
<xsd:complexType>
<xsd:sequence>
<xsd:element name="stateVariable" maxOccurs="unbounded">
<xsd:complexType>
<xsd:sequence>
<xsd:element jname="name">
<xsd:complexType>
<xsdusimpleContent>
<xsd:extension base="xsd:string">
<xsd:anyAttribute namespace="##other" processContents="lax"/>
</xsd:extension>
</xsd:simpleContent>
</xsd:complexType>
</xsd:element>
<xsd:element name="dataType">
<xsd:complexType>
<xsd:simpleContent>
<xsd:restriction base="dataTypeType">
<xsd:enumeration value="uil"/>
<xsd:enumeration value="ui2"/>
<xsd:enumeration value="uid"/>

<xsd:enumeration value="il"/>
<xsd:enumeration value="i2"/>
<xsd:enumeration value="i4"/>

<xsd:enumeration value="int"/>
<xsd:enumeration value="r4"/>
<xsd:enumeration value="r8"/>
<xsd:enumeration value="number"/>
<xsd:enumeration value="fixed.14.4"/>
<xsd:enumeration value="float"/>
<xsd:enumeration value="char"/>
<xsd:enumeration value="string"/>
<xsd:enumeration value="date"/>
<xsd:enumeration value="dateTime"/>
<xsd:enumeration value="dateTime.tz"/>
<xsd:enumeration value="time"/>
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<xsd:enumeration value="time.tz"/>
<xsd:enumeration value="boolean"/>
<xsd:enumeration value="bin.base64"/>
<xsd:enumeration value="bin.hex"/>
<xsd:enumeration value="uri"/>
<xsd:enumeration value="uuid"/>
</xsd:restriction>
</xsd:simpleContent>
</xsd:complexType>
</xsd:element>
<xsd:element name="defaultValue" minOccurs="0">
<xsd:complexType>
<xsd:simpleContent>
<xsd:extension base="xsd:string">

<Xsd:.anyAttribute namespace= ##other ' processContencts="lax />
</xsd:extension>
</xsd:simpleContent>
</xsd:complexType>
</xsd:element>
<xsd:choice minOccurs="0">
<xsd:element name="allowedValueList">
<xsd:complexType>
<xsd:sequence>
<xsd:element name="allowedValue" maxOccurs="unbgunded">
<xsd:complexType>
<xsd:simpleContent>
<xsd:extension base="xsd:string">
<xsd:anyAttribute namespace="##other” processContents="lax
</xsd:extension>
</xsd:simpleContent>
</xsd:complexType>
</xsd:element>
<xsd:any namespace="##other" minOccurs="0" maxOccurs="unbounded"
processContents="lax"/>
</xsd:sequence>
<xsd:anyAttribute namespace="##other" processContents="lax"/>
</xsd:complexType>
</xsd:element>
<xsd:element name="allowedValueRange'">
<xsd:complexType>
<xsd:sequence>
<xsd:element name="minimum">
<xsd:complexType>
<xsd:simpleContent>
<xsdiextension base="xsd:double">
<xsd:anyAttribute namespace="##other" processContents="lax
</%xsd:extension>
</xsd:simpleContent>
</xsd:complexType>
&/xsd:element>
<xsd:element name="maximum'>
<xsd:complexType>
<xsd:simpleContent>
<xsd:extension base="xsd:double">
<xsd:anyAttribute namespace="##fother" processContents="lax
</xsd:extension>
</xsd:simpleContent>
</xsd:complexType>
</xsd:element>
<xsd:element name="step" minOccurs="0">

<xsd:complexType>
<xsd:simpleContent>
<xsd:extension base="xsd:double">

/>

/>

/>

<xsd:anyAttribute namespace="##other" processContents="lax"/>

</xsd:extension>
</xsd:simpleContent>
</xsd:complexType>
</xsd:element>
<xsd:any namespace="##other" minOccurs="0" maxOccurs="unbounded"
processContents="1lax"/>
</xsd:sequence>
<xsd:anyAttribute namespace="##fother" processContents="lax"/>
</xsd:complexType>
</xsd:element>
</xsd:choice>
<xsd:any namespace="##other" minOccurs="0" maxOccurs="unbounded"
processContents="1lax"/>
</xsd:sequence>
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</ksd:complexType>
</xsf:schema>

<element>

<complexType>

<attriIIute>

B.3| UPNP Control Schema

Belgw is the~template for UPnP Control Schemas (see also section 3.2.3, “UPnP Ac
Schema”)..The elements it defines are used in actions and action responses; they are col
greep throughout this specification. Immediately following this is a brief explanation of the

Schemarelements, attributes, and values used. The reference to XML Schema at the en

the

ISO/IEC 29341-1-2:201

<xsd:attribute name="sendEvents" default="1">
<xsd:simpleType>
<xsd:restriction base="xsd:string">
<xsd:enumeration value="1"/>
<xsd:enumeration value="0"/>
</xsd:restriction>
</xsd:simpleType>
</xsd:attribute>
<xsd:attribute name="multicast" default="0">
<xsd:simpleType>
<xsd:restriction base="xsd:string">
<xsd:enumeration value="1"/>
<xsd:enumeration value="0"/>
</xsd:restriction>

7(E)

</XsSd:simpleType>
</xsd:attribute>
</xsd:complexType>
</xsd:element>
<xsd:any namespace="##other" minOccurs="0" maxOccurs="unbounded"
processContents="1lax"/>
</xsd:sequence>
<xsd:anyAttribute namespace="#i#other" processContents="lax"/>
</xsd:complexType>
</xsd:element>
<xsd:any namespace="##other" minOccurs="0" maxOccurs="unbounded" proCessContents="1aH
{/xsd: sequence>
fxsd:attribute name="configId" type="xsd:int"/>
fxsd:anyAttribute namespace="##other" processContents="lax"/>

Pefines a new element. name attribute defines element _name. type attribute defines the data type fg

q
finOccurs="1"; allowed elements have minOccurs="0". maxOccurs attribute defines maximum numi
times the element shall occur; default is maxOccurs="1"; elements that can appear one or more times
faxOccurs="unbounded". For a more detailed description, see the XML Schema specification.

Pefines a new data type, often containing sub-elements. For a more detail description, see the XML Sc
4pecification.

efines a new attribute for the purpose of declaring in which elements it MAY appear. Like any XML ele
the <attribute> element MAY have attributes of its own. The use attribute within this element indicates wh
the attribute shall be pre§ent; allowed attributes have use="optional". For a more detail description, s€
ML Schema specification.

ll/>

r the

ontent of element. minOccurs attribute defines minimumtnumber of times the element shall occur; defqult is

er of
have

hema

nent,
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e the

tion
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XML
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sectiom tras further detaits:

Link to schema www.upnp.org/schemas/service[serviceTypev].xsd.

<xsd:schema targetNamespace="urn:schemas-upnp-org:service: [serviceType:v]"
xmlns="urn:schemas-upnp-org:service: [serviceType:v]"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema">
<xsd:element name="[actionName]" type="[actionName]Type"/>
<xsd:element name="[actionName]Response" type="[actionName]ResponseType"/>
<xsd:complexType name="[actionName] Type">

<xsd:sequence>
<!-- Use this for an argument of simple content. -->
<xsd:element name="[argumentName] ">
<xsd:complexType>
<xsd:simpleContent>
<xsd:extension base="[argumentType] ">
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</
</xs

<elen

q
1
It
1

<complexType>
Defines a new data type, often containing sub-elements. For a more detail description, see the XML Sc
dpecification.
<attri1ute>
efines a new attribute for the purpose of declaring in which elements it MAY appear. Like any XML ele

It
It

B.4

Beld
The

Defines a new element. name attribute defines elemen{*name. type attribute defines the data type fqg

ISO/IEC 29341-1-2:201

<xsd:anyAttribute namespace="##other" processContents="lax"/>
</xsd:extension>
</xsd:simpleContent>
</xsd:complexType>
</xsd:element>

<!-- Use this for an argument of complex content. -->
<xsd:element name="[argumentName]" type="[argumentType]"/>
<!-- Other arguments and their types go here, if any. -->

7(E)

<xsd:any namespace="##other" minOccurs="0" maxOccurs="unbounded" processContents="lax"/>
</xsd:sequence>
<xsd:anyAttribute namespace="##other" processContents="lax"/>
</xsd:complexType>
<xsd:complexType name="[actionName]ResponseType'>
<xsd:sequence>

IT-- Use this IO an argument or simple contenc. -->
<xsd:element name="[argumentName]'">
<xsd:complexType>
<xsd:simpleContent>
<xsd:extension base="[argumentType]">
<xsd:anyAttribute namespace="##other" processContents="lax"/>
</xsd:extension>
</xsd:simpleContent>
</xsd:complexType>
</xsd:element>

<!-- Use this for an argument of complex content. -->
<xsd:element name="[argumentName]" type="[argumentType]"/>
<!-- Other arguments and their types go here, if any. -->

<xsd:any namespace="##other" minOccurs="0" maxOccurs="unbounded" processContents="lay
K /xsd: sequence>

kxsd:anyAttribute namespace="##other" processContents="lak'-/>
ksd: complexType>

H: schema>

ent>

ontent of element. minOccurs attribute defines minimum number of times the element shall occur; defd
inOccurs="1"; allowed elements have minOcclais="0". maxOccurs attribute defines maximum numfk
mes the element shall occur; default is maxOccurs="1"; elements that can appear one or more times
axOccurs="unbounded". For a more detailed description, see the XML Schema specification.

he <attribute> elemenf{'MAY have attributes of its own. The use attribute within this element indicates wh|
he attribute shall be ‘present; allowed attributes have use="optional". For a more detail description, se&
ML Schema specification.

UPnP<Error Schema

w is-the'template for UPnP Error Schemas (see also section 3.2.6, “UPnP Error Sche
elements it defines are used in error messages; they are colored green throughout

spe

ll/>

r the
ult is
er of
have

hema

nent,
ether
e the

ma”).
this

ification. Immediately following this is a brief explanation of the XML Schema elem

nts,

attributes, and values used. The reference to XML Schema at the end of the section has
further details.

Link

<xsd

to schema http://www.upnp.org/schemas/control-1-0.xsd.

:schema targetNamespace="urn:schemas-upnp-org:control-1-0"

xmlns="urn:schemas-upnp-org:control-1-0"

xmlns:xsd="http://www.w3.0rg/2001/XMLSchema">

<xsd:element name="UPnPError" type="UPnPErrorType"/>

<xsd:complexType name="UPnPErrorType'>
<xsd:sequence>

116

<xsd:element name="errorCode">
<xsd:complexType>
<xsd:simpleContent>
<xsd:extension base="xsd:int">
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J?e <attribute> element MAY have attributes of its“own. The use attribute within this element indifates
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<xsd:anyAttribute namespace="##other" processContents="lax"/>
</xsd:extension>
</xsd:simpleContent>
</xsd:complexType>
</xsd:element>
<xsd:element name="errorDescription">
<xsd:complexType>
<xsd:simpleContent>
<xsd:extension base="xsd:string">
<xsd:anyAttribute namespace="##other" processContents="lax"/>
</xsd:extension>
</xsd:simpleContent>
</xsd:complexType>
</xsd:element>

[ <xXsd:any namespace= ##other  minoccurs="U T maxUccurs—=runbounded’ processcontents=rlaxn"/>

{/xsd:sequence>

fxsd:anyAttribute namespace="##fother" processContents="lax"/>
</ksd:complexType>

</xsf:schema>

ent>

efines a new element. name attribute defines element name. type attribute defines the data type for the
ontent of element. minOccurs attribute defines minimum number of times thefelement shall occur; dgfault

minOccurs="1"; allowed elements have minOccurs="0". maxOccurs attribute defines maximum numbler of
imes the element shall occur; default is maxOccurs="1"; elements that cah appear one or more times|have
axOccurs="unbounded". For a more detailed description, see the XML Schema specification.

efines a new data type, often containing sub-elements. For a more detail description, see the XML Schema
pecification.

ute>

efines a new attribute for the purpose of declaring innwhich elements it MAY appear. Like any XML element,

hether the attribute shall be present; allowed attributes have use="optional". For a more detail description,
ee the XML Schema specification.

UPnP Event Schema

w is the template for the UPnP Event Schema (see also section 4.4, “UPnP Epent
bma”). The elements it defines are used in event notifications; they are colored dreen
Lighout this specification.:\\\mmediately following this is a brief explanation of the KML
bma elements, attributés) and values used. The reference to XML Schema at the end of
ection has further details.

to schema http:Mwww.upnp.org/schemas/event-1-0.xsd.

:schema tdygetNamespace="urn:schemas-upnp-org:event-1-0"
hs="urn:schemas-upnp-org:event-1-0"
hs:xsd=""http://www.w3.0rg/2001/XMLSchema">

Ed: element name="propertyset" type="propertysetType"/>
EdtcomplexType name="propertysetType'">

kxsd: sequence>
<xsd:element name="property" maxOccurs="unbounded">
<xsd:complexType>
<xsd:sequence>
<!-- Use this for a stateVariable of simple content. -->
<xsd:element name="[stateVariableName]" form="unqualified">
<xsd:complexType>
<xsd:simpleContent>
<xsd:extension base="[stateVariableType]">
<xsd:anyAttribute namespace="##other" processContents="lax"/>
</xsd:extension>
</xsd:simpleContent>
</xsd:complexType>
</xsd:element>
<!-- Use this for a stateVariable of complex content. -->
<xsd:element name="[stateVariableName]" type="[stateVariableType]"
form="unqualified"/>
<xsd:any namespace="##fother" minOccurs="0" maxOccurs="unbounded"
processContents="1lax"/>
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</xsd:sequence>
<xsd:anyAttribute namespace="##other" processContents="lax"/>
</xsd:complexType>
</xsd:element>
<xsd:any namespace="##other" minOccurs="0" maxOccurs="unbounded" processContents="lax"/>
</xsd:sequence>
<xsd:anyAttribute namespace="##other" processContents="lax"/>
</xsd:complexType>
</xsd:schema>

<element>

Defines a new element. name attribute defines element name. type attribute defines the data type for the

“““ e+ } e HHHA tHHRDe S/ HARe re—eteen age S .: fault
5 maxOccurs attribute defines maximum numbler of
fimes the element shall occur; default is maxOccurs="1"; elements that can appear one or more_ times|have
axOccurs="unbounded". For a more detailed description, see the XML Schema specification.

<complexType>

Defines a new data type, often containing sub-elements. For a more detail descriptionjsee the XML Schema
dpecification.

Defines a new attribute for the purpose of declaring in which elements it MAY appear. Like any XML element,
the <attribute> element MAY have attributes of its own. The use attriblte within this element indifates
hether the attribute shall be present; allowed attributes have use="optiohal". For a more detail description,
Jee the XML Schema specification.

B.6] UPNP Cloud Schema

Belgw is the UPnP Device Schema for Cloud (see Annex C). The elements it defines are ysed
in UPnP Cloud Templates; they are colored blde ‘trebuchet underlined throughout |this
spegification.

The|schema below specifies the syntax to.which a UPnP 2.0 Device or UPnP 2.0 coptrol
points conforms to when supporting Annex*C (Cloud 1.0).

Linkl to schema http://www.upnp.org/seheémas/cloud-1-0.xsd.

<?xnml version="1.0"7?>

attjributeFormDefault="unqualified"
elementFormDefault="qualified"
targetNamespace="urn:schemas-upnp-org:cloud-1-0"
xmlps="urn:schemas-upnp-org:cloud-1-0"
xmlps:xsd="http://www.w3.0rg/2001/XMLSchema">
<xsf:annotation>

<xsd:documentation xml:lang="en">
|Date FebxXyasry 20, 2015
Note th@t)all schema supplied by the UPnP Forum Cloud Task Force are for

inforgational use only and that thestandardized UDA describes the
norfagive requirements for these schema. Some schema provided do not
ndgeSsarily embody requirements regarding number of element occurrances
aN'Ywed or their ordering or specific combination.
</xsd:documentation>
</xsd:annotation>
<xsd:simpleType name="hashType">
<xsd:restriction base="xsd:string">
<xsd:enumeration value="uda"/>
<xsd:enumeration value="sha-256"/>
</xsd:restriction>
</xsd:simpleType>
<xsd:simpleType name="typeType">
<xsd:restriction base="xsd:string">
<xsd:enumeration value="describe"/>
<xsd:enumeration value="described"/>
<xsd:enumeration value="error"/>
</xsd:restriction>

</xsd:simpleType>
<1--
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In UCA 1.0 <uc> and <query> elements are not expected to occur in
the same UCA stanza.

==== -=>
<xsd:element name="uc">
<xsd:complexType>
<xsd:sequence>
<xsd:element name="configIdCloud" minOccurs="0" maxOccurs="1">
<xsd:complexType>
<xsd:simpleContent>
<xsd:extension base="xsd:string">
<xsd:attribute name="hash" type="hashType" use="required"/>
<!-- In UCA 1.0 the only expected value for the "hash"
attribute is "uda' or "sha-256" -->

7(E)

/IA)d.CI\tCIIJ;UII
</xsd:simpleContent>

</xsd:complexType>
</xsd:element>

/xsd:sequence>

xsd:attribute type="xsd:string" name="serviceId" use="optional"/>

q!-- In UCA 1.0 servicelId attribute and configIdCloud element are not
expected to be used in the same <uc> element -->
</|xsd:complexType>

</Xsd:element>
<xsf:element name="query">
<xisd:complexType>

<xsd:sequence>
<xsd:any namespace="##other" minOccurs="0" maxOccurs="unbounded"
processContents="1lax"/>

A A

</xsd:sequence>

dxsd:attribute type="xsd:string" name="type" use="required"/>

q!'-- In UCA 1.0 the only expected values for the¢/ ' type"
attribute is "describe", "described", an@\“error"
and only in specific scenarios -->

dxsd:attribute type="xsd:string" name="name" use="required"/>

q!-- In UCA 1.0 the expected value for the\\‘name"

attribute is the USN -->
</Ixsd:complexType>

</Xsd:element>
</xsf:schema>

<element>

efines a new element. name attribute defines element name. type attribute defines the data type fo
dontent of element. minOccurs’attribute defines minimum number of times the element shall occur; dg
if minOccurs="1"; allowed elements have minOccurs="0". maxOccurs attribute defines maximum numb|
fimes the element shall occur; default is maxOccurs="1"; elements that can appear one or more times

axOccurs="unbounded"\‘For a more detailed description, see the XML Schema specification.

<complexType>

Defines a new«data type, often containing sub-elements. For a more detail description, see the XML Sc
dpecification,

r the
fault
er of
have

hema

Iment,
Cates

see the XML Schema specification.
B.7 Schema references

XML
Extensible Markup Language. Available at: http://www.w3.org/XML.

XML Schema (Part 1: Structures, Part 2: Datatypes)
Available at: http://www.w3.0org/TR/xmlschema-1, http://www.w3.org/TR/xmlschema-2.

Namespaces in XML
Available at: http://www.w3.0org/TR/REC-xml-names/.
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Annex C Cloud
[Normative]

C.1 Introduction

Cc11 What is UPnP™ Cloud Technology (UCA)?

UPnP™ Cloud technology is an extension to the basic UPnP architecture described in 0
through 5 enabling Device to Device connectivity across the internet (aka “Cloud”). It is

desi ible,
the
Intefnet. Using the open standards based Extensible Messaging and Presence~Protocol
ing,

Disqovery, Description, Eventing, and Control 4 to XMPP in a reliable, secure “Clpud”
comjpatible way. This specific combination as described in this annex embodies the UPnP
Cloyd Annex or UCA.

UCA support is allowed. If UCA is implemented for a device or control poeint then the devide or
confrol point shall support all the required clauses of this annex for a UCCD and UCQ-CP
respectively. A UCS may also be implemented. If implemented{,the UCS shall suppont all
reqgyired clauses of a UCS in this annex.

c.1.2 Audience

The|audience for this Annex includes UPnP devicenand control point vendors, UPnP Cjoud
infrgdstructure providers, and members of UPnP Fofum working committees, and anyone glse
who|has a need to understand the technical details' of UPnP Cloud protocols.

Thig annex assumes the reader is familiarswith the UDA Protocols (HTTP, SOAP, SSDP,
GENA, TCP, UDP, IP, XML) as well as RESTful APls; this annex makes no attempt to explain
them. This annex also assumes mostieaders will be new to XMPP, and while it is not an
XMRP tutorial, XMPP-related issues~are addressed in detail given the centrality of XMPP to
the [UCA. This annex makes noxassumptions about the readers' understanding of varfious
programming or scripting languages.

c1B In this Annex

The|UPnP Cloud Annex defines both the required binding of the UDA protocols to XMPP|and
the required confrol point, device, and infrastructure components needed to implement UPnP
Cloyd, including- Client(UCCD and UCC-CP), Server(UCS), and add on Services [see
section C.7).

Conjponents of the UPnP Device Architecture for addressing, discovery, description, eventing
and|control, contained herein define only extensions or equivalent replacements for those
protocol components required for communication over XMPP using the UCA. All interaction
and protocol descriptions associated with the traditional UPnP Device Architecture remain
unchanged, when using UCA, unless specifically modified in this specification. UDA when
used in a local network remains unchanged.

The text in this specification uses the following fonts to indicate the protocol components as
follows:

XMPP — Bold Red Courier underlined.
UCA — Bold, Blue Trebuchet underlined.

4 An equivalent for UDA Presentation is not provided in UCA as this is considered a potential security issue. If a
device or service presentation URL is presented it should be ignore by UCCDs and UCC-CPs.
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UPnP Device Architecture — same fonts as in UDA 1.1.

Pure Theory of operations (TOPs) example text will be in black courier new with a
shaded background (not necessarily gray)>.

Additionally, clarifying text is sometimes included. There are two general forms:

1) Extracts from relevant XMPP specification indicated by an XEP or RFC reference followed
by text enclosed in a box (see below).

From XEP or RFC
Extracted relevant text from XEP or RFC goes here.

2) Implementation warnings shown as a "caution sign symbol" with explanatory text (see
belgw).

%5; Implementation caution goes here.

5 Note: example text can contain whitespace and line feeds to improve readability.
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Cc1.4 UDA compared to UCA

Figure C-1 provides a high level comparison of the existing UDA protocol stack with the UCA
protocol stack6. In contrast to UDA, all UCA communications are unicast, secure, and
essentially reliable since it is over TCP/IP. Thus, the original UDP components are not
included in the UCA. Also, the delivery method for the equivalent SOAP and GENA
components are via XMPP instead of HTTP. It is possible for a device to expose one or more
interfaces on both its link-local and cloud networks. Control points interacting with multiple

inte fau::a, ;Ilbiuul;lly both—dBA—andHCA L.umpati'uil:: u'cviu::a, canmdetermime—if-the—de iLe(s)
are the same by comparing their UDNs just as described in the multi-homed descr')t\cn in
UDA. (19
Figure C-1: — Protocol stacks UDA versus UCA7 r\ﬂ/
'\/
UPnP vendor [purple-italic] 035‘
UPnP Forum [red-italic] (ﬁ)
Vi

UPnP Device Architecture [green-bold] ;;\J'
SOAP [bl GENA
SSDP [blue] Multicast events 7 [navy-bold]

[navy-bold] =
HEP@lack] HTTP [black]

UDP [black] OQ‘ TCP [black]

IP [black]
5‘:\

sg@m\

« )
N
UPRP vend le-itali
= nP vendor [purple-italic]

\v
\l_ UPnP Forum [red-italic]

(‘}\\UJPnP Device Architecture [green-bold]

et | e et o | S0P mappeatoupe | GENA sauivent
H e » SOAP support « ”
resenc XMPP “pubsub bl pubsub
blu :) [navy-bold] [blue] [navy-bold]
-
n‘< XMPP [red bold underlined]
(~$ . TLS/SASL
X TCP [black]
IP [black]
UCA

Figure C-2 provides a more detailed description of the UCA protocol stack. In this figure, two
types of communication scenarios are illustrated. In scenario 1 (top) a UPnP Cloud Capable
Device (aka UCCD8) or UPnP Cloud Capable Control Point (aka UCC-CP) connects through

6 Differences are highlighted in grey.
7 Note that fonts are color coded. See section "UCA Steps as Analogies to UDA" for additional information.

8 See section "Terms and Definitions" for related abbreviations.
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an infrastructure XMPP Server (aka UCS) to another UCCD, UCC-CP, or UCOD. This is a
typical D2D communication scenario.

When UCCDs and UCC-CPs have different users (illustrated) the connection is typically of the
type Client A (UCCD or UCC-CP) connects to server A which connects to server B which
connects to Client B (UCCD or UCC-CP). When UCCDs and UCC-CPs have the same user
(not illustrated) the connection will be of type Client A1 (UCCD or UCC-CP) connects to
server A which connects to Client A2 (UCCD or UCC-CP), i.e. there is only one server in the

path.
Anofher scenario (bottom) nhas the ULLDs and ULCL-UFSs conneclting to devices (ULULS) and
services (UCOSs) that exist only in the cloud.
Higure C-2: — Protocol stack UCA UCCD/UCC-CP and UCA Servers (UCS‘or‘UCOD)
URnP as described UPnP as describgd
in UCA for in UCA for
Devige and Control Point UPnP Cloud Communication via UCS Device and Control|Point
UPnP Jendor [purple-italic] servers UPnP vendor [purple{italic]

UPnR Forum éred-italic!

UPnP Pevice Architecture

UPnP Device Architg

UPnP Forum !red-igalic!

cture

[green-bold] [green-bold]
SYDP, SOAP, GENA XMPP XML Stream + XMPP_XML Stream + SSDP, SOAP, GENA
equjivalent mapped to XMPP pubsub XMPP pubsub equivalent mapped to
XMPR XML Stream [blue] [blue blue XMPP XML Stream [blue]
XMPP [red bold XMPP [red bold XMPP [red bold XMPP [red bold
underlined] underlined] underlined] underlined]
TLS/SASL TLS/SASL TLS/SASL TLS/SASL
UDP/TCP UDP/TCP UDP/TCP UDP/TCP
IP IP IP IP
UCCD/UCC-CP(A) > Server(A) > Server(B) 2> UCCD/UCC-CIP(B)
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UPnP as described UPnP as described

in UCA for in UCA for
. . Device and Control
Device and Control Point Poi
oint
UPnP Cloud TPnp P 7

UPnP vendor [purple-italic] Communication nP vendor [purple-

via UCS italic]
UPnP Forum [red-italic] UPnP Forum [red-italic]
UPnP Device

UPnP Device Architecture

Architecture [green-

7(E)

|glEEll'UUlU| bold]
SS.DP, SOAP, GENA XMPP XML Stream + XMPP XML Stream
equivalent mapped to pubsub —[blue]
XMPP XML Stream [blue] [blue]
XMPP [red bold XMPP [red bold
underlined] underlined]
TLS/SASL TLS/SASL Server to Server
UDP/TCP UDP/TCP Communication
IP IP is jinternal
UCCD > Server > ucobD
UCC-CP (UCS) (UCCD in Cloud)

XMRP defines a technique for connecting over HTTP known as BiDirection-streams
Syngchronous HTTP (BOSH [XEP-0138]) which is targeted for browser based applications
not gpecifically limited to that use case. UCA support for BOSH is described in C.13.

In spme cases, communications is only needed between the UCCD or UCC-CP and a U
Typical examples include: management of status and settings where a UCCD or UCC
communicates directly with its UCS; creating and publishing PubSub events where a UCC
UC(-CP communicates with an add=0n service discovered on its UCS; or subscribing
retrieving PubSub events with the UCS of a connected UCCD or UCC-CP from another U
Thege communication types are further defined in the next section.

C.1. UCA General Communications Paths

As mmentioned previously, UCA offers two paradigms for communication 1) UCCDs and U
CPs| belonging to the same user (see term user) registered to the same account (see
account) communicating with each other and 2) UCCDs and UCC-CPs belonging to diffe
usels registered-to different accounts and possibly on different servers. This is illustrated
level \inJFigure C-3 as UCCDs and UCC-CPs connected to the mycloud.org
thef rc@:‘q?d.org UCSs respectively. This results in several communication paths betw

Dver
but

CS.
-CP
D or
and
ser.

CcC-
erm
rent
at a
and
een
are

devices;, control points, servers, services, and users. These specific message flows
enumerateqg i ne i ~rili ~oi . . in i
specification.

Figure C-3: — General UCA Configuration
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6 UCA Specific Communication Paths Q

The|UCA defines 8 specific types of communica{\o% 7 of which are illustrated in Figure

They are: ;\Q

1) communications between a user (with .§&er credential) and the UCA host server (U
nt management? (see section C.5.1), for exanple,

Using the defined UCA API for acc
vith a browser over HTTP, ~\®

2) communications between a UC Cﬁ:’ or UCCD (with user A credentials) with their UCA

gerver A using the UCA protocols,

3) cpmmunications betwee ‘Q\@CC-CP or UCCD (with user A credentials) with another u

6)

¢onnected UCC-CP or CD (with user B credentials) either through the same UCA
gerver A or through twor different UCA host servers A and B using the UCA protocols,

communications @ een UCC-CPs and UCCDs ( with user A credentials) through

WCA host se&&)\ using the UCA protocols,

ations between two UCA host servers (A and B) using the XMPP proto

5) dfrect com
is kind&mmunication between servers is often referred to as "federation",

m ications between a user's UCA host server and required UCA add on servi

7(E)

C-4.

CS)

host

sers
host

heir
bols,

ces,

@ s, a PubSub service or a Multi-User Chat (MUC) conference server,

7) direct communications between a UCC-CP or UCCD (with user A credentials) and a_server
hosting a required UCA add on service, such as publishing or retrieving PubSub events.

8) direct communications between a UCC-CP or UCCD (with user A credentials) and a UCC-
CP or UCCD (with user B credentials) for data direct data transfer as negotiated through

the UCA protocols (not shown).

Figure C-4: — Specific UCA communications10

9 Note this also includes creation of the user credential.

10 Note that in this figure users “jeffrey” and “mary” are the same as general users A and B in related descriptions.

© ISO/IEC 2017 — All rights reserved

125


https://iecnorm.com/api/?name=b9da304ced0c53a311edf06607f10d23

UPnP Cloud Architecture

UCA XMPP Server A

Roster

A 4

Connections

UCA XMPP Server B

Presence
jeffrey's

Status

Roster

Connec

tions

ISO/IEC 29341-1-2:2017(E)

Presence

Status

A

A

Y Y

A

K

?
AN
¥

X

&

jontrol point

CAf

The

Ste

A u
UDA

A

A
Y

UCA XMPP Add on Service

MediaServer

)

O

mary

control

point

A

est1b|ishing a

1a)
1b)
1¢c)

1d)

UCA experience.

1: Registration

UCA Steps as Analogies to UDA

following section provides a high level overyiew of the major steps involve

A potential UCA user finds a. (UCA service provider or installs a UCA server to con
their UCCDs and UCC-CPs:

The user creates a JRnP cloud account (see section C.5.1), for example wi
¢ompanion browser.

After creating an_daceount, the user starts a UCA cloud session between their UCC-C
JCCD and the UCS (from step 1a) using the user credentials from (step 1b).

ber registers their UCC-CPs and UCCDs with a UCA host service. This is analogoys to
Addressing. It involves several sub-steps that are described next.

nhect

P or

The UCC-CPvor UCCD autonomously creates a persistent and unique XMPP resourde of

for

general {ype user@upnpcloudserver/upnp:device:resource+unique_identifier
UCCDs. lor user@upnpcloudserver/upnp:controlpoint:resource+unique_identifien for
JCC-CPs.

Step—2:Discovery

A UCCD or UCC-CP issues XMPP <presence> stanzas. This is analogous to UPnP SSDP
messages. It involves several sub-steps that are described next.

2a) A UCCD or UCC-CP sets its <presence> stanza with no @type attribute which is

interpreted as "available" (this is equivalent to an ssdp:alive).

2b) A UCCD or UCC-CP sets its <presence> stanza @type attribute to "unavailable"
(this is equivalent to an ssdp:byebye) or the UCS sends a <presence> stanza with
@type attribute set to "unavailable" on behalf of a disconnected UCCD or UCC-CP.

2c) A UCCD whose <presence> stanza status has no @type attribute, which is interpreted
as "available", sends a new <presence> stanza with a modified configldCloud element
(this is equivalent to an ssdp:update).
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p 3 Description

A UCCD provides device type information in its name and version information sent in its
presence communication, along with description information that can be exchanged in an
<ig> stanza with a UCC-CP. This is analogous to UPnP Description. It involves several sub-
steps that are described next.

3a)

3b)

3b)

Ste

A UCCD sends a conforming version and hash (configldCloud) of its description in its
<presence>stanza.

o verc . the
CCD using an <iqg> stanza.

The UCCD and UCC-CP complete a follow-up exchange in which the DDD and SEPDY are
g¢xchanged using <ig> stanzas.

equests it from the U

i 4 Eventing

A UCCD creates and manages a UCA PubSub collection, if it has'events, and a UC(Q-CP

sub
sev

4a)

4b)

4c)

4d)

Ste

gcribes to nodes in that collection .This is analogous to, UDA Eventing. It invdlves
¢ral sub-steps that are described next.

A UCCD creates a conforming PubSub collection.fop UCCD events at the PulSub
gervice associated with its UCA server.

A UCC-CP issues conforming PubSub “subscribe” and “unsubscribe” queries o a
gpecific UCCD PubSub node (event).

A UCCD or UCA server issues conforming responses to the UCC-CP acknowledging the
gubscription request usually a “subscribed™or “unsubscribed” message.

A UCCD sends any event to the PubSuk'service when an event occurs using the reqyired
MPP message.

p 5 Control

A ULCC-CP invokes an action egn_.a UCCD by exchanging SOAP messages using the XIMPP
binding for SOAP. This is analogous to UDA Control. It involves several sub-steps thaf| are

des

5a)
5b)

5¢)

C.2—Terms and Definitions

ribed next.

A UUC-CP invokes'a SOAP based action on a UCCD using an <iqg> stanza,

The UCCD sends a proper SOAP response or error message to the UCCD using an qiqg>
nesponse stanza.

The response can include elements filtered to reflect additional negotiated and secpired
fransperi for direct UCCD to UCCD or direct UCC-CP to UCCD media or data exchanges
vhere required or efficient.

C.21 Acronyms
Table C-1: — Acronyms
Acronym Description
BOSH Bidirectional-streams Over Synchronous HTTP
D2D Device-to-Device
FQDN Fully Qualified Domain Name
MUC Multi-User Chat
UCA UPnP Cloud Annex
UCBS UPnP Cloud Based Service
UCC UPnP Cloud Capable
UCC-CP UPnP Cloud Capable Control Point
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UCCD UPnP Cloud Capable Device

UCCD-M UPnP Cloud Capable Device [Mobile]

UCOS UPnP Cloud Only Service

UCS UPnP Cloud Server

UHOD UPnP Home Only Device

XMPP Extensible Messaging and Presence Protocol

C.2.2 General Cloud Terms and Definitions

CloJd, 1n the coniext of UPNP, 1S the logical domain, not In the user s home(s), where their
UCODs, UCCDs and UCC-CPs connect, their UCBSs execute, and their cloud basedrcorntent
resiges.

Domain is a scoped access to a subset of all available cloud devices, services and’users.

Account is a domain in the cloud consisting of a username and a credentjal;xAlso, the accpunt
can|contain ancillary information such as address, telephone number, email information|and
poss$ibly transactional information such as credit card information. An‘extended concept df an
accqunt is the combination of devices, services and users registered or interacting with the
accqunt.

User, in the context of UPnP cloud, is a uniquely identifiable-participant that interacts with the
UPNP cloud ecosystem. A user can be an account owner of, participant and can be associpted
with|multiple cloud accounts.

Logan is an identification process that allows a spécific user to access their cloud accour|t by
confirming their username and credential. Login.can also refer to the act of starting an a¢tive
sesgion with the cloud account. The login can be“automated once initial login succeeds. Spme
minimal behavior equivalent to UPnP Public-Réle [DP] could be identified.

Owner is a user that has management-rights over an account (or group) and the devices,
services, and users allowed access within that account.

Home, in the context of UPnP cloud, is the logical network(s) or LAN(s) where a user’'s UHOD
and|CPDevs are connected.

UPnP Cloud Capable (UCC) means that the device or control point (CP) is capablg of
intefaction with UPnP-Cloud Based Services.

tion is the initiation part of registering a device, service, or user to a cloud account or

Invifed User’is a user from a cloud account that has been invited to have access to deVices
and|services in a different cloud account. The devices and services access can be grapted
with[a.per-device, per-group, or per-service granularity.

c.2.3 Device and Control Point Terms and Definitions

UPnP Cloud Capable Control Point (UCC-CP) is a control point (CP) that can interact with
UCCDs, UCODs, and UCOSs directly. Note that a UCC-CP is not a UCCD.

UPnP Cloud Capable Device [Mobile] (UCCD-[M]) is a non-virtual UPnP device that can
interact directly with other UCCDs and UCODs via the cloud, when in the home it can interact
with legacy devices over a home network. The term UCCD-M can be used to indicated that
the UCCD has mobility (cell phone, tablet) that is, it will frequently get IP connectivity from
outside of the home network as opposed to a UCCD that is a 100 inch Smart TV which can
connect directly to the internet but is likely to stay in the same LAN. Note that a UCCD-M is
also a UCCD.
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UCOD (UPnP Cloud Only Device) is a UPnP device that resides only in the cloud, more or
less a virtual device. Note that a UCOD is not a UCCD.UHOD (UPnP Home Only Device) is a
device that only works in a home (LAN) network, that is a “legacy” device [UDA1.0], [UDA1.1],
an example is MediaServer:1. It can be added to a cloud account via a CPDev

Invited Device is a device from a cloud account that has received an invitation to be registered
to a different cloud account.

C.24 Service Terms and Definitions

UPrlP Cloud Based Service (UCBS) are UPnP services designed to support the UPnP ‘cloud
ecosystem. This is a broader category than a UCOD and UCOS and encompasses. all cloud
relajed components.

UPNP Cloud Only Service (UCQS) is a service that can reside only in the cloud and mightjonly
be dompatible with UHODs via a CPDev.

Cloud Service is a service originating from a cloud account that is’ hot part of a physical
Devijce.

Service Provider (SP) is a cloud based entity that provideScloud accounts or UCQOS(s)
poss$ibly including content.

Seryice Provider Cloud Service (SPCS) is a UCOS$, originating from a Service Proyider
available to a cloud account.

Invited Cloud Service is a cloud service from a cloud account or service provider (SP) that/has
recdived an invitation to be registered to a different cloud account.

Published Service is a service originating from a device from a home network advertised|to a
cloud account.

C.2p5 Groups

Cloud Group is a default set*of UPnP devices connected to a cloud account, often inifially
from the same LAN. This group can contain UHODs, UCODs, UCOSs, UCCDs and UCC-(CPs.
A dgvice can belong tosmore than 1 cloud group.

Cloud Only Group is’a default set of UPnP devices connected to a cloud account. This gfoup
can|contain UCODs, UCOSs, UCCDs and UCC-CPs. A device can belong to more than 1
cloud only greup.

Cusfom Cloud Group is a configured and managed set of UCCDs, UCODs, UHODs, UCC-CPs
and| users for the purpose of managing interaction with and registration to other cloud

4 <l H= H |H H P~ | | F £ A H H <l H~. '
aCC(IuIIlO artid }JIUVIUIIIH mTmmcUu oUbVOoT1Llo UT UTVIUT, OCTVIUT, Alifu UoTT 1T Tautivlio.

Home Only Group is a default set of UPnP devices connected to a cloud account. This group
can contain only UHODs.

Invited Group is a cloud, custom, or home group that has received an invitation to register to a
different cloud group.

C.3 References

[DP] - UPNnP Device Protection:1 Service. Available at http://upnp.org/specs/gw/UPnP-gw-
DeviceProtection-v1-Service.pdf
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[RFC-6120] - Extensible Messaging and Presence Protocol XMPP: Core. Available
at http://tools.ietf.org/html/rfc6120

[RFC-6121] - Extensible Messaging and Presence Protocol XMPP: Instance Messaging and
Presence. Available at http://tools.ietf.org/html/rfc6121

[RFC-6122] - Extensible Messaging and Presence Protocol XMPP: Address Format. Available
at http://tools.ietf.org/html/rfc6122

[RFC-6455] — The WebSocket Protocol. Available at http://tools.ietf.org/html/rfc6455

[XEP-0030] - Service Discovery, XMPP Standards Foundation, 1999-Z071T5. Available
at http://xmpp.org/extensions/xep-0030.html

[XEP-0060] - Publish-Subscribe, XMPP Standards Foundation, 1999-2015. Available
at http://xmpp.org/extensions/xep-0060.html

[XEP-0072] - SOAP over XMPP, XMPP Standards Foundation, 1999-2015. Available
at http://xmpp.org/extensions/xep-0072.html

[XEIP-0084] - User Avatar, XMPP Standards Foundation, 1999-2015\ Available
at http://xmpp.org/extensions/xep-0084.html

[XEIP-0124] - BiDirectional-streams Over Synchronous HTTR;71999-2015. Available at
http://xmpp.org/extensions/xep-0124.html

[XEP-0133] - Service Administration, XMPP Standards Foundation, 1999-2015. Availgble
at http://xmpp.org/extensions/xep-0133.html

[XEP-0138] - Stream Compression, XMPP Standards Foundation, 1999-2015, Available
at http://xmpp.org/extensions/xep-0138htmi

[XEP-0206] - XMPP over BOSH, XMPPR-Standards Foundation, 1999-2015, Available
at http://xmpp.org/extensions/xep-0206.html

[XEIP-0248] - Collection Nodes XMPP Standards Foundation, 1999-2015. Available
at http://xmpp.org/extensions/xep-0248.htmi

[XEP-0332] - HTTP over XMPP, XMPP Standards Foundation, 1999-2015, Available
at http://xmpp.orglextensions/xep-0332.html

C.4|] General XMPP Features

Thig sectiop~provides an overview of basic XMPP. The full XMPP specifications [and
desg¢riptions.can be found at http://xmpp.org.

c.4an XMPP Jabber IDs or JIDs

An XMPP Jabber (historical) ID or JID is composed of three parts the localpart (analog to
user name), the domainpart (analog to server name) and the resourcepart (in the UPnP
case, a device or control point name). Together they form a f£ull JID or the "Cloud" address
of a UCCD or UCC-CP. In XMPP communication can occur between different levels of
addressing: server to server, client to server, and client to client.

When UCA server to server communication occurs it is typically sent as an XMPP
domainpart to domainpart and, in the case, of this specification, will appear as
mycloud.org to theircloud.org. This type of communication is generally out of scope for
the UCA.
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When UCA client (UCCD or UCC-CP) to server communication occurs it is typically1! sent as
an XMPP localpart@domainpart/resourcepart t0 a localpart@domainpart.

However, in many cases, especially presence, UCA client communication "to" and "from" is
added by the Server or UCS.

UCCD:jeffrey@mycloud.org/urn:schemas-upnp-org:device:MediaServer:4:uuid:abcd-1234

<presence/>

UCS:mycloud.org (to available resource ...abcd-wxyz)

<presence
_U_"JCffJ_C_YCIll_Yk‘lULAd.UJ.\J LAJ_lJ..D\_/llCI.I.lG.D Lll.)l].tJ UJ_\j.LlCVJ‘_L/C.
MediaServer:4:uuid:abcd-wxyz" /\
Ffrom="jeffrey@mycloud.org/urn:schemas-upnp-org:device: Q'\
MediaServer:4:uuid:abcd-1234"/> [2))

Notg¢ that in this example the user or localpart is jeffrey.
Communication between a UCCD (UCC-CP) and its server is somewhat analogoup to
communication between a device (control point) and its local network.

Whgn UCA client to client communication occurs it will be, (between £full JIDY as

lochlpart@domainpart/resourcepart t0 a localpart@ddsmainpart/resourcegart
but felayed through the client's (UCCD or UCC-CP) server first

e WCCDs and UCC-CPs belonging to user A on Server A and connecting to user A's gther
JCCDs or UCC-CPs will send UCA communicationusing a Client A1 to Server A to Client
A1 model.

e WCCDs and UCC-CPs belonging to user Al:on Server A and connecting to user A2 on
gerver A UCCDs or UCC-CPs will send UCA sommunication using a Client A1 to Server A
fo Client A2 model.

¢ WCCDs and UCC-CPs belonging to user A1 on Server A and connecting to user B1 on
gerver B UCCDs or UCC-CPs will send UCA communication using a Client A1 to Server A
o Server B to Client B model.

Not¢ that not all client to clieptccommunication is expected to go through the servers; high
bandwidth transactions willberhegotiated through XMPP communication and handled in more
effigient ways (see section C9).

c.411.1 XMPP stdanzas

Thefe are three stamza types defined for XMPP: <ig>, <presence>, and <message}. In
general, <presence> is broadcast between a XMPP client to an XMPP server for additipnal
caching or distribution. A response is not expected (although the server may gendrate
additional stanzas). An <iqg> stanza always results in a response although it may be an Jrror
resgonsg. \Typically this stanza is also client to server, or server to server. A <messgge>
stanzads typically sent client to client and usually does not require a response, but one cap be

defl ad 1f ~a~~cooey
FreC— Tt ssary

C.4.1.2 <ig> stanzas

XMPP <ig> stanzas have the following defined @type attribute allowed values: "get", "set",
"result", and "error". They are primarily intended for request/response interactions. An
<ig> stanza can contain only one payload and (for errors) an error child, that is errors might
contain error plus original payload (see [RFC-6121], section 8.2.3).

1 Specific cases in this annex will appear as jeffrey@mycloud.org/urn:schemas-upnp-
org:device:MediaServer:4:uuid:e70e9d0e-d9eb-4748-b163-636a323e7950 to jeffrey@mycloud.org or similar.
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Cc.41.3 <presence> stanzas

XMPP <presence> stanzas have the following defined @type attribute allowed values which
are related to UCA: "unavailable" and no @type attribute present, which is interpreted as
"available". They are used primarily as an online ("available"), off-line ("unavailable") switch
which is sent to all subscribers12 connected entities or in the UPnP case UCCDs and UCC-
CPs.

C41.4 <message> stanzas

XMPP <message> stanzas have the following defined @type attribute allowed values:
"normal”, "chat", "groupchat", "headline", and "error". The <message> stanza is the

prim@ary pustmethod-mXvMPe;

Emhedding of other XML namespace elements in stanza payloads is supported, thus UPnP
will gdefine its own payloads as needed.

C.5| Creating a Device or Control Point Resource

C.5.1 Finding aucs

Befgre a UCC-CP or UCCD can be connected using UCA, a UCS, must be discovered apd a
usell account created. UPnP describes the following methods for discovering UCA connegtive
services.

Knojlwvn publicly accessable UCS, UPnP Forum provides links to UCSs that have passed UCA
JCS certification and that are publicly accessible: This list is maintained at hypeflink
http://cloud.upnp.org/ucs/ver/x.x" where x.x indicates the UCA server version the U(QS is
certified to. Valid versions for this specification are "1.0".

t is expected that versions above 1.0 will*be released. These will be enumerated af the
URI http://cloud.upnp.org/ucs/ as hyperlinks of the form "x.x", for example:

1.0
1.1
2.0

JRIs at the next level "http://Cloud.upnp.org/ucs/ver" would contain hyperlinks to the U|CSs
accessible 13 for each version, for example:

link http://cloud.upnp.org/ucs/ver/1.0 contains 2 hyperlinks
http://mycloud.org
http://theircloud.org

link http://cloud.upnp.org/ucs/ver/1.1 contains 2 hyperlinks
http+//mycloud.org

link http://cloud.upnp.org/ucs/ver/2.0 contains 1 hyperlink

httn-//theoircloud ora
Hp--t -OFg

Vendor defined. One or more UCSs are hardcoded into the UCC-CP or UCCD. Upon initial
startup the user is provided an interface to create an account. After initial account creation
and login the UCC-CP or UCCD may connect automatically.

Add on_services, UPnP Forum may define DCPs that allow a locally discoverable
infrastructure device to advertise a service that provides discovery of a UCS.

C.5.2 Account Creation

12 A subscriber UCCD or UCC-CP is either a resource of the same user account or an external UCCD or UCC-CP
subscribed to another user's UCCD or UCC-CP presence.

13 Note that UPnP Forum does not guarantee the availability of UCS servers.
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In general, it is expected that most UCCDs and UCC-CPs will have some form of Ul
supporting account registration; however this could also be done through a web interface to
the supporting UCS using BOSH [XEP-0124].

[XEP-0133] describes best practices for server to server and server to component account
management. For basic account setup, update, deletion, and exchange the following user
form variables (var) are defined:

e accountjid,

e password,

e password-verify

Y ema-i'l,

P given name,

p surname

It is[highly recommended that any account creation-management API, at a minimur, provision
for the input, storage, and protection of the above information.

CcC.53 Authentication

For jeach UCCD or UCC-CP that a user will connect to their cloud’ ,account, they will haJe to
logim to a server supporting the UCA server profile specified here. When initial login ocqurs,
the |JUCCD or UCC-CP uses the bare JID or locdlpart@domainpart (for |this
example jeffrey@mycloud.org) and completes the preconditions (stream establishment,
secyrity negotiation (TLS, SASL) described in [RFC-6120}, also known as XMPP-CORE. [This
prodess is illustrated in Figure C-5.

Notg¢ that this section is a composite of XMPP specifications [RFC-6120], [RFC-6121], [RF[C-
6122].

Figure C-5: — XMPP.Authentication Negotiation

o N Y- +
| open TCR%“connection |
o +
I
v
Fomm e — +
| sene dlaltilal |[Kssosssssssscscsscooooooos A
| stream header |
o - +
I
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Fmm e +
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I
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fmm - + |

I |

v I

oo + |
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~ {OPTIONAL} Foccoooooosoooooo 4F |

| I I

| v I
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| | v v I
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4+ - — — —
A

The example protocol flows illustrated here, start at the XMPP SASL stream negotiation phase,
after the initial TCP/TLS connection has been negotiated (again see [RFC-6120] for details).
The first UPnP entity to connect to jeffrey@mycloud.org is a UCCD, specifically a
MedliaServer:4 with UDN uuid:e70e9d0e-d9eb-4748-b163-636a323e7950. Singe| the
UCS has been determined to support UCA a-priori (see section C.5.1) it is knowge the
UCS§ can successfully bind a UCCD or UCC-CP and support required add-on UC rvices,
such as, a UPnP profiled PubSub. This can be verified using [XEP- 0030](? wil| be
desg¢ribed later in this speC|f|cat|on

Not¢ the orange highlighted text indicates pre-SASL TLS secured exchan@‘
%))

(C Raw Client prior to UCCD or UCC-CP

’

C:j¢ffrey@mycloud.org pbinding)

UCS|mycloud.org (UCS= UPnP Cloud Server) 9,

C:j¢ffre cloud.org

UCS:mycloud.org

C:jeffrey@mycloud.org

UCS:mycloud.org
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See [RFC-6120] section 6.4.5 describing the client server behaviour regarding SASL failure.
Communication is now secure and a second secured XMPP stream or <stream:stream> is
now started.

Note that there are actually two new streams started, one client to server and one server to C
thus the new <xml> tag and a new stream id generated and sent by the Server.
indicates post SASL secured exchange. Section C.12 describes some details
on how to close a XMPP session.

C:j¢ffreyfmycIoud-org

V
UCSfmycloud.org .

UCS|mycloud.org O

Not¢ that stream errors are unrecove&@]?, see [RFC-6120] section 4.9.1.

C.53.4 Binding Devices and\g}ntrol Points as a Resource

OncE the secure stream h en negotiated for the UCCD or UCC-CP with the UPnP c]Joud
servier (UCS) it will send. XMPP <bind> notification as indicated in the example above
whefe:

If the binding r s@)rce is a UCCD it shall bind with a resourcepart as the ordered
concatenati >f the value of the <deviceType> and the value of the <UDN> separpted
e#@r

)ya"'"

Fes epart = urn:schemas-upnp-
_E@Jevice :deviceType:ver:uuid:device-UUID

or
resourcepart = urn:domain-name:device:deviceType:ver:uuid:device-UUID

e If the binding resource is a UCC-CP it shall bind with a resourcepart as either:

o the ordered concatenation of the value of urn:schemas-upnp-org:cloud-1-
0:ControlPoint:ver: and either the value of control point <1D> as defined in
DeviceProtection Service [DP] if DeviceProtection Service is implemented , that is,

resourcepart = urn:schemas-upnp-org:cloud-1-0:ControlPoint:ver: <7pD>

or
o a UUID value meeting the same requirements as the device-UUID thatis,
resourcepart = urn:schemas-upnp-org:cloud-1-0:ControlPoint:ver: uuid
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For UCA 1.0, the value of the control point version ver is "1".

Continuing the example from above, upon receiving the bind notification, the UCCD
"MediaServer:4" will now bind as:

jeffrey@mycloud.org/urn:schemas-upnp-org:device-1-
l:MediaServer:4:uuidie70e9d0e-d%eb-4748-b163-636a323e7950

by sending an <ig> bind request as follows:

C:j¢ffrey@mycloud.org/urn:schemas-upnp-
orgldevice:MediaServer:4:uuid:ie70e9d0e-d9%eb-4748-b163-636a323e7950

¢, that the value of the ig@aid attribute is determier?y the endpoint (usually a UCS)[4.
A UCS shall accept a conforming request as a new ource with the response:

UCS|mycloud.org \\

Errgr messages reéﬁd prior to resource binding shall conform to standard XMPP messages

defined in [RF. 20] and are not considered a UCA error.

Notg¢ that a rly implemented UCCD or UCC-CP should not create a resource uniqueness

conflict a cribed in section 7.7.2.2 [RFC-6120], that is uniqueness is guaranteed between
nd UCC-CP resources. A UCS should not attempt to change the name
resource, if it does, the UCCD o :

or UCC-CP shall not accept an XMPP bind that does not conform to its advertised as
described above..

Upon a successful bind, the MediaServer:4 UCCD is now connected with its own globally
unique full JID . This is the UCCD cloud address. Note, a UCCD is allowed to have multiple
cloud addresses.

UCCD:jeffrey@mycloud.org/urn:schemas-upnp-
org:device:MediaServer:4:uuid:ie70e9d0e-d9%eb-4748-b163-636a323e7950

14 id values in the examples are not randomized or sequenced, as is common practice, for illustration purposes
only.
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UCS rmycloud.org

©

c.54.1 Limitations on stanza redirection. g\

In Jome cases, XMPP allows for the redirection ? tanzas to an alternative "availgble"
respurce (see [RFC-6120] section 10.5.4) when“a full JID matching the "to" attribute is
not ['available". For example, a message of 4 “intended for jeffrey's ; MediaRehder
(which is "unavailable") could be redirected t fey's MediaServer (which is "available")| For
UCA communications this is prohibited as @éﬂws

UCCDs and UCC-CPs shall ignore z@ceived stanza that does not have a "from" attripute
with{a value compliant to a UCA res e as defined above with the following exceptions:

$
e The stanza is a response UCCD or UCC-CP request to the UCS or affiliated service
:EUCh as PubSub). Not the UCCD or UCC-CP should check the stanza @id attripute
confirm.

-

e The stanzaisan tion from the UCS or affiliated service.

e The stanza is (message specifically identified in this specification indicating the allowed
override of rohibition.

A UCS shoﬁ"refrain from redirecting valid UCA messages sent to an "unavailable" UCA
resqurce "available" UCA resource and instead send appropriate error message$ as

dest rm&?; [RFC-6120].

Note that UCCDs and UCC-CPs are allowed to be combined with other applications that share
a common XMPP interface, such as "chat". However, non-UCA stanzas should, instead be
sent to the bare JID and resource priority used for any additional routing. Figure C-6
illustrates these two scenarios. In case 1, a MediaServer sends a UCA stanza to an
"unavailable" MediaRender. Instead of delivering the stanza to the "available" MediaServer or
UCC-CP the appropriate error is returned. In case 2, a non-UCA stanza addressed to the
bare JID is sent and delivered to the "available" resource with the highest priority, in this
case Jeffrey's UCC-CP; in other terms, UCCDs and UCC-CPs should ignore stanzas of
type="chat" unless a chat interface is provided.

C.5.4.2 Handling resource priority

The use of priority in UCCDs and UCC-CPs is allowed in UCA, however its behavior is not
guaranteed since XMPP allows a server to override requested priority as described below.
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From [RFC-6121] section 4.7.2.3

The client's server MAY override the priority value provided by the client (e.g.

in order to impose a message handling rule of delivering a message intended for the
account's bare JID to all of the account's available resources). If the server does so

it MUST communicate the modified priority value when it echoes the client's presence back to
itself and sends the presence notification to the user's contacts (because this modified priority
value is typically the default value of zero communicating the modified priority value can be
done by not including the <priority/> child element).

However, it is suggested that UCS recognize the following recommended priorities
for JCCDs and UCC-CPs:

UCCDs with no additional XMPP features: priority range of [-100 to -33].
UCCDs with additional XMPP features: priority range of [ 1to 66h
UCC-CPs with no additional XMPP features: priority range of [ -66 to #17.
UCC-CPS with additional XMPP feature: priority range of [ 33 to. 100].

Figure C-6: — Stanza routing for applications with UCA and other XMPP functionality.
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C.5.5 Embedded Devices

UCA does not support embedded devices as described in 2. All UCCDs that advertise
embedded devices in their UDA DDD shall, for each embedded device (sub-element
<deviceType of DDD element <deviceList>), connect and bind a separate full JID on
its cloud interface using that deviceType and the UDN of the related embedded device (see
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Figure C-7). Each embedded device advertised on the UCA interface shall have the <root>
element and <specVersion> element added so that it is a conforming DDD.
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Figure C-7: — UDA to UCA Mapping of embedded devices
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C.6 Presence and Discovery

c.6fl Presence (Analog to NOTIFY with ssdp:alive)

A UCCD shall announce its availability by(sending an XMPP <presence> stanza with no
@¢type attribute which is interpreted as\'available", and with the <uc> element (see [RFC-
6121] section 4.7.3 Extended Content)@dvertizing the current UCCD configuration. This ig the
analog of a device NOTIFY with ssdp:alive.

The|template for the UCCD <pzesence> stanza is:

<pr¢sence>
uc xmlns="urn:schemas-upnp-org:cloud-1-0">
<configldCloud—~hash="uda|sha-256">vendor calculated value
as described below

</configldCloud>
Juc>
</pxesencer

<prepence>
nqllirnd Shall be implnmnnfnd :\rrnrrﬁng to [PF(‘-A170] Case sensitive

<uc>
Required. Type is <XML>. Single valued. Shall have “urn:schemas-upnp-
org:cloud-1-0" as the value for the xmlns attribute; this references the UPnP
Cloud Schema (described below). Case sensitive. Shall have one of the following
values.

<configldCloud>
Required. Type is <XML>. Single Valued. Case sensitive. Value shall be

xsd:string with either a value equivalent to the configId value (see 2.3)
or a Base64 encoding of the SHA-256 hash (see usage in [DP]) calculated
over the UCCD advertised DDD concatenated with all the UCCD advertised
SCPDs (if present) in the order they appear in the UCA exposed DDD,
concatenated with a Base64 encoding of each icon binary in the order they
appear in the UCA exposed DDD iconList element (if present). That is
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SHA-256(<DDD xml><SCPD-1 xml> . . . <SCPD-N xml>Base64-icon1binary . . .
Base64-iconNbinary). 15

Note, the hash calculation is for self-consistency between device versions
and is not intended for verifying software versions. However, no additional
characters shall be included between the concatenated DDDs, SCPDs, and
Base64 encoded icon binaries, that is, the hash is calculated over a single
character string.

®@hash
Required. xsd:string. Case sensitive. The following values are defined:

Uda —indicat i ud vatue 1 XSd:Stri
equavalent to the configld xsd:int value (see 2.3).

"sha-256" indicates that the calculated hash of the device
description is calculated using the SHA-256 algorithm [Ref].

NOti that this template, or any other template in the UCA, does not prohibit the use of[any
additional, valid XML components, especially, those defined by theyXMPP Standprds
Foupdation (XSF), as long as they do not directly contradict the values’ defined in the UCA
and|are properly identified by valid XML namespaces. However, d6,not expect UCCDs|and
UC(-CPs to understand XMPP messages embedded in UCA specific elements.

Continuing the example from above the MediaServer:4 UCCD would send a <preserfce>
stanza as follows:

UCCh:jeffrey@mycloud.org/urn:schemas—-upnp-
orgldevice:MediaServer:4:uuid:ie70e9d0e-d9%e¢b4748-b163-636a323e7950
<pré¢sence> X
uc Q§
xmlns="urn:schemas-upnp-org:cloud=I-0">
<configIdCloud hash="sha-256"

jNwTQLAos+iQRmkykrNHk6YDg SP6dF8FZ1VhXBA=

</configIdCloud>
/uc> ‘\Q)
</pfesence> Afx

A ULCCD announcing initial presence will also need to configure their icon metadata/data
and|event PubSub as described later in this Annex.

A ULCC-CP shall anpounce its presence (essentially for discovering UCCDs) by sendipg a
<prgpsence> stanza with no @type attribute, which is interpreted as "available"l as
desg¢ribed in the.template below:

<pr¢sence/>

<prepence>
Réduired. Shall be implemented according to [RFC-6120]. Case sensitive.

A UCS shall broadcast the received UCCD or UCC-CP <presence> stanza to all subscribed
UCCDs and UCC-CPs connected to the users account and add the @to and @from
attributes as indicated below.

From [RFC-6121] section 4.2.2

The user's server (US) MUST also broadcast initial presence from the user's newly
"available" resource to all of the user's "available" resources, including the resource that
generated the presence notification in the first place (i.e., an entity is implicitly subscribed to
its own presence).

15 Examples show use of hash="sha-256".
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The template for the outgoing UCS <presence> stanza for a UCCD is:

<Eresence

from="localpart@domainpart/resourcepart of UCCD sending presence
conforming to section C.5.4"
to="localpart@domainpart/resourcepart of UCCD or UCC-CP subscribed
to presense conforming to section C.5.4">
<uc xmlns="urn:schemas-upnp-org:cloud-1-0">
<configldCloud hash="sha-256">vendor calculated value as described below
</configldCloud>
</uc>
</presence>

and|for a UCC-CP is:

<pr¢sence

from="1ocalpart@domainpart/resourcepart of UCC-CP sending presengcé
conforming to section C.5.4"
fo="localpart@domainpart/resourcepart of UCCD or UCC-CP sub$chribed
to presense conforming to section C.5.4">

</pxesence>

Not¢ that the @from and @to attributes are not included in the UCC-CP and UCCD
<prgsence> stanzas to the UCS but are added by the UCS~to“the outgoing <preserce>
staphzas as follows:

®from

Required. Shall be implemented according to [RFC-6120], that is, only when
multiple resources are implemented. Shall have\a value of the full Jgip of the
UCCD or UCC-CP announcing presence. Case sensitive (for resource part only).

pto

Recommended. Shall be implemented according to [RFC-6120]. Shall have a value
of the Jip of the subscribed UCCD orcUCC-CP. Case sensitive (for resource part
only).

Continuing the previous example, and assuming for now the MediaServer:4 UCCD ig the
onlyl UCCD or UCC-CP currently defined for the jeffrey account, the server would send the
single <presence> stanza below:

UCSfmycloud.org
<pr¢sence \
Lo="jeffrey@m§€:bud.org/urn:schemas—upnp—org:device:

MediaSe r:4:uuid:e70e9d0e-d9%eb-4748-b163-636a323e7950"
From="7jef mycloud.org/urn:schemas-upnp-org:device:

Med rver:4:uuidie70e9d0e-d9%eb-4748-b163-636a323e7950">
uc x ="urn:schemas-upnp-org:cloud-1-0">

< igIdCloud hash="sha-256">
JNwWTQLA0Os+iQRmkykrNHk6YDvgxcCSP6dF8FZ1VhXBA=
\%//configIdCloud>
uc

</presence>

A second UCCD is now added to jeffrey@mycloud.org account. A MediaRender:3
UCCD with an embedded, second MediaRenderer:3 device. On the local network side it is
advertised with a configId value of 3. On the cloud interface it will be advertised as two
separate devices. Assuming the two devices have already executed a proper resource bind
as described in section C.5.4, the following presence exchange will occur.

MediaRenderer:3 instance 1 will send its presence. The presence will be broadcast to all
"available" resources on jeffrey's mycloud.org account. In this case, to UCCD
MediaServer:4 and UCCD MediaRenderer:3 instance one.
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