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INFORMATION TECHNOLOGY -
UPNP DEVICE ARCHITECTURE -

Part 1-1: UPnP Device Architecture Version 1.1

FOREWORD

1(E)

) ISO (International Organization for Standardization) and IEC (International Electrotechnical Commission) form the

10)

Inte
com
Inte

he development of International Standards. Their preparation is entrusted to technical committees; any ISQ
EC member body interested in the subject dealt with may participate in this preparatory work. Interna
povernmental and non-governmental organizations liaising with ISO and IEC also participate in this preparati

n the field of information technology, ISO and IEC have established a joint technical committee, ISO/IEC J
Draft International Standards adopted by the joint technical committee are circulated to nationakbodies for v
Publication as an International Standard requires approval by at least 75 % of the national bedies casting a V

'he formal decisions or agreements of IEC and ISO on technical matters express;yas/nearly as possibl
nternational consensus of opinion on the relevant subjects since each technical committee has represent
rom all interested IEC and ISO member bodies.

EC, ISO and ISO/IEC publications have the form of recommendations fon intérnational use and are acce

echnical content of IEC, ISO and ISO/IEC publications is accurate, |EGyor ISO cannot be held responsib
he way in which they are used or for any misinterpretation by any end\User.

n order to promote international uniformity, IEC and ISO mémber bodies undertake to apply IEC, ISQ
SO/IEC publications transparently to the maximum extent possible in their national and regional publica
A\ny divergence between any ISO/IEC publication and<the*corresponding national or regional publig
hould be clearly indicated in the latter.

SO and IEC provide no marking procedure to indicate their approval and cannot be rendered responsib
hny equipment declared to be in conformity with\an*SO/IEC publication.

Al users should ensure that they have the latest edition of this publication.

No liability shall attach to IEC or ISO or its directors, employees, servants or agents including individual eX
bind members of their technical committees and IEC or ISO member bodies for any personal injury, pro
lamage or other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal
hnd expenses arising out of the plblication of, use of, or reliance upon, this ISO/IEC publication or any other
SO or ISO/IEC publications.

A\ttention is drawn to thénnormative references cited in this publication. Use of the referenced publicatio
ndispensable for the,eorrect application of this publication.

A\ttention is drawn te-the possibility that some of the elements of this International Standard may be the subj
atent rights. ISO,'and IEC shall not be held responsible for identifying any or all such patent rights.
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The list of all currently available parts of the ISO/IEC 29341 series, under the general title
Information technology — UPnP device architecture, can be found on the IEC web site.

This International Standard has been approved by vote of the member bodies, and the voting
results may be obtained from the address given on the second title page.

1 UPnP Forum Steering committee, UPnP Forum, 3855 SW 153" Drive, Beaverton, Oregon 97006 USA. See also

ntroduction”.


https://iecnorm.com/api/?name=4cab817b07b859803c40de19545faf9a

29341-1-1 © ISO/IEC:2011(E)

IMPORTANT - The “colour inside” logo on the cover page of this publication indicates
that it contains colours which are considered to be useful for the correct understanding
of its contents. Users should therefore print this publication using a colour printer.



https://iecnorm.com/api/?name=4cab817b07b859803c40de19545faf9a

— 4 — 29341-1-1 © ISO/IEC:2011(E)

Introduction
What is UPnP™1 Technology?

UPnP™ technology defines an architecture for pervasive peer-to-peer network connectivity of
intelligent appliances, wireless devices, and PCs of all form factors. It is designed to bring
easy-to-use, flexible, standards-based connectivity to ad-hoc or unmanaged networks whether
in the home, in a small business, public spaces, or attached to the Internet. UPnP technology
provides a distributed, open networking architecture that leverages TCP/IP and Web
technologies to enable seamless proximity networking in addition to control and data transfer
among networked devices.

The| UPnP Device Architecture (UDA) is more than just a simple extension of the plug|and
play peripheral model. It is designed to support zero-configuration, "invisible" netwofking,(and
autgmatic discovery for a breadth of device categories from a wide range of vendors. [This
medgns a device can dynamically join a network, obtain an IP address, convey,its capabilities,
and|learn about the presence and capabilities of other devices. Finally, a device can leaye a
network smoothly and automatically without leaving any unwanted state behind.

The|technologies leveraged in the UPnP architecture include Internet) protocols such ag IP,
TCH, UDP, HTTP, and XML. Like the Internet, contracts are based(on wire protocols that are
declarative, expressed in XML, and communicated via HTTP. Using Internet protocols |is a
stropg choice for UDA because of its proven ability to span different physical media, to enpble
reallworld multiple-vendor interoperation, and to achieve syaergy with the Internet and many
honle and office intranets. The UPnP architecture tas been explicitly designed to
accommodate these environments. Further, via bridging,\WUDA accommodates media runhing
nontlP protocols when cost, technology, or legacy prevents the media or devices attachgd to
it frgm running IP.

What is "universal" about UPnP technology? Nardevice drivers; common protocols are ysed
instead. UPnP networking is media independent. UPnP devices can be implemented using
any|programming language, and on any eperating system. The UPnP architecture does| not
spe¢ify or constrain the design of an ARk for applications; OS vendors may create APIs|that
suit|their customers’ needs.

UPNP™ Forum

The| UPnP Forum is an industry initiative designhed to enable easy and robust connectivity
amdng stand-alone devices-and PCs from many different vendors. The UPnP Forum seeKs to
develop standards for_describing device protocols and XML-based device schemas for| the
purpose of enabling device-to-device interoperability in a scalable, networked environment.

The|UPnP Implementers Corporation (UIC) is comprised of UPnP Forum member companies
acrdss many industries that promote the adoption of uniform technical device interconnectivity
starldards and ‘testing and certifying of these devices. The UIC develops and administerg the
testing ,and- certification process, administers the UPnP logo program, and provjdes
infofmation to UIC members and other interested parties regarding the certification of UPnP
devices” The UPnP device certification process is open to any vendor who is a member of the
UPnP Forum and UIC, has paid the UIC dues, and has devices that support UPnP
functionality. For more information, see http://www.upnp-ic.org.

The UPnP Forum has set up working committees in specific areas of domain expertise. These
working committees are charged with creating proposed device standards, building sample
implementations, and building appropriate test suites. This document indicates specific
technical decisions that are the purview of UPnP Forum working committees.

UPnP vendors can build compliant devices with confidence of interoperability and benefits of
shared intellectual property and the logo program. Separate from the logo program, vendors
may also build devices that adhere to the UPnP Device Architecture defined herein without a
formal standards procedure. If vendors build non-standard devices, they determine technical
decisions that would otherwise be determined by a UPnP Forum working committee.

1 UPnP™ is a certification mark of the UPnP™ Implementers Corporation.
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In this document

The UPnP Device Architecture (formerly known as the DCP Framework) contained herein
defines the protocols for communication between controllers, or control points, and devices.
For discovery, description, control, eventing, and presentation, the UPnP Device Architecture
uses the following protocol stack (the indicated colors and type styles are used throughout
this document to indicate where each protocol element is defined):

Figure 1: — Protocol stack

UPnP vendor [purple-italic]

UPnP Forum [red-italic]

UPNnP Device Architecture [green-bold]

SOAP [blue] GENA [navy-bold]
SSDP [blue] Multicast events [navy-bold]

HTTP [black] || HTTP [black]
UDP [black] TCP [black]
IP [black]

At the highest layer, messages logically contain only UPnP vendor-specific information apout
theif devices. Moving down the stack, vendor content is supplemented by information defjned
by UPnP Forum working committees. Messages from the layers above are hosted in UPnP-
spetific protocols such as the Simple Service Discovery (Brotocol (SSDP), the General Eypent
Notification Architecture (GENA) and the multicast event protocol defined in this document,
and| others that are referenced. SSDP is delivered/ via either multicast or unicast UDP.
Mulficast events are delivered via multicast UDP,GENA is delivered via HTTP. Ultimately, all
megsages above are delivered over IP. The remaining clauses of this document describg the
confent and format for each of these protocoblayers in detail. For reference, colors in [square
bragkets] above indicate which protocol defines specific message components throughout|this
docyiment.

Twqg general classifications of devices are defined by the UPnP architecture: contrglled
devices (or simply “devices”), and.eontrol points. A controlled device functions in the role|of a
serer, responding to requests-from control points. Both control points and controlled devices
can|be implemented on a wariety of platforms including personal computers and embedded
systems. Multiple devices, eontrol points, or both may be operational on the same netyork
endpoint simultaneous|y:

Not¢: This documgént~is oriented toward an IPv4 environment. Considerations for an |Pv6
environment are 'expressed in Annex A.

The|foundation for UPnP networking is IP addressing. In an IPv4 environment, each devide or
confrol point must have a Dynamic Host Configuration Protocol (DHCP) client and search for
a DHCP.server when the device or control point is first connected to the network. If a DHCP
serVerlis available, i.e., the network is managed; the device or control point MUST use the IP
address assigned to it. If no DHCP server is available, i.e., the network is unmanaged; the
device or control point MUST use Auto IP to get an address. In brief, Auto IP defines how a
device or control point intelligently chooses an IP address from a set of reserved addresses
and is able to move easily between managed and unmanaged networks. If during the DHCP
transaction, the device or control point obtains a domain name, e.g., through a DNS server or
via DNS forwarding, the device or control point should use that name in subsequent network
operations; otherwise, the device or control point should use its IP address.

Certain UPnP networks have more complex configurations such as multiple physical networks
and/or multiple logical networks to accommodate multiple non-overlapping addressing
schemes. Devices and control points may also have two or more network interfaces, and/or
two or more IP addresses assigned to each interface. In such configurations, a single device
or control point may be assigned multiple IP addresses from different logical networks in the
same UPnP network, resulting in devices appearing to a control point multiple times in the
network. Devices and control points that have multiple IP addresses on the same UPnP
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network are referred to as multi-homed. Throughout this document, the term "UPnP-enabled
interface" is used to refer to an interface which is assigned an IP address belonging to the
UPnNnP network. Additional behaviors specific to multi-homed devices and control points will be
covered in applicable clauses throughout the document. However, as a general principle,
related interactions between control points and devices (e.g. action control request and
response messages, event subscription and event messages) MUST occur using the same
pair of outgoing and incoming UPnP-enabled interfaces.

Given an IP address, Step 1 in UPnP networking is discovery. When a device is added to the
network, the UPnP discovery protocol allows that device to advertise its services to control
points on the network. Similarly, when a control point is added to the network, the UPnP
discpveTy protocotattows tat COMro point t0 Search for 0evices of Terest o the network.
The|fundamental exchange in both cases is a discovery message containing a few essential
spegifics about the device or one of its services, e.g., its type, identifier, and a pointéryto more
detdiled information. The clause on Discovery below explains how devices advertise, jhow
confrol points search, and contains details about the format of discovery messages.

Step 2 in UPnP networking is description. After a control point has discovered a device] the
confrol point still knows very little about the device. For the control point To learn more apout
the [device and its capabilities, or to interact with the device, the control point must retrieve
the |device's description from the URL provided by the device jn the discovery message.
Devjces may contain other logical devices, as well as functional.(qjts, or services. The U{IPnP
desgription for a device is expressed in XML and includes™vendor-specific manufacturer
infofmation like the model name and number, the serial nufmber, the manufacturer ngme,
URLUs to vendor-specific Web sites, etc. The description also includes a list of any embedded
devices or services, as well as URLs for control, eventingi-and presentation. For each seryice,
the |description includes a list of the commands, or-actions, to which the service respopds,
and|parameters, or arguments for each action; the destcription for a service also includes & list
of vpriables; these variables model the state of the service at run time, and are describgd in
terms of their data type, range, and event characteristics. The clause on Description below
explains how devices are described and how(ontrol points retrieve those descriptions.

Step 3 in UPnP networking is control. After a control point has retrieved a description of the
device, the control point can send actions to a device's services. To do this, a control point
sengls a suitable control message to the control URL for the service (provided in the device
desgription). Control messages ,are also expressed in XML using the Simple Object Acg¢ess
Protocol (SOAP). Like function calls, in response to the control message, the service retlrns
any|action-specific values.(The effects of the action, if any, are modeled by changes in| the
varifibles that describe the run-time state of the service. The clause on Control below explfains
the pescription of actions; state variables, and the format of control messages.

Step 4 in UPnP networking is eventing. A UPnP description for a service includes a ligt of
actipns the service responds to and a list of variables that model the state of the servige at
run [time. Theservice publishes updates when these variables change, and a control point
may| subscribe to receive this information. The service publishes updates by sending eypent
megsages, Event messages contain the names of one or more state variables and the cufrent
value ©f those variables. These messages are also expressed in XML. A special initial epent
medgsage is sent when a control Ihninf first subscrihes: this event message cantains the names
and values for all evented variables and allows the subscriber to initialize its model of the
state of the service. To support scenarios with multiple control points, eventing is designed to
keep all control points equally informed about the effects of any action. Therefore, all
subscribers are sent all event messages, subscribers receive event messages for all evented
variables that have changed, and event messages are sent no matter why the state variable
changed (either in response to a requested action or because the state the service is
modeling changed). Multicast eventing is a variant of Step 4 in UPnP networking. Through
multicast eventing, control points can listen to state changes in services without subscription.
This form of eventing is useful first when events which are not relevant to specific UPnP
interactions should be delivered to control points to inform users, and second when multiple
controlled devices want to inform multiple other control points. Multicast eventing is inherently
unreliable since it is based on UDP. To increase the probability of successful transmission,
the option to retransmit multicast event notifications is outlined. UPnP Working committees
should define whether specific events are multicast events. The clause on Eventing below
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explains unicast event subscription and the format of both unicast and multicast event
messages.

Step 5 in UPnP networking is presentation. If a device has a URL for presentation, then the
control point can retrieve a page from this URL, load the page into a browser, and depending
on the capabilities of the page, allow a user to control the device and/or view device status.
The degree to which each of these can be accomplished depends on the specific capabilities
of the presentation page and device. The clause on Presentation below explains the protocol
for retrieving a presentation page.

Audience

The|audience for this document includes UPnP device and control point vendors, memberls of
UPnP Forum working committees, and anyone else who has a need to understanding| the
tecHnical details of UPnP protocols.

Thi§ document assumes the reader is familiar with the HTTP, TCP, UDPy IP family of
protpcols; this document makes no attempt to explain them. This document also assumes
mogt readers will be new to XML, and while it is not an XML tutorial, XMLk¢related issueg are
addfessed in detail given the centrality of XML to the UPnP Dewice Architecture. [This
docliment makes no assumptions about the reader's understanding of,various programming or
scripting languages.

Confformance terminology

In this document, features are described as REQUIRED,» RECOMMENDED, OPTIONAL or
DERRECATED as follows:

REQUIRED (or MUST or MANDATORY).

These basic features MUST be implemented to comply with UPnP Device Architecfure.
The phrases “MUST NOT”, and “PROKIBITED” indicate behavior that is prohibited,| i.e.
fhat if performed means the implementation is not in compliance.

RECOMMENDED (or SHOULD).

These features add functionality’supported by UPnP Device Architecture and SHOULID be
implemented. RECOMMENDED features take advantage of the capabilities UPnP Dgvice
\rchitecture, usually without imposing major cost increases. Notice that for compliance
festing, if a RECOMMENDED feature is implemented, it MUST meet the specjfied
equirements to be_in_compliance with these guidelines. Some RECOMMENDED featlires
tould become requirements in the future. The phrase “SHOULD NOT” indicates behavior
hat is permitted but NOT RECOMMENDED.

OPTIONAL (or-MAY).

hese “features are neither REQUIRED nor RECOMMENDED by UPnP Degvice
rchitecture, but if the feature is implemented, it MUST meet the specified requirements to
el/in” compliance with these guidelines. These features are not likely to becpme

teguirements—in-thefuture.

DEPRECATED.

Although these features are still described in this specification, they should not be
implemented except for backward compatibility. The occurrence of a deprecated feature
during operation of an implementation compliant with the current specification has no
effect on the implementation’s operation and does not produce any error conditions.
Backward compatibility may require that a feature is implemented and functions as
specified but it MUST never be used by implementations compliant with this specification.

Acronyms

Table 1 — Acronyms

Acronym Meaning Acronym Meaning
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ARP Address Resolution Protocol SOAP Simple Object Access Protocol
CP Control Point SSDP Simple Service Discovery Protocol
DCP Device Control Protocol UDA UPNP Device Architecture
DDD Device Description Document UprPC Universal Product Code
DHCP Dynamic Host Configuration Protocol URI Uniform Resource Identifier
DNS Domain Name System URL Uniform Resource Locator
GENA General Event Notification Architecture URN Uniform Resource Name
HTML Hypertext Markup Language uuID Universally Unique ldentifier
HTTH Hypertext Trrdansfer Protocol XML Extensible Markup Language
SCPD Service Control Protocol Description
Glogsary
actipn
Command exposed by a service. Takes one or more input or output arguments. May haye a
return value. For more information, see clause 2, “Description” and clause-3, “Control”.
argliment
Parameter for action exposed by a service. May be in or out. For:more information, see clause
2, “Description” and clause 3, “Control”.
control point
Retlieves device and service descriptions, sends actions’to services, polls for service gtate
varigbles, and receives events from services.
dev|ce
Log|cal device. A container. May embed other‘legical devices. Embeds one or more services.
Adveprtises its presence on network(s). For_more information, see clause 1, “Discovery”|and

clau

dev

Formal definition of a logical device,“expressed in the UPnP Template Language. Writtg

XMl
Temn
and
“De

dev

Standard device types are denoted by urn:schemas-upnp-org:device: followed by a un

nani
Dey|
urn:
nam

eve

se 2, “Description”.

ce description

syntax. Specified by a UPnP“vendor by filling in the placeholders in a UPnP De
plate, including, e.g., mapufacturer name, model name, model number, serial num
URLs for control, eventing, and presentation. For more information, see claus
Ecription”.

ce type

e assigned. by a UPnP Forum working committee. One-to-one relationship with U
ce Templates. UPnP vendors may specify additional device types; these are denote
domaininame:device: followed by a unique name assigned by the vendor, where dom
e is,a'Vendor Domain Name. For more information, see clause 2, “Description” .

pt

nin
vice
ber,
P 2,

que
PnP
0 by
ain-

Notification of one or more changes in state variables exposed by a service. For more
information, see clause 4, “Eventing”.

GENA
General Event Notification Architecture. The event subscription and notification protocol
defined in clause 4, “Eventing”.

pub

lisher

Source of event messages. Typically a device's service. For more information, see clause 4,
“Eventing”.

root device
A logical device that is not embedded in any other logical device. For more information, see

clau

se 2, “Description”.
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service
Logical functional unit. Smallest units of control. Exposes actions and models the state of a
physical device with state variables. For more information, see clause 3, “Control”.

service description

Formal definition of a logical service, expressed in the UPnP Template language. Written in
XML syntax. Specified by a UPnP vendor by filling in any placeholders in a UPnP Service
Template. (Was SCPD.) For more information, see clause 2, “Description”.

service type
Standard service types are denoted by urn:schemas-upnp-org:service: followed by a unique
nane—assigretbyabPrPfortmworking—committee—cotor—and—an—integer—verstonrumber.
-to-one relationship with UPnP Service Templates. UPnP vendors may specify additipnal
serVices; these are denoted by urn:domain-name:service: followed by a unigue "npme
assigned by the vendor, colon, and a version number, where domain-name  is la Vepdor
ain Name. For more information, see clause 2, “Description”.

SOAP
Simple Object Access Protocol. A remote-procedure call mechanism.‘based on XML |that
sen@ls commands and receives values over HTTP. For more information, see clausg¢ 3,
“Control”.

ssOpP
Simple Service Discovery Protocol. A multicast discovery and.search mechanism that uses a
mulficast variant of HTTP over UDP. Defined in clause 1, “Discovery”.

statle variable
Single facet of a model of a physical service. Exposed by a service. Has a name, data type,
optipnal default value, optional constraints values}; and may trigger events when its vplue
changes. For more information, see clause 2, “Déscription” and clause 3, “Control”.

subpcriber
Recjpient of event messages. Typically .a control point. For more information, see clause 4,
“Eventing”.

UPNP Device Template
Teniplate listing device type, required embedded devices (if any), and required services.
Written in XML syntax and derived from the UPnP Device Schema. Defined by a UPnP Fqrum
working committee. One-to~ohe relationship with standard device types. For more information,
see|clause 2, “Description™

UPNP Service Template
Tenplate listing action names, parameters for those actions, state variables, and propertigs of
thode state variables. Written in XML syntax and derived from the UPnP Service Schema.
Defined by aUPnP Forum working committee. One-to-one relationship with standard seivice
typgs. Forimore information, see clause 2, “Description”.

UPrRDevice Schema
Defimestheetermentsarndattributes usedm UPPDevice and—Service Temptates—Written in
XML syntax and derived from XML Schema (Part 1: Structures, Part 2: Datatypes). Defined by
the UPnP Device Architecture herein. For more information, see clause 2, “Description”.

Vendor Domain Name

A domain name that is supplied by a vendor. It is owned by the vendor, and MUST be
registered with an ICANN accredited Registrar, such that it is unique. The vendor MUST keep
the domain name registration up to date. A Vendor Domain Name length SHOULD be chosen
to be compatible with the use of the domain name in the UDA.

References and resources

RFC 2710, Multicast Listener Discovery for IPV6. Available at:
http://www.ietf.org/rfc/rfc2710.txt.
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RFC 2616, HTTP: Hypertext Transfer Protocol 1.1. Available at:
http://lwww.ietf.org/rfc/rfc2616.txt.

RFC 2279, UTF-8, a transformation format of ISO 10646 (character encoding). Available at:
http://www.ietf.org/rfc/rfc2279.txt.

XML, Extensible Markup Language. W3C recommendation. Available at:
http://lwww.w3.org/XML/.

Each clause in this document contains additional information about resources for specific
topics.

0 Addressing

Addressing is Step 0 of UPnP™ networking. Through addressing, devices and cohttol pgints
get [a network address. Addressing enables discovery (Step 1) where control points |find
intefesting device(s), description (Step 2) where control points learn about device capabilities,
confrol (Step 3) where a control point sends commands to device(s), eventing (Step 4) where
confrol points listen to state changes in device(s), and presentation (Step 5) where control
points display a user interface for device(s).

The|foundation for UPnP networking is IP addressing. A UPnP device or control point MAY
support IP version 4-only, or both IP version 4 and IP version 6. This clause, and|the
examples given throughout clauses 1 through 5 of this-‘\document, assumes an [Pv4
implementation. Annex A of this document describes IPy6~operation. Each UPnP devicg or
confrol point which does not itself implement a DHCP server MUST have a Dynamic Host
Conffiguration Protocol (DHCP) client and search fofs,a DHCP server when the devicge or
confrol point is first connected to the network (if the~device or control point itself implements a
DHCP server, it MAY allocate itself an address. ffom the pool that it controls). If a DHCP
serVler is available, i.e., the network is managed;ythe device or control point MUST use the IP
addfess assigned to it. If no DHCP server is available, i.e., the network is unmanaged; the
device or control point MUST use automatic{\P addressing (Auto-IP) to obtain an address.

Autg-IP (defined in RFC 3927) definesgchow a device or control point: (a) determines if DHCP
is Unavailable, and (b) intelligently\chooses an IP address from a set of link-locafl IP
addfesses. This method of addreSs assignment enables a device or control point to easily
move between managed and upmanaged networks.

Thiq clause provides an overview of the basic operation of Auto-IP. The operations descrjbed
in this clause are detailed and clarified in the reference documents listed below. Where
conflicts between thissdocument and the reference documents exist, the reference docurpent
always takes precedence.

0.1 Determining whether to use Auto-IP

A device._or-“control point that supports Auto-IP and is configured for dynamic address
assignment begins by requesting an IP address via DHCP by sending out a DHCPDISCOYER
megsade. The amount of time this DHCP Client listens for DHCPOFFERSs is implementation
deperdent—HaDHCEPOFFER s receivedduring—this—timethe—deviceorcontrotpointMUST
continue the process of dynamic address assignment. If no valid DHCPOFFERs are received,
the device or control point MUST then auto-configure an IP address using Auto-IP.

0.2 Choosing an address

To auto-configure an IP address using Auto-IP, the device or control point uses an
implementation dependent algorithm for choosing an address in the 169.254/16 range. The
first and last 256 addresses in this range are reserved and MUST NOT be used.

The selected address MUST then be tested to determine if the address is already in use. If
the address is in use by another device or control point, another address MUST be chosen
and tested, up to an implementation dependent number of retries. The address selection
MUST be randomized to avoid collision when multiple devices or control points are attempting
to allocate addresses. The device or control point chooses an address using a pseudo-
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random algorithm (distributed over the entire address range from 169.254.1.0 to
169.254.254.255) to minimize the likelihood that devices or control points that join the
network at the same time will choose the same address and subsequently choose alternative
addresses in the same sequence when collisions are detected. This pseudo-random algorithm
SHOULD be seeded using the device’s or control point's Ethernet hardware MAC address.

0.3 Testing the address

To test the chosen address, the device or control point MUST use an Address Resolution
Protocol (ARP) probe. An ARP probe is an ARP request with the device or control point
hardware address used as the sender's hardware address and the sender's IP address set to
OS ThC dUVibC Ul bUIItIU: PU;IIt ?VI:UST thcll :iDtUII fUI ITCopPUTIoT O tU thc ARP pIUbC, Ul ther
ARR probes for the same IP address. If either of these ARP packets is seen, the device or
confrol point MUST consider the address in use and try a different address. The ARP pfobe
MAY be repeated for greater certainty that the address is not already in- use; [t is
RECOMMENDED that the probe be sent four times at two-second intervals.

Aftefr successfully configuring a link-local address, the device or control point\MUST send|two
gratuitous ARPs, spaced two seconds apart, this time filling in the sender IP address. |The
purpose of these gratuitous ARPs is to make sure that other hosts on-the net do not have
stal¢ ARP cache entries left over from some other host that may preyviously have been using
the same address.

Devjces and control points that are equipped with persistent’ storage MAY record the¢ IP
addfess they have selected and on the next boot use that-address as their first candiflate
when probing, in order to increase the stability of addressés and reduce the need to resplve
addfess conflicts.

Address collision detection is not limited to the.address testing phase, when the devicge or
confrol point is sending ARP probes and listening-for replies. Address collision detection is an
ongping process that is in effect for as long as the device or control point is using a link-local
addfess. At any time, if a device or control point receives an ARP packet with its own IP
addfess given as the sender IP address;but a sender hardware address that does not mptch
its gwn hardware address, then the-dévice or control point MUST treat this as an addyess
collision and MUST respond as described in either a) or b) below:

a)
b)

mmediately configure a newilink-local IP address as described above; or,

f the device or control peint currently has active TCP connections or other reasons to
prefer to keep the sameIP address, and has not seen any other conflicting ARP packets
ecently (e.g., within~the last ten seconds) then it MAY elect to attempt to defend its
Iddress once, by recording the time that the conflicting ARP packet was received, |and

hen broadcasting one single gratuitous ARP, giving its own IP and hardware addresgses
s the source' addresses of the ARP. However, if another conflicting ARP packet is
eceivedwithin a short time after that (e.g., within ten seconds) then the device or coptrol
point MUST immediately configure a new Auto-IP address as described above.

The|device or control point MUST respond to conflicting ARP packets as described in either a)
or b)“above; it MUST NOT ignore conflicting ARP packets. If a new address is seIectedT the
device or control point MUST cancel previous advertisements and re-advertise with the new
address.

After successfully configuring an Auto-1P address, all subsequent ARP packets (replies as
well as requests) containing an Auto-IP source address MUST be sent using link-level
broadcast instead of link-level unicast, in order to facilitate timely detection of duplicate
addresses.

0.4 Forwarding rules

IP packets whose source or destination addresses are in the 169.254/16 range MUST NOT be
sent to any router for forwarding. Instead, the senders MUST ARP for the destination address
and then send the packets directly to the destination on the same link. IP datagrams with a
multicast destination address and an Auto-IP source address MUST NOT be forwarded off the


https://iecnorm.com/api/?name=4cab817b07b859803c40de19545faf9a

— 12 — 29341-1-1 © ISO/IEC:2011(E)

local link. Devices and control points MAY assume that all 169.254/16 destination addresses
are on-link and directly reachable. The 169.254/16 address range MUST NOT be subnetted.

0.5 Periodic checking for dynamic address availability

A device or control point that has auto-configured an IP address MUST periodically check for
the existence of a DHCP server. This is accomplished by sending DHCPDISCOVER
messages. How often this check is made is implementation dependent, but checking every 5
minutes would maintain a balance between network bandwidth required and connectivity
maintenance. If a DHCPOFFER is received, the device or control point MUST proceed with
dynamic address allocation. Once a DHCP assigned address is in place, the device or control

H L l 4l + £, pu | alal |-y 1 la + HIY NP h'
pOI U IVIAT IcicqastT 1T dUultU=LUTTTTIyuUTTuU AUuTt oS, UUL IVIAT alsU  CITUUST  TU Tiranirtartt t IS

addfess for a period of time (or indefinitely) to maintain connectivity.

To gwitch over from one IP address to a new one, the device SHOULD, if possible,'cancelfany
outdtanding advertisements made on the previous address and MUST “NiSsue |new
advertisements on the new address. The clause on Discovery explains advertisements |and
theif cancellations. In addition, any event subscriptions are deleted by thedevice (see clause
on Hventing).

For J]a multi-homed device with multiple IP addresses, to switch one-of“the IP addresses [to a
new| one, the device SHOULD cancel any outstanding advertisements made on the prevjous
IP dddress, and MUST issue new advertisements on the new-|P>addresses. Furthermore, it
MU$T also issue appropriate update advertisements on all unaffected IP addresses. |The
clause on Discovery explains advertisements, their cancellations and updates. The clausg¢ on
Eventing explains the effect on event subscriptions.

0.6 | Device naming and DNS interaction

Once a device has a valid IP address for the netwerk, it can be located and referenced on|that
network through that address. There may be, situations where the end user needs to lofate
andlidentify a device. In these situations, @ friendly name for the device is much easier for a
hunjan to use than an IP address. If a . device chooses to provide a host name to a DHCP
server and register with a DNS servergthe device SHOULD either ensure the requested host
nanje is unique or provide a means-for the user to change the requested host name. Most
oftep, devices do not provide a‘host name, but provide URLs using literal (numeric) IP
addfesses.

Morgover, names are muchunore static than IP addresses. Clients referring a device by name
donit require any modification when the IP address of a device changes. Mapping of| the
device's DNS name #texits IP address could be entered into the DNS database manually or
dynamically according’ to RFC 2136. While devices supporting dynamic DNS updates |can
regigter their DNS records directly in the DNS, it is also possible to configure a DHCP sdrver
to rg¢gister DNS records on behalf of these DHCP clients.

0.7 Nameto IP address resolution

A device that needs to contact another device identified by a DNS name needs to discover its
IP idﬁesﬁmﬂmm&mm—m—ﬁmm i ' i pre-

configured DNS server(s) and receives a response from a DNS server containing the IP
address of the target device. A device can be statically pre-configured with the list of DNS
servers. Alternatively a device could be configured with the list of DNS server through DHCP,
or after the address assignment through a DHCPINFORM message.

0.8 References

RFC1034, Domain Names - Concepts and Facilities. Available at:
http://www.ietf.org/rfc/rfc1034.txt.

RFC1035, Domain Names - Implementation and Specification. Available at:
http://www.ietf.org/rfc/rfc1035.txt.


https://iecnorm.com/api/?name=4cab817b07b859803c40de19545faf9a

29341-1-1 © ISO/IEC:2011(E) — 13 —

RFC 2131, Dynamic Host Configuration Protocol. Available
http://lwww.ietf.org/rfc/rfc2131.txt.

RFC 2136, Dynamic Updates in the Domain Name System. Available
http://www.ietf.org/rfc/rfc2136.txt.

RFC 3927, Dynamic Configuration of IPv4 Link-Local Addresses. Available
http://lwww.ietf.org/rfc/rfc3927.txt.
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When a device knows*it is newly added to the network, it MUST multicast a numbgr of
discpovery messages advertising itself, its embedded devices, and its services (initial
annpunce). Any interested control point can listen to the standard multicast addresq for
notifications that new capabilities are available. A multi-homed device MUST multicast| the
discovery messages on all UPnP-enabled interfaces. A multi-homed control point MAY listen
to the standard multicast address on one, some or all of its UPnP-enabled interfaces.

Whegn.a new control point is added to the network, it MAY multicast a discovery message
searching for interesting devices, services, or both. All devices MUST listen to the standard
multicast address for these messages and MUST respond if any of their root devices,
embedded devices or services matches the search criteria in the discovery message. In
addition, a control point MAY unicast a discovery message to a specific IP address on port
1900 or on the port specified by the optional SEARCHPORT.UPNP.ORG header field (which
supersedes port 1900 for this use), searching for a UPnP device or service at that specific IP
address. This action presumes the control point already knows the device at this IP address is
a UPnP 1.1 device (which listens on the appropriate port). The control point can use unicast
search for a number of applications. A unicast search can quickly confirm a specific device
and provide the corresponding discovery information (e.g. UUID, URL) of this device. All
devices MUST listen to incoming unicast search messages on port 1900 or, if provided, the
port number specified in the SEARCHPORT.UPNP.ORG header field and MUST respond if
any of their root devices, embedded devices or services matches the search criteria in the
discovery message.
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A multi-homed control point MAY multicast discovery messages on one, some or all of its
UPnP-enabled interfaces. Multi-homed devices MUST listen to the standard multicast address
on all UPnP-enabled interfaces for multicast discovery messages. Multi-homed devices MUST
also listen to incoming unicast search messages on port 1900 or, if provided, the port number
specified in the SEARCHPORT.UPNP.ORG header field. The devices MUST respond if any of
their root devices, embedded devices or services matches the search criteria in the discovery
message.

To reiterate, a control point MAY learn of a device of interest because that device sent
discovery messages advertising itself or because the device responded to a discovery
message searching for devices. In either case, if a control point is interested in a device and
wan it T ' TOTT 1 T 3age
to g$end a description query message. The clause on Description explains descripgtion
megsages in detail.

Whe¢n a device is removed from the network, it SHOULD, if possible, multicast,a numbegr of
discovery messages revoking its earlier announcements, effectively declaring that its |root
devices, embedded devices and services will no longer be available. When,the IP addregs of
vice is changed, it SHOULD revoke any earlier announcements and)it MUST adveftise
using the new IP address.

Whe¢n a multi-homed device becomes unavailable to the network<enany of its UPnP-enapled
inteffaces, it SHOULD, if possible, multicast a number of diseavery messages revoking its
earller announcements on the affected UPnP-enabled interfaces, effectively declaring that its
root| devices, embedded devices and services will no longer‘be available on those interfaces.
If it|remains available to the network on any of its othet D UPnP-enabled interfaces, it MUST
NOT multicast such discovery messages on the unaffected UPnP-enabled interfaces.

When a multi-homed device becomes available to the network on a new UPnP-enapled
intefface (in addition to any existing UPnP-ghabled interfaces), it MUST increasq its
BOQTID.UPNP.ORG field value (see clause(l.2 “Advertisement”), and multicast a numbgr of
update messages on the existing UPnP-enabled interfaces to announce the |new
BOQTID.UPNP.ORG field value. After_all the update messages have been sent, it MUST
mulficast a number of discovery messages on all (existing and new) UPnP-enabled interfaces
with| the new BOOTID.UPNP.ORG field value.

Siml|larly, when one of the IP-addresses of a multi-homed device is changed, it SHOULD
revgke any earlier announacements on the previous IP address. It MUST increasq its
BOQTID.UPNP.ORG field value (see clause 1.2 “Advertisement”), and multicast a numbér of
update messages on‘\the existing UPnP-enabled interfaces to announce the |new
BOQTID.UPNP.ORG field value. After all the update messages have been sent, it MUST
mulficast a numbef of discovery messages on all (existing and new) UPnP-enabled interfaces
with| the new BQOTID.UPNP.ORG field value.

Findlly, if amulti-homed device loses connectivity on one of its UPnP-enabled interfaces|and
then regains connectivity, it MUST increase its BOOTID.UPNP.ORG field value (see (1.2,
“Adyertisement”), and multicast a number of update messages on the unaffected URnP-
enapled’interfaces to announce the new BOOTID.UPNP.ORG field value. After all the upfate
messages have been sent, it MUST multicast a number of discovery messages on all
(affected and unaffected) UPnP-enabled interfaces with the new BOOTID.UPNP.ORG field
value.

To limit network congestion, the time-to-live (TTL) of each IP packet for each multicast
message SHOULD default to 2 and SHOULD be configurable. When the TTL is greater than 1,
it is possible for multicast messages to traverse multiple routers; therefore control points and
devices using non-AutolP addresses MUST send an IGMP Join message so that routers will
forward multicast messages to them (this is not necessary when using an Auto-IP address,
since packets with Auto-IP addresses will not be forwarded by routers).

Versioning: Discovery plays an important role in the interoperability of devices and control
points using different versions of UPnP networking. The UPnP Device Architecture (defined
herein) is versioned with both a major and a minor version, usually written as major.minor,
where both major and minor are integers (for example, version 2.10 [two dot ten] is newer
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than version 2.2 [two dot two]). Advances in minor versions MUST be a compatible superset
of earlier minor versions of the same major version. Advances in major version are not
required to be supersets of earlier versions and are not guaranteed to be backward
compatible. Version information is communicated in discovery and description messages.
Discovery messages include the version of UPnP networking that the devices and control
points support (in the SERVER and USER-AGENT header fields); the version of device and
service types supported is also included in relevant discovery messages. Additionally,
description documents also include the same information. SERVER and USER-AGENT
header fields are also used in control and eventing to communicate which version of UPnP
networking the devices and control points support. This clause explains the format of version
information in discovery messages and specific requirements on discovery messages to
maifitain compaltibility with advances in minor Versions.

The|remainder of this clause explains the UPnP discovery protocol known as SSDPR"(Siiple
Seryice Discovery Protocol) in detail, enumerating how devices advertise and,revoke their
advertisements as well as how control points search and devices respond.

1.1]| SSDP message format

SSOP uses part of the header field format of HTTP 1.1 as defined in RECy2616. However |it is
NOT based on full HTTP 1.1 as it uses UDP instead of TCP, and,it has its own procesfsing
rulep. This subclause defines the generic format of a SSDP message.

All $SDP messages MUST be formatted according to RFC 2616 clause 4.1 “generic message”.
SSOP messages MUST have a start-line and a list of message header fields. SEDP
megsages SHOULD NOT have a message body. If a SSDP message is received with a
megsage body, the message body MAY be ignored.

1.1.1 SSDP Start-line

Each SSDP message MUST have exactly one(start-line. See clause 1.2, “Advertisement”’(and
clause 1.3, “Search” below for the definition,of all possible SSDP messages. The starttline
MUS$T be formatted either as defined in REC 2616 clause 5.1 or clause 6.1. Furthermore] the
stari-line MUST be one of the following three:

NOTJFY * HTTP/1.1\r\n
M-SEARCH * HTTP/1.1\r\n
HTTP/1.1 200 OK\r\n

As g clarification, while the,start-line MUST include “HTTP/1.1", this does not signal [that
SSOP is fully based .on, HTTP 1.1; this start-line element is included for backward
compatibility reasons_only.

1.1.p SSDP message header fields

The|messagesheader fields in a SSDP message MUST be formatted according to RFC 2616
clause 4.2. (This specifies that each message header field consist of a case-insensitive field
nanle follewed by a colon (":"), followed by the case-sensitive field value. SSDP restricts
alloyved field values.

Example SSDP header:

HOST: 239.255.255.250:1900

1.1.3 SSDP header field extensions

UPnP working committees and UPnP vendors are allowed to extend SSDP messages with
additional SSDP header fields. Additional message header fields can also be defined by the
UPnP Forum Technical committee (e.g. clause 1.2, “Advertisement” defines
BOOTID.UPNP.ORG, CONFIGID.UPNP.ORG, NEXTBOOTID.UPNP.ORG, and
SEARCHPORT.UPNP.ORG header fields). To prevent name-clashes of header field
definitions (two parties accidentally define the same header field name with different
semantics), vendor-defined header field names MUST have the following format:

field-name = token “.” domain-name
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where the domain-name MUST be Vendor Domain Name, and in addition MUST satisfy the
token format as defined in RFC 2616, clause 2.2.

Example vendor-defined SSDP header fields:

myheader.philips.com: “some value”
myheader.sony.com: “other value”

1.1.4 UUID format and RECOMMENDED generation algorithms

UPnP 1.1 devices MUST format UUIDs according to the format specified below. However,
UPnP 1.1 control points MUST also be able to accept UUIDs that have not been formatted
accgrdingto the Tutes specifiedbetow, as formattimg Tatesare ot specified mUPTP—10gther

thar the requirement that a UUID is a string.

UUIPs are 128 bit numbers that MUST be formatted as specified by the following.granmmar
(takpn from [1]):

JUID = 4 * <hexOctet> “-" 2 * <hexOctet> “-” 2 * <hexOctet> “-" 2 * <hexOctet> “-" 6 * <hexOctet
nexOctet = <hexDigit> <hexDigit>
.]eXDigit = “0”|“1"|“2”|“3"|“4"|"5"|“6"|"7"|“8”|“9"|“a”|“b“|“C”|“d”|“e"|“f"|“A”|“B“|“C”|“D"|“E”|“F"

Thelfollowing is an example of the string representation of a UUID:
2fac1234-31f8-11b4-a222-08002b34c003”

UUIPs MAY be generated using any suitable generation algorithm2 that satisfies the folloying
reqyirements:

a) |[tis very unlikely to duplicate a UUID generated frem some other resource.
b) It maps down to a 128-bit number.

¢) UUIDs MUST remain fixed over time.

The|following UUID generation algorithm issRECOMMENDED:

Time & MAC-based algorithm as_Specified in [1], where the UUID is generated once|and
stored in non-volatile memory_ if-available.

1.1.p SSDP processing rules

When an SSDP message (is,received that is not formatted according to clause 1.1, “SEDP
megsage format” (the .clauses above), receivers SHOULD silently discard the messpage.
Receivers MAY try to_parse such SSDP messages to try to interoperate.

Whe¢n parsing SSDP header fields, receivers MUST parse all REQUIRED SSDP-defjned
heagler fields (seeclause 1.2, “Advertisement” and clause 1.3, “Search” below) and MAY |skip
all gther header-fields. Receivers MUST be able to skip header fields they do not understand.

1.2| Advertisement

When. adevice is added to the network, the device advertises its services to control points. It
doeS—this— by muiticasting  diSCOVEery 1Messages 0 a  standard —address and — port
(239.255.255.250:1900). Control points listen to this port to detect when new capabilities are
available on the network. To advertise the full extent of its capabilities, a device MUST
multicast a number of discovery messages corresponding to each of its root devices,
embedded devices and services. Each message contains information specific to the
embedded device (or service) as well as information about its enclosing device. Messages
MUST include duration until the advertisements expire; if the device remains available, the
advertisements MUST be re-sent (with new duration). If the device becomes unavailable, the
device SHOULD explicitly cancel its advertisements, but if the device is unable to do this, the
advertisements will expire on their own. If a multi-homed device becomes unavailable on
some, but not all, of its UPnP-enabled interfaces, the device SHOULD explicitly cancel its

2 The UUID generation algorithm specified in [1] is RECOMMENDED, but is not MANDATORY,
other UUID generation algorithms may be used instead, as long as they satisfy the three
requirements.
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advertisements on the affected UPnP-enabled interfaces (but NOT on the unaffected UPnP-
enabled interfaces), but if the device is unable to do this, the advertisements on those
interfaces or IP addresses will expire on their own. In addition, messages include the
following header fields defined in this document: BOOTID.UPNP.ORG,
NEXTBOOTID.UPNP.ORG, CONFIGID.UPNP.ORG, SEARCHPORT.UPNP.ORG. The field
value of the BOOTID.UPNP.ORG header field MUST be increased each time a device
(re)joins the network and sends an initial announce (a “reboot” in UPnP terms), or adds a
UPnP-enabled interface. Unless the device explicitly announces a change in the
BOOTID.UPNP.ORG field value using an SSDP message, as long as the device remains
continuously available in the network, the same BOOTID.UPNP.ORG field value MUST be
used in all repeat announcements, search responses, update messages and eventually bye-
bye[messages. Control poinis can parse this header field to detect whether the device]has
potgntially lost its state (event subscriptions will have been lost, DCP specific state may fave
been changed) due to a “reboot”. Since a device cannot change IP addresses)without
changing the BOOTID.UPNP.ORG field value, the BOOTID.UPNP.ORG field value“can plso
be psed to distinguish multi-homed devices (in this case, a control point will see SEDP
megsages from different IP addresses with the same UUID, BOOTID.UPNP.ORG field vdlue)
fron) devices that changed IP addresses (in this case, the BOOTID.UPNP.ORG field valug will
be gifferent). The field value of the NEXTBOOTID.UPNP.ORG header field indicates the field
value of the BOOTID.UPNP.ORG header field that a multi-homed_deyice intends to use in
futufe announcements after adding a new UPnP-enabled interface) The field value off the
CONFIGID.UPNP.ORG header field identifies the current sét” of device and senvice
desgriptions; control points can parse this header field to detedt whether they need to gend
new| description query messages. The field value of the SEARCHPORT.UPNP.ORG header
field identifies the port at which the device listens to unicast M-SEARCH messages; coptrol
points can parse this header field to know to which port unicast M-SEARCH messages MUJST
be dent. These header fields are explained in detail below.

1.2.1 Advertisement protocols and standards

To s$end (and receive) advertisements, devices'(and control points) use the following supset
of the overall UPnP protocol stack. (The overall UPnP protocol stack is listed at the beginping
of this document.)

Figure 1-2: — Advertisement protocol stack

||UPnP vendor [purple-italic]

!!UPnP Forum [red-italic]

IUPnP Device Architecture [green-bold]

SSDP [blue
|UDP [black]

||IP [black]

At theshighest layer, discovery messages contain vendor-specific information, e.g., URL for
the |device description and device identifier. Moving down the stack, vendor content is
supplemented by information from a UPnP Forum working committee, e.g., device type.
Messages from the layers above are hosted in UPnP-specific protocols, defined in this
document. In turn, the SSDP messages are delivered via UDP over IP. For reference, colors
in [square brackets] above indicate which protocol defines specific header fields and field
values in discovery messages listed below.

1.2.2 Device available - NOTIFY with ssdp:alive

When a device is added to the network, it MUST multicast discovery messages to advertise
its root device, any embedded devices, and any services. Each discovery message MUST
contain four major components:

a) A notification type (e.g., device type), sent in an NT (Notification Type) header field.

b) A composite identifier for the advertisement, sent in a USN (Unigque Service Name) header
field.
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c) A URL for more information about the device (or enclosing device in the case of a service),
sent in a LOCATION header field.

d) A duration for which the advertisement is valid, sent in a CACHE-CONTROL header field.
To advertise its capabilities, a device multicasts a number of discovery messages. Specifically,
a root device MUST multicast:
e Three discovery messages for the root device.
Table 1-1 — Root device discovery messages

NT USN a
1 | upnp:rootdevice uuid:device-UUID::upnp:rootdevice
2 | yhid:device-UulD b uuid:device-UUID (for root device UUID)

3 | urn:schemas-upnp-org:device:deviceType:ver | uuid:device-UUID::urn:schemas-upnp-
org:device:deviceType:ver (of root device)
urn:domain-name:device:deviceType:ver or

uuid:device-UUID::urn:domain-namg; dévice:deviceTypg:ver

o

Q
=

ote that the prefix of the USN header field (before the double colon) MUST match)the value of the UDN ¢lement
the device description. (Clause 2, “Description” explains the UDN element.)

b Note that the field value of this NT header field MUST match the value“df,the UDN element in the|device
description.
¢ Two discovery messages for each embedded device.
Table 1-2 — Embedded device)discovery messages
NT USN a
1 | Yuid:device-uuiD b auid:device-UUID
2 | Yrn:schemas-upnp-org:device:d uuid:device-UUID::urn:schemas-upnp-
gviceType:ver org:device:deviceType:ver
ar or
Urn:domain-name:device:deviceType:\ier uuid:device-UUID::urn:domain-name:device:deviceTypefver

ote that the prefix of the USN (header field (before the double colon) MUST match the value of the [UDN
ement in the device description.*(Clause 2, “Description” explains the UDN element.)

N

e

b Note that the field value of this NT header field MUST match the value of the UDN element in the dpvice
description

¢ Once for'each service type in each device.
Table 1-3 — Service discovery messages

NT USN @
1 | urn:schemas-upnp- uuid:device-UUID::urn:schemas-upnp-
org:service:serviceType:ver org:service:serviceType:ver
or or
urn:domain-name:service:serviceType:ver uuid:device-UUID::urn:domain-
name:service:serviceType:ver

a Note that the field value of this NT header field MUST match the value of the UDN element in the device
description.

If a root device has d embedded devices and s embedded services but only k distinct service
types, this works out to 3+2d+k requests. If a particular device or embedded device contains
multiple instances of a particular service type, it is only necessary to advertise the service
type once (rather than once for each instance). Note that if two embedded devices contain a
service of the same service type, these services MUST still be separately announced. This
advertises the full extent of the device's capabilities to interested control points. These
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messages MUST be sent out as a series with roughly comparable expiration times; order is
unimportant, but refreshing or canceling individual messages is PROHIBITED.

Updated UPnP device and service types are REQUIRED to be fully backward compatible with
previous versions of the same type. Devices MUST advertise the highest supported version of
each supported type. For example, if a device supports version 2 of the “Audio” service, it
would advertise only version 2, even though it also supports version 1. It MUST NOT
advertise additional supported versions. Control points that support a given version of a
device or service are able to also interact with higher versions because of this backward
compatibility requirement, but only using the functionality that was defined in the lower
version. For example, if a control point supports only version “1” of the “Audio” service, and a
devi T T T T T ' ST
gnhize the device and be able to use it.

recdg

Choosing an appropriate duration for advertisements is a balance between- minimizing
network traffic and maximizing freshness of device status. Relatively short durations cloge to
the minimum of 1800 seconds will ensure that control points have current device status at the
expense of additional network traffic; longer durations, say on the order of & day, compromise
freshness of device status but can significantly reduce network traffic) Generally, device
venglors should choose a value that corresponds to expected device’ usage: short durations
for devices that are expected to be part of the network for short periods of time, [and
signfificantly longer durations for devices expected to be long-tefm,ymembers of the network.
Devjces that frequently connect to and leave the network (such\as mobile wireless deviges)
SHQULD use a shorter duration so that control points havesa more accurate view of their
avalilability. Advertisements in a set (both initial and subsequent) SHOULD have comparpble
durgtions. Advertisements in the initial set SHOULDVbe sent as quickly as possjble.
Subgequent refreshments of the advertisements MAY<\be spread over time rather than being
sen{ as a group.

Spre¢ading refreshments of advertisements over time rather than being sent as a gfoup
improves reliability in case there are network glitches: without increasing the total netyork
load it increases the frequency of sending*announcements from devices to control points.|The
two [figures below show the announcement behavior without spreading and with spreadind the
megsages over the entire interval. Thefigures show a timeline from the moment a device joins
the hetwork, sends its initial announcements (represented by vertical lines), and subsequently
peripdically sends repeat announcements. In the second figure, these repeat announcemgnts
are gpread over the entire period rather than sent as a bunch.

Figure 1-3: — Initial and repeat announcements, no announcement spreading
U L L 1l
111 1] 1] 1]
Figure 1-4: — Initial and repeat announcements, message spreading of repeat
announcements

Devices SHOULD wait a random interval (e.g. between 0 and 100milliseconds) before
sending an initial set of advertisements in order to reduce the likelihood of network storms;
this random interval SHOULD also be applied on occasions where the device obtains a new
IP address or a new UPnP-enabled interface is installed.

Due to the unreliable nature of UDP, devices SHOULD send the entire set of discovery
messages more than once with some delay between sets e.g. a few hundred milliseconds. To
avoid network congestion discovery messages SHOULD NOT be sent more than three times.
In addition, the device MUST re-send its advertisements periodically prior to expiration of the
duration specified in the CACHE-CONTROL header field; it is RECOMMENDED that such
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refreshing of advertisements be done at a randomly-distributed interval of less than one-half
of the advertisement expiration time, so as to provide the opportunity for recovery from lost
advertisements before the advertisement expires, and to distribute over time the
advertisement refreshment of multiple devices on the network in order to avoid spikes in
network traffic. Note that UDP packets are also bounded in length (perhaps as small as 512
Bytes in some implementations); each discovery message MUST fit entirely in a single UDP
packet. There is no guarantee that the above 3+2d+k messages will arrive in a particular
order.

A multi-homed device MUST perform the above announcement procedures on each of its
UPnP-enabled interfaces. Advertisements sent on multiple UPnP-enabled interfaces MUST
confat T ; - ION
heafler fields. The HOST field value of an advertisement MUST be the standard multicast
addfess specified for the protocol (IPv4 or IPv6) used on the interface. The URL spegifief by
the LOCATION header field MUST be reachable on the interface on which the advertisement
is sent. Finally, advertisements sent on different interfaces MAY have different CAQHE-
CONTROL field values and MAY be sent with different frequencies.

When a device is added to the network, it MUST send a multicast message with method
NOTIFY and ssdp:alive in the NTS header field in the following format-Values in italicg are
plageholders for actual values.

OTIFY * HTTP/1.1

HOST: 239.255.255.250:1900

CACHE-CONTROL: max-age = seconds until advertisement expires
| OCATION: URL for UPnP description for root device

T: notification type

TS: ssdp:alive

BERVER: 0OS/version UPnP/1.1 product/version

USN: composite identifier for the advertisemeREk
BOOTID.UPNP.ORG: number increased each time{device sends an initial announce or an updjte
messpge

CONFIGID.UPNP.ORG: number used for caching-description information
EEARCHPORT .UPNP.ORG: number identifies port on which device responds to unicast M-SEAR(H

Note: No body is sent for messages with method NOTIFY, but note that the message MUST
have a blank line following the last-header field.

The|TTL for the IP packet SHOULD default to 2 and SHOULD be configurable.

Listed below are detailsifor the request line and header fields appearing in the listing abpve.
Fielfl names are not case sensitive. All field values are case sensitive except where noted

Request line

Must pe “NOTIRY¥ HTTP/1.1"

NOTIFY.
1etnod Tor sending notircations ana events.

Message applies generally and not to a specific resource. MUST be *.

HTTP/1.1
HTTP version

Header fields

HOST
REQUIRED. Field value contains multicast address and port reserved for SSDP by Internet Assigned Numbers Authority
(IANA). MUST be 239.255.255.250:1900. If the port number (“:1900") is omitted, the receiver MUST assume the default
SSDP port number of 1900.

CACHE-CONTROL
REQUIRED. Field value MUST have the max-age directive (“max-age=") followed by an integer that specifies the number
of seconds the advertisement is valid. After this duration, control points SHOULD assume the device (or service) is no
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longer available; as long as a control point has received at least one advertisement that is still valid from a root device, any
of its embedded devices or any of its services, then the control point can assume that all are available. The number of
seconds SHOULD be greater than or equal to 1800 seconds (30 minutes), although exceptions are defined in the text
above. Specified by UPnP vendor. Other directives MUST NOT be sent and MUST be ignored when received.

LOCATION
REQUIRED. Field value contains a URL to the UPnP description of the root device. Normally the host portion contains a
literal IP address rather than a domain name in unmanaged networks. Specified by UPnP vendor. Single absolute URL
(see RFC 3986).

NT
REQUIRED. Field value contains Notification Type. MUST be one of the following. (See Table 1-1, “Root device discovery
messages”, Table 1-2, “Embedded device discovery messages”, and Table 1-3, “Service discovery messages” above.)

Single URI

upnp:rootdevice
Sent once for root device.

uuid:device-UUID
Sent once for each device, root or embedded, where device-UUID is specified by the UPnP“vendor. See dlause
1.1.4, “UUID format and RECOMMENDED generation algorithms” for the MANDATORY MUID format.

urn:schemas-upnp-org:device:deviceType:ver
Sent once for each device, root or embedded, where deviceType and ver are defined by UPnP Forum werking
committee, and ver specifies the version of the device type.

urn:schemas-upnp-org:service:serviceType:ver
Sent once for each service where serviceType and ver are defined by UPnP Forum working committee arjd ver
specifies the version of the service type.

urn:domain-name:device:deviceType:ver
Sent once for each device, root or embedded, where domédin-name is a Vendor Domain Name, deviceTypg and
ver are defined by the UPnP vendor, and ver specifies¢the version of the device type. Period characters jn the
Vendor Domain Name MUST be replaced with hyphens/in‘accordance with RFC 2141.

urn:domain-name:service:serviceType:ver
Sent once for each service where domain-name is a Vendor Domain Name, serviceType and ver are defined by
UPNP vendor, and ver specifies the version‘ef-the service type. Period characters in the Vendor Domain Name
MUST be replaced with hyphens in accordance with RFC 2141.

NTS
REQUIRED. Field value contains Notification"Sub Type. MUST be ssdp:alive. Single URI.

SERYER
REQUIRED. Specified by UPnP vendor. String. Field value MUST begin with the following “product tokens” (defined by
HTTP/1.1). The first product token identifes the operating system in the form OS name/OS version, the second [token
epresents the UPnP version ahd MUST be UPnP/1.1, and the third token identifes the product using the| form
broduct name/product version.” For example, “SERVER: unix/5.1 UPnP/1.1 MyProduct/1.0". Control points MUST be
brepared to accept a higher minor version number of the UPnP version than the control point itself implements. For
bxample, control peints/ implementing UDA version 1.0 will be able to interoperate with devices implemgnting
UDA version 1.1.

USN
REQUIRED. Field value contains Unique Service Name. Identifies a unique instance of a device or service. MUST bg one
bf the fallowing. (See Table 1-1, “Root device discovery messages”, Table 1-2, “Embedded device discovery messages”,
hnd Table 1-3, “Service discovery messages” above.) The prefix (before the double colon) MUST match the value pf the
UDI\element in the device description. (Clause 2, “Description” explains the UDN element.) Single URI.

uuid:device-UUID::upnp:rootdevice
Sent once for root device where device-UUID is specified by UPnP vendor. See clause 1.1.4, “UUID format and
RECOMMENDED generation algorithms” for the MANDATORY UUID format.

uuid:device-UUID
Sent once for every device, root or embedded, where device-UUID is specified by the UPnP vendor. See clause
1.1.4, “UUID format and RECOMMENDED generation algorithms”for the MANDATORY UUID format.

uuid:device-UUID::urn:schemas-upnp-org:device:deviceType:ver
Sent once for every device, root or embedded, where device-UUID is specified by the UPnP vendor, deviceType
and ver are defined by UPnP Forum working committee and ver specifies version of the device type. See clause
1.1.4, “UUID format and RECOMMENDED generation algorithms” for the MANDATORY UUID format.

uuid:device-UUID::urn:schemas-upnp-org:service:serviceType:ver
Sent once for every service where device-UUID is specified by the UPnP vendor, serviceType and ver are
defined by UPnP Forum working committee and ver specifies version of the device type. See clause 1.1.4,
“UUID format and RECOMMENDED generation algorithms” for the MANDATORY UUID format.
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uuid:device-UUID::urn:domain-name:device:deviceType:ver
Sent once for every device, root or embedded, where device-UUID, domain-name (a Vendor Domain Name),
deviceType and ver are defined by the UPnP vendor and ver specifies the version of the device type. See clause
1.1.4, “UUID format and RECOMMENDED generation algorithms” for the MANDATORY UUID format. Period
characters in the Vendor Domain Name MUST be replaced by hyphens in accordance with RFC 2141.

uuid:device-UUID::urn:domain-name:service:serviceType:ver
Sent once for every service where device-UUID, domain-name (a Vendor Domain Name), serviceType and ver
are defined by the UPnP vendor and ver specifies the version of the service type. See clause 1.1.4, “UUID
format and RECOMMENDED generation algorithms” for the MANDATORY UUID format. Period characters in
the Vendor Domain Name MUST be replaced by hyphens in accordance with RFC 2141.

BOOTID. UPNP ORG

CON

nonotonically increasing value. Its field value MUST be a non-negative 31 bit integer; ASCII encoded decimaly, Without
leading zeros (leading zeroes, if present, MUST be ignored by the recipient) that MUST be increased on each|initial
hnnounce of the UPnP device or MUST be the same as the field value of the NEXTBOOTID.UPNP.ORG header field in
he last sent SSDP update message. Its field value MUST remain the same on all periodically repeated announcemepts. A
Convenient mechanism is to set this field value to the time that the device sends its initial announcement, expressed as
econds elapsed since midnight January 1, 1970; for devices that have a notion of time, this will not require any add|tional
btate to remember or be “flashed”. However, it is perfectly acceptable to use a simple boot counter, that is incremented on
bvery initial announcement as a field value of this header field. As such, control points MUST NOT,view this header figld as
h timestamp. The BOOTID.UPNP.ORG header field MUST be included in all announcements of a root devide, its
bmbedded devices and its services. Unless the device explicitly updates its value by sending)an SSDP update megsage,
hs long as the device remains available in the network, the same BOOTID.UPNP.ORG field value MUST be used|in all
hnnouncements, search responses, update messages and eventually bye-bye messages.

Control points can use this header field to detect the case when a device leaves“and rejoins the network (“rebogts” in
UPnP terms). It can be used by control points for a number of purposes such as re-establishing desired [event
Eubscriptions, checking for changes to the device state that were not evented'since the device was off-line.

FIGID.UPNP.ORG
REQUIRED. The CONFIGID.UPNP.ORG field value MUST be a_nen-negative, 31-bit integer, ASCII encoded, defimal,
vithout leading zeros (leading zeroes, if present, MUST be ignored\by the recipient) that MUST represent the configuration
humber of a root device. UPnP 1.1 devices MAY freely assign{configid nhumbers from 0 to 16777215 (2"24-1). Higher
humbers are reserved for future use, and can be assigned\by the Technical Committee. The configuration of @ root
evice consists of the following information: the DDD of thé:root device and all its embedded devices, and the SCPD{ of all
he contained services. If any part of the configuration changes, the CONFIGID.UPNP.ORG field value MUST be changed.
'he CONFIGID.UPNP.ORG header field MUST be in€luded in all announcements of a root device, its embedded dgvices
hnd its services. The configuration number that is present in a CONFIGID.UPNP.ORG field value MUST satisfy the
ollowing rule:

p  if a device sends out two messages with a CONFIGID.UPNP.ORG header field with the same field vajue K,
the configuration MUST be the same at the moments that these messages were sent.

IWhenever a control point receives,a €ONFIGID.UPNP.ORG header field with a field value K, and subsequently dowr{loads
he configuration information, this\configuration information is associated with K. As an additional safeguard, the device
MUST include a configld attribute with value K in the returned description (see clause 2, “Description”). The follpwing
Caching rules for control points supersede the caching rules that are defined in UPnP 1.0:

P Control points MAY" ignore the CONFIGID.UPNP.ORG header field and use the caching rules that are
based on adVertisement expirations as defined in Clause 2, Description: as long as at least one df the
discovery advertisements from a root device, its embedded devices and its services have not expired, a
control poiit MAY assume that the root device and all its embedded devices and all its services are
availablg, The device and service descriptions MAY be retrieved at any point since the device and sqrvice
deseriptions are static as long as the device and its services are available.

P, If.no configuration number is included in a received SSDP message, control points SHOULD cache Hased
on advertisement expirations as defined in Clause 2 Description.

e |f a CONFIGID.UPNP.ORG header field with field value K is included in a received SSDP message, and a
control point has already cached information associated with field value K, the control point MAY use this
cached information as the current configuration of the device. Otherwise, a control point SHOULD assume
it has not cached the current configuration of the device and needs to send new description query
messages.

The CONFIGID.UPNP.ORG header field reduces peak loads on UPnP devices during startup and during network hiccups.
Only if a control point receives an announcement of an unknown configuration is downloading required.

SEARCHPORT.UPNP.ORG

OPTIONAL. If a device does not send the SEARCHPORT.UPNP.ORG header field, it MUST respond to unicast M-
SEARCH messages on port 1900. Only if port 1900 is unavailable MAY a device select a different port to respond to
unicast M-SEARCH messages. If a device sends the SEARCHPORT.UPNP.ORG header field, its field value MUST be an
ASCII encoded integer, decimal, without leading zeros (leading zeroes, if present, MUST be ignored by the recipient), in
the range 49152-65535 (RFC 4340). The device MUST respond to unicast M-SEARCH messages that are sent to the
advertised port.

Note: No responses are sent for messages with method NOTIFY.
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1.2.3 Device unavailable -- NOTIFY with ssdp:byebye

When a device and its services are going to be removed from the network, the device
SHOULD multicast an ssdp:byebye message corresponding to each of the ssdp:alive
messages it multicasted that have not already expired. If the device is removed abruptly from
the network, it might not be possible to multicast a message. As a fallback, discovery
messages MUST include an expiration value in a CACHE-CONTROL field value (as explained
above); if not re-advertised, the discovery message eventually expires on its own.

1(E)

(Note: when a control point is about to be removed from the network, no discovery-related
action is required.)

Wh¢n a device is about to be removed from the network, it SHOULD explicitly revaeke its
discpvery messages by sending one multicast message for each ssdp:alive messagehit gent.
Each multicast message MUST have method NOTIFY and ssdp:byebye in the NTS hegader
field in the following format. Values in italics are placeholders for actual values.
When a multi-homed device is about to be removed from the network on one or more df its
UPrlP-enabled interfaces, it SHOULD explicitly revoke its discovery messages by sending|one
mulficast message for each ssdp:alive message it has previously seqtyen those interfaces
and|IP addresses. It MUST NOT send such multicast messages to _any-of the UPnP-enapled
inteffaces that remain available.
When ssdp:byebye messages are sent on multiple UPnP-enabled interfaces, the messgges
MUS$T contain identical field values except for the HOST fieldvalue. The HOST field valye of
an ddvertisement MUST be the standard multicast address, specified for the protocol (IPvW4 or
IPv@) used on the interface.

OTIFY * HTTP/1.1

HOST: 239.255.255.250:1900

T: notification type

TS: ssdp:byebye

USN: composite identifier for the advertisement

BOOTID.UPNP.ORG: number increased each\ time device sends an initial announce or an updgte
messgge

CONFIGID.UPNP.ORG: number used far\‘€aching description information
Not¢: No body is present forcimessages with method NOTIFY, but note that the message
MUS$T have a blank line following the last header field.
The|TTL for the IP packet SHOULD default to 2 and SHOULD be configurable.
Listeéd below are details for the request line and header fields appearing in the listing abpve.
Fiell names are.not case sensitive. All field values are case sensitive except where noted
Reqluest line
Mudt be(*NOTIFY * HTTP/1.1"
NOTIEY

Method for sending notifications and events.

Message applies generally and not to a specific resource. MUST be *.
HTTP/1.1

HTTP version
Header fields
HOST

REQUIRED. Field value contains multicast address and port reserved for SSDP by Internet Assigned Numbers Authority
(IANA). MUST be 239.255.255.250:1900. If the port number (“:1900") is omitted, the receiver MUST assume the default
SSDP port number of 1900.

NT

REQUIRED. Field value contains Notification Type. (See list of required field values for the NT header field in NOTIFY with
ssdp:alive above.) Single URI.
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NTS
REQUIRED. Field value contains Notification Sub Type. MUST be ssdp:byebye. Single URI.

USN
REQUIRED. Field value contains Unique Service Name. (See list of required field values for the USN header field in
NOTIFY with ssdp:alive above.) Single URI.

BOOTID.UPNP.ORG
REQUIRED. As defined in clause 1.2, and 1.2.2.

CONFIGID.UPNP.ORG
REQUIRED. As defined in clause 1.2, and 1.2.2.

Note; No responses are sent for messages with method NOTIFY.

If ajcontrol point has received at least one ssdp:byebye message of a root device, any df its
emiedded devices or any of its services then the control point can assume thatall ar¢ no
londer available. As a fallback, if a control point fails to receive notification that a.root deyice,
its gmbedded devices and its services are unavailable, the original discoverysmessages| will
eventually expire yielding the same effect. Only when all original advertisements of a |root
device, its embedded devices and its services have expired can a contral\point assume [that
they are no longer available.

If a multi-homed control point has received at least one ssdp:byebye.message of a root degvice,
any|of its embedded devices or any of its services on one of its UPAP-enabled interfaces then
the pontrol point can assume that all are no longer available on)that UPnP-enabled interfpce.
However, the control point MUST NOT assume that the device is also no longer availablg on
all of its other UPnP-enabled interfaces. As a fallback:\if a control point fails to receive
notification that a root device, its embedded devices/and its services are unavailable ¢n a
partjcular UPnP-enabled interface, the original discovery messages will eventually expire
yielding the same effect. Only when all original advertisements of a root device, its embedded
devices and its services received on a UPnP-ehabled interface have expired can a coftrol
point assume that they are no longer available on that interface or IP address.

1.2.4 Device Update — NOTIFY with ssdp:update

Whegn a new UPnP-enabled interface(s added to a multi-homed device, the device MUST
increase its BOOTID.UPNP.ORG fietd value, multicast an ssdp:update message for eagh of
the [root devices, embedded devices and embedded services to all of the existing URnP-
enapled interfaces to announce-a change in the BOOTID.UPNP.ORG field value, and re-
advertise itself on all fexisting and new) UPnP-enabled interfaces with the |new
BOQTID.UPNP.ORG field wvalue. Similarly, if a multi-homed device loses connectivity ¢on a
UPrP-enabled interfacevand regains connectivity, or if the IP address on one of the URnP-
enabled interfaces changes, the device MUST increase the BOOTID.UPNP.ORG field value,
mulficast an ssdpiupdate message for each of the root devices, embedded devices |and
embedded services to all the unaffected UPnP-enabled interfaces to announce a change in
the BOOTID.URPNP.ORG field value, and re-advertise itself on all (affected and unaffedted)
UPrlP-enahled interfaces with the new BOOTID.UPNP.ORG field value. In all cases |,the
ssdp:update message for the root devices MUST be sent as soon as possible. Qther
ssdp:dpdate messages SHOULD be spread over time. However, all ssdp:update messages
MU$T be sent before any announcement messages with the new BOOTID.UPNP.ORG field
value can be sent.

When ssdp:update messages are sent on multiple UPnP-enabled interfaces, the messages
MUST contain identical field values except for the HOST and LOCATION field values. The
HOST field value of an advertisement MUST be the standard multicast address specified for
the protocol (IPv4 or IPv6) used on the interface. The URL specified in the LOCATION field
value MUST be reachable on the interface on which the advertisement is sent.
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NOTIFY * HTTP/1.1

HOST: 239.255.255.250:1900

LOCATION: URL for UPnP description for root device

NT: notification type

NTS: ssdp:update

USN: composite identifier for the advertisement

BOOTID.UPNP.ORG: BOOTID value that the device has used in its previous announcements
CONFIGID.UPNP.ORG: number used for caching description information

NEXTBOOTID.UPNP.ORG: new BOOTID value that the device will use in subsequent announcements
SEARCHPORT .UPNP.ORG: number identifies port on which device responds to unicast M-SEARCH

Note: No body is present for messages with method NOTIFY, but note that the message
MU $Tave a btanmktimefottowimgthetastheader fietd:

The|TTL for the IP packet SHOULD default to 2 and SHOULD be configurable.

Listeéd below are details for the request line and header fields appearing in the listing abpve.
Fielfl names are not case sensitive. All field values are case sensitive except where noted

Reqluest line
Mudt be “NOTIFY * HTTP/1.1"

NOTIFY
Method for sending notifications and events.

Message applies generally and not to a specific resource. MUST be *.

HTTR/1.1
HTTP version.

Header fields

HOST
REQUIRED. Field value contains multicast addressyand port reserved for SSDP by Internet Assigned Numbers Authority
IANA). MUST be 239.255.255.250:1900. If the port number (*:1900”) is omitted, the receiver MUST assume the default
5SDP port number of 1900.

LOCATION
REQUIRED. Field value MUST be the same as the LOCATION field value that has been sent in previous SSDP mesgages.
Bingle absolute URL (see RFC 3986).

NT
REQUIRED. Field value contains Notification Type. (See list of required field values for the NT header field in NOTIFY with
Esdp:alive above.) SingleURI.

NTS
REQUIRED. Fieldwalue contains Notification Sub Type. MUST be ssdp:update. Single URI.

USN

REQUIRED. Field value contains Unique Service Name. (See list of required field values for the USN header fipld in
NOTIEY With ssdp:alive above.) Single URI.

BOOTIDUPNP.ORG
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frete-value
that has been sent in previous SSDP messages.

CONFIGID.UPNP.ORG
REQUIRED. As defined in clause 1.2, and 1.2.2.

NEXTBOOTID.UPNP.ORG
REQUIRED. Field value contains the new BOOTID.UPNP.ORG field value that the device intends to use in the subsequent
device and service announcement messages. Its field value MUST be a non-negative 31-bit integer; ASCII encoded,
decimal, without leading zeros (leading zeroes, if present, MUST be ignored by the recipient) and MUST be greater than
the field value of the BOOTID.UPNP.ORG header field.

SEARCHPORT.UPNP.ORG
OPTIONAL. As defined in clause 1.2, and 1.2.2.

Note: No responses are sent for messages with method NOTIFY.
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If a control point with a single UPnP-enabled interface receives an ssdp:update message,
the NEXTBOOTID.UPNP.ORG field value replaces the BOOTID.UPNP.ORG field value that
the control point has previously recorded for the device. It can expect future announcements,
search responses, update messages and eventually bye-bye messages from the device to
contain the “new” BOOTID.UPNP.ORG field value (that is: the field value of the
NEXTBOOTID.UPNP.ORG header field in the received ssdp:update message). The field
value in the NEXTBOOTID.UPNP.ORG header field MUST be recorded as the current
BOOTID.UPNP.ORG field value of the device which is to be expected on all subsequent
SSDP messages.

If a multi-homed control point receives an ssdp:update message on its UPnP-enabled

intﬂmcerm,—mmmm—nm—nﬂemm—ﬂm—rﬂme
comimunications with the device (such as event subscriptions), it can assume that the device

has| remained continuously available (including all device state), and -‘that |the
NEXTBOOTID.UPNP.ORG field value replaces the BOOTID.UPNP.ORG field value’' thaf the
confrol point has previously recorded for the device. It can expect future announceme@nts,
sealch responses, update messages and eventually bye-bye messages from the device to
confain the “new” BOOTID.UPNP.ORG field value (that is: the field value of |the
NEXTBOOTID.UPNP.ORG header field in the received ssdp:update message). The field
value in the NEXTBOOTID.UPNP.ORG header field MUST be recorded as the cufrent
BOQTID.UPNP.ORG field value of the device which is to be expected on all subseqpent
SSOP messages.

If acontrol point receives an SSDP message with a BOOTID-UPNP.ORG field value diffdrent
(either higher or lower) from the value that the control paéint has previously recorded fon the
device,it can assume that the device has become temporarily unavailable on that interface
and| has become available again, and any storedstate information about the device |has
becpme invalid. It MUST treat the device as a newlydiscovered device.

1.3 Search

Whe¢n a control point is added to the networki~the UPnP discovery protocol allows that control
point to search for devices of interest gn“the network. It does this by multicasting on| the
resgrved address and port (239.255.255;250:1900) a search message with a pattern, or tgrget,
equgl to a type or identifier for a devige or service. Responses from devices contain discopery
megsages essentially identical to.@hose advertised by newly connected devices; the foymer
are [unicast while the latter are_multicast. Control points can also send a unicast search
megsage to a known _{R“ address and port 1900 or the port indicated| by
SEARCHPORT.UPNP.ORG, to verify the existence of UPnP device(s) and service(s) af the
IP dddress. For example, a unicast search may be used to quickly check whether a known
UPnP device or service is still available on the network. Multi-homed control points MAY
chogpse to send discavery messages on any, some or all of its UPnP-enabled interfaces.

1.3.1 Searchiprotocols and standards

To gearch for)devices (and be discovered by control points), control points (and devices)|use
the following subset of the overall UPnP protocol stack. (The overall UPnP protocol stagk is
listed &t'the beginning of this document.)

Figure 1-5: — Search protocol stack

UPnP vendor [purple-italic]

UPnP Forum [red-italic]

UPnP Device Architecture [green-bold]

SSDP [blue]

UDP [black]

IP [black]

At the highest layer, search messages contain vendor-specific information, e.g., the control
point, device, and service identifiers. Moving down the stack, vendor content is supplemented
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by information from a UPnP Forum working committee, e.g., device or service types.
Messages from the layers above are hosted in UPnP-specific protocols, defined in this
document. In turn, search requests are delivered via multicast and unicast SSDP messages
defined in this document. Search responses are delivered via a unicast SSDP messages
defined in this document. Both kinds of messages are delivered via UDP over IP. For
reference, colors in [square brackets] above indicate which protocol defines specific header
fields and field values in discovery messages listed below.

1.3.2 Search request with M-SEARCH
When a control point desires to search the network for devices, it MUST send a multicast

request with method M-SEARCH in the following format. Control points that know the address
of al specific device MAY also use a similar format to send unicast requests with method M-
SEARCH.

For | multicast M-SEARCH, the message format is defined below. Values in_italics| are
plageholders for actual values.

W-SEARCH * HTTP/1.1

HOST: 239.255.255.250:1900

AN: *‘ssdp:discover"

X: seconds to delay response

bT: search target

USER-AGENT: OS/version UPnP/1.1 product/version

Not¢: No body is present in requests with method M-SEARCH, but note that the mesgage
MUS$T have a blank line following the last header field.

Not¢: The TTL for the IP packet SHOULD defaultto‘2 and SHOULD be configurable.

Listed below are details for the request line and header fields appearing in the listing abpve.
Fielfl names are not case sensitive. All field(values are case sensitive except where noted

Request line
Must be “M-SEARCH * HTTP/1.1”

M-SHARCH
Method for search requests.

Request applies generally.and not to a specific resource. MUST be *.

HTTRH/1.1
HTTP version.

Header fields

HOST
REQUIRED. Field value contains the multicast address and port reserved for SSDP by Internet Assigned Numbers
Authority (IANA). MUST be 239.255.255.250:1900.

MAN
REQUIRED by HTTP Extension Framework. Unlike the NTS and ST field values, the field value of the MAN header field is
enclosed in double quotes; it defines the scope (namespace) of the extension. MUST be "ssdp:discover".

MX
REQUIRED. Field value contains maximum wait time in seconds. MUST be greater than or equal to 1 and SHOULD be
less than 5 inclusive. Device responses SHOULD be delayed a random duration between 0 and this many seconds to
balance load for the control point when it processes responses. This value MAY be increased if a large number of devices
are expected to respond. The MX field value SHOULD NOT be increased to accommodate network characteristics such as
latency or propagation delay (for more details, see the explanation below). Specified by UPnP vendor. Integer.

ST
REQUIRED. Field value contains Search Target. MUST be one of the following. (See NT header field in NOTIFY with
ssdp:alive above.) Single URI.

ssdp:all
Search for all devices and services.
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upnp:rootdevice
Search for root devices only.

uuid:device-UUID
Search for a particular device. device-UUID specified by UPnP vendor. See clause 1.1.4, “UUID format and
RECOMMENDED generation algorithms” for the MANDATORY UUID format.

urn:schemas-upnp-org:device:deviceType:ver
Search for any device of this type where deviceType and ver are defined by the UPnP Forum working committee.

urn:schemas-upnp-org:service:serviceType:ver
Search for any service of this type where serviceType and ver are defined by the UPnP Forum working
committee.

urn:domain-name:device:deviceType:ver
Search for any device of this typewhere domain-name (a Vendor Domain Name), deviceType and vgr are
defined by the UPnP vendor and ver specifies the highest specifies the highest supported version, ef the device
type. Period characters in the Vendor Domain Name MUST be replaced with hyphens in accordance with RFC
2141.

urn:domain-name:service:serviceType:ver
Search for any service of this type. Where domain-name (a Vendor Domain Namg),\serviceType and vé¢r are
defined by the UPnP vendor and ver specifies the highest specifies the highest supported version of the service
type. Period characters in the Vendor Domain Name MUST be replaced with hyphens in accordance with RFC
2141.

USER-AGENT
DPTIONAL. Specified by UPnP vendor. String. Field value MUST begin with (the following “product tokens” (defined by
HTTP/1.1). The first product token identifes the operating system in the form OS name/OS version, the second [token
epresents the UPnP version and MUST be UPnP/1.1, and the third teken identifes the product using the| form
broduct name/product version. For example, “USER-AGENT: unix/5.1 UPRP/1.1 MyProduct/1.0". Control points MUET be
brepared to accept a higher minor version number of the UPnP ¥ersion than the control point itself implements. For
bxample, control points implementing UDA version 1.0 will <be “able to interoperate with devices implementing
UDA version 1.1.

For [ unicast M-SEARCH, the message format-is defined below. Values in italics|are
plageholders for actual values.

W-SEARCH * HTTP/1.1

HOST : hostname:portNumber
MAN: "ssdp:discover"
bT: search target

JSER-AGENT: OS/version UPQR¥#A.1 product/version
Not¢: No body is present in requests with method M-SEARCH, but note that the message
MUS$T have a blank-line following the last header field.

Liste¢d below are-details for the request line and header fields appearing in the listing abpve.
Field names-are not case sensitive. All field values are case sensitive except where noted

Request-line
Mugtb€&/“M-SEARCH * HTTP/1.1"

M-SEARCH
Method for search requests.

Request applies generally and not to a specific resource. MUST be *.

HTTP/1.1
HTTP version.

Header fields

HOST
REQUIRED. For unicast requests, the field value MUST be the domain name or IP address of the target device and either
port 1900 or the SEARCHPORT provided by the target device.

MAN
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REQUIRED by HTTP Extension Framework. Unlike the NTS and ST field values, the field value of the MAN header field is
enclosed in double quotes; it defines the scope (namespace) of the extension. MUST be "ssdp:discover".

ST
REQUIRED. Field value contains Search Target. MUST be one of the following. (See NT header field in NOTIFY with
ssdp:alive above.) Single URI.

ssdp:all
Search for all devices and services.

upnp:rootdevice
Search for root devices only.

wid-device LILID
Search for a particular device. device-UUID specified by UPnP vendor. See clause 1.1.4, “UUID formdt and
RECOMMENDED generation algorithms” for the MANDATORY UUID format.

urn:schemas-upnp-org:device:deviceType:ver
Search for any device of this type where deviceType and ver are defined by the UPnP Forum working comfnittee.

urn:schemas-upnp-org:service:serviceType:ver
Search for any service of this type where serviceType and ver are defined by~the UPnP Forum working
committee.

urn:domain-name:device:deviceType:ver
Search for any device of this type where domain-name (a Vendor Domain“Name), deviceType and vgr are
defined by the UPnP vendor and ver specifies the highest supported, Version of the device type. Reriod
characters in the Vendor Domain Name MUST be replaced with hyphens in accordance with RFC 2141.

urn:domain-name:service:serviceType:ver
Search for any service of this type where domain-name (a Vendor Domain Name), serviceType and v¢r are
defined by the UPnP vendor and ver specifies the highest supported version of the service type. Reriod
characters in the Vendor Domain Name MUST be replaced)with hyphens in accordance with RFC 2141.

USER-AGENT

DPTIONAL. Specified by UPnP vendor. String. Field value&.MUST begin with the following “product tokens” (defined by
HTTP/1.1). The first product token identifes the operating system in the form OS name/OS version, the second [token
epresents the UPnP version and MUST be UPnPALY1, and the third token identifes the product using the| form
broduct name/product version. For example, “USER-AGENT: unix/5.1 UPnP/1.1 MyProduct/1.0". Control points MUET be
brepared to accept a higher minor version number of the UPnP version than the control point itself implements. For
bxample, control points implementing UDA\%version 1.0 will be able to interoperate with devices implemgnting
DDA version 1.1.

Due| to the unreliable nature of WDP, control points SHOULD send each M-SEARCH mesgage
morg than once. As a fallback{t0 guard against the possibility that a device might not recgive
the M-SEARCH message from a control point, a device SHOULD re-send its advertisemgnts
peripdically (see CACHE-CONTROL header field in NOTIFY with ssdp:alive above).

For ]a multicast request, the control point SHOULD wait at least the amount of time specjfied
in the MX header-field for responses to arrive from devices. The random distribution of
resgonses overthe MX interval means that a responder MAY send a response at MX secgnds
aftel receivingithe M-SEARCH request. The MX field value MAY be adjusted by heuristigs at
the requesterbased on, for example, observed number of responders. Network characterigtics
afferting the propagation of traffic cannot be addressed by increasing the MX field vplue
becuse of the reason crted above A requester MAY adapt to network characterrstrcs with

S S : ot : —The
net effect is that the M-SEARCH request persrsts at the requester for a perrod of time
exceeding MX such that the characteristics of the network are properly accommodated to
minimize lost responses.

When a device receives a unicast M-SEARCH, it SHOULD respond within 1 second and it
MAY respond sooner. The sender of the unicast request SHOULD wait at least 1 second for
the response.

Updated versions of device and service types are REQUIRED to be fully backward compatible
with previous versions. Devices MUST respond to M-SEARCH requests for any supported
version. For example, if a device implements “urn:schemas-upnp-org:service:xyz:2", it MUST
respond to search requests for both that type and “urn:schemas-upnp-org:service:xyz:1". The
response MUST specify the same version as was contained in the search request. If a control
point searches for a device or service of a particular version and receives no responses
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(presumably because no device present on the network supports the specified version), but is
willing to operate using a lower version, it MAY repeat the search request specifying the lower
version.

1.3.3 Search response

To be found by a network search, a device MUST send a unicast UDP response to the source
IP address and port that sent the request to the multicast address. Devices respond if the ST
header field of the M-SEARCH request is “ssdp:all”, “upnp:rootdevice”, “uuid:” followed by a
UUID that exactly matches the one advertised by the device, or if the M-SEARCH request
matches a device type or service type supported by the device. Multi-homed devices MUST

send_the search response using the same UPnP-enabled interface _on_which the se
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device responding to a unicast M-SEARCH SHOULD respond within 1 second.

URL specified in the LOCATIONYheader field of the M-SEARCH response MUST
hable by the control point to which.the response is directed.

ponses to M-SEARCH requestsare intentionally parallel to advertisements, and as s
w the same pattern as listed for NOTIFY with ssdp:alive (above) except that instead of th
Her field there is an st header field here. The response MUST be sent in the follo
at. Values in italics are placeholders for actual values.

HTTP/1.1 200 OK

CACHE-CONTROL¢, max-age = seconds until advertisement expires
DATE: when Jresponse was generated

EXT :

| OCATION: WRL for UPnP description for root device
BEERVERe=0S/version UPnP/1.1 product/version

bT:, Search target

USNZ” composite identifier for the advertisement

an

time
arch
arch
part
dom
nder
d. If
at it
hile

eld,
field
alue

be

uch,
e NT
ving

BOOTID. UPNP.ORG: number increased each time device sends an initial announce or an updsa

te

message
CONFIGID.UPNP.ORG: number used for caching description information

SEARCHPORT .UPNP.ORG: number identifies port on which device responds to unicast M-SEARCH

Note: No body is present in a response to a request with method M-SEARCH, but note that the
message MUST have a blank line following the last header field.

(Note: No need to limit TTL for the IP packet in response to a search request.)

Listed below are details for the header fields appearing in the listing above. Field names are
not case sensitive. All field values are case sensitive except where noted.

Res

Must

ponse line

be “HTTP/1.1 200 OK”
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Header fields

CACHE-CONTROL
REQUIRED. Field value MUST have the max-age directive (“max-age=") followed by an integer that specifies the number

of seconds the advertisement is valid. After this duration, control points SHOULD assume the device (or service)

1(E)

is no

longer available; as long as a control point has received at least one advertisement that is still valid from a root device, any
of its embedded devices or any of its services, then the control point can assume that all are available. The number of

seconds SHOULD be greater than or equal to 1800 seconds (30 minutes), although exceptions are defined in th
above. Specified by UPnP vendor. Other directives MUST NOT be sent and MUST be ignored when received.

DATE

EXT

LOCATION

SER

ST

USN

RECOMMENDED. Field value contains date when response was generated. fcI1Z3-date” as detmed N RFC Z616.

REQUIRED for backwards compatibility with UPnP 1.0. (Header field name only; no field value.)

REQUIRED. Field value contains a URL to the UPnP description of the root device. Normally the, host portion cont
iteral IP address rather than a domain name in unmanaged networks. Specified by UPnP vendor> Single absolutg
see RFC 3986).

ER

REQUIRED. Specified by UPnP vendor. String. Field value MUST begin with the following “product tokens” (defin
HTTP/1.1). The first product token identifes the operating system in the form OShame/OS version, the second
epresents the UPnP version and MUST be UPnP/1.1, and the third token \identifes the product using the
broduct name/product version. For example, “SERVER: unix/5.1 UPnP/1.1. MyProduct/1.0". Control points MUY

bxample, control points implementing UDA version 1.0 will be able to interoperate with devices implem
UDA version 1.1.

REQUIRED. Field value contains Search Target. Single URI..The response sent by the device depends on the field
bf the ST header field that was sent in the request. In some cases, the device MUST send multiple response messag
ollows. If the received ST field value was:

ssdp:all
Respond 3+2d+k times for a root device'\with d embedded devices and s embedded services but only k d|
service types (see clause 1.1.2, “SSPP*message header fields” for a definition of each message to be
Field value for ST header field MUST be the same as for the NT header field in NOTIFY message
ssdp:alive. (See above.)

upnp:rootdevice
Respond once for root deviee. Must be upnp:rootdevice.

uuid:device-UUID
Respond once«for*each matching device, root or embedded. Must be uuid:device-UUID where device-U
specified by theyUPnP vendor. See clause 1.1.4, “UUID format and RECOMMENDED generation algorithn
the MANDATORY UUID format.

urn:schemas=upnp-org:device:deviceType:ver
Respond once for each matching device, root or embedded. MUST
urn:schemas-upnp-org:device:deviceType:ver where deviceType and ver are defined by UPnP Forum wi
committee and ver MUST contain the version of the device type contained in the M-SEARCH request.

brepared to accept a higher minor version number of the UPnP versionsthan the control point itself implements.

e text

hins a
URL

ed by
token

form
T be
For
bnting

value
es as

stinct
sent).
with

UID is

s” for

be
rking

ufn:schemas-upnp-org:service:serviceType:ver
Respord-once foreactrmatehi T ; ; = ~OTT: - VET
serviceType and ver are defined by the UPnP Forum working committee and ver MUST contain the vers
the service type contained in the M-SEARCH request.

urn:domain-name:device:deviceType:ver

vhere
ion of

Respond once for each matching device, root or embedded. MUST be urn:domain-name:device:deviceType:ver
where domain-name (a Vendor Domain Name), deviceType and ver are defined by the UPnP vendor and ver
MUST contain the version of the device type from the M-SEARCH request. Period characters in the Vendor
Domain Name MUST be replaced with hyphens in accordance with RFC 2141.

urn:domain-name:service:serviceType:ver
Respond once for each matching service type. MUST be urn: domain-name:service:serviceType:ver where
domain-name (a Vendor Domain Name), serviceType and ver are defined by the UPnP vendor and ver MUST
contain the version of the service type from the M-SEARCH request. Period characters in the Vendor Domain
Name MUST be replaced with hyphens in accordance with RFC 2141.
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REQUIRED. Field value contains Unique Service Name. (See list of required field values for the USN header field in
NOTIFY with ssdp:alive above.) Single URI.

BOOTID.UPNP.ORG
REQUIRED. As defined in clause 1.2, and 1.2.2.

CONFIGID.UPNP.ORG
OPTIONAL. As defined in clause 1.2, and 1.2.2.

SEARCHPORT.UPNP.ORG
OPTIONAL. As defined in clause 1.2, and 1.2.2.

If there is an error with the search request (such as an invalid field value in the MAN header

fiel

a miecing MX_ _header finlrl, orother malformed r\nnfnnf), the device MUST sil

ntly

disc
pos

1.4
RFQ

RFC
http

RFQ

RFC
http

RF(Q
http

(1] 1
http

2

Des
whe
inte

commands to device(s), eventing (Step 4) where control points listen to state change

dev
for g

Afte
dev
sery
UPN
to in

capqbilities from the URL provided by the device in the discovery message.

ard and ignore the search request; sending of error responses is PROHIBITED dueltg
Eibility of packet storms if many devices send an error response to the same request.
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2616, HTTP: Hypertext Transfer Protocol 1.2, Available
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3986, Uniform Resource Identifiers (URI): Genetic Syntax. Available
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Description

cription is Step 2 in UPnP™ networking. Description comes after addressing (Ste
re devices get a network address, and after discovery (Step 1) where control points
esting device(s). Description enables control (Step 3) where control points 9

ce(s), and presentation_(Step 5) where control points may display an html user inter
evice(s).

I a control point has discovered a device, the control point still knows very little abou
ce -- only the-information that was in the discovery message, i.e., the device's
ice's) UPnPtype, the device's universally-unique identifier, and a URL to the dev
P description. For the control point to learn more about the device and its capabilitie
teract-with the device, the control point MUST retrieve a description of the device an
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ThelUPnP description for a device is partitioned into two logical parts: ,a\device descrigtion
desg¢ribing the physical and logical containers, and service descriptions describing| the
capdqbilities exposed by the device. A UPnP device description _includes vendor-specific
marjufacturer information like the model name and number, serial number, manufacfurer
name, URLs to vendor-specific Web sites, etc. (details below).\Eér each service includgd in
the |[device, the device description lists the service type, service name, a URL for a selvice
desgription, a URL for control, and a URL for eventing. A device description also includes a
desg¢ription of all embedded devices and a URL for presentation of the aggregate. This clause
explains UPnP device descriptions, and the clauses on €ontrol, Eventing, and Presentation
explain how URLs for control, eventing, and presentation are used respectively.

Not¢ that a single physical device MAY include multiple logical devices. Multiple logical
devices can be modeled as a single root device-with embedded devices (and services) dr as
mulfiple root devices (perhaps with no embédded devices). In the former case, there is|one
UPnP device description for the root, device, and that device description contains a
desgription for all embedded devices.;In the latter case, there are multiple UPnP device
desgriptions, one for each root device,

A UPnP device description is written by a UPnP vendor. The description is in XML syntax|and
is usually based on a standard’UPnP Device Template. A UPnP Device Template is proddiced
by a UPnP Forum working,committee; they derive the template from the UPnP Device
Schema, which was derived from standard constructions in XML. This clause explains| the
format for a UPnP device description, UPnP Device Templates, and the part of the UPnP
Devjce Schema that'covers devices.

A UPnP service.deéscription includes a list of commands, or actions, to which the sernvice
resgonds, and¢parameters, or arguments for each action. A service description also includes a
list of variables. These variables model the state of the service at run time, and are descrjbed
in termg” of their data type, range, and event characteristics. This clause explains|the
des¢ription of actions, arguments, state variables, and the properties of those variables. [The

clause-on-Eventing-explainsevent characteristice——— |

Like a UPnP device description, a UPnP service description is written by a UPnP vendor. The
description is in XML syntax and is usually based on a standard UPnP Service Template. A
UPnP Service Template is produced by a UPnP Forum working committee; they derived the
template from the UPnP Service Schema, augmenting it with human language where
necessary. The UPnP Service Schema is derived using the conventions of XML Schema. This
clause explains the format for a UPnP service description, UPnP Service Templates, typical
augmentations in human language, and the part of the UPnP Service Schema that covers
services.

UPnP vendors can differentiate their devices by extending services (see clause 2.7, “Non-
standard vendor extensions and limitations”), including additional UPnP services, or
embedding additional devices. When a control point retrieves a particular device's description,
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these added features are exposed to the control point for control and eventing. The device
and service descriptions authoritatively document the implementation of the device.

Retrieving a UPnP device description is simple: the control point issues an HTTP GET
request on the URL in the discovery message, and the device returns the device description.
Retrieving a UPnP service description is a similar process that uses a URL within the device
description. The protocol stack, method, header fields, and body for the response and request
are explained in detail below. Description documents MUST be sent using the same IP
address on which the HTTP GET request was received.

devices and all its services are available. The device and service descriptionsCMAY be
retrieved at any point since the device and service descriptions are static as _long as| the
device and its services are available. If a device cancels at least one of its adyvertisements or
if al] the advertisements expire, a control point SHOULD assume the device and its services
are [no longer available. If a device needs to change one of these desgriptions, it MUST
cangel its outstanding advertisements and re-advertise. Consequently, control pgints
SHQULD NOT assume that device and service descriptions are unc¢hanged if a devicq re-
appears on the network, but they can detect whether descriptions) changed if a charnged
CONFIGID.UPNP.ORG field value is present in the announcements,

Likg discovery, description plays an important role in theZinteroperability of devices |and
confrol points using different versions of UPnP netwarking. As explained in clause¢ 1,
“Discovery”, the UPnP Device Architecture is versioned with both a major and a minor vergsion.
The| major version and minor version are separate.integer numbers; they are not tq be
intefpreted or compared as though they were a singlévdecimal number, even though they may
appear as such in print. Advances in minor versians*"MUST be a compatible superset of egrlier
mingr versions of the same major version; therefore device vendors are free to implement
standardized devices and services on versions of the architecture with a higher minor version
nuniber. Advances in major version are NOT REQUIREDto be supersets of earlier versfons
and|are not guaranteed to be backward.compatible. The architecture version of a root deyice,
all its embedded devices and all its\Services MUST be the same. Version information is
communicated in description messages as a backup to the information communicatefd in
discpvery messages. This clause-explains the format of version information in description
megsages.

Devjce and service types standardized by UPnP Forum working committees or created by
venglors have an integerwersion. Every later version of a device or service MUST be a fully
backwardly compatible superset of the previous version, i.e., compared to earlier versior|s of
the |[device, it MUST) include all mandatory embedded devices and services of the samg or
later version. The-UPnP device or service type remains the same across all versions jof a
device whereas-the device or service version MUST be larger for later versions. Versions of
device and\_service templates MAY have non-integer versions (such as “0.9") dyring
development in the working committee, but this MUST become an integer ypon
standardization. Devices and services MAY have a version number greater than the mnajor
verdian number of the architecture Thpy are dpqignpd faor (p g-—Power:2" MAY he dpaigm:d to
work on UDA version 1.0); there is no direct correlation between the version of a device or
service template and the architecture version with which it is designed to work. If a non-
backward-compatible version of a device or service is defined, it MUST have a different
device or service name to indicate that it is not backwardly compatible (and version numbers
of the new type MUST restart at 1).

UPnP device and service types are “building blocks” that MAY be assembled in various
combinations. Both standard and vendor-defined device types MAY be embedded in standard
device types. Both standard and vendor-defined device types MAY be embedded in vendor-
defined device types. Likewise, both standard and vendor-defined service types MAY be
embedded in both standard and vendor-defined device types. A control point that is capable
of operating with a particular device or service type MUST at least recognize that device or
service type even when it is embedded within another device type (standard or vendor-
defined) that it does not recognize. For example, if a standard service type “Print:1” is defined,
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and a standard device type “Printer:1” is defined that contains the “Print:1” service, a control
point that wishes to use the “Print:1” service must find and use it whether the service is
embedded within a “urn:schemas-upnp-org:device:Printer:1” device or embedded within a
vendor-defined “urn:acme-com:device:Printer:1” or “urn:acme-
com:device:AcmeMultifunctionPrinter:1” device.

The remainder of this clause first explains how devices are described, explaining details of
vendor-specific information, embedded devices, and URLs for control, eventing, and
presentation. Second, it explains UPnP Device Templates. Third, it explains how services are
described, explaining details of actions, arguments, state variables, and properties of those
variables. Then it explains UPnP Service Templates, and the UPnP Service Schema. Finally,

this [Clause exptaims T detaitTow a Comntrof point Tereves Jevice and Service Jdescriptions

fron) a device.

2.1| Generic requirements on HTTP usage

Thig subclause defines generic requirements on HTTP usage in UPnP Version“1.1. HTTP is
the pinderlying transport for:

¢ Description (see clause 2, “Description”)
¢ Control (see clause 3, “Control”)

¢ Eventing (see clause 4, “Eventing”)

¢ Presentation (clause 5, “Presentation”)

The|baseline transport for all devices and control points iS$. RECOMMENDED to be HTTH/1.1
compliant (as defined in RFC 2616) but at least MUST,be’ HTTP/1.0 compliant (as defingd in
RFQ 1945). Vendors are free to implement and Warking Committees are free to requirg for
new| device classes implementations of more recent versions of HTTP that are backwards
compatible with HTTP version 1.0, such as, HETP version 1.1 as defined in RFC 2p16.
However whatever version is implemented, "all REQUIRED components defined by| the
spetified HTTP version MUST be implemented.

If a [control point uses an HTTP/1.0 binding on a SOAP request without setting the KeepAlive
tokdn, the device MUST close the socket after responding. If a control point uses an HTTRH/1.1
binding on a SOAP request, and sets the “Connection:CLOSE” token, the device MUST close
the gocket after responding.

USHR-AGENT header field

Conjtrol points can add the USER-AGENT header field to any UPnP-related HTTP request to
signal that they suppoftUPnP 1.1. Working Committees MAY require presence of this header
on description retrieval, action invocations and event subscriptions for newly defined servites.

USER-AGENT: OS/version UPnP/1.1 product/version

represents the UPnP version and MUST be UPnP/l 1, and the third token |dent|fes the product using the form
product name/product version. For example, “USER-AGENT: unix/5.1 UPnP/1.1 MyProduct/1.0". Control points MUST be

prepared to accept a higher minor version number of the UPnP version than the control point itself implements. For
example, control points implementing UDA version 1.0 will be able to interoperate with devices implementing
UDA version 1.1.

Vendor-defined or working committee-defined HTTP Header fields
HTTP field names defined by vendors or working committees MUST have the following format:

“won

field-name = token domain-name

where the domain-name MUST be a Vendor Domain Name or MUST be “UPNP.ORG" (for
working committee defined field names), and in addition MUST satisfy the token format as
defined in RFC 2616 clause 2.2. Field names are case-insensitive.

HTTP/1.0 Persistent connections
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Some implementations of HTTP/1.0 defined what is known as persistent connections. There
are many practical uses for this functionality, as it may reduce overhead for a given device by
allowing resources to be used more efficiently. However, this functionality for HTTP/1.0 is not
officially defined in the specification and classified as experimental. Further, the way it has
been experimentally defined is flawed in such a way that it may cause sessions to hang in
certain scenarios. This functionality MUST NOT be implemented by any UPnP devices or
control points that implement HTTP version 1.0.

HTTP/1.0 HEAD request
Some implementations utilize the HEAD request to try to predetermine the amount of memory
required to process a GET request. Some servers may not know that size of the content
because it may be dynamic. In such cases, the responses will not contain a CONTHENT-
LENGTH header field. As such, control points MUST NOT rely on the CONTENT-LENGTH
heagler field being specified for a HEAD response.

HTTP/1.1 General

Whe¢n a device or control point implements HTTP/1.1, all requirements of HTTP/1.0 MUST be
maintained, with the exception of the CONTENT-LENGTH header field,- which MUST NOT be
spet¢ified when doing chunked transfers.

HTT|P status codes

Seryers MUST return appropriate HTTP status codes for invalidyrequests. A device or coftrol
poirt MUST use a 4xx HTTP status code for responses that.indicate a problem with the fomat
of al request or response. For example, if an HTTP clientimakes a PUT request to a sdrver
that| does not implement the PUT method, the server, SHOULD return a "405 Method| not
Allowed" HTTP status code and MUST return a &xx series HTTP status code. Andther
example is if an HTTP client makes a request to a\setrver that is malformed HTTP or not|well
formed XML, the server SHOULD return a "400:Bad Request" HTTP status code and MUST
retufn a 4xx series HTTP status code. While clients are not REQUIRED to understand specific
statyis codes, they MUST understand classes of status codes. For example, a 4xx series
HTTP status code signifies an improper, request, whereas a 5xx series HTTP status g¢ode
signlifies a processing error for a valid request.

HTTP/1.1 and HTTP/1.0 compatibility

Devjces and control points that implement HTTP/1.1 MUST be able to interoperate |with
HTTP/1.0 control points and\devices. Care MUST be taken when devices and control pgints
progess requests, such that' the response generated is compatible with the HTTP version
spegified in the requesty For example, if an HTTP/1.0 request is made, the device or coptrol
poift MUST NOT returfivan HTTP/1.1 chunked response.

HTTP/1.1 HOST header field and use of the HOST header field with HTTP/1.0

The|'HOST’ header field MUST be specified in all requests, because HTTP/1.1 allows sugport
for yirtual domains, which rely on this header field to determine the target destination.

The| HOST header field MUST also be included in HTTP/1.0 requests, for backwgards
co ibili ith UPnP 1.0, which REQUIRES the HOST | ler fiel ithout

explicitly mentioning a HTTP version.

HTTP/1.1 EXPECT: 100-Continue

Servers MAY send a “100-Continue” HTTP status code to let the client know that the header
fields received have been processed. If a client will rely on this status response before
sending the body, it MUST send the “EXPECT: 100-Continue” header field in the request. If a
server received this header field in the request, it MUST NOT wait for the request body before
sending the continue response. However, a client MUST be prepared to handle cases when
the “EXPECT: 100-Continue” header field is not sent, but a “100-Continue” HTTP status code
is still received from the server.

HTTP/1.1 Chunked Encoding

Devices and control points that advertise support for HTTP/1.1 MUST have support for
decoding chunked encoded messages. Chunked encoded messages MAY contain Chunk-
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Extensions, which are delineated with a ‘;’. Extensions that are not recognized MUST be
ignored, which includes the absence of an extension, but the presence of the delineator.

Chunked encoding also allows responses and requests to include trailer fields, which are
header fields that follow the body. Devices and control points MUST only send trailer fields if
the request contained the ‘TE’ header field (indicates trailer processing is supported), or if the
trailer fields in the response only contain OPTIONAL metadata that can be safely ignored.

Before a control point uses chunked encoding to make a request to a device, it MUST check
to ensure that the device is an HTTP/1.1 device. Devices MAY use different HTTP engines
(that support different versions) for description, control, eventing and presentation. Therefore,

41l el 1L bialLITTD o £ + 1 4 1 —AD
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reqgyest MAY be issued to the corresponding control URL.

HTTP/1.1 Persistent Connections

Pergistent connections is the default behavior defined by HTTP/1.1. \t» is stronpgly
RECOMMENDED that this behavior be maintained, as it may be beneficial in.many scenafios,
as [t allows for resources to be utilized more efficiently. Support forPipelined request
hanglling is also RECOMMENDED if persistent connections are supported,

If alserver responds with a “CONNECTION: close” header line, it MUST close the sesfsion
afte responding. Similarly if a client specifies “CONNECTION:¥elose” in the request,| the
seryer MUST also close the session after responding.

Whé¢n Requests are pipelined to a server, the server MUST ‘answer the requests in the drder
that|they are received. Clients MUST also be prepared to-retry connections if pipelining fails,
for ¢xample, if the server does not support them.

HTTP/1.1 Redirect restrictions

HTTP/1.1 defines OPTIONAL support for redirecting an HTTP request. UPnP 1.1 devices
MAY redirect a request, although this is"NOT RECOMMENDED. If a UPnP 1.1 device
redifects a request, it MUST respond with a-“307 Temporary Redirect” HTTP status code (see
alsd RFC 2616). UPnP 1.1 devices MUST NOT return any other HTTP/1.1 redirect optipns.
Conjtrol points MUST implement HTFLP/1.1 redirect and SHOULD redirect the request ypon
recgiving a “307 Temporary RedireCt” HTTP status code (see also RFC 2616).

2.2 | Generic requirements<en XML usage

XMLU namespace prefixes.do’not have to be the specific strings that are used in the examples
in this specification. They can be any value that obeys the rules of the general KML
nanlespace mechaniSm*as outlined in the Namespaces in XML specification. Devices MUST
accept requests thatuse other legal XML namespace prefixes.

If am XML element has no value (i.e. it contains the empty string), it is valid to combing the
opefing and closing XML tags (e.g., “<actionname/>" instead of
“<a¢tionname></actionname>").

2.3 Device description

The UPnP description for a device contains several pieces of vendor-specific information,
definitions of all embedded devices, URL for presentation of the device, and listings for all
services, including URLs for control and eventing. In addition to defining non-standard
devices (which MAY contain both vendor-defined and standard embedded devices and
services), UPnP vendors MAY add embedded devices and services to standard devices. To
illustrate these, below is a listing with placeholders (in italics) for actual elements and values.
Some of these placeholders would be specified by a UPnP Forum working committee (colored
red) or by a UPnP vendor (colored purple). For a non-standard device, all of these placeholders
would be specified by a UPnP vendor. Elements defined by the UPnP Device Architecture are
colored green. Immediately following the listing is a detailed explanation of the elements,
attributes, and values.

<?xml version="1.0"?>
<root xmlns="urn:schemas-upnp-org:device-1-0"
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configld="configuration number'>

<specVersion>
<major>1l</major>
<minor>1</minor>

</specVersion>

<device>
<deviceType>urn:schemas-upnp-org:device:deviceType:v</deviceType>
<friendlyName>short user-friendly title</friendlyName>
<manufacturer>manufacturer name</manufacturer>
<manufacturerURL>URL to manufacturer site</manufacturerURL>
<modelDescription>long user-friendly title</modelDescription>
<mode IName>model name</mode IName>
<mode INumber>model number</modelNumber>
<mode lURL>URL to model site</modelURL>

TSEr TatNUmMber SmanuTacturer s Sertal number7Ser ratNumbers
<UDN>uuid:UUID</UDN>
<UPC>Universal Product Code</UPC>
<iconList>
<icon>
<mimetype>image/format</mimetype>
<width>horizontal pixels</width>
<height>vertical pixels</height>
<depth>color depth</depth>
<url>URL to icon</url>
</icon>
<l-- XML to declare other icons, if any, go here -->
</iconList>
<serviceList>
<service>

<serviceType>urn:schemas-upnp-org:service:§efViceType:v</serviceType>

<serviceld>urn:upnp-org:serviceld:servigeR</serviceld>
<SCPDURL>URL to service description</SCPDURL>
<controlURL>URL for control</controldRL>
<eventSubURL>URL for eventing</evermtSubURL>

</service>

(if any) go here -->

</servicelList>
<deviceList>

<I-- Declarations for other services defined by a UPnP Forum working commit

<I-- Declarations for other services added by UPnP vendor (if any) go here

<I-- Description of embedded davices defined by a UPnP Forum working committee

(if any) go here -->

</devicelList>
<presentationURL>URL for-presentation</presentationURL>
</device>

K/root>

Listed below are details:for each of the elements, attributes, and values appearing in

<I-- Description of embedd&d devices added by UPnP vendor (if any) go here -->

fee

the

listimg above. All elements and attributes are case sensitive; HTTP specifies case sensifivity

for URLs; other yalues are not case sensitive except where noted. The order of elemen
signlificant. Except where noted: REQUIRED elements MUST occur exactly once
duplicates), and " RECOMMENDED or OPTIONAL elements MAY occur at most once. Note
some implementations MAY strictly enforce the length limits for various elements noted be

and|therefore working committees are advised to heed all limits specified.

<?xml>

IS is
(no
that
low,

REQUIRED for all XML documents. Case sensitive.

<root>

REQUIRED. MUST have “urn:schemas-upnp-org:device-1-0" as the value for the xmlIns attribute; this references the

UPnP Device Schema (described below). Case sensitive. Has the following attribute:

configld

REQUIRED. Specifies the configuration number to which the device description belongs. See clause 1,

“Discovery” for further definition and usage of the configuration number.

Contains all other elements describing the root device, i.e., contains the following child elements:

<specVersion>

REQUIRED. In device templates, defines the lowest version of the architecture on which the device can be
implemented. In actual UPnP devices, defines the architecture on which the device is implemented. Contains the

following sub elements:
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<major>
REQUIRED. Major version of the UPnP Device Architecture. MUST be 1 for devices implemented on a
UPNP 1.1 architecture.

<minor>
REQUIRED. Minor version of the UPnP Device Architecture. MUST be 1 for devices implemented on a
UPNP 1.1 architecture. MUST accurately reflect the version number of the UPnP Device Architecture
supported by the device. Control points MUST be prepared to accept a higher version number than the
control point itself implements.

<URLBase>
Use of URLBase is deprecated in UPnP 1.1; UPnP 1.1 devices MUST NOT include URLBase in their description
documents. For full definition of URLBase, see the UPnP 1.0 specification.

<device>
REQUIRED. Contains the following sub elements:

<deviceType>
REQUIRED. UPnP device type. Single URI.

e  For standard devices defined by a UPnP Forum working committee; MUST begin with
“urn:schemas-upnp-org:device:” followed by the standardizedydéevice type suffix, a
colon, and an integer device version i.e. urn:schemas-upnp-ofg:device:deviceTypg:ver.
The highest supported version of the device type MUST be,specified.

. For non-standard devices specified by UPnP vendors, MUST begin with “urn:”, follpwed
by a Vendor Domain Name, followed by “:device:”{followed by a device type quffix,
colon, and an integer version, i.e., “urn:domain-name:device:deviceType:ver”. Period
characters in the Vendor Domain Name MUST beé replaced with hyphens in accordance
with RFC 2141. The highest supported version‘efjthe device type MUST be specifigd.

The device type suffix defined by a UPnP Forum wetking committee or specified by a UPnP vendor
MUST be <= 64 chars, not counting the version suffix-and separating colon.

<friendlyName>
REQUIRED. Short description for endsuser. MAY be localized (see ACCEPT-LANGUAGH and
CONTENT-LANGUAGE header fields)\ Specified by UPnP vendor. String. SHOULD be |< 64
characters.

<manufacturer>
REQUIRED. Manufacturer's_name. MAY be localized (see ACCEPT-LANGUAGE and CONTENT-
LANGUAGE header fields){Specified by UPnP vendor. String. SHOULD be < 64 characters.

<manufacturerURL>
OPTIONAL. Weh site-for Manufacturer. MAY have a different value depending on language requested
(see ACCEPT-LANGUAGE and CONTENT-LANGUAGE header fields). Specified by UPnP vendor.
Single URL,

<modelDeseription>
RECOMMENDED. Long description for end user. MAY be localized (see ACCEPT-LANGUAGE and
CONTENT-LANGUAGE header fields). Specified by UPnP vendor. String. SHOULD be 4 128
characters.

<modelName>
REQUIRED. Model name. MAY be localized (see ACCEPT-LANGUAGE and CONTENT-LANGYAGE
header fields). Specified by UPnP vendor. String. SHOULD be < 32 characters.

<modelNumber>
RECOMMENDED. Model number. MAY be localized (see ACCEPT-LANGUAGE and CONTENT-

LANGUAGE header fields). Specified by UPnP vendor. String. SHOULD be < 32 characters.

<modelURL>
OPTIONAL. Web site for model. MAY have a different value depending on language requested (see
ACCEPT-LANGUAGE and CONTENT-LANGUAGE header fields). Specified by UPnP vendor. Single
URL.

<serialNumber>
RECOMMENDED. Serial number. MAY be localized (see ACCEPT-LANGUAGE and CONTENT-
LANGUAGE header fields). Specified by UPnP vendor. String. SHOULD be < 64 characters.

<UDN>
REQUIRED. Unique Device Name. Universally-unique identifier for the device, whether root or
embedded. MUST be the same over time for a specific device instance (i.e., MUST survive reboots).
MUST match the field value of the NT header field in device discovery messages. MUST match the
prefix of the USN header field in all discovery messages. (Clause 1, “Discovery” explains the NT and
USN header fields.) MUST begin with “uuid:” followed by a UUID suffix specified by a UPnP vendor.
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See clause 1.1.4, “UUID format and RECOMMENDED generation algorithms” for the MANDATORY
UUID format.

<UPC>
OPTIONAL. Universal Product Code. 12-digit, all-numeric code that identifies the consumer package.
Managed by the Uniform Code Council. Specified by UPnP vendor. Single UPC.

<iconList>
REQUIRED if and only if device has one or more icons. Specified by UPnP vendor. Contains the
following sub elements:

<icon>
RECOMMENDED. Icon to depict device in a control point Ul. MAY have a different value
depending on language requested (see ACCEPT-| ANGUAGE and CONTENT-I ANGUAGE
header fields). Icon sizes to support are vendor-specific. Contains the following sub
elements:

<mimetype>
REQUIRED. Icon's MIME type (see RFC 2045, 2046, and 2387). Single MIME image] type.
At least one icon SHOULD be of type “image/png” (Portable Network 'Graphics, see| IETF
RFC 2083).

<width>
REQUIRED. Horizontal dimension of icon in pixels. Integer.

<height>
REQUIRED. Vertical dimension of icon in pixels. Integer

<depth>
REQUIRED. Number of color bits per pixel.dnteger.

<url>
REQUIRED. Pointer to icon image.{XML does not support direct embedding of binary|data.
See note below.) Retrieved via HTTP. MUST be relative to the URL at which the device
description is located in accordance with clause 5 of RFC 3986. Specified by UPnP vendor.
Single URL.

<serviceList>
OPTIONAL. Contains the following'sub elements:

<service>
OPTIONAL. Repeated once for each service defined by a UPnP Forum working committee.
If UPnP vendor differentiates device by adding additional, standard UPnP services, repeated
once far(each additional service. Contains the following sub elements:

<serviceType>
Required. UPnP service type. MUST NOT contain a hash character (#, 23 Hex in
UTF-8). Single URI.

For standard setvice types defined by a UPnP Forum working committee, MUST begin with “urn:schgmas-
upnp-org:service:” followed by the standardized service type suffix, colon, and an integer service vgrsion
i.e. urn:schemas-upnp-org:device:serviceType:ver. The highest supported version of the service|type
MUST be)specified.

For nonsstandard service types specified by UPnP vendors, MUST begin with “urn:”, followed by a Véndor
Domrain Name, followed by “:service:”, followed by a service type suffix, colon, and an integer sgrvice
version, i.e., “urn:domain-name:service:serviceType:ver”. Period characters in the Vendor Domain Name
MUST be replaced with hyphens in accordance with RFC 2141. The highest supported version df the

The service type suffix defined by a UPnP Forum working committee or specified
by a UPnP vendor MUST be <= 64 characters, not counting the version suffix and
separating colon.

<serviceld>
REQUIRED. Service identifier. MUST be unique within this device description.
Single URI.

. For standard services defined by a UPnP Forum working committee, MUST begin with “urn:upnp-
org:serviceld:” followed by a service ID suffix i.e. urn:upnp-org:serviceld:servicelD. If this instance of the
specified service type (i.e. the <serviceType> element above) corresponds to one of the services
defined by the specified device type (i.e. the <deviceType> element above), then the value of the
service ID suffix MUST be the service ID defined by the device type for this instance of the service.
Otherwise, the value of the service ID suffix is vendor defined. (Note that upnp-org is used instead of
schemas-upnp-org in this case because an XML schema is not defined for each service ID.)
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. For non-standard services specified by UPnP vendors, MUST begin with “urn:”, followed by a Vendor
Domain Name, followed by *“sserviceld:”, followed by a service ID suffix, i.e., “urn:domain-
name:serviceld:servicelD". If this instance of the specified service type (i.e. the <serviceType> element
above) corresponds to one of the services defined by the specified device type (i.e. the <deviceType>
element above), then the value of the service ID suffix MUST be the service ID defined by the device
type for this instance of the service. Period characters in the Vendor Domain Name MUST be replaced
with hyphens in accordance with RFC 2141.

The service ID suffix defined by a UPnP Forum working committee or specified by
a UPnP vendor MUST be <= 64 characters.

<SCPDURL>
REQUIRED. URL for service description. (See clause 2.5, “Service description”
below.) MUST be relative to the URL at which the device description is located in
accordance with clause 5 of RFC 3986. Specified by UPnP vendor. Single URL.

<controlURL>
REQUIRED. URL for control (see clause 3, “Control”). MUST be' relative {o the
URL at which the device description is located in accordance withiclause 5 of RFC
3986. Specified by UPnP vendor. Single URL.

<eventSubURL>
REQUIRED. URL for eventing (see clause 4, “Eventing”). MUST be relative fo the
URL at which the device description is located in aceerdance with clause 5 of RFC
3986. MUST be unique within the device; any two iservices MUST NOT haye the
same URL for eventing. If the service has noJevented variables, this el¢ment
MUST be present but MUST be empty (i.es, '<eventSubURL></eventSubURL>.)
Specified by UPnP vendor. Single URL;

<devicelList>
REQUIRED if and only if root device has embedded devices. Contains the following sub elements:

<device>
REQUIRED. Repeat once for each“embedded device defined by a UPnP Forum wégrking
committee. If UPnP vendor differentiates device by embedding additional UPnP deices,
repeat once for each embedded*device. Contains sub elements as defined above for root
sub element device.

<presentationURL>
RECOMMENDED. URL to presentation for device (see clause 5, “Presentation”). MUST be relafive to
the URL at which the device>description is located in accordance with the rules specified in clausg 5 of
RFC 3986. Specified by.UPnP vendor. Single URL.

Conjtrol points SHOULD recognize.and interoperate with services using serviceld values dther
than the value defined by the-‘device type. If multiple instances of a service exist, control
points SHOULD by default (untess directed otherwise by user action) use the service instance
associated with the serviceld value defined by the device type. If none of the instances of the
ser(ice have the serviceld value defined by the device type, the control point may use|any
serVice instance. When' only one instance of the service exists, control points SHOULD|use
that|instance evenlif the serviceld value does not match that defined by the device type.

For ffuture exténsibility and according to the requirements in clause 2.7, “Non-standard vepdor
extgnsions’(and clause 2.8, “UPnP Device Schema”, when processing XML like the ligting
aboye, dévices and control points MUST ignore: (a) any unknown elements and their|sub
elements-or content, and (b) any unknown attributes and their values.

Subject to the constraints defined in clause 2.7, “Non-standard vendor extensions” and clause
2.8, “UPnP Device Schema”, control points and devices MUST ignore any XML comments or
XML processing instructions embedded in UPnP device and service descriptions that they do
not understand. UPnP device descriptions MUST be encoded using UTF-8.

When the value of any text element or attribute contains one or more characters reserved as
markup (such as ampersand (“&”) or less than (“<”)), the text MUST be escaped in
accordance with the provisions of clause 2.4 of the XML specification and each such
character replaced with the equivalent numeric representation or string (such as “&amp;” or
“&lt;"). Such characters appearing in URLs MAY also be percent-encoded in accordance with
the URL percent-encoding rules specified in clauses 2.1 and 2.4 of RFC 3986.

XML does not support directly embedding binary data, e.g., icons in UPnP device descriptions.
Binary data MAY be converted into text (and thereby embedded into XML) using an XML data
type of either bin.base64 (a MIME-style base 64 encoding for binary data) or bin.hex
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(hexadecimal digits represent octets). Alternatively, the data can be passed indirectly, as it
were, by embedding a URL in the XML and transferring the data in response to a separate
HTTP request; the icon(s) in UPnP device descriptions are transferred in this latter manner.

If any icons are included, at least one SHOULD be in the Portable Network Graphics (PNG)
format defined in RFC 2083, indicated by the MIME type “image/png”, and not use
progressive encoding. NO specific icon sizes are RECOMMENDED due to the wide variety
preferred by various control points; control point vendors are encouraged to publish
implementation guidelines.

The use of URLBase element is deprecated by th|s specn‘lcatlon UPnP 1. 1 dewces MUST
NOT - - - eHr S operat
1.0 devices, control pomts MUST be able to process URLBase if it is specmed and usenit for
resqlving relative URLs that appear elsewhere in the description. If relative URLs are inclyded
in the device description, control points MUST resolve them into absolute URLs in accordance
with| clause 5 of RFC 3986, using either URLBase (if specified) or the location from whicH the
device description was retrieved as the base URL, before using these URLs for their
resgective purposes.

Not¢ that in version 1.0 of the UPnP Device Architecture, the seryicelList element |was
REQUIRED, and it was REQUIRED to contain at least one (Service element. These
requirements were subsequently rescinded to accommodate the InternetGatewayDevice:1l|and
Bas|c:1 device types. If the device has no services, the servigel.ist element MAY be omjtted
entifely, or it MAY be present but contain no service elements.

2.4 UPNnP Device Template

Thellisting above also illustrates the relationship between a UPnP device description apd a
UPnP Device Template. As explained above, the/UPnP device description is written by a
UPnP vendor, in XML, following a UPnP Device Template. A UPnP Device Template is
produced by a UPnP Forum working committee‘as a means to standardize devices.

By appropriate specification of placeholders, the listing above can be either a UPnP Deyvice
Template or a UPnP device description;-Recall that some placeholders would be defined py a
UPrlP Forum working committee _(colored red), i.e., the UPnP device type ident|fier,
REQUIRED UPnNP services, and REQUIRED UPnP embedded devices (if any). If these were
defiped, the listing would be a UPnP Device Template, codifying the standard for this type of
device. UPnP Device Templates are one of the key deliverables from UPnP Forum working
committees.

Tak|ng this another step further, the remaining placeholders in the listing above would be
spetified by a UPAP) vendor (colored purple), i.e., vendor-specific information. If these
plageholders were\specified (as well as the others), the listing would be a UPnP device
desgription, suitable to be delivered to a control point to enable control, eventing, |and
pregentation.

Put [another way, the UPnP Device Template defines the overall type of device, and each

UPrP<{device description instantiates that template with vendor-specific information. The|[first
is cleated hy a lUPnP Forum \A/nrl(ing committee; the latter hy alJPnP vendor

2.5 Service description

The UPnP description for a service defines actions and their arguments, and state variables
and their data type, range, and event characteristics.

Each service MUST have zero or more actions. Each action MUST have zero or more
arguments. Each argument is designated as either an input or an output argument. Input
arguments MUST be listed first. If an action has one or more output arguments, the first
output argument MAY be marked as a return value. Each argument MUST correspond to one
of the <stateVariable> elements in the <serviceStateTable> in the SCPD.

Each service MUST have one or more state variables.
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In addition to defining non-standard services, UPnP vendors MAY add actions and services to
standard devices, and MAY embed standard services and devices in non-standard devices.

To illustrate these points, below is a listing with placeholders (in italics) for actual elements
and values. For a standard UPnP service, some of these placeholders would be defined by a
UPnP Forum working committee (colored red) or specified by a UPnP vendor (purple). For a
non-standard service, all of these placeholders would be specified by a UPnP vendor.
Elements defined by the UPnP Device Architecture are colored green. Immediately following
the listing is a detailed explanation of the elements, attributes, and values.

<2xml_version="1.0"?2>

kscpd
xmIns=""urn:schemas-upnp-org:service-1-0"
xmIns:dtl=""urn:domain-name:more-datatypes"
<I-- Declarations for other namespaces added by UPnP Forum working committee (fﬂ ny) go

here -->
<l-- The value of the attribute must remain as defined by the UPnP Forum wg(Klng
commli ttee. ’
SOTEEREE. v‘
xmlns:dt2=""urn:domain-name:vendor-datatypes"
<I-- Declarations for other namespaces added by UPnP vendor (if al here -->
<I-- Vendors must change the URN’s domain-name to a Vendor Domain e —-->

<I-- Vendors must change vendor-datatypes to reference a vendortdefined namespace -->
configld="configuration number'>

<specVersion> Q>
<major>1</major> (:)
<minor>1</minor> \%
</specVersion> $\
<actionList>
<action>

<name>actionName</name> QQQ

<argumentList>

<argument> \\
<name>argumentNamelnl</n

<direction>in</directi

<relatedStateVariabl teVariableName</relatedStateVariable>
</argument> >
<I-- Declarations for\§¥her IN arguments defined by UPnP Forum working

Committee (if:ay) go here -->

<argument> JH

<name>argumegfitNameOutl</name>

<directign>out</direction>

<retval/,
<F§T§ZSQS{ateVariable>stateVariableName</reIatedStateVariable>
</argument>

<argument>
%%Qﬁ:SargumentNameOut2</name>

irection>out</direction>
g;) <relatedStateVariable>stateVariableName</relatedStateVariable>
argument>
§§> 1-- Declarations for other OUT arguments defined by UPnP Forum working
committee (if any) go here -->
(:) </argumentList>
action>
(:) 1-- Declarations for other actions defined by UPnP Forum working committee

N

if an o here -->

1 Declarations—fFor—other—actions—added hy UPnD vandoy (Ef a.".") go—here

>

</actionList>
<serviceStateTable>
<stateVariable sendEvents="yes"|"no" multicast="yes"|"no">
<name>var iableName</name>
<dataType>basic data type</dataType>
<defaultValue>default value</defaultValue>
<al lowedValueRange>
<minimum>minimum value</minimum>
<maximum>maximum value</maximum>
<step>increment value</step>
</allowedValueRange>
</stateVariable>
<stateVariable sendEvents="yes"|"no" multicast="yes"|"no">
<name>var iableName</name>
<dataType type="dtl:variable data type''>string</dataType>
<defaultValue>default value</defaultValue>
<allowedValuelList>
<allowedValue>enumerated value</allowedValue>
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<I-- Other allowed values defined by UPnP Forum working committee
(if any) go here -->
<!-- Other allowed values defined by vendor (if any) go here -->
</allowedValueList>
</stateVariable>
<stateVariable sendEvents="yes"|"no" multicast="yes"|"no">
<name>variableName</name>
<dataType type="dt2:vendor data type'>string</dataType>
<defaultValue>default value</defaultValue>
</stateVariable>
<I-- Declarations for other state variables defined by UPnP Forum working committee
(if any) go here -->
<I-- Declarations for other state variables added by UPnP vendor (if any) go here -

List

K/scpd>

</5ervicestatelapie-

bd below are details for each of the elements, attributes, and values appeéaring in| the

listipg above. All elements and attributes (including action, argument, andhstate varigble

namn
note
ord

<?xm(l>

<scp

0>

REQUIRED for all XML documents. Case sensitive.

Contains all other elements describing the service, i.e., contains the following sub elements:

es) are case sensitive; values are not case sensitive except where noted. Except where
d, REQUIRED elements MUST occur exactly once (no duplicates), andRECOMMENDED
PTIONAL elements MAY occur at most once.

REQUIRED. MUST have “urn:schemas-upnp-org:service-1-0" as the value for the xmIns attribute; this referencgs the
UPNP Service Schema (explained below). Case sensitive. Has the followjng.attribute:

configld
REQUIRED. Specifies the configuration number to~which the service description belongs. See clause 1,
“Discovery” for further definition and usage of the configuration number.

<specVersion>
REQUIRED. In service templates, defines the lowest version of the architecture on which the service can be
implemented. In actual UPnP services,~defines the architecture on which the service is implemented. Coptains
the following sub elements:

<major>
REQUIRED. Major-version of the UPnP Device Architecture. MUST be 1 for services implemented on
a UPnP 1.1 architecture.

<minor>
REQUIRED. Minor version of the UPnP Device Architecture. MUST be 1 for services implemented on
a UPRpP 1.1 architecture. MUST accurately reflect the version number of the UPnP Device Architgcture
supported by the device. Control points MUST be prepared to accept a higher version number than the
control point itself implements.

<actionktist>
REQUIRED if and only if the service has actions. (Each service MAY have >= 0 actions.) Contains the follpwing
sub element(s):

<action>
Dl:f\l HRED Dnnonf once-for cach-action-defined h\l a-UPnP EFgorum \Alnrl/lnn committee—f UPNP

vendor dn‘ferentlates service by adding additional actlons repeat once for each additional action.
Contains the following sub elements:

<name>

REQUIRED. Name of action. MUST NOT contain a hyphen character (“-”, 2D Hex in UTF-8)
nor a hash character (“#”, 23 Hex in UTF-8). Case sensitive. First character MUST be a
USASCII letter (“A"-"Z", “a"-“z"), USASCII digit (“0"-“9"), an underscore (“_"), or a non-
experimental Unicode letter or digit greater than U+007F. Succeeding characters MUST be
a USASCI! letter (“A™-“Z", “a”-“z"), USASCII digit (“0"-“9"), an underscore (“_"), a period (*."),
a Unicode combiningchar, an extender, or a non-experimental Unicode letter or digit greater
than U+007F. The first three letters MUST NOT be “XML" in any combination of case.

For standard actions defined by a UPnP Forum working committee, MUST NOT begin with “X_" nor “A_".

For non-standard actions specified by a UPnP vendor and added to a standard service, MUST begin with
“X_", followed by a Vendor Domain Name, followed by the underscore character (“_"), followed by the
vendor-assigned action name. The vendor-assigned action name must comply with the syntax rules
defined above.
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String. SHOULD be < 32 characters.

<argumentList>
REQUIRED if and only if parameters are defined for action. (Each action MAY have >= 0
parameters.) Contains the following sub element(s):

<argument>
REQUIRED. Repeat once for each parameter. UPnP vendors MUST NOT add
vendor-defined arguments to actions defined by a UPnP Forum working
committees. Contains the following sub elements:

<name>

REQUIRED. Name of formal parameter. The name SHOULD be chosen
to reflect the semantic yse of the argument MUST NOT contain a

hyphen character (“-”, 2D Hex in UTF-8). First character MUST| be a
USASCII letter (“A™-“Z", “a”-“z"), USASCII digit (“0"-"9"), an Undeiscore
(“_™), or a non-experimental Unicode letter or digit greater.than U+pO7F.
Succeeding characters MUST be a USASCII letter (“A%*Z", “&-“z"),
USASCII digit (“0"-“9"), an underscore (“_"), a period\(*:"), a Urficode
combiningchar, an extender, or a non-experimental”Unicode letfer or
digit greater than U+007F. The first three letters MUST NOT be |XML”"
in any combination of case. String. Case sensitive. SHOULD be| < 32
characters.

<direction>
REQUIRED. Defines whether argument is an input or output parareter.
MUST be either “in” or “out” and“not both. All input arguments MUST
be listed before any output arguments.

<retval>
OPTIONAL. Identifiescat'most one output argument as the return yalue.
If included, MUST /be included as a subelement of the first gutput
argument. (Elementonly; no value.)

<relatedStateVvariable>
REQUIRED. MUST be the name of a state variable. Case Senkitive.
Defings the type of the argument; see further explanation below in this
clause-

<serviceStateTable>
REQUIRED. (Each service MUST Haw@/=> 1 state variables.) Contains the following sub element(s):

<stateVariable>
REQUIRED. Repeat once for each state variable defined by a UPnP Forum working commitfee. If
UPnP vendor differentiates service by adding additional state variables, repeat once for|each
additional state.variable. Has the following attributes:

sendEvents
OPTIONAL. Defines whether event messages will be generated when the value of thig state
variable changes. Default value is “yes”. Non-evented state variables MUST set this atfribute
o *no”.

For standard state variables defined by a UPnP Forum working committee, the working committee defides
whether the variable is evented and the value of the sendEvents attribute MUST NOT be altered|by a
vendor

FRor non-standard state variables specified by a UPnP vendor and added to a standard service, the vendor
MAY decide whether the non-standard state variable will be evented or not.

multicast
OPTIONAL. Defines whether event messages will be delivered using multicast eventing.
Default value is “no”. If the multicast is set to “yes”, then all events sent for this state variable
MUST be unicast AND multicast.

For standard state variables defined by a UPnP Forum working committee, the working committee decides
whether the state variable is multicast and the value of the multicast attribute MUST NOT be altered by
a vendor.

For non-standard variables specified by a UPnP vendor and added to a standard service, the vendor may
decide whether the non-standard variable will be delivered using multicast eventing.

The <stateVariable> element contains the following sub elements:

<name>
REQUIRED. Name of state variable. MUST NOT contain a hyphen character (“-", 2D Hex in
UTF-8). First character MUST be a USASCII letter (*A™-“Z", “a”-“z"), USASCI!I digit (“0"-“9"),
an underscore (“_"), or a non-experimental Unicode letter or digit greater than U+007F.
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Succeeding characters MUST be a USASCII letter (“A™-“Z", “a"-"z"), USASCII digit (“0"-“9"),
an underscore (“_"), a period (“.”), a Unicode combiningchar, an extender, or a non-
experimental Unicode letter or digit greater than U+007F. The first three letters MUST NOT
be “XML” in any combination of case. Case sensitive.

. For standard state variables defined by a UPnP Forum working committee, MUST NOT begin with “X_”
nor "A_”.

. For non-standard state variables specified by a UPnP vendor and added to a standard service, MUST
begin with “X_", followed by a Vendor Domain Name, followed by the underscore character (“_"), followed

by the vendor-assigned state variable name. The vendor-assigned state variable name must comply with
the syntax rules defined above.

String. SHOULD be < 32 characters.

<dataType>
REQUIRED. Same as data types defined by XML Schema, Part 2: Datatypes. Défined by a
UPnP Forum working committee for standard state variables; specified by UPAPyendor for
extensions. Has an OPTIONAL type attribute:

type
OPTIONAL. If the type attribute is present, the value ©f the <dataTlype>
element MUST be “string”. The value of the type attribute overrides the “$tring”
value; it defines the data type using a fully qualified~data type name accordjng to
the conventions of XML schema and can refer(to XML Schema simple {ypes,
service-local complex types and service-local~extended simple types. Service-
local data types are defined in a corresponding’UPnP Service Template of they
MAY be vendor-specific. See also clause” 2.5.1, “Defining and procgssing
extended data types” and clause 2.5.2)\‘String equivalents of extended| data
types”.

For example: <dataType type="xsd:byte">string</dataType>
For a state variable using‘an extended data type via the type attribut¢ and
containing complex datay the <defaultValue>, <allowedValueList}y and
<allowedValueRange> elements MUST NOT be present. In such case the

restrictions for the .data type MUST be described in the data type schema
provided in the service template document.

The <dataType> element-MUST have one of the following values:

uil
Unsigned 1 Byte int. Same format as int without leading sign.

ui2
Unsigned 2 Byte int. Same format as int without leading sign.

ui4
Unsigned 4 Byte int. Same format as int without leading sign.

i1
1 Byte int. Same format as int.

i2
2 Byte int. Same format as int.

i4
4 Byte int. Same format as int. MUST be between -2147483648 and 2147483647.

nt
Fixed point, integer number. MAY have leading sign. MAY have leading zeros,
which SHOULD be ignored by the recipient. (No currency symbol.) (No grouping
of digits to the left of the decimal, e.g., no commas.)

r4
4 Byte float. Same format as float. MUST be between 3.40282347E+38 to
1.17549435E-38.

r8
8 Byte float. Same format as float. MUST be between -1.79769313486232E308
and  -4.94065645841247E-324 for negative values, and between
4.94065645841247E-324 and 1.79769313486232E308 for positive values, i.e.,
IEEE 64-bit (8-Byte) double.

number

Same as r8.
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fixed.14.4

Same as r8 but no more than 14 digits to the left of the decimal point and no more
than 4 to the right.

Floating point number. Mantissa (left of the decimal) and/or exponent MAY have a
leading sign. Mantissa and/or exponent MAY have leading zeros, which SHOULD
be ignored by the recipient. Decimal character in mantissa is a period, i.e., whole
digits in mantissa separated from fractional digits by period (“.”). Mantissa
separated from exponent by “E”. (No currency symbol.) (No grouping of digits in

the mantissa, e.g., no commas.)

char
Unicode string. One character long

string
Unicode string. No limit on length.

date
Date in a subset of ISO 8601 format without time data.

dateTime
Date in ISO 8601 format with OPTIONAL time but ne-time zone.

dateTime.tz
Date in ISO 8601 format with OPTIONAL time and OPTIONAL time zone.

time
Time in a subset of ISO 8601 formatfwith no date and no time zone.

time.tz
Time in a subset of ISO 8604 _format with OPTIONAL time zone but no date.

boolean
“0” for false or “1” fortrue. The values “true”, “yes”, “false”, or “no” are depre
and MUST NOT be. sent but MUST be accepted when received. When rec
the values “true? and “yes” MUST be interpreted as true and the values °
and “no” MUST.be interpreted as false.

bin.base64
MIME=Style Base64 encoded binary BLOB. Takes 3 Bytes, splits them into 4]
and maps each 6 bit piece to an octet. (3 octets are encoded as 4.) No lif
size.

Bin.hex
Hexadecimal digits representing octets. Treats each nibble as a hex dig
encodes as a separate Byte. (1 octet is encoded as 2.) No limit on size.

cated
pived,
false”

parts,
hit on

it and

uri
Universal Resource Ildentifier.
uuid
Universally Unique ID. See clause 1.1.4, “UUID format and RECOMMENDED
generation algorithms” for the MANDATORY UUID format.
<defaultvValue>

RECOMMENDED. Expected, initial value. Defined by a UPnP Forum working commit

ee or

delegated to UPnP vendor MUST match data type MUST satisfy <al lowedValuel

ist>

or <allowedValueRange> constraints. For a state variable using an extended data type
via the type attribute and containing complex data, the <defaultValue> element MUST

NOT be present.

<allowedValueList>

RECOMMENDED. Enumerates legal string values. PROHIBITED for data types other than
string. At most one of the <allowedValueRange> or <allowedValueList> elements
MAY be specified. Sub elements are ordered. For a state variable using an extended data
type via the type attribute and containing complex data, the <allowedValueList>

element MUST NOT be present. Contains the following sub elements:

<allowedValue>

REQUIRED. A legal value for a string variable. Defined by a UPnP Forum working
committee for standard state variables; if the UPnP Forum working committee
permits it, UPnP vendors MAY add vendor-specific allowed values to standard
state variables. Specified by UPnP vendor for extensions. String. MUST be < 32
characters.
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<allowedValueRange>
RECOMMENDED. Defines bounds for legal numeric values; defines resolution for numeric
values. Defined only for numeric data types (i.e. integers and floats). At most one of the
<allowedValueRange> or <allowedValueList> elements MAY be specified. For a
state variable using an extended data type via the type attribute and containing complex
data, the <al lowedValueRange> element MUST NOT be present. Contains the following
sub elements which MUST have the same type as the state variable:

<minimum>
REQUIRED. Inclusive lower bound. Defined by a UPnP Forum working committee
or delegated to UPnP vendor. Single numeric value. The value of the <minimum>
element MUST be less than the value of the <maximum> element. If a working
committee has assigned an explicit value for this element, then vendors MUST

Hoa—th
t t

within the allowed range for the data type of this state variable. If thehwrking
committee defines an allowed range for this state variable, then the value MUST
be within that allowed range as defined by the <step> value (See below).

<maximum>
REQUIRED. Inclusive upper bound. Defined by a UPRRP Forum working
committee or delegated to UPnP vendor. Single numeric'value. The value pf the
<maximum> element MUST be greater than the value ofithe <minimum> element.
If a working committee has assigned an explicit(valde for this element,| then
vendors MUST use that value. Otherwise, vendors MUST choose their own Yyalue,
but always within the allowed range for the data,type of this state variable.|If the
working committee defines an allowed range for-this state variable, then the [value
MUST be within that allowed range as defined’by the <step> value (See below).

<step>
RECOMMENDED. Defines the setvof allowed values permitted for the|state
variable between the <minimum>“*and <maximum>. The value of the <qtep>
element divides the inclusive range from <minimum> value to <maximum>|value
into an integral numbef, of equal parts. Additionally, <maximum> value =
<minimum> value + n “<step> value, where n is a positive integer. Defined by a
UPnP Forum workihgs committee or delegated to UPnP vendor. If a wgrking
committee has aSsighed an explicit value for this element, then vendors MUST
use that values>Otherwise, vendors MAY choose their own value. Whep the
<step> element is omitted and the data type of the state variable is an infeger,
the default,value of step is 1; otherwise, when step is omitted, the state vdriable
MAY he-set to any value within the inclusive range of <minimum> value to
<maximum> value. Single numeric value.

Note: care must be taken when dealing with floating point values sg that
conversions and/or rounding errors do not cause inaccurate comparison
operations.

The| <relatedStateVarrable> element of an <argument> element definition MUST be
the | name of a state® variable defined in the same service description. [The
<re|llatedStateVariable> element defines the data type of the argument; there is| not
necg¢ssarily any semantic relationship between an argument and the related state varipble
usedl to define itsitype. The <relatedStateVariable> element MUST specify the nanfe of
a stpte variable-in the service state table which has the same data type, allowed value lisft, or
alloyed value’range as the argument. If no state variable exists with an appropriate definifion,
the working committee (or vendor) MUST define an additional state variable for that purppse;
state variables which are defined solely for the purpose of describing the type of an argument
MU$Tvhave a name that includes the prefix “A_ARG TYPF "

The <allowedValueList> and <al lowedValueRange> elements MAY be used to indicate
optional device capabilities. Working committees MAY REQUIRE all values in the list or range
to be supported by all vendors (no options), REQUIRE a minimum subset with additional
values being OPTIONAL, or allow vendors to entirely decide which portions of the list or range
to support. Vendors MAY add additional, vendor-specific values to the allowed value list by
using the “x_" prefix on the vendor-defined allowed values, if permitted by working committees.
However, it should be noted that greater flexibility in OPTIONAL capabilities reduces the
number of values that control points can depend on to be present, with corresponding impacts
on interoperability. If device capabilities are expected to change during device operation,
working committees SHOULD define evented state variables or separate actions to detect
device capabilities rather than embedding capabilities information in the service description,
because the latter requires cancellation of advertisements and readvertisement each time the
service description document is changed. If the service description is used to convey
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capabilities information, the device MUST omit from the service description any OPTIONAL
elements (actions, allowed values, etc.) that are not implemented.

For a state variable using an extended data type via the type attribute and containing
complex data, the <defaultValue>, <allowedValueList> and <allowedValueRange>
elements MUST NOT be present. In such case the restrictions for the data type MUST be
described in the data type schema typically provided in the service template document.

2.5.1 Defining and processing extended data types

The optlonal type attribute of the <dataType> element as defined |n clause 2.5, “Service

As a first RECOMMENDATION on the use of extended data types, if UPnR actions only have
simple arguments, these SHOULD be declared using UPnP defined~data types, instead of
XMLU schema simple types. This enables use of such UPnP actions~by’UPnP 1.0 stacks |that
are hot XML-schema enabled.

As p further RECOMMENDATION on extended data types‘\that MAY be defined, arfays
SHQULD be declared by using a sequence with an element type of which the numbgr of
occlirrences is restricted. For example, if an array-type~myArrayType” of 50 long integers
neefls to be declared, this could be the corresponding §chema fragment:

xxsd:complexType name="myArrayType'>
<xsd:sequence>
<xsd:element name="x" type="'xsdZjlong" minOccurs="50" maxOccurs="50"/>
</xsd:sequence>
K/xsd:complexType>

Ref¢rences to this type (as with any XML namespace) can be made in one of two ways.|The
firstloption is a fully qualified pamespace reference in the type attribute alone. In this ¢ase
the hamespace reference in-the type attribute MUST not only refer to the schema, but algo to
the type within that schema:

Kscpd xmIns=""urrsschemas-upnp-org:service-1-0""
configld="configuration number'>

<data®ype type=""Urn:domain-name:schema-name:datatype-name''>
string
s/dataType>

K/sepd>

The second option is to define the namespace at the beginning of the SCPD document and
then make a reference in the type definition. In this case, the type attribute contains a prefix
that identifies the namespace, followed by the data type-named.
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<scpd xmIns=""urn:schemas-upnp-org:service-1-0"

xmlns:dt=""urn:domain-name : schema-name""
configld="configuration number'>

<dataType type="'dt:datatype-name''>
string
</dataType>

to

</scpd>
I mp bementations—MUST support—both—formats—Tho—first—fFormat—is—potentiallh——sasie
pargde, while the second format may result in shorter description files (i.e. when
samg namespace is used multiple times in the same document).
Thede data types written in XSD Schema need not be processed at run-time., Instead

imph
for
datg
the

atty

used
datg

Alte
the
defil

ementer MAY use the referred schema as a standard description of the type to p
that particular type attribute. To allow run-time schema processing of exte
types, an optional location of the extended data type schema MAYANbe expresse
SCPD using the standard XSD xsi:schemalLocation and Xxsi:noNamespaceSchemalLoca

ibutes as defined in clause 4.3.2 of XML Schema Part 1. These-attributes ca
in the root SCPD element (essentially an instance document),“where the exte
type is defined, as illustrated below:

Kscpd xmIns="'urn:schemas-upnp-org:service-1-0"
xmIns:dt=""urn:domain-name : schema-name"
xmIns:xsi="http://www.w3.0rg/2001/XMLSchema-instance""
xsi:schemaLocation=""urn:domain-name :schema-name

http://some.company.com/dir/file.xsd"
configld="configuration number">

<dataType type="'dt:datatype-name''>
string
</dataType>

K/scpd>

rnaﬂvew, these attributes, MAY be declared on use in the <dataType> element w
existing fully qualified‘hamespace and type name for the extended data type
ned. An example for reférence is given below:

Kscpd xmIns="'urn:Sehemas-upnp-org:service-1-0"
configld="configuration number'>

<dataType.\Eype=""Urn:domain-name : schema-name - datatype-name""
xmInszxsi="http://www.w3.0rg/2001/XMLSchema-instance"
XsiznNoNamespaceSchemalLocation=""http://some.company.com/dir/file.xsd">
string
</dataType>

the

an
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2.5.2 String equivalents of extended data types

A number of working committees have created services based on UPnP 1.0 (which does not
support extended data types) that define their own encoding of information inside specific
string-type state variables. To provide these working committees with an upgrade path to
extended datatypes written in native XML3, a mechanism is defined that gives working
committees the option to define the “string equivalent” of an extended data type (working
committees can decide not to). If a string equivalent of an extended data type is defined,

3 In this text “native XML refers to datatypes formatted according to XML-schema using the
normal XML format, while “string-equivalent of an extended datatype” refers to encoding a
complex data type inside a UPnP string, examples of which (escaped XML, comma-separated
lists) can be found in the ContentDirectory:1 specification.
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there are two valid ways to represent the value of the data type: either as an extended data
type, written in native XML, or as a string, that encodes the datatype as specified by the
working committee.

The mechanism uses the USER-AGENT header field in action invocations and event
subscriptions (see also clause 2.1, “Generic requirements on HTTP usage”). If a control point
invokes an action without a USER-AGENT header field, or if the USER-AGENT header field
does not specify UPnP version 1.1 or greater, the values of in-arguments and out-arguments
MUST be encoded using the “string equivalent”.

If a control point invokes an action with a USER-AGENT header field that specifies UPnP

H 4.4 4 +la 1 £ 4 <l + + AT L d d
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using the extended data type written in native XML.

If alcontrol point has subscribed to events without a USER-AGENT header field, or if| the
USHR-AGENT header field specifies a UPnP version less than 1.1, all values of complex-type
evented state variables that are sent to the control point MUST be encoded using the “string
equivalent”. If no “string equivalent” is defined for an evented state variable, subscription
withjout the correct USER-AGENT header field MUST be refused.

If aJcontrol point has subscribed to events with a USER-AGENT header field that specffies
UPNP version 1.1 or greater, all values of complex-type evented State variables that are gent
to the control point MUST be encoded using the extended data-type written in native XML.

258 Generic requirements

For ffuture extensibility and according to the requirementssin clause 2.7, “Non-standard vepdor
extgnsions” and clause 2.8, “UPnP Device Schema®;‘when processing XML like the ligting
aboyVe, devices and control points MUST ignore:{(a) any unknown elements and their|sub
elements or content, and (b) any unknown attributes and their values.

Subject to the constraints defined in clause 27, “Non-standard vendor extensions” and clguse
2.8,|"UPnP Device Schema”, control pointsiand devices MUST ignore any XML comment{s or
XMLU processing instructions embedded-in UPnP device and service descriptions that they do
not pnderstand. UPnP service descriptions MUST be encoded using UTF-8.

When the value of any text elemént or attribute contains one or more characters reservefl as
markup (such as ampersand-;(“&”) or less than (“<")), the text MUST be escaped in
accordance with the provisions of clause 2.4 of the XML specification and each such
character replaced with the~equivalent numeric representation or string (such as “&amp|” or
“&ltJ"). Such characters appearing in URLs MAY also be percent-encoded in accordance |with
the URL percent-encoding rules specified in clauses 2.1 and 2.4 of RFC 3986. Note that|it is
logitally possible for a service to have no actions but have state variables and evenfing;
thodgh unlikelys.such a service would be an autonomous information source. Howevegr, a
ser(ice with no state variables is PROHIBITED.

Unlike device descriptions, service descriptions and associated values MUST NOT use lodale-
spetific values; this includes service descriptions, values of action arguments, and valugs of
state vdriables. Instead, most action arguments and state variables MUST use values that are
expressed in a locale-independent manner; control points MAY convert and/or format the
information from a standard form into the correct language and/or format for the locale. For
example, dates are represented in a locale-independent format (ISO 8601), and integers are
represented without locale-specific formatting (e.g., no currency symbol, no grouping of digits).
String values MUST be represented in a locale-independent manner. Variables with an
allowedValueList MUST use token values in the language of UPnP standards and not reflect
strings intended to be displayed in a localized user interface.

254 Ordering of Elements

The order of XML elements in device and service description documents MUST adhere to the
order as defined in the corresponding specification as defined by the working committee for
that device or service type. Furthermore, the order of elements (e.g. arguments) in control
messages and in their responses MUST adhere to the order defined in the device’s service
description document.
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Note: UPnP 1.0 does NOT REQUIRE that the order of XML elements in device and service
description documents adheres to the order as defined in the corresponding schema (as
defined by the working committee) for that device or service type. However, it does
REQUIRE that control messages and responses are ordered according to the corresponding
device’'s service description, a REQUIREMENT that is sometimes overlooked. Therefore,
when receiving messages from UPnP 1.0 services, control points SHOULD be able to process
out-of-order elements; and when transmitting messages to UPnP 1.0 services, control points
MUST send elements in the order defined by that particular device’s service description.

255 Versioning

Services standardized by UPnP Forum working committees have an integer version. Every
latef version of a service MUST be a superset of the previous version, i.e., it MUST includg all
actipns and state variables exactly as they are defined by earlier versions of the service.|The
UPrP service type remains the same across all versions of a service whereas the”senvice
verdion MUST be larger for later versions. Versions of device and service templates MAY
havé non-integer versions (such as “0.9”) during development in the working 'eommittee but
this| MUST become an integer upon standardization. Devices and services MAY haye a
verdion number greater than the major version number of the architecture'they are designed
for (e.g., “Power:2” may be designed to work on UDA version 1.0).

2.6 | UPNnP Service Template

The|listing above also illustrates the relationship between a URnP service description and a
UPNP Service Template. As explained above, the UPnP description for a service is writtep by
a UPnP vendor, in XML, following a UPnP Service Template. A UPnP Service Template is
prodquced by a UPnP Forum working committee as a means to standardize devices.

By appropriate specification of placeholders, the listing above can be either a UPnP Service
Template or a UPnP service description. Recall that'some placeholders would be defined py a
UPnP Forum working committee (colored red)si.€., actions and their parameters, and states
and|their data type, range, and event characteristics. If these were specified, the listing ahove
would be a UPnP Service Template, codifying the standard for this type of service. Along jwith
UPnP Device Templates (see clause 2tDescription”), UPnP Service Templates are onfe of
the key deliverables from UPnP Forum@orking committees.

Taking this another step furtherjxthe remaining placeholders in the listing above would be
spegified by a UPnP vendor (ecolored purple), i.e., additional, vendor-specified actions |and
statg variables. If these placeholders were specified (as well as the others), the listing wpuld
be g8 UPnP service descriptien, suitable for effective control of the service within a device.

Put Janother way, the"UPnP Service Template defines the overall type of service, and ¢ach
UPrP service description instantiates that template with vendor-specific additions. The first is
credted by a UPNAR-Forum working committee; the latter by a UPnP vendor.

2.7 Non-standard vendor extensions and limitations

As explained above, UPnP vendors MAY differentiate their devices and extend a stangard
device by including additional services and embedded devices. Similarly, UPnP vendors MAY
extdnd-a standard service by including additional actions state variables or allowed values.
Naming conventions and conditions for each of these are listed in the table below and
explained in detail above.

Table 2-1: — Vendor extensions

Type of extension Standard Non-Standard

device type urn:schemas-upnp-org:device:deviceType:v urn:domain-name:device:deviceType:v

service type urn:schemas-upnp-org:service:serviceType:v urn:domain-name:service:serviceType:v

service ID urn:upnp-org:serviceld:servicelD urn:domain-name:serviceld:servicelD

action name MUST comply with the syntax rules of the MUST comply with the syntax rules of the
standardized action name as defined in clause 2.5, non-standardized action name as defined in
“Service description”. clause 2.5, “Service description”.
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Type of extension Standard Non-Standard

stateVariable name MUST comply with the syntax rules of the MUST comply with the syntax rules of the
standardized stateVariable name as defined in non-standardized stateVariable name as
clause 2.5, “Service description”. defined in clause 2.5, “Service

description”.

allowedValue value MUST be a legal value for a string variable. Only Permitted only if allowed by the working
values explicitly defined by a working committee committee. MUST begin with a Vendor
are allowed. Domain Name, followed by the underscore

for a string variable.

character (*_"), followed by a legal value

XML elements and Defined by the UPnP Device and Service Schemas. Arbitrary XML, scoped by one or more XML
their attributes in namespaces owned by the vendor. MUST be
deviﬂe or service enclosed in an element that begins With
descifiption “X .

XML 3ttributes of Defined by the UPnP Device and Service Schemas. Arbitrary attributes, scoped-by_one qr more
standard elements in XML namespaces, owned by the vendor.
devide or service MUST begin with “X_".

descnliption

As tlhe last two rows of the table above indicate, UPnP vendors MAY alsoyadd non-stangard
XML to a device or service description. Each addition MUST be scoped-by a vendor-owned
XMLU namespace. Arbitrary XML MUST be enclosed in an element that-begins with “x_,”(and

this|element MUST be a sub element of a standard complex typé.)Non-standard attributes

MA
XM

To

values. Some of these placeholders would be specified by a UPnP vendor (purple) and s

are

<RoojtStandardElement>

<St

be added to standard elements provided these attributes are‘stoped by a vendor-ow
I namespace and begin with “x_".

llustrate this, below are listings with placeholders (in ‘italics) for actual elements

defined by the UPnP Device Architecture (green).

KRootStandardElement
xmIns=""urn:schemas-upnp-org:device-1-0"
xmlIns:n=""domain-name:schema-name">
<!-- other XML -->
<AnyStandardElement n:X_VendorAttkibute="arbitrary string value'>
<!-- other XML -->
</AnyStandardElement>
<!-- other XML -->
K/RootStandardElement>

A\ standard root element. XxmIns attribute defines namespaces, in this case, a standard UPnP namespace and g
hamespace that is validiaccording to the Namespaces in XML specification.)
P For device.descriptions, MUST be <root>.
P For sérvice descriptions, MUST be <scpd>.
<AnyStandardElement>
Any standard element, root or otherwise, content of text or element only. MUST already be included as (

the standard device or service description. X VendorAttribute MUST begin with “X_". (Prefix “A " is rese]
MAY have an arbitrary string value.

<StandardComplexType n:X VendorAttribute="vendor value'>
<n:X_VendorElement xmlns:n="domain-name:schema-name">
<l-- arbitrary XML -->
</n:X_VendorElement>
</StandardComplexType>

andardComplexType>
Element of complex type. MUST already be included as part of the standard device or service description.

ned

and

pme

non-

standard namespace withithe prefix n. (Note: n is just a placeholder. A vendor can specify any prefix to identify the

art of
fved.)

e For device descriptions, MUST be one of: <root>, <specVersion>, <device>, <iconList>, <icon>,

<servicelist>, <service>, or <devicelList>.

®  For service descriptions, MUST be one of: <scpd>, <actionList>, <action>, <argumentList>, <argument>,

<serviceStateTable>, <stateVariable>, <allowedValuelList>, or <allowedValueRange>.
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<X_VendorElement>
MUST begin with “X_". (Prefix “A_" is reserved.) MUST have a value for the xmlIns attribute. MAY contain arbitrary XML.

2.7.1 Placement of Additional Elements and Attributes

Instances of any UPnP schema, including device and service descriptions, control actions,
errors and event notifications, MAY include additional XML elements (other than those defined
by the UPnP Forum) only at the end of an ordered sequence of elements corresponding to a
given complex type. Additionally, instances of any UPnP schema MAY include additional
attributes with any element.

Exception for UPnP 1.0 devices:

UPnP 1.0 allows the inclusion of additional elements anywhere within device and selvice
desgriptions, control actions, errors and event notifications, provided that the XMLis ell-
formed. Therefore, when receiving messages from UPnP 1.0 devices, control points MUST
hanglle unknown elements and attributes found anywhere within the message.

2.8 UPnP Device Schema

The| paragraphs above explain UPnP device descriptions and illustrate “hiow one would be
instantiated from a UPnP Device Template. As explained, UPnP (Device Templates| are
produced by UPnP Forum working committees, and these templates are based upon|the
UPnP Device Schema. This schema defines the structures anddata types used to crgate
UPNP Device Templates. clause B.1, “UPnP Device Schema”scontains the schema; below is
an gxplanation of this schema.

The|UPnP Device Schema is written in XML and according)to the conventions of XML Schema
(Paft 1: Structures, Part 2: Datatypes). XML Schema{provides a method of describing| the
strugture of an XML document. The XML Schemasdescription language itself is based ypon
XMLU. The language is very robust; it specifies which-elements are REQUIRED vs. OPTIONAL,
element nesting, data types for values (as welhas other properties not of interest here)|and
mugh more. The UPnP Device Schema uses these XML Schema constructions to define
elements like <specVersion>, <URLBase>, <deviceType>, etc., listed in detail abpve.
Becphuse the UPnP Device Schema is cohstructed using a precise description language,|it is
unambiguous. As the UPnP Device..Schema, UPnP Device Templates, and UPnP device
desgriptions are all machine-readable, software tools MAY be devised to validate the latter
two| checking that they contain all'the REQUIRED elements, are correctly nested, and have
values of the correct data types.

2.9 UPnP Service Schema

The| paragraphs abové-explain UPnP service descriptions and illustrate how one would be
instantiated from a-'UPnP Service Template. Like UPnP Device Templates, UPnP Seirvice
Teniplates are produced by UPnP Forum working committees, and these templates are based
upop the UPnRsService Schema. This schema defines the structure and data types used to
credte UPnP-Service Templates. As explained above, the UPnP Service Schema is writtgn in
XML accarding to the conventions of XML Schema (Part 1: Structures, Part 2: Datatypes).
clause, B.2; “UPnP Service Schema” contains a listing of this schema

2.10—8PrPbatatype-Schema
The UPnP basic data types for state variables are defined in clause 2.5, “Service description”.
For any extended data types for state variables used by a service template, the service
template MUST include either a reference to all relevant schemas for the extended data types
or include a new service specific datatype schema with a corresponding unique target
namespace. If any extended data types are used for state variables within an SCPD, the
corresponding namespace for each extended data type MUST be referenced within the SCPD
according to the “Namespaces in XML" specification. Clause 2.5, “Service description”
contains an example SCPD with namespace declarations.

2.11 Retrieving a description using HTTP

As explained above, after a control point has discovered a device, it still knows very little
about the device. To learn more about the device and its capabilities, the control point MUST
retrieve the UPnP description for the device using the URL provided by the device in the
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discovery message. Then, the control point MUST retrieve one or more service descriptions
using the URL(s) provided in the device description. This is a simple HTTP-based process
and uses the following subset of the overall UPnP protocol stack. (The overall UPnP protocol

stac

k is listed at the beginning of this document.)

A multi-homed device MUST send description documents using the UPnP-enabled interface
on which the HTTP GET request was received. To retrieve the UPnP description using a
particular interface, a multi-homed control point MUST use the URL provided in the discovery

mes

sage which arrived on that interface.

Figure 2-2: — Description retrieval protocol stack
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ne highest layer, description messages contain vendor-specific information, e.g., de
, service type, and required services. Moving dowA~the stack, vendor conter
blemented by information from a UPnP Forum working committee, e.g., model n3g
el number, and specific URLs. Messages from the“layers above are hosted in UH
Cific protocols, defined in this document. In turn;~the above messages are delivered
P over TCP over IP. For reference, colors ity [Square brackets] above indicate w
pcol defines specific header fields and body:elements in the description messages li
W.

n a control point discovers a device on the network, it MAY wish to retrieve the De
cription document and Service Description Documents. Retrieving the UPnP de
Cription is simple: the control poift issues an HTTP GET request to the URL in
overy message, and the device, returns its description in the body of an HTTP respo
larly, to retrieve a UPnP _service description, the control point issues an HTTP

est to the correspondingC URL in the device description, and the device returns
Cription in the body of @~HTTP response. The header fields and body for the respq
request are explained in detail below.

, a control point(MUST send a request with method GET in the following format. Valug
s are placeholders for actual values.

BET /desCriptionPath HTTP/1.1
HOST : .hosthame:portNumber
NCCEPT-LANGUAGE: language preferred by control point

vice
t is
me,
)nP_
via
hich
sted

vice
vice
the
nse.
GCET
the
nse

sin

(No body for request to retrieve a description, but note that the message MUST have a blank

line

following the last HTTP header field.)

Listed below are details for the request line and header fields appearing in the listing above.
Field names are not case sensitive. All field values are case sensitive except where noted.
See RFC 2616 and RFC 1945 for further requirements on encoding of values of these fields.

Req

GET

uest line

Method defined by HTTP. Can be GET or HEAD.

descriptionPath
Path component of device description URL (LOCATION header field in discovery message) or of the fully qualified service
description URL. (If the SCPDURL sub element of the service element in the device description is an absolute URL, the
fully qualified service description URL is the SCPDURL sub element. Otherwise (the SCPDURL sub element is a relative
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URL), the fully qualified service description URL is the URL resolved from the SCPDURL sub element in accordance with
clause 5 of RFC 3986, using either the URLBase element, if specified, or the URL from which the device description was
retrieved as the base URL.) Single, absolute path (see also RFC 2616).

HTTP/1.1
The version supported by the control point. (Note: the control point MUST implement all MANDATORY components of the
version specified). MAY be any HTTP version that is backwards compatible to HTTP/1.0 (like HTTP/1.1).

Header fields
HOST
REQUIRED. Field value contains domain name or IP address and optional port components of device description URL
(LOCATION header field in discovery message) or of the fully qualified service description URL. (If the SCPDURL sub
element of the service element in the device description is an absolute URL, the fully qualified service description URL is
he SCPDURL sub element. Otherwise (the SCPDURIL sub element is a relative URL), the fully gqualified service
escription URL is the URL resolved from the SCPDURL sub element in accordance with clause 5 of RFC 3986, |using
pither the URLBase element, if specified, or the URL from which the device description was retrieved as the base URL.) If
he port is empty or not given, port 80 is assumed.

ACCEPT-LANGUAGE
DPTIONAL. RECOMMENDED for retrieving device descriptions. Field value contains preferred language(s) for description.
f no description is available in this language, device MAY return a description in a default language. See RFC|1766
language tag(s).

Aftefr a control point sends a request, the device takes the second step’and responds with a
copy of its description. Including expected transmission time, a deyice’MUST respond wijthin
30 geconds. If it fails to respond within this time, the control goint SHOULD re-send| the
reqyest. A device MUST send a response in the following format and in accordance |with
clause 2.1, “Generic requirements on HTTP usage”. Two gxample responses are provjded
belgw: one that uses the CONTENT-LENGTH header field, and one that uses chunked
encpding (with 2 chunks). Values in italics are placeholders for actual values.

Note: XML namespace prefixes do not have to be_ the specific examples shown below (¢.9.,
" pr “u”); they can be any value that obeys.the rules of the general XML namespace
medhanism; a device MUST accept action invocations that use other legal XML namespace
prefjxes.

Resjponse using CONTENT-LENGTH header field — Valid with HTTP/1.0 or HTTP/1.1

HTTP/1.1 200 OK

CONTENT-LANGUAGE: language used_in*description
CONTENT-LENGTH: bytes in body

CONTENT-TYPE: text/xml; charset="utf-8"

DATE: when responded

Body

Resjponse using chunked encoding — Valid with HTTP/1.1 only

HTTP/1.1 200%6K

FTRANSFER-ENCODING: chunked

CONTENT-TYPE: text/xml; charset="utf-8"
CONTENT=RANGUAGE: language used in description
DATEC when responded

enqgth of chunk 1 in hexadecimal notation
Chunk 1

Length of chunk 2 in hexadecimal notation

Chunk 2

0

The body of this response is a UPnP device or service description as explained in detail
above. Listed below are details for the header fields appearing in the listing above. Field
names are not case sensitive. All field values are case sensitive except where noted.

Status Line

HTTP/1.1
The highest version supported by the origin server that is compatible with the control point that issued the request. For
example, if the control point specified support for HTTP/1.0 in the request, the response MUST contain HTTP/1.0.

200 OK
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HTTP defined status code indicating that no HTTP errors have occurred.

Header fields

CONTENT-LANGUAGE
REQUIRED if and only if request included an ACCEPT-LANGUAGE header field. Field value contains language of

description. RFC 1766 language tag(s).

CONTENT-LENGTH
REQUIRED if Origin Server does not close the session after sending the response AND Origin Server does not send the

response using chunked encoding.

PROHIBITED if Origin Server sends the response using chunked encoding. OPTIONAL otherwise.

Eield-value-specifies-the-lenath-of-the-bodv-in-bvies—lhiecet
g I p4 P4 I

TRANSFER-ENCODING

chunked”. MUST NOT be specified if CONTENT-LENGTH header field is present.

CONTENT-TYPE

DAT

SER

Not

des

imp
enc

REQUIRED. Field value MUST be “text/xml; charset="utf-8" " for description documents.
H
rfc1123-date” as defined in RFC 2616.

ER
No SERVER header field is required for description messages.)

Fription using chunked encoding if the GET request)specifies HTTP 1.1. Therefor

bding.

DPTIONAL for HTTP/1.1 and above. Field value specifies whether the response is chunked encoded by havingfield [value

RECOMMENDED according to RFC 2616, clause 14.18. Field value contains date when response was genefated.

that because HTTP 1.1 allows use of chunked encaeding, some devices MAY send the

14

¢ all

ementations that include HTTP 1.1 client suppert MUST support receiving chunked
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3 [Control
Conjtrol is Steps3'in UPnP™ networking. Control comes after addressing (Step 0) where

devices getahetwork address, after discovery (Step 1) where control points find interegting
device(s),.anhd after description (Step 2) where control points learn about device capabilifies.

Confrol (syindependent of eventing (Step 4) where control points listen to state changdgs in
device(s). Through control, control points invoke actions on devices and poll for valpes.
Con i i i splay

a user interface provided by device(s).

Given knowledge of a device and its services, a control point can ask those services to invoke
actions and receive responses indicating the result of the action. Invoking actions is a kind of
remote procedure call; a control point sends the action to the device's service, and when the
action has completed (or failed), the service returns any results or errors.

Figure 3-1: — Control architecture
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To ¢ontrol a device, a control point invokes an action on the device's service. To do this, a
confrol point sends a suitable control message to the fully qualifiedycontrol URL for| the
serVice obtained from the controlURL sub element of the service'element of the device
des¢ription. If the controlURL sub element is an absolute URL, the ‘fully qualified control URL
for the service is the controlURL sub element. Otherwise (the cOntrolURL sub element|is a
relajive URL), the fully qualified control URL for the service(is'the URL resolved from| the
conf{rolURL sub element in accordance with clause 5 of RFC-3986, using either the URLBase
element of the device description, if specified, or the URL from which the device descripgtion
was| retrieved as the base URL. A multi-homed control,point that sends the control message
on f particular interface MUST use the fully qualified control URL from the descripgtion
doctiment received on that interface. In responsei/the service returns any results or efrors
from the action. The effects of the action, if any,; MAY also be modeled by changes in| the
varigbles that describe the run-time state of the“service. When these state variables chapge,
events are published to all interested contral’points. This clause explains the protocol stack
for, fand format of, control messages. Clause 4, “Eventing” explains event publication.

Working committees and vendors MAY.define actions to allow control points to determing the
currgnt value of one or more state, variables. Similar to invoking an action, a control point
sengls the defined query messageto the control URL for the service. In response, the service
proyides the value of the variable or variables; each service is responsible for keeping its
statg table consistent so cantrol points can poll and receive meaningful values for those gtate
varigbles for which query actions are defined. Clause 4, “Eventing”’explains automatic
notification of variablefvalues.

As long as one of\the discovery advertisements from a device have not expired, a control
point MAY assume that the device and its services are available. If a device cancels at lpast
one|of its advertisements, a control point MUST assume the device and its services ar¢ no
londer available.

Conltrol points and devices MUST use UTF-8 for all UPnP control messages and responseg.

While UDA does define a means to invoke actions and poll for values, UDA does not specify
or constrain the design of an API for applications running on control points; OS vendors MAY
create APIs that suit their customers’ needs.

If a large amount of data must be sent in association with an action (particularly if the amount
of data is not known in advance), it is NOT RECOMMENDED to send the data as part of a
SOAP argument or as a MIME attachment to the SOAP message. Instead, it is
RECOMMENDED that out-of-band transfer be used. For example, a URL could be sent as an
argument value, and an HTTP GET, PUT, or POST be used to transfer the data. HTTP
chunked encoding can be used when the amount of data is not known in advance.

Responses to SOAP messages during the Control phase MUST be sent to the same IP
address from which the request was received. Any fully-qualified URLs contained in an action
or response that refer to a resource on the device itself MUST have the HOST portion of the
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URL set appropriately so that the resource will be reachable by the control point that
requested the action. This might be accomplished by using the field value specified in the
HTTP HOST header field of the control request.

Services that use complex datatype arguments MUST follow the requirements in clause 2.5,
“Service description”

The remainder of this clause explains in detail how control messages are formatted and sent
to devices.
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Control protocols

1(E)

To invoke actions and poll for values, control points (and devices) use the following subset of
the overall UPnP protocol stack. (The overall UPnP protocol stack is listed at the beginning of

this document.)
Figure 3-2: — Control protocol stack
‘lUPnP vendor [purple-italic]
!!UPnP Forum [red-italic]
uL;PIIP DCV;LC AIL:I;LCLLUIC ;MICCII‘II.JU:L,:}
SOAP [blue]
|[HTTP [black]
TCP [black]
|IP [black]
At the highest layer, control messages contain vendor-specific information, e.g., argument
values. Moving down the stack, vendor content is supplemented by._information from a UPnP
Forydm working committee, e.g., action names, argument names,‘variable names. Messages
from the layers above are hosted in UPnP-specific protocols, defined in this document. In|turn,
the [above messages are formatted using a Simple ObjectAccess Protocol (SOAP) header
and| body elements, and the messages are delivered wia HTTP over TCP over IP.|For
refefence, colors in [square brackets] above indicate avhich protocol defines specific header
field elements in the subscription messages listed befow.
The| generic requirements on HTTP usage in URnP 1.1 (as defined in clause 2.1, “Generic
requirements on HTTP usage” of this document) MUST be followed by devices and coptrol
points that implement Control.
3.1.1 SOAP Profile
UPNP profiles SOAP 1.1, NOT REQUIRING that all devices support all OPTIONAL featurgs of
SOAP 1.1, but devices and control_points MUST support all MANDATORY features of SOAP
1.1.[The following table summarizes the UPnP profiling of SOAP.
Table 3-1: — SOAP 1.1 UPnP Profile
Mandatory
Optional
UPnP_Ceontrol Request Prohibited Comment
<Enyjelope> element M
encqdingStyle attribute of <Envelope> o] If present, must be
"http://schemas.xmlsoap.org/soap/encoding
/"
<Header> element (child element of ()
<Envelope>)
actor attribute of <Header> 0
mustUnderstand attribute of <Header> Only allowed if defined by the service to
which it is directed
encodingStyle attribute of <Header> o] If present, must be
"http://schemas.xmlsoap.org/soap/encoding
/"
<Body> element (child element of <Envelope>) | M Exactly one <Body> child element allowed
encodingStyle attribute of <Body> element P
root Attribute of <Body> child element o] SHOULD NOT be used
UPnP Control Response
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Mandatory
Optional
UPnP Control Request Prohibited Comment

<Envelope> element M

encodingStyle attribute of <Envelope> o] If present, must be
"http://schemas.xmlsoap.org/soap/encoding
/"

<Header> element (child element of o]

<Envelope>)

actor attribute of <Header> 0

mustUnderstand attribute of <Header> o] Only allowed if defined by the service\tp
which it is directed

encddingStyle Attribute of <Header> o] If present, must be
"http://schemas.xmlsoap.org/soap/enceding
/"

<Body> element (child element of <Envelope>) (M Exactly one <Body>_ child element alloyed

encddingStyle attribute of <Body> element P

root attribute of <Body> child element 0 SHOULD NOT (bey used

UPnP Control Error Response

<Enyelope> element

encddingStyle attribute of <Envelope> o] Ifpresent, must be
*http://schemas.xmlsoap.org/soap/enceding
/"

<Body> element (child element of <Envelope>) (M Exactly one <Body> child element alloyed
containing exactly one <Fault> child
element

<Fayl t> child element of <Body> M

<fayltcode> child element of <Fault> M

<fayltstring> child element of <Fault> M

<detai I> child element of <Faul t> M

SOAP 1.1 allows the use of:footers, which are disallowed in SOAP 1.2. A UPnP mesgage

MUS$T NOT have any child'elements of the <envelope> element following the <Body> elemegnt.

SOAP <Header> element

UPnP working committees and the UPnP technical committee MAY define OPTIONAL or

MANDATORY SOAP header entries that are included in the SOAP <Header> element of UPnP

actipn and URNP action response messages. In addition, vendors MAY include other SQAP

heafler entrties in the SOAP <Header> element of UPnP action and UPnP action respgnse

megsages,: If there are no SOAP header entries in a message, the SOAP <Header> element

can[bemitted.

SOAP mustUnderstand Attribute of <Header> element

The mustUnderstand attribute MUST NOT be added to SOAP <Header> element targeted at
(see also actor attribute below) standardized UPnP services or targeted at control points that
interact with standardized UPnP services, unless its use has been explicitly defined by the
UPNP technical committee or a working committee (e.g. UPnP security).

The mustUnderstand header attribute MUST NOT be included on non-standard header entries
that are targeted at (see also actor attribute) standardized services, as this breaks the basic
interoperability of UPnP. mustUnderstand header entries MAY be included on non-standard
header entries that are neither targeted at (see also actor attribute) standardized services
(e.g. vendor defined services), nor targeted at control points interacting with standardized
services.
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Table 3-2: — mustUnderstand attribute

1(E)

SOAP Node Type v1.0 vi.l
Transmitting Node The mustUnderstand attribute MUST NOT be added to SOAP header entries,
targeting a standardized unless the UPnP technical committee or a working committee has explicitly
service or a control point defined its use.
that interacts with a
standardized service.
Transmitting Node MUST target endpoint (see actor MAY target intermediaries (see actor
targeting a vendor clause below). clause below).
specific service or a The mustUnderstand attribute MAY | The mustUnderstand attribute MAY
vendpr-specific SQAP - - . .
! ue uscd 4l the UisCretion or e pEe uscld du e aiscredlorn or uie
node vendor. vendor.
Recejving Node All unknown <Header> entries are All devices MUST honor the actor
ignored, except when explicitly (see actor clause below) and
defined differently by a working mustUnderstand attributes. If a
committee (UPnP Security). header entry with
mustUnderstand=""1" is not
understood, the whole, message fails
and a <Faultcode> element MUST be
returned.
The| SOAP mustUnderstand attribute has a restricted type of "xsdiboolean” that takes only “0”
or “1” with “1” being true and “0” being false. A header entry with the mustunderstand attripute
set fo a value of “1” MUST be processed by targeted nodes er-message processing MUST fail.
Such elements are considered “MANDATORY header entries”” A SOAP node is considerdd to
understand a SOAP header entry if that SOAP node undérstands the semantics specified for

the

MAN
hea
sem
MU
the

und

a
erro

If a
by t
the

SOA

The
prog

"http://schemas.xmlsoap.org/soap/actor/next" , which is the first node (device or control p

that

<fajyltcode> element set to "MustUnderstand”. Support for MANDATORY header en
ssi

XML expanded name of the outer-most elementiinformation item of that header e
IDATORY SOAP header entries are presumegdyto modify the semantics of other S
ler entries or SOAP <Body> elements and:therefore MUST be understood for co
antics. UPnP nodes receiving header entries flagged with the mustunderstand attri
5T process and understand MANDATORY header entries that are targeted at that nod
node MUST NOT process the SOAP.message at all. If a node fails to proces
prstand a MANDATORY entry, that node MUST generate a SOAP Fault with

res that key message parts that are targeted at a particular SOAP node will no
neously ignored.

<Header> entry is a MANDATORY <Header> entry and contains entries not unders
he targeted SOAP node, the SOAP node MAY attempt processing without understan
semantics of the extensions. MANDATORY extensions are not possible.

P actor Attribute of <Header> element

SOAP actprx attribute is used in SOAP 1.1 to identify the URI of SOAP node that
ess the <Header> entry. All SOAP nodes play the role

processes the message. The lack of an actor attribute indicates that the entry is targ

at t

ntry.
DAP
rect
bute
e or
5 or
the
ries
I be

ood
ding

s to

of
Dint)
bted

edéestination. All UPnP defined <Header> elements MUST be targeted at the desting

ition,

unless explicitly defined otherwise by the UPnP technical committee or a working committee.
Therefore, it is RECOMMENDED that the actor attribute is not included on UPnP <Header>

entr

ies.

<Header> entries within messages that are sent to UPnP 1.0 devices or control points MUST
NOT be targeted at intermediaries (no actor attribute), since UPnP 1.0 devices and control
points might ignore the actor attribute and parse a <Header> entry that is not intended for
them.

If <Header> entries with an actor attribute are targeted at an intermediary and tagged
mustUnderstand="1", the device or control point MUST NOT return a SOAP Fault containing

the <Faultcode> element set to "MustUnderstand" due to failure to process the relevant

<He

ader> element targeted at another entity.
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SOAP root Attribute

UPnP 1.1 REQUIRES that the first child element of the <Body> element MUST be the root of
the RPC request. Since UPnP 1.1 defines an RPC-architecture, there can only be one root.
The serialization root SHOULD NOT use the root attribute, but it is NOT PROHIBITED.

SOAP encodingStyle Attribute

UPnP 1.1 REQUIRES that devices and control points MUST be able to receive messages that
do not contain the SOAP encodingStyle attribute, as well as messages that contain the SOAP
encodingStyle  attribute  with  value  "http://schemas.xmlsoap.org/soap/encoding/".  When
encodingStyle is not included, the encodingStyle is
“httpr77schemas.xmlsoap.org/soap/encoding/ .

Whgn communicating with UPnP 1.0 devices or control points, an encodingStylég attripute
MUST be included on the SOAP <Envelope> element with value
"httg://schemas.xmlsoap.org/soap/encoding/”. When communicating with UPnP 1.1 ‘“device$ or
confrol points, the encodingStyle attribute SHOULD be included and, if present, MUST have
the yalue "http://schemas.xmlsoap.org/soap/encoding/".

If aglditional encodings are needed for application data, applications IMAY use out of Rand
datd encoding for the relevant data.

SOAP <Body> element

UPnP 1.1 REQUIRES a <Body> element. It contains body/entries for UPnP Actions |and
Responses. The actual entries are derived from the Servige.Description for the chosen Action.
A rgsponse is either successful, in which case it contains output arguments, or unsuccespgful,
whejn it contains a <Fault> element as the only entry)

SOAP <Fault> element of <Body> element

UPnP REQUIRES the use of SOAP <Fault>»elements when a failure response is returped.
Plegse see Table 3-2, “mustUnderstand attribute” on usage of the mustUnderstand attripute
for lhow the <detail> element MUSTi*be constructed. When a <Header> element is
encpuntered that is a MANDATORY<Header> element, the control point or device MUST
either recognize the element or return the appropriate SOAP <Fault> element, containing the
<falltcode> element set to “MustUnderstand”. Backwards-compatible services MUST NOT|use
MANDATORY <Header> eléments since previous UDAs allowed unknown <Header>
elements to be ignored.

Accleptable SOAP Character Encodings

All messages MUST,use UTF-8 serialization. The device or control point MUST indicate the
conlent type for.all control messages using the HTTP “charset” parameter.

3.2 Actions

Confrol points MAY invoke actions on a device's services and receive results or errors back.
The| action, results, and errors are encapsulated in SOAP, sent via HTTP requests, |[and

rec nvad via HTTD racnancas
Crvyeo—v it 1 I\,\JPUII\JV\I-

3.2.1 Action invocation

The Simple Object Access Protocol (SOAP) defines the use of XML and HTTP for remote
procedure calls. UPnP 1.1 uses HTTP to deliver SOAP 1.1 encoded control messages to
devices and return results or errors back to control points. See clause 2.1, “Generic
requirements on HTTP usage” on use of HTTP in UPnP 1.1.

UPnP 1.1 deprecates the use of the HTTP Extension Framework (RFC 2774) for control.
Specifically, control points MUST send a request with method POST and MUST NOT use the
M-POST method. Devices MUST NOT reject POST methods with a “405 Method Not Allowed”
HTTP status code since this causes UPnP 1.0 control points to issue a request using M-POST.

Below is a listing of a control message sent using the POST method followed by an
explanation of the header fields and body. To invoke an action on a device's service, a control
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point MUST send a request with method POST in the following format. Two examples are
provided: one using the CONTENT-LENGTH header and one using chunked encoding (with 2
chunks). Values in italics are placeholders for actual values.

Note: XML namespace prefixes do not have to be the specific examples shown below (e.g.,
“s” or “u”); they can be any value that obeys the rules of the general XML namespace
mechanism; a device MUST accept action invocations that use other legal XML namespace
prefixes.

Action invocation using the CONTENT-LENGTH header - Valid with HTTP/1.0 or
HTTP/1.1

POST path control URL HTTP/1.0

HOST: hostname:portNumber

CONTENT-LENGTH: bytes in body

CONTENT-TYPE: text/xml; charset="utf-8"

USER-AGENT: OS/version UPnP/1.1 product/version

POAPACTION: "urn:schemas-upnp-org:service:serviceType:v#actionName"

<?xml version="1.0"7?>
Ks:Envelope
xmIns:s="http://schemas.xmlsoap.org/soap/envelope/"
s:encodingStyle="http://schemas.xmlsoap.org/soap/encoding/">
<s:Body>
<u:actionName xmlns:u="urn:schemas-upnp-org:service:sernceType:v"'>
<argumentName>in arg value</argumentName>
<I-- other in args and their values go here, Gfany -->
</u:actionName>
</s:Body>
K/s:Envelope>

Actjon invocation using chunked encoding %<Valid with HTTP/1.1 only

POST path control URL HTTP/1.1
HOST: hostname:portNumber
TRANSFER-ENCODING: ""chunked""

CONTENT-TYPE: text/xml; charset=\utf-8"
USER-AGENT = OS/version UPnP/1. % product/version
POAPACTION: "urn:schemas-upAg=org:service:serviceType:v#actionName"

L ength of FTirst chunk in_hexadecimal notation

?xml version="1 Q%?>
ks :Envelope

xmlns:s="http://schemas.xmlsoap.org/soap/envelope/*

s:encodingStyle="http://schemas.xmlsoap.org/soap/encoding/*>
<s:Body>
<u:actionName xmlns:u="urn:schemas-upnp-org:service:serviceType:v"'>
<argumentName>in arg value</argumentName>
<l-- other in args and their value go here, if any -->
I’u.abt;UIINC\IIIC

</s:Body>

Length of second chunk in hexadecimal notation
</s:Envelope>

0

Listed below are details for the request line, header fields, and body elements appearing in
the listing above. Field nhames are not case sensitive. All HTTP field values and XML element
names are case sensitive; XML values are not case sensitive except where noted. Except
where noted, REQUIRED elements MUST occur exactly once (no duplicates), and
RECOMMENDED or OPTIONAL elements MAY occur at most once.

Request line


https://iecnorm.com/api/?name=4cab817b07b859803c40de19545faf9a

29341-1-1 © ISO/IEC:2011(E) — 67 —

POST
Method defined by HTTP.

path control URL
Path component of the fully qualified control URL for this service. Single, absolute path (see also RFC 2616, clause 3.2.2).

HTTP/1.1
The version supported by the control point. (Note: the control point MUST implement all MANDATORY components of the

version specified). MAY be any HTTP version that is backwards compatible to HTTP/1.0 (like HTTP/1.1).

Hea

der fields

HOST

ACCH

CON

TRAN

CON

. Fleld value contains domain name or [P _address an port components of fully qualified g
URL for this service. If the port is empty or not given, port 80 is assumed.

FPT-LANGUAGE
PROHIBITED. The ACCEPT-LANGUAGE header field MUST NOT be used in control messages.

FENT-LENGTH
REQUIRED if Origin Server does not close the session after sending the action invocation AND, Origin Server dog
bend the action invocation using chunked encoding.

PROHIBITED if Origin Server sends the action invocation using chunked encoding. OPTIONAL otherwise.
Field value specifies the length of the body in bytes. Integer.
SFER-ENCODING

DPTIONAL for HTTP/1.1 and above. Field value specifies whether the actioh-invocation is chunked encoded by
ield value “chunked”. MUST NOT be specified if CONTENT-LENGTH headerfi€ld is present.

FENT-TYPE
REQUIRED. Field value MUST be “text/xml; charset="utf-8" .

USER-AGENT

SOAH

DPTIONAL. Specified by UPnP vendor. String. Field value MUST begin with the following “product tokens” (defin
HTTP/1.1). The first product token identifes the operating system in the form OS name/OS version, the second
epresents the UPnP version and MUST be UPnR/{¥.J1, and the third token identifes the product using the
broduct name/product version. For example, “USER*AGENT: unix/5.1 UPnP/1.1 MyProduct/1.0". Control points MU

pxample, control points implementing UDA (dversion 1.0 will be able to interoperate with devices implem
UDA version 1.1. See clause 2.5, “Service description”.

PACTION

REQUIRED header field defined by(SOAP. Field value MUST be the service type, hash mark, and name of action
nvoked, all enclosed in double,quotes. The specified service version MUST indicate the version of the service th
ontrol point wants to use while‘invoking the action. Its value may be any version of the service type in which the spq

MUST be equal or higherthan K. For example, if an action has been defined in version 2 of a service, it MUST N
nvoked using v=1. Fufthermore; version v MUST be a version that is supported by the device. For example, for dd
hat support only version 1 of a service, v MUST be 1. Single URI.

brepared to accept a higher minor version number of the UPnP version than the control point itself implements.

ontrol

S not

aving

ed by
token
form
BT be
For
bnting

to be
At the
cified

hction was defined. When a.control point invokes an action that has been defined in version K of a service, version ngmber

DT be
vices

Body

<Envelope>
REQUIRED element defined by SOAP. xmins namespace attribute MUST be
http://schemas.xmlsoap.org/soap/envelope/". MUST include encodingStyle attribute with value
http://schemas.xmlsoap.org/soap/encoding/". A receiver MUST generate a fault if it encounters a message Whose
<gocumentS——efement — fas —a focal  name of Envetope bot—=a—Tamespace — Tame — that—is.  not

'http://schemas.xmlsoap.org/soap/envelope/". Contains the following sub elements:

<Body>

REQUIRED element defined by SOAP. MUST be qualified with SOAP namespace. Contains the following entry:

<actionName>

REQUIRED. Name of element is name of action to invoke. xmIns namespace attribute MUST be the
service type enclosed in double quotes. The version specified MUST be the same version specified in
the SOAPACTION header field. Case sensitive. MUST be the first child element of <Body>. Contains

the following, ordered sub element(s):

<argumentName>
REQUIRED if and only if action has in arguments. Value to be passed to action. R

epeat

once for each in argument. (An element name is not qualified by a namespace; element
nesting context is sufficient.) Case sensitive. Single data type as defined by UPnP service
description. Every “in” argument in the definition of the action in the service description
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MUST be included, in the same order as specified in the service description (SCPD) that is
available from the device.

If the CONTENT-TYPE header field specifies an unsupported field value (other then “text/xml”)
the device MUST return a “415 Unsupported Media Type” HTTP status code.

For future extensibility and according to the requirements in clause 2.7, “Non-standard vendor
extensions” and clause 2.8, "UPnP Device Schema”, when processing XML like the listing
above, devices and control points MUST ignore: (a) any unknown elements and their sub
elements or content, and (b) any unknown attributes and their values.

Subject to the constraints defined in clause 2.7, “Non-standard vendor extensions” and clause
2.8,[“OPTPDevite SThema " CoMrot poimts and devices MUST ignore any XMt—Tommems or
XMLU processing instructions embedded in action requests that they do not understand;

When the value of any argument contains one or more characters reserved as markup (such
as gmpersand (“&”) or less than (“<")), then the text MUST be escaped in accordance with the
proyisions of clause 2.4 of the XML specification and each such character replaced with the
equlvalent numeric representation or string (such as “&amp;” or “&lt;")., Such charaqters
appearing in URLs MAY also be percent-encoded in accordance with)the URL perdent-
encoding rules specified in clauses 2.1 and 2.4 of RFC 3986.

Not¢ that because HTTP 1.1 allows use of chunked encoding, sofme control points MAY send
the faction request using chunked encoding if the POST method specifies HTTP 1.1. Deyvice
imp’.‘lementations that only support HTTP/1.0 and thus do not@upport receiving action requests

using chunked encoding MUST return a “505 HTTP Version Not Supported” HTTP status ¢ode.
Conjtrol points MUST NOT make HTTP 1.1 chunked PQSTrequests to devices that are knjown
to sypport only HTTP 1.0.

On @& multi-homed control point, all fully qualifiedURLs contained in the action arguments|that
refef to resources on the control point MUST-be reachable on the interface on which| the
actipn request is sent.

3.2.p Action Response

The| service MUST complete invoking.-the action and respond within 30 seconds, including
expgcted transmission time (measured from the time the action message is transmitted puntil
the fime the associated response is received). Actions that take longer than this SHOULD be
defiped to return early and send-an event when complete. If the service fails to respond wijthin
this|time, what the control point SHOULD do is application-specific. A multi-homed deyvice
MU$T send the response,on the same UPnP-enabled interface on which the request |was
recqived. The servicessMUST send a successful completion response using the folloying
format. The following two examples illustrate an action response using the CONTHNT-
LENGTH header,and an action response using chunked encoding. The values in italicy are
plageholders foractual values.

Note; XML\namespace prefixes do not have to be the specific examples shown below (¢.g.,
“s” pr “0"); they can be any value that obeys the rules of the general XML namespace
medhanism; control points MUST accept action responses that use other legal KML

nantespace nrofivac
S2d TAASASaN SARSA R FANE S

Action response using the CONTENT-LENGTH header — Valid with HTTP/1.0 or HTTP/1.1
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HTTP/1.0 200 OK

CONTENT-TYPE: text/xml; charset="utf-8"

DATE: when response was generated

SERVER: 0S/version UPnP/1.1 product/version
CONTENT-LENGTH: bytes in body <?xml version="1.0"?>
<s:Envelope

Act

List
the

xmlns:s="http://schemas.xmlsoap.org/soap/envelope/*

s:encodingStyle="http://schemas.xmlsoap.org/soap/encoding/">
<s:Body>
<u:actionNameResponse xmlns:u="urn:schemas-upnp-org:service:serviceType:v'>
<argumentName>out arg value</argumentName>
<I-- other out args and their values go here, if any -->
</u:actionNameResponse>
</s:Body>
K/s:Envelope>

on response using chunked encoding — Valid with HTTP/1.1 only

HTTP/1.1 200 OK

TRANSFER-ENCODING: "*chunked'"
CONTENT-TYPE: text/xml; charset="utf-8"
DATE: when response was generated

BERVER: 0OS/version UPnP/1.1 product/version

| ength of first chunk in hexadecimal notation

<?xml version="1.0"?>
ks:Envelope
xmlns:s="http://schemas.xmlsoap.org/soap/envelope/"
s:encodingStyle="http://schemas.xmlsoap.org/soap/encoding/">
<s:Body>
<u:actionNameResponse xmlns:u="urnzschemas-upnp-org:service:serviceType:v'>
<argumentName>out arg values/argumentName>
<I-- other out args and theit values go here, if any -->
</u:actionNameResponse>
</s:Body>
K/s:Envelope>
D

bd below are details for the response line, header fields, and body elements appearir

gin

isting above. Field names are not case sensitive. All HTTP field values and XML element

namles are case sensitive; XML values are not case sensitive except where noted. Exgept

whefre noted, REQUIRED elements MUST occur exactly once (no duplicates),
RECOMMENDED, or'OPTIONAL elements MAY occur at most once.

Res

HTTR/1.1
'he‘highest version supported by the origin server that is compatible with the control point that issued the request.

ponse ling

200 OK

HTTP defined status code indicating that no HTTP errors were detected.

Header fields

CONTENT-LANGUAGE

PROHIBITED. The CONTENT-LANGUAGE header field MUST NOT be used in control messages.

CONTENT-LENGTH
REQUIRED if Origin Server does not close the session after sending the response AND Origin Server does not send the

response using chunked encoding.
PROHIBITED if Origin Server sends the response using chunked encoding. OPTIONAL otherwise.
Field value specifies the length of the body in bytes. Integer.

TRANSFER-ENCODING

and
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OPTIONAL for HTTP/1.1 and above. Field value specifies whether the response is chunked encoded by having field value
“chunked” (in the example, the entire body is sent in a single chunk). MUST NOT be specified if CONTENT-LENGTH
header field is present.

CONTENT-TYPE
REQUIRED. Field value MUST be “text/xml; charset="utf-8" ".

DATE
RECOMMENDED. Field value contains date when response was generated. “rfc1123-date” as defined in RFC 2616.

SERVER
REQUIRED. Specified by UPnP vendor. String. Field value MUST begin with the following “product tokens” (defined by
HTTP/1.1). The flrst product token |dent|fes the operatlng system in the form OS name/OS version, the second token

‘ k form

broduct name/product version. For example “SERVER unix/5.1 UPnP/l 1 MyProduct/l 0". Control points MU‘T be

brepared to accept a higher minor version number of the UPnP version than the control point itself implements. For
bxample, control points implementing UDA version 1.0 will be able to interoperate with devices.implementing

UDA version 1.1.

Body

<Envelope>
REQUIRED element defined by SOAP. xmlns namespace aftribute MUST be
http://schemas.xmlsoap.org/soap/envelope/". MUST include encodingStylé attribute with value

http://schemas.xmlsoap.org/soap/encoding/". A receiver MUST generate a fault if~it encounters a message Whose
ocument element has a local name of ‘“Envelope" but a pamespace name that is| not
http://schemas.xmlsoap.org/soap/envelope/". Contains the following sub elemerits:

<Body>
REQUIRED element defined by SOAP. MUST be qualified with SOAP namespace. Contains the following gntry:

<actionNameResponse>
REQUIRED. Name of element is action namé prépended to Response. xmIns namespace attribute
MUST be service type enclosed in double{guotes. Devices that support the same action in mpltiple
namespaces MUST use the same namespace in the response as was used in the action invogation.
For example, if an action was invokedwsing namespace:

urn:schemas-upnp-org:ge¥vice:ContentDirectory:2
The response MUST also use namespace:

urn:schemas-upnpsOrg:service:ContentDirectory:2
Case sensitive. MUST be-the first sub element of <Body>. Contains the following sub element:

<argumenthName>
REQUIRED if and only if action has out arguments. Value returned from action. Repeat
ohce™for each out argument. If action has an argument marked with the <retJal/>
element, this argument MUST be the first element. (An element name not qualified by a
namespace; element nesting context is sufficient.) Case sensitive. Single data type as
defined by UPnP service description. Every out argument in the definition of the action [in the
service description MUST be included, in the same order as specified in the service
description (SCPD) available from the device.

For ffuture extensibility and according to the requirements in clause 2.7, “Non-standard vepdor
extgnsions’”(and clause 2.8, “UPnP Device Schema”, when processing XML like the ligting
aboye, devices and control points MUST ignore: (a) any unknown elements and their|sub
elements_or content, and (b) any unknown attributes and their values.

Subject to the constrainis defined in clause 2.7, "Non-standard vendor extensions” and clause
2.8, “UPnP Device Schema”, control points and devices MUST ignore any XML comments or
XML processing instructions embedded in action responses that they do not understand.

On a multi-homed device, all fully qualified URLs contained in response arguments that refer
to resources on the device MUST be reachable on the UPnP-enabled interface on which the
response message is sent.

3.2.3 UPnP Action Schema

The UPnP Action Schema defines the structures and data types used in the body of UPnP
actions and action responses. As explained with the UPnP Device and Service Schemas, the
UPnP Action Schema is written in XML syntax according to the conventions of XML Schema
(Part 1: Structures, Part 2: Datatypes). The UPnP Action Schema is defined within a UPnP
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service template; however, the schema MUST conform to the format as defined in clause B.3,
“UPnP Control Schema”. The elements it defines are used in actions and action responses.

3.2.4 Recommendations and additional requirements

Control points and devices MUST ignore any XML comments or XML processing instructions
they may receive that they do not understand.

Uan

XML namespace prefixes do not have to be the specific examples given above (e.g., “s” or
“u”); they can be any value that obeys the rules of the general XML namespace mechanism;
control points MUST accept responses that use other legal XML namespace prefixes.

If anf action has no "out” arguments, it is valid to combine the opening and closing XML fags
(e.gl, “<actionNameResponse/>" instead of
“<a¢tionNameResponse></actionNameResponse>").

When the value of any argument contains one or more characters reserved as_markup (guch
as ampersand (“&") or less than (“<")), the text MUST be escaped in accordance with| the
proyisions of clause 2.4 of the XML specification and each such charactepwreplaced with the
equlvalent numeric representation or string (such as “&amp;” or “&t;9. Such charagters
appearing in URLs MAY also be percent-encoded in accordance with the URL perdent-
encpding rules specified in clauses 2.1 and 2.4 of RFC 3986.

3.2. Action error response

Where the normal outcome of processing a SOAP messSage would have resulted in| the
trangmission of a SOAP response, but rather a SOAP Fault is generated instead, a receiver
MUS$T transmit a SOAP Fault message in place of thetresponse. If the service encounterp an
errof while invoking the action sent by a control point, the service MUST send a respanse
withiin 30 seconds, including expected transmissionstime. Out arguments MUST only be ysed
to return data and MUST NOT be used to conveyyerror information. Error responses MUST be
sent using the following format. The following,two examples illustrate an error response using
the CONTENT-LENGTH header and an etror response using chuncked encoding. Valugs in
itali¢s are placeholders for actual values:

Not¢: XML namespace prefixes do noet have to be the specific examples shown below (g.g.,
“s” pr “u”); they can be any value that obeys the rules of the general XML namespace
medhanism; control points MUST error responses that use other legal XML namespace
prefjxes.

Errgr response using. the CONTENT-LENGTH header — Valid using HTTP/1.0 |and
HTTP/1.1

HTTP/1.0 500 Internal Server Error
CONTENT-TYPE: \text/xml; charset="utf-8"
DATE: when{response was generated
SERVER: OS/Vversion UPnP/1.1 product/version
CONTENF=LENGTH: bytes in body <?xml version="1.0"?>
Ks:Eavelope
xmInsS:s="http://schemas.xmlsoap.org/soap/envelope/"
sxencodingStyle="http://schemas.xmlsoap.org/soap/encoding/"*>
<s:Body>
<s:Fault>

<faultcode>s:Client</faul tcode>

<faultstring>UPnPError</faultstring>

<detail>

<UPnPError xmlIns="urn:schemas-upnp-org:control-1-0">
<errorCode>error code</errorCode>
<errorDescription>error string</errorDescription>
</UPnPError>
</detail>
</s:Fault>
</s:Body>

</s:Envelope>

Error response using chunked encoding — Valid using HTTP/1.1 only
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element names are case sensitive; XML valueshare not case sensitive except where nd

Exc

RECOMMENDED or OPTIONAL elements MAY occur at most once.

Resfponse line

HTTH/1.1

5001

Header fields

CONTENT-LANGUAGE

CONTENT-LENGTH
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HTTP/1.1 500 Internal Server Error
TRANSFER-ENCODING: ""chunked™

CONTENT-TYPE: text/xml; charset="utf-8"
DATE: when response was generated

SERVER: 0S/version UPnP/1.1 product/version

Length of Ffirst chunk in hexadecimal notation

<?xml version="1.0"7?>
<s:Envelope
xmlns:s="http://schemas.xmlsoap.org/soap/envelope/"
s:encodingStyle="http://schemas.xmlsoap.org/soap/encoding/">
=o Rr\d\ll
<s:Fault>
<faultcode>s:Client</faul tcode>
<faultstring>UPnPError</faultstring>
<detail>
<UPnPError xmlIns="urn:schemas-upnp-org:control-1-0">
<errorCode>error code</errorCode>
<errorDescription>error string</errorDescription>
</UPnPError>
</detail>
</s:Fault>
</s:Body>

| ength of second chunk in hexadecimal notation

K/s:Envelope>
D

bd below are details for the response line, headerfields, and body elements appearir
listing above. HTTP field names are not case\sensitive. All HTTP field values and

bpt where noted, REQUIRED elements MUST occur exactly once (no duplicates),

[he highest version supported by the origin-server that is compatible with the control point that issued the request.

For example, if the control point specified support for HTTP/1.0 in the request, the response MUST contain HTTP/1.0)

ternal Server Error
HTTP defined status code indicating that an error has been detected.

PROHIBITED:The CONTENT-LANGUAGE header field MUST NOT be used in control messages.

REQUIRED if Origin Server does not close the session after sending the response AND Origin Server does not se
esponse using chunked encoding.

gin
XML
ted.
and

d the
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Field value specifies the length of the body in bytes. Integer.

TRANSFER-ENCODING

OPTIONAL for HTTP/1.1 and above. Field value specifies whether the response is chunked encoded by having field
“chunked” (in the example above the body is sent in 2 chunks). MUST NOT be specified if CONTENT-LENGTH h
field is present.

CONTENT-TYPE

REQUIRED. Field value MUST be “text/xml; charset="utf-8" ".

DATE

RECOMMENDED. Field value contains date when response was generated. “rfc1123-date” as defined in RFC 2616.

SERVER

REQUIRED. Specified by UPnP vendor. String. Field value MUST begin with the following “product tokens” (defin
HTTP/1.1). The first product token identifes the operating system in the form OS name/OS version, the second
represents the UPnP version and MUST be UPnP/1.1, and the third token identifes the product using the

value
eader

ed by
token
form
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product name/product version. For example, “SERVER: unix/5.1 UPnP/1.1 MyProduct/1.0". Control points MUST be
prepared to accept a higher minor version number of the UPnP version than the control point itself implements. For
example, control points implementing UDA version 1.0 will be able to interoperate with devices implementing
UDA version 1.1.

Body

<Envelope>
REQUIRED element defined by SOAP. xmlns namespace attribute MUST be
"http://schemas.xmlsoap.org/soap/envelope/". MUST include encodingStyle attribute with value

"http://schemas.xmlsoap.org/soap/encoding/". A receiver MUST generate a fault if it encounters a message whose
document element has a local name of “Envelope" but a namespace name that is not
"http://schemas.xmlsoap.org/soap/envelope/". Contains the following sub elements:

<Body>
REQUIRED element defined by SOAP. MUST be qualified with SOAP namespace. Contains the follewing sub
element:

<Fault>
REQUIRED element defined by SOAP. Error encountered while invoking action\MUST be quglified
with SOAP namespace. Contains the following sub elements:

<faultcode>
REQUIRED element defined by SOAP. Value MUST be qualified with the SOAP namegpace.
MUST be “Client” for DCP specific errors. When MANDATORY header XML elements
within the SOAP header cannot be processed it,MUST be the SOAP fault|code
“MustUnderstand”.

<faultstring>
REQUIRED element defined by SOAP. MUSTbe “UPnPError” for DCP specific errors

<detail>
REQUIRED element defined by SOAPy, €ontains the following subelement:

<UPnPError>
REQUIRED elementyfor DCP specific errors. MAY be empty for other grrors.
Contains the following subelements:

<errorCode>
REQUIRED element defined by UDA. Code identifying what errof was
encountered. See Table 3-3, “UPnP Defined Action error codeg” for
values. Integer.

<errorDescription>
RECOMMENDED element defined by UDA. Short description] See
Table 3-3, “UPnP Defined Action error codes” for RECOMMENDED
values; other values MAY be used by vendors. Human-readable $tring.
RECOMMENDED < 256 characters.

The| following table (summarizes defined error types and the corresponding value for| the
<erfrorCode> and.<errorDescription> elements.

Table 3-3: — UPnP Defined Action error codes

ErrorCode errorDescription Description

401 Invalid Action No action by that name at this service.

402 Invalid Args Could be any of the following: not enough in args, args in the wrong
order, one or more in args are of the wrong data type.

403 (Do Not Use) (This code has been deprecated.)

501 Action Failed MAY be returned if current state of service prevents invoking that
action.

600 Argument Value Invalid | The argument value is invalid

601 Argument Value Out of | An argument value is less than the minimum or more than the

Range maximum value of the allowed value range, or is not in the allowed

value list.

602 Optional Action Not The requested action is optional and is not implemented by the device.

Implemented
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ErrorCode errorDescription Description
603 Out of Memory The device does not have sufficient memory available to complete the
action. This MAY be a temporary condition; the control point MAY
choose to retry the unmodified request again later and it MAY succeed
if memory is available.
604 Human Intervention The device has encountered an error condition which it cannot resolve
Required itself and required human intervention such as a reset or power cycle.
See the device display or documentation for further guidance.
605 String Argument Too A string argument is too long for the device to handle properly.
Long
606-63p4 Reserved These FrrorCodes are reserved for 1IPnP DeviceSecurity
613-699 TBD Common action errors. Defined by UPnP Forum Technical Commitjtee.
700-799 TBD Action-specific errors defined by UPnP Forum working committee
800-$99 TBD Action-specific errors for non-standard actions. Defined by UPnP
vendor.
3.2.p UPnP Error Schema
The|UPnP Error Schema defines the structures and data types used in"the body of UPnP ¢rror
megsages. As with the UPnP Device and Service Schemas, the UPnP, Error Schema is wrjtten
in XML syntax and according to the conventions of XML Schema¢(Part 1: Structures, Part 2:

Datatypes). clause B.4, “UPnP Error Schema” contains a listing~of this schema. The elem

it dg

For

exte
abo
elen

Sub
2.8,
XML
not

XML
uun)
conf

3.3

The
use
MU S

desired. Such<€explicit query actions MAY include multiple state variables, if desired. For

full

fines are used in error messages.

future extensibility and according to the requirementsiin clause 2.7, “Non-standard ve
nsions” and clause 2.8, “UPnP Device Schema’,xwhen processing XML like the lig
e, devices and control points MUST ignore:¢(a)’ any unknown elements and their
hents or content, and (b) any unknown attributes*and their values.

ect to the constraints defined in clause 2;7, “Non-standard vendor extensions” and cl3
“UPnP Device Schema”, control pointsiand devices MUST ignore any XML comment
processing instructions embedded_in UPnP device and service descriptions that the
Linderstand.

namespace prefixes do notxhdve to be the specific examples given above (e.g., “S
they can be any value that:ebeys the rules of the general XML namespace mechan
rol points MUST accept-responses that use other legal XML namespace prefixes.

Query for variabte

QueryStateVariable action has been deprecated by the UPnP Forum and MUST NO]
I by control points except in limited testing scenarios. Working committees and ven
bT explicitlydefine actions for querying of state variables for which this capabilit

Hefinition-of QueryStateVariable see the UPnP 1.0 specification.

ents

hdor
ting
sub

\use
s or
y do

or
ism;

I be
dors
y is
the



https://iecnorm.com/api/?name=4cab817b07b859803c40de19545faf9a

29341-1-1 © ISO/IEC:2011(E) — 75 —

3.4
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4 |[Eventing

Eventing is Step 4 in UPnP™ networking. Eventing comes after/addressing (Step 0) where
devices get a network address, after discovery (Step 1) where control points find interesting
device(s), and after description (Step 2) where control points learn about device capabilifies.
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ugh eventing, control points listen to state changes in~device(s). Control and eventing

evice(s).

r a control point has (1) discovered a devicevand (2) retrieved a description of the de
its services, the control point has the essentials for eventing. As clause 2, “Descrip
ains, a UPnP service description includes’ a list of actions the service responds to a
Df variables that model the state of the“service at run time. If one or more of these 5
hbles are evented, then the servicerpublishes updates when these variables change,
bntrol point MAY subscribe to-\receive this information. Two types of eventing

Cification where a control peint MAY subscribe to receive variable updates; and multi
hting where variables MAY~be defined as multicast events and can be additionally
UDP to any listening\device on the multicast event address. This form of eventin
ul when events which are not relevant to a specific UPnP interaction SHOULD
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m multiple other”controlled devices. Throughout this clause, publisher refers to
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nts (typically a control point, but MAY also be a controlled device).

Unicast eventing

ices.
are
ded

vice
ion”
nd a
tate
and
are

pborted by this specification:xunicast eventing as found in version 1.0 of the UPnP

cast
sent
gis

be
Nt to
the
n of
cast

I:igllrp 4-1- — Unjicast p\/pnting architecture



https://iecnorm.com/api/?name=4cab817b07b859803c40de19545faf9a

— 76 — 29341-1-1 © ISO/IEC:2011(E)

To

acceépted, the publisher responds with a duration fofs the subscription. To keep
subscription active, a subscriber MUST renew its subscCription before the subscription exp
n a subscriber no longer needs eventing from a-publisher, the subscriber SHOULD cajncel
ubscription. This clause explains subscriptioni renewal, and cancellation messagels in
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publisher notes changes to state variables by sending event messages. Event messages
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essed in XML. A special initial event' message is sent when a subscriber first subscripes;
event message contains the names and values for all evented variables and allowg the

subscriber to initialize its model of(the state of the service. To support scenarios with multiple
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ested action or because the state the service is modeling changed). This clause expl
ormat of event.messages in detail below.

e state variables MAY change value too rapidly for eventing to be useful. One alterng
filtes—of moderate, the number of event messages sent due to changes in a varia
e. Some state variables may contain values too large for eventing to be useful; for thi
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never send event messages 10 subscribers. To determine the current value for such

non-

evented variables, control points MUST poll the service explicitly, presuming that an action is
provided to obtain the value of the state variable. This clause explains how variable eventing
is described within a service description.

To send and receive subscription and event messages, control points and services use the
following subset of the overall UPnP protocol stack. (The overall UPnP protocol stack is listed
at the beginning of this document.)

Figure 4-2: — Unicast eventing protocol stack

‘lUPnP vendor [purple-italic]

!!UPnP Forum [red-italic]
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!!UPnP Device Architecture [green-bold]

‘lGENA [navy-bold]

[HTTP [black]

TCP [black]

|IP [black]

At the highest layer, subscription and event messages contain vendor-specific information like
URLs for subscription and duration of subscriptions or specific variable values. Moving down
the EKT—Y-ERE0 ortert—i Hpplemented—by—irfermation —a—EHRAP SFeHA—weHKINg
committee, like service identifiers or variable names. Messages from the layers above| are
hosted in UPnP-specific protocols, defined in this document. In turn, the above messageq are
deliyered via HTTP that has been extended using additional methods and header. fields. [The
HTT|P messages are delivered via TCP over IP. For reference, colors in [square brackets]
above indicate which protocol defines specific header fields in the subscription messgges
listed below.

The| remainder of this clause first explains subscription, including cdetails of subscription
megsages, renewal messages, and cancellation messages. Second; jt"explains in detail how
event messages are formatted and sent to control points, and{the initial event messgage.
Findlly, it explains the UPnP Device and Service Schemas as they*pertain to eventing.

The| generic requirements on HTTP usage in UPnP 1.1 (as-defined in clause 2.1, “Generic
requirements on HTTP usage” of this document) MUSTche followed by devices and coptrol
points that implement eventing.

Seryices that use evented complex datatypes MUST follow the requirements in clause |2.5,
“Sellvice description”.

4.1.1 Subscription
A s@rvice has eventing if and only if one.@r more of the state variables are evented.

If al service has eventing, it publishes event messages to interested subscribers. [The
publisher maintains a list of subsectibers, keeping for each subscriber the following information.

unigue subscription identifier
REQUIRED. MUST be unique'over the lifetime of the subscription, however long or short that may be. Generatgd by
bublisher in response to subscription message. RECOMMEND universally-unique identifiers to ensure unigueness. $ingle
URI.

delivgry URL for event méssages
REQUIRED. Provided by subscriber in subscription message. Single URL.

event key
REQUIRED. Key is 0 for initial event message. Key MUST be sequentially numbered for each subsequent event megsage;
bubscribers' can verify that no event messages have been lost if the subscriber has received sequentially numbered fevent
eys. MUST wrap from 4294967295 to 1 (32-bit unsigned decimal integer). Some implementations MAY include leadipg “0”
haraeters in the event key, which MUST be ignored.

subscription duration

REQUIRED. Amount of time, or duration until subscription expires. Single integer, preceded in subscription messages by
the keyword “Second-" (no spaces). UPnP 1.0 defines the use of the keyword infinite instead of an integer. This keyword
is deprecated in UPnP 1.1 (it leads to problems if control points disappear without unsubscribing and is hardly used): UPnP
1.1 control points MUST NOT subscribe using keyword infinite, UPnP 1.1 devices MUST NOT set actual subscription
durations to “infinite”. The presence of infinite in a request MUST be silently ignored by a UPnP 1.1 device (the presence
of infinite is handled by the device as if the TIMEOUT header field in a request was not present) . The keyword infinite
MUST NOT be returned by a UPnP 1.1 device.

HTTP version supported by the subscriber
REQUIRED if the publisher supports chunked encoding of event natification messages, so that chunked messages are not
sent to subscribers that do not support them.

A multi-homed publisher MUST also maintain information on the UPnP-enabled interface on which each subscription message
was received. The same interface MUST be used when publishing event messages to the corresponding subscriber.
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The publisher SHOULD accept as many subscriptions as it can reasonably maintain, taking
into account that the number of event messages that need to be delivered per event, which
increases linearly with the number of subscriptions.

The list of subscribers is updated via subscription, renewal, and cancellation messages
explained immediately below and event messages explained later in this clause.

To subscribe to eventing for a service, a subscriber sends a subscription message containing
a URL for the publisher, a service identifier for the publisher, and a delivery URL for event
messages. The subscription message MAY also include a requested duration for the
subscrlpuon The URL and service |dent|f|er for the pubhsher come from a descr|pt|on
message- As—ctatse 4, ucculpuuu c:/\plallla, [} ucoulpuuu mreSSaygt™ contatns—a—device
desgription. A device description contains (among other things), for each service, an evernting
URL (obtained from the eventSubURL element) and a service identifier (in the (Setviceld
element); these correspond to the URL and service identifier for the publisher, respectively. If
eventSubURL is an absolute URL, the fully qualified event subscription ,URL is|the
eventSubURL. If eventSubURL is a relative URL, the fully qualified event subscription URL is
the URL resolved from eventSubURL in accordance with clause 5 of RFC;3986, using efther
the [URLBase element, if specified, or the URL from which the deviCe description |was
retr;rved as the base URL. If the eventSubURL is empty, no subscriptions are possible.|The

fully] qualified event subscription URL for the publisher MUST be unigue to a particular senvice
withiin this device. A multi-homed control point that sends the.subscription message on a
partjcular UPnP-enabled interface MUST use the fully qualified eventing URL from| the
desgription document received on that UPnP-enabled interface. The delivery URL contajned
in tHe subscription message MUST be reachable on that interface.

The| subscription message is a request to receive-all event messages. No mechanism is
provided to subscribe to event messages on a varigble-by-variable basis. A subscriber is gent
all avent messages from the service. This is onge factor to be considered when designing a
seryice.

If the subscription is accepted, the publisher responds with a unique identifier for [this
subscription and a duration for this subseription. A duration SHOULD be chosen that mat¢hes
asslimptions about how frequently cantrol points are removed from the network; if control
poirts are removed every few minutes, then the duration SHOULD be similarly short, alloying
a publisher to rapidly deprecate aby expired subscribers; if control points are expected tp be
semi-permanent, then the duration SHOULD be very long, minimizing the processing |and
traffjc associated with renewing subscriptions.

As s$oon as possible after the subscription is accepted, the publisher also sends the firsf, or
initial event message to the subscriber. This message includes the names and current vajlues
for all evented variables. (The data type and range for each variable is described in a senvice
desgription. Clause' 2, “Description” explains this in more detail.) This initial event message is
always sent, €ven if the control point unsubscribes before it is delivered. The device MUST
insure that the control point has received the response to the subscription request bgfore
sengling the" initial event message, to insure that the control point has received the (SID
(sullseription ID) and can thereby correlate the event message to the subscription.

To keep the subscription active, a subscriber MUST renew its subscription before the
subscription expires by sending a renewal message. The renewal message is sent to the
same URL as the subscription message, but the renewal message does not include a delivery
URL for event messages; instead the renewal message includes the subscription identifier.
The response for a renewal message is the same as one for a subscription message.

If a subscription expires, the subscription identifier becomes invalid, and the publisher stops
sending event messages to the subscriber and can clean up its list of subscribers. If the
subscriber tries to send any message other than a subscription message, the publisher MUST
reject the message because the subscription identifier is invalid.

When a subscriber no longer needs eventing from a particular service, the subscriber
SHOULD cancel its subscription. Canceling a subscription generally reduces service, control
point, and network load. If a subscriber is removed abruptly from the network, it might be
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impossible to send a cancellation message. As a fallback, the subscription will eventually
expire on its own unless renewed.

It is strongly RECOMMENDED that subscribers monitor discovery messages from the
publisher. If the publisher cancels its advertisements or if the value of the
BOOTID.UPNP.ORG is increased without a prior ssdp:update message with a matching
NEXTBOOTID.UPNP.ORG field value, subscribers MUST assume that their subscriptions
have been cancelled.

Below is an explanation of the specific format of requests, responses, and errors for
subscription, renewal, and cancellation messages.

4.1.p SUBSCRIBE with NT and CALLBACK

For [each service in a device, a description message contains an event subscription URL
(obtpined from the eventSubURL sub element of service element in the device description)
and| the UPnP service identifier (serviceld sub element in service element in device
desgription). To subscribe to eventing for a particular service, a subscription.message is pent
to that service's fully qualified event subscription URL. If eventSubURL Ais>an absolute YRL,
the fully qualified event subscription URL is the eventSubURL. Otherwisey if eventSubURL is
a relative URL, the fully qualified event subscription URL is the URL resolved from
eventSubURL in accordance with clause 5 of RFC 3986, using either.the URLBase element, if
spet¢ified, or the URL from which the device description was retrieved as the base URL. |The
megsage contains that service's identifier as well as a delivery) URL for event messageg. A
mulfi-homed control point that sends the subscription message on a particular UPnP-enapled
intefface MUST use the fully qualified eventing URL from{the description document recejved
on that interface. The delivery URL contained in ¢thé” subscription message MUST| be
reaghable on that interface. A subscription message MAY also include a requepted
subscription duration.

To pubscribe to eventing for a service, a subscriber MUST send a request with method
SUBSCRIBE and NT and CALLBACK headet/fields in the following format. Values in italics
are placeholders for actual values.

SUBSCRIBE publisher path HTTP/1.T1

HOST: publisher host:publisher port

USER-AGENT: OS/version UPnP/£1.1" product/version
CALLBACK: <delivery URL>

T: upnp:event

IMEOUT: Second-requested” subscription duration
(No|body for request“with method SUBSCRIBE, but note that the message MUST haye a
blank line followinhg.the last HTTP header field.)

List¢d below are details for the request line and header fields appearing in the listing abpve.
Fiell names.are not case sensitive. All field values are case sensitive except where noted

Reqluest line

SUBSCRIBE
Method to initiate or renew a subscription.

publisher path
Path component of the fully qualified event subscription URL. Single, absolute path (see also RFC 2616, clause 3.2.2).

HTTP/1.1
The version supported by the control point. (Note: the control point MUST implement all MANDATORY components of the

version specified). MAY be any HTTP version that is backwards compatible to HTTP/1.0 (like HTTP/1.1).

Header fields

HOST
REQUIRED. Field value contains domain name or IP address and optional port components of the fully qualified event
subscription URL. If the port is missing or empty, port 80 is assumed.

USER-AGENT
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OPTIONAL. Specified by UPnP vendor. String. Field value MUST begin with the following “product tokens” (defin
HTTP/1.1). The first product token identifes the operating system in the form OS name/OS version, the second
represents the UPnP version and MUST be UPnP/1.1, and the third token identifes the product using the

1(E)

ed by
token
form

product name/product version. For example, “USER-AGENT: unix/5.1 UPnP/1.1 MyProduct/1.0". Control points MUST be
prepared to accept a higher minor version number of the UPnP version than the control point itself implements. For
example, control points implementing UDA version 1.0 will be able to interoperate with devices implementing

UDA version 1.1. See clause 2.5, “Service description”.

CALLBACK

REQUIRED. Field value contains location to send event messages to. Defined by UPnP vendor. If there is more thal

n one

URL, when the service sends events, it will try these URLs in order until one succeeds. One or more URLs each enclosed
by angle brackets (“<” and “>"). Each URL MUST be an HTTP over TCP URL (prefixed by “http://"). The device MUST NOT
truncate this URL in any way; if insufficient memory is available to store the entire CALLBACK URL, the device MUST

eject the subscription. At least one of the delivery URLs MUST be reachable by the device.

NT

REQUIRED. Field value contains Notification Type. MUST be upnp:event.
SID

No SID header field is used to subscribe.)
TIMEPQUT

RECOMMENDED. Field value contains requested duration until subscription expires. Consists) of the keyword Se
ollowed (without an intervening space) by an integer. UPnP 1.0 defined that the integer can-be replaced by the ke
nfinite. This has been deprecated in UPnP 1.1: UPnP 1.1 control points MUST NOT subscribe using keyword infinit

If there are enough resources to maintain the subscription, the pdblisher SHOULD acce

To

hccept the subscription, the publisher assigns a unique(identifier for the subscrip

assigns a duration for the subscription, and sends an initial event message (explaineg
detgil later in this clause). To accept a subscription réguest, a publisher MUST ser
resgonse in the following format within 30 seconds, including expected transmission tim
mulfi-homed publisher MUST send the response omthe same UPnP-enabled interfacq
whi¢h the subscription message was received. Valugs in italics are placeholders for ag
values.

(No

HTTP/1.1 200 OK

DATE: when response was generated

BEERVER: 0S/version UPnP/1.1 product/yersion
5ID: uuid:subscription-UUID
CONTENT-LENGTH: 0

IMEOUT: Second-actual subscription duration

body for response to‘a’request with method SUBSCRIBE, but note that the mesq

MUS$T have a blank linesfollowing the last HTTP header field.)

If the device sends-the response over HTTP/1.0 without setting the KeepAlive token, or
HTTP/1.1 with the €ONNECTION: close header field, the device MUST insure that the

FIN

flag is sent\BEFORE sending the initial event message. In all other cases, (unless

resgonse is chunked), a CONTENT-LENGTH MUST be specified, (and set to 0), prid

sen

List
cas

ling thesmitial event.

ond-
yword
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not

bd \below are details for header fields appearing in the listing above. Field names arg

sensitive Al fietd vatues are tase sernsitive except where moted:

Response line

HTTP/1.1

The highest version supported by the origin server that is compatible with the control point that issued the request.

For example, if the control point specified support for HTTP/1.0 in the request, the response MUST contain HTTP/1.0.

200 OK

HTTP defined status code indicating that no HTTP errors were detected..

Header fields

DATE
RECOMMENDED. Field value contains date when the response was generated. “rfc1123-date” as defined in RFC 2616.

SERVER
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SID

TIM

REQUIRED. Specified by UPnP vendor. String. Field value MUST begin with the following “product tokens” (defin
HTTP/1.1). The first product token identifes the operating system in the form OS name/OS version, the second
represents the UPnP version and MUST be UPnP/1.1, and the third token identifes the product using the

ed by
token
form

product name/product version. For example, “SERVER: unix/5.1 UPnP/1.1 MyProduct/1.0". Control points MUST be
prepared to accept a higher minor version number of the UPnP version than the control point itself implements. For
example, control points implementing UDA version 1.0 will be able to interoperate with devices implementing

UDA version 1.1.

REQUIRED. Field value contains Subscription Identifier. MUST be universally unique. MUST begin with uuid:. Defin
UPnP vendor. See clause 1.1.4, “UUID format and RECOMMENDED generation algorithms” for the MANDATORY
format.

UT

ed by
UuID

CON

If a

request, the publisher MUST send a response with one of the following errars. The respq
MUS$T be sent within 30 seconds, including expected transmission time.

REQUIRED. Field value contains actual duration until subscription expires. Keyword “Second-" followed by an integ
pace). SHOULD be greater than or equal to 1800 seconds (30 minutes).
FENT-LENGTH

publisher cannot accept the subscription, or if there is an error with, the subscrif

Table 4-4: — HTTP Status Codes indicating a Subscription Error

REQUIRED if TCP FIN flag cannot be guaranteed to be sent before the initial event is sent. MUST have field ‘value “Of.

Br (no

tion
nse

ErrforCode errorDescription Déstription

400 Incompatible header An SID header field and one of NT or CALLBACK header fields are
fields present.

412 Precondition Failed CALLBACK header field\is missing or does not contain a valid HTTP URL;

or the NT header field/does not equal upnp:event.

5xx Unable to accept If the publishers.unable to accept a renewal, it MUST respond with an
renewal appropriate 500sseries HTTP status code.

Other errors, including other HTTP status.;€odes, MAY be returned by layers in the protpcol

stadk below the UPnP protocols. Consult.documentation on those protocols for details.

4.1.

To renew a subscription to eventing for a particular service, a renewal message is sent to
serfice's fully qualified event subscription URL (See clause 4.1.2, “SUBSCRIBE with NT
CALLBACK?"). However, unlike an initial subscription message, a renewal message does

con

megsage contains the\‘subscription identifier assigned by the publisher, providing
mbiguous reference to the subscription to be renewed. Like a subscription message, a
rengwal message MAY also include a requested subscription duration. A multi-homed co
point MUST sengd\the renewal message using the same pair of UPnP-enabled interfaces |
for the initial-sdbscription.

una

The

megsages use a disjoint set of header fields; renewal uses SID and subscription uses NT

CAl

3 Renewing a subscription with SUBSCRIBE with SID

ain either the service's identifier nor a delivery URL for event messages. Instead,

renewal message uses the same method as the subscription message, but the

that
and
not
the
an

htrol
sed

two
and

LBACK A message that includes SID and either of NT or CALLBACK header fields i

5 an

error.

To renew a subscription to eventing for a service, a subscriber MUST send a request with
method SUBSCRIBE and SID header field in the following format. Values in italics are
placeholders for actual values.

SUBSCRIBE publisher path HTTP/1.1

HOST: publisher host:publisher port

SID: uuid:subscription UUID

TIMEOUT: Second-requested subscription duration

(No body for method with request SUBSCRIBE, but note that the message MUST have a
blank line following the last HTTP header field.)
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Listed below are details for the request line and header fields appearing in the listing above.
Field names are not case sensitive. All field values are case sensitive except where noted.

Req

uest line

SUBSCRIBE
Method to initiate or renew a subscription.

publisher path
Path component of the fully qualified event subscription URL. Single, absolute path (see also RFC 2616, clause 3.2.2).

HTTP/1.1

The version supported by the control point. (Note: the control point MUST implement all MANDATORY components of the
ersion specified). MAY be any HTTP version that is backwards compatible to HTTP/1.0 (like HTTP/1.1)
Header fields
HOST
REQUIRED. Field value contains domain name or IP address and optional port components_of,fully qualified fevent
Eubscription URL. If the port is missing or empty, port 80 is assumed.
CALLUBACK
No CALLBACK header field is used to renew an event subscription.)
NT
No NT header field is used to renew an event subscription.)
SID
REQUIRED. Field value contains Subscription Identifier. MUST be the ‘subscription identifier assigned by publisher in
esponse to subscription request. MUST be universally unique. MUST ‘begin with uuid:. Defined by UPnP vendorl See
lause 1.1.4, “UUID format and RECOMMENDED generation algorithimis for the MANDATORY UUID format.
TIMEPUT
RECOMMENDED. Field value contains requested duration.until subscription expires. Keyword Second- followed py an
nteger (no space). UPnP 1.0 defined that the integer can*he-replaced by the keyword infinite. This has been deprecated
n UPNP 1.1: UPnP 1.1 control points MUST NOT subscribe using keyword infinite. See reference above.
To gccept a renewal, the publisher reassigns a duration for the subscription and MUST sepd a
resgonse in the same format and with-the same conditions as a response to a request for a
new| subscription, except that the initiahevent message is not sent again.
If a [publisher cannot accept the renewal, or if there is an error with the renewal request] the
publisher MUST send a response with one of the following errors. The response MUST be
senf{ within 30 seconds, including expected transmission time.
Table 4-5:«=<"HTTP Status Codes indicating a Resubscription Error
ErforCode errerDescription Description
400 hcompatible header An SID header field and one of NT or CALLBACK header fields are
fields present.
412 Precondition Failed An SID does not correspond to a known, un-expired subscription;
or the SID header field is missing or empty.
5xX Unable to accept If the publisher is unabhle to accept a renewal it MUST respond wlith an
renewal appropriate 500-series HTTP status code.

Other errors, including other HTTP status codes, MAY be returned by layers in the protocol
stack below the UPnP protocols. Consult documentation on those protocols for details.

4.1.4 Canceling a subscription with UNSUBSCRIBE

When eventing is no longer needed from a particular service, a cancellation message
SHOULD be sent to that service's fully qualified event subscription URL (see clause 4.1.2,
“SUBSCRIBE with NT and CALLBACK?”). The message contains the subscription identifier. A
multi-homed control point MUST send the cancellation message using the same pair of UPnP-
enabled interfaces used for the initial subscription. Canceling a subscription generally
reduces service, control point, and network load. If a control point is removed abruptly from
the network, it might be impossible to send a cancellation message. As a fallback, the
subscription will eventually expire on its own unless renewed.
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To explicitly cancel a subscription to eventing for a service, a subscriber MUST send a
request with method UNSUBSCRIBE in the following format. Values in italics are placeholders
for actual values.

UNSUBSCRIBE publisher path HTTP/1.1
HOST: publisher host:publisher port
SID: uuid:subscription UUID

(No body for request with method UNSUBSCRIBE, but note that the message MUST have a
blank line following the last HTTP header field.)

Listed below are details for the request line and header fields appearing in the listing abpve.
Field names are not case sensitive. All field values are case sensitive except where neted

Request line

UNSYBSCRIBE
Method to cancel a subscription.

publigher path
Path component of the fully qualified event subscription URL. Single, absolute path (see-also’RFC 2616, clause 3.2.2}.

HTTH/1.1
'he version supported by the control point. (Note: the control point MUST implement all MANDATORY components of the
ersion specified). MAY be any HTTP version that is backwards compatible te HTTP/1.0 (like HTTP/1.1)

Header fields

HOST
REQUIRED. Field value contains domain name or IP address, and optional port components of fully qualified [event
bubscription URL. If the port is missing or empty, port 80 is assumed.

CALUBACK
No CALLBACK header field is used to cancel an event Subscription.)

NT
No NT header field is used to cancel an event subscription.)

SID
REQUIRED. Field value contains_ Sufiscription Identifier. MUST be the subscription identifier assigned by publisher in
esponse to subscription request."Must be universally unique. Must begin with uuid:. Defined by UPnP vendor. See glause
.1.4, “UUID format and RECOMMENDED generation algorithms” for the MANDATORY UUID format.

TIMEQUT
No TIMEOUT header field'is used to cancel an event subscription.)

To gancel a subscription, a publisher MUST send a response in the following format withip 30
seconds, including expected transmission time.

HTTP/1 1 200 OK

Response line

HTTP/1.1
The highest version supported by the origin server that is compatible with the control point that issued the request.

For example, if the control point specified support for HTTP/1.0 in the request, the response MUST contain HTTP/1.0.

200 OK
HTTP defined status code indicating that no HTTP errors were detected.

If there is an error with the cancellation request, the publisher MUST send a response with
one of the following errors. The response MUST be sent within 30 seconds, including
expected transmission time.

Table 4-6: — HTTP Status Codes indicating a Cancel Subscription Error

ErrorCode errorDescription Description
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ErrorCode errorDescription Description
400 Incompatible header An SID header field and one of NT or CALLBACK header fields are
fields present.
412 Precondition Failed An SID does not correspond to a known, un-expired subscription;
or the SID header field is missing or empty.

Other errors, including other HTTP status codes, MAY be returned by layers in the protocol

stack below the UPnP protocols. Consult documentation on those protocols for details.

4.2

The

Multicast Eventing
I:ignrn 4-3: — Multicast n\/nnfing architecture
multicast
| control point 4 Multicast event root device
| | control point 3 A multicast C) 72
control point 2 . ¢
P Multicast event event 0
control point 1 v .
service
Multicast event
Multicast event
device
service
| E iR s Multicast event
| root device 3 NS
| root device 2 t
) Multicast event
root device 1
Multicast event
Multicast event
pub”ohcf MAY—FRote \,hangco to—state—vatriables by ocnding rHteastevert—messa

es.

Multicast event messages contain the names of one or more state variables and the current
value of those variables, expressed in XML. To send and receive multicast event messages,
control points and services use the following subset of the overall UPnP protocol stack. (The
overall UPnP protocol stack is listed at the beginning of this document.)
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Figure 4-4: — Mulitcast eventing protocol stack

‘lUPnP vendor [purple-italic]

!!UPnP Forum [red-italic]

!!UPnP Device Architecture [green-bold]

‘lMuIticast Eventing [navy-bold]

‘lUDP [black]

|ip [black]

At Jhe highest layer, multicast event messages contain vendor-specific information'|like
vengor-specific state variable or specific variable values. Moving down the stack, vepdor
confent is supplemented by information from a UPnP Forum working committee} such as
serice identifiers or variable names. Messages from the layers above are hested in URnP-
spetific protocols to transport events in a similar format to unicast UPnP events, but over a
mulficast address where subscriptionless eventing fits the desired usage\xThese messages
are |based on the HTTP protocol header and body format, but areCpet HTTP compliant
because they are defined over UDP sockets. Throughout this clause, the same formatting(and
extgnsion rules for SSDP as set forth in clause 1.1.2, “SSDP message header fields” |and
clause 1.1.3, “SSDP header field extensions” are used to give HTTP-like header field
formatting. In addition, services that use evented compleX )datatypes MUST follow| the
requirements in clause 2.5, “Service description”. Lastly;’ like SSDP, to limit netyork
congestion, the time-to-live (TTL) of each IP packet forleach multicast message SHOULD
defdult to 2 and SHOULD be configurable. This SHOULD be the same value as that usdd in
SSOP. When the TTL is greater than 1, it is possible for multicast messages to traverse
mulliple routers; therefore control points and devices using non-AutolP addresses MUST gend
an IIGMP Join message so that routers will forward multicast messages to them (this ig not
nece¢ssary when using an Auto-IP address since packets with Auto-IP addresses will ngt be
forwarded by routers).

Mulficast eventing is inherently unreliable since it is based on UDP. In addition, there will pe a
greater possibility of message loss.with greater packet size. To increase the probabilify of
sucgessful transmission, each message MAY be retransmitted one or more times. Therefore,
UPrP working committees MUST specify the event size and event retransmission rules,
based on their need for reliability.

4.3 | Event messages

A service publisheschanges to certain state variables by sending event messages. These
megsages contain(the names of one or more state variables and the current value of those
varigbles. Eventi\umessages MUST be sent in a timely manner so that subscribers|are
acclirately informed about the state of the service and can provide a responsive user interface.
If th‘te value(of more than one variable is changing at the same time, the publisher SHOULD
bunglle thése changes into a single event message to reduce processing and network traffic.

As ¢xplained above, an initial event message is sent when a subscriber first subscribes;|this
event message contains the names and values for all evented variables and allows the
subscriber to initialize its model of the state of the service. This message SHOULD be sent as
soon as possible after the publisher accepts a subscription. This message MUST be sent,
even if the control point unsubscribes before the message is delivered. Subscription does not
cause multicast event messages.

Multicast event messages are constrained to being transported in a single UDP payload. This
consideration is important when identifying variables that are to be multicast. If the cumulative
size of the variables that are eligible for being sent by multicast exceeds the UDP packet’s
capacity, it may be necessary to send multiple, distinct multicast events.

Both unicast and multicast event messages are tagged with an event key. In unicast eventing,
a separate event key MUST be maintained by the publisher for each subscription to facilitate
error detection (as explained below). The event key for a subscription is initialized to 0 when
the publisher sends the initial event message. For each subsequent event message, the


https://iecnorm.com/api/?name=4cab817b07b859803c40de19545faf9a

— 86 — 29341-1-1 © ISO/IEC:2011(E)

publisher increments (by one) the event key for a subscription, and includes that updated key
in the event message. The event key for multicast events is also initialized to 0 when the
publisher sends the initial event message. For each subsequent multicast event message, the
publisher increments (by one) the event key for the multicast events, and includes that
updated key in the event message. Any implementation of event keys MUST handle overflow
and wrap the event key from 4294967295 back to 1 (not 0). Unicast subscribers and multicast
receivers MUST also handle this special case when the next event key is not an increment of
the previous key. The key MUST be implemented as a 4 Byte (32 bit) unsigned integer.

All UPnP event messages MUST be encoded using UTF-8.

4.3.]. EIIUI CGDCD

For [unicast eventing, the publisher MUST send all event messages to the subscriber_tnti| the
subscription expires even when the subscriber fails to respond. When a subscriber |has
mis$ed one or more event messages, the subscriber MAY synchronize with ithe device's
evented state by unsubscribing and re-subscribing. By doing so, the subscriber will get a jnew
subscription identifier, a new initial event message, and a new event key.

For multicast eventing, since UDP is inherently unreliable, retransmission -of a multicast epent
megsage (using the same SEQ field value) can increase the reliability. The receiver MUST
intefpret the same SEQ field value from separate multicast event_messages from a spme
serfice (identified by USN field value) as being the exactly theisame message sent multiple
timgs and MUST therefore ignore such duplicates. Some state)variables may change vplue
too [rapidly for some environments, for example enterprisés. Working committees MUST
spe¢ify traffic constraints for the DCP given these cencerns and guidelines. Working
committees SHOULD consider both the interval for trarismission of multicast events per epent
typq (LVL:) and the retransmission rules for particulat event instances.

4.3.p Unicast eventing: Event messages: NOTIFY

To gend an event message, a publisher MUST send a request with method NOTIFY usind the
follgwing format. The following two examples illustrate an event message using| the
CONTENT-LENGTH header and an event message using chunked encoding. Values in italics
are placeholders for actual values.

Event messages sent to different‘subscribers that have the same sequence number MUST
confain the same content except for the HOST header field. A multi-homed device MUST
seng@l the event message using-the same pair of UPnP-enabled interfaces used for the initial
subscription.

Note: XML namespaee-prefixes do not have to be the specific examples shown below (¢.g.,
“s” pr “u”); they can~be any value that obeys the rules of the general XML namespace
medhanism; control points MUST accept event messages that use other legal XKML
namespace prefixes.

Event message using the CONTENT-LENGTH header — Valid with HTTP/1.0 or HTTP/1.1

OTIEY delivery path HTTP/1.0

HOST: delivery host:delivery port
CONTENT-TYPE: text/xml; charset="utf-8"
NT: upnp:event

NTS: upnp:propchange
SID: uuid:subscription-UUID

SEQ: event key
CONTENT-LENGTH: bytes in body

<?xml version="1.0"7?>
<e:propertyset xmlns:e="urn:schemas-upnp-org:event-1-0">

<e:property>
<variableName>new value</variableName>

</e:property>
Other variable names and values (if any) go here.

</e:propertyset>
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Event message using chunked encoding — Valid with HTTP 1.1 only

NOTIFY delivery path HTTP/1.1

HOST: delivery host:delivery port
CONTENT-TYPE: text/xml; charset="utf-8"
NT: upnp:event

NTS: upnp:propchange

SID: uuid:subscription-UUID
TRANSFER-ENCODING: '*chunked""

SEQ: event key

Length of chunk 1 in hexadecimal notation

H T atlle!

List
the

2 | =ty
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Ke:propertyset xmlns:e="urn:schemas-upnp-org:event-1-0">

<e:property>
<variableName>new value</variableName>

</e:property>
Other variable names and values (if any) go here.

K/e:propertyset>
D

bd below are details for the request line, header fields, and body elements appearin

except where noted. All body elements and attributes are case sensitive; body values are

cass
exa
mog
pro
mes

Req

NOTI

delivg

HTTR

Header fields

HOS]

ACCH

listing above. Field names are not case sensitive. All field, values are case sens|

b sensitive except where noted. Except where noted, REQUIRED elements MUST o
Ctly once (no duplicates), and RECOMMENDED or OPTIONAL elements MAY occl
t once. In particular, a single propertyset element MUST NOT include more than
perty element that specifies the same variableName“element; separate event notificg
sages MUST be used.

uest line

FY
Method to notify client about event.

ry path
Path component of delivery URL (CALLBACK header field in subscription message). Destination for event message. S
hbsolute path (see also RFC 2616). MUST be from one of the URLs contained in the CALLBACK header field,
runcation or modification.

/1.1
Highest HTTP version supported by the device. (Note: chunked encoding MUST NOT be used if the control point su
bnly HTTP 1.0).

REQUIRED. Field\value contains domain name or IP address and optional port components of delivery URL (CALY
header field insubscription message). If the port is missing or empty, port 80 is assumed.

FPT-LANGUAGE
No ACCEPT-LANGUAGE header field is used in event messages.)

g in
itive
not
ccur
r at
one
1tion

ingle,
ithout

ports

BACK

CON

ENT-LENGTH

REQUIRED if Origin Server does not close the session after sending the response AND Origin Server does not send the
response using chunked encoding.

PROHIBITED if Origin Server sends the response using chunked encoding. OPTIONAL otherwise.

Field value specifies the length of the body in bytes. Integer.

TRANSFER-ENCODING
OPTIONAL for HTTP/1.1 and above. Field value specifies whether the response is chunked encoded by having field value
“chunked” (in the example above the body is sent in a single chunk). MUST NOT be specified if CONTENT-LENGTH
header field is present.

CONTENT-TYPE
REQUIRED. Field value MUST be “text/xml; charset="utf-8" "

NT

REQUIRED. Field value contains Notification Type. MUST be upnp:event.
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NTS
REQUIRED. Field value contains Notification Sub Type. MUST be upnp:propchange.

SID
REQUIRED. Field value contains Subscription Identifier. MUST be universally unique. MUST begin with uuid:. Defined by
UPnP vendor. See clause 1.1.4, “UUID format and RECOMMENDED generation algorithms” for the MANDATORY UUID
format.

SEQ
REQUIRED. Field value contains Event Key. MUST be 0 for initial event message. MUST be incremented by 1 for each
event message sent to a particular subscriber. To prevent overflow, MUST be wrapped from 4294967295 to 1. 32-bit
unsigned value represented as a single decimal integer without leading zeroes (some implementations MAY include
leading zeroes, which SHOULD be ignored by the recipient).

Body

<propertyset>
REQUIRED. xmlIns namespace attribute MUST be urn:schemas-upnp-org:event-1-0. Contains the following/sub element:

<property>
REQUIRED. Repeat once for each variable name and value in the event message. MUST be qualified iy the
namespace prefix defined in the xmIns attribute of the <propertyset> element, Contains the following sub
element:

<variableName>
REQUIRED. Element is name of a state variable that changed (<name> sub element of
<stateVariable> element in service description). MUST NO¥ be qualified with any namegpace.
Value is the new value for this state variable. Case sensitive.) Single data type as specified by UPnP
service description.

For [future extensibility and according to the requirementsqinh clause 2.7, “Non-standard vepdor
extgnsions” and clause 2.8, “UPnP Device Schema’{when processing XML like the ligting
above, devices and control points MUST ignore: (&))any unknown elements and their|sub
elements or content, and (b) any unknown attributes and their values. Note that when
subscribing to eventing with a service that is of a\higher version than what is supported by the
confrol point, event notifications MAY be sent by the service to the control point contaiping
statg variable names that are not recognized by the control point. The control point SHOULD
disciard and ignore such unrecognized state“variables within event notification messages.

When the new value of any variable,’contains one or more characters reserved as mafkup
(sugh as ampersand (“&”") or less.than (“<™)), the text MUST be escaped in accordance |with
the provisions of clause 2.4 of\the XML specification and each such character replaced |with
the jequivalent numeric representation or string (such as “&amp;” or “&lt;”). Such charagters
appearing in URLs that appear as values MAY also be percent-encoded in accordance |with
the URL percent-encoding rules specified in clauses 2.1 and 2.4 of RFC 3986.

On |a multi-homed~device, all fully-qualified URLs contained in event body that refdr to
resqurces on the device MUST be reachable on the UPnP-enabled interface on which| the
evefnt messageis‘sent.

Subject to-the constraints defined in clause 2.7, “Non-standard vendor extensions” and clause
2.8,|“URNnP Device Schema”, control points and devices MUST ignhore any XML commenf{s or
XMLU processing instructions embedded in UPnP event messages that they do not understand.
Notethatbecause HT TP 1T =atows useof chunked—encoding, some devices MAY—send the
event notification using chunked encoding if the SUBSCRIBE request specified HTTP 1.1. It is
therefore RECOMMENDED that all implementations that include HTTP 1.1 in the SUBSCRIBE
request support receiving chunked encoding.

To acknowledge receipt of this event message, a subscriber MUST respond within 30
seconds, including expected transmission time. A multi-homed subscriber MUST send the
response using the same pair of UPnP-enabled interfaces used for the event message. If a
subscriber does not respond within 30 seconds, or if the publisher is unable to connect to the
subscription URL, the publisher SHOULD abandon sending this message to the subscriber
but MUST keep the subscription active and send future event messages to the subscriber
until the subscription expires or is cancelled. The subscriber MUST send a response in the
following format.
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HTTP/1.1 200 OK

Response line

HTTP/1.1
Highest HTTP version supported by the control point that is compatible with the device that sent the event message.

200 OK
HTTP defined status code indicating that no HTTP errors were detected.

(No body for a request with method NOTIFY, but note that the message MUST have a blank

I' fallawaino 1 ] + LITTD Adar ficld
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If adevice sends an event to a control point using HTTP/1.0 without the KeepAlive token| the
confrol point MUST close the socket after responding. If a device sends an event tg,a coptrol
point using HTTP/1.1 and sets the Connection:CLOSE token, the control point MUST close
the pocket after responding.

If there is an error with the event message, the subscriber MUST respond with one off the
follgwing errors. The response MUST be sent within 30 seconds;) including experted
trangmission time.

Table 4-7: — HTTP Status Codes indicating a\Notify Error

ErrforCode errorDescription Deéscription

400 Bad request The NT or NTS header field is missing;
or the request is malformed.

412 Precondition Failed An SID does not correspond to a known, un-expired subscription;
or the NT headenfield does not equal upnp:event;

or the NTS header field does not equal upnp:propchange;

or the SID header field is missing or empty.

Other errors, including other HTTP status ‘eodes, MAY be returned by layers in the protpcol
stadk below the UPnP protocols. Consujt‘documentation on those protocols for details.

4.3.8 Multicast Eventing: Event,messages: NOTIFY

To gend a multicast event message, a publisher MUST send a message with method NOTIFY
using the following format,“\TFhe following example illustrates an event message using| the
CONTENT-LENGTH header~ Values in italics are placeholders for actual values.

A multi-homed publisher MUST multicast the event message on each of its UPnP-enabled
inteffaces. Event messages sent on different UPnP-enabled interfaces that have the same
seqlience numbher MUST contain the same content except for possibly the HOST header field
and| any fullysgualified URLs contained in the event body. The HOST header field of an
advertisementy 'MUST be the standard multicast eventing address specified for the protocol
(IPv4 or IRv6) used on the interface. All fully-qualified URLs contained in the event body|that
refef to resources on the device MUST be reachable on the UPnP-enabled interface on which
the pvent message is sent.

Note: XML namespace prefixes do not have to be the specific example shown below (e.g., “s”
or “u"); they can be any value that obeys the rules of the general XML namespace mechanism;
control points MUST accept event messages that use other legal XML namespace prefixes.

Multicast event message using the CONTENT-LENGTH header — Valid with HTTP/1.0 or
HTTP/1.1
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NOTIFY * HTTP/1.0

HOST: 239.255.255.246:7900 *** note the port number is different than SSDP ***
CONTENT-TYPE: text/xml; charset="utf-8"

USN: Unique Service Name for the publisher

SVCID: ServicelD from SCPD

NT: upnp:event

NTS: upnp:propchange
SEQ: monotonically increasing sequence count

LVL: event importance
BOOTID.UPNP.ORG: number increased each time device sends an initial announce or update

message

List
the

CONTENT-LENGTH: bytes in body <?xml version="1.0"?>
<e:propertyset xmlns:e="urn:schemas-upnp-org:event-1-0">

1(E)

ST Propertys
<variableName>new value</variableName>

</e:property>
<l-- Other variable names and values (if any) go here. -->

K/e:propertyset>

bd below are details for the request line, header fields, and body elements appearin
listing above. Field names are not case sensitive. All field value§-are case sens|

except where noted. All body elements and attributes are case sensitive;y body values arg
cas¢ sensitive except where noted. Except where noted, REQUIRED elements MUST o

exa

Ctly once (no duplicates), and RECOMMENDED or OPTIONAL elements MAY occl

mogt once. In particular, a single propertyset element MUSTNOT include more than

pro

perty element that specifies the same variableName element; separate event notificg

megsages MUST be used.

Request line
MUST be “NOTIFY * HTTP/1.1”

Header fields

HOS]

CON

CON

USN

REQUIRED. Field value MUST be 239.255.255.246:7900. Please note that port number 7900 is different from
bort number 1900.

FENT-LENGTH
REQUIRED. Field value specifies thellength of the body in bytes. Integer. Chunked encoding MUST NOT be us
nulticast event messages.

[ENT-TYPE
REQUIRED. Field value MUST be “text/xml; charset="utf-8"".

REQUIRED. Field, value contains Unique Service Name for the publisher. Identifies a unique instance of a servici
nique instancetef\a device. It MUST be one of the following forms. The prefix (before the double colon) MUST mat
alue of the UDN-element in the device description. (Clause 2, “Description” explains the UDN element.) Single URI.

uuid:eevice-UUID::urn:schemas-upnp-org:service:serviceType:ver
where device-UUID is specified by the UPnP vendor; serviceType and ver are defined by the UPnP H
working committee. See clause 1.1.4, “UUID format and RECOMMENDED generation algorithms” fd
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MANDATQRY UUID format

uuid:device-UUID::urn:domain-name:service:serviceType:ver
where device-UUID, domain-name, serviceType and ver are defined by the UPnP vendor. See clause

1.1.4,

“UUID format and RECOMMENDED generation algorithms” for the MANDATORY UUID format. Period

characters in the domain name MUST be replaced by hyphens in accordance with RFC 2141.

SVCID
REQUIRED. Field value contains ServicelD from the SCPD to uniquely identify which service generated the event. As

NT

NTS

SEQ

defined in clause 2.2, “Generic requirements on XML usage”

REQUIRED. Field value contains Notification Type. MUST be upnp:event.

REQUIRED. Field value contains Notification Sub Type. MUST be upnp:propchange.
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REQUIRED. Field value contains Event Key. The numeric sequence count MUST be 0 for initial multicast event message.
MUST be incremented by 1 for each multicast event message per a service; however, when a multicast message is
retransmitted, it MUST be sent with its original event key. To prevent overflow, MUST be wrapped from 4294967295 to 1.
32-bit unsigned value represented as a single decimal integer without leading zeroes (leading zeroes, if present, MUST be
ignored by the recipient).

LVL
REQUIRED. Field value MUST be a string in UTF-8. Event level allows the receiver to first level filter messages based on
the value and is defined by the UPnP Technical Committee. See Table 4-8, “Multicast event levels” for the Event Levels
defined with this version of the UPnP architecture. UPnP Working Committees MUST specify event level values when
defining events that will be multicast.

The following table summarizes defined event levels and the expected meaning of those values. Event levels defined by
the UPnP Forum Technical Committee start with the prefix “upnp:”. Vendor and other extensions outside the UPnP Forum
‘ el ' e e ETING OTo AN Ao oT EXaT oA or TS S Ve

Table 4-8: — Multicast event levels

Event Level Description
upnp:/emergency The event carries critical information that the
device SHOULD act upon immediately.
upnp:/fault The event carries information related-to/an
error case
upnp:/warning The event carries information_that'is a non-

critical condition that the device MAY want to
process or pass to the user

upnp:/info The event carries inforfmation about the normal
operation of the device that may be of interest
to end-users. This information is simply
informative and does not indicate any abnormal
condition or,status such as a warning or fault.
Other event\evels are defined for those
purposes.

upnp:/debug The event carries debug information typically
used.by programmers and test engineers to
evaluate the internal operation of the device.
This information is typically not displayed to

end users.

upnp:/general For events that fit into no other defined
category

<domain>:/<level> Example vendor extension. Domain is the ICANN

domain name for the vendor and level is an
arbitrary string defined by the vendor. E.g.
domain.org:/alerts/type/

BOOTID.UPNP.ORG
REQUIRED. As defined in clause 1.2, and 1.2.2.

Body

<propertyset>
REQUIRED. xmins namespace MUST be “urn:schemas-upnp-org:event-1-0". Contains the following sub element:

property
REQUIRED. Repeat once for each variable name and value in the event message. MUST be qualified by the
namespace prefix defined in the xmIns attribute of the <propertyset> element. Contains the following sub
element:

<variableName>
REQUIRED. Element is name of a state variable that changed (name sub element of stateVariable
element in service description). MUST NOT be qualified with any namespace. Value is the new value
for this state variable. Case sensitive. Single data type as specified by UPnP service description.

Note that for simplicity many of the header fields for multicast eventing are the same as for
unicast eventing. These include: HOST, CONTENT-TYPE, USN, NT, NTS, and SEQ. In
addition, the body of the message (propertyset) has the same format as unicast events.

For future extensibility and according to the requirements in clause 2.7, “Non-standard vendor
extensions” and clause 2.8, “UPnP Device Schema”, when processing XML like the listing
above, devices and control points MUST ignore: (a) any unknown elements and their sub
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