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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that
are members of ISO or IEC participate in the development of International Standards through
technical committees established by the respective organization to deal with particular fields of
technical activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other
international organizations, governmental and non-governmental, in liaison with ISO and IEC, also

take partin

the work.
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Introduction

Many IT environments involve broadcast communication, in which one sender communicates with
multiple receivers. Securing such communication is a non-trivial task. Broadcast authentication
protocols aim to enable the recipient to verify the authenticity of transmitted data and ensure entity
authentication of the sender.

A straightforward way of achieving broadcast authentication is to use digital signatures, as for example
described in the ISO/IEC 9796 series or ISO/IEC 14888 series. However, there are situations in which

the additional communication and computational overhead of digital signatures are prohibitively
expensive ascan be the case with satellites hrnnr]r‘acfing toearth

This [document specifies lightweight broadcast authentication protocols, which offera [significantly
lower implementation cost than deploying digitial signatures as a solution to the authentication of
broadcast communication.

© ISO/IEC 2019 - All rights reserved v
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Information security — Lightweight cryptography —

Part 7:
Broadcast authentication protocols

1

This

integ
mess
infra
infra

document specifies broadcast authentication protocols, which are protocols that |
ity and entity authentication in a broadcast setting, i.e. a setting with one sender
hges to many receivers. To provide entity authentication, there needs to be a
structure which links the sender to a cryptographic secret. The establishment
structure is beyond the scope of this document.

2 rmative references

The
const
unda

l]l@o

llowing documents are referred to in the text in such a-way that some or all of t
itutes requirements of this document. For dated references, only the edition cited
Fed references, the latest edition of the referenced doctument (including any amendme

1SO/1
codes

1S0/1

ISO/
Part

[EC 9797 (all parts), Information technology —=ySécurity techniques — Message a{
(MACs)

EC 10118 (all parts), IT Security techniques>— Hash-functions

EC 29192-1, Information technology\— Security techniques — Lightweight cryp
: General

ISO/IEC 29192-5, Information technglogy — Security techniques — Lightweight cryptograp
Hashifunctions

ISO/IEC 29192-6D, IT Security techniques — Lightweight cryptography — Part 6: Message a
codey (MACs)

3 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 2919
following apply.

brovide data
[ransmitting
pre-existing
of such an

heir content
applies. For
nts) applies.

thentication

tography —

hy — Part 5:

ithentication

2-1 and the

hddresses:

[SO apddEC maintain terminological databases for use in standardization at the following

[SO Online browsing platform: available at https://www.iso.org/obp

[EC Electropedia: available at http://www.electropedia.org/

3.1
broadcast

method of communication by which information originating from a sender (3.11) is distributed to a

group of receivers (3.9)

1) Under preparation. (Stage at the time of publication: ISO/IEC DIS 29192-6:2019.)
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3.2
data integrity
property that data has not been altered or destroyed in an unauthorized manner

[SOURCE: ISO/IEC 9797-1:2011, 3.4]

3.3

collision-resistant hash-function

hash-function (3.4) satisfying the following property: it is computationally infeasible to find any two
distinct inputs which map to the same output

Note 1 to entry: Computational feasibility depends on the specific security requirements and environment.

[SOURCE: ISP/IEC 10118-1:2016, 3.1, modified — Reference to Annex C has been removed from-Note 1
to entry.]

3.4
hash-functipn
function which maps strings of bits to fixed-length strings of bits, satisfying,the following two
properties:

— for a given output, it is computationally infeasible to find an input whiclhfmaps to this output;
— foragiven input, itis computationally infeasible to find a second inpubwhich maps to the same output
Note 1 to entify: Computational feasibility depends on the specific securityrequirements and environment

[SOURCE: ISP/IEC 10118-1:2016, 3.4, modified — Referencetp*Annex C has been removed from Note 1
to entry.]

3.5
key
sequence of fymbols that controls the operation ofa cryptographic transformation (e.g., encipherment,
decipherment, cryptographic check functign® computation, signature generation, or signpture
verification)

[SOURCE: ISQ/IEC 18033-3:2010, 2.4, moedified — Between the brackets, the words after "decipherient”
have been added.]

3.6
MAC algorifhm key
key that controls the operation of a MAC algorithm

[SOURCE: ISP/IEC 979742011, 3.8]

3.7
Message Autthentication Code

MAC

string of bits which is the output of a MAC algorithm

Note 1 to entry: A MAC is sometimes called a cryptographic check value (see for example ISO 7498-2).
[SOURCE: ISO/IEC 9797-1:2011, 3.9]

3.8

Message Authentication Code algorithm

MAC algorithm

algorithm for computing a function which maps strings of bits and a secret key to fixed-length strings
of bits, satisfying the following two properties:

— for any key and any input string, the function can be computed efficiently;

2 © ISO/IEC 2019 - All rights reserved
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— forany fixed key, and given no prior knowledge of the key, it is computationally infeasible to compute
the function value on any new input string, even given knowledge of the set of input strings and
corresponding function values, where the value of the ith input string may have been chosen after
observing the value of the firsti - 1 function values (for integers i > 1)

Note 1 to entry: A MAC algorithm is sometimes called a cryptographic check function (see for example
[SO 7498-2).

Note 2 to entry: Computational feasibility depends on the user’s specific security requirements and environment.

[SOURCE: ISO/IEC 9797-1:2011, 3.10]
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;' receiving communication from the sender (3.11) requiring data integrity
ntication (3.10)
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boration that an entity is the one claimed

RCE: ISO/IEC 9798-1:2010, 3.14]

dy
y generating messages to be broadcast (3.1)

chain of keys

sequg
repeg

4 S

F(X)

MAC
XY

nce of keys generated by applying a collision-resistant hash-function (3.3) to a key (3
tedly applying a collision-resistant hash-function to the output of the previous execu

ymbols and abbreviated terms

output of a hash-function F when applied to data X, truncated to the length
keys used by the MAC algorithm

K,M) output of aMAC algorithm given MAC algorithm key K and message M as in
concatenation of data items X and Y in the order specified
NOFE 1  For X, K, M, Y strings of arbitrary length.

length of each time interval

and entity

.5) and then
fion

required for

but

delay between the transmission of the MAC and the disclosure of the key, m|easured in

Lj

urnitsof D

length of a chain of keys

a value used in the generation of the chain of keys to frustrate time-memory

tradeoff attacks
length of @

time intervals
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The number of bits used to represent the i-th time interval. This representation shall be

unique throughout the entire lifetime of the system. Whenever i is used as a bit-string,
it shall be converted as described by the 12BS conversion function from WG2 SD 7, 4.3.9

(2nd edition).
message sent in the i-th time interval

NOTE 2

prior to the initiation of the system.

Disclosure)

5.1 General

The TESLA-RD protocol uses a MAC algorithm and a collision-resistant hash-function. The
algorithm shall be from ISO/IEC 9797 (all parts) or ISO/IEC 29192-6 and the cpllision-resistant
function shaf

Annex A def]
document.

NOTE1 Ch
benefits of us

The sender

clock is deng
between the
lifetime of tH

NOTE2 Th
obtained are

Time shall b
the chain of
interval is a
be broadcas

interval, and
NOTE 3 Th

After N keys

5.2 Initia

1 be from ISO/IEC 10118 (all parts) or ISO/IEC 29192-5.

ines the object identifiers which shall be used to identify the algorithms specified i

oosing non-lightweight MAC algorithms and collision-resistant hash-functions can redugq
ng TESLA-RD in constrained environments.

ind all receivers shall have an internal clock. The“sender’s time according to its inf]
ted by T _s. A receiver’s time according to its internal clock is denoted by T_r. The diffe

sender's time, T s, and the receiver's timée,'T r, shall be upper bounded throughot
e system by some fixed and known ¢, i.eg7 s - T r| <.

e inner workings of the internal clocks;-as well as the procedure on how time synchronizat
butside the scope of this document.

e divided into intervals of a fixed length D. Each interval is associated with a key (3.5)
keys (3.12) currently in efféct. The first interval is associated with the last key, the s¢
ssociated with the one<before-last key, etc. At the end of each time interval, a packe
L. The packet shall be processed with a MAC algorithm using the key associated wit
the key shall be bifoadcast after a delay of d time intervals.

e product of the parameters D and d is the delay between receiving the message and authentica

were broadcast, the chain is exhausted and a new chain shall be used.

lization

In the initial

1Zation phase, the sender shall choose a MAC algorithm (3.6) and a collision-resistant

D, d, N, L, and [i| are called “system parameters” and are decided and made public

MAC
hash-

0 this

e the

ernal
rence
It the

ion is

from
pcond
t can
h this

ingit.

hash

function (3.3) and decide on the following system parameters: D, d, and N. All shall be distributed to the
receivers in such a way so as to ensure data integrity and sender entity authentication.

5.3 Setup

The sender shall compute a chain of keys by first generating a uniformly random MAC algorithm key, K,
and value, . Then the sender shall use the collision-resistant hash-function to compute MAC algorithm
keys K;= F(K;,1 || i]| ), fori=N-1,N - 2, .., 0. The key, K, shall be distributed to the receivers in such
a way so as to ensure data integrity and sender entity authentication. The value a shall be distributed

similarly.

The distribution of the key K, may, for example, be secured by means of digital signatures or by means
of another instantiation of the TESL-RDA protocol, with larger D and d.

4

© ISO/IEC 2019 - All rights re

served


https://iecnorm.com/api/?name=33c60e493a5de0a31f5f1f5a8e0328a3

ISO/IEC 29192-7:2019(E)

The length of @ may be set to zero. However, to thwart possible time-memory tradeoff attacks a should
have non-zero length if K, is released much before the start time of the chain.

5.4

Sending a message

During the i-th time interval, where i = 1, ..., N, the sender broadcasts the message M, processed by the
MAC algorithm using the key K;. The sender also broadcasts the time interval index i and the key K, ;
associated with the (i - d)-th time interval. A packet transmitted during the i-th interval is constructed
as in Formula (1):

P =M, ||i| MAC(K M )IIK; 4

5.5

When the receiver receives a packet, P, with interval index, i, they shall first chédk whether

was 1
Othel

5.6

After
again

=

and @
shall

Depe
redud

5.7

After
previ
retrig
equa

Receiving a message

received in time, Tr, such that Tr < i - d. If so, the packet shall be stored for later
wise, it shall be discarded.

Verifying the key

a delay of d packets, a packet, P,,; shall be released whiehincludes K;. K; shall the
st an already verified key K; where j < i by computing Férmula (2):

'y =F(...(F(F(K,- ||i—1||a)||i—2||a)||...)||j||a)
hecking whether K; = K;. If the two values dgree, K; shall be accepted as a valid key.

be discarded.

nding on the application, once K; is accepted as valid, the receiver may opt to replace
e the required computation to verify the next key.

Verifying the message

the key K; has been, verified, the message, M; and its MAC(M,K,), shall be fetch|
pusly stored packet\P;’ A putative MAC of M; shall be computed using the MAC al
ved message, M,;{and the verified key, K;, and compared to the previously stored MA
, the message shall be accepted as valid. Otherwise, it shall be rejected.

e8]

the message
processing.

h be verified

(2)

Dtherwise, it

K; with K; to

ed from the
porithm, the
C. If they are
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