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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
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Introduction

This part of ISO/IEC 29192 specifies lightweight hash-functions, which are tailored for implementation
in constrained environments.

[SO/IEC 29192-1 specifies the requirements for lightweight cryptography.

A has

h-function maps an arbitrary string of bits to a fixed-length string of bits.

The International Organization for Standardization (ISO) and International Electrotechnical
Commission (IEC) draw attention to the fact that it is claimed that compliance with this part of
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validjty and scope of these patent rights.
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Information technology — Security techniques —
Lightweight cryptography —

Part 5:
Hash-functions

1 Scope

This part of ISO/IEC 29192 specifies three hash-functions suitable for applicationsgequirin
crypfographic implementations.

— HHOTON: a lightweight hash-function with permutation sizes of 100,144, 196, 256
omputing hash-codes of length 80, 128, 160, 224, and 256 bits, respectively.

Q

— SPONGENT: a lightweight hash-function with permutation sizesef 88, 136, 176, 240
domputing hash-codes of length 88, 128, 160, 224, and 256 bits) respectively.

— lesamnta-LW: a lightweight hash-function with permutation size 384 bits computing
flength 256 bits.

o

The requirements for lightweight cryptography are given in ISO/IEC 29192-1.

2 ormative references

The following documents, in whole or in.part, are normatively referenced in this docun|
indispensable for its application. For dated references, only the edition cited applies.

r lightweight

hnd 288 bits

and 272 bits

a hash-code

hent and are
For undated

refergnces, the latest edition of the referenced document (including any amendments) appllies.

ISO/IEC 29192-1, Information technology — Security techniques — Lightweight cryp
Part I: General

3 Terms and definitions

For the purposes.ofithis document, the following terms and definitions apply.

3.1
absorbingphase
input{ phiase of a sponge function

tography —

[SOURCE: [4]]

3.2
bitrate
part of the internal state of a sponge function of length r bits

[SOURCE: [4]]
3.3
capacity

part of the internal state of a sponge function of length c bits

[SOURCE: [4]]

© ISO/IEC 2016 - All rights reserved
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collision resistance
computationally infeasible to find any two distinct inputs which map to the same output of a hash-

function

Note 1 to entry: Computational feasibility depends on the specific security requirements and environment.

3.5
hash-code

string of bits which is the output of a hash-function

Note 1 to entry: The literature on this subject contains a variety of terms that have the same or similar meaning

as hash-code
imprint are s

[SOURCE: IS

3.6
hash-functi
function wh
properties:

— itis com
— itis comy
Note 1 to enty
[SOURCE: IS

3.7
initializing

Modification Detection Code, Manipulation Detection Code, digest, hash-result, hash-valy
me examples.

D/IEC 10118-1:—1), 2.3]

pn
ich maps strings of bits to fixed-length strings of bits, satisfying the following

butationally infeasible to find for a given output, an input which maps to this output;
utationally infeasible to find for a given input, a second ifnput which maps to the same o
y: Computational feasibility depends on the specific secufity requirements and environment

D/IEC 10118-1:—1), 2.4]

value

value used in defining the starting point of a hash-function

Note 1 to enti
as initializing

[SOURCE: IS

3.8
preimage r¢
computation

Note 1 to enty

3.9

y: The literature on this subject contains a variety of terms that have the same or similar mg
value. Initialization vector and starting value are examples.

D/IEC 10118-1:—1), 2.5]

psistance
ally infeasible te-find for a given output of a hash-function, an input which maps to this o

y: Computational feasibility depends on the specific security requirements and environment

second pr

age resistance

computationally infeasible to find for a given input of a hash-function, a second input which maps {

e and

two

utput

aning

utput

o the

e"am
same outpu

Note 1 to entry: Computational feasibility depends on the specific security requirements and environment.

3.10

sponge function
mode of operation, based on a fixed-length permutation (or transformation) and a padding rule, which
builds a function mapping variable-length input to variable-length output

[SOURCE: [4]]

1) To be published. (Revision of ISO/IEC 10118-1:2000)

2
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squeezing phase
output phase of a sponge function

[SOURCE: [4]]
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i

r hardware
lightweight

4 Symbols

{0}¢ bit-string containing exactly c zeros

Ox prnfiv inr]ir-:\fing 2 hinary cfring inhexadecimal notation

Il concatenation of bit strings

a<b set variable a to the value of b

@ bitwise exclusive-OR operation

c length of the capacity in bits

hash n-bit hash-code

v t-bit initialization value

mj message block i of r bits

n length of the hash code in bits

r length of the bitrate in bits

Si t-bit internal state at iteration i

t length of the internal state in bits

M the smallest integer greater than or equal to the real number x

5 Iightweight hash-functions optimized for hardware implementation
5.1 |General

Clauge 5 specifies PHOTON and SPONGENT hash-functions which are optimized fd
implgmentations. ISO/IEC 29192-1 shall be referred to for the requirements for
crypfogtaphy.

5.2 PHOTON

5.2.1 General

In order to cover a wide spectrum of applications, five different variants of PHOTONI5] are specified.
Each variant is defined by its internal permutation size t = ¢ + r, where c and r denote the capacity
and the bitrate, respectively. For a fixed permutation size t, the choice of ¢ and r provides a security-
efficiency trade-off. PHOTON-t denotes the variant using a t-bit internal permutation.

The five variants are the following:

a) PHOTON-100 computes an 80-bit hash-code and offers 64-bit preimage resistance, 40-bit second
preimage resistance, and 40-bit collision resistance.

© ISO/IEC 2016 - All rights reserved


https://iecnorm.com/api/?name=e7ba9b2f40fdeaaf9920cf3aeb5e1337

ISO/IEC 29192-5:2016(E)

b) PHOTON-144 computes a 128-bit hash-code and offers 112-bit preimage resistance, 64-bit second
preimage resistance, and 64-bit collision resistance.

c¢) PHOTON-196 computes a 160-bit hash-code and offers 124-bit preimage resistance, 80-bit second
preimage resistance, and 80-bit collision resistance.

d) PHOTON-256 computes a 224-bit hash-code and offers 192-bit preimage, 112-bit second preimage
resistance, and 112-bit collision resistance.

e) PHOTON-288 computes a 256-bit hash-code and offers 224-bit preimage, 128-bit second preimage
resistance, and 128-bit collision resistance.

PHOTON-10( does not provide the minimum security strength as required in [SO/IEC 29192-1 -1

not be used
strength for
shall only be

hs a general purpose hash function. PHOTON-144 does not provide the minimumnisec
collision resistance and second preimage resistance as required in ISO/IE€\2919]
 used in applications where collision resistance and second preimage resistance ar

TON specific notation

hternal permutation, where ¢ € {100,144,196,256,288}

he r’leftmost bits of the internal state S

ength of the capacity in bits during the squeezing phase’of PHOTON
umber of rows and columns of the internal staté matrix

bngth of the bitrate in bits during the squeezing phase of PHOTON

he s-bit internal state cell located at row~f and column j, with 0 <i,j<d
ound constant of round v

hternal constants of row i

-bit or 4-bit internal state'of a shift register to generate the round constants
C(v) or the internal constants ICy4(i)

bedback function\to update the internal state of a shift register
he 4-bit substitution table (S-box) also used in the block cipher PRESENTI1I

he 8-bit'substitution table (S-box) also used in the Advanced Encryption Algo-
ithmt2}

shall
urity
-1, It
e not

required.
5.2.2 PHQ
Pt i
Zi t
c' 1
d 1
r 1
S[ij] t
RC(v) 1
1C4(i) i
Xr 3
R
FB() fl
SBOXprg
SBOXags
1]
5.2.3 Don

aln extension aligorithm

The message M to hash is first padded by appending a “1” bit and as many zeros (possibly none), such
that the total length is a multiple of the bitrate, r, and finally / message blocks my,..., mj.1 of r bits each
can be obtained. The t-bit internal state, S, is initialized by setting it to the value So=1V= {0}t-24||n/4||r||r",
where each value is coded on 8 bits.

NOTE

the most significant bit.

© ISO/IEC 2016 - All rights re
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Then, as for the classical sponge strategy, at iteration i the message block m; is absorbed on the leftmost
part of the internal state S; and then the permutation P; is applied, i.e.

{o}))-

Once all I message blocks have been absorbed, the hash value is built by concatenating the successive
r’-bit output blocks z; until the appropriate output size n is reached:

S <—P(S.

i+1 t\“i @(m.

1

hash = z, “...HZI,_1

with |the rightmost bits truncated if necessary to produce an n-bit hash. More precisely, z; is the r'
leftmjost bits of the internal state Sj.; and Spj+1 < Pe(Si+i) for 0 <i<I', where I’ denotes‘tlle number of

squegzing iterations, thatis I' = (n / r/—‘ —1.Ifthe hash output size is not a multiple of r'Jone jiist truncates

zr1 to n mod r’ bits.
5.2.4( Internal permutation

5.2.4{1 General

The internal permutations P;, where t € {100,144,196,256,288);~are applied to an interngl state of d2

elemgnts of s bits each, which can be represented as a (d x ¢} matrix. P; is composed of N, founds, each
contdining four layers as depicted in Figure 1:

a) AddConstants (AC),
b) SubCells (SC),
c) ShiftRows (ShR), and

d) ixColumnsSerial (MCS).

Table 1 shows an overview of the parameters of the different variants of PHOTON.

Table 1 — Overview of parameters of PHOTON

Variant t ¢ r r|d| s | Npr ICq4(.) Irr. polynomial | Z; cpefficients
PHOTON-100 | 100 480 | 20 | 16 | 5 | 4 | 12 [0,1,3,6,4] xt+x+1 12,99 2)
PHOTON-144 | 144.{ 128 | 16 | 16 | 6 | 4 | 12 [0,1,3,76,4] xt+x+1 (1,B8,5,8,2)
PHOTON-196 {3496 | 160 | 36 | 36 | 7 | 4 | 12 | [0,1,2,5,3,6,4] xt+x+1 (1,46,1,1,6,4)
PHOTON-256"| 256 | 224 | 32 | 32 | 8 | 4 | 12 | (O] 5;2?'81]5' O 24 g é)l 2,8,
PHOTON-288 | 288 | 256 | 32 | 32 | 6 | 8 | 12 [0,1,3,7,6,4] |x8+x*+x3+x+1| (2,B,1,2,1,4)

NOTE Always a cell size of 4 bits is used, except for the largest version for which 8-bit cells are used, and that
the number of rounds is always Ny = 12 for all values of t. The output rate r’is always the same as the input rate r,
except for PHOTON-100. The internal state cell located at row i and column j is denoted S[ij] with 0 < i, j < d.

Informally, AddConstants simply consists in adding fixed values to the cells of the internal state, while
SubCells applies an s-bit S-box to each of them. ShiftRows rotates the position of the cells in each of the
rows and MixColumnsSerial linearly mixes all the columns independently.

© ISO/IEC 2016 - All rights reserved 5
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AddConstants SubCells ShiftRows MixColumnsSerial

S|S|S|S[S|S|S|S
S|S|S|S[S|S|S|S &
S|S|S|S[S|S|S|S S

d cells AR AR : —
S|S|S|S[S|S|S|S &
S|S|S|S[S|S|S|S <

N s[s]s]s[s]s]s]s <
— .
d cells s bits

Figure 1 — One round of a PHOTON permutation

5.2.4.2 Ad

At round nu
of the first c
S[i,0] of the s

Sﬁno]e

The round c
cycle length

RC (v)

The interna
been genera
are used, ex
Xr= (X1
Then in each
where FB(X;
the feedbacK
round numb

dConstants

mber v (start the counting from 1), first a round constant RC(v) is XORed to‘€ach cell
plumn of the internal state. Then, distinct internal constants ICy4(i) are XORed to eac
ame first column. Overall, for round v it holds that

- s[i,0]@RC(v)@ic, (i) forall 0<i<d

nstants RC(v) have been generated by a 4-bit linear feedback-shift register with max
they are

{1,3,7,14,13,11,6,12,9,2,5,10.

constants, ICy(i), depend on the square size;d and on the row position i and they|
fed by shift registers with a cycle length of d: For all variants shift registers with I =
Cept for d = 8, where [ = 4 is used. Theititernal state of the shift register is denoted

X1, Xo), where each x; = {0,1}, and the state is initialized with all 0’s, that is Xo = (0, ...

update iteration the new content:of’the shift register is given by X+ < (x;-2, ..., X0, FH

is the feedback function. The round constants are computed by FB(X;) = x3 XNOR xp,
functions for the internal constants are shown in Table 2. Constants for all square
ers, and row positions are displayed in Table 3 through Table 6.

Table 2 — Feedback functions for internal constants generation

S[i,0]
h cell

mum

have
B bits
with
0, 0).
X)),
while
Sizes,

d 5 6 7 8
FB(KXy) x2 NORX{ NOT x3 x2 XNOR xq NOT x3
ICH() [0, 1,356, 4] [0,1,3,76,4] [0,1,2,5,3,6,4] [0,1,3,7 15,14, 12, 8]
Table 3 — RC(v) @ IC4(i) ford=5

Round
- 1 2 3 4 5 6 7 8 9 10 11 12

Row i
0 1 3 7 14 13 11 6 12 9 2 5 10
1 0 2 6 15 12 10 7 13 8 3 4 11
2 2 0 4 13 14 8 5 15 10 1 6 9
3 7 5 1 8 11 13 0 10 15 4 3 12
4 5 7 3 10 9 15 2 8 13 6 1 14

© ISO/IEC 2016 - All rights re
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Table 4 — RC(v) @ IC4(i) ford=6

Round v
: 1|23 | 4|5 |6 | 7| 8] 9]|10]|11]|12
Row i
0 1| 3] 7 |1a|13|11] 6 |[12]09]2]5]10
1 o | 2|6 151210 7 |13| 8|3 | 4 |11
2 2 | o | 4 |13]14] 8|5 |15|10]| 1] 6|9
3 6 | 4o o9 10121 |11]|14]5] 2|13
4 7 | s | 1|8 11130 10]|15] 4] 3 |12
[ [ 7 3 10 9 15 2 Q 13 6 1 4
) N
Table 5 — RC(v) ® IC4(i) ford =7 q/Q
Round v )l
- 1 2 3 4 5 6 7 8 9 éq, 11 | 12
Row i
0 1 [ 3] 7 ]uw|luu|e|12]99 2]5]10
|74
1 o | 2615|1207 |13s"]3]4]|I
2 3 | 1[5 1215 9| 4 |1ad1un]ol| 7|
3 4 | 6| 2|11 8]1a| 349 12]7]0]1s
4 2 | o 4131 |8 | s5N15]10]1]6]l
5 7 | s | 1|8 |11]134% |[10|15] 4 | 3 |12
6 5 | 73 ]1w]| 9 |8 2|8 |13]6 ]| 1|4
N
Table 6 — RC( IC4(i) ford =8
Qs
Round v Q\'\v
: Ll 23 | a5 |67 |89 10]u]lf
Row i o
\v
0 1| 3] 7814|1311 ] 6 [12] 9] 25110
1 0 | 2 [%%|15|12]10]7 |13]8]3]4]
2 2 o4 | 13| 1|85 |15]10]1]6 ]
3 6 @] oo lw|12]1][1n]1a]|s | 2]13
4 12| 8| 1| 2]4 9|36 |13]10]]F
5 A5 |13 9| 0| 3 5 | 8 | 2 7 |12 11] |4
6 w3512 1] 7 [w[o]s ]9l
72~ | 9 1|15 6 | 5|3 | 14| 4|1 ]10]|13]FPp
\9)
5.2.4/3 @Ceus
This a‘jf.{simply apphiesansbitS-bexte-eachofthecelsoftheinternalstateie:

$'[i, j| < SBOX(S[i, j)) for all 0 <1, j < d.

For PHOTON-100, PHOTON-144, PHOTO0-196, and PHOTON-256, the PRESENT S-box SBOXprg![1l is used,
while for PHOTON-288 the AES S-box SBOXags[2] is used. Table 7 and Table 8 show the output values of
SBOXpRrg and SBOX ags, respectively. In these tables, all values are expressed in a hexadecimal notation.
For an 8-bit input of an S-box, the upper 4 bits indicate a row and the lower 4 bits indicate a column. For
example, if a value 0xAB is input, 0x62 is output by SBOXags because it is on the cross line of the row
indexed by “A” and the column indexed by “B”.

© ISO/IEC 2016 - All rights reserved 7
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Table 7 — PRESENT S-box look-up table

X 2 3 6 7 9 A B C D E
S(x) c 9 A D 3 E F 8 4 7 1 2
Table 8 — AES S-box look-up table

.0 .1 .2 .3 .4 .5 .6 .7 .8 .9 .A .B .C .D .E .F
0. 63 7c 77 7b f2 6b 6f c5 30 01 67 2b fe d7 ab 76
1. ca 82 c9 7d fa 59 47 £0 ad d4 az af 9c a4 72 cO
2. b7 £4d a3 24 34 3f £7 cc 34 a5 eh £1 71 4s 31 15
3. 04 c7 23 c3 18 96 05 9a 07 12 80 ez eb 27 b2 75
4. 09 83 2c la 1b 6e 5a a0 52 3b deé b3 29 e3 20 84
5. 53 dl 00 ed 20 fc bl 5b 6a cb be 39 4a 4¢€ 58 cf
6. do ef aa fb 43 4d 33 85 45 £9 02 7f 50 3e 9f a8
7. 51 a3 40 8f 92 9d 38 £5 bc b6 da 21 19 ff £3 d2
8. cd Oc 13 ec 5f 97 44 17 c4 a7 Te 3d 0A 5d 19 73
9. 60 81 4f dc 22 2a 90 88 46 ee b8 14 de 5e 0b db
A. el 32 3a O0a 49 06 24 5c c2 d3 ac 02 91 95 ed 79
B. e’ c8 37 6d 8d a5 de a9 6C 56 fd ea 65 7a ae 08
C. ba 78 25 2e lc a6 b4 c6 e8 dd 14 1f 4b bd 8b 8a
D. 70 3e b5 66 48 03 6 Oe 61 3% 57 b9 86 cl 1d %9e
E. el £8 98 11 69 ds 8e 94 9b e 87 e9 ce 55 28 df
F. 8c al 89 0d | bf eb 42 68 41 99 2d 0f b0 54 bb 16

5.2.4.4 ShiiftRows

For each rov
d-1. Namely,

S'[i, ]] ~t

5.2.4.5 Mi

Let A be the
the vector ¢
layer will bg
X = (X0,--,Xd-1
output. Ther

v i, this layer rotates all cells to theteft by i column positions, where i counts from 0 to

xColumnsSerial

matrix that updates the last cell of the column vector with a linear combination of
blls and then'rotates the vector by one position towards the top. The MixColumns
composed-ef d applications of this matrix to the input column vector. More formal
T'be an'input column vector of MixColumnsSerial and Y = (yy,....y4-1)T be the correspo

S[i,(j + i) modd| forall 0 £li; j < d.

, Y 77A4dx X, where A is a (d x d) matrix of the form:

all of
berial
[ly, let
hding

0 1 Q Q Q Q Q Q
0 0 1 0 o 0 0 0
A=[0 0 0 0 o 1 0 0
0 0 0 0 o 0o 1 0
0 0 0 0 o o 0o 1

ZO Zl ZZ Z3 Zd—4- Zd—3 Zd—2 Zd—l

where coefficients (Zp,...,.Z4-1) can be chosen freely. Such a matrix is denoted by Serial (Zy,...,Z4-1). Of
course, the final matrix A9 should be maximum distance separable (MDS), so as to maintain, as much
diffusion as for the AES initial design strategy:.
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The final mixing layer is applied to each of the columns of the internal state independently. For each
column j, an input vector (S[0,/],...,S[d-1,j]1)7, the matrix A = Serial(Zy,...,.Z4-1) is applied d times. That is:

(5'[0,1'],...,5'[01 1, jDT — A, % (s[o, jloS[d -1, j])T forall 0< j<d,

where the coefficients (Zy,...,Z4-1) are given in Table 1. For PHOTON-100, PHOTON-144, PHOTON-196, and
PHOTON-256, the irreducible polynomial used is x4 + x + 1, while for PHOTON-288 it is x8 + x4 + x3 + x + 1.
Figure 2 to Figure 6 show the MixColumnsSerial matrices used for the PHOTON variants.

(01000\5(12992
U U 1 0O U Z O 3 o 15
(A100)°=|0 0 0 1 0| =13 11 10 12 1
0000 1 1 15 2 3 14
12992 |14 14 8 5 12

Figure 2 — MixColumnsSerial matrix for PHOTON:100

6

010000 1 2 855 8 2
001000 2 5 (M2 6 12
(4 )6:000100:129158 8 13
144 000O0T10 13 -5 11 3 10 1
000001 1 15 13 14 11 8
1 2 85 8 2 8 2 3 3 2 8

Figure 3 — MixColumnsSerial matrix for PHOTON-144

7

0100 030 0 1 4 6 1 1 6 4
0010 00 4 2 15 2 5 10 5
00 Q0L 0 0 0 5 3 15 10 7 8 13
(Ajg6) =[0 0070 1 0 0| =(13 4 11 2 7 15 9
0070 0 0 1 0 9 15 7 2 11 4 13
00 0 000 1| [13 8 7 10 15 3 5
146116 4 5 10 5 2 15 2 4

Figure 4 — MixColumnsSerial matrix for PHOTON-196

8

0 1. 0 0 0 0 0 O 2 4 2 11 2 8 5|6
0 0 1. 0 0 0 0 0 12 9 8 13 7 7 5 |2

0 0 01 0 0 0 0 4 4 13 13 9 4 1319

(A )® = 0 0 0 0 1 0 0 O] |1 6 5 1 12 13 15 14
25 "lg 0 0 0O O 1 O O] |15 12 9 13 14 5 14 13
0 0 0 0 0 0 1 0 9 14 5 15 4 12 9 6

0O 0 0 0 0 0 O 1 12 2 2 10 3 1 1 14

2 4 2 11 2 8 5 6 15 1 13 10 5 10 2 3

Figure 5 — MixColumnsSerial matrix for PHOTON-256

© ISO/IEC 2016 - All rights reserved 9
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010000V (2 3 1 2 1 4
001000 8 14 7 9 6 17
A )6:000100234 50 31 37 24 66
288 000010 132 228 121 155 103 11
000001 22 153 239 111 144 75
2 3121 4 150 203 210 121 36 167

Figure 6 — MixColumnsSerial matrix for PHOTON-288

5.3.1 Gengral

In order to cpver a wide spectrum of applications, five different variants of SPONGENT[&] are spedified.
Each varianf will be defined by its internal permutation size t = ¢ + r, where c and.r dénote the capacity
and the bitrate, respectively. For a fixed permutation size, ¢, the choice of c and ¥ provides a secfirity-
efficiency trade-off. SPONGENT-t denotes the variant using a t-bit internal pemutation.

The five varjants are the following.

NT-88 computes an 88-bit hash-code and offers 80-bit preimage resistance, 40-bit s¢cond
e resistance, and 40-bit collision resistance.

NT-136 computes a 128-bit hash-code and offers 120-bit preimage resistance, 64-bit
reimage resistance, and 64-bit collision resistance.

NT-176 computes a 160-bit hash-code and gffers 144-bit preimage resistance, 80-bit s¢cond
e resistance, and 80-bit collision resistance.

NT-240 computes a 224-bit hash-code and offers 208-bit preimage resistance, 112-bit
reimage resistance, and 112-bit cellision resistance.

NT-272 computes a 256-bitthash-code and offers 240-bit preimage resistance, 128-bit
reimage resistance, and.-128-bit collision resistance.

SPONGENT-88 does not provide the-minimum security strength as required in ISO/IEC 29192-1. I shall
not be used 3s a general purpose-hash function. SPONGENT-136 does not provide the minimum sedurity
strength for collision resistance and second preimage resistance as required in ISO/IEC 29192-1. It
shall only b¢ used in applications where collision resistance and second preimage resistance aie not
required.

5.3.2 SPONGENT specific notation

Tt internal permutations, where t 6{88,136,176,240,272}

zi  rrightmost bits of the internal state S

Bit 0 is the rightmost bit of S and occupies the least significant bit of byte 0. Bit t-1 is the leftmost bit of
S and occupies the most significant bit of byte t/8-1. Message byte 0 is always XORed into byte 0 of S for
all variants.

5.3.3 Domain extension algorithm

The message M to hash is first padded by appending a “1” bit and as many zeros (possibly none), such
that the total length is a multiple of the bitrate, r, and finally / message blocks my,..., mj.1 of r bits each

10 © ISO/IEC 2016 - All rights reserved
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can be obtained. The t-bit internal state, S, is initialized by setting it to the value So = IV = 0, that is, all ¢
bits are setto 0.

Then, at iteration I, the message block m; is absorbed on the r rightmost bit positions of the internal
state S; and then the permutation my, is applied, i.e.

Si1 < 7 (S; @0} [ m,)).

Once all I message blocks have been absorbed, the hash value is built by concatenating the successive
r-bit output blocks z; until the appropriate output size n is reached:

o

ash =z, ”"'HZI’—17

wherg I’ denotes the number of squeezing iterations, that is I' = (n / r-‘ —1. More\precisely, z; are the r

rightmost bits of the internal state S;+;and S;+ ;+ 1< (S7+ 1) for 0<i<[WVIn SPONGENT, the hash
outplt size is always a multiple of .

5.3.4( Internal permutation

5.3.4/1 General

The internal permutations, m;, where t € {88,136,176,240,272}, are applied to an internal state of t/4
elemgnts of 4 bits each, which can be represented as@narray of t/4 nibbles whenever needed. m; is
composed of R rounds, each containing three layers:

a) dAddition,
b) sBoxLayer, and
c) gLayer

Tableg 9 gives an overview of the parameters of the different variants of SPONGENT.

Table'9 — Overview of parameters of SPONGENT

Initial state of LFSR | Irr. polynomial for LFSR
Variant t R in ICounter (hex) in ICoynter
SPONGENT-88 88 45 05 x6+x3+1
$PONGENT-128 136 70 7A x7+x4+1
$PONGENT/160 176 90 45 x7+x4+1
$PONGENT-224 240 120 01 x7+x4+1
$PONGENT-256 272 140 9E x8+xt+x3+x2+1

cAddition simply consists in adding fixed values to the bits of the internal state, while sBoxLayer applies
the 4-bit S-box to each of the 4-bit chunks of the state. The SPONGENT S-box is specified in Table 10.
pLayer just permutes the bits of the state. An example of pLayer for SPONGENT-88 is illustrated in

Figure 7.

Table 10 — The SPONGENT 4-bit S-box look-up table

x | o | 1 |2 |3 |4 |5 ]| 6 |7|8|9|Aa|B|C|D|E]|F
Ss® | E | b | B | 0 | 2 | 1 | 4 |F|7|Aa]|8]|5|9]|cCc|3]|6%s

© ISO/IEC 2016 - All rights reserved 11
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Figure 7 — Graphical illustration of pLayer for SPONGENT-88

More formally, the permutation, ¢, is an R-round transform of the input state of t bits that can be

described a¢:

fori=1to R

S « retnuoCl(i)PSD 1Counter(i)

S < sBo>
S « pLaj

end for

5.3.4.2

In each roun

of ICounter(i
The remain

specified in

cAddition

do

kLayer(S)
rer(S)

d i, the current t-bit value of ICounter(i) is XORed to-the state S. The |_Iog2R—‘ rightmod

) are equal the state of the LFSR specified in Tabl€ 9 for each of the five SPONGENT var
ng t —[long] bits of 1Counter(i) are put.to~zero. ICounter(i) is the state of the

[able 9 for each of the five SPONGENT variants. In each round i, also the current t-bit

of retnuoCl(
order. The s
time its statg

5.3.4.3 sB

After the ap
substituted
parallel.

53.4.4 pL

After applyi
{0,...,t-1} goe

p(j) =1/

See Figure 7

) is XORed to the state S. retnuoCl(i), is*the value of 1Counter(7) taken in the rever
ate of the LFSR is initialized prior teithe start of the R rounds and is updated once
e has been used.

joxLayer

plication of cAddition,\the t-bit state is divided into 4-bit nibbles and each of th
1sing the SPONGENT, S<box specified in Table 10. So t/4 4-bit elements are operated

ayer

hg sBoxLayer, the t bits of the state are permuted according to the following rule.
5 to bitposition p(j), where

t bits

jants.
LFSR

value
e bit
bvery

Pm is
on in

itje

\

-—mod t—1,if je€{0,....t—2

2 ey j
t-1,if j=t-1

for an illustration of pLayer for SPONGENT-88.

6 Lightweight hash-functions optimized for software implementations

6.1 General

Clause 6 specifies Lesamnta-LW hash-function which is optimized for software implementation.
ISO/IEC 29192-1 shall be referred to for the requirements for lightweight cryptography.

12
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Where a value, V is split into N equally sized parts, Vg, V1, ..., V-1, Vo occupies the leftmost bits of IV and
V-1 the rightmost.

6.2.2

Message padding

The first step of the hash computation is the padding of the message. The purpose of the padding is to
ensure that the input consists of a multiple of 128 bits. Suppose that the length of a message M is [ bits.

Appe
negaf

exprq

6.2.3

T1pc
T1pc
c)

6.2.4

=

wher

hd the bit “1” to the end of the message, followed by k + 63 zero bits, where k is the s
ive integer such that I+ k =0 (mod 128). Then, append a 64-bit block equal to.the

ssed in binary representation. Thus, the maximum length of the message is 2°%~ 1.

Lesamnta-LW specific notation

Composition operator; A B(x) means A(B(x))
Non-linear function in the mixing function
32-bit non-linear permutation in function G
64-bit function in function ¢
FbnSubBytes  32-bit non-linear byte substitiition in function Q
'bnMixColumns32-bit bytewise operationn function Q

32-bit round constants

Compression function and domain extension

mallest non-
number [ as

nta-LW is a Merkle-Damgard iterated hash function using the following compression function on

LesaI)
128-lit words H(()i_1>, Hii_l),and M.

e N
HID m0) = £ i (M HH{ ),

meth

b (L H(()ifl) ‘H%’I*l), and Ek is the 256-bit block cipher with a 128-bit key K from 6.2.5. This
pdt6 construct a compression function is called the LW1 mode. For a padded mgssage input

M=MD ||...||M(N), Lesamnta-LW works as follows: H) = h(H(i_l),M(i)) for 1 <i< N, where H? isa

fixed initial value, 0000025600000256...00000256 in hex, and H") is the output. It is illustrated in
Figure 8.

MO MO e
S o e S e S e I

E E E E
HO— - H<1N)

i —

Figure 8 — Structure of Lesamnta-LW

© ISO/IEC 2016 - All rights reserved
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6.2.5 Block cipher

6.2.5.1 General

Lesamnta-LW uses a 64-round block cipher E that takes as input a 128-bit key and a 256-bit plaintext.
The block cipher consists of two parts: the key scheduling function mapping the key to the round keys
and the mixing function taking as input a plaintext and the round keys to produce a ciphertext. Both of
them use a type-1 4-branch generalized Feistel network (GFN).[Z] One round of the block cipher is
illustrated in Figure 9. The input variables to round r for the mixing function and the key scheduling

function are denoted by M(") :(xér),xgr),xgr),xgr)) and H," :(k(()r),kgr),kgr),kgr)) respectively.

Each x(r) is p 64-bit word and each klg’ ) is a 3Z2-bit word.

i

KR K D N
32 64 1 |
K G ) 32
" ——
ct S ol'[Q

\_H

Jan) e
AN

Q
Ne R
J
KD D e e ) ) ) 6e) function @
key scheduling function mixing function

Figure 9 — Round function of the block cipher of Lesamnta-LW

6.2.5.2 Mixing function

The mixing function consists of XORs; a8 wordwise permutation, and a non-linear function G. Taking as
input a 32-bif round key k") the mixing function updates its intermediate state in the following manner:

Xér+1) _ xgr) @G(X(Zr),K(r)), Xgr+1) _ Xgr)7
Xgr+1) _ xgr)’ X§r+1) \ X;r).

The function G,.consists of XOR operations, a 32-bit non-linear permutation @, and a function R. For|a 64-
bit input y = 35 ”yl and a 32-bit round key g(r) Gy k(Y is defined as follows:

G(y, k")) = RQ(yy @ K" a(y,).

For a 64-bit input s=s, "s1 ||s2 "53 ||54 "55 "56 "57, the function R(s) is defined as follows:

R(s)=s, "55 "52 "53 "So "31 "56 ”57 :

14 © ISO/IEC 2016 - All rights reserved
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The function Q is defined as follows:

Q

= T1pcrbnMixColumns o T 1pcrbnSubBytes

The T1pcrbnSubBytes transformation is a non-linear byte substitution that takes 4 bytes s, s;, s,,

s, as input and operates independently on each byte by using the AES S-box SBOXags defined in Table 8.

[t pro

s'; = SBOX

ceeds as follows:

Ags(s;) for0<i<4.

The T1pcrbnMixColumns step is a bytewise operation that takes 4 bytes s, s;, s,, g

T1pc{bnMixColumns step is given by the AES MDS matrix multiplication defined over GF(28

The irreducible polynomial used to represent the field GF(28) is 8+ x4 + x3 + x + 1, ¢

expre

6.2.5

6.2.5

One 1

First]

Secondly, it updates the intermediate state in the following manner:

9(') 02 03 01 01fs,
9'1 _ |01 02 03 01}s,;
5'2 o1 01 02 03 Sy
9'3 03 01 01 0z s,

ssed as 11B in hexadecimal.
3 Key scheduling

3.1 General

ound of the key scheduling function consists.0f the following two steps:

y, it generates the r-th round-key k() k(()r).

is input. The

) as follows:

rhich can be

D~k @ e @ k), ’HD Z gl
1 1
kgr+ ) _kgr)7 k§r+ ) _kgr),
wher the 32-bit round constants ¢(") are generated using the algorithm presented in 6.2.5.3.2.

© ISO/IEC 2016 - All rights reserved
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6.2.5.3.2 Constant generator

The algorithm is based on the linear feedback shift register (LFSR) of the following primitive polynomial:

9(x) = x32 1 x31 4 x29 £ x84 x26 4 x25 4 2
23 20 19 17 16 15 12

+X + X

+ X

+ X

+ X

+ X

+ X

+

X11

+x8 41

typedef unsigned int word; /* 32 bits */
void ConstantGenerator (word C[64])

{

word ¢ = Oxffffffffu;
for (int i = 0; 1 <= 189; ++1) {
/* |Galois LFSR */
if |((c & 0x00000001U) == 0x00000001U) {
c = (c > 1) »~ 0Oxdbcdcc80U;
} glse {
c =c > 1;
}
if [(1 $ 3 == 0) {
C[i/3] = c;

The constan

16

[ generator produces the following round constants:

a432337f 945el1£8f 92539all
6971c6dc d6e3£449 2c2f0da9
eb506df2 708cebfe b83ab7bf
9223b802 7fa29140 0££45278
ed0l6ee8 1da02ddd aggabalb
53cd0d24 dlb46d24 clfb4124
c3b39814 c3bbbf82 759191b0
b7£d6c86 a0d48750 141a90ea
e0d2092b 470£d445 e5df4528
eea9c2b4 c8l18t4ade aee8345a
5412e979 3c712e0f 87567c21
dfOefbld c02cl3e2 75e3643c
9a766de0 134ecdbc d9a41537
a556blas8 14aad635 efabe566
cebu064d £f4e87£69 286e7ccd
2bf51d27 85a6fa4d4 cb7913c8

2490062
33769295
97df0£17
01feB8a45
46c4c223
c3f2ada4
0eb23236
6£65b45d
lcbbe8ab
783belcb
2619bca4d
d571a007
9becdb46
abde566¢
e8337039
196£2279
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Annex A
(normative)

Object identifiers

Annex A lists the object identifiers assigned to algorithms specified in this part of [SO/IEC 29192.

-—- I40/IEC 29192-5 ASN.1l Module

LighfjweightCryptography-5 {

1so(1l) standard(0) lightweight-cryptography(29192) part5(5)
dsnl-module (0) algorithm-object-identifiers (0) }

DEFINITIONS EXPLICIT TAGS ::= BEGIN

-- EYPORTS All;

-— IMNPORTS None; --

OID := OBJECT IDENTIFIER -- Alias

-— Synonyms --

1s529192-5 OID ::= {iso(l) standard(0) lightweight<4gryptography(29192)
partq(5) }

id-1{fhw OID ::= {1s29192-5 hash-hw (1)}

-- A¢dsignments --

id-hfhw-photon OID ::= {id-lhfhw photeh (1)}
id-hfhw-photonl00 OID ::= {id-hfhw-=ghoton 1}

id-hfhw-photonl44 OID ::= {id-hfhwaphoton 2}
id-hfhw-photonl96 OID : {id-hffiw-photon 3}
id-hfhw-photon256 OID {idshfhw-photon 4}
id-hfhw-photon288 OID ::= {idyhfhw-photon 5}
id-hfhw-spongent OID ::= fid>lhfhw spongent (2)}

id-hfhw-spongent88 OID ::=-{id-hfhw-spongent 1}
id-hfhw-spongent136 OID\ ::= {id-hfhw-spongent 2}
id-hfhw-spongentl76 OID ::= {id-hfhw-spongent 3}
id-hfhw-spongent240 1D ::= {id-hfhw-spongent 4}
id-hfhw-spongentl72/0ID ::= {id-hfhw-spongent 5}
id-hffhw-lesamnt@=!tw OID ::= {id-lhfhw lesamnta-lw(3)}
LighfjweightCryptographyIdentifier ::= SEQUENCE {

algorithm ALGORITHM.&id ({HashAlgorithms}),
pdrameters ALGORITHM. &Type ({HashAlgorithms}{@algorithm}) OPTIONAL

HashAlgorithms ALGORITHM ::= {

{ OID id-hfhw-photonl00 PARMS NULL
OID id-hfhw-photonl44 PARMS NULL
OID id-hfhw-photonl96 PARMS NULL
OID id-hfhw-photon256 PARMS NULL
OID id-hfhw-photon288 PARMS NULL
OID id-hfhw-spongent88 PARMS NULL }
OID id-hfhw-spongentl36 PARMS NULL }
OID id-hfhw-spongentl76 PARMS NULL }
OID id-hfhw-spongent240 PARMS NULL }

}
}

— e e e e

OID id-hfhw-spongent272 PARMS NULL
OID id-hfhw-lesamnta-lw PARMS NULL

e T T N T T

, ... —— expect additional algorithms -- }

-- Cryptographic algorithm identification --

© ISO/IEC 2016 - All rights reserved 17
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ALGORITHM ::= CLASS {
&id OBJECT IDENTIFIER UNIQUE,
&Type OPTIONAL

}
WITH SYNTAX {OID &id [PARMS &Typel }

END -- LightweightCryptography-5 --
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(informative)

Numerical examples

ISO/IEC 29192-5:2016(E)

Annex B provides numerical examples for PHOTON, SPONGENT and Lesamnta-LW for each permutation

size in hexadecimal notation.

B.1 [PHOTON numerical examples

B.1.1 General

Giver] below are the initialization vector IV, the message m, and the state)P(m) after ong iteration of
the permutation for each variant of PHOTON. The absorbing and squeezing position of the state are

underlined.

B.1.7 PHOTON-100

1v: 00000
00000
00000
00001
41410

Messpge(String): “The PHOTON Lightweight.Hash Functions Family”
Messhge(Hex): 5468652050484F544F4E204C69676874776569676874204861736820467

F6E7B2046616D696C79

Hash|(Hex): 07D1723459751E368532

A

B.1.3 PHOTON-144

1v: 000000
000000
000000
000000

000000
201010

m:

m:

00000

0000

P(m):

P(m):

95FC3C

E22A2A
632D6F
EB4EOB

62592D
8DQ329

56E6374696

Message(String): “The PHOTON Lightweight Hash Functions Family”

Message(Hex): 5468652050484F544F4E204C6967687477656967687420486173682046756E6374696

F6E732046616D696C79

Hash (Hex): A1AA703C545E0C2DC1AEEC32AF3CB3E3

© ISO/IEC 2016 - All rights reserved
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B.1.4 PHOTON-196

1v: 0000000 m:
0000000
0000000
0000000
0000000
0000000
0282424

000000000

P(m):

Message(String): “The PHOTON Lightweight Hash Functions Family”

1FOD4A1
DDOA31D
ECF5B69
B66E0CS
F644CEE
E9020F4
3A9DE74

Message(He
F6E7320466

Hash (Hex):

B.1.5 PHC

Message(Str

Message(He
F6E7320466

Hash (Hex):

B.1.6 PHC

16D696C79

D5FC7AA8F7B34F519F18D296B94B9BD951950308

TON-256

1v: 00000000 m:
00000000
00000000
00000000
00000000
00000000
00000000
00382020

00000000

16D696C79

TON-288

1v: 00 000,00 00 00 m:
0000-600 00 00 00
000000000000
000000000000
000000000000
000000402020

00000000

P(m):

ng): “The PHOTON Lightweight Hash Fungtions Family”

P(m):

K): 0460606520504064F544F4E204006Y6/606/47//65696/606/420406617/5662046/56E05

17304242
9CF26E10
8D3D9CF9
00E27BDC
C629B3D1
AF41F1CB
7483FCCO
8916B82C

K): 5468652050484F544F4E204C6967687477656967687420486173682046756E637

PD041A1DEABAA2FDC5A693566FF36DC859FE15F7FFFBB4D6B50E1F94

4D BD 90 36 1CB5

E0 9E 5C 38 A9 C9

E9 D5 66 08 CF 52
CB6BC88B93 16
E8 C2 C0 69 25 F7
18 CC629CAE 79

Message(String): “The PHOTON Lightweight Hash Functions Family”

4696

4696

Message(Hex): 5468652050484F544F4E204C6967687477656967687420486173682046756E6374696
F6E732046616D696C79

Hash (Hex): 18A87BBD92CE34F9E8E23F4E1AE3FCDF8EB8D88DF4A136357F7285505A85A513

20
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B.2 SPONGENT numerical examples

B.2.1 General

Given below are the message m and the state m(m) after one iteration of the permutation for each variant
of SPONGENT.

B.2.2 SPONGENT-88
m=>53

m(m) FF694&
Messpge(String): “Sponge + Present = Spongent”

Messpge(Hex): 53706F6E6765202B2050726573656E74203D2053706F6E67656E 74
Hash|(Hex): 69971BF96DEF95BF(C46822

B.2.3 SPONGENT-136
m =133
m(m) E A71708DE877EFBD99B0403CAB395C4DB4D

Messpge(String): “Sponge + Present = Spongent”

Messpge(Hex): 53706F6E6765202B2050726573656E%74203D2053706F6E67656E74
Hash|(Hex): 6B7BA35EBO9DEOF8DEF06AE555694€53

B.2.4 SPONGENT-176

m = 5370

m(m) E C612AF721434233913487252969F37B88BCC3DF17C3D

Messpge(String): “Sponge + Rresent = Spongent”

Messpge(Hex): 53706F6E6765202B2050726573656E74203D2053706F6E67656E74
Hash|(Hex): 13188A4917EA29E258362C047B9BF00C22B5FE91

B.2.5 SPONGENT-240
m = 5370

m(m) E.56243088814E5C08526AF8A61AB1869059CDED2F9BF890E749D121873CE4

Message(String): “Sponge + Present = Spongent”
Message(Hex): 53706F6E6765202B2050726573656E74203D2053706F6E67656E74
Hash (Hex): 8443B12D2EEE4E09969A183205F5F7F684A711A5BE079A15F4CCDC30
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