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Foreword

ISO (the International Organization for Standardization) and

IEC (the International Electrotechnical

Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
technical committees collaborate in fields of mutual interest. Other international organizations, governmental

and non-gov
technology, |

International
The main ta

Standards ad
an Internation

ernmental, in liaison with ISO and IEC, also take part in the work. In the field of inforn
B0 and IEC have established a joint technical committee, ISO/IEC JTC 1.

Standards are drafted in accordance with the rules given in the ISO/IEC Directives) Part 2.
5k of the joint technical committee is to prepare International Standards, “Draft Internz

opted by the joint technical committee are circulated to national bodies for'voting. Publicat
al Standard requires approval by at least 75 % of the national bodies gastihg a vote.

ISO/IEC 291

Subcommittep SC 27, Security techniques.

2-2 was prepared by Joint Technical Committee ISO/IEC JIE™, Information techn

hation

tional
on as

Dlogy,

curity

ISO/IEC 29192 consists of the following parts, under the general title™Information technology — Se
techniques — Lightweight cryptography:.

— Part 1: General

— Part 2: Bjock ciphers

— Part 3: Sfream ciphers

— Part 4: Mechanisms using asymmetric techniques

Further parts|may follow.

iv © ISO/IEC 2012 — Al rights reserved
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Introduction

This part of ISO/IEC 29192 specifies block ciphers suitable for lightweight cryptography, which are tailored for

implementation in constrained environments.

ISO/IEC 29192-1 specifies the requirements for lightweight cryptography.

A blo¢k cipher maps blocks of n bits to blocks of n bits, under the control of a key of k bits.

The International Organization for Standardization (ISO) and the International Electrotéchnica
(IEC)
patents.

ISO and IEC take no position concerning the evidence, validity and scope of these patent rights.

Commission

draw attention to the fact that it is claimed that compliance with this document ‘may involyve the use of

The holder of these patent rights has assured ISO and IEC that he is willing to negotiate litences under

reasonable and non-discriminatory terms and conditions with applicants, throughout the world. Ir

this respect,

the statement of the holder of these patent rights is registered with }S©/and IEC. Information may be obtained

from:

ony Corporation

ystem Technologies Laboratories

ttn Masanobu Katagi

otenyama Tec. 5-1-12 Kitashinagwa Shinagawa-ku
okyo

141-0001 Japan

el. +81-3-5448-3701

ax +81-3-5448-6438

-mail Masanobu.Katagi@)jp.sony.com

Attention is drawn to the possibility that some of the elements of this document may be the sub
rights| other than those identifiedrabove. ISO and IEC shall not be held responsible for identify
such patent rights.

ject of patent
ng any or all
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INTERNATIONAL STANDARD ISO/IEC 29192-2:2012(E)

Information technology — Security techniques — Lightweight
cryptography

Part 2:
Block ciphers

1

[ds)

jcope

This |part of ISO/IEC 29192 specifies two block ciphers suitable for applications requiring lightweight
cryptggraphic implementations:

— HRESENT: a lightweight block cipher with a block size of 64 bits and a key size of 80 or 128|bits;

— ({LEFIA: a lightweight block cipher with a block size of 128 bits'and a key size of 128, 192 o256 bits.

2 Normative references

Therqg are no normative references for this part of ISO/IEC 29192.

3 Terms and definitions

For the purposes of this document, the-following terms and definitions apply.

31
block
string|of bits of defined length

[ISO/[EC 18033-1]

3.2
blocH cipher
symnjetric~encipherment system with the property that the encryption algorithm operates gn a block of
plaintext,/i.€. a string of bits of a defined length, to yield a block of ciphertext

[ISO/IEC 18033-1]

3.3
ciphertext
data which has been transformed to hide its information content

[ISO/IEC 9798-1]

3.4

key

sequence of symbols that controls the operation of a cryptographic transformation (e.g. encipherment,
decipherment)

© ISO/IEC 2012 — All rights reserved 1
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NOTE Ad

3.5
n-bit block ¢

apted from ISO/IEC 11770-1.

ipher

block cipher with the property that plaintext blocks and ciphertext blocks are n bits in length

[ISO/IEC 101

3.6
plaintext

16]

unenciphered information

NOTE Ta
3.7

round key
sequence of
each round o

ken from ISO/IEC 9797-1:1999.

f the block cipher

4 Symbadls

0x A pfefix for a binary string in hexadecimal notation

[l Corjcatenation of bit strings

a «— b Updating a value of a by a value of b

® Bitwise exclusive-OR operation

5 Lightweight block cipher with a block size of 64 bits

5.1 PRESENT

5.1.1 PRESENT algorithm

The PRESENT algorithm [10] is-a*symmetric block cipher that can process data blocks of 64 bits, using

of length 80 ¢
128-bit key rg

5.1.2 PRES

Ki = ki63. . .kio

r 128 bits. The Cipher is referred to as PRESENT-80 or PRESENT-128 when using an 80
spectively.

ENT specific notations

64-bit'round key that is used in round i

symbols derived from the key using the key schedule, and used to control thé transformation in

a key
-bit or

Ky

K:k79... ko

bit 5 of round key K;
80-bit key reqister

bit b of key register K
64-bit internal state

bit i of the current STATE

4-bit word where 0 <i <15

© ISO/IEC 2012 — All rights reserved
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5.1.3 PRESENT encryption

The PRESENT block cipher consists of 31 ‘rounds’, i.e. 31 applications of a sequence of simple
transformations. A pseudocode description of the complete encryption algorithm is provided in Figure 1, where
STATE denotes the internal state. The individual transformations used by the algorithm are defined in 5.1.5.
Each round of the algorithm uses a distinct round key K; (1 < i < 31), derived as specified in 5.1.6. Two
consecutive rounds of the algorithm are shown for illustrative purposes in Figure 2.

| plaintext | key register |

generateRoundKeys() . K,
fori= tto3rdo

STE:;;& upate
addRoundKey(STATE, K;) J i
sBoxLayer(STATE) : "
pLayer(STATE) sBoxLayer apbiate
end for pLayes b |
addRoundKey(STATE, K32) \ -
| ciphertext |

Figure 1 — The encryption proc¢edure of PRESENT

15..12[11..8] 7. 4

bhbddd
\.I/\ J\f J\rk \r\ J\.I/ J\r\ \.I/\

63...60 |59...56 || 55..52 [

k; bddddddbdobdbod
g J\.I/ J\r\. \rk J\f J\rk \r\ J\.I/ J\r\. \.I/k J\f J(rk

i
S S

51..48|47..4443..40|39..36 |a5.J32

[31..28]27..24]

,L ,L ,L ,J" ,L +63 ,L J#\. #\ J# J¢k

23..20 | 19..16

_éa_

P

p
—4

AN |
—

4

|63...60 \| 59...56 || 55...52 H51...48|47_,.44 H 43...40 \|39...35|35...32 ||31...28 || 27..24 H 23...20|19...16 H 15...12|| 11...8 | 7. 4 || 3..0 |

Figure 2 — Two rounds of PRESENT

5.1.4 PRESENT decryption
The complete PRESENT decryption algorithm is given in Figure 3. The individual transformations used by the

algorithm are defined in 5.1.5. Each round of the algorithm uses a distinct round key K; (1 <i < 31), derived as
specified in 5.1.6.

© ISO/IEC 2012 — All rights reserved 3
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ciphertext key register

generateRoundKeys() K32
addRoundKey(STATE, K32) vplayes —

fori = 31 downto 1 do invsBoxLayer invUpdate
invpLayer(STATE) * *
invsBoxLayer(STATE) ' '

. ianp Liyer invUpdate
addRoundKey(STATE, K;) AT B ‘
end for < : J

| plaintext |

Figure 3 — The decryption procedure of PRESENT

5.1.5 PRESENT transformations

5.1.51 addRoundKey

Given round|key K; = Kg...ky fc_)r 1 <i <32 and current STATE, b&)..by,, addRoundKey consists ¢f the
operation forp <; <63, b; < b; ® k';.

5.1.5.2 sBoxLayer

The non-linear sBoxLayer of the encryption process of PRESENT uses a single 4-bit to 4-bit S-box S which is
applied 16 times in parallel in each round. The S-box‘transforms the input x to an output S(x) as giyen in
hexadecimal photation in Table 1.

Table-1 — PRESENT S-box

For sBoxLayer the curfent STATE bg;...b, is considered as sixteen 4-bit words wys...wy where w; = bysii3 || baxisa
| baxin1 || bax; TOr 0 < i <ISsand the output nibble S(w;) provides the updated state values as a concatenatior] S(w;s)

[ SOwia) [ - || $lwp):

5153 in yer

The S-box used in the decryption procedure of PRESENT is the inverse of the 4-bit to 4-bit S-box S that is
described in 5.1.5.2. The inverse S-box transforms the input x to an output S"'(x) as given in hexadecimal
notation in Table 2.

Table 2 — PRESENT inverse S-box
x ‘ 0 1 2 3 4 5 6 7 8 9 A B C D E F

4 © ISO/IEC 2012 — All rights reserved
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5.1.54 plLayer

The bit permutation pLayer used in the encryption routine of PRESENT is given by Table 3. Bit i of STATE is

moved to bit position P(i).

Table 3 — PRESENT permutation layer pLayer

i 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
P(@) 0 16 32 48 1 17 33 49 2 18 34 50 3 19 35 51
i 16 17 18 19 20 21 22 23 24 25 26 27 28 29| 30 3
P(i) 4 20 36 52 5 21 37 53 6 22 38 54 7..523] 39 55
i 32 33 34 35 36 37 38 39 40 M 42  43)V44 45| 46 47
P(i) 8 24 40 56 9 25 M 57 10 26 42 ‘88 11 27 43 89
i 48 49 50 51 52 53 54 55 56 57\\68 59 60 61 62 63
P() 12 28 44 60 13 29 45 61 14 @0~ 46 62 15 31 47 63
5.1.5/5 invpLayer
The ipverse permutation layer invpLayer used in the decryption routine of PRESENT is given byl Table 4. Bit i
of STATE is moved to bit position P~'(i).
Table 4 — PRESENT inverse permutation Layer invpLayer
i 0 1 2 3 4 5 6 7 8 9 10 N1 12 13| 14 15
P 0 4 8 12 6 20 24 28 32 36 40 44 48 52| 56 60
i 16 17 18 «19 20 21 22 23 24 25 26 27 28 29| 30 A
P 1 5 9" 13 17 21 25 29 33 37 41 45 49 53| 57 61
i 32 3% 34 35 36 37 38 39 40 41 42 43 44 45| 46 47
P 2 6 10 14 18 22 26 30 34 38 42 46 50 54| 58 62
i 48 49 50 51 52 53 54 55 56 57 58 59 60U ©1 62 63
Pl(i) 3 7 1 15 19 23 27 31 35 39 43 47 51 55 59 63

5.1.6 PRESENT key schedule

5.1.6.1 PRESENT-80 and PRESENT-128

PRESENT can take keys of either 80 or 128 bits. In 5.1.6.2 the version with an 80-bit key (PRESENT-80) and

in 5.1.6.3 the 128-bit version (PRESENT-128) is described.

© ISO/IEC 2012 — All rights reserved
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5.1.6.2

80-

bit key for PRESENT-80

The user-supplied key is stored in a key register K and represented as kzokss ... ko. At round i the 64-bit round
key K; = K'i;k's; ... K'y consists of the 64 leftmost bits of the current contents of register K. Thus at round i we

have that:

I(,- = ki63ki62 oee kio = k79k78 eee k16.

After extracting the round key K;, the key register K = kok+3 ... ky is updated as follows.

1) k79k7s cee klko <« k18k17 .ee kz(]klg

In words, the

2)  kqokaghkarkqg < S[kokqskyrk]
3) k19k13k17k16k15 «— k19k13k17k16k15 (‘B round_counter

key register is rotated by 61 bit positions to the left, the left-most four bits are(passed throu

gh the

PRESENT Sibox, and the round counter value i is exclusive-ORed with bits koksk 7k ks ©F K where thg least
significant bit{of round counter is on the right. The rounds are numbered from 7 <i <87 and round_countpr = i.
Figure 4 depifts the key schedule for PRESENT-80 graphically.
72 24 0
\III\III \IIIIIIIIII\IIII\III\I IIIIIIIIIIIIII\IIII\III\IIIIIIIIII LIttt rypitgl
I Ki o K
% =
_______________________________________________________________________ Kivi K
TTT T T T T T T T T T T T T T T T T T T T T T T TP T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T TT]
79 72 64 32 24 16 0
Figure 4 — PRESENT-80 key schedule
5.1.6.3 12B-bit key for PRESENT-128
Similar to thg 80-bit variant the user-supplied key is stored initially in a key register K and is represented as
kiy7k136 ... ko.|AtYound i the 64-bit round key K; = k':k's; ... k') consists of the 64 leftmost bits of the clrrent

contents of register K. Thus at round i we have that:

Ki= K ks .. Ko = kizrkisg o.. Kos.

After extracting the round key K;, the key register K = kyy7k36 ... kg is updated as follows.

1) kigrkizg ... kiko — kegkes -.- kegher

2)  kyyrkiaskiaskizg — S[kiarkiaki2ski24]

3)  kyskinkiaikiag < Slkipzkiazkiaikizol

4)  keskeskeakoskes < keskeskeskesksr © round counter

© ISO/IEC 2012 — All rights reserved
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In words, the key register is rotated by 61 bit positions to the left, the left-most eight bits are passed through
the PRESENT S-box, and the round counter value i is exclusive-ORed with bits keskesksskesks, Of K where the
least significant bit of round counter is on the right. The rounds are numbered from [ <i <3/ and round_counter
= i. Figure 5 depicts the key schedule for PRESENT-128 graphically.

127 120 112

104 96 88 80 72 64 56 48 40 32 1 0
L L L

K

= = .

xgﬁxi%\}\éi}ﬁ%a%

T T I T T T T T T T T T T T A T T T e T T e s T T e T
127 120 112 104 96 64 4 24 8

Figure 5— PRESENT-128 key schedule

(<]
—

ightweight block cipher with a block size of 128 bits
6.1 |CLEFIA

6.1.1| CLEFIA algorithm
The GLEFIA algorithm [14] is a symmetric blocK'cCipher that can process data blocks of 128 bits yising a cipher
key of length 128, 192, or 256 bits. The number of rounds is 18, 22 and 26 for CLEFIA with 128-bit, 192-bit
and 256-bit keys, respectively. The total'number of round keys depends on the key length.|The CLEFIA

encryption and decryption functions require 36, 44 and 52 round keys for 128-bit, 192-bit and|256-bit keys,
respectively.

6.1.2| CLEFIA specific notatiohs
ag) bit string of bittength »
{0,1} A set of g-bit-binary strings
° Multiplication in GF(2")

<<< i~bit left cyclic shift operation

a Bitwise complement of bit string a

>" n times operations of the DoubleSwap function X

© ISO/IEC 2012 — All rights reserved 7
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6.1.3 CLEF

IA encryption

The encryption process of CLEFIA is based on the 4-branch r-round generalized Feistel structure GFN,,. Let
P, C € {0,1}'* be a plaintext and a ciphertext. Let P, C; € {0,1}** (0<i < 4) be divided plaintexts and
ciphertexts where P=P, || P, | P, || Ps and C=C, || C, || G, || Cs. Let WK, WK, WK, WK5 € {0,1}** be whitening
keys and RK; € {0,1}*? (0 < i < 2r) be round keys provided by the key schedule. Then, r-round encryption
function ENC. is defined as follows:

ENC,:

1) Tl T2 T5 < Poll (Pr © WKo) || P2 || (Ps © WKy)

2) T

3) Gl
6.1.4 CLEF
The decryptid
DEC, :

1) Tl

2) To

3) Poll

(1| 75 || T3 < GFN4(RKo, ..., RK,., Ty, T, 13, T3)
Ci |G| Cs — To|| (Th @ WKy) || T» || (T5 © WK3)

JA decryption

n function DEC, is defined as follows:

[ | 12| T5 «— Col| (Cr @ WKy) || Co|| (C; © WK;)
[\ || T2 || Ts — GFNs, '(RKo, ..., RKy.1, To, Ty, To, T3)

P || P || Py — To || (Th @ WKo) || T || (T5s © WK;)

Figure 6 illusfrates both ENC, and DEC..

© ISO/IEC 2012 — All rights reserved
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Py P Py Ps Co Ch Co Cs

32 32 32 32 32 32 32 32

RKy, @+~ WK, | RK: @~ WK, REKar 2P~ WK, [REK2r 1D~ WK
'

RKET—Q R-[{f'r‘—l R{(O R{(l
b S e RO
P~ WK> P~ WK; P~ WKy P~ WK,
32 32 32 32 32 32 32 32
Co Cl CQ Cg PO Pl P2 P3
ENC, DEC,

Figure 6 — The encryption procedure and the decryption procedure of CLEFIA

6.1.5 —CLEFtA buitding btocks

6.1.51 GFNg,

The fundamental structure of CLEFIA is a generalized Feistel structure. This structure is employed in both a
data processing part and a key schedule part.

CLEFIA uses a 4-branch and an 8-branch generalized Feistel network. The 4-branch generalized Feistel
network is used in the data processing part and the key schedule for a 128-bit key. The 8-branch generalized
Feistel network is applied in the key schedule for a 192-bit/256-bit key. We denote d-branch r-round
generalized Feistel network employed in CLEFIA as GFN,,. GFN,, uses two different 32-bit F-functions F, and
Fl.

© ISO/IEC 2012 — All rights reserved 9
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For d pairs of 32-bit input X; and output ¥; (0 < i <d), and dr/2 32-bit round keys RK; (0 < i <dr/2), GFN,, (d=4,
8) and the inverse function GFN,, " (d = 4) are defined as follows.

GFN4J:
N HITITLNT < XX XX
2) Fori=0tor—1do the following:

21) T\ « T\ @ Fy(RKy;, Tp)

T5 = 15 © Fi(RKyi+1, 13)
22) LTI Ts « T T2\ T5 |1 Ty
3) HINIRNYs « GG T T
GFNg,:
1) LTl ) IT <Xl Xl | X7
2) Fori=01or— 1 do the following:
21) T, k=T, ® Fy(RKy, Ty)
T3 [ T; S Fi(RKy; 41, T»)
Ts |~ Ts @ Fo(RKyi+2, Ts)
T; Ty @ Fi(RK4i+3, Ts)
22) T Tull . (1 T6l| T7 < To || T2 || - || T7 || T
3) Yol Y- I1YsllY; « T2 Toll ... | Ts |76

The inverse flinction GFN4,,.’l is obtained’by changing the order of RK; and the direction of word rotation at 2.2)
and 3) in GFNa,.

GFN,, "
1) LT LINT « XX X ] X

2) Fori=0fo r ¢ Ldo the following:

21) T) =FOFaREeH 1o
Ty « T3 @ Fi(RKy,-iy-1, T)
22) LI Ts « T3\ Toll Ty || Ta

3) NNl « N2 Ts To

10 © ISO/IEC 2012 — All rights reserved
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6.1.5.2 F-functions

Two F-functions F, and F, used in GFN,, are defined as follows:
Fo: (RK32), X32) = Y32
1) V —RK @ x
2) Let V="V, || V| Vall Vs, Vi € {0,1}%

Vo < So(Vo)

Vi < Si(h)
Vy < So(V2)

Vi «— Si(V3)

(&%)
~

Lety=yo |y |32 |lys v € {0,1}%

Yo Vo

v
Y1 M, 1
Y2 v,
V3 V3

o

1 (RK(32), X32)) = Y32

1 V< RK® x

2 Let V=", | | V2l Vs Vi€ {01}
Vo — Si1(Vo)

Vi So(h)

V, «— Si(V)

Vi« So(V3)

3 Lety=yottanrll v llys, vi € {0,135

Yo Vo

V,

1 M, 1

Y2 v,
\rs) ")

Sy and S; are nonlinear 8-bit S-boxes, and M, and M; are 4x4 diffusion matrices described in the following
clause. In each F-function two S-boxes and a matrix are used, but the S-boxes are used in a different order
and the matrices differ. Figure 7 shows a graphical representation of the F-functions.

© ISO/IEC 2012 - All rights reserved 11
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6.1.5.3

S

kO kl k2 k3 ko kl kz kg
8f 8f 8f 8 8f 8f 8f 8
8 8
ro —H~D So F~ Yo To - S1 8/ Yo
8 8
T —f > S1 M sl z1 —f D [Sof~ Fe
0
o —3/ D S, 8 8 Jany M 8
2 7 U 0 7 Y2 2 7 U Sl 7 Y2
8 8
T3 —F# NwagSH| - Y3 x3 -3 PH~So 8 ys
Fb PH
Figure 7 — F-functions
-boxes

CLEFIA employs two different types of 8-bit S-boxes S, and S;: S, is based on four 4-pbjt.random S-boxes, and

S is based on the inverse function over GF(2°).

Tables 5 and|6 show the output values of S, and Sy, respectively. In these tables-all values are expressdd in a
hexadecimal |notation. For an 8-bit input of an S-box, the upper 4 bits indicate a row and the lower 4 bits
indicate a column. For example, if a value Oxab is input, 0x7e is output by.S¢ because it is on the cross [ine of

the row indexed by 'a." and the column indexed by '.b'".

12

Table 5 — S,
.0 .1 .2 .3 .4 5 .6 .7 «£8H».9 .a .b .¢ .d .e .f

Q. (57 49 dl c6 2f 33 74 fbn95 6d 82 ea 0Oe b0 a8 1c
1. (28 dO 4b 92 5c ee 85 . W1 c4 Oa 76 3d 63 £f9 17 af
2. |bf al 19 65 f7 7a 32 20 06 ce e4 83 9d 5b 4c d8
3. |42 5d 2e e8 d4 9bv0f 13 3c 89 67 cO 71 aa b6 f£5
4. a4 be fd 8c 12500 97 da 78 el cf 6b 39 43 55 26
3. 130 98 cc dd-eb 54 b3 8f 4e 16 fa 22 a5 77 09 61
6. | do6 2a 53,37 45 cl 6c ae ef 70 08 99 8b 1d f2 b4
1.9 <7 9/ 4a 31 25 fe 7Tc d3 a2 bd 56 14 88 60 O0b
8. |cd €234 50 9e dc 11 05 2b b7 a9 48 ff 66 8a 73

10
(@)
w

75 86 fl1 6a a7 40 c2 b9 2¢ db 1f 58 94 3e ed

1b a0 04 b8 8d e6 59 62 93 35 Te ca 21 df 47

= el 4 3 4 =

TS5 —Pa 7=t 698 —4d 87 St St 0T——=0——<= 4—5

o—
)
Q
h

c 7o 0Oc 68 1le 80 b2 5a e7 ad d5 23 f4 46 3f 91 «c9
d be 84 72 bb 0d 18 d9 96 f0 5f 41 ac 27 c¢5 e3 3a
e 81 of 07 a3 79 f6 2d 38 1la 44 5e b5 d2 ec cb 90

9a 36 e5 29 ¢3 4f ab 64 51 £8 10 d7 bc 02 7d 8e
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Table 6 — S,
.0 .1 .2 .3 .4 5 .6 .7 .8 .9 .a .b .c .d .e .f
0. [6c da c3 e9 4e 9d 0Oa 3d b8 36 b4 38 13 34 0c d9
1. |bf 74 94 8f b7 9c e5 dc 9e 07 49 4f 98 2c b0 93
2. |12 eb cd b3 92 e7 41 60 e3 21 27 3b e6 19 d2 O0e
3.191 11 c¢7 3f 2a 8e al bc 2b c¢c8 c¢c5 0f 5b £f3 87 8b
4. | fb f5 de 20 c6 a7 84 ce d8 65 51 c9 a4 ef 43 53
5. 125 54 9 31 e8 3e 0d d7 80 ff 69 8a ba 0b 73 5c
6. | 6e 54 15 62 f6 35 30 52 a3 16 d3 28 32 fa aa i3
7. |cf ea ed 78 33 58 09 7b 63 cO0 cl 46 1le df ‘a9 9o
8. 55 04 c4 86 39 77 82 ec 40 18 90 97 59 dd” 83 1|f
9. 9%9a 37 06 24 64 7c a5 56 48 08 85 d0O 6% “26 ca ¢f
a.|7e 6a b6 71 a0 70 05 dl 45 8c 23 1lc /0 ee 89 ad
b.|7a 4b c2 2f db 5a 4d 76 67 17 2d&/f4 cb bl 4a a8
c. | b5 22 47 3a d5 10 4c 72 cc 00,9 e0 fd e2 fe g
d. | f8 5f ab fl1 1b 42 81 d6 be 44 29 a6 57 b9 af f2
e.|dd 75 66 bb 68 9f 50 02 0Ol 3c 7f 8d la 88 bd 4gc
f7 e4d 79 96 a2 fc o6d bX/)6b 03 el 2e 7d 14 95 1d

a) S§-box S,

So: {0,13% — {0,1}* : x > y = Sy(x) is generated by combining four 4-bit S-boxes SS,, SS;, SS, 3

following way. The values of these S-boxes are defined in Table 7.

1)t — SSo(xo), t «— SS(x1), wheré x=x, || x;, x; € {0, 1}*

2) U<ty D 0x2et), u« 0x2et, D ¢

3) ¥ SSa(uo), y1 < SSx(wr), where y=yo |y, yi € {0, 1}*

The multiplicatiorin 0x2 e ¢; is performed in GF(24) defined by the lexicographically first primitive

+z+ ]. Figure(8'shows the construction of .

Table 7 —SS; (0 < i <4)

X 0 1 2 3 4 5 6 7 8 9 a b c d e £
SSox) (e [6 [c [a [8 |7 |2 |[£ [ [1 [4 Jo [5 [9 [a [3
SSi) |6 |4 |0 |da |2 |b |a |3 |9 |c |e |£f |8 |7 |5 |1
$S,(x) | b 8 5 e a 6 4 c f 7 2 3 1 0 d 9
SSix)|a |2 |6 |da [3 |4 |5 |e [0 |7 [8 |9 |b |[f |c |1

© ISO/IEC 2012 — All rights reserved
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—[SS—P—~{S S+ wo
{58 —D~[5Ss— v
Figure 8 — S,
b) S-box S,
Sy : {0,138 - {0,1}* : x > y=5,(x) is defined as follows:
1 .
={ g(feN™) i f(x)=0
g(0) if f(x)=0
The inverse function is performed in GF(2°%) defined by a primitive polynomial z* ¥z} ¥ 22 + 22 + 1 (= 05{114d).
f and g are affine transformations over GF(2), which are defined as follows.
LA = {1} x >y =),
o 0001100 0)x 0
I 0101000 LUy 0
¥, 00000 0 OxYu, 0
¥s 00000 L570|n| |1
V4 0110 a0 1| x, 1
95 010 11 1 0 0xs 1
e 01 13070 0 0 0f]x 1
V7 I €0 0 0 0 0 1){x, 0
g: {013 = {P.1}* 1 x > y=2g(),
v 0000101 0)x 0
Yy 0100000 1[x 1
¥, 0101100 0|ux 1
s 00 100000fx| |0
Vi 001 1 00 0 0ffxy 1
Ve 000000 1 0fx 0
yb 1 00 1 00 0 0 vb Q
¥, 010001 0 0lx 1

Here, x = xo || x1 || x2 || x5 || X4 || x5 [| X6 || x7 @nd y = yo [[ y1 ([ v2 | v3 [ ya | vs {1 s || 7,
and g can be represented as Ox1e and 0x69, respectively.

14

x;, yi € {0,1}. The constants in f

© ISO/IEC 2012 — All rights reserved


https://iecnorm.com/api/?name=44541353bac558a860fc0dc8c493f476

ISO/IEC 29192-2:2012(E)

6.1.5.4 Diffusion matrices

The matrices M, and M, are defined as follows.

01 02 04 06 01 08 02 Oa
02 01 06 04 08 01 Oa 02
M, = , M= .
04 06 01 02 02 0a 01 08
06 04 02 Ol 0a 02 08 01
The I |uit;PiibdtiU||b Uf d llldtl iA alld d VCbtUI dl© Pcl-fullllcd i|| GF(ZB) dcf;llcd by t;lc ic)\ibuyl

primitjve polynomial 28 +z* + 22 + 22+ 1 (= 0x114).
6.1.6| CLEFIA key schedule

6.1.6.1  Overall structure
The Key schedule of CLEFIA supports 128, 192 and 256-bit keys and outputs‘whitening keys 7
and rpund keys RK; (0 < j <2r) for the data processing part. Let K be the' key and L be an inte
The key schedule consists of the following two steps.

1) @enerating L from K.

2) Hxpanding K and L (Generating WK; and RK; ).

To ggnerate L from K, the key schedule for a 128-bit'key uses a 128-bit permutation GFN, ,,
schedules for 192/256-bit keys use a 256-bit permutation GFNg .

6.1.6.2 Key schedule for a 128-bit key

The 128-bit intermediate key L is generated in step 1 by applying GFN,;, which takes twer
constant values CON"™ (0 < i < 24).asyround keys and K = K, || K; || K> || K5 as an input. Ther|
used [to generate WK; (0 < i <4) and RK; (0 < j < 36) in steps 2 and 3. The thirty-six 32-bit co
CON™ (24 < i<60) used in step8’are defined in 6.1.6.6. The DoubleSwap function X is defing
(Gengrating L from K)

1) L GFN4’12(C0N0(128), vy CON23(128), K(), ceey K3)

(Expgnding K and.y)

) WK WK, || WKy | WK «— K

D)

aphically first

VK; (0 < i<4)
‘mediate key.

while the key

ty-four 32-bit
K and L are
nstant values
din6.1.6.5.

3) \For i =0 to 8 do the following:

T < L ® (CONyys 4" || CONpys 4; "™ || CONng s 45+ 2*Y || CONoy 1 445"
L2
ifiisodd: 7T « T ® K

RKyi || RKyj v 1 || RKsiv2 || RKyjv3 < T

© ISO/IEC 2012 — All rights reserved
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Table 8 shows the relationship between generated round keys and related data.

Table 8 — Expanding K and L (128-bit key)

WK WK, WK, WK; K

RKy RK, RK; RK; L @ (CON"*¥ || CON»"™™ || CON»6"*® || CON», ")
RK4 RKs RKs RK; (L) ® K D (CON»" || CON»™ || CON3,"* || CON3,"*®)
RKs RK, RK)o RK), AL D (CONS™ | CON™ || CON™ || CON'™)
RK\ RKy3 RK 4 RK, 5 23(L) @ K ® (CON3"™ || CON3"® || CON3s™ || CON3o™*)
RKi¢ RK17RK s RK 19 DIN(IH) @ (CON [ CONy ™™ T CONy, "™ CONi™™)
RE R RE REGs | 2%(L) @ K @ (CONw™ || CONis"™ || CONig™ || CON ™)
RE RRos RGO RKyy | 29L) @ (CON™ || CONi™ || CON5( ™ || CON5i"*)
RKos K29 RK30 RK:1 (L) ® K @ (CON"™ || CONs"** || CONs,"*¥ || CON55“F9)
RK3; RK33 RK:4 RKs SN @ (CON™ | CONs™ | CON%™ || CON'™)

6.1.6.3 Key schedule for a 192-bit key
Two 128-bit yalues K; and K; are generated from a 192-bit key K = K¢ |[NK; || Kz || K || Ky || K5, wherd K; €
{0,1}°%. Then|two 128-bit values L, and L, are generated by applying GEN , which takes CON'*? (0 < | < 40)
as round keys and K| || K as a 256-bit input. Figure 9 shows the construction of GFNj .

K, K and L;{ L are used to generate WK, (0 < i <4) and RKxNQ £ j <44) in steps 4 and 5 below. In the] latter
part, forty-four 32-bit constant values CON"*? (40 < i < 84) arelused.

The following steps show the 192-bit/256-bit key schedule. For the 192-bit key schedule, the value of k|is set
as 192.

(Generating 4,, Ly from K;, K for a k-bit key)
1) SetA4=192 or k=256
2) k192 K <« K|Ki|K:||Ks, Kr < Kol Ks|| Kol Ky
else |fk=256 : K; <Ko Ki || Kz | K3, Kr «— Kull Ks || Ks || K5
3) Let .= Ko || KeplFKio || Kis, Kr= Ko || Kri || Kz || Kgs

Ly || L «<GENg 1o(CONy®, ..., CON3®, Ky, ..., Ki3, Kgo, - » Kis)

(Expanding K, \Kg'and L;, L, for a k-bit key)

4) WK, || WK | WK || WK; «— K, © Ky
5) Fori=0to 10 (if k=192), or 12 (if k= 256) do the following:
If imod4)=0or1:
T «—L; @ (CONy . 4" || CONuo 1 414 1“ || CONsg 1 47+ 2™ || CONyo 4 475
L, «— X (Ly)

ifiisodd: T «— T @ K,

16 © ISO/IEC 2012 — All rights reserved
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T Ly S (C0N40+4i(k) || CONyg +4i+ 1(k) || CON40+45+2(k) || C0N40+4i+3(k))

LR <—2

ifiisodd:7T « T ® K,

(Lr)

RKy; || RK4; 11 || RK4;i 12 || RKyi3 T

Kro K

32

CON)

.._> D

cON)

b
‘._>

cON)

CONSP \

|
R~

Ko K3
32 32

con®)

P

con®)

|
—{B-0

cON¥)
§

CONSY \

|
—{A~

Kro Kpr1

CONSP

— Fol~P

CON)

|
R0

CONE)

CONSE) J

|
guling

Kpro Kr3

CONYY

CON®

|
—[B-O

CON®

CONSY \

|
—A—~

CONE) cON CONLE) CONSY
' ' ' '
32 32 32 32 32 32 32 32
Lo Ly Lo L3 Lpro Lry Lpro Lpg3
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Table 9 shows the relationship between generated round keys and related data.

Table 9 — Expanding K;, Kz, L; and L (192-bit key)

WKy WK, WK, WK; K @ Kq
RKo RK) RK; RK; Ly ® (CON4"™? || CON,"*? || CONy"™ || CONy ")
RK4 RKs RKs RK; X (L) @ K @ (CONu"™ || CONys" || CONu"™ || CON ")
RKs RKy RKio RK), Lr ® (CONK™ | CON™ || CON,™ || CON5, 1)

RK1> RKy3 RK 4 RK 5

Y (Ly) D K, ® (CON," || CON5;"*? || CONs," || CONss'*?)

RK s RKi7 RK 3 RK 9

2 (L) @ (CONsq ™ [| CONs; " [ CONsg ™ [| CONsg™™)

RK RK21 RK» RKx3 (L) ® Kx @ (CONg'"™ || CONg"™ || CON'™ || CONg"™)
RK>4 RK>s RKys RK>; Z (L) @ (CONg,"™ || CONgs'"™ || CONg"*? || CONg;"**h
RK»3 RK29 RK30 RK: X3 (Lp) @ K, D (CONg"? || CONgo'™* || CON7,""*? || CON11?)
RK3; RK33 RK34 RK35 ALy @ (CON»" || CON"? || CON7, || CON3"?)
RK36 RK37 RK 35 RK39 YL D K@D (CON+"? || CON" || CON75'" M| CON"*?)

RK 4 RK41 RK gy RKy3

> 4Lg) @ (CONg" || CONg;""? || CONg¥2 || CONg;"?)

6.1.6.4

The key sche
required num

For a 256-bit
(see descript

Table 10 sho

Key schedule for a 256-bit key

dule for a 256-bit key is almost the same as that fon 192-bit key, except for constant value
ber of RK;, and the initialization of Kj.

key, the value of k is set as 256, and the stéps are almost the same as in the 192-bit key
on in 6.1.6.3). The difference is that we usé CON*(0 < i < 40) as round keys to gener
and Ly, and then to generate RK; (0 < j < 52), we usefifty-two 32-bit constant values CON*(40 < i < 92).

vs the relationship between generated round keys and related data.

Table 10 —Expanding K;, K, L; and Ly (256-bit key)

WKy WK1 WK, WK; K . @ Kq
RK, RK, RK, RK; L, ® (CON3,®® | CONL®® || CONL®O || CON
RKy RKs RKs RK; Y (L) @ K @ (CONu™®? || CONys® || CONy™ | CONH*)
RKs RKy RKyo RE:i Ly @ (CON&™®? || CONy™ || CON5y™™ || CON5;**%)

s, the

case
ate [,

REp R REWRK s | S (Lp) @ K, @ (CONo'™ || CON5s™* || CON5i ™ || CONss**)
RKi6 RK1; RK 5 RK 9 T (L) D (CONs™? || CON5;*> || CONss® || CONso ™)
RK> RbcRErr R T O K B CON G CONGT T CON G CONG
RK»; RK»s RK»s RKy; > ALy) ® (CON® || CON®® || CONg™® || CONg™)
RKo3 RK2 RK30 R Y 3(Ly) @ K ® (CONg®® || CONg™ || CON7®> || CON7, >
RKs2 RK3; REs4 RKss (L) © (CON,® | CON,™ || CON® | CON3s*)
REss RKsy REsy RKsy | 2(Ly) @ K @ (CON3™ || CON ™ || CON3™™ || CON7o®*?)
RK49 RKy1 RK4y RKy3 > L) ® (CONu™ | CONg® || CON®® || CONg™)
RK44 RK4s RKy6 RK 47 Z(Ly) © K, @ (CONy® || CONgs™® || CONgs®* || CONg ™)
RK45 RK.9 RKso RK| > 9Ly @D (CONg™ || CON®® || CONoo™® | CONoy >

18
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6.1.6.5 DoubleSwap function
The DoubleSwap function X : {0,1}'*® — {0,1}'**is defined as follows:
X2s) F2 Yoog)
Y = X[7-63] || X[121-127] || X[0-6] || X64-120],
where X[a-b] denotes a bit string cut from the a-th bit to the »-th bit of X. Bit 0 is the most significant bit.

The DoubleSwap function is illustrated in Figure 10.

128 bits
[7] 57 | 57 7

| 57 [7]7] 57 |

Figure 10 — DoubleSwap Function<Z

6.1.666 Constant values
32-bit| constant values CON® are used in the key schedule algorithm. We need 60, 84 and 92 constant values
for 128, 192 and 256-bit keys, respectively. Let P(;q)= Oxb7el (= (e—2)2'%) and Q¢ = 0x243f (= (7 —3)2'%),
where ¢ is the base of the natural logarithm (2.71828...Yand 7 is the circle ratio (3.14159...). ON*, for k =
128,192, 256 are generated in the following way (Seé-Table 11 for the repetition numbers /% and the initial
valuep 11/'Y).

1) 7,01

4) Fori=0to® -1 do the following:

2.1) CON® (1P @ PRTP <<<1)
2.2) CONyiu® — (FH® Q) | (11 <<<8)

2.3) T,/ W —TH e 0x00027"

In step 2.3, the miitiplication is performed in the field GF(2'®) defined by a primitive polynomial §'¢ +z'* +z'> +
2+ P+ 2+ (= 0x1a831)1) . 000027 is a constant denoting the multiplicative inverse of a finite field
elemgnt z (<=20%0002).

Table 11— Required-numbers of constant values —— |

k #of CON®  [® w®

128 60 30 ox428a (=@R2-1)-2'%)
192 84 42 0x7137 (=@B-1)-2'%)
256 92 46 0xbs5co (=R5-1)-2'%)

Tables 12 - 14 show the values of 7,¥’ and Tables 15 - 17 show the values of CON,».

1) The lower 16-bit value is defined as 0xa831 = @101 —4)-216. '101" is the smallest prime number satisfying the
primitive polynomial condition in this form.

© ISO/IEC 2012 — All rights reserved 19
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Table 12 — 7"

i 0 1 2 3 4 5 6 7
7% | 428a 2145 c4ba  625d e536 7290 ed55 a2b2
i 8 9 10 11 12 13 14 15
7% | 5159  fcb4  7e5a  3f2d cb8e  65¢c7 e6fb  a765
i 16 17 18 19 20 21 22 23
7% | 87aa  43d5  f5f2  7af9 e964  74b2  3a59 934
i 24 25 26 27 28 29
7 | 649a  324d cd3e  669f e757 a7b3

Table 13 — 7"*?

i 0 1 2 3 4 5 6 7
7Y | 7137  ec83  a259 8534  429a  214d  cdbe  625%
i 8 9 10 11 12 13 14 15
7Y | e537  a683 8759 974 4bda  25ed  cé6ee 6377
i 16 17 18 19 20 21 22 23
7Y | e5a3  a6c9 877c  43be  21df  c4f7  b6e3 8£29
i 24 25 26 27 28 29 30 31
719 | 938c  49c6  24e3  c669 b72c  5b9s.\J2dcb  c2fd
i 32 33 34 35 36 37 38 39
7Y | b566  5ab3  £941  a8b8  545c  2a2e 1517  de93

i 40 41
7Y [ bb51  89b0
Table 142729
i 0 1 2 3 4 5 6 7
7 | b5c0  5ae0 2d70 \~\¥6b8 0b5c 05ae  02d7 d573
i 8 9 10 11 12 13 14 15
7 | beal 8b48  4%a4 22d2 1169 dcac  6e56  372b
i 16 17 18 19 20 21 22 23
79 | cf8d Db3deJ 59ef  fB8ef a86f 802f  940f  Qelf
i 24 25 26 27 28 29 30 31
79 | 9p17 9993 98d1 9870 4c38  26lc  130e 0987
i 32 33 34 35 36 37 38 39
7% | dogbs" bc75  8a22 4511  £690  7b48  3dad  led2
i 40 41 42 43 44 45
79 \Nof69  d3ac  69d6  34eb ce6d  b32e
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Table 15 — CON*®

i 0 1 2 3
CON™ | f56b7aeb 994a8a42 96ad4bd75 fa854521
i 4 5 6 7
CON™ | 735p768a 1f7abac4 dS5bc3b45 b99d5d62
i 8 9 10 11
CON™ [ 52d73592 3ef636e5 c57alac9 a95b9b72
i 12 13 14 15
CON{"?® | 5ab42554 369555ed 1553ba%a 7972b2a?2
i 16 17 18 19
LUJV,-/MQ\ eoboodad 0adJIDOIOL 4po22UbYyob [ 714p4rcC
i 20 21 22 23
CON™ | c9bb034b a59%aba7e 88ccB8la5 eded2d3f
i 24 25 26 27
CON™ | 7c6£68e2 104e8ecb d2263471 be07c765
i 28 29 30 31
CON™ | 511a3208 3d3bfbe6 1084bl34 7Tcab565a7
i 32 33 34 35
CON™ | 304bfOaa 5cb6aaa87 £4347855{,9815d543
i 36 37 38 39
CON{"™ | 4213141a 2e32f2f5 cd180add al39f97a
i 40 41 42 43
CON'® | 5¢852d36 32a464e9 ,c353169b af72b274
i 44 45 46 47
CON™ | 8db88b4d e€19959%a 7ed56d96 12f434c9
i 48 49 50 51
CON™ | d37b36cb bfbada64 85ac9b65 e98d4d32
i 52 53 54 55
CON™ | 7adf6582)\ 16fe3ecd dl7e32cl bd5f9f66
i 56 57 58 59
CON™ | 50063150 3c9757e7 1052b098 7c73b3a’
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Table 16 — CON"?

i

0

1

2

3

CONy”)

c6d61d91

aaf73771

5b6226£8

374383ec

4

5

6

7

i
CONy”)

15b8bbdc

799959%a2

32d5£596

5e£43485

8

9

10

11

i
CON#”)

f57b7acb

995a9a4?2

96acbdo5

fag8d4dzl

12

13

14

15

i
CO]vi(lgz)

735£7682

1f7ebecd

dSbe3b4l

p99f5£f62

]

16

17

18

A (192)
\=AeoaFi

CoJdo 20 0N
[oryvavawye)

2 £ |y
SCTTSTES

11 o210 0
T oz TT

20

21

22

23

30b8fl4c

5¢995987

2055d096

4c74b497

i
CON,-(IQZ)

24

25

26

27

fc3b684b

901ladadb

920cb425

fe2ded25

i
CONy”)

1

28

29

30

31

CONy”)

710£7222

ld2eeechb

d4963911

b8b77763

32

33

34

35

524234Db8

3e63a3eb

1128b26¢

7d09¢9a6

i
CON#”)

36

37

38

39

1
CO]vi(lgz)

309d£106

5cbc7¢c87

£45£7883

98Febed 3

40

41

42

43

i
CO]vi(lgz)

963ebc4l

falfdf2l

73167610

1£37f7c4

44

45

46

47

i
CON,-(IQZ)

01829338

6da363b6

38cB8elac

54e9298f

48

49

50

51

i
CONy”)

246dd8eb

484c8c93

fe276c73

9206c649

52

53

54

55

i
CONy”)

9302b639

f£23e324

7188732c

1da969c6

56

57

58

59

i
CON#”)

00cd91a6

6eec2cb’?

ec7748d3

8056965b

60

61

62

63

i
CO]vi(lgz)

9a2aaéo69

£f60bcb2d

751c7a04

193dfdc2

64

65

66

67

1
CO]vi(lgz)

02879532

6eab66b5

ed524a99

8173b35a

68

69

70

71

i
COM(]92)

4ea00d7c

228141f9

1f59%ae8e

7378b8a8

72

73

74

75

{
CONy”)

e3bd5747

8£9c5c54

9dcfaba3

flee2e2a

76

77

78

79

i
CONy”)

a2f6d5dl

ced71715

697242d8

055393de

80

81

82

83

1
(wON.(192)

0cb0895¢

609151bb

3eblec9e

5270b089
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Table 17 — CON*®

ISO/IEC 29192-2:2012(E)

0

1

2

3

i
CON®

0221947e

6e00c0b5

ed014a3f

8120e05a

4

5

6

7

i
CON®

9a91ab51f

£6b0702d

al59d28f

cd78b816

8

9

10

11

l
CON*®

bcbde947

d09c5c0b

b24ff4a3

debeael5

12

13

14

15

i
COM(ZS())

p536fabl

d917d702

62925518

0eb373d5

1

16

18

19

AL (256)
\=Aesa i

00400201
\YAwar avavy.es v,

2 Qa0
T Aoy

20

21

22

23

£24574b7

9e64a445

9533babb

£912d222

i
CO]V[(256)

24

25

26

27

a688dd2d

caaf%96911

6b4d46a6

076cacde

i
CON®

28

29

30

31

l
COM(256)

d9b72353

b596566e

80cad%l1la9

ecelb2b37

32

33

34

35

786c60e4

144d8dcf

043£9842

68ledeb3

i
CON*®

36

37

38

39

1
COM(ZS())

eeledc2l

822fefb59

4£0e0e20

232feff8

40

41

42

43

1£f8eaf20

73afofas8

37ceffal

5bef2£80

i
COM(ZS())
i

44

45

46

47

CO]V[(256)

23eed7e0

4fcf0fo4

29fec3cO

45df1f9e

48

49

50

51

i
CON®

2cf£6c9d0

40dI79b

2e72ccd8

42539399

52

53

54

55

l
COM(256)

2f30cebc

4311d198

2f91cfle

43b07098

56

57

58

59

i
CON*®

fbd9o6I8f

97£8384c

91fdb3c7

fddclc26

60

61

62

63

1
COM(ZS())

adefd9e3

c8celel3

beocoecfl

d2478709

64

65

66

67

1
COM(ZS())

673a5e48

O0blbdbd0

0p948714

67b575bc

68

69

70

71

l
CO]V[(256)

3dc3ebba

5le2228a

£2£075dd

9ed11145

72

73

74

75

l
COM(256)

417112de

2d5090£6

cca9096f

a088487b

76

77

78

79

i
CON®®

8a4584b’7

e664a43d

a933c25b

c5l2d2le

80

81

82

83

l
(10]\/((256)

b888e12d

d4a9690f

©44d58a6

086cacd3

84

85

86

87

de372c¢53

b216d669

830a9629

ef2beb34

i
COM(ZS())

88

89

90

9

1
COM(ZS())

798c6324

15ad6édce

04cf99%a2

68ee’2eb3
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ISO/IEC 291

This annex lists the object identifiers assigned to algorithms specified in this part of ISO/IEC 29192.

92-2:2012(E)

Annex A
(normative)

Object identifiers

-- ISO/IEQ

Lightweigh
iso (1) st4
asnl-modul
DEFINITION
—-— EXPORTS
—-— IMPORTS

OID OH
—-— Synonynj
1s29192-2
part2 (2) }
id-1bc64 g
id-1bcl28
-- Assignn
id-bc64-py
id-bcl28-d
Lightweigh
algorithm
parameters
}
BlockAlgor
{ OID id-b

29192-2 ASN.1 Module

tCryptography-2 ({
ndard (0)
e (0)
S EXPLICIT TAGS

lightweight-cryptography (29192) part2(2)

algorithm-object-identifiers(0) }

BEGIN

All;

None;

JECT IDENTIFIER -- Alias

standard (0)

{iso (1) lightweight-cryptography (29192)

ID

{is29192-2 cipher-64-bit'l) }
{1529192-2 cipher-128-bit (2)}

OID

ents —--

esent OID {id-1bce4d-present (1)}

lefia OID {id-1bcl128 clefia(1l)}

tCryptographyldentifier SEQUENCE {

ALGORITHM. &id¢BlockAlgorithms}),

ALGORITHM:\6&Type ({BlockAlgorithms} {@algorithm}) OPTIONAL
ithms\ ALGORITHM {

co44present PARMS KeyLengthID } |

{ OID id-b
-- Exp
}
KeyLength
KeyLengthI
int KeyLen
oid OID
}

24

cl28-clefia PARMS KeyLengthID },

ect additional algorithms --

INTEGER

D

CHOICE {
gth,
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-- Cryptographic algorithm identification --
ALGORITHM ::= CLASS {

&id OBJECT IDENTIFIER UNIQUE,

&Type OPTIONAL

}

WITH SYNTAX {OID &id [PARMS &Type] }

END -- LightweightCryptography-2 --

ISO/IEC 29192-2:2012(E)

© ISO/IEC 2012 — All rights reserved
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Annex B
(informative)

Test vectors

This annex provides test vectors for PRESENT and CLEFIA for each key length in hexadecimal notation.

B.1 PRESENT test vectors
B.1.1 PRESENT-80
Plgintext 0123456789abcdef
Key 0123456789abcdef 0123
Cighertext £8dd50531d973bde
Round Roynd Key Value After addRoundKey After sLayer After plLayer
1 01%23456789%abcdef 0000000000000000 cccececcceeecccccee fEEEEL££00000000)
2 1024602468acfl135 efdb9fdb68acfl135 1278e278a3£42510 19a22a346eecaa26q
3 8fPp7a2048c048d14 96958830e2ee2f72 eae033bclfhl62d6 e302ald4beeddleb?
4 e3¢4dle6£4409181 00c670ad1a0d9£33 ccd4adeff5fc7e2bb debbeff8135f0bd3
5 62B45c789a3cde8a bc5fb3808963d559 8402803c3eab700e 8d71414916£90698
6 92460c468b8£f1345 1£374d0£9d7615dd 52bd97c2e7dab5077 3ab096eb65d3bcol
7 £3§a3248c188d172 c9caad4a3a45b6dl9 4edf£9fbf908a75e 5fd9fa875b8dlfcq
8 0c$dle6f46491832 5394e4e81dc407£f4 0be919135749cd29 741d20ec61425£d45
9 0345c189%a3cde8cd 7758e165c28fb718 dd0315a046328d53 c20ccd4c61271dc2|
10 £4$0c068b831347d 366c04aecaad0e85a baad4c9f1£f£f9cl30f eeflladle2c587ed
11 £74£33e8c180d1703 1952245dfaé890ee 5¢0669072f43ecll 444cd96c59d88553
12 ad§llfefd67d18304 €09d27988e090657 lce76de3blcecald 66bd7e393b9495c]]
13 34pcld49a3fde8cfc 52ed62a3044a193d 0615affbc99f5eb7 0f£6569d4£17377H
14 360c068b829347£fd 39£a5016cd847086 be2f0c5a4739dc3a d51d56ccfl1639274
15 fap3e6c180d17055 2f2eb00d71b2e22f 62618cc7d5861662 Oeala7d6ell711cH
16 fdl£££f467cd8301d £3b£58909dcf21d5 2b8203ece7426570 638003eed6dad44d
17 85¢15fa3ffe8cfi93 €6415c4d29328bd5 1a9504976eb63870 626415d241fab324
18 a0¢070b82bL4FEED c2a4656a6aleccdf 46f9alafafcldd’2 3belelbebbc33152
19 83pe54180e170577 b8deb57665d43425 837180daa079b960 8b9c222261laa723d
20 21f£fd0672a8301ch 2a63f245ab2973£f7 ffab2690£f86edb2d f2ddc4b9fcb6d28d
21 aclb5e43ffal0cf95a 5ec8008606bazbd7 0l43cc3aca8f687d 0df52c90135a5213
22 9c073582b887ff4b 91£21919%9abddad58 e5265e5e£877£703 85c8dfbcb5bd4abd
23 a3e57380e6b0571b 262dac3c530d1lda6 6a67f4b40bc757fa 4a63bd3efab71labe
24 dffd347cae701lcdd 959e894254270683 e0el3e96096dca3b a65dab538ad271a53
25 815c7bffa68£95c2 2701dec70ba88f91 6dc5714dc8£332e5 6le2fba3883e5d39
26 9073702b8f7ff4dd £1918b880741a9%e4 25e53833cd95fel9 24ed70dcab0cbb7b
27 fe57120e6e0571e2 daba62d2c5092a99 7f8fa67640cebfee 7837d7bfdf1£d204
28 0fd37fcae24lcdcd 77e4a8753d5elfc9 dd19f3d0b701524e da8lcadb0cc5fed8
29 £5c781fa6ff95c46 2f464bb1633ca29%e 629a9885abb4feel 3eeaB8lledlee2969
30 47373eb8f03f4df1l 79ddbfa620d16498 de7782fa6c75a9%e3 cbdef2f277abb235
31 b57108e6e7d71e08 7e3ffald907cac3d dlb22f59%ecd4f4b’7 a5eaB86fd3c8be72b
32 5d37d6ae2llcdctb £8dd50531d973bde
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B.1.2 PRESENT-128

ISO/IEC 29192-2:2012(E)

Plaintext 0123456789%abcdef

Key 0011223344556677 8899%aabbccddeeff

Ciphertext 88728500054418de

Round Round Key Value After addRoundKey After sLayer After player

1 0011223344556677 01326754cdfeab98 c5b6ad094721f8e3 ad0ed4ca386b6559
2 25133557799%bbddf 881de19d41£0d886 335715e7952c733a 02913758d32ffdce
3 29004488cd115599 2b9173d01e3ea857 68e5db7c51b1£30d 6d29bb89%a62clefd
4 63944cd55deb6ef’ Oebdf75cfbca700a c1872d04284fdccf a45£953£18915419
5 29a4011223344557 8dfb942d3babll4e 3728e967b8£f05591 lce24bZaepalc5af
6 178e5133557799%a Ob6clalfbed75cl5 c8a45£52817d0450 e4909e362[5200e72
7 0ca69004488cdl14 e8360e326dacdf66 13baclb6a7f472aa 3aa309787Befe668
8 e35e3944cd55de67 d9fd303cbeba380f 7e27bcb4818fb3c2 4ebad512fkm1d9%a5bc
9 19329a4011223346 57884f52eb3fa%la 0d33920618b2fe5f 486d410£3p53d78ab
10 488d78e51335577b 00e039ea26082£d0 cclcbelf6ac3627¢ dd61d5ab0dde2bl2
11 d364ca69004488ct 0e051fc20d9%aa3dd clc05246c7effib77 albcabfb0p7£485f
12 252235e3944cd55f 859e9e1891339d00 30elel53eSkbecc 28bb2acfaPPbc9774
13 1d4d9329a4011220 35f£6b9%e60dbd8554 b02a8elac7873009 9dal04d0bl5588259
14 c99488d78e513356 54358c073b09b10f 09b034cdb8ce85¢c2 63fa073628916984
15 4975364ca690044b 2a8f317a8e0l6dct 6£82b5df31cha742 4b28c736f98d6fd4
16 ab2652235e3944ce e00e9515a7b42bla Iccle050£d89685fF 68f56acb0|g8992d3
17 7525d4d9329a4015 1dd0bel23a13d2c6 577c8156bf5b764a 18d1£f36e6lldde6£f8
18 faac99488d78e517 e27d6a26eca503ef 16d7af6al4f0cbl2 2d2c76685f25b4a6
19 17d4975364ca6904 3af8el3b3befdda® bf2315b8b81277f6 c3c2440ffp9fdeae
20 eB8eab2652235e390 2b28f66adladldd3e 68632aaf7cffb7bl 477aalf4blffbellbf
21 5c5£525d4d9329al 1b25f3a9£22d381e 58602bfe2667b351 4708a3722ffc861f
22 6ba3aac99488d78b 2cab09bbbb745194 64£8ceB8888d905e9 3ff3ec26af4022035
23 a5717d4975364ca3 9a82916fd1346c96 ef36e5a275b%a4dea ca3bdccbfpab64£0
24 abaeBeab2652235b 6£95526dddf947ab a2e006a7772e9df8 a21f25d6e[lf201ce
25 d195c5£525d4d934 738ae023c226d8fa db3flcéb466a732f d51196e97B7££90d
26 e696ba3aac99488k 33872cd3dfebbl86 bb3d647b721a853a dl1191e84epd3f3ab
27 ad465717d4975362 7c5f49933f44a0c4 d4029eebb299fc49 8fbdc60el[/c889b9
28 989abae8eab26524 17279ce6fd7aec9d 5d6dedla27dflde’ 5932fc772[9d3d279
29 elb5195e¢5f525d4a b887e52b76818£33 833d1068da3532bb 91c312906pR6£78bb
30 0662636ba3aac993 97al7bfbclc5b128 edf5d82845408563 ed08£8e6ap037845
31 d886d465717d4972 358e2c¢83d37e3137 b031643b7bdlb5bd 81l6b0cabajpcab3ff
32 091989a5ae8eab21 88728500054418de
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B.2 CLEFIA test vectors

B.2.1 CLEFIA with a 128-bit key

key ffeeddcc bbaa9988 77665544 33221100
plaintext 00010203 04050607 08090a0b 0c0doOeOf
ciphertext de2bf2fd 9b74aacd £1298555 459494fd
L 8f89a61b 9db9d0f3 93e65627 da0dl27e
WKo.123 ffeeddcc bbaa9988 77665544 33221100
RKy 123 fle6cef9 8df75e38 41c06256 640ac51b
RKy 567 6a27e20a 5a791b90 e8c528dc 00336ea3
RK39.10,11 59cdl7c4 28565583 312a37cc c08abd77
RK 15151415 7e8e7eec 8be7e949 d3f463d6 alaadéaa
RK 6171819 e75eb039 0d657eb9 018002e2 91174009
RK0212223 9f98dlle babee8cf b0369efa d3aaefOd
RK4252627 3438f93b f9cea4ald 68df9029 b869b4da?
RK>8293031 24d6406d e74bc550 41c28193 16de4795
RK3) 333435 a34a20f5 33265d14 b19d0554 5142f434
plainext 00010203 04050607 08090a0b 0c0dgeef
initial whitgning key ffeeddcc bbaa9988
after whjtening 00010203 fbebdbcb 08090a0b b7a79787
Round 1 nput 00010203 fbebdbcb 08090a0k b7a79787
F-function FO F1
input 00010203 08090a0b
round key f3e6cef9 8df75e38
after key add f3e7ccfa 85fe5433
after S 290246el 777de8e8
after M 54723193 ab£f12070
Round 2 nput af9leab8 080190a0b 1c56b7£7 00010203
F-function FO F1
input af9leass 1c56b7£7
round key 41c06256 640ac51b
after key add €e51880e 785c72ec
after S cb5d2boc 63a5edd2
after M f51cebb3 82dfe347
Round 3 nput fd15e1bs 1c56b7£7 82deel44 af9lea58
F-function Fo F1
input fdl5elbs 82deel44
round key 6a27e20a 5a791b90
after key add 973203b2 dsa7fad4
after S c2c7c6c2 be59el0d
after M dsdfdsde el5ea8lc
Round 4 input c4896£29 82deeldd 4ecf4244 fdil5e1b8
F-function FO F1
input c4896£29 4ecfda244
round key e8c528dc 00336ea3
after key add 2c4ca7£5 4efc2ce’
after S 9da4dafc 43bce638
after M b5b28e96 b65c519a
28 © ISO/IEC 2012 — All rights reserved
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Round 5 input 376c6£d2 4ecfda244 4b49b022 c4896£29
F-function FO F1
input 376c6£d2 4b49b022
round key 59cdl7c4 28565583
after key add 6eal7816 631fe5al
after S f26ad3e5s 62af9f1b
after M 29f08afd be01d127
Round 6 input 673£c8b9 4b49b022 7a88bele 376c6£d2
F-function FO F1
input 673fc8b9 7a88bele
round key 312a37cc c08abd77
after key add 5615f£75 ba020379
after S b39c8es8 2ddle9a2
after M 5999a79%e 0429b329
Round|7 input 12d017bc 7a88bele 3345dcfb 673£c8b9
F-function FO F1
input 12d017bc 3345dcftb
round key 7e8e7eec 8be7e949
after key add 6c5e6950 b8a235b2
after S 8b737025 67a08eba
after M 6ed11b09 dfd3cd32
Round|8 input 1459a507 3345dcfb b8ec058b 12d017bc
F-function FO F1
input 1459a507 b8ec058b
round key d3f463de a0aadé6aa
after key add c7adc6dl 1846d321
after S e7ee5a5f 9e97flal
after M 8c9dolilic 93684eec
Round|9 input bfdsdde? b8ec058b 81b85950 1459a507
F-function FO F1
input bfdsddel 81b85950
round key e75eb039 0d657eb9
after key add 58l866dde 8cdd27e9
after S 4e821daf 59c56044
after M e6d6501e 645839b4
Round|10 input 5e3a5595 81b85950 79019cb3 bfdsdde’
F-function FO F1
input 5e3a5595 79019cb3
round-key 018002e2 91174009
after key add 5fba5777 e8l64cba
after S 612d8£f7b 0185a49c
after M 3alb0e97 b9b479c8
Round|14 input bba357c7 79019cb3 066ca42f 5e3a5595
F-tunction FO F1
input bba3s57c7 066ca42f
round key 9fgsdlle babee8ct
after key add 243b86d9 bcd24ce0
after S £70£1144 cb72a481
after M 28974052 4a6700b1
Round 12 input 5196dcel 066cad2f 145d5524 bba357c7
F-function FO F1
input 5196dcel 145345524
round key b0369efa d3aaefod
after key add ela0421b c7£7ba29
after S 6f7efd4af 72642dce
after M ffb5db32 90743820
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Round 13 input £9d97£f1d 14545524 2bde6fe? 5196dcel
F-function FO F1
input £9d97£f1d 2bdeé6fe’7
round key 3438£93Db f9ceasald
after key add cdel8626 d210cb47
after S 3£751141 ab28e0da
after M 0a744c28 lc3e38a3
Round 14 input 1e29190c 2bde6fe? 4da8e442 £9d97£1d
F-function FO F1
input 1e29190c¢c 4daB8e442
round I/ny Qd£8020 bocolbd 7
after key add 76£68925 £5c150e5
after S fe6db7e7 fc0c25f6
after M aaa2c803 c4315b8sd
Round 15 nput 8l7ca7e4 4da8ed42 3de82490 1e29190¢
F-function FO F1
input 817ca7e4 3de82490
round key 24464064 e74bc550
after key add abaae789 daa3elcO
after S 84233818 2904757b
after M 7bd4cced eac2f0fb
Round 16 nput 367c28af 3de82490 f4aebe9f? 8l7cajed
F-function FO F1
input 367c28af f4ebefy
round key 41c28193 16de4795
after key add 77bea93c e235ae62
after S 7c4a935b 66908953
after M 5986940 c119609f
Round 17 nput 64664dd0 f4ebe9f?7 4065c77b 367c28af
F-function Fo F1
input 64664dd0 4065c77b
round key a34a20f5 33265d14
after key add c72c6d25 73439a6f
after S e7e61de7 788c85b4
after M 2ac0%b0a c755adfa
Round 18 nput de2bf2fd 4065c77b £1298555 64664dd0
F-function FO F1
input de2bf2fd £1298555
round key b19d0554 5142f434
after key add 6fb6f7a9 a06b7161
after S b44d648c 7e99%ea2a
aftet M ac7738f2 12d0c82d
outgut de2bf2fd ecl12ff89 £1298555 76b685fd
final whitening key 77665544 33221100
after whitening de2bf2fd 9b74aacd £1298555 459494fd
ciphertext de2bf2£fd 9b74aacd £1298555 459494fd

B.2.2 CLEFIA with a 192-bit key

key ffeeddcc bbaa9988 77665544 33221100
£0e0d0c0 b0a09080

plaintext 00010203 04050607 08090a0b 0c0dOeOf

ciphertext e2482f64 9f028dc4 80ddal84 fdel8lad
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Ly db05415a 800082db 7cb8186c d788c5£f3
Ly lca9b2el b4606829 c92dd35e 2258a432
WKo123 0f£0e0d0Oc 0b0a0908 77777777 77777777
RKy 123 4d3bfdlb 7alf5dfa 0fae6e7c c8bf3237
RK4567 73c2eeb8 dd429ec5 e220b3af c9135e73
RKs9.10.11 38c46a07 fc2cedba 370abf2d b05e627b
RK\ 13,1415 38351b2f 74bdé6ele 1lb7c7dce 92cfc98e
RK6.17.18.19 509b31la6 4c5ad53c 6fc2ba33 ele5c878
RK50512223 419a74b9 1dd79e0e 240a33d2 9dabfd0o9
RK>4252627 6e3ff82a 74ac3ffd b9696e2e ccOb3al38
RK>8 293024 ed785chd 9c077c¢13 04978483 2ec058ba
RK3; 3303435 4bbd5f6a 31fe8de8 b76da574 3a6fa8e?
RK;6.3738.39 521213ce 4f1f59d8 cl13624f6 ee91fea4
RK 4041|4243 17f68fde f6c360a9 6288bc72 c0ad856b
plaintext 00010203 04050607 08090a0b 0c0d0e0f
ipitial whitening key 0£0e0d0c 0b0a0908
after whitening 00010203 0b0b0b0b 08090a0b 07070707
Round|1 input 00010203 0b0b0b0b 08090a0b 07070707
F-function FO F1
input 00010203 0809020k
round key 4d3bfdlb 7alfsdfa
after key add 4d3affls 721657f1
after S 43c58e9e €d85d736
after M b5021a3b c397£62b
Round|2 input be091130 08090a0b ca90flac 00010203
F-function FO F1
input be091130 c490f12c
round key O0faeé6e’c c8bf3237
after key add bla77f£4¢ 0c2fec31b
after S £3d1pba4 13d83a3d
after M 9fbab9cl 6683cae3
Round|3 input 97b363ea c490fl12c 6682c8e0 be091130
F-function FO F1
input 97b363ca 6682c8e0
round key 73c2eebs8 dd429ec5
after keyladd e4718d72 bbc05625
after.S 79ea66ed f47b0d7a
after-M 61c2leas 120e06e2
Round|4 input a552ef89 6682c8e0 ac0717d2 97b363ca
F-function FO F1
input a552ef89 ac0717d42
round key e220b3af c9135e73
after key add 47725c26 651449al
after S daeda541 355¢c651b
after M 28a43c63 cblab573
Round 5 input 4e26f483 ac0717d2 5ca9d6b9 a552ef89
F-function FO F1
input 4e26£483 5ca9d6eb9o
round key 38c46a07 fc2cedba
after key add 76e29e84 a0853203
after S fe663e39 7edcc7c6
after M S5ce7dafe ac7f4ele
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Round 6 input foel0cd2c 5ca9deb9 092dalb7 4e26£483
F-function FO F1
input foe0cd2c 092dalb7
round key 370abf2d b05e627b
after key add c7ea7201 b973c3cc
after S e77f9fda 174a3a46
after M b9869270 8fc7e089
Round 7 input e52f44c9 092dalb7 clell40a foeOcd2c
F-function FO F1
input e52f44c9 clell4o0a
round key 38351b2f Z4abdéele
after key add ddla5feé6 b55c7al4
after S c5496150 S5aa5cl5c
after M 33d8590f e62eb913
Round 8 nput 3af5f8b8 clelldOa l6ce743f e52f44c9
F-function Fo F1
input 3af5£8b8 l6ce743f
round key 1b7c¢7dce 92cfc98e
after key add 21898576 8401bdbl
after S all8dc09 3949b1f3
after M £0912024d 04f9e827
Round 9 nput 31703427 16ce743f eld6acee 3af5£8b8
F-function FO F1
input 31703427 eldé6acee
round key 509b31laé6 4c5adbse
after key add 61eb0581 ad8c79d2
after S 2a8d3304 eeffc072
after M £9639a90 8bebfe3d
Round 10 nput efadeeaf eld6acee b1le0685 31703427
F-function FO F1
input efadeeaf blle0685
round key 6fc2ba33l ele5c878
after key add 806£549¢ 50fbcefd
after S cdSeeb6t 25d7fe02
after M al00e35b 26a4eled
Round 11 nput 40d64fB5 b11e0685 17d4d54a efadeeaf
F-function Fo F1
input 40d64fb5 17d4d54a
round key 419a74b9 1dd79e0e
after key add 014c3bo0c 0a034b44
after S 49a4c013 b4c6c912
afterM 51c0208f fla2c339
Round 12 nput e0de260a 17d4d54a 1e0f2d96 40d64£fb5
--function FO F1
input e0de260a le0£f2d96
round key 240a33d2 9dabfd09
after key add c4d415d8 83a4d09f
after S 801beebe 86b8f8ed
after M 8a9aef34 3e451646
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