INTERNATIONAL ISO/IEC

STANDARD

29191

First edition
2012-12-15

G ) S—

Information technology — Security

techniques — Requirements for partially

anonymous, partially unlinkable
authentication

Technologies de l'information — Techniques de sécurité 1— Exigences
pour l'authentification partiellement anonyme, partiellement non reliable

Reference number

ISO/IEC 29191:2012(E)

©|SO/IEC 2012


https://iecnorm.com/api/?name=7600d164a25bd91d10dd58aaa7d0a4a3

ISO/IEC 29191:2012(E)

COPYRIGHT PROTECTED DOCUMENT

© ISO/IEC 2012

All rights reserved. Unless otherwise specified, no part of this publication may be reproduced or utilized in any form or by any means,
electronic or mechanical, including photocopying and microfilm, without permission in writing from either ISO at the address below or
ISO's member body in the country of the requester.

ISO copyright office

Case postale 56 ¢ CH-1211 Geneva 20

Tel. +4122749 01 11

Fax + 4122749 09 47

E-mail copyright@iso.org

Web www.iso.org
Published in Switzerland

ii © ISO/IEC 2012 — All rights reserved


https://iecnorm.com/api/?name=7600d164a25bd91d10dd58aaa7d0a4a3

ISO/IEC 29191:2012(E)

Contents Page
0T =T o iv
L Yo 11T o) v
1 85T oo o -SSP 1
2 LU TR L L B0 1531118 [0 | |- S PP PP PRSP PP PR SPPPrrrewrrs IREORORRRR 1
3 (671 4 =T - TSt S R 2
4 = 14 =TT o P " SPR RR 2
5 =T o LT =Y 4 L= 0 £ e SO N 4
Annex| A (iNformative) USE CASES .....cccerrreemrrrrrrsrrrrrssnrerssssnrerssssnresssssnsesssssnsersnssnlpionssnersssssnessssssleerssssnnennsssneenas 5
Annex|B (informative) Application of the mechanism for the purpose of data authenticatign and

Lo E=1 = T o o (=Y o 1 oY 1 Y R 7
Bibliography ... ... A Tea e e e 9

© ISO/IEC 2012 — All rights reserved iii


https://iecnorm.com/api/?name=7600d164a25bd91d10dd58aaa7d0a4a3

ISO/IEC 29191:2012(E)

Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
technical committees collaborate in fields of mutual interest. Other international organizations, governmental
and non-gove nenta i tatsomwitht1SS—and—EC,atsotake part i thre—work——the—fretd—of-information

technology, ISP and IEC have established a joint technical committee, ISO/IEC JTC 1.

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2.

The main task of the joint technical committee is to prepare International Standards, ‘Draft Interrjational
Standards addgpted by the joint technical committee are circulated to national bodies for yoting. Publicdtion as
an Internationgl Standard requires approval by at least 75 % of the national bodies casting a vote.

Attention is drawn to the possibility that some of the elements of this documentymay be the subject of| patent
rights. ISO and IEC should not be held responsible for identifying any or all such patent rights.

ISO/IEC 29191 was prepared by Joint Technical Committee ISO/IEC JTC 1, Information techhology,
subcommittee [SC 27, IT Security techniques.
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Introduction

The current state of the art for entity authentication requires the revelation of the identifiable information of an
entity being authenticated. In many types of transactions, the entity would prefer to remain anonymous and
unlinkable, which means that when two transactions are performed, it is difficult to distinguish whether the
transactions are performed by the same user or two different users. However, in some circumstances there
are legitimate reasons to enable subsequent reidentification (e.g., the interest of accountability). The term
partiall ; f f : fort f - at designated
openel only, can identify the authenticated entity. For example, a library may need to identify an entity that
has not returned a borrowed book in order to send a late notice to the entity. Current| cryptographic
technojogies are available to provide partially anonymous, partially unlinkable (authentication. This
International Standard defines a framework and requirements for partially anonymous, partjally unlinkable
authentication.
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Information technology — Security techniques — Requirements
for partially anonymous, partially unlinkable authentication
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ternational Standard provides a framework and establishes requirements for_partial
 unlinkable authentication.

purposes of this document, the following terms and definitions apply:
tication
bn of assurance in the claimed identity of an entity

CE: ISO/IEC 18014-2]

hich is or represents a principal for the purposes of authentication

CE: ISO/IEC 9798-1:2010]

tial

CE: ISO/IEC 2476051]

ated opener
ho can.re-identify the claimant from the transcript of authentication

The selectlon of the deS|gnated opener should be made |n advance of transactions. The entn

y anonymous,

y or entities that

f identifying the

claimant, the selection of the designated opener and the selection of the transcript of authentication to be provided to the
designated opener need to be carefully performed.

2.5

identity
set of attributes related to an entity

[SOURCE: ISO/IEC 24760-1]

2.6

re-identification
identification of a claimant following a partially anonymous, partially unlinkable authentication

NOTE

Re-identification is also called opening.
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2.6
transcript of authentication
record of sequences of exchanged data from a process of authentication

3 General

Many cryptographic mechanisms are available and in use today to improve the security of the authentication
process. This leads to greater trust when, following a successful authentication, an entity is given appropriate
access to protected resources using some authorization process. Note that the details of authorization are out
of scope for this standard and thus marked in parentheses. A typical authentication and authorization model
includes the following steps (with each step usually including a number of sub-steps. many of which are
covered in ISQ/IEC 29115):

a) Enrollment

b) Authentication

C) (Authorizatipn)

Most cryptogra
tracking of an

However, if th
information ab

But complete
anonymity to
appropriate in
re-identify an €

To achieve thg

phic mechanisms in use today require the revelation of the ideptifiable information and
bntity across transactions. For example, the use of public keys-ceuld hide an entity’s rea
b same public key or pseudonym is used for multiple authentications, it can be used
put the entity across transactions and so build a profile.

pscape punishment for exploiting a system. So, while anonymity and unlinkability n
some situations, there are cases where it may<bernecessary to give certain parties the a
ntity.

b goal of partially anonymous, partiallysunlinkable authentication, the process steps nd

enable
name.
to link

anonymity and unlinkability may not always be desirable. For example, an entity codild use

nay be
bility to

w look

like:

a) Registratign/enroliment, including setup to achieve anonymity

b) Authentication

c) (Authorization)

d) Re-identifigation (when appropriate)

4 Framework

For the sake pfiunderstanding an overview of the framework, a typical scenario is exemplified, where a
claimant begins by enrolling with a service. The service includes an issuer that generates credentials and
issues them to the claimants. The claimants then use the credentials for authentication. If the authentication is
successful, a transcript of authentication is created. Although it may contain other things, this transcript shall
include information necessary to enable re-identification by the designated opener. If re-identification is
required, the transcript of authentication is given to the designated opener who, a priori to any transactions,
must be established and provided with the necessary cryptographic components required for re-identification.
Each system will have its own set of practices and principles for determining when re-identification is
appropriate or necessary. Those details are not within the scope of this standard. Principles such as
openness, transparency and notice are explained in ISO/IEC 29100.

Every application will have its own requirements so any particular implementation may have variations from
the flow described above. For example, the cryptographic-based credentials could be generated by the
claimant, rather than the issuer; or credentials may be issued electronically or in person. But such variations
do not change the fundamental aspects of the framework.

© ISO/IEC 2012 — All rights reserved
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This framework defines a set of roles and operations, which are shown in Figure 1.

The four roles are:

a) Issuer — the entity who issues credentials to claimants

b) Claimant — the entity who will be authenticated by a verifier

c) Verifier — an entity that checks whether the claimant possesses credentials that are valid

d) Designated opener — the entity that can re-identify the claimant

Among

1)

2)

A process between an issuer and a claimant to perform a credential issuing-prog

process a claimant has a credential.

A process for the designated opener to setup the cryptographic information ned

identification.

A process between a claimant and a verifier to perform authentication, which produces
authentication. Authentication is successful if the verifier can‘determine that the clain
a valid credential.

A process by a designated opener to identify the claitnant from the transcript of auther,
re-identification. In this process, a designated opener uses the transcript of authentid

the above four roles, there are four basic operations in this framework.

use other information, where appropriate, to enable re-identification

Issuer

2) Setup precess

Cryptographic
information
necessary forre-
identification

1) Credential issuing
process

Identity of cl

4) Re-iden
proc

ess. After this

essary for re-

a transcript of
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tication, called
ation and may

himant

ification
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Credential
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Figure 1 — Framework of partially anonymous, partially unlinkable authentication
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5 Requirements

Partially anonymous, partially unlinkable authentication shall satisfy all requirements described below.

a) A claimant shall be authenticated by a verifier without being identifiable by the verifier.

For a claimant to remain anonymous to a verifier, the transaction shall not provide any information to
identify the claimant, while allowing the verifier to corroborate that the claimant possesses a valid
credential.

The transcript of authentication shall not by itself provide information that can link multiple authentication
transactions by the same claimant.

For a clai
multiple tr

The transg
identify th

For the dg
successfu
use other

mant to remain unlinkable to verifiers, the transaction shall not provide any information
bnsactions performed by the same claimant.

ript of an authentication shall contain information necessary for the designated opene
e claimant.

signated opener to be capable of later re-identifying the claimant, the transcript resulting
transaction shall provide information to identify the claimant. Note,\the designated open
nformation, where appropriate, to enable re-identification.

The designated opener shall be able to provide evidence that the claimed identity is correct.

In order t
provide ey

b avoid fraudulent claim(s) by the designated opeper,/the designated opener shall be
idence that the procedure for re-identification was.properly performed.

to link

 to re-

from a
er may

able to
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Annex A
(informative)

Use cases

A.1 Library use case

The re

identifi

a book
membegr of the library and will perform the book checkout proceduré.)A transaction record

stored
this da

If the individual keeps a book for longer than the allowed borrowing period, the database will

libraria

send th

associate the title of a borrowed book with the name of the borrower (e.g.
Hue date). Partially anonymous, partially unlinkable authentication can be applied to this

, if the book

gistration desk librarian (issuer) at the library will provide a membership card and
Cation to an individual (claimant) who would like to borrow books. When the individual w
he/she will present the membership card to the librarian (verifier)who will check that the

n a database so the library can manage and track books on.lgan. All individuals remain

abase, and checkout transactions cannot be linked together.

h (designated opener) who can determine the name’of the borrower for the overdue bog
e individual an appropriate notice.

Iden

Head Librarian

Registration Desk
& (designated opener)

Librarian (issuer)

Registered name,
address, etc.

9191:2012(E)
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Figure A.1 — Library use case
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A.2 Intelligent Traffic System use case

Precise measurements, real-time analysis, and predictions of traffic densities and flows on intercity highways
are important contributors to improve traffic flow, safety, and sustainability. A precise trace of the cars on the
highway is of great importance. On the other hand, being able to track the real-time location of each car in a
continuous manner has potential privacy implications. Partially anonymous, partially unlinkable authentication
can be used in this scenario to support the needs of the intelligent traffic management system while
preserving the privacy of the drivers.

The frequent users of a route are issued a tag that can be read in a contactless manner. At the entrance of the
intercity highway, the tag authenticates itself using partially anonymous, partially unlinkable authentication and
receives a temporary identifier that is used until the car exits the highway.

By logging thig temporary identifier, an intelligent traffic control center can create a list of each car,'th€|time of
entry onto the|highway, and time of exit, without knowing a permanent identifier of any car. The’list [can be
used to perforin real-time analysis of the traffic flow or used to control the flow by denying the -accesg of the
cars in the corjgested section of the highway. It can also be used in capacity planning based)on actual usage
patterns.

When a car with a temporary identifier passes through a tolling station, the toll billing’/system is authofized to
use the identifjcation service, which can convert the temporary identifier to a_biling account for the yehicle.
The other conglitions in which authorities may demand re-identification should be made known to the [user in
advance.

This use case|demonstrates how a system using partially anonymous; partially unlinkable authenticatjon can
be used with multiple purposes.

Toll billing systen
(designated opendr)

Transcript of
authentication

Highway entrance
(verifier)

Registfation system
issuer)
‘ “‘j‘
|

-~
3 '
k] Traffic -
= . (@) i
T analysis tolling
u ‘en ication SenSDrS
andfissuance of
temp.orary s ’T aft
Issuance of o tifier i .
RFID tag g © traff Highyay
with é tl‘a IC ‘1 ex t
credential sensors |

Registered vehicle
(claimant)

Figure A.2 — ITS Use case
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