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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
technical committees collaborate in fields of mutual interest. Other international organizations, governmental
and non-governmental, in liaison with 1ISO and IEC, also take part in the work. In the field of information
technology, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2.

The in task of the joint technical committee is to prepare International Standards. Dra}t International
Standdrds adopted by the joint technical committee are circulated to national bodies for voting.| Publication as
an International Standard requires approval by at least 75 % of the national bodies casting-a vofe.

Attention is drawn to the possibility that some of the elements of this document may be the sybject of patent
rights. ]SO and IEC shall not be held responsible for identifying any or all such patent rights.

ISO/IEC 29180 was prepared by Joint Technical Committee ISO/EC/JTC 1, Informatidn technology,
Subcommittee SC 6, Telecommunications and information exchange between systems, in collaboration with
ITU-T. [The identical text is published as Rec. ITU-T X.1311 (02/2011)-

© ISO/IEC 2012 — All rights reserved \%
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Introduction

This Recommendation | International Standard describes the security threats to and security requirements of the
ubiquitous sensor network. In addition, this Recommendation | International Standard categorizes the security
technologies according to the security functions that satisfy the said security requirements and where the security
technologies are applied in the security model of ubiquitous sensor networks. Finally, the security functional
requirements and security technologies for the ubiquitous sensor networks are presented.

vi © ISO/IEC 2012 — Al rights reserved
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Information technology — Security framework for ubiquitous sensor networks

Scope

The recent advancement of wireless-based communication technology and electronics has facilitated the
implementation of a low-cost, low-power sensor network. Basically, a ubiquitous sensor network (USN) consists of
three parts: a sensor network consisting of a large number of sensor nodes, a base station (also known as a gateway)
interfacing between the sensor networks and an application server, and the application server controlling the sensor
node in the sensor network or collecting the sensed information from the sensor nodes in the sensor network.

USN can be an intelligent information infrastructure of advanced e-Life society, which delivers user-oriented

informatior) and provides knowledge services to anyone anytime, anywhere and wherein information and kn
developed psing context awareness by detecting, storing, processing, and integrating the situational and“eny
information gathered from sensor tags and/or sensor nodes affixed to anything. Since there are (many s
privacy thrpats in transferring and storing information in the USN, appropriate security mechanisms may b
protect agajnst those threats in the USN.

This Recommendation | International Standard describes the security threats to and Security requirem
ubiquitous [ sensor network. In addition, this Recommendation | International Standard categorizes t
technologigs according to the security functions that satisfy the said security requirements and where the security
technologigs are applied in the security model of the USN. Finally, the security gequirements and security tg

for the USN are presented.

2

The followjing Recommendations and International Standards contain provisions which, through reference
constitute grovisions of this Recommendation | International Standard. At the time of publication, the editior]
were valid| All Recommendations and Standards are subjéct to revision, and parties to agreements bas
Recommendation | International Standard are encouragéd:to investigate the possibility of applying the 1
edition of the Recommendations and Standards listed-below. Members of IEC and ISO maintain registers
valid Interpational Standards. The Telecommunication Standardization Bureau of the ITU maintains a list
valid ITU-T Recommendations.

2.1

None.

2.2

2.3

Normative references

Identical Recommendations.|-nternational Standards

e

aired Recomm¢ndations | International Standards equivalent in technical content

=

ecommendation® ITU-T X.800 (1991), Security architecture for Open Systems Interconnection
pplications:

)

—

BO/IEC\7498-2:1989, Information processing systems — Open Systems Interconnection — Basid
Model= Part 2: Security Architecture.

wledge are
ironmental
bcurity and
b needed to

ents of the
he security

chnologies

n this text,
s indicated
ed on this
nhost recent
f currently
f currently

for CCITT

Reference

ecommendation ITU-T X.805 (2003), OSecurity architecture jfor systems providing
communications.

end-to-end

ISO/IEC 18028-2:2006, Information technology — Security techniques — IT network security — Part 2:

Network security architecture.

Additional references

Recommendation ITU-T H.235.0 (2005), H.323 security: Framework for security in H-series (H.323 and

other H.245-based) multimedia systems.

Recommendation ITU-T X.1111 (2007), Framework of security technologies for home network.

Recommendation ITU-T X.1191 (2009), Functional requirements and architecture for IPTV security aspects.

Rec. ITU-T X.1311 (02/2011) 1
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— Recommendation ITU-T Y.2221 (2010), Requirements for support of ubiquitous sensor network (USN)
applications and services in the NGN environment.

- Recommendation ITU-T Y.2701 (2007), Security requirements for NGN release 1.
- FIPS PUB 140-2 (2001), Security Requirements for Cryptographic Modules.

3 Definitions

3.1 Terms defined elsewhere

This Recommendation | International Standard uses the following terms defined elsewhere:

3.1.1 Terms from FIPS PUB 140-2

a) key transport
b) tamper detection
c) tamper evidence
tamper response.
3.1.2 erms from Rec. ITU-T Y.2221
a) sensor
b) sensor network
c) USN middleware

j) ubiquitous sensor network (USN).
e

3.1.3 rms from Rec. ITU-T H.235.0

a) attack.

3.14 Terms from Rec. ITU-T X.1191
a) tamper-resistant.
3.15 Tlerms from Rec. ITU-T X.800 | ISO/IE€-7498-2

This Recompmendation | International Standard<uses the following terms, which are defined elsewhere:

access control

o o

authentication
c) authorization
d) confidentiality
e) data origin authentication
f] denial ofservice

g) digitalSignature

h‘l) integrity
i}

1
KTy

j)  key management

k) peer-entity authentication
1) privacy

m) repudiation

n) security policy

0) threat.

3.2 Terms defined in this Recommendation | International Standard
For the purposes of this Recommendation | International Standard, the following definitions apply:

3.2.1 aggregator node: Sensor node that performs the data aggregation function in a sensor network.

2 Rec. ITU-T X.1311 (02/2011)
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3.2.2 bootstrapping: Refers to a process performed in a secure context prior to the deployment of the sensor node
to establish a security association between the sensor nodes that may have been initialized with credentials, enabling a
sensor node to communicate securely with other sensor nodes after their deployment.

3.23 credentials: Set of security-related information consisting of keys, keying materials, and cryptographic
algorithm-related parameters permitting a successful interaction with a security system.

3.24 data aggregation: In-network process that transfers the aggregation value to the sink node by combining the
sensed values sent by a number of sensor nodes into concise digest.

3.25 group-wise key: Refers to a key that is used to protect multicast communications among a set of sensor nodes
over a shared wireless link.

3.2.6 intrusion detection: Process of monitoring the events occurring in a computer system or a network and
analysing them for intrusions.
3'27 () eemen . A - - .l nnen DLEO cd = el als aak2lhal 2 ! cle ll nore ne o ntkeyisa

information by two or more participants, so that no party can predetermine the value) of the key

3.2.8 dey establishment: Process by which cryptographic keys are securely established among sénsor odes using
key transpdrt and/or key agreement procedures.
3.2.9 air-wise key: It refers to a key that is used to protect unicast communication bétween a pair of sgnsor nodes

over a single wireless link.
3.2.10 rpsilience: Ability to recover from security compromises or attacks.

3.2.11 secure data aggregation: Data aggregation that ensures the integrity-of the results in the presencg of a small
number of malicious aggregation nodes that may be attempting to influence the result.

3.2.12 tamper-resistant module: A device designed to make it difficult for attackers to gain access fo sensitive
information) contained in the module.

4 Abbreviations

For the purposes of this Recommendation | International\Standard, the following abbreviations apply:

BNode Broadcast Node
BS Base Station
(DMA Code Division Multiple Access
DDoS Distributed Dénial of Service
oS Denial of Service
HCDH Elliptic Gurve Diffie-Hellman
Hp Feature Parameters
gSM Global System for Mobile Communications
HSDPA High Speed Downlink Packet Access
ID Identity
[AC Medium Access Control; Message Authentication Code
NGN Next-Generation Network
PHY physical layer
RFID Radio-Frequency IDentification
SN Sensor Network
TPM Trusted Platform Module
USN Ubiquitous Sensor Network

WCDMA Wideband CDMA

WiMAX Worldwide Interoperability for Microwave Access
WLAN Wireless Local Area Network

WSN Wireless Sensor Network

Rec. ITU-T X.1311 (02/2011) 3
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5 Conventions
In this Recommendation | International Standard:

The keywords "is required to" indicate a requirement which must be strictly followed and from which no deviation is
permitted, if conformance to this Recommendation | International Standard is to be claimed.

The keywords "is recommended" indicate a requirement which is recommended but which is not absolutely required.
Thus this requirement need not be present to claim conformance.

The keywords "is prohibited from" indicate a requirement which must be strictly followed and from which no
deviation is permitted, if conformance to this Recommendation | International Standard is to be claimed.

The keywords "can optionally" indicate an optional requirement which is permissible, without implying any sense of
being recommended. This term is not intended to imply that the vendor's implementation must provide the option and
the feature can be optionally enabled by the network operator/service provider. Rather, it means the vendor may
optionally T T T T T T T .

6 (Overview

Figure 1 shows the major application areas for USN including home network application,.peltution monfjtoring, fire
monitoring} telemetry applications for utility companies (electricity, gas, water,~ etc.), urbag resource
monitoring/management applications (e.g., smart city infrastructure), and flood monitorifig.

Structural health
monitoring Home putility control

Pollution monitofi

Disaster/crisis »
management olu (T IS A

S
Logistics, SCM

Military fields

bile RETD/USN

XA31111)_F01

Figure 1 — Application areas for USN

Figure 2 describes the overall structure of USN. Based on such a basic structure, the security model should be defined
for USN security.

4 Rec. ITU-T X.1311 (02/2011)
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management

»é A
oz [ USN applications ]

Disaster surveillance Military field U-health care
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Ay

USN middleware

services

USN
Pl
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% N
Logistics, ~ Structural health  Agricultural
SCM monitoring control

Ubiquitous Context modelling
web services |and management

PATT T L

|2 1N

directory service

=
otk

e~
netw Access
:

Access
network

SN gateway

Sensor networks ]

e TN
USN gateway

Sensor
networks

QQ XA311(11)_F02

Figure 2 — Overall structure of USN

QO

Z
The sensor] networking domain of USN usually corre f&ls to the sensor node (SN) but includes wiredline sensor
networks as well. Thus, many kinds of wired and}gvg&less networking technologies may be used accorfling to the
service chafacteristics and requirements. That is, sensor nodes use different PHY/MAC (e.g., IEEE 802.15.4) layers or
operate differently in IP-based or non-IP based @tworks.

Sensor netyorks are not isolated but are u y connected to customer networks via various access networks and core
networks ak shown in Figure 2. The access’networking domain corresponds to many access networking tephnologies,
e.g., WLAN, mobile WiMAX, or cell networks. Core networks include NGN, the Internet, etc. USN thay require
some extepsions and/or addiwo‘ core network architectures to cover new functional capability requirements

extracted from USN applicati nd services. For instance, home security monitoring application reqpires some
applicationfspecific functio@ capability specifications. The USN middleware will consist of many software
functionalifies such as _context models and processing, sensory information gathering, data filtering, contents
management, web se s functions, network and software management, sensor profile managemend, directory
services, irfterwor '@a‘[eways, etc. Based on all these functions, USN applications and services can be |established
and provid¢d to C}%ﬂ\ers as well as enterprises, organizations, and government.

odel for USN can be divided into 2 parts: one for the IP network and the other for the wirgless sensor
"".-.' "'a.'u Stanaard Seek O dCVCIOP C ‘l"'..‘ O e SN Wellasthe
IP network.
The communication patterns within our SN fall into five categories:

*  Node-to-base station communication, e.g., sensor readings or special alerts.

*  Base station-to-node communication, e.g., specific requests.

*  Communication between a base station to all sensor nodes, e.g., routing beacons, queries, or
reprogramming of the entire sensor network.

*  Node-to-node communications including communications among a defined cluster of sensor nodes, e.g.,
communications between a sensor node and all its neighbours.

+  Communications between a base station and a group of nodes wherein the group is defined by nodes
sharing a common property (e.g., location, software version, etc.).

Rec. ITU-T X.1311 (02/2011) 5
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The following assumptions can be made:

+  The base station is computationally robust, having the requisite processor speed, memory, and power to
support the cryptographic and routing requirements of the sensor network. The base station, a gateway
which interconnects sensor networks with other networks, may be part of a trusted computing
environment.

+  Communication is from base station to sensor, from sensor to base station, from sensor to its neighbours,
and from node to node.

Therefore, how security technologies are integrated should be taken into account.

IP domain

AN

IP sensor
network

IP Network

Non-IP sensor

network USN-NMS

IP Network

Non-IP domaln: ‘ :I'P domain Company A

USN management domain of Company A

Figure 3 — USN network.configuration

The follow|ng are the characteristics of the sensor network

|  The sensor network consists of many sefisor nodes interconnected by a wireless medium.
| Sensor nodes are deployed denselyi'a wide area or a hostile context.

*|  Sensor nodes are vulnerable to failure.

*| The communication from-the base station (BS) to the sensor node would be of the broaddast type or
point-to-point type.
*| A sensor node has limited power, computational capacity, and memory.

*| A sensor node may) hot have global identification.

There are three components_in the SN: the application server communicating with the sink node; the sink hode called
the base stqtion, which/nterfaces the sensor network and the application server, and the collection of sensor fodes using
wireless communicafion' to communicate with each other. The sink may communicate with the applicatior] server via
the Internet or a satellite. Security architecture in the IP-based network is very similar to that in Rec. ITY-T X.805 |
ISO/IEC 1B028-2) Therefore, this Recommendation | International Standard focuses on the security of the wireless
sensor netw}ork\(SN) consisting of a set of sensor nodes using wireless transmission.

To communicate information between sensor nodes, a secure association between sensor nodes needs to be established
before secure communication between them can be realized. Note, however, that the following characteristics of the
sensor network render the design of secure communication very difficult:

+ Difficulty of using public key cryptosystems: The limited computational power, memory size, and
power supply make it very difficult to use a public key cryptosystem — such as Diffie-Hellman key
agreement or RSA encryption and signature. Even though a specific sensor node may have enough
resources to perform the very complex operations required for a public key cryptosystem, it may become
vulnerable to a denial of service attack as described in clause 7.1.1.

*  Vulnerability of sensor nodes: Since sensor nodes may be deployed in hostile locations, their security
may be compromised. After obtaining physical access to the sensor node, the attacker is able to access
sensitive information such as key information or sensed information. This attack can be prevented by
using a tamper-resistant sensor node, which entails a high cost. Moreover, a large number of sensor
nodes render the employment of the tamper-resistant sensor node very difficult since it may result in a

6 Rec. ITU-T X.1311 (02/2011)
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high-cost network. For some applications (e.g., military, safety-critical applications, etc.), however, the
higher costs incurred in employing tamper-resistant sensor nodes may be acceptable.

Difficulty in obtaining post-deployment knowledge: In most cases, the sensor nodes will be deployed
in a randomly scattered manner; hence, the difficulty for the security protocol to know the location of
neighbouring nodes.

Limited memory size, transmission power, and transmission bandwidth: Since the memory in sensor
nodes is limited, storing the unique keys used with other sensor nodes in the network is very difficult.
Moreover, a typical sensor node has low capability in terms of transmission bandwidth and power to
communicate with neighbour nodes.

Single point of failure of a base station: In sensor networks, a base station is a gateway to communicate
the sensed information to an application server through the IP-based core network. The security of the
sensor network relies on that of the base station. Therefore, base stations could become an appealing

target for various types of attack.

Figure 4 py
may be cas

Figuy

The potent
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the sensor
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the transfeq
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network la
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esents a general model of an end-to-end communication between a sensor node in the SN and-an
bs wherein the application server resides in the gateway.
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The threats

7.1

Figure 5 — Layers implementing security functions for USN

Threats and security models for ubiquitous sensor networks

to USNs can be classified into threats to the IP network and threats to the SN.

Threat models in sensor networks

There are two types of attackers in the SN: a mote-type attacker and a laptop-type attacker. In the former, the attacker
has a capability similar to the sensor node; it can have access to a few sensor nodes. An attacker with a mote-type
device may be able to jam the radio link in its vicinity. In the latter, an attacker may have access to more powerful
devices such as a laptop computer. An attacker with a laptop-type device may eavesdrop on the communication in the
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sensor network and have high-bandwidth, low-latency communications channel; it can also jam the entire sensor
network using a high-power transmitter. There are two types of threats for the SN: general threats and routing-related
threats. The threats in the SN are applied to the communication between the base station and the sensor node and
between the nodes, as described in clause 7.1.1. Routing-related threats are applied to the routing message exchange, as
described in clause 7.1.2.

7.1.1 General threats in sensor networks

Rec. ITU-T X.800 | ISO/IEC 7498-2 and Rec. ITU-T X.805 | ISO/IEC 18028-2 cite the following security threats to the
networks (note that these are also security threats applicable to the SN):

Destruction of information and/or other resources
Corruption or modification of information

Theft, removal, or loss of information and/or other resources

Dicclosure-ofmformation

In addition
privacy of
Bibliograp]

Interruption of services.

to these, there are many sensor node-specific threats such as sensor node vulnerability, eavesdropping,
sensed data, denial of service attack, and malicious use of commodity network (se¢ Chan ef al. in the

Vulnerability of sensor nodes: Sensor networks are expected to consist ‘of. hundreds or thousands of
sensor nodes. Each node represents a potential point of attack, rendering the monitoring and pfotection of
each individual sensor from either a physical or a logical attack .iaipractical. The netwoiks may be
dispersed over a large area, further exposing them to attackers capturing and reprogramming individual
sensor nodes. Attackers can also obtain their own commodity: sensor nodes and induce the [network to
accept them as legitimate nodes, or they can claim multiple identities for an altered node. Oncf in control
of a few nodes inside the network, the attacker can then mount a variety of attacks such as falgification of
sensor data, extraction of private sensed information from sensor network readings, and denial of service.
Addressing the problem of sensor node vulnerability ‘requires technological solutions. Fqr example,
cheap tamper-resistant hardware could pose a challenge to reprogramming the captured semsor nodes.
Still, making nodes robust to tampering is not eéonomically viable. Therefore, we should assyime that an
attacker can compromise a subset of the sensor nodes. As such, at the software level, sensqr networks
need new capabilities to ensure secure operation even in the presence of a small number of malicious
network nodes. Node-to-node authentication is one basic building block for enabling network nodes to
prove their identity to each other. Node revocation can then exclude malicious nodes. Achigving these
goals, given the resource-limited hardware, will require lightweight security protocols. Furthermore, all
communication and data-processing protocols used in sensor networks must be made resilipnt, i.e., be
able to function at high effe¢tiveness even with a small number of malicious nodes. For example, routing
protocols must be resiliént)against compromised nodes that behave maliciously.

Eavesdropping: In‘wireless sensor network communications, an adversary can gain accesg to private
information by monitoring transmissions between nodes. For example, a few wireless receiyers placed
outside a house may be able to monitor the light and temperature readings of sensor networkp inside the
house, thus ‘tevealing detailed information on the occupants' personal daily activities. Encrygting sensor
node cofimunications partly solves eavesdropping problems, but requires a robust key ex¢hange and
distribution scheme. The scheme must be simple for the network owner to execute and be feagible for the
limited sensor node hardware to implement. It must also maintain secrecy in the rest of the nework when
an-adversary compromises a few sensor nodes and exposes their secret keys. Ideally, these schemes
would also allow the revocation of known exposed keys and rekeying of sensor nodes. The large number

of communicating nodes makes end-to-end encryption usually impractical since sensor node hardware
can rarely store a large number of unique encryption keys. Instead, sensor network designers may choose
hop-by-hop encryption wherein each sensor node stores only encryption keys shared with its immediate
neighbours. In this case, adversary control of a communication node eliminates the encryption's
effectiveness for any communication directed through the compromised node. This situation could be
exacerbated if an adversary manipulates the routing infrastructure to send many communications through
a malicious node. More robust routing protocols serve as one solution to this problem. Another solution
is multipath routing, which routes parts of a message over multiple disjoint paths and reassembles them
at the destination. Multipath routing may enhance USN's resilience to attacks or compromises. The
efficient discovery of the best disjoint paths to use for such an operation poses another research
challenge. Note that this threat happens in the fixed core network and has relevance to privacy
infringement in a sensor network.
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Secrecy of sensed data: Sensor networks are tools for collecting information; an adversary can gain
access to sensitive information either by accessing stored sensor data or by querying or eavesdropping on
the network. Adversaries can use even seemingly innocuous data to derive sensitive information if they
know how to correlate multiple sensor inputs. For example, an adversary gaining access to both indoor
and outdoor sensors of a home may be able to isolate internal noise from external noise and consequently
extract details of the inhabitants' private activities. However, the fact that sensor networks enable the
collection of information that would otherwise be impossible to collect is not the main privacy problem.
In fact, a lot of information from sensor networks could probably be collected through direct site
surveillance. Sensor networks exacerbate the privacy problem because they make large volumes of
information easily available through remote access. Thus, attackers need not be physically present to
maintain surveillance. They can gather information in a low-risk, anonymous manner. Remote access
also allows a single adversary to monitor multiple sites simultaneously. Ensuring that sensed information
stays within the sensor network and remains accessible only to trusted parties is an essential step to
ensuring privacy. Data encryption and access control serve as one approach. Another way is to restrict
he-ne 's-ability to-gather data-in-detailsin-such-a-way-that cou pise-privacy—Eor example,
a sensor network might anonymize data by reporting only aggregate temperatures over, 4 wiide area or
approximate locations of the sensed individuals. A system stores the sensed data imah anonymized
database, removing details that an adversary might find useful. Another approach is to|procesf queries in
the sensor network in a distributed manner so that no single node can observe thequery resglts in their
entirety. This approach guards against potential system abuse by compromised thalicious nodds.

DoS attacks: As safety-critical applications use more sensor networks, the potential damage of
operational disruptions becomes significant. Defending against denial-of-service attacks — which aim to
destroy network functionality rather than subverting it or using thessénsed information — i3 extremely
difficult. DoS attacks can occur at the physical layer, e.g., via radio jamming. They can a|so involve
malicious transmissions into the network to interfere with sensef-fietwork protocols or physically destroy
central network nodes. Attackers can induce battery dischargeiin'sensor nodes — for example, by sending
a sustained series of useless communications that make the ‘targeted nodes expend energy in|processing
them and forwarding them to other nodes as well. More insidious attacks can occur froml inside the
sensor network if attackers can compromise the sensotr nodes. For instance, they could create routing
loops that will eventually exhaust all nodes in the loop. Potential defenses against denial-of service
attacks are as varied as the attacks themselves.“Techniques such as spread-spectrum commynication or
frequency hopping can counter jamming~attacks. Proper authentication can also prevept injected
messages from being accepted by the network. Note, however, that the protocols involv¢d must be
efficient so that they themselves do not become targets of an energy-exhaustion attack. Fqr example,
using signatures based on asymmetsic cryptography can provide message authentication. Hpwever, the
creation and verification of asymmetric signatures are highly computationally intensive, and attackers
that can induce a large number of these operations can mount an effective energy-exhaustion gttack.

Malicious use of commodity networks: The proliferation of sensor networks will inevitably extend to
criminals who can use them for illegal purposes. For example, thieves can hack home automation sensors
or even simply eayésdrop on their activity to gain private information on the presence, locatjon, etc., of
the owners and act'accordingly. If the sensors are small enough, they can also be planted on computers
and cell phonés {to extract private information and passwords. Such widespread use will lower the cost
and availability barriers that are supposed to discourage such attacks. Sensor detectors offer one possible
defense@gainst such attacks. A detector must not only be able to detect the presence of potentally hostile
wireléss)communications within an area that may have significant levels of radio interference(but also be
ablecto differentiate between the transmissions of authorized and unauthorized sensor networkls and other
devices. Although such technologies may not prevent unauthorized parties from deploying sensor
rietworks in sensitive areas, they would make them more costly, thus alleviating the problem.

7.1.2 Routing-specific threats

Rec. ITU-T X.800 | ISO/IEC 7498-2 and Rec. ITU-T X.805 | ISO/IEC 18028-2 identify five threats that are applicable
to routing-related message exchange in the SN. In addition to these, seven threats are identified in (see Karlrof ef al. in
the Bibliography) with regard to the routing messages exchanged between sensor nodes.

Spoofed, altered, replayed routing information: The attacker is able to spoof, alter, and replay the
routing information, enabling the creation of a routing loop, attracting network traffic, extending source
routing, and increasing end-to-end latency.

Selective forwarding: It refers to the attack wherein a compromised node by an attacker may refuse to
forward certain messages and drop them, stopping further propagation.

Sinkhole attack: It pertains to the attack wherein the attacker attracts all the traffic from a particular area
through a compromised node.
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Sybil attacks: It refers to the attack wherein a single node presents multiple identities to other nodes in
the network, convincing every node that an adversary exists in more than one place at once.

Wormbhole attacks: In a wormhole attack, an adversary tunnels messages received in one part over a
low-latency link and replays them in a different part. Wormhole attacks will involve two distinct
malicious nodes colluding to understate their distance from each other by replaying the packet along an
out-of-band channel available only to the attackers.

HELLO flood attacks: It pertains to the attack wherein a laptop-type attacker broadcasts HELLO
packets convincing every node in the network that the adversary is its neighbour.

Acknowledgment spoofing: In acknowledgment spoofing, an adversary can spoof link layer
acknowledgment for "overheard" packet addressed to the neighbouring node, convincing the sender that
a weak link is strong, or a dead or a disabled node is alive.

Note that simple attacks exploiting any of the threats described above may even be used in combination to create more

complex at

acks (e.g., combination of Sybil and Sinkhole or Wormhole).

7.2 T

hreat models in IP networks

The threat models developed in Rec. ITU-T X.805 | ISO/IEC 18028-2 can be applied to the IP network. Thetefore, refer

to Rec. ITU

7.3 Security model for USNs

The securit
of the US
ISO/IEC 1]
appropriatg
technologig

I-T X.805 | ISO/IEC 18028-2 for the details of those threats.

y model shown in Figure 6 demonstrates a general framework of USN_security based on the application arca
N, the overall structure of the USN, and the USN network genfiguration. The model i based on
408-1 to help establish security concepts and relationships in USN-security. When the USN is [threatened,
security policies should be selected to achieve the security objectives by deploying the proper security
s and special security functional requirements.
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Figure 6 — Security model for USN

8 General security dimensions for USN

A dimension is a set of security measures designed to address a particular aspect of network security to protect against
all major security threats; it is not limited to the network but extends to applications and end user information as well.

To counter the aforesaid threats in both the SN and the IP networks, the following security dimensions in
Rec. ITU-T X.805 | ISO/IEC 18028-2 are applicable:

10

Data confidentiality: A sensor network should not leak sensor readings to neighbouring networks. In
many applications (e.g., key distribution), nodes communicate highly sensitive data. The standard
approach for keeping sensitive data confidential is to encrypt the data with a secret key that only the
intended receivers possess, thus ensuring confidentiality.
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Data authentication/identification: Message authentication is important for many applications in sensor
networks. Within the building sensor network, authentication is necessary for many administrative tasks
(e.g., network reprogramming or controlling the sensor node duty cycle). At the same time, an adversary
can easily inject messages; thus, the receiver needs to make sure that the data used in any
decision-making process originates with the correct source. Informally, data authentication allows a
receiver to verify that the data was really sent by the sender claiming to be such. Identification aims at
proving the identity of the entity or sensor node. In the two-party communication case, data
authentication can be realized through a purely symmetric mechanism: the sender and the receiver share
a secret key to compute the message authentication code (MAC) of all communicated data. When a
message with a correct MAC arrives, the receiver knows that it is sent by the sender. This style of
authentication cannot be applied to a broadcast setting without making much stronger trust assumptions
on the network nodes. Sending authenticated data to mutually untrusted receivers, using a symmetric
MAUC, is insecure since any one of the receivers knows the MAC key, he/she could consequently
impersonate the sender and forge messages to other receivers. Therefore, an asymmetric mechanism is

able—ay icatedbroadeast- e S constructauthenticate adcasts from
symmetric primitives only and introduce asymmetry with delayed key disclosure and oné-why function
key chains. Authentication mechanisms are mainly used to validate the legitimacy of the,nod¢ so that its
legitimacy and credibility are ensured.

Data integrity: In communication, data integrity assures the receiver that the recetyed data is{not altered
in transit by an adversary.

Access control: Access control ensures that only the authorized user or entitys allowed to gajn access to
information, resource, or services.

Non-repudiation: Non-repudiation ensures that the entity or user\cannot deny the activities in the
network he/she has done.

Communication security: Communication security ensures‘that the information only flows from the
source to the destination.

Availability: Availability ensures that information, s¢ryice, and application are available tq legitimate
users anytime.

Privacy: Privacy ensures that the identifier of thedser or entities and network usage is kept confidential.

to the security dimensions described above, a.dimension for "Resilience to Attacks" through the pppropriate
HY/MAC/routing protocols should be addedfor the SN part only.

Resilience to attacks: This refers to'any of the measures for recovering from the various attgcks against
the USN. It ensures that USN is able to recover from attacks so that it is capable of detecting/remaining
resilient to various attacks through the appropriate design of PHY/MAC/Routing protocols. Rpsilience to
attacks include resilience. against compromised nodes, resilience against eavesdropping |on routing
information, etc.

xchange in the:SN can be grouped into three types: message exchange between nodes, messagp exchange
ase station.afid a node, and message exchange for routing-related messages.

Table 1 lists the security requirements and describes the relationship between the security dimensions and the security
threats identified in Rec. ITU-T X.805 | ISO/IEC 18028-2. The letter "Y" in a cell formed by the intersection of the
table's columns and rows suggests that a particular security threat is opposed by the corresponding security dimension.
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Table 1 — Mapping of security dimensions to security threats

Security threat
. . . . . Theft, removal,
Security dimension D estructfon of Corf‘uptlf)n or or loss of Disclosure of Interruption of
information or modification of . . . . .
. . information and information services
other resources information
other resources
Access control Y Y Y Y
Authentication Y Y
Non-repudiation Y Y Y Y Y
Confidentiality Y Y
Com{numcaﬂon v v
security
Data integtity Y Y
Availabilit Y Y
Privacy Y

Table 2 lis
specific thi
formed by
correspond|
employing
using node
communicy
resilient to
addressed 1
authorized
data, and/o
be addressg
be resilient

ts the security dimensions and describes the relationship between security dimensions and sd
cats for the message exchange between nodes or information stored in sensor ndde. The letter "
the intersection of the table's columns and rows suggests that a particular security threat is opp
ng security dimension. For example, the threat of sensor node compremise could be ad
physical access control to limit access to the resource of the sensor to\the€ authorized user or

-to-node authentication to prove one's identity to the other and vice versa, using data prod
tion protocol resilient to a small number of compromised sensor, iedes, and/or employing routin
compromised nodes that behave maliciously. The threat of privacy infringement of sensed da
y employing data encryption and access control resulting in the protection of sensed data acces|
hode only, processing sensed data transfer in a distributedmanner so that no single node observes

d by employing the proper authentication of the sensed data and designing the security protocol

Table 2 — Security dimensions to sensor node-specific threats

to DoS attacks and/or spread-spectrum communigcation technology to counter any jamming attackl.

nsor node-
Y" in a cell
sed by the
dressed by
entity only,
essing and
o protocols
a could be
sible to the
the sensed

- selecting a secure routing path for transferring the senséd data. The threat of denial-of-service attacks could

involved to

Sensor node-specific threats

Security dimensions Sensor node Secrecy of sensed DoS Malicious use of cpmmodity

compromise data network
Access cottrol Y Y Y
Authentication Y Y Y
Non-repudjiation
Confidentiplity Y Y
Communidation
security Y
Data integtity
Availabilit] Y
Privacy Y Y
Resilience to attacks Y Y Y

9.1.2 Security dimension and threats for messages broadcast from a base station to all sensor nodes

Table 3 lists the security dimensions and describes the relationship between the security dimensions and the security
threats against the messages broadcast from a base station to all the sensor nodes. The letter "Y" in a cell formed by the
intersection of the table's columns and rows suggests that a particular security threat is opposed by the corresponding
security dimension.
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Table 3 — Security dimensions to security threats against broadcast messages

Security threats against messages broadcast from a base station to all nodes
Security dimension Destruction of Corruption or Theft, removal, Disclosure of Interruption of
. . modification of or loss of . . .
information . . . . information services, DoS
information information

Access control Y Y Y Y

Authentication Y Y Y

Non-repudiation Y Y Y

Confidentiality Y

Communication

. Y

security

Data integrity Y Y

Availabilit Y Y

Privacy Y

Resilience to attacks Y Y Y Y Y

9.1.3

Security dimension and threats for the routing message exchange

The threats|can be classified into two categories: insider attacks and outsider attacks. Insider‘attacks can be launched by
the insider)i.e., the attacker has some knowledge of some sensitive information stor€d‘in some sensor nodgs, i.e., key

informatior

related to routing message exchange. Insider attacks may be related\fo 'the Sybil attack, HELLO flood

attack, wormhole and sinkhole attack, selective forwarding attack, and DoS attack..Table 4 lists the security dimensions
and describes the relationship between the security dimensions and the security threats of the routing message exchange
launched bly an insider attack. The letter "Y" in a cell formed by the imtersection of the table's columnf and rows

designates

that a particular security threat is opposed by the corresponding security dimension. The insidgr is able to
compromisg the sensor node, i.e., an authorized participant in the senisor node performs malicious activities

as well as

launch active and passive attacks. Insider attacks may be launehed from either compromised sensor nodes running

malicious

ode or adversaries who have stolen the key material; code, and data from legitimate sensor
insider is gble to attack the SN by spoofing or injecting bogus routing information, creating sinkholes,

nodes. The
selectively

forwarding| packets, using Sybil attack, and broadcasting ‘HELLO floods. Link layer security mechanisins using a
globally shared key may be inefficient in the presence ofiinsider attacks or compromised nodes.

For example, the Sybil attack can be addressed by ‘using routing message authentication and encryption utilizing the

resulting k¢y as the outcome of a third-party key)distribution scheme such as Needham-Schroeder, and by

imiting the

number of|neighbours that a node is allowed to have. Most insider attacks are prevented using a trust¢d platform
module (TEM) in the sensor node.

Table 4 — Mapping of security dimensions to security threats of an insider attack

Security threat

Security dimension Selective Acknow-
Sybil attack HELLO flood Sinkhole . Wormbhole ledgment
forwarding
ypoofing
Access cot]trol
Message . . .
authentication
Identification Y Y Y
Non-repudiation
Confidentiality Y Y Y Y
Communication
security
Data integrity
Auvailability
Privacy
Y (thll(r;i-party Y (verification Y Y Y (tight Y (teréi-party
Resilient technology distribytion of link (multipath, (multipath, time distrib ytion
TPIS/I) > bidirectionality) TPM) TPM) synchronization) TP]tl/l) ’

Rec. ITU-T X.1311 (02/2011) 13


https://iecnorm.com/api/?name=a3b076dd72c98207a3f94bd1b4925b6b

ISO/IEC 29180:2012 (E)

Table 5 lists the security dimensions and describes the relationships between the security dimensions and the security
threats of the routing message exchange launched by an outsider. The letter "Y" in a cell formed by the intersection of
the table's columns and rows suggests that a particular security threat is opposed by the corresponding security
dimension. Although the outsider is able to launch active and passive attacks, the attacker has no special access to the
sensor network, i.e., he/she cannot compromise the sensor node. Most outsider attacks against the sensor network
routing protocol can be prevented by simple link layer encryption and authentication using a globally shared key. The
Sybil attack is no longer relevant because nodes will not accept a single identity of the adversary. Therefore, for
example, the Sybil attack can be addressed by verifying the identity of the sensor node or by using message
authentication or through confidentiality. Selective forwarding and sinkhole attacks may be impossible because the
adversary is prevented from joining the topology. Link layer acknowledgment should be protected by employing
message authentication. Multipath routing can be used to counter selective forwarding attacks. Messages routed over n
paths are protected against selective forwarding attacks involving up to n compromised nodes.

Table 5 — Mapping of security dimensions to outsider security threats

Security threat
e A b WO g | Seeeive o ] igmen
spoofing
Access corftrol
Message afithentication
Identificatipn
Non-repudjation
Confidentiplity Y Y Y Y
Communi(1ati0n security
Data integrlity
Availabilit
Privacy Y Y Y
Resilient tgchnology Y (Multipath) Y (multipath)
9.2 Security dimension and threats for the message exchange in the IP network
The security threats and security dimensions developed in Rec. ITU-T X.805 | ISO/IEC 18028-2 can directly be applied
to a securel message exchange thirouigh the IP network. Therefore, refer to Rec. ITU-T X.805 | ISO/IEC 18028-2 for
related detdils.
10 Security techniques for ubiquitous sensor networks
10.1 Key management

Key management refers to the generation, distribution, sharing, rekeying, and revocation of cryptographic keys for the
data confidentiality service, data integrity, data freshness, and data authentication in the SN. The security of key
management forms the foundation of the security of other security services. In the sensor network, sharing or
distributing a pair-wise key between the sensor nodes and a group-wise key among a set of sensor nodes is very
important. It is sometimes called key agreement scheme.

In general, there are three types of key agreement: trusted server scheme, self-enforcing scheme, and key pre-
distribution scheme. The trusted server scheme uses the central trusted server to share the pair-wise key between the
sensor nodes or the group-wise key among the sensor nodes. A typical example of this scheme is Kerberos. Note,
however, that this type of scheme is not adequate for the sensor network since there is no trusted infrastructure in the
sensor network. The self-enforcing scheme uses the public key algorithm to share the pair-wise key or group-wise key
in the sensor network. Typical algorithms of the public key algorithm include the Diffie-Hellman key agreement
algorithm and the RSA key transport algorithm. Note, however, that this scheme cannot be employed in the sensor
network due to the limited memory and computational complexity of the sensor node. The key pre-distribution scheme
pre-distributes the key information among all sensor nodes prior to deployment. The deployment of most sensor nodes
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is random. In other words, a priori knowledge as to the exact location of the sensor node is assumed to be unknown
prior to deployment. This scheme has low communication overhead. In addition, it is resilient to node compromise, and
it does not rely on the trust of the base station. Therefore, this scheme is very suitable for the wireless sensor network.

There are a number of key pre-distribution schemes that do not assume to have knowledge of deployment of the sensor
node. The simple scheme is a master key-based pre-distribution one. In this scheme, all nodes have a single common
master key that is pre-deployed to each sensor node. Any two nodes use this global master key to obtain the common
pair-wise key by exchanging random nonces. This scheme does not provide desirable resilience to node compromise
since the entire sensor network is compromised if a node is compromised. The second scheme is called pair-wise key
pre-distribution scheme. This scheme is designed to let each sensor node have N—1 secret pair-wise keys each of which
is known only to this sensor node and one of the other N—1 sensor nodes, where N is the total number of sensor nodes in
the network. This scheme renders perfect resilience against node compromise since a compromised node does not affect
the security of any other node. Nonetheless, it lacks scalability since adding new nodes to the existing sensor node is
impossible owing to the absence of a new pair-wise key in the existing node. In addition, this scheme is not practical
since the memory size is limited when the number of sensor nodes is very large. The third scheme is the random key
pre-distribytion scheme. In this scheme, the subset of keys from a large key pool is stored prior to the deployment of
sensor nod¢; two nodes find a common key and use it as a shared session key between them.

In the random key schemes presented so far, however, while each node can verify that some of it neighbours have
certain seciet keys, and that they are consequently legitimate nodes, no node can authenticate thejidentity of 4 neighbour
with which|it is communicating.

The follow|ng are the capabilities of key management supporting node-to-node authentigation in a sensor network:

Key management supports node-to-node authentication.

[ Scalable key management: The key management scheme supperts/a large sensor network. |n addition,
it should be flexible when there is a substantial increase in senser-nodes even after the deployment of the
sensor node.

| Efficiency of memory size, processing capability, and.communication overhead required for key
management: The key management scheme has efficiént storage complexity, i.e., minimum memory
size to store the key in the sensor node, efficient-Computation complexity required to establish the key,
efficient communication overhead, i.e., numbérof messages exchanged during the key|generation
process.

| High probability for pair-wise key establishment: In the key management scheme, the [two sensor
nodes have high probability of establishing the common key and key material.

*| Resilience against compromised nodes: The key management scheme has the capability to resist
compromised nodes. A compromised security credential should not reveal even the| minimum
information on the security~of other links in the sensor network, i.e., higher resilience means lower
number of compromised-litiks. Note that resilience should not be limited to key management issues but
should be applied to all*sensor nodes. A typical example includes resilience against eavesdropping on
routing information.\Details of key management are described in Annex A.

10.2 Authenticated.breadcast

This is important sinée~broadcasts are used in many applications in sensor networks. For example, rputing tree
constructioh, network _query, software updates, time synchronization, and network management all rely or] broadcast.
Due to the pature of wireless communication in sensor networks, however, attackers can easily inject malicious data or
alter the content of legitimate messages during multi-hop forwarding. Sensor network applications need authentication
mechanism e i e Wi e i issi hentication is
one of the most important security primitives in sensor networks.

A broadcast message targets all sensor nodes. A broadcast message authentication scheme allows any targeted node to
verify the authenticity of the broadcast messages. Two kinds of techniques can be used to achieve this target according
to the type of cryptographic algorithm. In the case of public key cryptography, a digital signature can be used. If
symmetric cryptography is used, there is a need to append to the data the verifiable authentication data (i.e., message
authentication code) based on the multiple shared secret between the base station (sink node) and sensor node. Due to
the properties of the sensor network, the broadcast authentication method is preferred in broadcast message
authentication based on symmetric cryptography.

There is a typical scheme for enabling broadcast authentication in sensor networks, called TESLA (timed efficient
stream loss-tolerant authentication) (see IETF RFC 4082 and Adrian in the Bibliography). TESLA supports delayed
per-packet data authentication and integrity checking. The key idea is the delayed disclosure of symmetric keys. The
delayed key disclosure results in authentication delay. TESLA has the following properties: low computation overhead
for the generation and verification of authentication information, low communication overhead, limited buffering
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required for the sender and the receiver, high robustness to packet loss, scales to a large number of receivers, and
protection of receivers from denial of service. TESLA makes the following assumptions:

*  The base station and the sensor node should be loosely time-synchronized.

+  TESLA should be bootstrapped at session setup through a regular data authentication system.

As the simplified version of TESLA, the uTESLA protocol (see Perrig et al.) basically uses the delayed disclosure of
symmetric key. The base station and the sensor nodes are assumed to be time-synchronized loosely. The operation is as
follows: the base station computes the MAC on the packet with the key that is secret at that point of time. When a node
receives a packet, it can confirm that the base station has not yet disclosed the corresponding MAC key according to its
loosely synchronized clock and time when the keys are to be disclosed. The node stores the packet in its buffer. When
the MAC keys are to be disclosed, the base station broadcasts the MAC keys to all sensor nodes. The sensor node can
verify the authenticity of the broadcast message by using the disclosed MAC keys and MAC data stored in the buffer.
Each MAC key is a member of a key chain that has been generated by a one-way function. For the base station to
generate this key chain, the base station chooses the last key K, of the key chain randomly and applies the one-way hash
function H [fepeatedly to compute alt other Keys: K; = H(K;+1), L= 1, ..., i—1. Thc sensor node, which shares K; with the
base station, can verify the correctness of the key and use the disclosed MAC keys and MAC data storedinithe buffer to
authenticatg the packet stored in the buffer. The following are the differences between TESLA and pTESLA:

¢ TESLA authenticates the initial packet with a digital signature, which is too expensiye for sepsor nodes.
LTESLA uses only symmetric mechanisms.

| Disclosing a key in each packet requires too much energy for sending and réceiving. pTESLIA discloses
the key once per epoch.

¢ Storing a one-way key chain in a sensor node is expensive. \WEESLA restricts the number of
authenticated senders.

The follow|ng are the capabilities of authenticated broadcasts in a sensor network:

*| Resilience against compromised nodes: Since tamper<proof hardware will unlikely be deployed on
sensor nodes in the near future, secure sensor network protocols need to be resilient against compromised
nodes. In addition, being resilient to attacks necessitates the avoidance of single points of failure. For
instance, a base station is a single point of failure;Famper-proof base stations should be conpbined with
multipath routing (even through access points)”so that base station security failures mpy be less
compromising.

*| Low computation overhead: Sensor nedes have limited computation resources; thus, an idgal protocol
would have low computation overhead’for both the sender and the receiver.

| Low communication overhead;Energy is an extremely scarce resource in sensor nodes. Ir] particular,
radio communication consumes the greatest amount of energy. Thus, protocols with high communication
overhead are avoided, if posSible.

*| Robustness to packet'\loss: Reliable message delivery is the property of a network wherein valid
messages are not drepped.

| Immediate autlientication: Depending on the application, authentication delay may influencg the design
of the sensor nefwork protocol. For time-critical messages such as fire alarms, the receiver would most
likely need\to authenticate the message immediately. Note, however, that authenticatign delay is
typicall§.aeceptable for non-time-critical messages.

*| Messages sent at irregular times: Some applications send synchronous messages at fegular and
predictable times, while others do not. In some situations, sending messages asynchrongusly (e.g.,
presence detector) should be avoided to prevent the creation of covert channels. In other capes, having
Syrchronous (1-e-; periodic) commmumication activity stould-beavorded to prevent security threats due to
the predictability of network communication behaviour.

puTPC is another improved version of TESLA. The details of pTPC for authenticated broadcast in sensor networks are
described in Annex B.

10.3 Secure data aggregation
Data aggregation is a widely used technique in wireless sensor networks.

The security issues, data confidentiality, and integrity in data aggregation become vital when the sensor network is
deployed in a hostile environment. There have been many related works proposed to address these security issues.

Secure data aggregation refers to an in-network process performed on the aggregator node to transfer securely the
aggregation value to the sink node (i.e., a base station) by combining the sensed values sent by a number of sensor
nodes. In this scheme, each sensor node sends an encrypted sensed value to the aggregator, which then calculates the
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encrypted aggregator results using aggregation functions such as summing function, average function, median function,
and maximum value or minimum value; the sink node obtains the aggregation value by decrypting the encrypted
aggregator results.

Therefore, it is more useful for the base station or a sensor node to have the capability to aggregate data than the
individual value from all sensors. By aggregating data, reducing the amount of data that needs to be transmitted from
one sensor to another sensor can be reduced. Secure data aggregation can be applied to sensors deployed in a
hierarchical structure.

There are two kinds of secure aggregation methods: hop-by-hop encrypted data aggregation and end-to-end encrypted
data aggregation.

*  Hop-by-hop encrypted data aggregation: The operation is based on hop-by-hop encryption between
neighbour sensor nodes. Each pair of neighbour sensor nodes is assumed to share a common secret key.
The sensed values are encrypted by many sensor nodes. All encrypted values collected are decrypted by
the intermediate aggregator nodes, which then obtain and re-encrypt the aggregated value. This process
is repeated up to the sink node. Finally, the sink node obtains the total aggregated value.

*| End-to-end encrypted data aggregation: The operation is based on the end-to-end eneryptipn between
many sensor nodes and one sink node. A common secret is assumed to be shared between njany sensor
nodes and a sink node. The sensing nodes encrypt the sensed values and forward\thém to iftermediate
aggregator nodes, which only collect them, perform some cryptographic operation on the |aggregated
values, and forward them since they do not have decryption keys. Finally, thelsink node decfypts many
encrypted aggregated results.

The framework for end-to-end encrypted data aggregation is known to incur highier-Computation cost on| the sensor
nodes but achieves stronger security compared with the framework for hop-by-hop éncrypted data aggregatign.

10.4 Data freshness

Since all pensor networks stream some forms of time-varying dmédsurements, guaranteeing confiderjtiality and
authenticatlon is not enough; one must also ensure that each message(is fresh. Informally, data freshness implies that the
data is recent and ensures that no adversary replayed old messages."We identify two types of freshness: weak freshness,
which proyfides partial message ordering but carries no delay information, and strong freshness, which proyides a total
order on a fequest-response pair and allows for delay estimation. Weak freshness is required by sensor megsurements,
whereas stiong freshness is useful for time synchronization:

10.5 Tamper-resistant module

The best well-known technique to protect dgainst sensor node compromise is to use the tamper-resistant mqdule in the
sensor nodg. If each sensor node is equipped with a tamper-resistant module, protecting the storage of serfsitive data,
e.g., key dgta, may be possible; otherwise, damage can be trigged in case of capture of sensor nodes. Anotler possible
technique in protecting against a tcompromised sensor node is to limit the amount of information obtaihed by the
attacker affer reading data fromnthe captured sensor nodes. The former is more expensive than the lattef, however.
Therefore, the first option will be’limited to applications that are critical enough to require the more expensivie option. If
sensor nodes cannot be \tamper-resistant, the latter should be implemented to gain probability sequrity. The
cryptographic module (BIPS PUB 140-2) is an example of a tamper-resistant module that ensures sensitive data without
storage darhage.

10.6 USH middleware security

An enormous amount of data collected in the sensor network is securely stored, managed, and analysed by the USN
middleware, which delivers data to the appropriate application through a secure channel. Since it communicates with
sensor networks or applications over the IP network, USN middleware should consider the existing security threats on
the IP network. To ensure secure communications against various threats such as spoofing, sniffing, message
modifications, DDoS, etc., security dimensions such as encryption/decryption, authentication, authorization, and access
control are considered and applied. Furthermore, the encryption/decryption function for data stored in the USN
middleware is needed because USN middleware sometimes stores very important and valuable data that cause a big
problem when revealed. The security technique to ensure the availability of USN middleware is also considered. The
cryptographic module (FIPS PUB 140-2) can be considered as a security module for USN middleware.

10.7 IP network security

The IP network security technologies in Rec. ITU-T X.805 | ISO/IEC 18028-2 can directly be applied to secure message
exchange through the IP network. Therefore, related details can be omitted.
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10.8 Sensor node authentication

The mechanisms for sensor node authentication are mainly used to validate the legitimacy of the equipment when it
enters the network to ensure that equipment in the network are legitimate and credible. Details of authentication
mechanisms for the sensor node are described in Annex C.

10.9 Privacy protection in sensor networks

Data encryption and access control are typical approaches for ensuring privacy preservation in a sensor network.
Another approach is to limit the network capability to collect the sensed data in such level of detail that the privacy of
the individuals concerned could be compromised. For example, the sensor network might report the aggregate
temperature over a large area instead of a small area. Sensed data should be stored securely in a sensor node by
applying access control mechanisms to them. Another approach is to process the query in a distributed manner so that a
single or a small number of sensor nodes cannot obtain the query results, which might result in compromising privacy.

11

This claus¢ specifies the various levels of security requirements that pertain individually oreollective]y to USN
security.

wn

pecific security functional requirements for USN

11.1

2

landatory functional requirement
*| The SN is required to support the data integrity and message authenti¢ity/0f the sensed data.

¢ The key management scheme in the SN is required to support the ‘key pre-distribution schemp described
in clause 10.1.

| Key management is required to support both pair-wise’ key establishment and group-wise key
establishment.

*| The SN is required to authenticate broadcast messages from a base station to all the sensor nodes and
vice versa.

| The SN is required to support secure routing protocols with message authentication, ID authentication,
data freshness, and data integrity.

¢| The SN is required to support the capability to be resilient against various attacks.

*| The base station in the SN is required to support the capability to mitigate the effects of DoS aftacks from
both wireless interface and wired\interface.

¢ The USN is required to support USN middleware security as described in clause 10.6.
*| The SN is required to support authentication/identification of the node by other nodes.

11.2 Recommended functional specifications

| The SN is recommended to support a secure end-to-end encrypted data aggregation scheme.
*| The SNds.recommended to support data freshness for sensed data.

*| The SN4s recommended to support the confidentiality of sensed data.

*| _Key management is recommended to support the pair-wise key establishment based op ID-based
authentication. An example of this authentication is described in Annex C.

*  The USN is recommended to support the mechanism for ensuring the privacy of the sensed data.

*  The base station is recommended to support tamper resistance to avoid a single point of failure.

11.3 Optional functional specifications
»  The sensor node or base station can optionally provide a secure hop-by-hop data aggregation scheme.

*  The sensor node can optionally have a tamper-resistant module for protecting credentials, sensed data, or
other confidential data.

*  The sensor node can optionally have tamper detection, tamper evidence, or tamper response.
*  The SN can optionally have the capability to mitigate DoS attacks against the sensor node.

* The SN can optionally have the capability to access multiple or randomly selected base stations to
mitigate large-scale security threats due to single point of failure effects.
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The SN can optionally have the capability to mask asynchronous activity into synchronous messaging.

The SN can optionally have the capability to provide multipath and/or randomized route selection to
enhance resilience to attacks.

The base station in the sensor network can optionally have the capability of intrusion detection.

The SN can optionally have the capability to be configured to provide privacy protection.
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Annex A

Key management in sensor networks

(This annex forms an integral part of this Recommendation | International Standard.)

Al Threat time

Once deployed, nodes establish a pair-wise key in a short time to ensure the key's security. Therefore, whether the phase
of key setup is exposed to an adversary or not is crucial because sensitive information such as random number or
identity information of the node is open during this phase. An adversary may get ready to attack in advance even before
key setup. This adversary can analyse the communication between nodes or obtain physical access to the node during
key setup. This adversary is regarded as strong and intensive. This means that an application requiring a high security
level must design a key scheme assuming a prepared adversary.
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Figure A.1 — Key management classes

A3 ey schemes
A3.1 ey management mechanisms

A.3.1.1 PBair-wise key pre-distribution

A pair-wis¢ key between a pair of nodes is directly stored and pre-distributed in each node“prior to node ¢leployment
("pair-wise|key scheme"). Since each node in this scheme stores its pair-wise keys, it has perfect resilience against node
capture; in|other words, even if a node is captured, the keys of non-captured nodes are never compronfised. Note,
however, that scalability is limited because the network scale depends on the memory of the node where potential keys
are stored.

A3.1.2 aster key-based pre-distribution

A pair-wisp key is derived from both a random number exchangedybetween each node and a single master key
pre-distribyted into each node ("master key scheme"). It results ingréat key connectivity and requires little memory.
Nonethelesp, resilience is very low since all pair-wise keys can bescompromised when the master key is exposed to an
adversary. Unlike the master key scheme, which does not erdse’a master key after key setup, a master kdy is erased
completely| after a pair-wise key is established. Although'4esilience is improved by erasing the master |key of the
deployed nlodes, the risk of compromising a master key ‘during node addition remains since the added nodes store a

"SPINS" fdlls under this mechanism (see Perrig ef al. in the Bibliography). In SPINS, each node is given its|shared key
with the bafe station, also known as a gatéway. The base station directly transmits a pair-wise key encryptegl with each
node's sharpd key. In other words, the base station mediates in key setup. This scheme supports not only full jconnection
but also peffect resilience. Still, it i$\not scalable because of the immense traffic volume resulting from intermediation.

A.3.1.4 Hrobabilistic key pre-distribution

For large networks, a probabilistic method is more efficient than a deterministic method. For instance, this mechanism
is based op the conceptf that all the nodes in all networks are connected with a 0.9997 probability — ajmost fully

enough resiien : A obabiisy akine mmuieationtink is A/P.
Moreover, it supports large scale networks

A.3.1.5 No key pre-distribution

This mechanism considers the reality of sensor networks. If an adversary does not know where and when nodes are
deployed, launching an active attack at an early phase is difficult. Improving efficiency instead of opting for minimal
node loss can be a good trade-off due to attacks during key setup. In this scheme, key setup is completed in a relatively
short time through a few transmissions. As an advantage of this mechanism, the base station does not take part in key
setup; hence, relatively less energy is consumed. Unlike the pre-distribution schemes above, it does not need to load
potential keys into a node, thereby incurring low cost in terms of network organization. Note, however, that it is only
strong when an adversary does not observe the communication during key setup; it cannot add nodes since a pair-wise
key is established through the exchanged data during key setup.
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A.3.1.6 Probabilistic pair-wise key pre-distribution

Suppose a sensor network has a maximum of » nodes. A simple solution to the key-predistribution problem is the
pair-wise keys scheme where each node contains n—1 communication keys each being pair-wise privately shared with
one other node in the network. The probabilistic pair-wise keys scheme is a modification of the pair-wise key scheme
based on the observation that not all n—1 keys need to be stored in the node's key ring to have a connected random graph
with high probability. Erdos and Renyi's formula allows us to calculate the smallest probability p of any two nodes
connected such that the entire graph is connected with high probability ¢, where ¢ is the desired confidence level
(probability) that the sensor network is connected after completing the connection protocol (see Spencer). To achieve
this probability p in a network with » nodes, each node needs to store only a random set of np pair-wise keys instead of
exhaustively storing all n—1 keys. The use of pair-wise keys instead of purely random keys chosen from a given pool
can give us node-to-node authentication properties if each node holding key £ also stores the identity (ID) of the other
node, which also holds k. Thus, if & is used to create a secure link with another node, both nodes are certain of the
identity of each other since no other nodes can hold .
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Annex B

Authenticated broadcast in sensor networks: nTPC

(This annex does not form an integral part of this Recommendation | International Standard.)

B.1 Construction of pTPC

0:2012 (E)

A major problem in scaling up pnTESLA is how to distribute and authenticate the initial pTESLA parameters (uTP)
including the key chain commitments, starting time, duration of each time interval, etc. The multilevel h\TESLA uses
high-level pTESLA instances to authenticate the parameters of low-level ones; it inherits the authentication delay
introduced by pn'TESLA during the distribution of those parameters. As a consequence of such authentication delay, an
attacker can launch DoS attacks to disrupt the distribution of the initial hkTESLA parameters. Moreover, a multilevel
LTESLA cannot handle a large number of senders. The tree-based pTESLA protocol uses the Merkle Tree mechanism
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This way, fhe BS generates all pTESLA key chaids™up to the last one. Figure B.1 shows the construction

key chains.
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pS attacks. Note, however, that the cost of tree-based pTESLA is too high. The uTPCT-base
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incurs low cost.

etworks with multiple BNodes, the BNode (broadcast node) may have different characteristics
be performed. The life cycle, broadcasting frequency, and real-time requirement)of the BNodg
hmeters (FP). The BS will construct pTP based on the FP of the BNode. For example, for the H
ycle, high broadcasting frequency, and strict real-time requirement, the/BS“will construct a s|
short key disclosure lag and fewer W'TESLA instances with short time-intetval. The FP can be ¢

ists of WTP and one-way chain. After FP is determined, the BS will first divide the lifetime of BN
als with length of Ty such that the duration of Ty (e.g., 30 minutes) is suitable for running
the BNode and sensor nodes efficiently. Based on the brdadcasting frequency and real-time req
the BS will divide Ty into » time intervals with length 0f 7,. Based on N and n, the BS uses psey
o generate the N unTESLA key chains that are linked tegether. First, the BS generates the last key
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T,. Accordlingly, there will be N pTESDA instances. Whereas the initial parameter of the ith pnTESLA [instance is
uwTP={T, | Ko | T; | Ty, | d} where+T, denotes the current time, K;, denotes the commitment, 7; refers to fhe starting
time, 7;, denotes the synchronization interval, and d refers to the disclosure lag of the key. After al] uTPs are
determined] the BS generates-a.value Uy randomly, and then computes each U value by U,;= H(U; | uTP,) up to Uy
where " || "ldenotes message Concatenation. Finally, the BS constructs pTPC that includes N uTPs. Figure BJ2 shows an
example of|the construgtion' of pTPC.
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Figure B.1 — Construction of pnTESLA key chains of pTPC wherein each K, is
derived from Kj,;; using pseudo random function F
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Figure B.2 — Construction of pTPC where U; = H (U;,4||uTP;)

B.2 Construction of pnTPCT
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Figure-B.3 — pTPCT tree with 8 leaf nodes; the nodes in the boxes
constitute the certificate of S4 called PCert,

S; as\well as the values corresponding to the siblings of the nodes on the path from the i-th leaf

I .
BINodes exist 1n sensor networks. For convenience, one assumes that m = 2~ Where £ 1S an miteger. Prior to

and m. For

| presentation, the j-th U value of i-th pTPC is denoted as U, j-th uTP as u7P;; and i-th.initia| parameter
U0, ID;) of uTPC as S;. The BS then computes K; = H(S;) for all i€ {l,...,m}. Afterward, it donstructs a
using {Ki,...,K,,} as leaf nodes. Each non-leaf node is computed by applying H to‘the concateration of its
des. Such a Merkle tree is called pTPCT (uTPC Merkle hash tree). Figure B.3)shows pTPCT| with eight

o constructs a parameter certificate for each uTPC instance. The certificate for the i-th pTHC instance

node to the

TPCT. For example, the parameter certificate for the 4th pTPC instance in Figure B.3 is

PCert/={54,K3,K13,Ks3}. For each BNode, which will use a given L TPC instance, the BS distributes pT
corresponding parameter certificate to it. The BS also pre-distributes the root of pTPCT to all potential receivers of
broadcast messages.

PC and the

Before the construction of pTPCT, if there are similar parts in all pTPs of some pTPCs, the same parts of uTP are put
together with the initial parameter of uTPC as leaf nodes to construct pTPCT. For example, if disclosure lag d and
synchronization intervals 7;,, in all pTPs of p7PC; are the same, T;,, and d are put together with the initial parameter of
WTPC; as leaf nodes to construct pyTPCT. Accordingly, the same parts of pTP will be distributed together with the
certificate of uTPC only once. In the process of pTP distribution, the BNode needs to distribute the discrepant part
only. This way, substantive communication cost will be saved.
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B.3 Authenticated broadcast

The performance of the authenticated broadcast protocol can be divided into the following five phases:

B.3.1 Protocol initialization

Prior to the deployment of sensor networks, the BS builds puTinst (denotes the pTESLA instance), pTPC, and uTPCT
according to the quantity and FP of all BNodes. Afterward, it distributes root R of u'TPCT to RNode (receiving node).

B.3.2 Request for pTPC

Before joining sensor networks, the BNode sends a request BREQ, which includes BNode's FP to the BS. Afterward,
the BS searches for the compatible pn'TPC (e.g., n7PC, shown in Figure B.3) according to the FP of the BNode.
Together with certificate PCert, and K., (denotes the generated key of the pTESLA key chain) of all uTinsts, the BS
sends pTPC back to the BNode.

B.3.3

Before brogdcasting, the BNode publishes its certificate PCert, to all RNodes to prove its legitimacy~The RNode uses
R and equdtion HHH(H(S,) || K3) I| K1») | Ksg) = K5 to verify the validity of PCert,. If it succeeds) the RNode saves
uTPC's inifial parameter Uy, /D4 in the PCert, as well as the same parts of pTP in the pnTPC.

B.3.4 Distribute nTP

After succg¢ssful authentication, the BNode creates the first pTESLA key chain accotding to K., of the first pTinst
using the |hash function H. Afterward, the BNode broadcasts Us; and nTRap¢(to the RNodes. Adcording to
Uy o=H(Uy [ || pTP,p), the RNode verifies the legitimacy of p7Pyy. If it succeeds)'the RNode saves U, find pTPyy;
otherwise, |t is discarded. The BNode then broadcasts U, , successively. At the-same time, the BNode uses the 2nd K.,
to generatd a second pnTESLA key chain. After receiving U,,, the RNode, saves it and deletes Usy. To| assure the
reliability qf the distribution, the BNode will broadcast U repeatedly.

B.3.5 Authenticate broadcast message

Once the RINode gains u7P4, based on pTinst,,, the RNode can-authenticate all broadcast messages from the BNode.
Therefore, [a broadcast authentication channel is created between the RNode and the BNode. When 2*T},, remains
before the pnd of the life cycle of p7insts, in the processing of broadcast authentication, the protocol will|proceed to
performing| phase 4 subsequently. In other words, thé, BNode broadcasts n7P,;. The RNode verifies pffP,; using
U, =H(Us, | uTP,,)). If it succeeds, the RNode saves uTP,; otherwise, it is discarded. Note that the protpcol makes
sure the RNlode can continue to authenticate the broadcast message of the BNode in the life cycle of p7inst,. The later
procedure ¢f the protocol will repeat phase 5 unitil the end of the life of BNode.
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Annex C

Authentication mechanisms in sensor networks

(This annex does not form an integral part of this Recommendation | International Standard.)

C.1 XOR-based mechanism

The procedure of preshared-key based authentication is shown in Figure C.1. It includes a 3-way handshake between
nodes A and B: an authentication request, an authentication response, and an authentication response confirmation.

Node A @

SN1

\4

SRN1[SN2

SRN2

\

Figure C.1 — Preshared-key based authentication

In the text below, PSK and SK denote a preshared-key and a session key_ between nodes A and B, respectivelly.

C.1.1 Authentication request

A sends SN1 to B to start the authentication procedure. The format of the authentication request message (fipm A to B)
is illustratefl in Figure C.2.

SNA1

Bytes: 4

Figure C.2 - Format of authentication request message

where, SN| = NI ® pSK afid;N1 is a 4-byte random number generated by A. When B receives the authentication
request megsage from A, B\performs the following procedures:

—_—

calculates N1 by SN1 ® PSK;
calculates RN1 by reversing N1; and

\S)

3) .SConstructs the authentication response message and sends it to A.

C.1.2 Authentication response

The format of the authentication response message (from B to A) is illustrated in Figure C.3.

SRN1 SN2

Bytes: 4 4

Figure C.3 — Format of authentication response message
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where, SRN1 = RN1 ® PSK, SN2 =N2 ® PSK, and N2 is a 4-byte random number generated by MFAN-N(B?). When
receiving the authentication response message from B, A performs the following procedures:

1) calculates RN1 by SRNI1 ® PSK, then calculates N1 by reversing RN1;

2) discards the message and stops the authentication process, if the value of N1 calculated by

match the one generated in the construction of the authentication request message;

3) calculates N2 by SN2 ® PSK, then calculates RN2 by reversing N2;

4) calculates SK=NI1 ® N2 @ PSK as the session key used with B; and

5) constructs the authentication response confirmation message and sends it to B.

C.1.3  Authentication response confirmation

The format

A does not

where, SRN
following f

1
2

C.2 H

The proced
and B: au
confirmatig

of the authentication response confirmation message (from A to B) is illustrated in Figure C.4.
SRN2
Bytes: 4

Figure C.4 — Format of authentication response confirmation message

(2 = RN2 © PSK. When receiving the authentication response confirmation message from A, B p
rocedures:

calculates RN2 by SRN2 ® PSK, then calculates N2 by reyersing RN2;

discards the message and stops the authentication preeess, if the value of N2 calculated by
match the one generated in the construction of the authentication response message;

calculates SK=N1® N2 @ PSK as the session key“used by A.

fash-based mechanism

erforms the

B does not

en nodes A

ure of Hash-based authentication is shown in Figure C.5. It includes a 4-way handshake betwe
hentication initiation, authentication request, authentication response, and authentication response
n.

Node A Node B
AUTH REQUEST
-
N
A >
Na | Ng || MIC
Lt
Ng || MIC
>

Figure C.5 — Hash-based authentication

In the text below, the PSK denotes a preshared-key between nodes A and B before authentication. SK denotes a session
key between nodes A and B derived from PSK. "ID,g" is the concatenation of node A's identifier and node B's

identifier.
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