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Foreword

ISO (the International Organization for Standardization) and

IEC (the International Electrotechnical

Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
technical committees collaborate in fields of mutual interest. Other international organizations, governmental

and non-gov
technology, |

International

The main ta
Standards ad
an Internation

Attention is d
rights. ISO ar

ISO/IEC 2911
Subcommitte

ISO/IEC 2917
identification

Part 1: M

ernmental, in liaison with ISO and IEC, also take part in the work. In the field of inforn
B0 and IEC have established a joint technical committee, ISO/IEC JTC 1.

Standards are drafted in accordance with the rules given in the ISO/IEC Directives; Part 2.
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Introduction

This International Standard provides a mobile RFID interrogator device protocol defining the interface between
a mobile AIDC application platform and a mobile RFID interrogator.

Without this standard protocol, manufacturers of mobile RFID interrogators would likely develop multiple

mobil
would
mobil
RFID
indep

Previ
interr
interr

In md

phong in a dongle configuration. Such RFID systems require a protecol'that enables a main con
e phone to control the RFID interrogator. Therefore, the Mobite RFID system requires a hew interface
tol between the mobile AIDC application platform and the*mobile RFID interrogator to meet the new
requifements.

mobil
proto

Therg
the u

e RFID interrogator. On the other hand, if both the mobile AIDC application platform\an
endent products will be mutually interoperable without extra costs.
busly, the ISO and EPC standards defined an interrogator protocol that supports connectig

pgator is connected through a network.
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form and the

e RFID interrogator device drivers for different mobile AIDC application platforms. Moreover, they also
likely develop a proprietary interface protocol between the mobile AIDC application pla

d the Mobile

interrogator developers follow this standardized mobile RFID interrogator device-profocol, various

n of an RFID

pgator to a host through a network. Those standards are applied majaly)in cases in which an RFID

bile RFID systems, an RFID interrogator is mounted inside a-mobile phone or attached to a mobile

rol unit of the

are alternative techniques to meet the use case _addressed by this International Standard, and one is
se of EPC and ONS. Those interested in this. technique are encouraged to contact G$1 for further
infornpation.
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INTERNATIONAL STANDARD ISO/IEC 29173-1:2012(E)

Information technology — Mobile item identification and
management —

Part 1:
Mobile RFID interrogator device protocol for ISO/IEC 18000-63
Type C

1 Scope

This part of ISO/IEC 29173 defines an interface protocol between a device 'driver of a mobile AIDC application
platform and a mobile RFID interrogator within a mobile AIDC terminal. It is intended thaf this part of
ISO/IEC 29173 be implemented in both the device driver of a mobile AIDC application platform and the mobile
RFID|interrogator.

In acgordance with the ISO/IEC 18000-63 type C RFID air interface, this part of ISO/IEC 29173 includes:

— types of command/response/notification protocol messages and their usages,
— protocol message format, and

— protocol message exchange procedures.

2 Normative references

The following referenced documeénts are indispensable for the application of this document. For dated
refergnces, only the edition Cited applies. For undated references, the latest edition of the referenced
docurnent (including any amendments) applies.

ISO/IEC 18000-63, Infermation technology — Radio frequency identification for item management: — Part 63:
Parameters for air interface communications at 860 MHz to 960 MHz Type C

ISO/IEC 19762~(all parts), Information technology — Automatic identification and data capture (AIDC)
technfques —=Harmonized vocabulary

ISO/NEE€2L9143, Information technology — Mobile item identification and management — |Air interface
specification for Wobife RF D interrogators

ISO/IEC TR 29172, Information technology — Mobile item identification and management — Reference
architecture for Mobile AIDC services

3 Terms, definitions, symbols and abbreviated terms

3.1 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 19762, ISO/IEC 18000-63,
ISO/IEC TR 29172 and the following apply.

© ISO/IEC 2012 — All rights reserved 1
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3141
mobile AIDC application platform

set of computer instructions as the place to launch a mobile AIDC application in a mobile AIDC terminal

[ISO/IEC TR 29172]

3.1.2
mobile AIDC terminal

electronic device equipped with one or more mobile AIDC device(s) to support the functions of Mobile Item

Identification and Management (MIIM) technologies

[ISO/IEC TR 29172}

3.1.3
mobile RFID

AIDC technique supporting the Mobile Item Identification and Management (MIIM) technolegies of|radio

frequency idgntification (RFID)
[ISO/IEC TR R9172]

314
mobile RFID|interrogator

electronic eqlipment that retrieves information from radio frequency tags by;tfansmitting and receiving| radio

frequency signals to and from the tags

3.1.5
mobile RFID|MIIM content name

description of the object associated with MIIM services, suchras brand name, company name, food name,

movie title, byilding name, etc.

3.2 Abbreyiated terms

AFID \pplication Family ID

Al \ir Interface

AM fag memory Access Mode
AP \ccess Password

Arg A\rgument

BM Byte Mask

CRC Cyclic Redundancy Check
DR TRcal Divide Ratio

EAC Embedded Application Code

EnMAC Enable MAC

H/W Hardware

KP Kill Password

LD Lock Data

MB Tag Memory Bank

MBO1EC  Ull Memory Bank (01) data except the CRC

© ISO/IEC 2012 — All rights reserved
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MBO1ECL MBO1EC Length

MD Memory Data of TID or content name
MDL Memory Data Lengh

Mi Modulation Index

Ml Mobile Item Identifier

MSA Memory Start Address

Message Type

ISO/IEC 29173-1:2012(E)

MT
MTII\/’E Maximum elapsed Time to tagging
NUMT Number of Maximum Tag to read

PL Payload Length

PNTR Pointer

RC Repeat Cycle for inventory
RFU Reserved for Future Use
RSV Reserved

SDF Storage Data Format

SeKey Security Key
SelFM Select Frequency Mode
SelS¢M Select Security Mode

SIN Serial Number

TID Tag Identifier

TN Tag Number

TR TRcal (Tag-to-interrogator Calibration symbol)
uIiD Unique ldentifier

ull Unique'ltem Identifier

URI Uniform Resource Identifier
WD Write Data

WDL Write-Datatength

b bit

3.3 Notation

This document uses the following notational conventions:
ObNNNN  binary notation

OxNNNN hexadecimal notation

© ISO/IEC 2012 — All rights reserved
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4 Overview

This part of ISO/IEC 29173 is organized as follows: Clause 5 describes the message format of a mobile RFID
interrogator device protocol. Clause 6 summarizes and lists all commands, responses and notifications
defined in this part of ISO/IEC 29173. Clause 7 describes the details of each command, response, and
notification. Clause 8 describes the test mode protocol used for testing a mobile RFID interrogator. The role of
this part of ISO/IEC 29173 in mobile RFID is described in ISO/IEC TR 29172.

5 Message format of mobile RFID interrogator device protocol

5.1 Overvjew

A mobile RFIP interrogator device protocol includes a preamble, a header, a payload, and an endmark. [Fig. 1
illustrates a njessage format of a mobile RFID interrogator device protocol.

0 71 8 15 | 16 31
Payload Length
Mesdage Type Code (unit of byte)
Preamble End Mark CRC-16
(0xBB) Header Rapad (OX7TE) (0XNNNN)
8 bits 32 bits N*8 bits 8 bits 16 bits

Figure 1= Message format

5.2 Preanible field and end mark field

A preamble |ncludes informationsfor indicating the start of a protocol message, which is used to dfscern
protocol mesgages. For example;/the preamble may be configured in 8 bits and may have a value of OxBB. A
header includes information_for indicating the message type, a corresponding code, and a payload léngth.
That is, the ppyload lengthiinformation is stored in the header and the information received from the RF|D tag
is stored in tHe payload\/An end mark includes information for indicating the end of a protocol message, which
is used to digcern the protocol messages together with the preamble. For example, the end mark mpy be
configured in[8 bits and may have a value of Ox7E.

5.3 Header field

5.3.1 General

The header includes three fields describing: 1) an RFID tag type, 2) command/response/natification type and
code, and 3) the payload length. The message type field is used to discern a command that is transmitted
from the processor to the interrogator and a response and notification transmitted from the interrogator to the
processor. The code field is used to discern a variety of types of commands, responses or notifications. The
code field includes information about the success or failure of commands in response and notification. The
payload length field includes information indicating the length, in bytes, of the payload.

4 © ISO/IEC 2012 — All rights reserved
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Message type field

The message type field associates commands, responses and notifications with the corresponding code value
represented in 8 bits. The message type (e.g., command, response and notification) can be discerned using
the values shown in Table 1 below.

Table 1 — Command/Response/Notification type and corresponding code value

Command/Response/Notification type Corresponding code value

(Hexadecimal)

As sh
a cod
indica
show

5.3.3

A coq
comnm
notifia
notifid
code
field 4
the pq

5.3.4

A pay
For e
paylo

Command OX00
Response 0x01
Notification 0x02
Test mode 0x03
Reserved 0x04-0xEF

own in Table 1, a code value indicating a command is 0x00, a code'value indicating a resp
e value indicating a notification is 0x02, a code value indicating a test mode is 0x03, ang
ting "Reserved" are 0x04 ~ OxFF. The command, the respdnse, the notification, and t
h in Table 1 will be described later in detail.

Code field

e field is used to discern the types of command, response, and notification. There ma3
ands to be processed by a mobile RFID interrogator, various responses to the command
ations to be sent by the interrogator. Therefore, when a code is assigned to a command
ation, the interrogator can accurately distinguish them by referring to the message type
field. For example, when a value 0x00 and a value 0x01 are respectively assigned to a 1
nd a code field for a power control"command, the interrogator can recognize the received
wer control command by the assighed values.

Payload length field

load length field indicates the length of the payload field, which occurs immediately after g
xample, the payload length field may be composed of 16 bits. Here, the unit of length is
Ad length is represented in byte using 16 bits, the maximum length that can be represen

65,53 bytes. Thissmeans that the maximum length of a payload cannot exceed 65,536 bytes.

5.4

Payload field

A pay

onse is 0x01,
code values
ne test mode

y be various
5 and various

response or
field and the
nessage type
command as

header field.
byte. When a
ted becomes

b a command

load field stores various types of data. The payload field may include arguments related t

transmitted from the processor to the RFID interrogator, as well as various data contained in a response
transmitted from the RFID interrogator to the processor. There may be various types of payloads suitable for
respective commands and responses, such as the payloads illustrated in Figs. 2 and 3 that illustrate payload
type A through payload type Q.

Each of the payloads illustrated in Figs. 2 and 3 includes a specific field. The use of the specific field and the
method thereof will be described later in detail. The generation and configuration of each payload type will
now be described in detail. The number of bits and the order mentioned in the following payload
configurations are presented as examples and do not limit this part of ISO/IEC 29173.

© ISO/IEC 2012 — All rights reserved
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Type A
‘ Argument (8 bits)

Type B Argument (variable)

Target Action MB
Type C Pointer (32 Bits)

(3 bits) (3 bits) (2 bits)

Mask Length (8 bits) ‘ T(1b) ‘ RUF (7 bits) Mask (~256 bits)

DR M TR Sel S T Q UpDn
Type D

(1b) | (2b) | (1b) (2b) (2b) | (1b) (4 bits) (3 bits)
Type E Arg 1 (16 bits) Arg 2 (8 bits)
Type F Arg 1 (8 bits) ‘ Arg 2 (32 bits)
Type G | Arg 1 (8 bits) ‘ Arg 2 (24 bits)
Type H ‘ Arg 1 (8 bits) ‘ Arg 2 (8 bits)
Type | Arg 1 (8 bits) ‘ Arg 2 (8 bits) Arg 3 (variable, defined by Arg 2)

Arg 4 (16 bits) Arg 5 (8 bits) Argb (8 bits)
Arg 1 (8 bits) Arg-2 (8 bits) Arg 3 (8 bits) Arg 4 (Variable, defiped
Type J
By Arg 3)
Arg N-1 (8 bits) Arg N (Variable, defined
Repeat Arg 3 and Arg 4 as‘the number of Arg 2
By Arg 3)
Figure 2 — Payload type A to payload type J

6 © ISO/IEC 2012 — All rights reserved
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Type K Arg 1 (8 bits) Arg 2 (8 bits) Arg 3 (8 bits) RSV DT AM
(5 bits) 2 (1 bit)
bits)
Arg 7 (32 bits)
Arg 8 (16 bits) Arg 9 (8 bits)
Ares 4 (8 hite) Arg 2 (8 bits) | Arg 3 (8 bits) | Arg 4 (Variable, defined Arg 5 (8 bits) | Arg 6 (Variable,
i v definefl
Typg L By Arg N-3)
By Ard 5)
Repeat from Arg 4 to Arg 6 as the number of Arg 2
Arg N-3 Arg N-2 (Variable, defined Arg N-1 Arg”N (Variable, define
(8 bits) By Arg N-3) (8 bits) By Arg N-1)
Arg 1 (32 bits)
Type|M
Arg 2 (8 bits) Arg 3 (8 bits) Arg 4 (Variable, defined by Arg 3)
Arg 5 (16 bits) Arg 6 (8 bits) Arg 7 (Varipble, defined
By Arg 6)
Type|P Arg 1 (32 bits)
Arg 2 (32 bits)
Arg 3 (8 bits) Arg 4 (Variable, defined by Arg 3) Arg 5 (8 bits)
Arg 1432 bit
Type(N rald32 bits)
Arg 2 (8 bits) Arg 3 (Variable, defined by Arg 2)
Ara 4 (Q hitc) Ara B (20 hitc)
Areg-4-(8-bits) Arg-5-(20-bits}
Type Q Arg 1 (32 bits)
Arg 2 (8 bits) Arg 3 (Variable, defined by Arg 2)
Arg 4 (8 bits) Arg 5 (16 bits) Arg 6 (8 bits)
Type O Arg 1 (32 bits)

Figure 3 — Payload type K to payload type Q

© ISO/IEC 2012 — All rights reserved
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The description of the preceding payload types, the use of each field, and the use method thereof will be
described later in detail.

5.5 Endian format and transmission order format

All of the fields used in constructing the mobile RFID interrogator device protocol format follow the big-Endian
format. According to the big-Endian format, the most significant byte value is written first followed by the least
significant byte value. A preamble field, a header field, a payload field, and an end mark field are transmitted
in the order named. In the header field, a message type field, a code field, and a payload length field are
transmitted in the order named. In the payload field, a target field, an argument type field, a payload data
length field, and a payload data and pending field are transmitted in the order named. In each field, the most
significant byfeTstramsmittedfirst:

5.6 Method of describing small-size data in fixed-size field

b less
e, the
ength

When a sma
significant by
big-Endian fo
field, the less

I-size data needs to be inserted into a protocol field larger than the small-sized data, th
es are filled first, then the remaining more significant bytes are filled with 0x00. In this cas
rmat is also applied. For example, when a value of 12 needs to be insefted into a 16-bit

significant bytes are filed with 0xOC and the more significant bytes are-filled with 0x00.

5.7 CyclicfRedundancy Check (CRC) field

5.7.1 CRC general

The commangds and responses use the same CRC-16 to verify the@ccuracy of the message bits.

at the
shall

On receiving
checksum or

a command from a mobile AIDC application platform, the RFID interrogator shall verify th
CRC value is valid. If it is invalid, it shall discard the message and shall not respond ang

not take any
field and res
application p
discarded an

The 16-bit CH
The polynom
mobile AIDC

value shall be

The most sig
first.

other action. Otherwise it shall request the-command again by sending the response with
Lt code of OxFF. And on receiving a response from the RFID interrogator, the mobile
atform shall verify that the checksumsor CRC value is valid. If it is invalid, response sh
i the command shall be sent again within a limited retransmit count.

al used to calculate the ERC is X'®+ X'+ X°+1. The 16-bit register for the CRC calculatio
application platform or an RFID interrogator shall be preloaded with OxFFFF. The resulting
inverted, attached-{o:the end of the packet (after End Mark field) and transmitted.

hificant byte_shall be transmitted first. The most significant bit of each byte shall be trans

code
AIDC
all be

RC shall be calculated on all the_.message bits from the message type field to the end mark field.

nina
CRC

mitted

NOTE A gchematie of a possible implementation is provided in Annex A.
The CRC in recewing part shall be implemented in one of two ways:
5.7.2 Inversion of incoming CRC bits by the receiving part

At the receiving part, the incoming CRC bits are inverted and then clocked into the register. After the LSB
CRC bit is clocked into the register, the 16-bit CRC register should contain all zero’s.

5.7.3 Non-inversion of incoming CRC bits by the receiving part

If the received CRC bits are not inverted before clocking, after the LSB CRC bit is clocked into the register, the

CRC register

will have the value 0x1DOF.

© ISO/IEC 2012 — All rights reserved
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6 Summary and list of command, response, and notification

6.1 Overview

The protocol between the processor of a mobile terminal and an RFID interrogator can be classified into a
command, a response, and a notification according to ISO/IEC 18000-63.

In this part of ISO/IEC 29173, the command and the response always exist and operate in pairs. Only after a
response to a command has been received is the next command executed. Each command has a specific
code, which is described in the code field of the header and represented in 8 bits. When a response is
successful, the code of a corresponding command is described in the code field and a response-related
contept is described in the payload field. On the other hand, when a response is unsuccessfll, a value of
OxFF [is described in the code field and the result code is described in the payload field. The |ppyload varies
accorfling to the commands and responses. Detailed types of payloads will be described |ater in detail.

The dommands and responses in a mobile RFID interrogator device protocol are categorized intp interrogator
contrgl/management, tag read, tag write, tag kill/lock/erase, and additional functions. “Table 2 below shows an
example of a command list according to this part of ISO/IEC 29173. In Table 2,)the commands [are classified
into mandatory and optional. All of the commands have corresponding responses. Commands dorresponding
to a fag write category and a tag killllock/erase category shall be implemented carefully b¢cause these
commands may change the contents of a tag. When these commands are-Used incorrectly, secyrity problems
may qcceur.

Table 2 — Overview of mandatory and optional commands

Type Mandatory command Optional comimand
Intdrrogator control / management | Get type C A/l selectparameters Get region
category Set type C A/l select parameters Set region

Get typex\C A/l query-related | Interrogator power contrp!

parameters Interrogator connection ¢ontrol
Set \type C ANl query-related | Get interrogator informafion
parameters .

) Get signal strength
Set security key

Set signal strength
Reset interrogator
Get automatic read parameters
Set automatic read parameters

Set frequency mode
Set MAC control

Tag read categary Read tag once
Read multiple tags
Stop multiple tags

Tag write category Write tag
Tag Kill/lock/erase category Kill tag Erase tag
Lock tag
Additional function category Get last result
Start test mode

Stop test mode
Star receive test
Stop receive test

6.2 Interrogator control/management category
The RFID interrogator control/management command category includes the commands shown in Table 3

below. The main commands relate to interrogator power control, interrogator connection control, get
interrogator information, interrogator RF signal strength control, and interrogator filter function control. The

© ISO/IEC 2012 — All rights reserved 9
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interrogator power control command and the reset interrogator command, which are the most basic
interrogator control commands, may be directly controlled by a hardware interface. In this case, the previous
two commands may not be implemented separately.

Table 3 — Commands in interrogator control/management category

Command name Code value Description of command
(Hexadecimal)

Interrogator power control 0x01 Power on/off interrogator (Active/Sleep)
|nterrogatFr connection.control Ox02 Initialize or end communicationwith infnrrngafnr
Get interlrogator information 0x03 Get interrogator-related information (Interrogator at|least

have information about model, manufacturer, |S/N,
usable frequency, and supportable tag type)

Getlsignal strength 0x04 Get RF signal strength of interrogator
Set gignal strength 0x05 Set RF signal strength of interrogator
Get region 0x06 Get nation/region information oflihterrogator
Set region 0x07 Set nation/region information of interrogator
Reget interrogator 0x08 Immediately end ,all_operations of interrogator| and

initialize interrogator. Thereafter, interrogator control
requires using interrogator connection control comnpand

Get type C|A/l select parameters 0x09 Get select(parameters of air interface related to
ISO/IECy18000-63
Set type C[A/l select parameters 0x0A Set >select parameters of air interface related to
ISOHEC 18000-63
Get type|C A/l query related 0x0B Get query-related parameters of air interface related to
barameters ISO/IEC 18000-63
Set type|C A/l query related 0x0C Set query-related parameters of air interface related to
barameters ISO/IEC 18000-63
Get autonfatic read parameters 0x0D Get parameters related to automatic mode read
Set automatic read parameters O0xO0E Set parameters related to automatic mode read
Set security key OxOF Set the security key for data protection or agcess
password
Set frequency mode 0x10 Set the frequency mode of interrogator
Set MAC control 0x11 Set the MAC parameter for ISO/IEC 29143
Vgndor specific 0x12-0x1B Vendor specific commands
Reserved 0x1C-0x1F Reserved

Referring to Table 3, the interrogator control/management category includes a get automatic read parameters
command and a set automatic read parameters command for getting and setting commands related to an
automatic read command. These commands operate according to preset parameters. These preset
parameters include a read cycle indicating the number of times of performance of a read operation, and also
include a read delay time indicating a delay time between read operations when the interrogator performs a
read operation more than two times.

6.3 Tag read category

A tag read category includes the commands shown in Table 4 below. These commands are mainly used to
read the specific ID and the user data of tag.

10 © ISO/IEC 2012 — All rights reserved
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Table 4 — Commands in tag read category

Command name Code value Description of command
(Hexadecimal)
Read tag once 0x21 Read Ull bank or/and TID bank or/and user memory bank of
ISO/IEC 18000-63 tag once
Read multiple tags 0x22 Read Ull bank or/and TID bank or/and user memory bank of
ISO/IEC 18000-63 tag multiple times
StO IC(J“.JI IIIU:t;P:U tdyb GAZS StUP tU |cau' |||u:tip:c taga UPCIGtiUII
endor specific 0x24-0x29 Vendor specific commands
Reserved 0x2A-0x2F Reserved

In Ta
succe
comn

Ther
of tim
to be
cycle

ble 4 above, the tag read category further includes commands for automatically reading
ssive tags. The commands related to the read multiple tags operation”include a read
and and a stop read multiple tags command.

bad multiple tags command is configured to be repeated and a repeat cycle, which indicatg
es a read operation of a read cycle, designated in the set auitematic read parameters con
repeated. That is, the total number of times for a read operation of the RFID interrogator
x Repeat cycle. When a repeat cycle is an invalid<yalue, a response indicating a wi

gene

to be fead, the RFID interrogator automatically stops the read operation.

The stop read multiple tags command is used to siop the read operation that is being performe]
autonpatic read command.

Most

execy
Exam
streng

Data

through a notification or a.response to a command. In this part of ISO/IEC 29173, a buffer funct

ted in a result code. When a read operation has been performed by the repeat cycle or t

commands cannot be executed during the read multiple tags operation. If such a comn
ted, the command is regarded as-failed and the result code receives 0x23 of Read
ples of commands executable during the read multiple tags operation are reset interrogat
th, set signal strength, and stop-read multiple tags.

obtained from an RFID tag by a tag read command are transmitted to the processor o

a plurality of

multiple tags

s the number
mand, needs

equals Read

ong value is
here is no tag

d by the start

hand is to be

n Operation.

or, get signal

the terminal

on for storing

data ¢btained from a tag by a interrogator chip is set to be optional.
6.4 (Tag write-category
The thg write:category includes the commands shown in Table 5 below. These commands are [used to write
an ID|code, a user memory bank area, and additional information in the tag.
Table 5 — Commands in tag write category
Command name Code value (Hexadecimal) Description of command
Write tag 0x31 Write Ull bank and/or user memory
bank of ISO/IEC 18000-63
Vendor specific 0x32-0x39 Vendor specific commands
Reserved 0x3A-0x3F Reserved
© ISO/IEC 2012 - All rights reserved 11
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6.5 Tag killllock/erase category
This category includes the commands shown in Table 6 below. The kill tag command is used to kill (erase) the

contents of a tag. The lock tag command is used to lock the contents of a tag and the erase tag command is
used to erase the contents of a tag.

Table 6 — Commands in tag kill/lock/erase category

Command name Code value (Hexadecimal) Description of command
Kill tag 0x41 Kill tag
Lock tag 0x42 Control lock of ISO/IEC 1800063
Erase tag 0x43 Erase tag
Vendor specific 0x44-0x49 Vendor specific commands
Reserved 0x4A-0x4F Reserved

6.6 Additipnal function category

An additionalffunction category includes commands for additional functionsgas-shown in Table 7 below.

Table 7 — Commands in additional function category

Command name Code value (Hexadecimal) Description of command
Get|last result 0x51 Interrogator gets the last event
Stat|test mode 0x52 Convert mode of interrogator into test modg
Stop| test mode 0x53 Stop test mode of interrogator
Stat feceive test 0x54 Start count of successfully-received air intefface
packet to measure receive sensitivity
Stop feceive test 0x55 Stop count of successfully-received air intefface
packet for measurement of receive sensitivity
Vendor specific 0x56-0x59 Vendor specific commands
Rpserved 0x5A-0x5F Reserved

The additional function~category includes convenience-providing functions other than the basic contents for
processing a|tag by-the interrogator. These include a filter function of the interrogator and commangs for
getting and sptting the tag access status of the interrogator. The additional function category further ingludes
commands fgr'starting or ending a test mode. A start receive test command and a stop receive test command
for measurement of receive sensitivity can be used only In the test mode. The test mode will be described
later in detail.

6.7 Result code

A result code is used for the response to a command. The result code indicates the results of commands in
the RFID interrogator. If the command is successful, the code value of the corresponding command is inserted
into the code field of the header of the response message. If the command failed, a value of OxFF is inserted
into the code field of the header of the response message. An 8-bit result code is also inserted into the
payload data section to provide an indicator for commands that are incorrectly executed. A result code of 0x00
indicates success and no separate result value exists. Table 8 below illustrates the types of results and the
corresponding codes. If the CRC error occurs on a command received at the interrogator, the interrogator
could send a response by the OxFF of code field and OxFF of payload field.

12 © ISO/IEC 2012 - All rights reserved
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Table 8 — Result codes

Result type Result code Description
Success 0x00 Indicates success of command
Power control failure 0x01 Power control on/off operation is failed
Connection control failure 0x02 Connection control operation is failed
Cannot get interrogator info 0x03 Interrogator ID cannot be set or got
Cannot get signal strength 0x04 Signal strength cannot be got
Set signal strength failure 0x05 Signal strength cannot be set
Cannot get region 0x06 Region information of interrogator cannot be got
Regipn control failure 0x07 Region of interrogator cannot be set
Resqt interrogator failure 0x08 Interrogator cannot be reset
Canrot control type C A/l parameters 0x09 é;;r:g:ebrgagzt graé?)?eters related\ [t ISO/IEC 18000-63
Cannot get automatic read parameters 0x0D Read multiple tags command parameters capnot be got
Set gutomatic read parameters failure Ox0E Read multiple tags command parameters capnot be set
Secyrity key setting failure OxOF Protection mode setting is failed
Fregliency mode setting failure 0x10 Frequency mode setting is failed
MAGQ control setting failure 0x11 MAC control setting is failed
Resqgrved 0x12~0x1F
Read failure 0x21 Read operation is failed
Read multiple tags failure 0x22 Read multiple tags operation is failed
Read in operation 0x23 Automatic read is already in operation
Read complete 0x24 Read multiple tags operation is completed
Canrot stop read multiple tags 0x25 Read operation cannot be stopped
Not ih read operation 0%26 Read is not in operation
Resgrved 0x27~0x2F
Writd tag failure 0x31 Write operation is failed
Resgrved 0x32~0x3F
Kill tag failure 0x41 Kill operation is failed
Lock|control failure 0x42 Lock operation is failed
Erasg tag failure 0x43 Erase operation is failed
Resgrved 0x44~0x4F
Canrot get last result 0x51 Last event cannot be got
Test|mode control failure 0x52 Test mode control is failed
Interfogator is not in test mode 0x53 Test mode control is failed
Resqrved 0x54~0x5F
Invalid parameter 0x61 Parameter is invalid
Not supported command 0x62 Command is not supported
Undefined command 0x63 Command is not defined
Password not match 0x64 Password does not match
No tag detected 0x65 No tag is detected
No user memory bank 0x66 User memory bank does not exist
No more tags to read 0x67 No more tags remain to be read
Reserved 0x68~0x6F
Vendor specific 0x71~0xFE Vendor specific result codes
CRC error OxFF CRC error of command message

© ISO/IEC 2012 — All rights reserved
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6.8 Vendor-specific command and response

In addition to the commands identified in this part of ISO/IEC 29173, vendor-specific commands of an RFID
interrogator manufacturer may be included in all the categories described above. Preferably, these vendor-
specific commands will use the code values in accordance with the categories proposed in this part of
ISO/IEC 29173. For example, when a specific command corresponding to a tag read function needs to be
added, it will preferably use the code value of 0x71~0xFE that is the vendor-specific area of the tag read
category.

6.9 Notification

A notification[7S a protocol message g P

terminal. Unlike a response message, the notification protocol message is independent of a command. The
notification is| mainly used as a response for indicating the result of an operation repeated in an autgmatic
mode, and is|used for critical errors generated in the RFID interrogator.

In this part of ISO/IEC 29173, the notification protocol message may have the same format-as the response
protocol message. For example, a value of 0x02 may be used in a message type (ield to distinguigh the
notification protocol message from the response protocol message.

In addition, when a critical error is generated in the interrogator, the notificatiofvmay be used to inform the
processor of the error. In this case, a format may be identical to that of a comimand containing the error, which
is identical to|what is designated as a notification in a message type field.<Fhe critical errors are not defined in
this part of ISO/IEC 29173, but may be defined by the vendor. An errér that needs to be transmitted by a
notification mpy be defined using a vendor-specific area of a result code:

7 Details| of command, response, and notification
7.1 Interrggator control/management category.

7.1.1 Interrpgator power control

An interrogatpr power control command is used to control turning on/off power supplied to the hardware fof the
RFID interrogator. Power is supplied to:the interrogator in the on state, while no power is supplied {o the
interrogator in the off state.

The interroggtor power control gcommand is constructed to include a message type, a code, a payload Igngth,
and an argument. The message-type is represented by 0x00 indicating a command. The code is repregented
by 0x01 indipating interrogator power control. The payload type is represented by payload type A. The
argument is 8-bit power/state information, which is represented by OxFF in an on state and by 0x00 in gn off
state.

Preamble—|{ Msg Type Code PL (MSB) PL (LSB) Arg End Mark CRC-16
0%BB 0x00 0x01 0x00 0x01 OxFF 0x7E OxNNNN

Figure 4 — Interrogator power control command

Fig. 4 illustrates the structure of a protocol message in a power on state. Specifically, Fig. 4 illustrates values
of a preamble field, a message type field, a code field, a payload length field MSB, a payload length field LSB,
an argument field, an end mark field, and a CRC field.

A response to the interrogator power control command is constructed to include a message type, a code, a
payload length, and an argument. The message type is represented by 0x01 indicating a response. The code
is represented by 0x01 for the case of success, and by OxFF for the case of failure. The payload type is
represented by payload type A. The argument is represented by a result code 0x00 indicating success and by
a result code 0x01 indicating power control failure.
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Preamble | Msg Type Code PL (MSB) PL (LSB) Arg End Mark

CRC-16

0xBB 0x01 0x01 0x00 0x01 0x00 Ox7E

OxNNNN

Figure 5 — Interrogator power control response

Fig. 5 illustrates the structure of a protocol message for an interrogator power control response for the case of
success. Specifically, Fig. 5 illustrates values of a preamble field, a message type field, a code field, a payload
length field MSB, a payload length field LSB, an argument field, an end mark field, and a CRC field.
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Figure 6 — Interrogator connection control command

illustrates the structure of a protocol messagetin.a connection state. Specifically, Fig. 6 illu
reamble field, a message type field, a code field, a payload length field MSB, a payload len

an argument field, an end mark field, and a CRGC field.
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Preamble | Msg<Type Code PL (MSB) PL (LSB) Arg End Mark CH
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0xBB 0x01 0x02 0x00 0x01 0x00 Ox7E 0x
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Figure 7 — Interrogator connection control response

illustrates’the structure of a protocol message for an interrogator connection control res
bf success. Specifically, Fig. 7 illustrates values of a preamble field, a message type field, ¢
bd'length field MSB, a payload length field LSB, an argument field, an end mark field, and a

pbonse for the
code field, a
CRC field.

713

Get interrogator information

A get interrogator Information command is used to get information from the interrogator. The information
includes a model name, an S/N, a manufacturer, a use frequency, and the type of tag supported.

The get interrogator information control command is constructed to include a message type, a code, a payload
length, and an argument. The message type is represented by 0x00 indicating a command. The code is
represented by 0x03 indicating the get interrogator information command. The payload type is represented by
payload type A. The argument is an 8-bit information type data indicating the type of information to be
requested from the interrogator, which may include an interrogator model name (0x00), an interrogator S/N

(0x01

), an interrogator manufacturer (0x02), an interrogator use frequency (0x03).

© ISO/IEC 2012 — All rights reserved
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Figure 8 — Get interrogator information command

Fig. 8 illustrates the structure of a protocol message when the interrogator manufacturer is requested.
Specifically, Fig. 8 illustrates values of a preamble field, a message type field, a code field, a payload length

field MSB, a payload length field LSB, an argument field, an end mark field, and a CRC field.

A response to the get interrogator information command is constructed to include a message type, a code, a
payload Iength and an argument The message type is represented by 0x01 |nd|cat|ng a response. The code

case of command failure. The argument |s represented by a variable-length correspondmg string~in.Cc3
model name,| S/N, manufacturer and frequency, by 'Bit OR' in case of supporting plurality, and by a
code 0x03 indlicating cannot get interrogator info in case of command failure.

result

Figure 9 — Get interrogator information response="String argument

Preamble | Msg Type Code PL (MSB) PL (LSB)
0XBB 0x01 0x03 0x00 OxOE 0x4C(L) | ox4A4@) | 0x20()
Argument
0x45(E) | O0x4C(L) | Ox45(E) 0x43(C) 0x54(T) 0x52(R) [/ Ox4F(O) | Ox4E(N)
End Mark CRC-16
0x49(1) | 0x43(C) | 0x53(S) 0x7E OXNNNN

Fig. 9 illustrafes the structure of a protocol message for a get.interrogator information response whan the

e type

manufacture |s 'LG ELECTRONICS'. Specifically, Fig. 9 illustrates values of a preamble field, a messag
field, a code field, a payload length field MSB, a payload lengthfield LSB, an argument field, an end mark field,
and a CRC figld.
Preamble | Msg Type Code PL (MSB) PL (LSB) Arg End Mark CRC-16
0xBB 0x01 0x03 0x00 0x01 0x03 0x7E OXNNNN

Fig. 10 illustrates a structure of responsé.when the response is “Cannot get interrogator info”.
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Figure 10 — Get interrogator information response — Type argument
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trength command’is used to get a currently-set RF signal strength of an RFID interrogatof.
th can be represented in percentage, and the maximum signal strength the interrogatgr can
e regarded<as 100%.
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Figure 11 — Get signal strength command

Fig. 11 illustrates the structure of a protocol message for a get signal strength command. Specifically, Fig. 11
illustrates values of a preamble field, a message type field, a code field, a payload length field MSB, a payload
length field LSB, an end mark field, and a CRC field.

A response to the get signal strength command is constructed to include a message type, a code, a payload
length, and an argument. The message type is represented by 0x01 indicating a response. The code is

16
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represented by 0x04 in case of success, and by OxFF in case of failure. The payload type is represented by
payload type A. The argument is represented by 0 ~ 100 (0x00 ~ 0x64) indicating the signal strength in

percentage, and by a result code 0x04 indicating cannot get signal strength.
Preamble | Msg Type Code PL (MSB) PL (LSB) Arg End Mark CRC-16
0xBB 0x01 0x04 0x00 0x01 0x4B Ox7E OxNNNN

Figure 12 — Get signal strength response

Fig. 12 illustrates the structure of a protocol message for a get signal strength response for the case of
Specmcally, Fig. 12 illustrates values of a prea

success when the signal strength is 75%.

mble field, a

message . argument field, an
end ark field, and a CRC field.
7.1.5| Set signal strength
A set|signal strength command is used to set RF signal strength of the interrogataor.-The signal strength can
be represented in percentage, and the maximum signal strength the interrogator. can provide can be regarded
as 10P%.
The set signal strength command includes a message type, a code, a payload length, and an argument. The
messgage type is represented by 0x00 indicating a command. The code\is represented by 0x05 |indicating set
signa| strength. The payload type is represented by payload type” A. The argument is represented by
0x00 [~ Ox64 (0 ~ 100) indicating an 8-bit signal strength value.

Preamble | Msg Type Code PL (MSB) PE\(LSB) Arg End Mark CRC-16

0xBB 0x00 0x05 0x00 0x01 0x32 0x7E OXNNNN

Fig. 1
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Fig. 1

Figure 13 — Set signal strength command
3 illustrates the structure of a protocol message for a set signal strength command wh
bd length field MSB, a payload length\field LSB, an argument field, an end mark field, and 4

pbonse to the set signal strength command is constructed to include a message type, a co
, and an argument. The message type is represented by 0x01 indicating a response.
sented by 0x05 in case aof success, and by OxFF in case of failure. The payload type is re
d type A. The argument is represented by a result code 0x00 indicating success, and by
ndicating signal strength control failure.

en the signal

th is 50%. Specifically, Fig. 13 illustratesvalues of a preamble field, a message type field, a code field, a

CRC field.

e, a payload
The code is
presented by
a result code

Preamble { Msg Type Code PL (MSB) PL (LSB) Arg End Mark CH

C-16

0xBB 0x01 0x05 0x00 0x01 0x00 0x7E 0x

NNNN

Figure 14 — Set signal strength response

4 |Ilustrates the structure of a protocol message for a get S|gnal strength response fo

the case of
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code field, a

payload length field MSB, a payload length field LSB, an argument field, an end mark field, and a CRC field.

7.1.6

Get region

A get region command is used to get region/nation information set in the interrogator. That is, since the radio
wave standard for the RFID interrogator can be different depending on the nations and regions, the get region
command is used to get such region/nation information.

The get region command includes a message type, a code and a payload length, but does not include an
argument. The message type is represented by 0x00 indicating a command. The code is represented by 0x06
indicating get region.
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Preamble | Msg Type Code PL (MSB) PL (LSB) End Mark CRC-16
0xBB 0x00 0x06 0x00 0x00 0x7E OxNNNN

Figure 15 — Get region command

Fig. 15 illustrates the structure of a protocol message for the get region command. Specifically, Fig. 15
illustrates values of a preamble field, a message type field, a code field, a payload length field MSB, a payload
length field LSB, an end mark field, and a CRC field.

A response to the get region command is constructed to include a message type, a code, a payload length,
and an argument. The message type is represented by 0x01 |nd|cat|ng a response. The code is represented
by 0x06 in case 0 ]
The argument is represented by an 8 bit value |nd|cat|ng a reglon or a nation set in the mterrogator and by a
result code 006 indicating cannot get region. For example, Korea, America, Europe, Japan, and.China are
represented By 0x01, 0x02, 0x04, 0x08, and 0x10, respectively.

Preamble | Msg Type Code PL (MSB) PL (LSB) Arg End Mark CRC-16
0xBB 0x01 0x06 0x00 0x01 0x01 0x7E OxNNNN

Figure 16 — Get region response

Fig. 16 illustrptes the structure of a protocol message for a get region responsé when a region set |n the
interrogator i$ Korea. Specifically, Fig. 16 illustrates values of a preamble field, a message type field, a code
field, a paylogd length field MSB, a payload length field LSB, an argument+ield, an end mark field, and § CRC
field.

7.1.7 Set rggion

A set region|command is used to set region/nation information in the interrogator. That is, since the|radio
wave standafd the RFID interrogator can use can be diffefént according to nations and regions, the set fegion
command is Yised to set such region/nation information:

The set region command includes a message type,‘a code, a payload length, and an argument. The megsage
type is represented by 0x00 indicating a command. The code is represented by 0x07 indicating Set Region.
The payload type is represented by an 8-bjt value indicating a region set in the interrogator, which is idgntical
to that of get fegion.

Preamble | Msg Type Code PL (MSB) PL (LSB) Arg End Mark CRC-16
0xBB 0x00 0x07 0x00 0x01 0x01 0x7E OXNNNN

Figure 17 — Set region command

Fig. 17 illustrates the strdcture of a protocol message for the set region command when a nation set |n the
interrogator is Koreay which may include values of a preamble field, a message type field, a code field, a
payload length field MSB, a payload length field LSB, an argument field, an end mark field, and a CRC figld.

A response to—the—set ICH;UII command-is—constracted—to-include—=a message typc, a uudc, a pqyiuad } ngth,
and an argument. The message type is represented by 0x01 indicating a response. The code is represented
by 0x07 in case of success, and by OxFF in case of failure. The payload type is represented by payload type A.
The argument is represented by a result code 0x00 indicating success and by a result code 0x07 indicating
region control failure.

Preamble | Msg Type Code PL (MSB) PL (LSB) Arg End Mark CRC-16
0xBB 0x01 0x07 0x00 0x01 0x00 0x7E OXNNNN

Figure 18 — Set region response

Fig. 18 illustrates the structure of a protocol message for a set region response when a region set in the
interrogator is Korea. Specifically, Fig. 18 illustrates values of a preamble field, a message type field, a code
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field, a payload length field MSB, a payload length field LSB, an argument field, an end mark field, and a CRC
field.

7.1.8 Reset interrogator

A reset interrogator command is used to promptly stop all operations of the interrogator and initialize the
interrogator. Upon completion of the initialization, a response to the reset interrogator command is transmitted
to the interrogator. Right after execution of the reset interrogator command, the aforementioned interrogator
connection control command shall be used to connect the interrogator since the interrogator is initialized to a

state where only power is supplied.

The re ; ; s not include
an argument. The message type is represented by 0x00 indicating a command. The code is rgpresented by
0x08,|indicating reset interrogator.
Preamble | Msg Type Code PL (MSB) PL (LSB) End Mark CRC-14
0xBB 0x00 0x08 0x00 0x00 0x7E OXNNNN

Fig. 1
value

Figure 19 — Reset interrogator command

O illustrates the structure of a protocol message for the reset interfegator command, which
5 of a preamble field, a message type field, a code field, a payload length field MSB, a p

may include

ayload length

field USB, an end mark field, and a CRC field.
A response to the reset interrogator command is constructed te’include a message type, a codle, a payload
length, and an argument. The message type is representéd by 0x01 indicating a response.| The code is
repregsented by 0x08 in case of success, and by OxFF if case of failure. The payload type is rgpresented by
paylogd type A. The argument is represented by a result code 0x00 indicating success and by |a result code
0x08 |ndicating cannot reset interrogator.

Preamble | Msg Type Code PL\(MSB) PL (LSB) Arg End Mark CRC-16

0xBB 0x01 0x08 0x00 0x01 0x00 0x7E OxNNNN

Fig. 2
case
a pay

71.9
A get

The g
does

Figure 20 — Reset interrogator response

D illustrates the structure of @ protocol message for a response to the reset interrogator
bf success. Specifically, Fig: 20 illustrates values of a preamble field, a message type field
oad length field MSB, a payload length field LSB, an argument field, an end mark field, and

Get type C All'select parameters

type C A/l select parameters command is used to get A/l select parameters related to ISO/
et type C AVl select parameters command includes a message type, a code and a paylo
hot include an argument. The message type is represented by 0x00 indicating a command

command in
a code field,
a CRC field.

EC 18000-63.
d length, but
. The code is

represented’by 0x09 indicating get type C A/l select parameters.
Preamble | Msg Type Code PL (MSB) PL (LSB) End Mark CRC-16
0xBB 0x00 0x09 0x00 0x01 Ox7E OxNNNN

Figure 21 — Get type C A/l select parameters command

Fig. 21 illustrates the structure of a protocol message for the get type C A/l select parameters command.

A response to the get type C A/l select parameters command includes a message type, a code, a payload
length, and an argument. The message type is represented by 0x01 indicating a response. The code is
represented by 0x09 in case of success, and by OxFF in case of failure. The payload type is represented by
payload type C, and by payload type A in case of failure.
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In case of failure, the argument is represented by a result code 0x09. In case of success, the argument is
represented by a 3-bit target value to which a parameter is applied [Inventoried SO (0b000), Inventoried S1
(0b001), Inventoried S2 (0b010), Inventoried S3 (0b011), SL (Ob100)], a 3-bit action value defined in type C, a
binary value indicating a memory bank of a tag [RFU (0b00), Ull (0b01), TID (0b10), User (Ob11)], a 32-bit
start address pointer of a tag memory to be compared, an 8-bit length value of the tag memory to be
compared, a 1-bit truncated flag representing Enable (Ob1) and Disable (0b0), a 7-bit RFU (use a reserved

value of 0b0000000), and a bit mask (0~255 bits) defined in type C.
Preamble | Msg Type Code PL (MSB) PL (LSB) T A M | PNTR(MSB)
0xBB 0x01 0x09 0x00 0x0B 000 | 000 | 11 0x00 0x00
PNTR Length | T| RFU | Mask(MSB) Mask(LSB)
(LSB)
0x00 OxFF 0x20 0 | 0000000 OxFF OxFF 0x00 0x00
End Mark CRC-16
0x7E OxNNNN
Figure 22 — Get type C A/l select parameters response
Fig. 22 illustrptes the structure of a response protocol message to the get type C(A/I select parameters

command in
Pointer=0x00

7.1.10 Set tyjpe C A/l select parameters

A set type C
The set type
argument.

The message
set type C A/

The argumen

case that Target=S0, Action=assert SL or inventoried -> A, MB=User memory
0000FF, Length=0x20, T=0, and Mask=0b11111111111111110000000000000000.

(/| select parameters command is used to set A/l select, parameters related to ISO/IEC 180
C A/l select parameters command includes a messagg type, a code, a payload length, a

type is represented by 0x00 indicating a command. The code is represented by 0x0A indi
select parameters. The payload type is représented by payload type C.

bank,

00-63.
nd an

cating

t is represented by a 3-bit target value-to which a parameter is applied [Inventoried SO (0(p000),

Inventoried §1 (0b001), Inventoried S2 (0b010),lAventoried S3 (0b011), SL (0b100)], a 3-bit action |value
defined in Type C, a 2-bit value indicating a memory bank of a tag [RFU (0b00), Ull (0b01), TID (Ob10){ User
(Ob11)], a 34-bit start address pointer of a tag memory to be compared, an 8-bit length value of the tag
memory to be compared, a 1-bit truncatedflag representing Enable (0b1) and Disable (0b0), a 7-bit RFU (use
a reserved vglue of 0b0000000), and abit mask (0~255 bit) defined in type C.
Preamble | Msg Type Code PL (MSB) PL (LSB) T A | M PNTR
(MSB)
0xBB 0x00 0x0A 0x00 0x0B 000 | 000 | 11 0x00 0x00
PNTR Length T RFU Mask(MSB) Mask(LSB)
(LSB)
0x00 OXEF 0x20 0 | 0000000 OxFF OxFF 0x00 0x00
End Matk CRC-16
0x7E OXNNNN

Figure 23 — Set type C A/l select parameters command

Fig. 23 illustrates the structure of a protocol message for the set type C A/l select parameters command in
case that Target=S0, Action=assert SL or inventoried -> A, MB=User, Pointer=0x000000FF, Length=0x20,
T=0, and Mask=0b11111111111111110000000000000000.

A response to the set type C A/l select parameters command includes a message type, a code, a payload
length, and an argument. The message type is represented by 0x01 indicating a response. The code is
represented by Ox0A in case of Success, and by OxFF in case of failure. The payload type is represented by
payload type A.
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The argument is represented by a result code 0x00 in case of success, and by a result code 0x09 in case of
cannot control type C A/l parameters.

Preamble | Msg Type Code PL (MSB) PL (LSB) Arg End Mark CRC-16
0xBB 0x01 0x0A 0x00 0x01 0x00 Ox7E OxNNNN

Figure 24 — Set type C A/l select parameters response

Fig. 24 illustrates the structure of a response protocol message to the set type C A/l select parameters
command.

7.1.11-Gettype- CAHquery-related-parameters

A get{type C A/l query-related parameters command is used to get A/l query-related pafameters related to
ISO/IEC 18000-63.

The get type C A/l query-related parameters command includes a message type, a'code and a ppyload length,
but dges not include an argument. The message type is represented by 0x00 indicating a commgnd. The code
is repfesented by 0x0OB indicating get type C A/l query-related parameters.

Preamble | Msg Type Code PL (MSB) PL (LSB) End Mark CRC-14
0xBB 0x00 0x0B 0x00 0x00 0x7E OxNNNN

Figure 25 — Get type C A/l query-related‘parameters command

Fig. 26 illustrates the structure of a protocol message for the get type C A/l query-related parameters
command.

A response to the get type C A/l query-related parameters command includes a message type, a code, a
paylogd length, and an argument. The message type is represented by 0x01 indicating a resporjse. The code
is repfesented by 0x0B in case of success, and*y OxFF in case of failure. The payload type is rgpresented by
paylogd type D in case of success, and by payload type A in case of failure. In case of cannot ¢ontrol type C
A/l pgrameters, the argument is represented-by a result code 0x09.

In cage of success, the argument is represented by a 1-bit value indicating DR (TRcal divide ratig) (if DR is “8”
or “64/3", the 1-bit value is set t0.!0b0' or 'Ob1', respectively), a 2-bit value M indicating the number of cycles
per symbol (if the number of cycles is 1, 2, 4, or 8, M is set to '0b00’, '0b01', '0b10’, or '0b11', rgspectively), a
1-bit Trex value (if Pilot Tone' exists, the value is set to 'Ob1’; if not, the value is set to '0b0'), a 2-bit Sel value
(A11:]0b00" or '0b01'"; ~Sk:'0b10"; and SL:'0b11'), a 2-bit session value (S0:'0b00'; S1:'0b01'; §2:'0b10"; and
S3:'0p11"), a 1-bit target.value (A:'0b0'; and B: '0b1'"), a 4-bit value Q indicating the number of slots per round,
and a 3-bit UpDn valueif Q is unchanged, it is set to '0b000'; if Q=Q+1, Q is set to '0b110"; and if Q=Q-1, Q is
set to['0b011").

Preamble | Msg Type Code PL (MSB) PL (LSB) g M ; Sel | S |T| Q@ | UpDn

0xBB 0x01 0x0B 0x00 0x00 0(00|0| 00 |00| 0| 000| 000
End mark CRC-16
0x7E OXNNNN

Figure 26 — Get type C A/l query-related parameters response
Fig. 26 illustrates the structure of a response protocol message to the get type C A/l query-related parameters

command for the case where DR=8, M=1, Trex=no pilot tone, Sel=A11, Session=S0, Target=A, Q=8, and
UpDn=not changed.

7.1.12 Set type C A/l query-related parameters

A set type C A/l query-related parameters command is used to set A/l query-related parameters related to
ISO/IEC 18000-63.
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The set type C A/l query-related parameters command includes a message type, a code, a payload length,
and an argument. The message type is represented by 0x00 indicating a command. The code is represented
by 0xOC indicating set type C A/l query-related parameters. The payload type is represented by payload
type D. The argument is represented by a 1-bit value indicating DR (TRcal divide ratio) (if DR is 8 or 64/3, the
1-bit value is set to '0b0Q’ or '0b1', respectively), a 2-bit value M indicating the number of cycles per symbol (if
the number of cycles is 1, 2, 4, or 8, M is set to '0b00’, '0b01', '0b10’, or 'Ob11', respectively), a 1-bit Trex value
(if Pilot Tone exists, the value is set to '0b1"; if not, the value is set to '0b0'), a 2-bit Sel value (A11:'0b00' or
'0b01"; ~SL:'0b10"; and SL:'0b11"), a 2-bit session value (S0:'0b00"; S1:'0b01"; S2:'0b10"; and S3:'0b11"), a
1-bit target value (A:'0b0'"; and B: 'Ob1'), a 4-bit value Q indicating the number of slots per round, and a 3-bit
UpDn value (if Q is unchanged, it is set to '0b000’; if Q=Q+1, Q is set to '0b110'; and if Q=Q-1, Q is set to
'0b011").

Preamble | Msg Type Code PL (MSB) PL (LSB) g M ; Sel | S |T| Q | Upbp
0xBB 0x00 0x0C 0x00 0x02 0[00|0] 00 |00]|O0] 000000
End| mark CRC-16
0x7E OXNNNN

Figure 27 — Set type C A/l query-related parameters command

Fig. 27 illustijates the structure of a protocol message for the set type C A/l query-related parameters
command fof the case where DR=8, M=1, Trex=no pilot tone, Sel=A11, Session=S0, Target=A, Q=§, and
UpDn=not chpnged.

A response to the set type C A/l query-related parameters command ¢includes a message type, a cqde, a
payload length, and an argument. The message type is represented by.0x01 indicating a response. The code
is representefl by 0x0C in case of success, and by OxFF in case offailure. The payload type is represenfed by
payload type[A. The argument is represented by a result code @X00 in case of success, and by a resul{ code
0x09 in case pf cannot control type C A/l parameters.

Preamble | Msg Type Code PL (MSB) PL (LSB) Arg End Mark CRC-16
0xBB 0x01 0x0C 0x00 0x01 0x00 0x7E OXNNNN

Figure 28 — Set type C A/l:query-related parameters response

Fig. 28 illustrates the structure of a response protocol message to the set type C A/l query-related parameters
command.

7.1.13 Get automatic read parameters
A get automatic read parameters-command is used to get automatic tag read parameters.
The get automatic read-parameters command includes a message type, a code and a payload length, but

does not inclétde an argument. The message type is represented by 0x00 indicating a command. The cpde is
represented by Ox0B-indicating get automatic read parameters.

Preamble | Msg Type Code PL (MSB) PL (LSB) End Mark CRC-16
0xBB 0x00 0x0D 0x00 0x00 Ox7E OxNNNN

Figure 29 — Get automatic read parameters command
Fig. 29 illustrates the structure of a protocol message for the get automatic read parameters command.

A response to the get automatic read parameters command includes a message type, a code, a payload
length, and an argument. The message type is represented by 0x01 indicating a response. The code is
represented by 0x0D in case of success, and by OxFF in case of failure. The payload type is represented by
payload type E in case of success, and by payload type A in case of failure. In case of success, the argument
may include a 16-bit read cycle value indicating the number of times of read operation performed by the
interrogator, and an 8-bit read delay time value representing a delay (expressed in msec) between read
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operations performed by the interrogator. In case of cannot get automatic parameters, the argument may
include a result code 0x0D. In case of not supported command, the payload may include a result code 0x62.

Preamble | Msg Type Code PL (MSB) PL (LSB) | Argl (MSB) | Argl (LSB) Arg2
0xBB 0x01 0x0D 0x00 0x03 0x00 0x32 0x32
End Mark CRC-16
0x7E OXNNNN

Figure 30 — Get automatic read parameters response

Fig. 30 illustrates the structure of a response protocol message to the set automatic read parameters
command for the case where Read Cycle=50, and Read Delay Time=50msec.

7.1.14 Set automatic read parameters

A setjautomatic read parameters command is used to set automatic read parameters,

The $et automatic read parameters command includes a message type, a-Code, a paylogd length, an
argument, End Mark, and CRC. The message type is represented by 0x00 indicating a command. The code is
represented by OxOE indicating set automatic read parameters. The payload type is representgd by payload
type . The argument may include a 16-bit read cycle value indicating the number of times of r¢éad operation
perfofmed by the interrogator, and an 8-bit read delay time value representing a delay (msec) between read
operations performed by the interrogator.

Preamble | Msg Type Code PL (MSB) PL (LSB) Argl (MSB) | Argl (LSB) Arg2
0xBB 0x00 0x0E 0x00 0x03 0x00 0x32 0x32
End Mark CRC-16
0x7E OXNNNN

Figure 31 — Set automatic read parameters command

Fig. 3[1 illustrates the structure of a protocol message for the set automatic read parameters compimand for the
case where Read Cycle=50, and Read Delay Time=50msec.

A response to the set automatic read-parameters command includes a message type, a code, a payload
length, and an argument. The message type is represented by 0x01 indicating a response.| The code is
represented by OxOE in case af success, and by OxFF in case of failure. The payload type is rgpresented by
paylogd type A. The argument is represented by a result code 0x00 in case of success, and by|a result code
OxOE|in case of set autematic parameter failure. When Read Cycle and Read Delay Time| have invalid
parameters, the argument is represented by a result code 0x61. In case of not supported command, the
argument is represented by 0x62.

Preamble~|< Msg Type Code PL (MSB) PL (LSB) Arg End Mark CRC-16
0xBB 0x01 0x0E 0x00 0x01 0x00 Ox7E OxNNNN

Figure 32 — Set automatic read parameters response

Fig. 32 illustrates the structure of a response protocol message for the case of success.

7.1.15 Set security key

A set security key command is used to set security key or access password related to ISO/IEC 18000-63. The
set security key command includes a message type, a code, a payload length, and an argument.

The message type shall be represented by 0x00 indicating a command. The code shall be represented by
0xOF indicating set security key. The payload type shall be represented by payload type F.

The arguments are consistent with an 8-bit select security mode (SelSeM) and a 32-bit security key value
(SeKey) or access password which is sent to an interrogator. The value of select security mode field could be
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selected by 0x00 in case of data security mode disable (default), 0x01 in case of data security mode enable,
0x10 in case of access password for reserved memory bank of tag under security mode disable, 0x11 in case
of access password of tag under security mode enable. The security key value (SeKey) could be ESN, Phone

number, and

user defined key.

Preamble | Msg Type Code PL (MSB) PL (LSB)

SelSeM

SeKey

0xBB 0x00 0xOF 0x00 0x05

0x01

0x80

| ox20

End Mark CRC-16

0x21 |  0x80 0x7E OXNNNN

Figure 33 — Set security key command — ESN for security key

Fig. 33 illustrates the structure of a protocol message for the set security key command in case that S¢lSeM

|

(Select Secutity Mode)=0x01, SeKey (Security Key)=0x80202180.

Preamble | Msg Type Code PL (MSB) PL (LSB) SelSeM SeKey
0xBB 0x00 0xOF 0x00 0x05 0x10 0x12 [ ox34
End Mark CRC-16
0x56 | 0x78 0x7E OXNNNN
Figure 34 — Set security key command — Access password
Fig. 34 illustrates the structure of a protocol message for the set security key_command in case that S¢ISeM

(Select Secutity Mode)=0x10, Access Password=0x12345678

A response
argument. T
represented
represented |

The argumer

the set security key command includes a messagetype, a code, a payload length, a
e message type shall be represented by 0x01-indicating a response. The code sh
by OxOF in case of success, and by OxFF in _case of failure. The payload type sh

y payload type A.

t shall be represented by a result code 0x00 in case of success, and by a result code 0

nd an
bll be
bll be

OF in
ented

case of set s¢curity key command fail. In case of notsupported command, the argument shall be repres
by 0x62.
Preamble | Msg Type Code PL'(MSB) PL (LSB) Arg End Mark CRC-16
0xBB 0x01 O0x0F 0x00 0x01 0x00 0x7E OXNNNN

Figure 35 —Set type C A/l select parameters response

Fig. 35 illustrates the structure of'a-response protocol message to the set security key command.

7.1.16 Set fr|

This commar
to set a sped
length, and a

pquency mode

h.argument.

d is for{esting purposes. A set frequency mode command is used to set the frequency mg
ial frequency. The set frequency mode command includes a message type, a code, a pg

de or
yload

The message type shall be represented by 0x00 indicating a command. The code shall be represented by
0x10 indicating set frequency mode. The payload type shall be represented by payload type G.

The arguments are consisted of an 8-bit Arg1 and a 24-bit Arg2. Arg1 is used for the select frequency mode
(SelFM), which shall be represented by a 0x00 in case of using a frequency-hopping mode (default), by a
0x01 in case of using a LbT mode, and by 0x02 in case of using a special one frequency. And Arg2 is used by
a LbT threshold (dBm unit) if an Arg1 was the 0x01, or by a frequency (kHz unit) if an Arg1 was the 0x02.

24
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Preamble | Msg Type Code PL (MSB) PL (LSB) SelFM Arg2
0xBB 0x00 0x10 0x00 0x04 0x02 OXOE | Ox0A
End Mark CRC-16
0x3D 0x7E OxNNNN

Figure 36 — Set frequency mode command

Fig. 36 illustrates the structure of a protocol message for the set frequency mode command in case that
SelFM (Select Frequency Mode)=0x02 for a special frequency, Arg2 (frequency)=0x0EQA3D (920.125 MHz).

A response to the set frequency mode command includes a message type, a code, a payload length, and an
argument. The message type shall be represented by 0x01 indicating a response. The code shall be

represented by 0x10 in case of success, and by OxFF in case of failure. The payloadtype shall be
represented by payload type A.
The grgument shall be represented by a result code 0x00 in case of success, and by aresult|code 0x10 in
case |of set frequency mode command fail. In case of not supported command)sthe argument shall be
represented by 0x62.
Preamble | Msg Type Code PL (MSB) PL (LSB) Arg End Mark CRC-16
0xBB 0x01 0x10 0x00 0x01 0x00 0x7E OxNNNN

Figure 37 — Set frequency mode response

Fig. 3J illustrates the structure of a response protocol message to'the set frequency mode commpand.

7.1.17 Set MAC control

A sef MAC control command is used to set MAC (Medium Access Control), especially related to
ISO/IEC 29143. The set MAC control command includes a message type, a code, a payload Ig¢ngth, and an
argument.

The message type shall be represented by-0x00 indicating a command. The code shall be represented by
0x11 |ndicating set MAC control. The payload type shall be represented by payload type H.

The grguments are consisted of.an' 8-bit Arg1 and an 8-bit Arg2. Arg1 is used for enable/digable of MAC
functipn (EnMAC), which shall be represented by a 0x00 in case of enable a MAC function (defadlt), by a 0x01

f interference
used for an
0x0 to OxF

in cade of disable a MAC function. The MSB 4 bits of Arg2 are used for an amplitude threshold g
interrpgator, which rangesfrom 0x0 (0%) to OxA (100%, default). The LSB 4 bits of Arg2 are
average threshold on'\the collision count by interference interrogator, which range from

(defadilt 0x7).

Preamble | Msg Type Code PL (MSB) PL (LSB) EnMAC Arg2
0xBB 0x00 0x11 0x00 0x02 0x00 0xA7
End Mark CRC-16
Ox7E OxNNNN

Figure 38 — Set MAC control command

Fig. 38 illustrates the structure of a protocol message for the set MAC control command in case that
EnMAC=0x00 (Enable MAC), amplitude threshold of interference interrogator=0xA, average threshold of
collision count=0x7.

A response to the set MAC control command includes a message type, a code, a payload length, and an
argument. The message type shall be represented by 0x01 indicating a response. The code shall be
represented by 0x11 in case of success, and by OxFF in case of failure. The payload type shall be
represented by payload type A.
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The argument shall be represented by a result code 0x00 in case of success, and by a result code 0x11 in
case of set MAC control command fail. In case of Not Supported command, the argument shall be

represented by 0x62.

Preamble

Msg Type

Code

PL (MSB)

PL (LSB)

Arg

End Mark

CRC-16

0xBB

0x01

0x11

0x00

0x01

0x00

Ox7E

OxNNNN

Figure 39 — Set MAC control response

Fig. 39 illustrates the structure of a response protocol message to the Set MAC control command.

7.21

A read tag

The read tag|once command includes a message type, a code, a payload length,.a payload, the end
and CRC-16] The message type should be represented by 0x00 indicating a command. The code sho
y 0x21. The payload type should be represented by payload type."The payload should in
a 8-bits MB (Memory Bank to read. 0x00=reserved bank, 0x01=UIl bank, 0x02=TID bank, 0x03=user m¢
bank), 8-bits MBO1ECL (MBO1EC Length, word unit), MBO1EC, 16-bits MSA (Memory Start Address),

represented

Read|tag once

once command is used to read the memory of an ISO/IEC 18000-63, Type C tag
ISO/IEC 18000-63, Type C tag has four memory banks for the Reserved, Ull, TID and User:

MDL (Data Léngth to read, word unit) and 32-bits AP (Access Password).
Preamble Msg Type Code PL (MSB) PL.(LSB) MB MBO1ECL
0xBB 0x00 0x21 0x00 0x16 0x03 0x06
MBOLEC(MSB) MBO1EC(LSB) | MSA(MSB) {:\MSA(LSB) MDL AP(MSB)
0x96 0x01 0x03 0x00 0x16 0x12
AP(LSB) End:Mark CRC-16
0x34 0x56 0x78 0x7E OxNNNN

Figure 40 — Read tag once command for user memory bank

The

mark,
ild be
clude
Bmory
8-bits

Fig. 40 illustrates the structure example of a protocol message for the read tag once command for readiing a

data in user memory bank. (MB: 0x03(=,user memory bank, MBO1ECL: 0x06 = 6 words = 96 bits, MB

96 bits, MSA]0x0300 = start address, MDL: 0x16 = 22 words, AP : 0x12345678).
Prepmble | Msg Type Code PL (MSB) PL (LSB) MB MBO1ECL
0xBB 0x00 0x21 0x00 0x0C 0x01 0x00
MSA(MSB) | MSA(LSB) MDL AP(MSB) AP(LSB)
0x00 0x00 0x00 0x00 0x00 0x00 0x00
End Mark CRC-16
OX7E OXNNNN

D1EC:

Figure-41—Read-tag-once-command-for Ull-memeory-bank
Fi ank

Fig. 41 illustrates the structure example of a protocol message for the read tag once command for reading a
Ull memory bank. (MB: 0x01 = Ull memory bank, MBO1ECL : 0x00, no MBO1EC, MSA : 0x0000, MDL : 0x00,
AP : 0x00000000). In case of reading Ull memory bank, In this case, the values from the MBO1ECL field to AP

field mean nothing to

interrogator.

The response message for the read tag once command includes a message type, a code, a payload length, a
payload, the end mark, and CRC-16. The message type should be represented by 0x01 indicating a response.
The code should be represented by 0x21 in case of success, and by OxFF in case of failure. The payload type
should be represented by payload type J in case of success, and by payload type A in case of failure or no tag

detected.
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In case of success, the payload consists of the MB (Memory Bank), TN (the number of Tag), MDL (Data
Length, word unit), MD (Tag memory bank data). The MDL and MD shall be repeated as the number of TN.

Preamble Msg Type Code PL (MSB) PL (LSB) MB N
0xBB 0x01 0x21 0x00 0x27 0x01 0x02
MDL#1 MD#1(MSB) MD#1(LSB) | MDL#2 | MD#2(MSB)
0x08 0x28 0x01 0x08 0x28
MD#2(LSB) | End Mark CRC-16
0x02 Ox7E OXNNNN

Figure 42 — Read tag once response for Ull memory bank

Fig. 4
read

P illustrates the structure example for a response protocol message in case of the comn
ag once for reading the Ull memory bank, The meaning of the arguments in the payload”i

hand was the
s that the MB

(Mempry bank) is 0x01 (Ull memory bank), TN (Tag number) is 0x02 (two tags), MDL#1(Data |Length of tag
1) is Px08 (8 words), MD#1 (Ull memory bank data of tag1) is 0x28...01, MDL#2 (Data Lendth of tag?2) is
0x08 [8 words), MD#2 (Ull memory bank data of tag2) is 0x28...02.
Preamble Msg Type Code PL (MSB) PL (LSB) MB TN
0xBB 0x01 0x21 0x00 0x32 0x03 0x01
MDL#1 | MD#1(MSB) MD#1(LSB) | End Mark | CRE‘16
0x16 0x22 0x01 0x7E OXNNNN

Fig. 4
read {

Figure 43 — Read tag once response for.user memory bank

ag once for reading the user memory bank, The meaning of the arguments in the payload i

3 illustrates the structure example of a response protocol message in case of the command was the

s that the MB

(Mempry bank) is 0x03 (user memory bank), TN (Tag_ number) is 0x01 (one tag), MDL#1 (Data |Length of tag
1) is 0x16 (22 words), MD#1 (user memory bank data ef tag1) is 0x22...01.
The Hig. 44 illustrates the structure of a responsg protocol message for the case of failure.
Preamble | Msg Type Code PL (MSB) PL (LSB) Arg End Mark CRd-16
0xBB 0x01 OxFF 0x00 0x01 0x21 0x7E OXNINNN

7.2.2

Area
respo

A pro

paylo
comn

Figure-44 — Read tag once response - Failure

Read multiple tags

H multiple tags command is used to read {Ull}s or {Ull and other data}s in TID or user mem
hse for this command can send the data repeatedly by units of 10 tags.

tocol message constituting this command shall include a message type, a code, a payl
ad, an ‘end mark, and a CRC-16. The message type should be represented by 0x0d
and/ The code shall be represented by 0x22 indicating read multiple tags. The payload

bry bank. The

bad length, a
indicating a
type shall be

represented by payload type K.

The payload consists of an 8-bits RC (Repeat Cycle for inventory), 8-bits NUMT (Number of Maximum tag to
read), 8-bits MTIME (Maximum elapsed Time for tagging, second unit), 5-bit RSV (Reserved bits), 2-bits DT
(Data type), 1 bit AM (tag memory Access Mode), 32-bits AP (Access Password), 16-bits MSA (Memory Start
Address of TID or Content name), 8-bits MDL (Memory data Length to read, word unit). The RC field indicates
the number of times for repetition of the read cycle defined in the set automatic read parameters command.
(i.e., the number of inventory rounds for the interrogator = ReadCycle x RepeateCycle). The NUMT and
MTIME could be represented by 0x00 for tagging regardless of the number of tags or elapsed time. But if the
MTIME field is OxFF, the tagging shall be stopped only by the stop read multiple tags command. The priority
between RC, NUMT and MTIME is NUMT > MTIME > RC. MTIME has the highest priority. The DT field
indicates that binary “0b01” is Ull bank data only (default) and “Ob10” is Ull bank data and TID data defined by
MSA and MDL, and “Ob11” is Ull bank data and content name in user memory bank, and “0b00” is not used. If
the DT field is “Ob01”, the other fields from the next DT are not valid to the interrogator and the response
includes only a set of Ull memory bank data. If the DT field is “Ob10”, then the response includes the set of Ull
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memory bank data and the data in TID memory bank. If the DT field is “Ob11”, then the response includes the
set of Ull memory bank data and the content name data in the user memory bank as described in
ISO/IEC 29143. The AM field indicates that binary ‘0b0’ is for indirect mode (default) and ‘Ob1’ is for direct
access mode of tag’s user memory as described in ISO/IEC 29143.

Preamble Msg Type Code PL (MSB) PL (LSB) RC NUMT
0xBB 0x00 0x22 0x00 0x0D 0x05 0x07
MTIME RSV | DT | AM | AP(MSB) AP(LSB) MSA(MSB)
0x05 01| 0 0x12 0x34 0x56 0x78 0x03
MSA(LSB) MDL End Mark | CRC-16
0x00 0x02 0x7E OXNNNN

Figure 45 — Read multiple tags command

Fig. 45 illustrates the structure example of a protocol message for the read multiple tags command fpr the

case where IRC (Repeat Cycle) = 5 times, NUMT (Number of Maximum tag to read) = OxO7 (seven

tags),

MTIME = 0x(5 (5 seconds), DT (Data type of response) = “0b01” (only Ull memory bank), AM (Access IMode)

= indirect mode, AP (Access Password) = 0x12345678, MSA (Start Address) = 0x0300; MDL (Memory
Length to read) = 0x02 (2 word). In this case, because the DT is “0b01”, the fieldsfrom AM to MDL
interrogator.

nothing to th

A response

payload length, a payload, an end mark, and CRC-16. The message type_shall be represented by
sponse. The code shall be represented by 0x22 in case ofsuccess, and by OxFF in case of

indicating a

failure. The payload type can be represented by payload type L. Theypayload consists of 8-bits DT

data
mean

rotocol message for the read multiple tags command includes*a message type, a cdde, a

0x01

(Data

Type), 8-bits [TN (the number of tag), 8-bit MBO1ECL (Ull memory bank Data Length, word unit), MBO1ELC (UlI

memory bank Data, PC+MIl + XPC_W1 + XPC_W2), 8-bits MBL (Memory Data Length, word unit
of TID memory bank or content name of user memory bank). The MBO1ECL, MBO1EC,
MD fields shgll be repeated by the number of TN (Tag numben)*field. The usage of DT field is the same

(Memory dat

, MD
MDL,
bs the

read multiple[tags command. If the value of DT field is 0x01,'the MBO1ECL and MBO1EC fields are related to
the Ull memary bank data, and MDL is zero and MD dees not exist. If the DT is 0x02, the MDL and MD are

related to TIO

memory bank data. And if the DT is 0x03, the MDL and MD are related to the content ngme in

user memory|according to ISO/IEC 29143. The maximum number of TN (Tag Number) field shall be les$ than

decimal 11.

The interrogator should send the“fesponse with TN less than 11 tags. For example,|if an

interrogator reads 35 tags, then the interrogator should repeat the response message 4 times. The MBO1EC

field includes

XPC bits conjplies with ISO/IEC 18000-63.

When the int¢rrogator tagging is suecessful, Fig. 46 shows an example of the response message in the
that the DT fijeld is Ox01. In the payload, the first argument, the DT field indicates that the data type is
(only Ull memory bank data) according to command. The TN (Tag number) is three. Therefore the

the UIl memory bank that is consisting of PC + MIl + XPC_W1 + XPC_W2. The existe

ce of

case
0x01
three

MBO1ECL, MBO1EC and.MDL fields are followed after the TN field. The fields related to the firgt tag,

MBO1ECL#0

(Ul memeory bank Data Length) is 6 words, and MBO1EC#01 (Ull memory bank dgta) is

0x96...01, and MDL#01)is 0x00.
Preamble Msg Type Code PL (MSB) PL (LSB) DT TN
0xBB 0x01 0x22 0x00 Ox2F 0x01 0x03
MBO1ECLO1 | MBO1EC01(MSB) MBO1EC01(LSB) MDLO1 MBO1ECL02 | MBO1EC02(MSB)
0x06 0x96 0x01 0x00 0x06 0x96
MBO01EC02(LSB) MDL02 MBO1ECLO3 MB01EC03(MSB) MB01ECO03(LSB)
0x02 0x00 0x06 0x96 0x03
MDL03 End Mark CRC-16
0x00 0x7E OxNNNN

Figure 46 — Read multiple tags response example 1 — Success

The Fig. 47 illustrates the response message example in case of that DT field of the read multiple tags
command was “0b11”.
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Preamble Msg Type Code PL (MSB) PL (LSB) DT TN
0xBB 0x01 0x22 0x00 0x2D 0x03 0x02
MBO1ECLO1 | MBO1EC01(MSB) MBO1EC01(LSB) MDLO1 MD01(MSB)
0x06 0x96 0x01 0x02 0x32
MDO01(LSB) MBO1ECL02 MB01EC02(MSB) MB01EC02(LSB) MDL02 MD02(MSB)
0x01 0x06 0x96 0x02 0x02 0x02
MB01EC02(LSB) End Mark CRC-16
0x01 Ox7E O0xNNNN

Figure 47 — Read multiple tags response example 2 — Success

The DT is 0x03 and TN is 0x02. Therefore the Ull memory bank and content name in the user memory bank

are fo
0x32.

In ca
result
not su

llowed after the TN field. The Ull memory bank data of the first tag is 0x96...01, and the o
..01. The Ull memory bank data of the second tag is 0x96...02, and the content name.is\0x

be that read multiple tags command is a failure, the code shall be OxFF, the argument s

htent name is
D2...01.

hall include a

code 0x61 for the case of invalid parameter, 0x65 for the case of no tag detectéd, 0x62 for the case of
pport command, 0x22 for the case of command failure
Preamble | Msg Type Code PL (MSB) PL (LSB) Arg End Mark CRC-16
0xBB 0x01 OxFF 0x00 0x01 0x22 0x7E OXNNNN

Figure 48 — Read multiple tags response — Failure

Fig.

An
mess
be re
prede
with §
Read

illustrates the structure of a response protocol message far the case of failure.

oAIiication message is shown in Fig. 49, can be used\.for read multiple tags response. Th

hge shall include a message type, a code, a payload length, and an argument. The mess3
pbresented by 0x02 indicating notification. In the ‘case where the read multiple tags is perf
termined condition (command completed), interrogator could send notification message to 4
n argument field included result code 0x24."When there are no more tags to read (No

s notification
ge type shall
brmed as the
AIDC terminal
more Tags to

, the argument could include a result code 0x67.
Preamble | Msg Type Code PL (MSB) PL (LSB) Arg End Mark CRC-16
0xBB 0x02 0x22 0x00 0x01 0x24 0x7E OxNNNN

Figure 49-~=~"Read multiple tags notification — Read completed
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Fig. 50 is shown to the flow scheme of read multiple tags command and response between the AIDC terminal
and the interrogator in case of command success.

©
I

4}’

Mobile AIDC Interrogator Tags

terminat
AW

A
A 4

«W

Key
Read mdltiple tags command

Inventory round or access and read as condition of command
Response up to 10 tag information at a time

If there ig a need to send the tag information will repeat toresponse

® ® ® ® ©

Notificatipn with read complete

Figure 50 — The flow scheme ofread multiple tags operation — Success

Fig.51 is shoyn to the flow scheme of read_multiple tags in case of command failure

Mebile AIDC  > Interrogator

terminal /
@

Key

@® Read multiple tags command

@ Response with result code “Fail”

Figure 51 — The flow scheme of read multiple tags operation — Failure
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7.2.3 Stop read multiple tags

A stop read multiple tags command is used to stop a read multiple tags operation. The stop read multiple tags
command includes a message type, a code and payload length, but does not include a payload. The message
type shall be represented by 0x00 indicating a command. The code shall be represented by 0x23 indicating
stop read multiple tags.

Preamble | Msg Type Code PL (MSB) PL (LSB) End Mark CRC-16
0xBB 0x00 0x23 0x00 0x00 0x7E OXNNNN

Figure 52 — Stop read multiple tags command

Fig. 52 illustrates the structure of a protocol message for the stop read multiple tags command:

A response protocol message for the stop read multiple tags command includes a message type, a code, a
paylogd length, and an argument. The message type shall be represented by 0x01 indicating a response. The
code hall be represented by 0x23 in case of success, and by OxFF in case of failure. The payload type can
be represented by payload type A. In case of success, the argument shall include.a result code Px00. In case
of cannot stop read multiple tags, the argument shall include a result code 0x25-1In case where alread multiple
tags gperation is not being performed, the argument shall include a result code '0x26.

Preamble | Msg Type Code PL (MSB) PL (LSB) Arg End Mark CRC-16
0xBB 0x01 0x23 0x00 0x01 0x00 0x7E OxNNNN

Figure 53 — Stop read multiple(tags response

Fig. 53 illustrates the structure of a protocol message for-the stop read multiple tags response for the case of
success

7.3 |Tag write category

A wrife tag command is used to write the data in a tag. The write tag command includes a megsage type, a
code,|a payload length, a payload, an endimark, and CRC-16. The message type should be rgpresented by
0x00 findicating a command. The code~shall be represented by 0x31 indicating write tag. The|payload type
shall be represented by payload type M. The payload shall include a 32-bits AP (Access Passwofd), 8-bits MB
(Memory Bank), 8-bits MBO1ECL.(MBO1EC Length, word unit), MBO1EC, 16-bit MSA (Memory Start Address),
8-bits| WDL (Write Data Length,)word unit), WD (Write Data). The MB field indicates that Ox0p is reserved
memary bank, 0x01 is Ull memory bank, 0x03 is user memory bank. The MSA field indicates a|start address
of the memory bank defined by MB field. And the WDL indicates the size of data to be written, apd WD field is
a data written correspending to a length designated by the WDL field.

Preamble} Msg Type Code PL (MSB) PL (LSB) AP(MSB)
0xBB 0x00 0x31 0x00 0x24 0x12 0x34
AP(LSB) MB MBO1ECL | MBO1EC(MSB) MBO1EC(LSB
0x56 0x78 0x01 0x06 0x96 0x01
MSA(MSB) | MSA(LSB) WDL WD(MSB) WD(LSB) End Mark
UXUU UXUU UXUD UX50 UXU1 UX/C
CRC-16
OxNNNN

Figure 54 — Write tag command

Fig. 54 illustrates the structure example of a protocol message for the write tag command for the case where
Access Password=0x12345678, Memory Bank=0x01 (Ull memory bank), MBO1EC=00x96...01 (6 words),
Memory Start Address=0x00, and Data to be written=0x96...01 (6 words).

A response message for the write tag command includes a message type, a code, a payload length, a
payload (one argument), an end mark, and CRC-16. The message type should be represented by 0x01
indicating a response. The code should be represented by 0x31 in case of success, and by OxFF in case of
failure. The payload type is represented by payload type A. The argument shall include a result code 0x00 for
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the case of success, a result code 0x65 for the case of no tag detected, a result code 0x31 for the case of
write failure, and a result code 0x62 for the case of not supported command.

Preamble

Msg Type

Code

PL (MSB)

PL (LSB)

Arg

End Mark

CRC-16

0xBB

0x01

0x31

0x00

0x01

0x00

Ox7E

OxNNNN

Figure 55 — Write tag response

Fig. 55 illustrates the structure of a response protocol message for the write tag command.

7.4 Tag kill/llock/erase category

7.41

Kill tdg

A kill tag command is used to kill an ISO/IEC 18000-63 tag. An access password and a kill password ar¢ both
e killing operation, which aims at security.

required for t

The kill tag g
CRC-16. The

ommand includes a message type, a code, a payload length, a payload)yan end mark,
message type is represented by 0x00 indicating a command. The code lis represented by

and a
0x41

indicating kill tag. The payload type is represented by payload type N.
The payload|may include a 32-bit access password required for accessing) a tag, a 32-bit kill password
required for killing a tag, a 8-bit MBO1EC length indicating the length of"MBO1EC, an MBO1EC (variable)
indicating an [ISO/IEC 18000-63 tag to be killed, and 8-bit RFU/REC for-te-commissioning that just LSB|3 bits
is valid.
Preambje Msg Type Code PL (MSB) PL (LSB) AP(MSB)
0xBB 0x00 0x41 0x00 0x13 0x12 0x34 0x56
AP(LSH KP(MSB) KP(LSB) | MBO1ECL | MBO1EC(MSB)
0x78 0x87 0x65 0x43 0x21 0x06 0x96
MBO1EC(USB) | RFU/REC End Mark CRC-16
0x01 0x03 0x7E OXNNNN
Figure 56 — Kill tag command
Fig. 56 illustiates the structure of a proteeol message for the kill tag command for the case where Access

Password=0X

A response

argument, en
is represente
payload type

The argumer

12345678, Kill Password=0x87654321, and MI1=0x96...01 (6 words).

message for the killktag command includes a message type, a code, a payload length, an

d mark, and CRC-16. The message type is represented by 0x01 indicating a response. The

code

1 by 0x41 in case of success, and by OxFF in case of failure. The payload type is represented by

A.

t protocol may include a result code 0x00 for the case of success, a result code 0x65 f

case where tTere is’no tag to be killed (No tag detected), and a result code 0x41 for the case of kill failure

br the

2

.

Preamble

Msg Type

Code

PL (MSB)

PL (LSB)

Arg

End Mark

CRC-16

0xBB

0x01

0x41

0x00

0x01

0x00

0x7E

OxNNNN

Figure 57 — Kill tag response

Fig. 57 illustrates the structure of a response protocol message for the kill tag command for the case of

SUcCcCess.

7.4.2 Lock

tag

A lock tag command is used to control lock of a type C tag. The lock tag command includes a message type,
a code, a payload length, a payload, an end mark, and a CRC-16. The message type is represented by 0x00
indicating a command. The code is represented by 0x42 indicating lock tag. The payload type is represented
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by payload type O. The payload may include a 32-bit Access Password (AP) required for a locking operation,
an 8-bit MBO1ECL (MBO1EC Length, word unit) indicating the length of MBO1EC, an MBO1EC (variable)
indicating a type C tag to be locked, a 4-bit reserved field (RSV) for future, and a 24-bit Lock Data (LD) for
controlling a locking operation (use a 20-bit flag for controlling a locking operation).

Preamble | Msg Type Code PL (MSB) PL (LSB) AP(MSB)
0xBB 0x00 0x42 0x00 Ox11 0x87 0x65 0x43
AP(LSB) | MBO1ECL | MBO1EC(MSB) MBO1EC(LSB) | RSV | LD LD(LSB)
0x21 0x06 0x96 0x01 0000 | 0000 0xC0 0x30
End Mark CRC-16
0x7E OXNNNN
Figure 58 — Lock tag command
Fig. 58 illustrates the structure of a protocol message for the lock tag command dor’the| case where
MBO1MEC=0x96...01 (6 words), Access Password=0x87654321, and a MBO1EC code is‘\permanently locked.
A response protocol message for the lock tag command includes a message type,\a code, a pgyload length,
an argument, an end mark, and a CRC-16. The message type is represented\by 0x01 indicating a response.
The qode is represented by 0x42 in case of success, and by OxFF in case ©f failure. The pgyload type is

repre

The 4
there
result

Fig. 5
SuccHq

7.4.3

An er

type,
repre

The payload type shall_be represented by payload type P. The payload should include a

Pass
length
(RSV

sented by payload type A.

rgument may include a result code 0x00 for the case of success,/a result code 0x65 for th
is no tag to be locked (No tag detected), a result code 0x42 for the case of lock control

e case where
failure, and a

code 0x62 for the case of not supported command.
Preamble | Msg Type Code PL (MSB) PLALSB) Arg End Mark CRC-16
0xBB 0x01 0x42 0x00 0x01 0x00 0x7E OXNNNN

Figure 59 —Lock tag response

O illustrates the structure of a response, protocol message for the lock tag command fo
Ss.

Erase tag

hse tag command is used t0 erase a data of a type C tag. The erase tag command includd
a code, a payload length, a payload, an end mark, and a CRC-16. The message ty
sented by 0x00 indieating a command. The code should be represented by 0x43 indicati

vord (AP) required for an erase operation, a 8-bit MBO1ECL (MBO1EC Length, word unit)
of MBO1EGC;~an MBO1EC (variable size) indicating a type C tag to be erased, a 6-bit
for future,@2-bit MB (Memory Bank), a 16-bit MSA (Memory Start Address for erase), an

r the case of

S a message
be should be
ng erase tag.

32-bit Access

ndicating the
eserved field
H a 8-bit MDL

(Mempory data.l-ength to erase) for controlling a erase operation.
Preandble | Msg Type Code PL (MSB) PL (LSB) AP(MSB)
xBB %66 Ox43 Ox60 Ox12 Bx87 %65 0x43
AP(LSB) MBO1ECL MBO1EC MBO1EC RSV MB MSA(MSB) MSA(LSB)
(MSB) (LSB)
0x21 0x06 0x96 0x01 000000 | 11 0x00 0x10
MDL End Mark CRC-16
0x03 0x7E OXNNNN

Figure 60 — Erase tag command

Fig. 60 illustrates the structure of a protocol message for the erase tag command for the case where Access
Password=0x87654321, MBO1EC=0x96...01 (6 words), MB=0b11 (user memory bank), MSA=0x0010, and

MDL=

© IS0/
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A response protocol message for the erase tag command includes a message type, a code, a payload length,
an argument, an end mark, and a CRC-16. The message type should be represented by 0x01 indicating a
response. The code should be represented by 0x43 in case of success, and by OxFF in case of failure. The
payload type shall be represented by payload type A.

The argument shall include a result code 0x00 for the case of success, a result code 0x65 for the case where
there is no tag to be locked (No tag detected), a result code 0x43 for the case of erase failure, and a result
code 0x62 for the case of not supported command.

Preamble | Msg Type Code PL (MSB) PL (LSB) Arg End Mark CRC-16
0xBB 0x01 0x43 0x00 0x01 0x00 0x7E OXNNNN
Figure 61 — Erase tag response
Fig. 61 illustrptes the structure of a response protocol message for the erase tag command for)the case of
success.
7.5 Additipnal function category
7.5.1 Get Igst result

A get last res
type, a code
0x00 indicatir

Lilt command is used to get the last result code. The get last result/command includes a me
and a payload length, but does not include an argument. The.message type is represented by
g a command. The code is represented by 0x51 indicating-get last result.

Preamble

Msg Type

Code

PL (MSB)

PD (LSB)

End Mark

CRC-16

0xBB

0x00

0x51

0x00

0x00

0x7E

OxNNNN

Figure 62 — Get last result command

Fig. 62 illustrates the structure of a protocol message forthe get last result command.

A response |

represented
payload type

rotocol message for the get last result command includes a message type, a code, a p3
length, and an argument. The message type_is represented by 0x01 indicating a response. The cc

5sage

yload
de is

by 0x51 in case of success, and by OxFF in case of failure. The payload type is represented by

A. The argument may include-the last result code for the case of success, a result code 0x

the case of cannot get last result, and a.result code 0x62 for the case of not supported command.

51 for

Preamble | Msg Type Code PL (MSB) PL (LSB) Arg End Mark CRC-16
0xBB 0x01 0x51 0x00 0x01 0x09 0x7E OXNNNN
Figure 63 — Get last result response
Fig. 63 illustrptes thesstructure of a response protocol message for the case where the last result ig

failure.

read

7.5.2 Start test mode

A start test mode command is used to change the RFID interrogator into a test mode. The start test mode
command includes a message type, a code and a payload length, but does not include an argument. The
message type is represented by 0x00 indicating a command. The code is represented by 0x52 indicating start

test mode.

Preamble

Msg Type

Code

PL (MSB)

PL (LSB)

End Mark

CRC-16

0xBB

0x00

0x52

0x00

0x00

0x7E

OxNNNN

Figure 64 — Smart test mode command

Fig. 64 illustrates the structure of a protocol message for the start test mode command.
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