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Foreword

1:2018(E)

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
ISO/IEC JTC 1.

The [procedures used to develop this document and those intended for its further main
described in the ISO/IEC Directives, Part 1. In particular the different approval criteria
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document was prepared by Technical” Committee ISO/IEC ]JTC 1, Information
ommittee, SC 31 Automatic identification and data capture techniques
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Introduction

This document specifies a variety of security services provided by the lightweight block cipher SIMON.
While SIMON supports various key and block sizes, the cipher versions that are supported in this
cryptographic suite take the following block/key sizes in bits: 64/96, 96/96, 64/128, 128/128, and

128/256.

The International Organization for Standardization (ISO) and International Electrotechnical
Commission (IEC) draw attention to the fact that it is claimed that compliance with this document may
involve the use of patents concerning radio-frequency identification technology given in the clauses

identified bgtow:

ISO and IE( take no position concerning the evidence, validity and scope of these patent nights) The
holders of these patent rights have assured the ISO and IEC that they are willing to negotiate licdnces
under reasdnable and non-discriminatory terms and conditions with applicants throughout the wirld.
In this respect, the statements of the holders of these patent rights are registered #ith ISO and| IEC.
Informatior] may be obtained from:

Contact details

Impinj, Ing.

400 Fairview Ave N, # 1200

Seattle, WA 98109 USA

Attention ig drawn to the possibility that some of the elements,of this document may be the subjdct of
patent rightfs other than those identified above. ISO and [EC<shall not be held responsible for identifying
any or all sych patent rights.

The latest jnformation on IP that may be applicable to this document can be found at ww.iso
.org/patents.
vi © ISO/IEC 2018 - All rights reserved
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Information technology — Automatic identification and

da

ta capture techniques —

Part 21:
Crypto suite SIMON security services for air interface

Cco

1

This| document defines the crypto suite for SIMON for the ISO/IEC 18000.7air interface
for rfadio frequency identification (RFID) devices. Its purpose is to proyvide’a common ¢
for security for RFID devices that can be referred by ISO committees for-air interface sta3

appl

SIMQN is a symmetric block cipher that is parameterized in both-its'block length and key le
stanfard, a variety of block/key length options are supporteds

This|document defines various methods of use for the ciphern

A Tag and an Interrogator can support one, a subset, dx all of the specified options, clearly s
is supported.

2
The

congftitutes requirements of this document. For dated references, only the edition cited

undated references, the latest editign of the referenced document (including any amendments) applies..

ISO/[EC 18000-63, Informatien-technology — Radio frequency identification for item man
Part|63: Parameters for air interface communications at 860 MHz to 960 MHz Type C

ISO/[EC 19762, Information technology — Automatic identification and data capture (AIDC) t4
Harmonized vocabulary

3

3.1

m“n: Valal
ITIITUIIICAa

hcope

cation standards. The crypto suite is defined in alignment with eXisting air interfaces.

Normative references

Terms, definitions, symbols and abbreviated terms

Terms and definitions

5 standards
rypto suite
ndards and

hgth. In this

tating what

following documents are referred ¢¢*in the text in such a way that some or all of their content

applies. For

agement —

bchniques —

For the purposes of this document, the terms and definitions given in ISO/IEC 19762 and the
following apply.

ISO and IEC maintain terminological databases for use in standardization at the following addresses:

[SO Online browsing platform: available at https://www.iso.org/obp

[EC Electropedia: available at http://www.electropedia.org/

3.1.1
bit string
ordered sequence of Os and 1s

© ISO/IEC 2018 - All rights reserved
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3.1.2

block cipher

family of permutations that is parameterized by a cryptographic key (3.1.4) and, optionally, the block
size (3.1.3)

3.1.3
block size
number of bits in a data block (3.1.6) that is an input (or output) of the block cipher (3.1.2)

3.14
cryptographic key
string of bitsof tengthrgivenr by key size t3-1-7) that s used by the bfock tipfrer {3-1-2j to tramsformryome

data block (B.1.6)

3.1.5
command
<message> (data that the Interrogator sends to the Tag with "Message" as parameter

3.1.6
data block
string of bitls whose length is given by the block size (3.1.3) of the block cipher(3.1.2)

3.1.7
key size
length in bits of the cryptographic key (3.1.4) that is used by the block cipher (3.1.2)

3.1.8
message
part of the Jgommand (3.1.5) that is defined by the crypto suite

3.19
nonce
data block (B.1.6) that, within the parameters.ofitypical use, can be assumed to be non-repeating

3.1.10
SIMON-b/K-ENC(key, data)
SIMON encrjyption of a b-bit data block(3.1.6) using a k-bit cryptographic key (3.1.4)

3.1.11
SIMON-b/k-DEC(key, data)
SIMON decrjyption of a b-bit-data block (3.1.6) using a k-bit cryptographic key (3.1.4)

3.1.12
Reply
<response>|data that'the Tag returns to the Interrogator with "Response" (3.1.13) as parameter

3.1.13
Response
part of the “Reply” (3.1.12) (stored or sent) that is defined within the crypto suite

3.2 Symbols
XXXX3 Binary notation
XXXXh Hexadecimal notation

[l Concatenation of syntax elements, transmitted in the order written

[0) The empty string, typically used to indicate a deliberately empty input or omitted field

2 © ISO/IEC 2018 - All rights reserved
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|A] The bit-wise length of the string A expressed as an integer
Example 1: |00003| = 4.
Example 2: 10000y| = 16.
Example 3: |@| = 0.
fix1(A) The string obtained by fixing the first (leftmost) bit to 1;
Example 1: fix1(00002) = 10005.
Example 2: fix1(0000y) = 8000y,.
Example 3: fix1(9) = 0.
msby (A) The n-bit binary string obtained by taking the first (leftmost) nbits of the binary repre-
sentation of A
Example 1: msb3 (10102) = 1015.
Example 2: msb7 (ABCDy) = 10101015.
Example 3: msb7 (@) = 0.
Field [a:b] Selection of bits from a string of bits denoted’Field
The selection ranges from bit "a" thraetigh to, and including, bit "b" where Figld [0] rep-
resents the least significant or rightmost bit.
Example 1: Field [2:0] representsithe selection of the three least significant bjits of Field.
Example 2: Field, without a'specified range, indicates the entirety of Field.
Example 3: Field [-1:0}.is’an alternative representation of the empty string 9.
Key.KeyID The cryptographickey identified and indexed by the numerical value KeyID.
3.3 | Abbreviated terms
CS Cryptg Suite
CSI Geypto Suite Indicator
RFU Reserved for future use
4 Conformance

4.1 Air interface protocol specific information

An Interrogator or Tag shall comply with all relevant clauses of this document, except those marked as

“optional”.

4.2

Interrogator conformance and obligations

An Interrogator shall implement the mandatory commands defined in this document and conform to
the relevant part of ISO/IEC 18000.

An Interrogator may implement any subset of the optional commands defined in this document.

© ISO/IEC 2018 - All rights reserved 3
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The Interrogator shall not:

— implement any command that conflicts with this document; or

— require the use of an optional, proprietary or custom command to meet the requirements of this

docume

nt.

4.3 Tag conformance and obligations

A Tag shall implement the mandatory commands defined in this document for the supported types and
conform to the relevant part of ISO/IEC 18000.

A Tag may i
A Tag shall §

— implemlent any command that conflicts with this document; or

require
docume

5

SIMON is a
such as RFI

Introd

The backgr

SIMON is pa
variant of §
many differ
parameter (

mplement any subset of the optional commands defined in this document.

hot:

the use of an optional, proprietary, or custom command to meet the ,requirements of
nt.

ucing the SIMON cryptographic suite

lightweight Feistel block cipher that is suitable for extremely constrained environm
D Tags. The details of the operation of the SIMON ciphet’are described in Annex C.

und for the development of SIMON and its design‘principles are described in Reference

rameterized in terms of the block size, denoted b, and the key size, denoted k. A parti
IMON will be denoted SIMON-b/k throughout this document. While Reference [3] o
ent choices to the block and key sizej this cryptographic suite only supports the
ombinations given in Table 1:

Table 1 — Variants of SIMON-b/k supported in this document

this

ents

[3].

rular
ffers
five

SIMON-64/96 | SIMON-64/128 SIMON-96/96 SIMON-128/128 | SIMON-128/256
Block size b 64 64 9% 128 128
bits)
Key size
96 128 96 128 256
(k bits)
It is possibl¢ that not-all'variants of SIMON will be cryptographically suited to all applications. Guidance

on the appr

security angl risk assessment is advised before deployment.

ppriate'variant for a given application lies outside the scope of this document and a thor

bugh

Test vectord

TOT T C T p o et oo o To e oot

6 Parameter and variable definitions

Table 2 lists

the variables and constants that are used in this document.

© ISO/IEC 2018 - All rights reserved
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Parameter

Description

IChallenge-b/k

A challenge generated at random by the Interrogator. The length of
IChallenge-b/k depends on the values of b and k.

TChallenge-b/k

A challenge generated at random by the Tag. The length of TChallenge-b/k

depends on the values of b and k.

A saltvalue generated at random by the Tag. The length of TRnd-b/k de-

TRnd-b/k pends on the values of b and k.
IRnd-b/k fq,?alt valuAe genifatedl at rarzc}om})y the Interrogator. The length of IRnd-
U/I\ ucpcuua UIT UIIT vdiutcs Ul U dllu .
C_TAM-b/k A pre-defined constant. The length and value of C_TAM-b/k depends’pn the
values of b and k.
C_IAM-b/k A pre-defined constant. The length and value of C_IAM-b/k'depends ¢n the
values of b and k.
C_MAM-b/k A pre-defined constant. The length and value of C_MAM:=b/k depends|on

the values of b and k.

Key.0 ... Key.255

A set of up to 256 keys Key.0 through to Key.255.

Not all key values need to be specified. Howeyer Key.j shall not be spq
when there remain unspecified Key.i withi<;.

cified

Table 3 gives the values of C_TAM-b/k, C_IAM-b/k, and C_MAM-b/k, that are used in this dofument. For
a given choice of operational parameters, the length of these)constants depends on the block size b.
Taple 3 — Values of C_TAM-b/k, C_IAM-b/k, and‘C_MAM-b/k for different values of b and k and
different parameter sets PS
b/k 64/96 64/128 96/96 128/128 128/256
C_TAM-b/k 11, 11, FFp FFFFy FFFFy
C_IAM-b/k 102 102 FEp FFFE} FFFEL
CL.MAM-b/k for PS=00 03 01, FDp FFFDy FFFDy
C.MAM-b/k for PS=01; 1 1n Dp FDp FDy

Afte
tran

Crypto suite state diagram

- power-up and-after a reset, the Cryptographic Suite shall transition into the Initial
sitions shall be défined by Annex A, and error handling shall be defined by Annex B. Se¢

state, state
e Figure 1.

© ISO/IEC 2018 - All rights reserved


https://iecnorm.com/api/?name=1fff30a761339011b6e14db034d10e81

ISO/IEC 29167-21:2018(E)

CMD: IAM2, MAM2 Initial Stat CMD: TAM1
Action: None nitial State Action: TAM1 Response

A
CMD: IAM1 / \ CMD: MAM1
Action: IAM1 Response Action: MAM1 Response

Note 2 Note 3

Note 1

CMD: IAM2
Action: IAM2 Response

CMD: MAM2
Action: MAM?2 Response

Note 1: For|all of TAM1, IAM1, MAM1, IAM2, MAM2, and errors 1A \
return to In|tial State without action O

Note 2: Forlall of TAM1, IAM1, MAM1, MAM2, and errors return
to Initial Stgte without action

Note 3: Forjall of TAM1, IAM1, MAM1, IAM2, and errors return to
Initial State|without action

Figure 1 — Crypto suite state diagram

8 Initialization and resetting
After powet-up and after a reset, the cpyptographic state machine transitions into the Initial statq.
Implementdtions of this suite shall ensure that all memory used for any intermediate results is clegred:
— after thie completion of each cryptographic protocol,

— if some|cryptographic protocol is abandoned or incomplete, and

— after refset.

9 Autheptication

9.1 General
This document supports Tag authentication, Interrogator authentication and Mutual authentication.

This clause describes the details of the messages and responses that are exchanged between the
Interrogator and Tag for each of the authentication methods.

9.2 Message and response formatting

Messages and responses are part of the security commands described in the air interface specification.
The following subclauses of this document describe the formatting of message and response for a

6 © ISO/IEC 2018 - All rights reserved
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Tag authentication method, an Interrogator authentication method and a Tag-Interrogator mutual
authentication method.

9.3

Tag authentication (AuthMethod “00”)

9.3.1 General

Tag authentication uses a challenge-response protocol. See Figure 2.

The
key

NOT
2916

9.3.2 TAMI1 message

The

TAM[1 message. The Interrogator shall also indicate the variant of SIMON to be used.

? Authenticate (TAM1 Message) ‘7
S )
o A
scg B Reply (TAM1 Response) )

] LN

Figure 2 — Tag authentication via a challenge-responsé;scheme

parameter set PS defined in Table 4 gives the lengths of different fields for differen
izes.

v

7-10. This provides some drop-in compatibility between SIMON:128/128 and AES-128.

Table 4 — Parameter set PS = 003 .for Tag authentication

t block and

) The parameter set PS=00; closely matches other parts-of-the ISO/IEC 29167 series, most notably

Parameterset PS= 00
b/k 64/96 64128 96/96 128/128 | 128/256
t= | IChallenge-b/k | 42 42 56 80 80
r=| TRnd-b/k | 20 20 32 32 32
c=| C_.TAM-b/k | 2 2 8 16 16

nterrogator shall generate a random Interrogator challenge (IChallenge-b/k) that is c3

rried in the

NOTE1  The variant(s)of SIMON deployed on a device is (are) manufacturer dependent.
NOTE 2  Mechanisms to generate the random Interrogator challenge lie outside the scope of this document.
Table 5 — TAM1 message format
Payload
Field AuthMethod | Step | RFU | BlockSize KeySize KeyID PS Challenge
Length (bits) 2 2 2 2 2 8 2 t
002: b=64 002: k=96
012: b=96 | 012: k=128
Value 007 007 00, variable 002 | IChallenge-b/k
102: b=128 | 102: k=256
112: RFU 117: RFU
7

© ISO/IEC 2018 - All rights reserved
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9.3.3 Intermediate Tag processing

The Tag shall accept the TAM1 message at any time (unless occupied by internal processing and not
capable of receiving messages); i.e. upon receipt of the message with valid parameters, the Tag shall
abort any cryptographic protocol that has not yet been completed and shall remain in the Initial state.

The Tag shall check if the Step is "002". If the value of Step is different, the Tag shall return a "Not
Supported" error.

The Tag shall check if the RFU is "002". If the value of RFU is different, the Tag shall return a "Not
Supported" error.

The Tag shdll check whether the values of BlockSize and KeySize are supported by the Tag. If at |Jeast
one of thesd checks is failed, the Tag shall return a "Not Supported" error.

The Tag shdll check whether the values of BlockSize and KeySize are supported by Key.KeyID and|that
Key.KeyID i authorized for use in Tag authentication. If either or both of these checks is'failed, the¢ Tag
shall returna "Not Supported" error.

The Tag shall check whether the parameter set PS is supported. If the parameterseét PS is not suppofted,
the Tag shall return a "Not Supported" error.

Assuming that the TAM1 message is successfully parsed by the Tag, the\Tag shall prepare the TAM1
response.

9.3.4 TAMI1 response

The Tag shdll generate a random salt TRnd-b/k of length r bits"were r is given for the parameter det in
Table 3.

The Tag shalll use Key.KeyID and SIMON encryption tdform a b-bit string TResponse such that:
TResponse = SIMON-b/k-ENC ( Key.KeyID, C.TAM-b/k || TRnd-b/k || IChallenge-b/k ).

The Tag shalll return TResponse to the Interrogator.

NOTE1 Ohly one input block of b bits is.enerypted and so only one invocation of SIMON-b/k is required.

NOTE 2  Appropriate mechanisms to.generate TRnd-b/k lie outside the scope of this document.

Table 6 — TAM1 response format

Payload
Field Tag Response
Length (bits) b
Value TResponse

9.3.5 Final Interrogator processing

After receiving TAM1 response, the Interrogator shall use Key.KeyID to compute the b-bit string S where:
S = SIMON-b/k-DEC ( Key.KeyID, TResponse ).

1. The Interrogator shall check that S[¢t-1:0] = IChallenge-b/k.

2. The Interrogator may check that S[b-1:b-c] = C_TAM-b/k.

If these verification steps are successfully completed, the Interrogator may conclude that the Tag
and Interrogator possess matching values of Key.KeylD. When combined with an appropriate key

8 © ISO/IEC 2018 - All rights reserved
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management scheme — the definition of which falls outside the scope of this document — the
Interrogator may conclude that the Tag is authentic.

NOTE

9.4

9.4.1

Determining Key.KeyID is a matter of key management and falls outside of the scope of this document.

Interrogator authentication (AuthMethod “01”)

General

Interrogator authentication uses a challenge-response protocol. See Figure 3.

The
key s

NOTE

Authenticate (IAM1 Message)

Y

=

Reply (IAM1 Response)

A

Tag VJ],

Authenticate (IAM2 Message)

\

Interrogator

Reply (IAM2 Response)

Figure 3 — Interrogator authentication via a challenge-response scheme

parameter set in Table 7 gives the lengths of $pecific data fields for different choices

ize.

2916[7-10. This provides some drop-in compatihility between SIMON-128/128 and AES-128.

Table 7 — Parameter set PS = 003 for Interrogator authentication

bf block and

The parameter set PS=00; closely miatches other parts of the ISO/IEC 29167 series, most notably

Parameter set PS= 00,
b/k 64/96 64/128 96/96 128/128 | 128/256
t= | TChallenge-b/k | 42 42 56 80 80
r= | IRnd-b/x | 20 20 32 32 32
c= | LMAM-b/k | 2 2 8 16 14

9.4.2
The

IAM1 message

[nterrogator shall send an initial message IAM1 to the Tag prompting the Tag to start

h challenge-

resp

pnsé exchange.

The Interrogator shall also indicate the variant of SIMON to be used.

NOTE

The variant(s) of SIMON deployed on a device is (are) manufacturer dependent.
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Table 8 — IAM1 message format

Payload
Field AuthMethod | Step | RFU | BlockSize KeySize KeyID PS
Length (bits) 2 2 2 2 2 8 2
002: b=64 002: k=96
012: b=96 | 012: k=128
Value 01, 002 | 007 variable | 003
102: b=128 | 102: k=256
112: RFU 112: RFU

9.4.3 Int¢rmediate Tag processing #1
The Tag shdll accept this message at any time (unless occupied by internal processing and not capable
of receiving messages); i.e. upon receipt of the message with valid parameters, the Tag shall abort any
cryptographic protocol that has not yet been completed and shall remain in the Initial\state.
If Interrogator authentication is not supported on the Tag, i.e.if "01," is not a valid value for AuthMethod,
then the Tag shall return a "Not Supported” error condition.
The Tag shall check if the Step is "002". If the value of Step is different; the Tag shall return a ['Not
Supported"|error.
The Tag shall check if the RFU is "002". If the value of RFU is different, the Tag shall return a ['Not
Supported"|error.
The Tag shdll check whether the values of BlockSize and.Ké&ySize are supported by the Tag. If at Jeast
one of thesd checks is failed, the Tag shall return a "Not.Supported" error.
The Tag shdll check whether the values of BlockSizeand KeySize are supported by Key.KeyID and|that
Key.KeyID if authorized for use in Interrogator authentication. If at least one of these checks is fgiled,
the Tag shall return a "Not Supported" error.
The Tag shdll check whether the value of parameter set PS is supported by the Tag. If not the Tag fhall
return a "N¢t Supported" error.
If the IAM1 message is successfully'parsed by the Tag, the Tag shall calculate the [AM1 response.
9.4.4 I1AM1response
The Tag shafll generate a random challenge TChallenge-b/k of length t bits, where t is determined by the
parameter get, and shall-send this to the Interrogator.
Table 9 — IAM1 response format.
Dnylnnﬂ
Field Challenge
Length (bits) t
Value TChallenge-b/k
9.4.5 Intermediate Interrogator processing
The Interrogator shall construct the IAM2 message.
9.4.6 1AM2 message
The Interrogator shall form a b-bit string IResponse such that
10 © ISO/IEC 2018 - All rights reserved
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ponse = SIMON-b/k-DEC ( Key.KeyID, C_IAM-b/k || IRnd-b/k || TChallenge-b/k ).

The Interrogator shall send [Response to the Tag as part of the [AM2 message, see Table 10.
NOTE Determining Key.KeyID is a matter of key management and falls outside of the scope of this document.
Table 10 — IAM2 message format
Payload
Field AuthMethod Step RFU InterrogatorResponse
Length (bits) 2 2 4 b
Value 01, 01, 0000, IResponse
9.4.7 Intermediate Tag processing #2
The [Tag shall only accept the IAM2 message when the cryptographic enginé is in state PA1 (see
Claupe 7).
If Inferrogator authentication is not supported on the Tag, i.e. if "01," isnota valid value for AuthMethod,
then|the Tag shall return a "Not Supported" error condition.
The [Tag shall check if the Step is "01,". If the value of Step is(different, the Tag shall refturn a "Not
Supported" error.
The [Tag shall check if the RFU is "0000;". If the value of RFU is different, the Tag shall rgturn a "Not
Supported" error.
If the TAM2 Message is successfully parsed by the Tag, the Tag shall check the returned value of
[Response in the following manner.
The [Fag shall use Key.KeyID to compute the'b=bit string S where:
= SIMON-b/k-ENC ( Key.KeyID, IReSponse ).
1. The Tag shall check that S[¢t-1;0]:= TChallenge-b/k.
2. [The Tag may check that S[b-1:b-c] = C_IAM-b/k.

Ifthe checks performed by the Tag are successful then the Tag may conclude thatthe Tagand I

terrogator

possess matching values of Key.KeyID. When combined with an appropriate key managenjent scheme
— the definition of which falls outside the scope of this document — the Tag may conclyde that the
Interrogator is authentic and TStatus is set to 1. Otherwise TStatus is set to 05.

The [lag shall prepare [AM2 response.

9.4.

IAM2 response

The Tag shall return the value of TStatus to the Interrogator. If TStatus = 1, then the cryptographic
state machine moves to state IA (see Clause 7).

Table 11 — IAM2 response format.

Payload
Field Status
Length (bits) 1
Value TStatus

© ISO/IEC 2018 - All rights reserved
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9.4.9 Final Interrogator processing

The Interrogator receives IAM2 Response.

If the value of TStatus is 1, then the Interrogator may assume that the Tag is in the state IA (see

Clause 7).

If, under conditions laid out in the over-the-air protocol, there is no response from the Tag or if the

returned value of TStatus is 07 then the Interrogator shall abandon the cryptographic protocol.

9.5 Mutual authentication (AuthMethod “10”)

9.5.1 Ger

Mutual Inte|

Figure 4 —

The paramgq
key size.

NOTE1 T

eral

Authenticate (MAM1 Message)

\ 4
Pa

Reply (MAM1 Response)

N

v

Authenticate (MAM2 Message)

Tag

Interrogator

Reply (MAM2 Response)

\

29167-10. Thiis provides some drop-in cempatibility between SIMON-128/128 and AES-128.

NOTE2 T
particular, t
b-bit block.

F'rogator-Tag authentication uses an interleaved challenge-response protocol.

ter set in Table 12 gives the length&of specific data fields for different choices of block

he parameter set PS=00; closely matches other parts of the ISO/IEC 29167 series, most no|

he parameter set PS=012 allows a more efficient mutual authentication protocol than PS=0
he length of the Tag and Interrogator challenges are chosen so that both can fit within a s

Table 12/— Parameter sets for mutual Tag-Interrogator authentication

Parameter set PS= 00,

Interrogator-Tag mutual authentication/via an interleaved challenge-response scheme

and

tably

2.In
ingle

b/k 64/96 64/128 96/96 128/128 | 128/256
t= I TChrattenge-b/k I %2 %2 56 80 80
t= | IChallenge-b/k | 42 42 56 80 80
c=| C_LMAM-b/k | 2 2 8 16 16

Parameter set PS= 01,

b/k 64/96 64/128 96/96 128/128 | 128/256
t= | TChallenge-b/k | 30 30 46 60 60
t= | IChallenge-b/k | 30 30 46 60 60
c=| C_LMAM-b/k | 4 4 4 8 8

12
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9.5.2 MAMI1 message

1:2018(E)

The Interrogator shall generate a random Interrogator challenge (IChallenge-b/k) that is carried in the
MAM1 message. The length of IChallenge-b/k is denoted t and specified in Table 12.

The Interrogator shall also indicate the variant of SIMON to be used.

NOTE

The variant(s) of SIMON deployed on a device is (are) manufacturer dependent.

Table 13 — MAM1 message format

Fields AuthMethod | Step | RFU | BlockSize KeySize KeyID PS

hallenge

Len

sth (bits) 2 2 2 2 2 8

t

003: b=64
012: b=96

102: b=128
11,: RFU

002: k=96
012: k=128
102: k=256
11,: RFU

Value 102 007 007 variable\()variable

IChallenge-b/k

9.5.]
The

Intermediate Tag processing #1

[ag shall accept MAM1 message at any time (unless occupied by internal processing and

of re
cry

If
then

The
Supyp

The
Supyp

The
one

The
Key.
is fai

The
retu

ceiving messages); i.e. upon receipt of the message with valid parameters, the Tag sha

MTtual authentication is not supported on the Tag; i.e. if "102" is not a valid value for A

the Tag shall return a "Not Supported" errorcondition.

Tag shall check if the Step is "007". Ifsthe value of Step is different, the Tag shall re
orted" error.

Tag shall check if the RFU is "003". If the value of RFU is different, the Tag shall re
orted" error.

Tag shall check whether-the’ values of BlockSize and KeySize are supported by the Ta
pf these checks is failed, the Tag shall return a "Not Supported" error.

Tag shall check whether the values of BlockSize and KeySize are supported by Key.Key
KeyID is authonized for use in Interrogator-Tag mutual authentication. If at least one of t
led, the Tag.shall return a "Not Supported" error.

Tag shall check whether the value of parameter set PS is supported by the Tag. If not t
'n a “Not Supported” error.

Assu

ographic protocol that has not yet been completed.and shall remain in the Initial statg.

not capable
11 abort any

uthMethod,
turn a "Not
turn a "Not

g. If at least

'ID and that
hese checks

he Tag shall

ming the MAM1 message is successfully parsed by the Tag, the Tag shall calculate its response

accordingly.

The Tag shall generate a random challenge TChallenge-b/k of length ¢ bits.

The Tag shall construct a b-bit string by concatenating C_MAM-b/k with the (b-t-c) most significant bits
of TChallenge-b/k and the entirety of IChallenge-b/k.

The Tag shall use Key.KeyID to compute the b-bit string S where

S = SIMON-b/k-ENC ( Key.KeyID, C_LMAM-b/k || TChallenge-b/k [t-1:2t-b+c] || IChallenge-b/k ).

TResponse is a string that consists of S concatenated with the remainder (if any) of TChallenge-b/k

TResponse = TChallenge-b/k [2t-b+c-1:0] || S.

© ISO/IEC 2018 - All rights reserved
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NOTE 1

NOTE 2

Only one input block of b bits is encrypted and so only one invocation of SIMON-b/k is required.

Parameter set PS=015 is constructed so that TResponse is exactly b bits long; i.e. TResponse = S.

9.5.4 MAM1 response

The Tag returns the value of TResponse to the Interrogator.

Table 14 — MAM1 response format

9.5.5

After receiv

T = SIMON-b/k-DEC ( Key.KeyID, TResponse[b-1:0] ).

1. ThelInt
2. The Int

If these veriffication steps are not successful, the Interrogator<hall abandon the cryptographic prot

Otherwise,
Key.KeylID.
falls outside

NOTE D

9.5.6 MA

If the cryp
[Response g

1. IfPS=
SIMON-
2. IfPS=(

The Interro
will be us
SecureCom

Payload
Field Tag Response
Length (bits) 2t+c
Value TResponse

Int¢rmediate Interrogator processing

brrogator shall check that T[t-1:0] = IChallenge-b/k.
brrogator may check that T[b-1:b-c] = C_TAM-b/k.

the Interrogator may conclude that the Tag and Interrogator possess matching valu
When combined with an appropriate key mahagement scheme — the definition of w
the scope of this document — the Interrogator may conclude that the Tag is authentic.

M2 message

fographic protocol has nof\been abandoned, the Interrogator shall form a b-bit s
epending on the parameterset PS as follows:

0 then IResponse is.equal to:
b/k-DEC ( Key.KeydD, C_MAM-b/k || T[b-t-c-1:0] || T[b-c-1:t] || TResponse[2t+c-1:b] ).
1, then IResponse is equal to T[b-c:t].

gator shall set SecureComm = 00013 if secure communications as described in Claus
d , after mutual authentication is completed. Otherwise the Interrogator shal
m<,0000;.

ng MAM1 Response, the Interrogator shall use Key.KeyID to computerthe b-bit string T where:

ocol.
bs of
hich

etermining Key.KeyID is a matter of key management and falls outside of the scope of this docuent.

ring

set

The Interrogator shall send IResponse and the value of SecureComm to the Tag as part of the MAM2
message; see Table 15.

Table 15 — MAM2 message format

Payload
Field AuthMethod Step RFU SecureComm Interrogator Response
Length (bits) 2 2 4 4 variable
Value 102 01, 00007 variable [Response

14
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9.5.7 Intermediate Tag processing #2

The Tag shall only accept this message when the cryptographic engine is in the state PA2; see Clause 7.

If Mutual authentication is not supported on the Tag, i.e. if "102" is not a valid value for AuthMethod,
then the Tag shall return a "Not Supported" error condition.

The Tag shall check if the Step is "01". If the value of Step is different, the Tag shall return a "Not
Supported" error.

The Tag shall check if the RFU is "00002". If the value of RFU is different, the Tag shall return a "Not

Supported" error.

Assyming that the MAM?2 Message is successfully parsed by the Tag, the Tag shall checkthe returned

valug of IResponse in the following manner.

1. [fPS =007 then the Tag computes the b-bit string S = SIMON-b/k-ENC ( Key.KeyID, IResponse ).
5IMON-b/k-DEC ( Key.KeyID, C_MAM-b/k || T[b-t-c-1:0] || T[b-c-1:t] || TResponse[2t+c-b{1:0] ).
['he Tag shall check if S[¢t-1:0] = TChallenge-b/k.
['he Tag may check if S[b-c-1:t] = IChallenge-b/k [b-t-c-1:0]
['he Tag may check if S[b-1:b-c] = C_LMAM-b/k.

2. ]fPS =01, then the Tag shall check whether S = TChallerdge-b/k.

NOTE No encryption operation is required in the cas€of’PS = 01;.

possess matching values of Key.KeyID. When combined with an appropriate key manage
— the definition of which falls outside thexscope of this document — the Tag may concl
Interrogator is authentic and TStatus is setito 1. Otherwise TStatus is set to 05.

If TSgatus = 07, the Tag sets Nt = @.
If TStatus = 17 and SecureComm'=-07, the Tag shall set N1 = @.

If TStatus = 1 and SecureComim = 1y, the Tag shall generate a random string Nt of the leng
Table 16. The Tag shall fuxther indicate using KeyID; which key shall be used for the subseq
communication sessigm,

Table 16 — Length of Nt for different values of b and k

ent scheme
de that the

Ifthe checks performed by the Tag are successfulthen the Tag may conclude that the Tag andr;F]terrogator

th shown in
uent secure

b/k 64/96 64/128 96/96 128/128 128/256
INfr| fof P'S = 00, 6 6 24 32 32
IN[r}fof PS = 01, 18 18 34 52 52

9.5.8 MAM2 response

The Tag shall prepare and send a MAM2 response as specified in Table 17.

If TStatus = 17 then the cryptographic state machine moves to state IA (see Clause 7).

© ISO/IEC 2018 - All rights reserved
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Table 17 — MAM2 response format

Payload
Field Status KeyID Pre-1V
Length (bits) 1 8 variable
Description TStatus KeylID; Nt

9.5.9 Final Interrogator processing

The Interrogator receives MAM2 response.

If the valud
Clause 7).

of TStatus is 17 then the Interrogator may assume that the Tag is in the state TA|(see

If, under copditions laid out in the over-the-air protocol, there is no response from the Tag or if the

returned va

If the value
Clause 10) u

10 Comm

10.1 General

This docum
the secure
authenticat

lue of TStatus is 07 then the Interrogator shall abandon the cryptographie\protocol.

of TStatus is 17, the Interrogator may subsequently invoke securejcommunication|(see
sing the key identified by KeylD; and the Pre-IV Nr.

lunication

ent supports a method for secure communication,between the tag and the reader. It perjmits
bncapsulation of messages, as envisaged in ISQ/1EC 18000-63, as a way of encrypting and
ng communications between Interrogator and Tag.

In this docyment, one option for encapsulating comimunications is provided by the SILC mechapism

for authent
its design a
The SILC m
Future vers

SILC is built
fundament3
to public cr
design of SI

SILC consis
message au
decrypting
token T. SIL

cated encryption. The full definition\of the SILC mechanism, along with informatiopn on
hd analysis, is provided in Referen¢é [4]. Implementation shall be as described in Anngx C.
bchanism is invoked when the SecureComm field in MAM2 message takes the value 00015.
ons of this document may suppert additional mechanisms.

around the use of a bloek'¢ipher and is notable for an accompanying proof-of-security| The
1 approach to SILC was*published in 2014 and, since then, the scheme has been both ppen
yptanalysis and widely promoted within the global cryptographic CAESAR initiative| The
.C is optimized forimplementation efficiency in constrained hardware.

[s of two transformations. The first, denoted SILC-Ey, is for encrypting and generating a
henticatién-code or authentication token T on an input P. The second, denoted SILC-Dy, |s for
h ciphertext C and verifying an accompanying message authentication code or authentication

and differe

and in Anne

C requires the use of a constant that provides separation between different block cighers
tdengths to the authentication token T. The values of param are provided in Referende [4]
— a¥a l-ee 'll.l a a S ne - aks ava ‘-- _ll e S - _l-e aaks el‘ Isil"lg

the notation SILCparam,

With this slight change of notation, the SILC transformations[4] can be referred to as:

SILCparanm-Ey (N, A, P) = (A, C, T): Inputanonce N, auxiliary data A that is to be authenticated but

not encrypted, and plaintext P that it is to be authenticated and
encrypted. Compute, using the key k, the ciphertext C and authenti-
cation token T and append these to the auxiliary data A.

SILCparan-Dy (N, A, C, T) = (A, P): Inputanonce N, auxiliary data A, ciphertext C, and authentica-

16

tion token T. Compute, using the key k, the message P provided
the authentication token T is correct and append this to the
auxiliary data A.
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This section describes how these transformations are used in the context of this document.

NOTE1 Throughout, the Tag only needs to support the encryption direction of the block cipher.

NOTE 2  Throughout, the Interrogator only needs to support the encryption direction of the block cipher.
NOTE 3 Duringsecure communication, avalue N is incremented by one using integer addition for each message
exchanged. Any upper bound to the number of messages that can be exchanged, any policy on the potential roll-

over of N, and the tag behaviour in such situations will be implementation dependent.

Secure communication can only be provided after successful mutual authentication. A Tag response
to an encapsulated command may be encapsulated. If the response is encapsulated, then it shall be
enc:[gsulated as described in this crypto suite. A Tag shall only encapsulate the response to an

encapsulated command.

10.2 Message and response formatting

The pir interface specification provides definitions of the commands and reésponses that|can be sent
over|the air. In the case of an encapsulating command, the air interface standard specifies the data fields
and permissible payloads for the encapsulating command.

The following subclauses of this document describe how the payloadsfor the commands and responses
should be processed using SILC to provide an authenticated encryption of that payload.

If a gecure communication session is required, the session shall be launched by the Interrogator after a
succpssful mutual authentication.

All spcure sessions are initialized by a choice of key a@nd/a value to the nonce N.

1. The key to be used is chosen by the Interrogator and indicated using KeyID;. The variable KeyID;
may be the same as KeylID used for the authentication session or it may be different.

NOTE Determining Key.KeyID2 and mianaging the deployed choices for KeyID and KeyID; are matters of
becurity architecture and key managerfient that fall outside the scope of this document.

2. The initial value to the nonce’N is derived from information exchanged during |the mutual
huthentication process. Aftér-successful mutual authentication, the value N is availablg to both the
nterrogator and Tag.

10.3 Transforming apayload prior to encapsulation

10.3.11 General

This|subclause ‘specifies how to authenticate and/or encrypt a payload P that is to be erjcapsulated.
This|is achieved via a transformation SEC. The transformation SEC is best viewed as a wrapper around
SILCparzu-Ey that provides the interface between the over-the-air command and SILCparamtEy.

Thereare Tour inputs to SEC in addition to the payload P thatis to be encapsulated.

1. A b-bit key Key.KeyID; that is passed on to the instantiation of SILCraram-Ey where it is referred
to as k.

2. Anonce N that is passed to the instantiation of SILCraram-Ey.
3. The 8-bit value of param which is used in the SILCraram-Ey computation.

For each variant of SIMON-b/k and each permitted size of authentication tag T, an input param is
defined to take a specific value. These values are specified in the description of SILC v3 and Table 18.
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Table 18 — Values of param for different variants of SIMON-b/k and different lengths of
authentication tag T

b/k 64/96 64/128 96/96 128/128 128/256
|T| =32 AOp Aly A2y A3y A4y
|T| =48 A5y A6y A7y A8y A9y
|T| = 64 AAp ABy, ACy ADyp AEy

4. A one-bit parameter Enc that indicates whether the payload P is to be authenticated (Enc = 03) or
encrypted and authenticated (Enc = 17).

SEC may be

used by the Interrogator, e.g. to protect an over-the-air command. SEC may also be usg

the Tag to pfotect a response.

SEC shall d
confidentia

SEC takes K
the followin

SEC (K4
SEC (K4

NOTE In
command is

This proces

nly be used after mutual authentication has been established and it guarantees
ity and/or authenticity of the payload P being encapsulated.

ey.KeylD2, N, param, Enc, and P as five inputs and interfaces to the SILC.transformatio
g way, where C is the encryption of P:

y.KeylID2, N, param, 0, P) = SILCraram-Exey keyin2 (N, P, @) = P |[@ JIT.
y.KeyID2, N, param, 1, P) = SILCParam-Exey keyinp2 (N, @, P)=@/| C|| T.

the first case, the encapsulated command is authenticated.\In the second case, the encapsu
encrypted and authenticated.

5 is illustrated in Figure 5.

Command/Reply.P to be
encapsulated/backscattered

d by

the

nsin

lated
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P - = Enc
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SEC ¥
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Key.KeylD k
) 2 = param g
SIS N <«—— T_Length
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N >
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v

Processed Command/Reply ready
for encapsulation/backscatter

Figure 5 — Interface between SEC and SILCraran-Ex
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10.3.2 Encapsulating an Interrogator command

1:2018(E)

Optionally, an Interrogator may wish to cryptographically protect an over-the-air command. To send a
command as an encapsulated payload P, the Interrogator shall perform the following steps:

1. The Interrogator shall verify that TStatus is 1. If not, the Interrogator shall abandon the
encapsulation process.

SEC shall only be used after mutual authentication has been established.

2. The Interrogator shall identify the key Key.KeyID> to be used.

3. The Interrogator shall construct the initial value of the (b-16)-bit string N as N = Nt ||sTChallenge.
NOTE TChallenge is generated by the Tag and returned to the Interrogator in the MAMi refponse while
NT is generated by the Tag and returned to the Interrogator in the MAM2 response.

4. The Interrogator shall choose the length T_Length for the authentication token T.

5. The Interrogator shall specify if the payload is authenticated or both éncrypted and authenticated.
f authentication without encryption is required, then the Intertogator shall set Enc|= 0. If both
encryption and authentication are required, then the Interrogator shall set Enc = 1.

NOTE If the encapsulating over-the-air command only supports authentication then Enc = .

6. [T'he Interrogator shall specify if the payload parametefs should be protected.

f parameter protection is required then the Anterrogator shall set Protect = 1. If parameter
brotection is not required then the Interrogator shall set Protect = 0.

7. The Interrogator shall specify whether the Tag response is to be in the clear, authenticated, or
encrypted and authenticated. These different options are represented by the following values to
he Response field in Table 19:

Oy: Clear 1x: Authenticated only | 2x: Encrypted and authenticated 3x -|Fx: RFU

8. The Interrogator@hall construct a string X where |X| = 0 or |X| = 8.

f Protect = 0'then X = @. If Protect = 1 then X = Response || Enc || Protect || 005.

9. The Intefrogator shall compute SEC (Key.KeyID7, N, param, Enc, X || P). The outputis denoted Q || T.
NOTE Depending on the value of Enc, Q will either be equal to X || P or equal to the encryptipn of X || P. In
beth,cases, an authentication token T will be included.

10. The Interrogator shall encapsulate the payload defined in Table 19 and send this to the Tag using an

encapsulating over-the-air command.

11. After a successful invocation of SEC, the value of N shall be incremented by 1 using integer addition.

Table 19 — Secured payload for transport by an encapsulating command

Payload
Field KeyID | Param | Response Enc Protect RFU Process;(lsl(; mmand/
Length (bits) 8 8 4 1 1 2 variable
Description KeyID; | param variable variable | variable 007 QT
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10.3.3 Cryptographically protecting a Tag reply

Depending on the value of Response, a Tag may be required to cryptographically protect the reply to
an encapsulated over-the-air command. To protect the reply to an encapsulated command, the Tag shall
perform the following steps:

1. Ifthe Tagis notin the state IA then the Tag shall return a “Cryptographic Suite Error” and abandon
the communication session.

NOTE1 A Tag can only react to an encapsulated command after mutual authentication has been
established.

2. The Tag shall process the encapsulating command as described in 10.4.1. Unless an error has peen
encountered, this will reveal the encapsulated command and, optionally, the values of Response,
Enc, andl Protect.

NOTE 2| The value of the Nonce N is always incremented after an invocation of SEC or CES|

NOTE 3| The values of Response, Enc, and Protect are carried as headers to the encapsulated payload (see
Table 19). When carried as headers, these values are not cryptographically protected) Optionally, Resppnse,
Enc and[Protect can be included as part of the cryptographic computation invoked by SEC. In this latter|case,
the valups of Response, Enc and Protect are cryptographically protected.

3. If Protgct = 1, the Interrogator has used parameter protection! Provided the encapsulated
commapd was processed without error (10.4.1), the values of Respense, Enc and Protect in Table 19
shall bd recovered from the output of CES in 10.4.1.

If Protgct = 02, the Interrogator has not used parameter{protection. The values of Response,|Enc,
and Prdtect shall be recovered from the payload in Table 19.

4. If Response = 00003, the Tag shall respond without encapsulation.

5. Otherwise, the Tag shall execute the encapsulated command and construct the reply R.

NOTE 4| An encapsulated reply can only“be formed by the tag on receipt of a correctly-recgived
encapSL]:ated command.

6. If Resppnse = 1y or 2y, the Tag shall;compute SEC (Key.KeyID, N, param, Enc, R) with the regly R.
The valpe of Enc will be 0 if Response = 15 and Enc = 1 if Response = 2. The output is denoted Q || T.

NOTE 5| Depending on thewvalue of Enc, Q will either be equal to R or equal to the encryption of R. In[both
cases, alh authentication tag T'will be included.

7. The Tag shall return'Q {| T to the Interrogator instead of the unprotected reply R.

8. After a puccessfuljinvocation of SEC, the value of N shall be incremented by 1 using integer addition.

10.4 Processing an encapsulated or cryptographically-protected reply

10.4.1 General

This subclause specifies how to process an encapsulated, i.e. cryptographically protected, payload P.
This is achieved via a transformation CES. CES can be viewed as a wrapper around SILCparam-Dy that
provides the interface between the over-the-air command and SILCraram-Dy,

NOTE With the same Key.KeyIDy, nonce N, param, and value to Enc the transformation CES can be viewed as
providing the reverse functionality of SEC.

CES has four inputs in addition to Q || T which is either an encapsulated command or a protected reply.

1. A b-bit key Key.KeyID; that is passed on to the instantiation of SILCparam-Dy where it is referred
to as k.
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A nonce N that is passed on to the instantiation of SILCparam-Dy.
The 8-bit param used in the SILCparam-Dy computation. The values of param are given in Table 18.

A one-bit parameter Enc indicating whether authentication or both encryption and authentication
were used. In both cases, an authentication tag T is verified.

CES may be used by (a) the Tag for processing an encapsulated air interface command or (b) the
Interrogator for processing a cryptographically-protected response. This process is illustrated in
Figure 6.

CES takes Key.KevID2, N, param, Enc, and Q || T as five inputs and interfaces to SIL.Cparam-D; in the

following way, where P is the decryption of Q:
CES
CES

(Key.KeyIDz, N, param, 0, Q || T) = SILCParan-Dgey keyinz (N, Q, @, T) = Q or AUTHAERROR (L ).
[Key.KeyID2, N, param, 1, Q || T) = SILCParam-Dgey keyin2 (N, @, Q, T) = P or AUTH_ERROR (L)

Received encapsulated Command/

Reply QI T
QIT - Enc
/ _— e —
CES o)
AICIT
Y V.V
k
Key.KeylD, > S| &gn o)
% § <«—— T_Length
N > 5\0 K ]
AM|L

N /

P or AUTH_ERROR

v
Recovered Command/Reply P or
AUTH_ERROR

Figure 6 — Interface between CES and SILCraram-Dy where an authentication error is|denoted L

10.4.2 Recovering an encapsulated Interrogator command

On ree€iving an encapsulating command with payload Q || T, the Tag shall perform the follpwing steps
to process the payload Q || T.

1.

If the Tag is not in the state IA then the encapsulating command shall be ignored and the Tag shall
return a “Cryptographic Suite Error” and abandon the communication session.

CES shall only be used after mutual authentication has been established.

The Tag shall check whether Key.KeyID; is authorized for use with secure communication. If not,
the Tag shall return a "Not Supported" error.

The Tag shall check if param is supported by the Tag. If not, the Tag shall return a "Not Supported”
error condition.

The Tag shall check if the value of Enc is supported by the Tag. If not, the Tag shall return a "Not
Supported" error condition.
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Supported" error.

QI Tfr

The Tag shall construct the initial value of N as N = Nt || TChallenge.

om the encapsulating command and compute CES (Key.KeyID7, N, param, Enc, Q || T).

“Cryptographic Suite Error” and abandon the communication session.

If the o

utput from CES (Key.KeyvID7, N, T Length, Enc, Q || T) is not AUTH ERROR, the Tag

The Tag shall check if the RFU is "002". If the value of RFU is different, the Tag shall return a "Not

Assuming that the encapsulating command is successfully parsed by the Tag, the Tag shall recover

If the output from CES (Key.KeyIDy, N, T_Length, Enc, Q || T) is AUTH_ERROR, the Tag shall return a

hall

conside

10. Aftera

10.4.3 Red

To recover
shall perfor

1. The Int

comma
commu

NOTE
Interrog

The Int
Tag res

The Int

r the output to be the intended encapsulated command.

overing a cryptographically-protected Tag response

m the following steps:

errogator shall verify that the Tag response was received infesponse to an encapsu

hication process.

SEC can only be used by a Tag to cryptographically, protect the response to an encapsu
ator command.

errogator shall recover the cryptographically-protected reply Q || T from the over-th
bonse.

brrogator shall compute CES (Key.KeyIlD3,'N, param, Enc, Q || T).

If the oyitput is AUTH_ERROR, the Interrogator shall abandon the communication session. Other

the out

After a

11 Key ta

Since this ¢
transparent

Optionally,
up to 256 kg
need to be S

but is the originally constructed Tag reply R.

ble and key update

ipher suite provides a method of secure encapsulation, key update can be naturally
ly supportedivia command encapsulation.

he Tag mranufacturer may support a Key Table. If a Key Table is supported then it may §
ys (Key:0through to Key.255) and it may take the form shown in Table 20. Not all key v3
pecified. However Key.j shall not be specified when there remain unspecified Key.i wit

the original response from a cryptographically-protected Tag respense, the Interrog

hd issued by the Interrogator. If not, the Interrogatory‘shall abandon the se

successful invocation of CES, the value of N shall be incremented by 1 using integer-addition.

rator

ated
cure

lated

e-air

wise

successful invocation of CES;lthe value of N shall be incremented by 1 using integer addition.

and

tore
lues
hi<j.

The field RF
such values

Y Tmay beused to definme properties that shoutd beassociated withra givenmr Key Ay o
is manufacturer dependent.

Table 20 — Optional Key Table for this document

Field KeyID Key RFU
Length (bits) 8 b 8

000000007 Key.0 00n

000000017 Key.1 00n

etc. etc. etc.

e of

Optionally, the Key Table may be updated using a key update command. If so, the payload to the key
update command may have the form given in Table 21.

22

© ISO/IEC 2018 - All rights res

erved


https://iecnorm.com/api/?name=1fff30a761339011b6e14db034d10e81

ISO/IEC 29167-21:2018(E)

Table 21 — Optional payload format for a key update

Payload
Field KeyID Key RFU
Length (bits) 8 b 8
Description KeyID Key.KeyID 00y

If a Tag is unable to act on the key update command, the Tag shall return a "Not Supported” error. The
success or otherwise of a key update command may be indicated using a single bit in a reply while any
response field to a key update command may be empty.
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Annex A
(normative)

Crypto suite state transition table

Table A.1 — Crypto suite state transition table

improper, or faulty command

Ytart state Transition End state Action
Initial TAM1 Initial Send TAM1 Response
iy [AM2, MAM2, improper, or . . .
Initial faulty command Initial Cryptographic Suite Erroer
Initial IAM1 PA1 Send IAM1 ReSponse
Initial MAM1 PA2 Send MAMTResponse
PA1 TAMI, IAM1, MAM1, MAM2, im- Initial Cryptogtaphic Suite Error
proper, or faulty command
PA1 [AM2 IA Send IAM2 Response
PA2 TAML, IAM1, MAM1, IAM2, im- Initial Cryptographic Suite Error
proper, or faulty command
PA2 MAM?2 1A Send MAM2 Response
IA TAML, IAM1, MAM1, IAM2, MAMZ, Inditial Cryptographic Suite Error
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Annex B
(normative)

Errors and error handling

A Tag that encounters an error during the execution of a cryptographic suite operation may send

an error reply to the Interrogator. The details of these error replies are defined in the respective air
integfface standards.

This|annex contains a listing of the errors that can result from the operation of this cryptographic suite.
Thede errors shall be translated into an error code for the air interface in accordance with Annex E.

Table B.1 — Error conditions

Error Error condit@\ﬁ)
Supplied parameter values are eithér not supported by this
ML cryptographic suite or not supported by this implementation.
Cryptographic Suite Error A conflict in the protocol flow has been detected.
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(normative)

Annex C

Description of SIMON and SILC v3

C.1 SIMON

SIMON-b/k
by b and k.
by its roung
n-bit word y
variant use

For k € GF(
GF(2)n x GF

Rk (X'.y)

where kis t
leftward rot
key and gen
of encryptic
details can

.

(2)n defined by:
=(y D (S1x & S8x) P S2x D k, x)

be found in Reference [3].

s a Feistel block cipher that is parameterized to use a range of block and key sizes/denjoted
Feistel ciphers use the repeated application of a round function and SIMON-b/kyis defined

function and associated key schedule. With a block size b, the basic operational unit |s an
vhere b=2n. The key length k is an integral multiple of n with the multiple depending on the

P)n, the key-dependent SIMON-b/k round function is the Feistel map Ry : GF(2)" x GF(Z)n —
y-dep p

he round key. Here “&” denotes bitwise AND, “@” denotes.bitwise XOR, and Stx denotef the
ate of the n-bit word x by (¢ modulo n) bit positions. The'SIMON-b/k key schedule takes alk-bit
erates T key words kg ... k7-7, where T is the numbér of rounds. A pseudo-code description
n using SIMON-b/k is given below for the values of b/k supported by this document. More

26
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—————————————————————————— definitions --——-=--=-=———-—-———————————————
n = word size (32, 48, or 64) (Note: block size b = 2n)
m = number of key words = 3 or 4 if n = 32

= 2 if n = 48

=2 or 4 if n = 64

z = [11111010001001010110000111001101111101000100101011000011100110,

T S g @ e g e P e s s s e g

100N1 11011777001 ANM117AMANNTNATT1 AT M7 AMNNTT77NM77777ANM71ANMT7AANAANNTANTTNA O
T T T TUTTUTUT T T T T T T 7

1010111101110000001101001001100010100001000111111001011011Q011,
11011011101011000110010111100000010010001010011100110100001111,
11010001111001101011011000100000010111000011001010010041101111]

(T,13) = (42, 2) or (44, 3) if n=32, m= 3 or 4

= (52, 2) if n =48, m = 2

= (68, 2) or (72, 4) if n =064, m = 2(or 4
X, V = plaintext words (Netet plaintext input = x | vy)
k[mrl]l..k[0] = key words

i B key expansdon --—-—--------————-————————— F——=
for|i = m..T-1

tmp <« S73k[i-1]

if (m = 4) tmp « tmp @ kFi-3]

tmp « tmp @ S-ltmp

k[i] « ~k[i-m] @ tmp D z[jl[(i-m) mod 62] @ 3

end for

for|i = 0..T7-1

tmp « X

X « Y (Slx & S8x) P sS?2x @ k[i]
Y/~ tmp

£ LT o 4 1o . A= A= .
end o (NOoTe—CIpPprrerTcexXTtouTtpPat — ” y)

C.2 SILCv3

Some additional parameters and definitions are required for a description of the authenticated-

encryption mode SILC v3.

For each variant of SIMON-b/K, the size of the nonce N is fixed according to the block size b.

b/k 64/96 64/128 96/96 128/128 128/256

IN| 48 48 72 96 96

© ISO/IEC 2018 - All rights reserved
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For each variant of SIMON-b/k and each permitted size of authentication tag T, an input paramis defined
to take a specific value. These values are specified in the description of SILC v3 and repeated here.

b/k 64/96 64/128 96/96 128/128 128/256
|T| =32 A0y Alp A2y A3y Ady
|T| =48 A5y A6y A7h A8p A9y
|T| = 64 AAp ABp ACy ADj AEp

Some addition definitions for the following material in Annex C are provided here.

lenp(A) The b-bit binary representation of the integer length of the bit string A.
Example 1: 1eng(011117) = 000001015.
Example 2: 1en16(FFFFL) =00000000000100007,
Example 3: 1en1(®) = 0000000000000000;,

zppb(A) Bit-wise padding to the left of the n-bit string A with 0, giving.a btbit result for n < 4.
Example 1: zppg(11113) = 000011115.
Example 2: zpp16(FFFFy) = FFFFy,

zapyp(A) Bit-wise padding to the right of the n-bit string A’with 03 giving a b-bit result for n 4 b.
Example 1: zapg(11113) = 111100003.
Example 2: zap16(FFFFy) = FFFFy,.

g(A) A byte-wise operation on the b-bit input A, represented as bytes A[1] || ... | A[b/8], and
defined as follows.
Forb=64:  g(X)=g(A[LH - | A[7] | A[8])  =A[2] || ... || A8] || (A[LI®A[2])
For b=96:  g(A)=g(@[1] || ... [ A[11] [l A[12]) =A[2] [l ... [l A[12] || (A[1]DA[2])
For b=128:  g(A)= g(A[1] || ... | A[15] | A[16]) =A[2] || ... || A[16] || (A[1]DA[2])

SILE-Ex (N, A, M)
1.Set[V = HASHRK(N,A)

2.SetC = ENCk(V,M)

3. Set ["=PRFk(V,C)

4.return (C|| T)

SILC-Dx (N,A,C, T)
1. Set V= HASHg(N,A)
2.Set T* = PRFg(V,C)
3.if T* # T then return AUTH_ERROR
4.Set M = DECg(V,C)

5.return M
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Algorithm HASHk (N, A)

1. Set Sy [0] = SIMON-b/k-ENC (K, zppp (param || N) )
2.if A= @ then

Set V=g(Sk [0] )
3.else

Write A as w b-bit blocks A[1] || ... || A[w]

fori-1ltow-1do

Set Sy [i] = SIMON-b/k-ENC (K, Sy [i-1] © A[i])
Set Sy [w] = SIMON-b/k-ENC (K, Sy [w-1] @ zapy (A[a]) )
SetV=g(Su [w] © lenp(A))

4.return V

Algorithm ENCk (V, M)

1.if M = @ then
SetC=0
2. else

Write M as d b-bit blocks M[1] I ... | M[d]
Set Sg[1] = SIMON-b/k-ENC (K, V)
fori=1tod-1do

Set C[i] = Sg[i] @ M[i]

Set Sg[i+1] = SIMON-b/ksENC (K, fix1(C[i]))
Set C[d] =msbm[d)| (Sgld]) & M[d]
SetC=C[1] Il ... | G[x]

3.return C

Algorithm DECk (V, C)

1.ifC= @ then
SetM=0
2.else
Write C as d b-bit blocks C[1] || ... || C[d]

Set Sp[1] = SIMON-b/k-ENC (K, V)
fori=1tod-1do

Set M[i] = Sp[i] @ M[i]

Set Sp[i+1] = SIMON-b/k-ENC (K, fix1(C[i]))
Set M[d] = msbjc[q (Sp[d]) @ C[d]
Set M = M[1] Il ... Il M[d]

3.return M

© ISO/IEC 2018 - All rights reserved
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Algorithm PRF (V, C)

1. Set Sp[0] = SIMON-b/k-ENC (K, g(V))
2.if |C| = 0 then

Set U = g(Sp[0])

Set T =msb (SIMON-b/k-ENC (K, U))
3.else

Write C as d b-bit blocks C[1] || ... I C[d]

fori=1tod-1do

Set Sp[i] = SIMON-b/k-ENC (K, Sp[i - 1] @ C[i])

Set Sp[d] = SIMON-b/k-ENC (K, Sp[d- 1] @ zap}, (C[m]))
Set U = g(Sp[d] @ 1len; (C))

Set T = msby|(SIMON-b/k-ENC (K, U))

4. return T
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Table D.1 provides test vectors for encrypting plaintext messages using the SIMON block cipher with

b-bit blocks and k-bit keys.

Table D.1 — Test vectors for SIMON-b/k

. MR 4
Vlariant ) N
Plaintext Key (I/Clphertext
b/k A’
A 131211104 || OBOA0908y ||
64/96 68722067, || 6E696C63n | o305 100" 5CA2E27F, || 11[LASFCSy
1B1A1918y || 131211108
44/128  |656B696Ch || 2064675y | oo ogoe! I 03020160, |44C8FC20n | BOPFAO7AL
b6/96 2072616Ch || 6C697020y || |0DOCOBOAL || 09080504y |||60280724y || 62B46906nL ||
65687420y 03020100p 3D8FF082y
1p8/128 63736564y || 20737265y, || |OFOEODOCH || (OB0A0908y |||49681B1EL || 1EP4AFE3Fy ||
i 6C6C6576n || 61727420y 07060504544l 03020100y 65AA832An || F8UEOBBCH
1F1E1DATY || 1B1A1918y ||
1bs/256 |74206E6% | 206D6F6F;, || |1716381%y, || 13121110y |||8D2B5579y || AFLSA3AOL ||
i 6D697320y || 61207369, |OFOBQDOCL || OBOA0908y |||3BF72A87, || EFE7B868H
07960504y || 03020100y
Table D.2 provides test vectors for Tag authentication using SIMON with b-bit blocks and k-Bit keys. The

valu
Tabl
here

Table D.2 - Test vectors for Tag authentication using SIMON-b/k

e of the key used for each example/in Table D.2 corresponds to the key used for each
b D.1. The value of KeyID is set to.0p. See the text for the bit length of parameters; values
by filling 32-bit words starting:from the right-most bit.

b/k value in
are written

Varjiant @
e lChallCe@-b/k TAM1 Message TRnd-b/k TRespopse
64/96 |2F7 4\220676E6,, |000002F7y || 220676E6y ABCDEn |8D5AAD21y || (J976A6bly
644128 [2PRS[| 220676E6, |002002F7y, || 220676E6y ABCDEn |5834A5f5y || H4B57A90y
687220y || 010y || 006F7220y || 92735B2fy, || §F237C324
9696 (|57 68696C, 676E696CH 321ABCDER || 76 e cb9 by,
ACICT721F, Il AASD27FBy,
6F72h || 20676E69, [On || 24006F 725 || o
128/128 321ABCDEy ||| 6D6D59B6y ||
|| 6C636C6CH 20676E69, || 6C636C6CH 90849917,
24110398y, || A7DE8066y
6F72n || 20676E69, |On || 28006F72y ||
21ABCDE AAA
128/256 || 6c636C6Cy 20676E69n || 6C636C6CH 3 CDEn 28§§%§§7h nl

Table D.3 provides test vectors for Interrogator authentication using SIMON with b-bit blocks and k-bit
keys. The value of the key used for each example in Table D.3 corresponds to the key used for each b/k
value in Table D.1. The value of KeyID is set to Op. See the text for the bit length of parameters; values
are written here by filling 32-bit words starting from the right-most bit.
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Table D.3 — Test vectors for Interrogator authentication using SIMON-b/k

Variant b/k | 1AM1 Message TChallenge-b/k IRnd-b/k IAM2 Message
50 || 05879FF9y ||
64/96 40000y, 2F 7, || 220676E6y ABCDEy 6BA75335,
50y || C42D4392y ||
64/128 40400y, 2F 7, || 220676E6y ABCDEy FEF36D2Cs,
38A6DEI3y || 2333472By ||
96/96 41000y, 6F7220y || 676E696CH 321ABCDER D8FOTCES,
128/128 _|6772n |l 20676869 Il | 551ppcpp, |C4911A4By || OTFTEDEC 4 ||
TZOOUUn OCCUOOO0OCUOCH Tr JOL=TZ20 R || D/=2roC01h
6F72n || 20676E69, || B04877A2y || 483BE6GEY ||
128/256 42800n 6C636C6CH 321ABCDER | o npaoDy, | D1BEZDF1/

Tables D.4 fo D.13 provide test vectors for Mutual authentication using SIMON with b-bit blockd and
k-bit keys. Tables D.14 to D.23 provide test vectors for authenticated command encapsulation ysing
SIMON witH b-bit blocks and k-bit keys. The value of the key used for each example corresponds t
key used fof each b/k value in Table D.1. The value of KeyID is set to Op. See the text for the bit length of
parametersf values are written here by filling 32-bit words starting from theright-most bit.

Table D.4 — Test vectors for Mutual authentication using SIMON-64/96 and PS= 003

b the

SIMON-64/96 Bits <\~ Value
Key 96 131211103 ' 0BOA0908y || 030201004
IChallenge-$4/96 42 2F7n JN220676E6p
MAM1 Message 64 200802F7y || 220676E6y
TChallenge-p4/96 42 2F7M || 220676E6y
Input to EN 64 BE7222F 7, || 220676E6y
S 64 DC50EFD3y || 02624653y
TResponse 86 0676E6y || DC50EFD3y, || 026A4653y
Input to DE( for MAM?2 64 59DB9AF7y || 220676E6y
[Response 64 D864827Cy || F7518268y
MAM?2 Mesdage (SecureComm = 0) 76 900y, || D864827CH || F7518268y
MAM?2 Mesdage (SecureComm = 1) 76 901y, || D864827Cy || F7518268y

Table|D.5 — Test vectors for Mutual authentication using SIMON-64/128 with PS=00;

SIMON-64/128 Bits Value
Key 128 |1B1A1918y || 131211104 || 0BOA0908; || 030201P0x
IChallenge-$4/128 42 2F7y || 220676E6
MAM1 Message 64 201002F7y || 220676FE6y
TChallenge-64/128 42 2FTn || 220676E6h
Input to ENC 64 6F7222F 7y || 220676E6y
S 64 |B1FC2CBCy || A1785CFFy
TResponse 86 0676E6y || BIFC2CBCyp || A1785CFFy
Input to DEC for MAM?2 64 59DB9AF7y || 220676E6n
IResponse 64 B6421989y || 6A1d2536h
MAM2 Message (SecureComm = 0) 76 900y || B6421989y, || 6A1d2536y
MAM?2 Message (SecureComm = 1) 76 901n || B6421989y || 6A1d2536y

32
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Table D.6 — Test vectors for Mutual authentication using SIMON-96/96 with PS=00;

SIMON-96/96 Bits Value
Key 96 |0DOCOBOAL || 09080504y || 03020100y
[Challenge-64/96 56 6F7220y || 676E696CH
MAM1 Message 76 810y || 006F7220y || 676E696CH
TChallenge-64/96 56 6F7220n || 676E696CH
Input to ENC 96 |FD676E69y || 6C6F7220, || 676E696CH
S 96  |7436BC77y || E3C322B8y || C4EB2E4By
TRegpomnse 120 6F7220n I 7T436BCT T [ E3CT3Z22B8h I C2EB2E4By
Inpyt to DEC for MAM?2 96 FD676E69 || 6C6F7220y || 676E696CH
IRegponse 96 E259CCDAy || BFC457C0y || 14652D04y,
MAN2 Message (SecureComm = 0) 108 900y, || E259CCDAy || BFC457C0x)|[*14652D04y
MAN?2 Message (SecureComm = 1) 108 901n || E259CCDAy || BFC457C0, || 14652D04y
Table D.7 — Test vectors for Mutual authentication using SIMON-128/128 with PS=00>
SIMON-128/128 Bits & Value
Key 128 |0FOEODOCH || 0B@AD908y || 07060504, || $3020100y
IChdllenge-128/128 80 |6F72, || 20675869, | 6C636C6CH
MANM1 Message 100 8n || 24006E72y || 20676E69, || 6C636C6Q¢,
TChllenge-128/128 80 |6F72n | 20676E69, | 6C636C6CH
Inpyt to ENC 128 |FFFR6R72y || 20676F72, || 20676E69, || $C636C6CH
S 128 |85PDD114y || 502000FEy || AE588A8Ey || 23130358y,
6E69, || 6C636C6C, || 85DDD114y || 5020Q0FE;, ||
TResponse 176 *3ar588a8E, || 23130358,
Inpyt to DEC for MAM2 128 FFFD6F72y || 20676F72n || 20676E69, || $C636C6CH
[Regdponse 128 65CA5567y || 01F671B6y || 303FFBS5EL || #8186857
_ 900, || 65CA5567y || 01F671B6y || 303FFR5E, ||
MAM?2 Message (SecureComm = 0} 140 £8186857y
o 901n || 65CA5567y || 01F671B6y || 303FFB5EL ||
MAM?2 Message (SecureComm = 1) 140 E8186857y
Table D.8 — Test vectors for Mutual authentication using SIMON-128/256 with PS=00;
SIMON-128/256 Bits Value
Ke o5 |LF1ELIDICh || 1B1A1918y || 17161514p || 13[121110y |
y OFOEODOCH || 0BOA0908y || 07060504y || 03020100y
IChdllefige-128/256 80 |6F72y || 20676E69y || 6C636C6CH
MAM1 Message 100 |8y || 28006F72y || 20676E69y, || 6C636C6CH
TChallenge-128/256 80 |[6F72n || 20676E69, || 6C636C6CH
Input to ENC 128 |FFED6F72, || 20676F72, || 20676E69, || 6C636C6CH
S 128 |3BB11210y || 423533F8, || DDA00316y || 92640BEOy
6E69n || 6C636C6C, || 3BB11210y || 423533F8y ||
TResponse 176 | ppa00316y, || 92640BEO,
Input to DEC for MAM2 128 |FFEFD6F72y || 20676F72y || 20676E69, || 6C636C6CH
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Table D.8 (continued)
SIMON-128/256 Bits Value
IResponse 128 |DBF5F851y || 128BF7B4y || 0B509D42y || 1F23836Dy
_ 900y || DBFS5F851y || 128BF7B4y || 0B509D42y ||
MAM?2 Message (SecureComm = 0) 140 1F23836Dy,
MAM2 Message (SecureComm = 1) 140 |991n |l DBESF851y || 128BE7B4y || 0B509D42y ||

1F23836Dp

Table D.9 — Test vectors for Mutual authentication using SIMON-64/96 with PS=01;

$IMON-64/96 Bits Value x‘b
Key 96 |131211104 || 0BOA0908y, || 03020100k
IChallenge-¢4/96 30 |220676E6y
MAM1 Message 50 |20000n || 620676E6y
TChallenge-p4/96 30 |220676E6y
Input to EN 64 |18819DB9y || A20676E6n
S 64 |43E549BDy || 2897D9C5y
TResponse 64 |43E549BDy || 2897D9C5y
Input to DE( for MAM?2 — |—=
[Response 30 [220676E6n
MAM?2 Mesdage (SecureComm = 0) 42 |240n || 220676E6%
MAM2 Mesdage (SecureComm = 1) 42  |240n || 620676E6x
Table D.10 — Test vectors for Mutual authentication using SIMON-64/128 with PS=01;
SIMON-64/128 Bits QO Value
Key 128 |1BEA1918y || 13121110y || 0BOA0908L || 0302010Qn
IChallenge-$4/128 30 |220676E6y
MAM1 Message 50 {20100y || 620676E6H
TChallenge-p4/128 30 |220676E6y
Input to EN 64 18819DB9y || A20676E6h
S 64 |67B13139, || 41ACDCCOR
TResponse 64 |67B13139y || 41ACDCCOR
Input to DE( for MAM?2 — |=
[Response 30 [220676E6n
MAM2 Mesdage (SecureComm = 0) 42  |240y || 220676E6n
MAM?2 Mesdageé (SecureComm = 1) 42 |240n || 620676E6y
Table D.11 — Test vectors for Mutual authentication using SIMON-96/96 with PS=01;
SIMON-96/96 Bits Value
Key 96 |[0ODOCOBOA || 09080504y || 03020100y
IChallenge-96/96 46 3220y || 676E696CH
MAM1 Message 62 |20400620y|| 676E696CH
TChallenge-96/96 46 |3220p || 676E696CH
Input to ENC 96 |DC8819DBy || 9A5B3220n || 676E696CH
S 96 |1DC9DIC3y || 46854660y || 2F1A4925y
TResponse 96 |1DCI9D1C3y || 46854660n || 2F1RA4925y
Input to DEC for MAM?2 - —
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Table D.11 (continued)

SIMON-96/96

Bits Value

IResponse

46 |3220y || 676E696CH

MAM?2 Message (SecureComm = 0)

58 2403220y || 676E696CH

MAM?2 Message (SecureComm = 1)

58 |2407220n || 676E696CH

Table D.12 — Test vectors for Mutual authentication using SIMON-128/128 with PS=01;

SIMON-128/128 Bits Value
Key 128 [OFOEODOCH || 0BOAQOS08, || 07060504y || 03P20100y
IChdllenge-128/128 60 [0676E69, || 6C636C6CH
MAM1 Message 80 [8240y || 10676E69, || 6C636C6CH
TChallenge-128/128 60 |0676E69, || 6C636C6CH
Inpyt to ENC 128 |FDO676E6L || 96C636C6n || COBI6EGO, || 6C/636C6CH
S 128 |[31E9CE63y || DAASBFB4, | Q9BE4AC2; || 49PE10D7y
TRegponse 128 |[31E9CE63y || DAASBEB4y~ || Y398E4AC2;, || 49PE10D7y
Inpyt to DEC for MAM2 — |—
IRegdponse 60 |0676E69, || 6C636CHCH
MAN2 Message (SecureComm = 0) 72 90y || 00676E69n+| 6C636C6CH
MAM?2 Message (SecureComm = 1) 72 90n || 10676EGS, || 6C636C6CH
Table D.13 — Test vectors for Mutual authentication using SIMON-128/256 with PS=01,
SIMON-128/256 Bits Q> Value
Key scg |XETELDICK || 1B1A1918y || 17161514y || 130121110y |
OFOEODOC, || 0BOA0908y || 07060504, || 03p20100y
IChgllenge-128/256 600 [0676E69, || 6C636C6CH
MANI1 Message 80 (8280 || 10676E69y || 6C636C6CH
TChallenge-128/256 60 [0676E69, || 6C636C6CH
Inpyt to ENC 128 |FD0676E6y || 96C636C6y || CO676E69 || 6C636C6CH
S 128 |353DFOFFy, || AA240E8Cy || 11050493y || 7FR4CLEF,
TRegponse 128 |353DFO0FFL || AR240E8Cy || 11050493y || 7FR4C1EFH
Inpyt to DEC for MAM?2 — |—=
IRegponse 60 |0676E69, || 6C636C6CH
MAM?2 Message (SecureComm = 0) 72 |90y || 00676E69, || 6C636C6CH
MANM?2 Message (SecureComm = 1) 72 |90y || 10676E69 || 6C636C6¢H
Table YON-64/96
with PS=00;
SIMON-64/96 (PS= 002) Bits Value
Key.00 96 [131211104 || 0BOA0908y || 030201004

TChallenge-64/96

42 |2F7y || 220676E6n

MAM?2 Message (SecureComm = 1)

76 |901, || D864827CL || F7518268y

MAM?2 Response (KeyIDy = 01y)

15 [406Dy

Nonce N = Nt || TChallenge

48 |B4F7, || 220676E6y

Key.

01

96 03020100y || 1B1A1918y || 131211104

READ first four rows of user memory

26 |30B0004y

© ISO/IEC 2018 - All rights reserved

35


https://iecnorm.com/api/?name=1fff30a761339011b6e14db034d10e81

ISO/IEC 29167-21:2018(E)

Table D.14 (continued)
SIMON-64/96 (PS= 002) Bits | Value
SEC (Key.01, 20, 05, 30B0004p) Add 32-bit authentication tag
<start>
GetV<start>
SH[0]| 64 |5612D1B3y || 41FC5CD2y
SH[1]| 64 |CA3B705F, || A7A599F0y
g (CA3B705Fy || A7A599EAL) = 3B705FAThL ||
V<end>| 64 A599EAF1,,
GetC| — |— . O
GetT<start> Q) -
SP[0]| 64 |92520FCDy || 52144C14p U
- —
SP[1]| — |— Az
\
U| 64 |520FCD52y || 144C14C0p ,\(b
T <end>| 32 |520FCD52y A
v
SEC (Key.01] 20y, Op, 30B0004y) 58 [30B0004, || 520FCD52y Cb
<end> \\Q/
Secured payfload 82 [00680, || 03080004y || E2PFCD52;
\2
Table DJ15 — Test vectors for authenticated and encrypte mmand encapsulation usin(g

SIMON-64/96 with PS=<($2

SIMON-64/96 (PS= 005) Bits X Value
Key.00 96 |13121110%)f 0BOA0908y || 03020100y
TChallenge-p4/96 42 |2F7y ||W220676E6y

MAM?2 Mesdage (SecureComm = 1)

76 |9014 |F D864827C, || F75182684

MAM2 Resppnse (KeylDy = 01})

15

408Dn

Nonce N = Nir || TChallenge

BAFTy || 220676E6y

48

Key.01

03020100, || 1B1A1918y || 13121110y

,ﬁé\

READ first fpur rows of user memoryr\\UZ6

30B0004y

SEC (Key.01
<start>

AOn, 1lp, 30300(@) .

Encrypt and add 32-bit authentication tag

2N
Get ¥ kdtart>

<\ SH[0]| 64 |s612p1B3, || 41FC5CD2)
~ sHy| — |-
,’Qév Veends| 64 géggégﬁf% | 41FC5CD2n) = 12D1B341y ||
\\</ GetC<start>
SE[1]| 64 |1E93BF7C, || BB45B74En
C<end>| 26 |3714EFSh
GetT<start>
SP[0]| 64 |c348F6F9, || 3B5223D3n
SP[1]| 64 |156FA589, || CLAGF6BDy,
Ul g4 |9(156FA589, || CLA6F6ATH) = 6FA589CIH |
AGF6ATTAy
T <end>| 32 |CC325965y
iiigﬁeym' AOn, 1p, 30BO004n) | 5o |59945p0, || cC325965,
Secured payload 82 00680y || 23714EF9y || CC325965,
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Table D.16 — Test vectors for authenticated command encapsulation using SIMON-64/128

with PS=00;
SIMON-64/128 (PS= 002) Bits Value
Key.00 128 |1B1A1918y, || 13121110y || 0BOA0908, || 030201004
TChallenge-64/128 42 |2F7y || 220676E6n
MAM?2 Message (SecureComm = 1) 76 901y || B6421989y || 6A1d2536n
MAM?2 Response (KeyIDy = 01y,) 15 |406Dy

Nonce N = Nt || TChallenge 48 |B4F7n || 220676E6y
Key.p1 128108020008, 1 03020100, U 1p1a31018 U 137121110y
READ first four rows of user memory 26 |30B0004y
EEE g};i3;01, Abn, Op, 30B0004n) Add a 48-bit authentication tag
GetV<start>[00A6B4FTy || 220676E6y
SH[0]| 64 |008B84A4y || 4238C240y
SH[1]| 64 |1E0D345By || 801E16COy
V<ends| 64 ?éiggiingh | 801E16DA,)= 0D345B80y ||
GetC| — |—
GetT<start>
SP[0]| 64 |20E70450y, ||71520AD17y
SP[1]| — |—
U| 64 |[E7045095n || 20AD17C7x
T<end>| 48 |E764% || 507520ADy
iiggﬁey01’A6h' Op, 30B0004n) 74 JQ0B, || 0004E704y || 507520ADy
Secyred payload 98 |0n || 0698030By || 0004E704y, || 507520AD§
Tjable D.17 — Test vectors for authenticated and encrypted command encapsulati¢n using
SIMON-64/128 with PS=00_
SIMON-64/128 (P$=-007) Bits Value
Key 0 128 |1B1A1918y || 13121110y || 0BOA0908L || 0B020100x
TChallenge-64/128 42 |2F7y || 220676E6y
MANM2 Message (SecureComm = 1) 76 |901n || B6421989y || 6A1d2536h
MANM?2 Response (KeyID, = 01y) 15 |406Dy
Nonfe N =Nt*|| TChallenge 48 |B4FTh || 220676E6y
Key 1 128 |0BOA0908y || 03020100y || 1B1A1918y || 13121110y

o

Al c £
REI'HJ HISTIOUT TOWS O6 USET HICIIIOTY

0

WA 4
SUDUUUSH

SEC (Key.01, A6h, 1p, 30B0004y) i .
<starts Encrypt and add a 48-bit authentication tag
GetV<start>|00A6B4FT, || 220676E6y
SH[0]| 64 |008B84A4y, || 4238C2404
SH[1]|— —
V<ends| 64 g (008B84A4y || 4238C240y)= 8B84A442y ||

38C2408Bp

Get C <start>

SE[1]

64

ABB390A9, || C621ECB5y

C <end>

26

1A5CE4 6y
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