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ISO/IEC 29167-1

Foreword

9:2016(E)

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
ISO/IEC JTC 1.

The [procedures used to develop this document and those intended for its further main
described in the ISO/IEC Directives, Part 1. In particular the different approval criteria

the
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ifferent types of document should be noted. This document was drafted inac¢ordan
rial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

htion is drawn to the possibility that some of the elements of this document may be
htent rights. ISO and IEC shall not be held responsible for identifying any or all

s. Details of any patent rights identified during the development of'the document w
duction and/or on the ISO list of patent declarations received (See-www.iso.org/patent

tenance are
needed for
ce with the

the subject
such patent
ill be in the

s).

trade name used in this document is information given for\the convenience of users and does not

titute an endorsement.

hn explanation on the meaning of ISO specific térms and expressions related to

conformity

ssment, as well as information about 1SO’s adhierence to the WTO principles in the Technical

iers to Trade (TBT), see the following URL: Foreword — Supplementary information.

committee responsible for this document isNISO/IEC JTC 1, Information technology, Su
|, Automatic identification and data capture:

[EC 29167 consists of the followindg parts, under the general title Information te
matic identification and data capture techniques:

Part 1: Security services for RFID air interfaces

Part 10: Crypto suite AES-128 security services for air interface communications
Part 11: Crypto suite. PRESENT-80 security services for air interface communications
Part 12: Crypto'suite ECC-DH security services for air interface communications

Part 13: Crypto suite Grain-128A security services for air interface communications

Part 14:-Crypto suite AES OFB security services for air interface communications

bcommittee

cthnology —

Part’16: Crypto suite ECDSA-ECDH security services for air interface communications

— Part 17: Crypto suite cryptoGPS security services for air interface communications

— Part 19: Crypto suite RAMON security services for air interface communications

— Part 20: Crypto suite Algebraic Eraser security services for air interface communications

The following part is under preparation:

— Part 15: Crypto suite XOR security services for air interface communications
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Introduction

This part of ISO/IEC 29167 specifies the security services of a Rabin-Montgomery (RAMON) crypto
suite. It is important to know that all security services are optional. The crypto suite provides Tag
authentication security service.

The International Organization for Standardization (ISO) and International Electrotechnical
Commission (IEC) draw attention to the fact that it is claimed that compliance with this International
Standard may involve the use of patents concerning radio-frequency identification technology given in
the clauses identified below.

ISO and IEC

The holders
licences un
the world. I
and IEC.

Information

NXP B.V.

take no position concerning the evidence, validity and scope of these patent rights.

ler reasonable and non-discriminatory terms and conditions with applicants)throu
h this respect, the statements of the holders of these patent rights are registered wit

on the declared patents may be obtained from:

411 East Plumeria, San Jose,

CA 95134-1

The latest ipformation on IP that may be applicable to this partof ISO/IEC 29167 can be found at w

1S0.0r atq

924 USA

nts.

of these patent rights have ensured the ISO and IEC that they are willing to neg%tiate

hout
ISO

[WW.

Vi
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INTERNATIONAL STANDARD ISO/IEC 29167-1
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Information technology — Automatic identification and
data capture techniques —

Part 19:
Crypto suite RAMON security services for air interface

Cco

1

This
air i

a common crypto suite for security for RFID devices that may be referged by ISO commi
interfface standards and application standards.

This

for RFID systems. The crypto suite is defined in alignment with.existing air interfaces.

This
ATa
is su

2

2.1

To ¢

2.2

To ¢

defined in this part(©f;ISO/IEC 29167, and conform to the relevant part of ISO/IEC 18000.

To ¢
com

To c

m:-n: Valal
ITIITUIIICAa

hcope

part of ISO/IEC 29167 defines the Rabin-Montgomery (RAMON) crypto suite for the ISC
hterfaces standards for radio frequency identification (RFID) devices: Its purpose is

part of ISO/IEC 29167 specifies a crypto suite for Rabin-Mentgomery (RAMON) for 3

part of ISO/IEC 29167 defines various authenticationaethods and methods of use fo
b and an Interrogator may support one, a subset, or@all of the specified options, clearly s
pported.

Conformance

Claiming conformance

Interrogator conformance and obligations

bnform to this part of ISO/IEC 29167, an Interrogator shall implement the mandatory

bnform to/phis part of ISO/IEC 29167, an Interrogator may implement any subset of {
mands defihed in this part of ISO/IEC 29167.

bnform to this part of ISO/IEC 29167, the Interrogator shall not

/1IEC 18000
to provide
[tees for air

1ir interface

- the cipher.
tating what

aim conformance with this part of ISO/IEC 29167, an Interrogator or Tag shall comply with all
releyant clauses of this part of ISQ/TEC 29167, except those marked as “optional”.

commands

he optional

— require the use of an optional, proprietary, or custom command to meet the requirements of this

2.3

part of ISO/IEC 29167.

Tag conformance and obligations

To conform to this part of ISO/IEC 29167, a Tag shall implement the mandatory commands defined in
this part of ISO/IEC 29167 for the supported types, and conform to the relevant part of ISO/IEC 18000.

To conform to this part of ISO/IEC 29167, a Tag may implement any subset of the optional commands
defined in this part of ISO/IEC 29167.

© ISO/IEC 2016 - All rights reserved
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To conform

— implem

to this part of ISO/IEC 29167, a Tag shall not

ent any command that conflicts with this part of ISO/IEC 29167, or

— require the use of an optional, proprietary, or custom command to meet the requirements of this
part of ISO/IEC 29167.

3 Normative references

The following documents, in whole or in part, are normatively referenced in this document and are
indispensahle for its application. For dated references, only the edition cited applies. For un

ated

references,

ISO/IEC 18
Part 3: Para

ISO/IEC 18(
4: Paramete

ISO/IEC 18
Part 63: Pan

ISO/IEC 197
techniques -

ISO/IEC 29
Part 1: Secu

4 Terms

For the pur]

Lhe latest edition of the referenced document (including any amendments) applies.

D00-3, Information technology — Radio frequency identification for item managemer
neters for air interface communications at 13,56 MHz

00-4, Information technology — Radio frequency identification for item management —
I's for air interface communications at 2,45 GHz

00-63, Information technology — Radio frequency identification for item managemer
pmeters for air interface communications at 860 MHz to 960 MHZType C

(62 (all parts), Information technology — Automatic identification and data capture (4
— Harmonized vocabulary

167-1, Information technology — Automatic identification and data capture techniqué
rity services for RFID air interfaces
and definitions

boses of this document, the terms and definitions given in ISO/IEC 19762 (all parts) an

following apply.

41
authentica
service that

4.2
confidentisa
property w

4.3
integrity
property W
transmitteg

fion
is used to establish the origin of information

lity
nereby information is not disclosed to unauthorized parties

hereby~data has not been altered in an unauthorized manner since it was cre
or stared

Part

it —

IDC)

] the

hted,

4.4

non-traceability
protection ensuring that an unauthorized interrogator is not able to track the Tag location by using the
information sent in the Tag response

4.5

secure communication
communication between the tag and the interrogator by use of the Authenticate command, assuring
authenticity, integrity and confidentiality of exchanged messages

© ISO/IEC 2016 - All rights res

erved
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5 Symbols and abbreviated terms

5.1 Symbols

XX7 binary notation
xxh hexadecimal notation

[| concatenation of syntax elements in the order written

ISO/IEC 29167-19:2016(E)

5.2 [ Abbreviated terms

AES Advanced Encryption Standard

CBC Cipher Block Chaining

CH Challenge

CHp1) CHpz Interrogator random challenge, 16 bytes

CHT Tag random challenge, 16 bytes

CG Cryptogram

CMAC Ciphered Message Authentication Gode

CRC Cyclic Redundancy Check

CRCt16 16-bit CRC

CS Crypto Suite

CSI Crypto Suite Identifier

DEC({key, data) AES decryption of enciphered “data” with secret “key”
ENC(Kkey, data) AES encryption of plain “data” with secret “key”
EPCT" Electronic Product Code

I1D Interrogator Identifier, 8 bytes

Y Initialization Vector for CBC-encryption, 16 bytes

KDF Key Derivation Function

KE PublickeyforeneryptionstoredenTag

Kp Private decryption key stored on Interrogator

Ky Public signature verification key stored on Interrogator
Ks Private signature generation key stored in the tag issuer facility
KEnc Shared secret message encryption key

Kmac Shared secret message authentication key

KESel Key select (determines which KE will be used)

© ISO/IEC 2016 - All rights reserved
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KSel Key select (determines which pair of KENC, KMAC will be used)

MAC(key, data) Calculation of a MAC of (enciphered) “data” with secret “key”; internal state of
the tag’s state machine

MAMx,y Mutual Authentication Method x.y

MCV MAC Chaining Value

MIX(CH, RN, SID) RAMON mix function

PRF PseudoramndonT Furnction
R Tag response

RAMON Rabin-Montgomery

RFU Reserved for Future Use

RM_ENC(kgy, data) RAMON encryption of plain “data” with public “key”

RM_DEC(key, data) RAMON decryption of enciphered “data” with privateCkey”

RN Random Number

RNT Tag Random Number, 16 bytes

SENC Message encryption session key

SmAc Message authentication session key.

SID Secret IDentifier, 8 bytes, identifying the tag

SSC Send Sequence Counter for' replay protection, 16 bytes
TAMxy Tag Authentication Method x.y; internal state of the tag’s state machine
TLV Tag Length Value

UHF Ultra HightFrequency

UII Uniqlie Ttem Identifier

WORM Write once, read many

5.3 Notation

This cryptolsuite-uses-thenetation-ef ISOAEC18000-63-
The following notation for key derivation corresponds to Reference [7] and Clause 5.

PRF(s,x) A pseudo-random function with seed s and input data x.

K Key derivation key used as input to the KDF to derive keying material. K; is used as the block
cipher key, and the other input data are used as the message defined in
Reference [5].

Ko Keying material output from a key derivation function, a binary string of the required length,
which is derived using a key derivation key.

Label A string that identifies the purpose for the derived keying material, which is encoded as a bina-
ry string.

4 © ISO/IEC 2016 - All rights reserved
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Context A binary string containing the information related to the derived keying material. It may include
identities of parties who are deriving and/or using the derived keying material and, optionally, a
nonce known by the parties who derive the keys.

L An integer specifying the length (in bits) of the derived keying material Ko. L is represented as a
binary string when it is an input to a key derivation function. The length of the binary string is
specified by the encoding method for the input data.

h An integer that indicates the length (in bits) of the output of the PRF.

i A counter that is input to each iteration of the PRF.

r An integer, smaller or equal to 32, that indicates the length of the binary representation of the
counter i. in bits.

00h An all zero octet. An optional data field used to indicate a separation of different varjable length
data fields.

{X} The smallest integer that is larger than or equal to X. The ceiling of X.

{X} Indicates that data X is an optional input to the key derivation functigh!

[T]2 Aninteger T represented as a binary string (denoted by the “2”) with a length specifjed by the

function, an algorithm, or a protocol which uses T as an input.

(0] The empty binary string.

6 (rypto suite introduction

6.1 | Overview

The |RAMON Crypto Suite permits two levels of implementation. The first level provides secure
identification and tag authentication, while the)second level extends the functionality] by mutual
authentication to securely communicate between Interrogator and Tag, e.g. for secure feading and
writjng non-volatile memory.

Basif RAMON Tags may provide only the first level of implementation, while more sophisticated Tags
also|provide the second level. See Figure 1 for the different implementation levels for the RAMON
crypto suite.

© ISO/IEC 2016 - All rights reserved 5
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Interrogator Tag Algorithm Phase
Soreoraon | cyi,gy Ol ndon | 5
¥ * Rabin Montgomery (RAMON) > 8
‘ Decrypt |<I—R—-< Generate Response R l(_U =
¥ <
()
‘ Validate Signature of SID* | o©
Tag idepliied at ven Step-here—f-orly-tag-dentificationisrequired
v
G CHp, i
ET;EEE Ejgg;g%toﬂ C|GI—|>{ Decrypt and ve'nfy cryptogram . AES (FI PS 1 97) §
« AES CBC-Mode (SP800-38A) <8
Verify t4g cryptogram |<.—I Generate tag cryptogram E|E
' e, v - CMAC (SP800-38B) 3|5
If syccessful: G Session Keys, ° _ '5
gonof et e ||+ KDF(SPE00-109) 2
. AES (FIPS$197) o
: ) c|E
Secure Chgnnel established |<—>| Secure Channel established ‘ . AES CBC'MOde (SP800_38A) 8 E
Secure Channel SC $ 8
+ CMAC (SP800-38B)
*: signatyre validation is an optional step
Figure|l — Overview of the different implementation levels for the RAMON crypto suite
6.2 Authpntication protocols
6.2.1 Tagldentification

The Rabin{Montgomery crypt@.suite provides non-traceable and confidential Tag identific;];cion.
Confidentiality and privacy for‘the Tag’s identifier are provided without requiring the Tag to st¢re a
private key.

The crypto|suite is based on the asymmetric cryptosystem developed by Michael O. Rabinl3l| The
original algorithm is)augmented by a method detected by Peter Montgomeryl2]l, which avoid§ the
division of [long-numbers in modular arithmetic. Combining Rabin encryption with the concept of
Montgomerjy multiplication advantage is taken of the fact that no “costly” division is required.

The Tag performs only public key operations. The Interrogator performs the “expensive” private
key operation. The steps necessary to carry out RAMON are outlined in Table 1. RAMON encryption
performed by the Tag and decryption performed by the Interrogator are specified in C.3 and C.4. The
cryptographic keys are specified in 6.6.

This specification also includes in C.1 the structure of the clear text record used for authentication of
the Tag, comprising the Tag identity record and random data originating in part from the Tag and from
the Interrogator for the other part.

6 © ISO/IEC 2016 - All rights reserved
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Table 1 — Protocol steps for Tag identification

the MIX function to get the plaintext P:
P =MIX"1(RM DEC (Kp, R)).

Interrogator Tag
(Kp, Kv) (SID, Kg)
Generate random challenge CHyj and send it to (CHpp)
the Tag. - Generate random number RNT.
Generate response cryptogram:
R R =RM_ENC(KEg, MIX(CHj1, RNT, TLV record)).
Decrypt Tag response and apply the inverse of «

Obtdin CHj7, RNt and SID from plaintext P.

Compare previously generated Interrogator
challenge with the value received from Tag. If
sucdessful, Tag is identified.

If a dignature is provided along with the SID,
use Ky to validate the signature. If successful,
Tag s authenticated.

6.2.2 Symmetric mutual authentication

This| crypto suite allows combining the Rabin-Montgomery’ scheme for Tag identifi¢ation with
symmetric mutual authentication. The mutual authentication specified by this crypto sujfite is based
on AES, according to Reference [8]. The CBC mode for ederyption is specified in Reference [4]. For MAC
gengration CMAC according to Reference [5] is used,For derivation of secure messaging kdys, the KDF
in cqunter mode specified in 5.1 of Reference [7] iswused.

The protocol steps for mutual authentication axe outlined in Table 2.

Table 2 — Protocol steps for mutual authentication

DecryptTag response and apply the

Phase Inter bﬁator Tag
(11D, Dga!éase, Kp, Kv) (SID, Kg, Kenc, Rmac)
(1) [Tag Generate randofm challenge CHj; and send it (CHpp) Generate random number RNT.
Identtification to the Tag. - Generate response:
(R) R = RM_ENC(Kg, MIX(CH;1, RNT,
«— TLV record, ‘00’ byte))

invense of the MIX function to get the plain-
text P:
P = MIX-1[RM_DEC (Kp, R)].

Obtain CH;7, RNT and SID from plaintext P.

Compare previously generated Interrogator
challenge with the value received from Tag.

It successtul, Tag 1s 1dentitied.

If a signature is provided along with the SID,
use Ky to validate the signature. If success-
ful, Tag is authenticated.

Set CHT = RNT.

The Interrogator has successfully identified (and authenticated) the Tag.

In the following phase, CH7 and SID are used in the mutual authentication.

© ISO/IEC 2016 - All rights reserved
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Table 2 (continued)

Phase Interrogator Tag
(IID, Database, Kp, Ky) (SID, Kg, KEnc, Kmac)
(2) Mutual Generate CHpp.
Authentication

Generate cryptogram:
S=CHp || 1ID || CHT || SID;
C=ENC (Kenc, S);

M =MAC (Kmac, C);

CGi=C|| M. (cap Decrypt and verify the cryptogram:

— MAC (Kyac, C);

DEC (Kgnc, ).

Verify CHr and SID. If equal, ge
ate Session Keys Seng, Smac-

Initialize SSC.

Generate Tag,cryptogram:
S=CHr || SID\|||'CH;2 || IID;
C=ENC (Kgnc, S);

M =MAC(Kmac, C);
CGp=C|I M

er-

Verify the cryptogram: (car)
MAC (Kmac, C); -
DEC (Kgnc, C).

Verify CHyz, CHT, SID and IID.

If equal, generate session keys: Sgnc, Smac.

Initialize SSC.

Mutual authentication is now complete and a secure channel is established.

The Interrogator has access to a list of SIDs (Secret identifiers) with the associated Kgy¢c and K4
each Tag. This is represented by the “Database®‘dn Interrogator’s site.

After having successfully identified the Tagin Phase 1, the Interrogator is able to find secret keys

and Kp4c that it shares with the Tag. Kgycis used in CBC mode. The IV for encryption is set to all ze
00h...00h. Als the size of S is on both/sides a multiple of the AES block size, no padding is applied. K
used to caldulate a 16-byte MAC.

CHT and CHj; are used as challenges in the challenge-response protocol for mutual authentication
for generatipn of the starting value of the SSC. See 6.3 for details.

The session|encryptionkey, Senc, is used for confidentiality of data in transit. AES encryption, inclu
an SSC, is iljustrated.in Figure 18; decryption is illustrated in Figure 19. The session MAC key, Sy,
used for datfa and protocol integrity. This crypto suite derives session keys as specified in 6.4.

c for

KENC
roes

AC IS

and

ding
e, is

If the Tag tanhot verify the interrogator’s MAC, it reports a Crypto Suite error (see Annex B for

information) and assumes state Init. If the interrogator cannot verify the tag’s MAC, the tag is not

authenticated.

6.3 Send Sequence Counter

The send sequence counter (SSC) ensures that the Initial Values (IVs) are different for every encryption
and the MAC chaining values (MCVs) are different for every MAC generation. To this end, the SSC is

incremented (+1) each time before a Secure Communication command or response is processed.

After mutual authentication, the initial value of the send sequence counter SSC is generated as follows:

SSC = CHT (<algorithm block size/2> least significant bytes) ||

8 © ISO/IEC 2016 - All rights res

erved
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CHj (<algorithm block size/2> least significant bytes)

After receiving a secure command, the Tag increments SSC, then checks the MAC and then decrypts the
command. In turn, before sending a secure response the Tag increments SSC, encrypts the response
and generates the MAC. Each particular step is under control of the security flags. Thus, if SSC has the
value x at idle time, x+1 is used for processing the next secure command, and x+2 is used for processing
the response. SSC may overflow to Oh during the increment without particular action.

6.4 Session key derivation

The ferivation of the session Keys, SEnc and Spjac, 1s based on the KDF 1n counter mode specified in 5.1
of R¢ference [7]. This method uses CMAC as the PRF with AES as underlying block ciphér'with full 16
byteps output length. The input to the PRF for this cipher suite is as specified in 6.4.2,

6.4.1 KDF in counter mode

The [key derivation function iterates a pseudorandom function n times and concatenated the output
until L bits of keying material are generated, where n: = [L / h} . In each iteration, the fixed input data is

the qtring Label || 00h || Context || [L]2- The counter [i]; is the iterationVvariable and is repre¢sented as a
binafy string of r bits.

Figufe 2 illustrates the process.
The |nput to the PRF [see step d) of Process] is explainedin 6.4.2.

For the derivation of session encryption key Seyc, K{is set to Kgyc. For the derivation of gession MAC
key $mac, K is set to Kyac.

Fixed values

— h - The length of the output of the PREin bits;

— [ - The length of the binary representation of the counter i. in bits.
Inpyt: Kj, Label, Context, and L.

Progess

a) = {L / h].

b) Ifn>2r-1, thenindicate a crypto suite error and stop.

c) result(Q):= Q.

d) Fori=1ton,do

— K() =PRF (K}, [1]2 [ Label [TOUn || Context || [L]2);
— result(i) := result(i-1) || K(i).
e) Return: Kp:=the leftmost L bits of result (n).

Output: Kp.

© ISO/IEC 2016 - All rights reserved 9
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Fixed Input Data _4 .

Ki

} I I

K(1) K(1) K(1)

< g
Ko, L-bits
NOTE SPURCE: Reference [7].
Figure 2 — KDF in Counter Mode
6.4.2 Key Derivation Scheme
The followihg derivation data are used to,generate session keys according to the KDF in counter rhode
as specified|in Reference [7].
The one byfte counter, i, may take( the values 01h or 02h. The value 01h is used when L take§ the
value 0080k for derivation of AES-128 keys, which is currently the only case relevant for this pdrt of
ISO/IEC 29167 (see NOTE belew).
The iteration variable, i, is cencatenated with the fixed input data. The fixed input data is a concatenation
of a Label, a|separatiomindicator 00h, the Context, and [L]; as follows:
Label: donsists\of 11 zeroes (00h) bytes followed by a one byte derivation constant as defin¢d in
Table 3;
One byte-separationindicater-00h;
Context: CHy || CHT;

[L]2: the length in bits of the derived data. For derivation of AES-128 keys which is currently the only
case relevant for this part of ISO/IEC 29167, L takes the value 0080h (see NOTE below).

In each iteration, the fixed input data is the string Label || 0x00 || Context || [L]>.

NOTE

ISO/IEC 29167 may be changed to additional key length.

10
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Table 3 — Encoding of the one byte derivation constant

b8 |b7 |b6 |b5 (b4 (b3 |b2 |bl |Description
0 0 0 0 0 0 1 X Key derivation
0 0 0 0 0 0 X 0 Derivation of session encryption key Sgnc with K set to Kgne

0 0 0 0 0 0 X 1 Derivation of session MAC key Syac with K; set to Kyac
NOTE Any other value is RFU.

A Tag or an Interrogator using a derivation constant marked as RFU is not compliant to this part of
ISO/IEC 29167.

6.5 | IID, SID, Used Keys and Their Personalisation

This|crypto suite assumes the following keys and information to be available on the Tag:
— the SID, optionally signed with the signature key Kg before it was stored on the Tag;
— the RAMON encryption key Kg;

and, [if mutual authentication is provided:

— the shared secret keys Kgnc and Kyac.

On the Interrogator:

— the RAMON decryption key Kp;

— pptionally, the signature verification key Ky;

— plist of valid SIDs; each SID might have a signature attached to it;

and, [if mutual authentication is provided:

— the shared secret keys Kgnc and Kjjac.

The [ID is an 8-byte value, which identifies the interrogator to the Tag. The IID can be chosen freely, but
musf remain constant during.a.session.

The |SID is a unique 8:byte value, which identifies the Tag to the interrogator. It is|set during
perspnalization and refains constant throughout the lifetime of the Tag.

The SID used by this-crypto suite is used by the application to securely identify the tag and therefore
has pothing in cémmon with any unique identifier defined by an air interface standard. The|SID and the
opti¢nal signattre are secret information and should never be readable for an unauthorized|reader. The
SID yised by this crypto suite shall never be sent in plaintext. The SID can be signed to preserjve integrity
and o ptovide authenticity. The party that generates the signature, possesses the key paif consisting
of the\private and the public key (Ks, Ky) for signature generation and verification. It may forward the
public key Ky to another party to enable it to verily the signature. F.3 contains the specification of the
signature over the SID. Annex F shows the usage of the SID in combination with the non-tractability
feature of this crypto suite.

The Tag does not perform signature generation or verification, nor does it store the corresponding
keys. It only stores the SID along with its signature (which is optional) and the public key Kg for Tag
authentication. If mutual authentication is supported, the Tag also stores the shared secret keys Kenc
and Kyac.

The memory locations storing the SID and the secret keys Kg, Kgnc and Kpy4c¢ shall not be readable for
any Interrogator after having written these values once during production of the Tag. For that purpose
a Tag may have a memory area used for storing the SID and the key K configured as WORM or as a
fuse. However, production is out of scope of this part of ISO/IEC 29167; this functionality has to be
implemented in a proprietary way.

© ISO/IEC 2016 - All rights reserved 11
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The Interrogator application performing RAMON, shall have access to the private decryption key Kp in
order to be able to decrypt the authentication message sent by the Tag. In order to be able to perform

mutual authentication, the Interrogator shall have access to the keys Kgyc and Kpy4c associated with a

specific SID.

EXAMPLE

the operational environment.

oY

. Generate (Ks,Ky),
Generate (Kenc,Kuac) for each SID

Figure 3 shows an example system flow with the involved components and keys. System Integrator
and Tag Issuer can work in parallel. The steps performed by these parties can be executed independently of the
other party. Generation of the signature key pair and signing of SIDs is an optional security function provided by

@@erate (Kp, Kg)

\ 4 Sign SIDs with key Ks
System
— y Ke— Tag Issuer store——
@ Integrator @
A
(Signed) SIDs,
(Kv, Kenc, Kuac) Y
store @ Secure Storage
AL
A Listof (Signed) -
Secure Storage SIDs S.:llgna!ture
@ (and assigned Vergllgaﬂon :ey
List of (signed public key Ky
SI(D? ) RAMON (Signed) SID, KEg; Kenc, Kuac)
(and ass|gned | | Decryption key (Kene, Kuac) RAMON Signature]
Kene, Khac) private key Kp Encryption key Generation Key
public key Kg private key Ks
Signatlre RAMON
Verificatign key Encryption key
public key Ky public key Kg
User Memory
(Signed) SID
@ @ Shared secret
keys Kenc, Kmac
retrieve @ store /
retrieve
Interrogator <¢—RAMON—®»  Tag - > RAMON
Encryption key
public key Kg
() Optiohal components are written in parantheses.
————————— Optional steps and components are indicated with a dashed line.
@ Step h.of'the system flow

Figure 3 — System flow of an RFID System using the RAMON crypto suite
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Key table

The keys used by this crypto suite are listed in Table 4 and Table 5.

Table 4 — Keys of this cipher suite used for Tag identification

9:2016(E)

unication

Key Usage Length in bits
KEg Public key for encryption stored on Tag 1024
Kp Private decryption key stored on Interrogator 1024
Ky P}lbli-c signature ‘verification key stored on Interrogator. 160
ThisTsan ECDSARey (See £-37-

Table 5 — Keys of this cipher suite used for mutual authentication and secure cemm
Key Usage Lgngﬁlvin bits
KEenc Shared secret encryption key 128
Kmac Shared secret message authentication key 128
SENC Session encryption key 128
SMmAc Session message authentication key 128

KEN(
esta

Sess

For the Rabin-Montgomery scheme, the public key,K; is an integer which indicates the mod

long
and

The
com

All Kk
is pr

The
p an

and Kp4c shall be different and shall be available to_beth the Interrogator and t
blishment/derivation of these keys is not in the scope ofithis specification.

on keys shall be destroyed immediately when theyatre no longer used.

number arithmetic used for the encryption,The private key, Kp, comprises two prime
g, with p = q = 3(mod 4), where the following relation holds:

security of the Rabin-Montgdmery scheme is given by the fact that a factorizati
butationally hard.

eys must be stored by the/Tag and the Interrogator, such that unauthorized access and n
phibited.

1 g are chosen that satisfy the following (optional) additional condition:

K - :p-qzl(modzk/z)

he Tag. The

ulus for the
numbers, p

on of Kg is

hodification

berformance ofthe’ RAMON encryption can be improved by a factor of about 3/2, if prifne numbers

whe

e Kis the bit length of KE.

The security of the Rabin-Montgomery scheme is given by the fact that a factorization of Kg is
computationally hard.

All keys must be stored by the Tag and the Interrogator, such that unauthorized access and modification
is prohibited.

© ISO/IEC 2016 - All rights reserved
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7 Parameter definitions

The parameter definitions of the crypto suite are specified in Table 6.

Table 6 — Definition of Parameters

Parameter Description

command code
KESel [7:0]
KSel [7:0]

CHyz [127:0]
CHz [127:0]

This is a protocol-specific code which indicates that this command belongs to a cipher suite.

Key select, determines which key will be used for RAMON encryption.

Key select, determines which pair of Kgne, Kmyac will be used for mutual authentication.

Interrogator random challenge, 16 bytes.

CHT[127:0] Tag random challenge, 16 bytes.

RNT[127:0] Tag random number, 16 bytes

SID Unique identifier of the Tag, 8 bytes. See Table C.2, for additional information.
11D [63:0] Interrogator identifier, 8 bytes.

IV [127:0] Initialization vector for CBC-encryption, 16 bytes.

SSC [127:0] Sequence counter for replay protection, 16 bytes.

8 State dliagrams

8.1 General

suite allows carrying out Tag identificationnwithout mutual authentication and s¢
fion. Mutual authentication may be performéd‘after successful Tag identification and se

cure
cure

This cryptg
communica

communica
to AuthMet
defined in 1

A Tag may U

Fion may be used after successful mutualadthentication. Mutual authentication corresp
nod 1 and Tag authentication with challenge response corresponds to AuthMethod 3,
0.3.

|se one of two authentication protocol modes, the partial result mode or the complete

bnds
both

lesult

b the
tion
t of

mode. Both [Tag Identification and Mutual Authentication generate partial results while calculatin
cryptogran]. A Tag may provide these'partial results to the interrogator to allow starting decry
while calculation of the cryptogram’ is still going on at the Tag. A reader compliant to this pa
ISO/IEC 29167 shall support both modes. A Tag shall support at least one mode for each authentication
type, deperlding on its resqurces and capabilities as well as the features of the selected interface
standard (g.g. partial res@lt mode with Tag Identification and complete result mode with Muytual
Authenticatfion). Complete.result mode may require the capability of the interface standard to hgndle
long time ofits or to signal the interrogator that a tag is still processing a command, depending on the
Tag’s perforjmance.Se¢ Annex E for detailed information.

In partial result-mode a sequence of Authenticate commands needs to be sent to the Tag in ordgr to

complete thie full authentication protocol. In order for the authentication to succeed the entire sequlence

must be executed successfully. The crypto suite state transitions triggered by the authentication
payloads are specified in Clause 10 and in the state transition tables in Annex A.

The crypto suite state transitions and the Tag responses are according to the payloads of the Authenticate
command sent by the Interrogator and the result mode (partial/complete) embedded in the Tag. The
processing of the Authenticate command includes generation of an authentication cryptogram that may
be returned in the Tag response.

During authentication, both RAMON encryption and AES encryption produce the result in byte order.
Partial result mode in a Tag can take advantage of this fact. Completed portions of the result can be
fetched by the Interrogator while portions that have not yet been produced can be fetched successively.
In every Tag response that carries a portion of the result, the length of the remaining result bytes to be
fetched is indicated. The final packet indicates a remaining length of zero bytes in its payload. In case of

14 © ISO/IEC 2016 - All rights reserved
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any error, an Error Code is transmitted back using the Tag error-reply format defined in the related air
interface standard. The error table is given in Annex B.

A Tag receiving a command with incorrect AuthMethod or Step fields, shall respond with a “insufficient
privileges” or an “other error” error code. The crypto suite shall transit to the Init state.

An interrogator receiving a Tag’s response with incorrect AuthMethod or Step fields shall reset the Tag
and try to restart the communication.

8.2 State diagram and transitions for Tag identification

All Authenticate commands for Tag identification have the AuthMethod field set to 11, (AughMethod 3)
as specified in 10.3.

8.2.1 Partial Result Mode

Figufe 4 illustrates the state transitions that apply to this crypto suite for Tag\identificatign in partial
resujt mode.

Power-up
and|not killed
I
|
|
| Authenticate
| (AuthMethod 3, Step 1,
| Tagstate transitions MRead = 0000,
I according to air interface or MRead > 0000,)
: standard
- Authenticate
Authenticate (AuthMethod 3, Step 2)
Init (AuthMethod 3, Step 1, Authenticate
MRead = 0000, (AuthMethod 3, Step 2)

or MRead > 0000,)

Finished
and
MRead = 0000,

Finished
and
MRead > 0000,

Error;

e Command is not Authenticate
«Command not allowed in this state
¢)Incorrect AuthMethod or Step

Any
State

Figure 4 — Crypto suite state transitions for Tag identification in partial result mode

After power up, the crypto suite is in the Init state. Once the Tag receives an Authenticate command
with AuthMethod 3 and payload for Step 1, it processes the command, sends a response confirming the
reception of the command and transits to TAM1.1 expecting an Authenticate command with payload
for Step 2. When the Tag receives the first Authenticate command with AuthMethod 3 and payload for
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Step 2, it processes the command, sends a response containing a partial result, transits to TAM1.2 and
remains in this state as long as there are authentication data bytes remaining to be sent. In TAM1.2 the
Interrogator sends as many Authenticate commands as required to fetch the entire authentication data
produced by the Tag. The Tag indicates in the payload of the response message the number of bytes still
available to fetch.

Whenever the Tag receives an Authenticate command with AuthMethod 3 and payload for Step 1, it
resets all variables, transits to TAM1.1 and starts processing the command. The crypto suite transits to
state TAM1.3 once it has sent out the last fragment of authentication cryptogram and Tag Identification
was not used to read a part of the Tags memory.

In case of faf | >

8.2.2 Complete Result Mode

Figure 5 illystrates the state transitions that apply to this crypto suite for Tag identificatiofni in complete
result modé.

Power-up

and not killed
I

O

Tag state transitions according
to air interface standard

Authentfcate

(AuthMethod B, Step 1, Authenticate
MRead > P000,) (AdttMethod 3, Step 1,

MRead = 0000,)

Error:

e Command i$ not Authenticate .

e Command rfot allowed in this state Authenticate

e Incorrect AuthMethod or Step (AuthMethod 3, Step 1,
. MRead > 0000,)

A Authenticate
ny (AuthMethod 3, Stgp 1
State MRead = 0000})

Figure 5 — Crypto suite state transitions for Tag identification in complete result mode

After power up, the crypto suite is in the Init state. Once the Tag receives an Authenticate command with
AuthMethod 3, payload for Step 1 and MRead = 00003, it processes the command, sends the complete
response and transits to TAM1.3.

In case of failure during one of the steps of the protocol, the crypto suite transits to the Init state.
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State diagram and transitions for mutual authentication

9:2016(E)

Mutual authentication can be performed only after the Tag has been successfully identified and therefore
is in state TAM1.3. Secure communication is possible only after successful mutual authentication that
involves generation of the required session keys.

After successful Tag identification, the crypto suite transits to state TAM1.3. The Tag is ready to receive
and process the Authenticate commands for mutual authentication now. All Authenticate commands for
mutual authentication shall have the AuthMethod field set to 017 as specified in 10.3.

8.3.1 Partial Result Mode

Figy|
by 1
TAM
proc
to M
first
send
ther
Auth
Tag
havi
Zero
Secu

In C4
statd
auth

If in
tran

hutual authentication, both in partial result mode, and secure communication Or
1.3 the Tag receives an Authenticate command with AuthMethod 1 and payload fq
esses the command, sends a response confirming the reception of the, command 2
AM1.1 expecting an Authenticate command with payload for Step 2. When the Tag 1
Authenticate command with AuthMethod 1 and payload for Step 2;, it processes thg
S a response containing a partial result, transits to MAM1.2 and rémains in this sta]
b are authentication data bytes remaining to be sent. In MAM1.2 the Interrogator ser
enticate commands as required to fetch the entire authentication data produced by t
ndicates in the payload of the response message the numbériof bytes still available to
hg transmitted the last partial response, indicated by setfing the remaining number
the Tag transits into state SC, expecting an Authenticate command with AuthMethod
e Communication). The Tag is ready for secure communication.

ise of failure during one of the steps of the nmiutual authentication, the crypto suite
Init. If the command sequence for mutual authentication is interrupted by any other
entication command sent to the Tag, the crypto suite transits to state Init.

state SC the Tag receives any command other than Authenticate (AuthMethod 1, Ste
5its to Init state. The secure channeliis closed.

e 6 illustrates the state transitions that apply to this crypto suite for Tag identificatilon followed

ce in state
r Step 1, it
nd transits
"eceives the
p command,
e as long as
ds as many
he Tag. The
fetch. After
of bytes to
1 Step 3 (=

transits to
non-mutual

b3), the Tag
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Power-up

and not killed
T
|
|
| Authenticate
| N (AuthMethod 3, Step 1,
| Tag state transitions MRead = 0000,
: according to air interface or MRead > 00002)
|

standard ¢ /\
Authenticate

(AuthMethod 3(Step 2)

Authenticate ]
(AuthMethod 3, Step 1, TAM1.1 Authenticate
MRead = 0000, . (AuthMethod 3, Step 2)

or MRead > 0000;)

Finished
Finished and
and MRead’= 0000,

MRead > 0000,

ror:

ommand is not Authenticate
ommand not allowed in this state
hcorrect AuthMethod or Step
hcorrect MAC or Cryptogram

® o o o o [

e

Any Authenticate
State (AuthMethod 1, Step 1)

-

Authenticate
(AuthMethod 1, Step 2)

i

Auttiernticate .
(AuthMethod 1, Step 3) SC Finished MAM1.2 Authenticate
~Secure Communication” (AuthMethod 1, Step 2)

v

Figure 6 — Crypto suite state transitions for mutual authentication in partial result mode

a

8.3.2 Complete Result Mode

Figure 7 illustrates the state transitions that apply to this crypto suite for Tag identification followed by
mutual authentication, both in partial result mode, and secure communication. Once in state TAM1.3
the Tag receives an Authenticate command with AuthMethod 1 and payload for Step 1, it processes the
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command, sends the complete response and transits to SC expecting a Authenticate command with
AuthMethod 1 Step 3 (= Secure Communication). The Tag is ready for secure communication.

In case of failure during the mutual authentication, the crypto suite transits to state Init.

If in state SC the Tag receives any command other than Authenticate (AuthMethod 1, Step3), the Tag
transits to Init state. The secure channel is closed.

Power-up

and not killed
T

L

Tag state transitions according
to air interface standard

:

Authenticate
AuthMethod 3, Step 1,
MRead > 0000,)

Authenticate
(AuthMethod 3, Step 1,
MRead = 0000,)

Authenticate
(AuthMethod 3, Step 1,

Erfor:
0 MRead > 00005)

e Command is not Authenticate
e Command not allowed in this state
e Irlcorrect AuthMethod or Step
e Irjcorrect MAC or Cryptogram

Authenticate
(AuthMethod 3, Step 1,
MRegd = 0000,)

Authenticate
(AuthMethod 3,:Step 1,
MRead >.0000,)

Any
State
Authenticate
(AuthMethod 3, Step 1,
MRead = 0000,) Authenticate
(AuthMethod 1, Step 1)
Authenticate
AuthNethod 1, Step 3) SC

»Secure Communication”

a

Figure 7 — Crypto suite state transitions for mutual authentication in complete result mode

8.3.3 Combination of complete and partial result mode

Complete result mode and partial result mode may be combined on a tag for the different authentication
types, e.g. a tag may perform Tag identification in partial result mode and mutual authentication in
complete result mode as a reasonable combination.
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9 Initialization and resetting
In order to achieve non traceability, a Tag’s unique identifier (e.g. UlI, UID) shall be randomized at power

on. For a possible implementation see Annex F.

10 Identification and authentication

10.1 Tag identification

The sequence of messages exchanged for Tag identification is depicted in Figure 8 for partial result
mode. The §equence of messages exchanged for Tag identification is depicted in Figure 9 for complete
result modd.

10.1.1 Partial Result Mode

The first mgssage includes a random challenge generated by the Interrogator and(sent to the Tdg. In
Step 1, the [fag responds with the total length of response that will be sent in.(Fhe Tag’s responge in
Step 2 is anencrypted message that only the legitimate Interrogator can decrypt,/since it possessep the
necessary private key.

Step 1: Authenticate(interrogator challenge) >
§ < Step 1: Response(total length of'response)
> o
o ©
§ Step 2: Authenticate()* - '_
[=
< Step 2: Response(fragment of identification data, no. of bytes remaining)*

* The message is sent multiple times 16 retrieve all the remaining bytes.

Figure 8 — Message exchange for Tag identification in partial result mode

In Step 1, the Interrogator ‘ehallenge is delivered to the Tag. This message is used to request the Tag to
send its idemtification data. Upon reception of this message, the Tag starts calculating the response| The
Tag’s first r¢sponse is,the total length of the identification cryptogram.

In Step 2, the Interrogator retrieves the fragments of the Tag’s identification cryptogram by chaining
further Autfhénticate commands and responses. Once the Interrogator has fetched the eptire
identificatiomdataitisabletoidentify thetag:

10.1.2 Complete Result Mode

The first and only message includes a random challenge generated by the Interrogator and sent to the
Tag. The Tag’s response is an encrypted message that only the legitimate Interrogator can decrypt,
since it possesses the necessary private key.

In Step 1, the Interrogator challenge is delivered to the Tag. The Tag starts calculating the response.
If the Tag has finished the calculation completely, it transmits the identification data to the reader,
marking this as Step 2 and setting the remaining bytes to zero. Once the Interrogator has fetched the
identification data it is able to identify the Tag.

20 © ISO/IEC 2016 - All rights reserved
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Interrogator
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Step 1: Authenticate(interrogator challenge) -
o
e
< Step 2: Response(identification data, 0 bytes remaining)
Figure 9 — Message exchange for Tag identification in complete result mode
10.2 Mutual authentication
re mutual authentication can be performed, the Tag has to be identified by, the Interfogator. The

Befo
sam

e messages, as specified in 10.1, need to be exchanged for this purpose. These steps are

Figufes 10 and 11 for completeness.

10.2[1 Partial Result Mode

The
resu

cequence of messages exchanged for mutual authentication is\depicted in Figure 10 fo

repeated in

" the partial

t mode. The first message to the Tag after successful Tag-identification includes the I

terrogator

cryptogram. The Tag is in state TAM1.3. The Tag verifies\the Interrogator cryptogram; if this is

succpssful, it returns the total length of the authenticationcryptogram, transits to MAM1.1 and starts
gengrating its own cryptogram. If the verification of the Interrogator cryptogram has failed, the Tag
retufns a Crypto Suite error code and transits to Initstate.

In §
chai
auth|
auth
data

If th

tep 2, the Interrogator retrieves the fraghients of the Tag’s authentication cryj
hing further Authenticate commands and sesponses. Once the Interrogator has fetche
entication data it is able to authenticaté.the Tag. After the Tag has sent out the first
entication data, it transits to MAM1.2:After the Tag has sent out the last fragment of auf
it transits to SC.

b Tag receives a message that'is-not formatted as specified in 10.3, it shall respond w

Suitg error code and transit to Init state.

btogram by
d the entire
fragment of
hentication

th a Crypto
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Tag Identification (AuthMethod 3)

Step 1: Authenticate(interrogator challenge)

Step 1: Response(total length of response)

Step 2: Authenticate()*

Stan 2 Rachaoncalfraaoamant of idantification-data no—of hutas ramaininal*
e PSP ORSEHRgMREe RO H1GE RGO -Gata RO—OT B Y18 STHemaingy

Mutual Authentication (AuthMethod 1)

Interrogator
Tag

Step 1: Authenticate(interrogator cryptogram)

Step 1: Response(total length of response)

Step 2: Authenticate()*

Step 2: Response(fragment of authentication data, no. of bytes remaining)*

* The megsage is sent multiple times to retrieve all the’'remaining bytes.

Figure 10 — Message exchange for mutual authentication in partial result mode

10.2.2 Complete Result Mode

The sequen¢e of messages exchanged\for mutual authentication is depicted in Figure 11 for the complete
result modg. The next message to the Tag after successful Tag identification includes the Interrogator
cryptogran]. The Tag is in state TAM1.3. The Tag verifies the Interrogator cryptogram; if this is
successful, It starts generating its own cryptogram. If the verification of the Interrogator cryptogram
has failed, the Tag returns @ €rypto Suite error code and transits to Init State.

If the Tag hfas finished-the calculation completely, it transmits the authentication data to the repder,
marking this as Step 2 and setting the remaining bytes to zero. Once the Interrogator has fetched the
authenticat{on data’it is able to authenticate the Tag. After successfully transmitting the authenticgtion
data to the Intéerrogator, the Tag transits to state SC.

If the Tag receives a message that is not formatted as specified in 10.3, it shall respond with a Crypto
Suite error code and transit to Init state.
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Tag Identification (AuthMethod 3)

Step 1: Authenticate(interrogator challenge)

9:2016(E)

Figure 11 — Message exchange for mutual authentication in complete result n

10.3 The Authenticate command

Mesdage and Response are part of the security commands.that are described in the a
specification. The following subclauses are based on thelAuthenticate command descr
relatied air interface specification. They describe the formatting and coding of the Messag|
Authenticate command.

10.3l1 Message formats for Tag identification

The [coding of the Message field for Tag Ideiitification, AuthMethod 3 Step 1 is shown in ]
mesgage transmits the Interrogator Challenge to the Tag. KeySelect allows selecting one
numper of keys. If only one key is suppofted, KESel shall be 00h by default. If the interrogg
a value for KESel which points to a key Kg not available in the Tag, the Tag shall respond
supported” error code and transit te Init state. MRead shall be set to 00003 for Tag identific

Table 7 — Meéssage format for Tag Identification, AuthMethod 3 Step 1

>
= | Step 2: Response(complete identification data, 0 bytes remaining)*
|-
e
‘E Mutual Authentication (AuthMethod 1)
- Step-tAuthenticatetinterrogatorcryptogrant) o

1= Step 2: Response(complete authentication data, 0 bytes remaining)

1ode

ir interface
ibed in the
e field of an

able 7. This
Kg out of a
tor chooses
with a “Not
ation.

Inte

AuthMethod Step MRead RFU KeySelect ch

rrogator
allenge

# of pits 2 2 4 8 8

128

Desqription 11, 012 00002 0000 00002 KESel[7:0] CH

1 [127:0]

An Interregator shall set all RFU bits of the Message field to “0”. An Interrogator not setting

all RFU bits
RFU bits set

“0" ismot compliant with this part of ISO/IEC 29167. A tag receiving a Message field with

«wnn .

A Tag using partial result mode, requires additional commands to transmit the partial results to the
Interrogator while in the state TAM1.1 or TAM1.2. The coding of the Message field in state TAM1.1
and TAM1.2 for AuthMethod 3 Step 2 is shown in Table 8. This coding is used to retrieve the partial

response bytes calculated by the Tag.

Table 8 — Message format for Tag Identification, AuthMethod 3 Step 2

AuthMethod | Step RFU
# of bits 2 2 4
Description 11, 102 0000
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An Interrogator shall set all RFU bits of the Message field to “0”. An Interrogator not setting all RFU bits
to “0” is not compliant with this part of ISO/IEC 29167. A tag receiving a Message field with RFU bits set
other than “0” shall respond with a “Not supported” error code and return to Init state.

10.3.1.1 Message format for RAMON memory read (optional)

The Tag identification mechanism additionally can be used to read out the Tag’s memory instead of the
SID. To read from the Tag’s memory, the MRead field shall be set to a value other then 00005.

MRead indicates the memory address to read from and shall be in the range 000157 .. 1111;. The amount
of memory bytes transmitted back to the Interrogator is defined by Tag manufacturer and cannot be
controlled Hy this message.

10.3.2 Message formats for Mutual Authentication

The coding pf the Message field of the Authenticate command for Mutual Authentication (AuthMethpd 1,
Step 1) is sl‘lown in Table 9. This message transmits the Interrogator Cryptogram tothe Tag.

KeySelect allows to select one keyset (key pair Kepnc + Kyac) out of a numberof keysets. If only one
keyset is sypported, KSel shall be 00h by default. If the interrogator chooses a value for KSel which
points to a keyset not available in the Tag, the Tag shall respond with a “Not/supported” error cod¢ and
stay in the durrent state.

Table 9 — Message format for Mutual Authentication (AuthMethod 1, Step 1)

AuthMethod | Step RFU KeySelect | Interrogator Cryptogram
# of bits 2 2 4 8 512
Descr|ption 01, 01, 0000, KSel[7:0] CG[511:0]

An Interrogptor shall set all RFU bits of the Message field to “0”. An Interrogator not setting all RFU bits
to “0” is not{compliant with this part of ISO/IEC 29167. A tag receiving a Message field with RFU bifls set
other than ‘{0” shall respond with a “Not suppotted” error code and return to Init state.

The Interrogator Cryptogram is calculated.as follows:

a) Select an authentication key pairsKgnc (KSel), Kyac (KSel).

b) Generate random challenget(16 bytes): CHj;.

c) Constryct the plaintextmessage (48 bytes): S=CHjz || 1ID || CHr || SID.
d) Encrypg the plaintext (48 bytes, without padding): C = ENC (Kgnc, S)-
e) Compufe the MA€ (16 bytes): M = MAC (Kyac, C)-

f) The interfogator cryptogram is the concatenation C || M (64 bytes).

NOTE1 The Interrogator has obtained the SID and CHT from the previous identification response that was
sent by the Tag. In the calculation of the Interrogator Cryptogram, the SID is used without any signature, even
though a signature might have been included in the Tag authentication response.

NOTE 2  Since the input data to AES encryption is already a multiple of block size, no padding needs to be
applied in step d).

A Tag using partial result mode requires additional commands to transmit the partial results to the
Interrogator while in the state MAM1.2. The coding of the Message field for Mutual Authentication,
AuthMethod 1 Step 2, is shown in Table 10. This coding is used to retrieve the response bytes of a partial
result calculated by the Tag.
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Table 10 — Message format Mutual Authentication, AuthMethod 1 Step 2

AuthMethod Step RFU
# of bits 2 2 4
Description 01, 102 00002

An Interrogator shall set all RFU bits of the Message field to “0”. An Interrogator not setting all RFU bits
to “0” is not compliant with this part of ISO/IEC 29167. A tag receiving a Message field with RFU bits set
other than “0” shall respond with a “Not supported” error code and return to Init state.

10.

anficatinn snocnanncn

The
the
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Tag sends a response message to each Authenticate command. Message and Response
ecurity commands that are described in the air interface specification. The following s
Clause are based on the response described in the related air interface specification. T}
prmatting and coding of the Response field of a response related to an Authenticate con

10.4{1 Response formats for Tag identification

10.4.1.1 Partial Result Mode
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first response shall indicate the overall length of responség-data and does not carry any
pnse data itself. The subsequent response messages tfansmit fragments of the respc
ecutive order. Each response message indicates theremaining number of bytes to be t
coding of the Tag Response field for Tag Identification, AuthMethod 3 Step 1, is shown
is state the Tag shall only transmit the total léngth of response. After having tran
pnse frame for AuthMethod 3, Step 1, the Tag shall transit to state TAM1.1.

ble 11 — TAM Format of the Tag Response field for Tag Identification, AuthMetho
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RFU
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total length of response
data

# of bits

Description 11, 01, 00h

b shall set all RFU bits of the Tag Response field in step a) to “0”. A Tag not setting all RF
t compliant with\this part of ISO/IEC 29167. An Interrogator receiving an Authenticat
with RFU bits set other than “0” shall ignore the RFU bits and try to continue commun
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bytes of the
nse data in
ransmitted.
in Table 11.
smitted the

d 3 Step 1

U bits to “0”
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cation with

the Tag.

htinue with

An interrogator receiving a response frame formatted as shown in Table 11 shall co
nti€ate commands for AuthMethod 11, with payload for step b).

Auth

Re h a 2 o : Hth h 5 howsin Table 12.
When the Tag receives the f1rst Authentzcate command for AuthMethod 3, Step 2, 1t processes the
command, sends the response, transits from state TAM1.1 into state TAM1.2 and remains in TAM1.2
as long as there are identification data bytes remaining to be sent and no error occurred. The response
data is calculated by the Tag in consecutive order. See Annex C for a detailed description of the clear text
input to the authentication cryptogram, transmitted in the response data field. While the calculation on
the Tag is ongoing, the Tag can transmit already available fragments of the response data. The Tag shall
indicate the remaining number of bytes to be fetched in the Remaining Length field. The Remaining
Length encoded to 000h indicates that this is the last fragment.
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Table 12 — TAM Format of the Tag Response field for Tag Identification, AuthMethod 3 Step 2

AuthMethod Step RFU Responjsglz;ta Frag- RFU Remaining Length

# of bits 2 2 4 Variable (n times 8) 4 12
Fragment from the result
of: xxxh, “xxx” indicates

Description 11, 10, 00002 |{RM_ENC (Kg, MIX(CHy3, 00002 | theremaininglength
RNT, TLV record, ‘00’ of response data
byte)} [1023:0]

A Tag shall p “0”

€ta itS Of the Tag RespoNnse field in step b) to 0 - A 1ag Not Setting a its
is not compliant with this part of ISO/IEC 29167. An Interrogator receiving an Authenticate Resp

field with R
the Tag.

10.4.1.2 Complete Result Mode

If the calcu
response dj

using Compllete Result Mode shall set the Remaining Length field to 000h(to indicate that this i

only and co
consisting @

10.4.2 Rejp
After having received the Authenticate command for AuthMethod 1 with payload for step a)

having sucq

U bits set other than “0” shall ignore the RFU bits and try to continue communjeation

ation of the response data from the Tag has been finished, the Tag-transmits the w
ita in a single response. The coding of the Tag Response field is(shown in Table 12. A

mplete response. The Response Data Fragment contains the'complete RAMON cryptog
f 128 bytes (1024 bits).

onse formats for mutual authentication

essfully verified the Interrogator cryptogram,the Tag may start its calculation of the

onse
with

hole
Tag
5 the
ram,

and
Tag

cryptogran]. The Tag cryptogram is calculated as follows.
a) Verify dnd decrypt the Interrogator cryptogrant:
1) Redompute the message authentication code: MAC(Kyac, C).
2) Corhpare the MAC(Kpac, C) with received MAC.
3) Ifnptequal, transmit a crypto suite error code. If equal, continue to 4).
4) Degrypt the ciphered message: DEC(Kgnc, €).
b) Compafte received CH#.and SID with stored values. If not equal, transmit a crypto suite error ¢ode.
If equall continue with step c).
c) Interrogator authenticated successfully. Tag is ready for Secure Communication.
d) Generate the-Tag cryptogram (48 bytes): S=CHr || SID || CH;2 || IID.
e) Encryptthe Tag cryptogram (48 bytes, without padding): C = ENC(Ksng, ), IV = 0.
f) Compute the MAC (16 bytes): M = MAC(Kmac, C).-
g) Transmit response containing the cryptogram (64 bytes): CGr=C || M.
NOTE1 Inthe calculation of the Tag cryptogram, the SID is included without the signature.
NOTE 2  Since the input data to AES encryption is already a multiple of block size, no padding needs to be
applied in step d).
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When the interrogator has received the response message it proceeds similarly.
a) Verify and decrypt the Tag cryptogram:

1) Recompute the message authentication code: MAC(Kpac, C).

2) Compare the MAC(Kyac, C) with received MAC.

3) Ifnot equal, authentication failed. If equal, continue to step 4).

4) Decrypt the ciphered message: DEC(KEgnc, C).

b) (ompare Teceived CHT, SID; CHz and 11D wWitit Stored vatues. if ot equat, authemnticatjon failed. If
bqual, continue with step c).

c) [lagauthenticated successfully. The Interrogator may proceed with Secure Communication,

10.4,2.1 Partial Result Mode

After having received the Authenticate command for AuthMethod 1 with’payload for step a), the Tag
veriflies the Interrogator cryptogram. Upon successful verification of the Interrogator cryptogram, the
Tag transits from TAM1.3 to MAM1.1 and sends the response frame formatted as shown [in Table 13.
This|first response shall indicate the overall length of response-data and does not carry any bytes of
the ilesponse data itself. In state MAM1.1 the Tag shall only transmit a Remaining Length information,
indiqating the total length of response. The subsequent response messages transmit fragrents of the
resppnse data in consecutive order. Each response messagé.indicates the remaining numbey of bytes to
be tjansmitted.

T4ble 13 — MAM Format of the Tag Response field for Mutual Authentication, AuthMethod 1

Step 1
AuthMethod | Step RFU Remaining Length
# of bits 2 2 8 12
Description 01 01 00h xxxh, “xxx” indicates the total
p 2 2 length of response data

A Tapg shall set all RFU bits of the Tag Response field in step a) to “0”. A Tag not setting all RF|U bits to “0”
is ngt compliant with this part of ISO/IEC 29167. An Interrogator receiving an Authenticate Response
field|lwith RFU bits set etlier than “0” shall ignore the RFU bits and try to continue communjcation with
the Tag.

An interrogator.receiving a response frame formatted as shown in Table 13 shall continue with
Authenticate commands for AuthMethod 1 with payload for step b).

ad for step
ocesses the
ite MAM1.1
into state MAM1 2 and remains in MAM1 2 as long as there are authentlcatlon data bytes remaining to
be sent and no error occurred. The response frame in state MAM1.2 is shown in Table 14.

The processing order in calculating the Tag cryptogram can be arranged in a way that allows partial
results to be ready before the cryptogram is complete: After encryption of a data block this part may
be transmitted to the interrogator, provided it has been included in the CMAC calculation, and the
buffer space can be recovered. While the calculation on the Tag is ongoing, the Tag can transmit already
available fragments of the response data. The Tag shall indicate the remaining number of bytes to be
fetched in the Remaining Length field.

The last fragment shall be indicated by setting the Remaining Length field to 000h.
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Table 14 — MAM - Format of the Tag Response field for Mutual Authentication, AuthMethod

1 Step 2
Response Data Frag- -

AuthMethod | Step RFU ment RFU Remaining Length

# of bits 2 2 4 Variable 4 12
Fraoment of the Ta xxxh, “xxx” indicates
Description 01, 10, 0000 & & | 0000, |theremaininglength
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Transmit Authenticate Command
Payload for step 1

v

Receive Authenticate Response

EN

Step =01,

Step="?

Remaining Length field = x xxh

OR

Response

Tag error response

(Step # 01, AND Step # 10,)

Step = 10,

Remaining Lengthifield = x xxh

Y

No. of bytegfemaining := xxxh
Fragment/of,atthentication data

xxx = 000h?

xxx > 000h? xxx = 000h?
No, xxx = 000h No, xxx > 000h
Yes Yes
Tag uses Partial Result Mode: E Tag uses Complete Result Modg:
Length of response := xxxh rror Response date complete
A 4
Transmit Authenticate Command
Payload for step 2
Receive Authenticate Response
xxx > 000h

IYGS

Response data complete

Figure 12 — Determination of result modes from Interrogators point of view.

The determination of the result modes, used from the Tag is shown in Figure 12. An Interrogator shall
check the Step and the Remaining Length field in the Tags response to determine between complete-

and partial response mode.

© ISO/IEC 2016 - All rights reserved

29


https://iecnorm.com/api/?name=db7b1d87546707a2f0fd0a9a004bf541

ISO/IEC 29167-19:2016(E)

11 Secure communication

While in state SC, the Tag is able to process Secure Communication, which supports the transmission
of MAC-secured and optionally encrypted data fields. Message and Response are part of the security
commands that are described in the air interface specification.

11.1 Secure communication command

The following subclauses are based on the Authenticate command described in the related air interface
specification. They describe the formatting and coding of the Message field of the Authenticate

command, which is used to perform Secure Communication

The coding
of the Auth

of the Message field of the Authenticate command is shown in Table 15. The Message
bnticate command contains application data, secured with a MAC. The data can‘be e

field
ther

encrypted dr unencrypted. The value of the SCFlags field indicates whether ‘encryption and MAC’ or [MAC
only’ is applied. The MAC is generated by the Interrogator using the session key, Sy4¢4. For encryption,
the session [key, Senc, is used. The Tag uses the same keys to verify the MAC and deerypt the ciphlered
data. For sefcure communication, the use of a MAC is mandated. If encryption is used, the data shdll be
encrypted fjrst and then the MAC applied to the encrypted data. See 11.4.1 for mbre details.
Table 15 — Message format for secure communication (AuthMethod 1 Step 3)
<
AuthMethod | Step | RFU | SCFlags Dflagss ] C°‘l‘)‘ma“d MAC
2N ata
# of bits 2 2 4 4 4 Variable, n 128
times 8
Plain or messagp
Description 01, 11, 00002 Security Classmca.tlon of c1phereq data authentication
Level data field (depending on code
SCFlags)
The SCFlagp field contains information aboutthe security level of communication for this medsage
exchange. Tlhe possible values are listed in Table 16.
Table 16 —(SCFlags for secure communication
Value Descr'g)tip\n/
0101, Comimand and response with MAC, no encryption
0111, Command and response with MAC, command encrypted
1101, Command and response with MAC, response encrypted.
1111, Command and response with MAC, command and response encrypted.
allfothervalues |RFU
The Dflags field’contains information about the data encapsulated in this message. The possible vdlues

are listed in Table 17.

30

Table 17 — Dflags for secure communication

Value Description
00002 Proprietary command or data
0001, Commands defined in this crypto suite (see 11.3)
00102 ISO/IEC 18000-63 commands
0011, ISO/IEC 7816-4 APDUs
0101 ...1111, |RFU
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A Tag authentication or mutual authentication shall not be included as payload in the Secure
communication commands, described in this clause. For a Tag or mutual authentication, the procedures
and commands described in 10.3 and 10.4 shall be used.

11.2 Secure Communication response

Message and Response are part of the security commands that are described in the air interface
specification. The following subclauses are based on the response described in the related air interface
specification. They describe the formatting and coding of the Response field of a response related to an
Authenticate command.

The [Tag Response Field of the Authenticate response contains application data, secured with a MAC. The
datajcan be either encrypted or unencrypted. The value of the SCFlags field of the previolls command
indigates whether encryption and MAC or MAC only is applied. The MAC is generated by the Tag using
the gession key Spyac. For encryption the session key Sgnc is used. The Interroggator use¢s the same
keys| to verify the MAC and decrypt the ciphered data. For secure communigation, the use of a MAC
is mpandated. If encryption is used, the data shall be encrypted first and then the MAC applied to the
encrlypted data. See 11.4.2 for more details.

The |coding of the Tag Response Field is shown in Table 18. The Re§ponse Information Fjeld may be
empty if the Tag has no data to return back to the Interrogator.

Thble 18 — Format of the Tag Response field in the Secure Communication response frame

AuthMethod | Step | RFu | Regpomse Information MAC
Field
# of bits 2 2 4 Variable, n times 8 128
Plain or ciphered data Message
Description 01, 11, 0000 |(depending on SCFlagsin| authenticatiof
previous command) code

11.2l1 Secure communication error\response

A T4g that encounters an error during the execution of a cryptographic suite operation shall send
an efror reply to the Interrogator. The details of these error replies are defined in the regspective air
interfface standards.

Annex B contains a listing of the Error Conditions that may result from the operation of this
cryptographic suite.

11.3 Encodingof Read and Write commands for secure communication

This| Crypto*Suite supports two commands for record handling: ReadRecord and WriteRecord. Each
recofdsis-addressed by a record address and contains 16 bytes of data. Reference to a record which
is nqt eontained in the Tag will cause a “Memory overrun” error. Each record number is|unique and
sequential.

The ReadRecord and WriteRecord commands shall be encapsulated in the Command Data field of the
Message field of an Authenticate command (see Table 15). The coding of the ReadRecord command is
shown in Table 19. The coding of a WriteRecord command is shown in Table 20.

The Dflag in the Message (see Table 15) field shall be set to 0001 to indicate this type of secure
command.

The Tag shall only accept read and write commands secured with a MAC. See Table 16 (SCFlags) for
more details.
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Table 19 — Command Data of the ReadRecord command

Command Identifier RFU Record address Number of records
# of bits 4 4 8 8
Description 0001, 0..02 Record addrt_ess tostart | Overall number of records to
reading read
Table 20 — Command Data of the WriteRecord command
Command Identifier RFU Record address Data
# of bits % % 8 128
Description 0010 0..02 Record add.rvless to start Data for n completexecofds
writing
The ReadRg¢cord and WriteRecord response from the tag shall be encapsulated in“\the Resppnse
Informatior] Field of the Tag Response Field of a Secure Comunication response. Theformat of the Tag'’s

response fig
return backK
addressed 1

Command i
shall respo
not complia

An Interrog
bits to “0” i
RFU bits set

11.4 Appl

ld is shown in Table 18. The Response Data field may be empty if the Fag has no da
to the Interrogator. The response to the ReadRecord command gives the contents o
lecord or records.

lentifiers other than 0001, and 00107 are RFU. A Tag receivingsan RFU command iden{
d with a “Not supported” error code. An Interrogator using-an RFU command identif
t to this part of ISO/IEC 29167.

htor shall set all RFU bits of the Command Data Field to“0”. An Interrogator not setting all
not compliant with this part of ISO/IEC 29167. Atag receiving a Command Data Field
other than “0” shall respond with a “Not supported” error code and transit into Init stat

cation of secure messaging primitives

The followi
types that
the respon
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In all follov
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For secure
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Senc, and CMAC calculdtion requires Syc.
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encdpsulated command field; see Figure 13. The MAC is appended to the command wh1ch is
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Command Data
MCV || SCFlags | DFlags (plaintext)

S CMAC
MAC calculation
v Y
AufhMethod || Step | SCFlags || DFlags Command Data MAC
(plaintext)

:

Message Field

Figure 13 — Secure Communication Command MAC

The formation of an encrypted secure command is:a bit more complex, as the SCFlags and |Dflags have
to be¢ interpreted by the Tag and therefore must‘remain in the clear. Only the data or encapsulated
command part is, after padding, encrypted with AES in CBC mode and replaces the previous plaintext
fieldf Then, in a second step, the flags and\the encrypted data or encapsulated command 4re together

entefed into the CMAC calculation, and;the MAC is appended. The formation of an encrypted secure
command is shown in Figure 14.
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padding

Command Data (plaintext) 80h§ 00h..00h

—

IV —» AES-CBC << Sgne

MCV SCFlags || DFlags Command Data (ciphertext)

:

CMAC
calculation

v v

Command Data
(ciphertext) MAC

AuthMethed || Step || SCFlags | DFlags

.

Message Field

Higure 14 — Seeure Communication Command ENC (with padding) and MAC

11.4.2 Secpre Communication response messages

In the case pfiresponse messages without encryption, there are two cases to distinguish, depending on
the presence or absence of TeSponse data. In both cases the result of the CMAC calculation 1S appended
to the (unsecure) message, and the size of the response message field is increased by the size of the
MAC, 16 bytes.
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MCV

.

CMAC
calculation

AuthMethod

Step MAC

.

Tag Response Field

Figure 15 above demonstrates the case where a ¥esponse message comprises no respons

Figure 15 — ResponseMAC (no data)

CMAC function is calculated over the MCV.

e data. The

MCV Response Information Field
CMAC
. o SEm—
calculation Swac
Authivtethod—Step Response information Fietd MAC

;

Tag Response Field

Figure 16 — Response MAC (with data)

In the case with response data (see Figure 16), the CMAC calculation includes the response data. Again,
the MAC is appended to the (unsecure) message.
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The final description of a secure response message (see the following Figure 17) covers the case where
the response field is required to be encrypted and MACed. The encryption encompassed the response
information field. Then padding has to be applied in order to match the input length required by the
block cipher and to be able to unambiguously recover the original plaintext after decryption. To this
end, a byte with content 80h is appended followed by enough zero byte 00h to achieve a total length
which is a multiple of 16.

The padded input string is encrypted with AES in CBC mode (to be explained later), and the result is fed
into the CMAC calculation. The final response which is sent to the interrogator is the concatenation of
the AES-CBC output and the MAC.

,,,,,,,,,,,,,,,,,,,,,,,,,

Response Information Field (plaintext) 80h || 00h..00h

— T

vV —» AES-CBC ~— Sgne

.

MCV Response Information Field (ciphertext)
CMAC
calculation Swac
AuthMethod || Step Response Information Field (ciphertext) MAC

:

Tag Response field

igure 17— SecureComim Response ENC (with padding) and MAC (with data)
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11.4.3 Explanation of cipher block chaining mode

SSC

:

16 bytes

ISO/IEC 29167-1

Y

9:2016(E)

AES ENC
CIPHk

NOTE

Figu|
(SSC
Yo ig
bloc

encr,

For message decryptiofi;:the described process has to be reversed and the ENC function in t}
replaced with PEC! In particular, Yo = ENC(K,SSC), X1 = Yo XOR DEC(K,Y1), ..., Xn = Yp-1 XO

to be

I

Yo (V)

Figure 18 — Blockwise encryption using AES in CBC-mode with SSC

Y

Y2

Xi: input plain text block, Yi: output cipher text block, CIPHk: output of the encryption fu
AES finder key K applied to input block.

re 18 explains the message encryption with AES in CBC mode using the send seque
. In the first step, SSC is encrypted-to the chaining block, Yo (or initial chaining vectc
XORed with X1, the first plaintext block. The result is encrypted to Y1 which is the
K, and at the same time, the.next chaining vector. In the following round, Y, = ENC(K.Y|
calcylated, and so forth untilthe final block, Y, = ENC(K,Yn-1 XOR X;). Note that the key be
yption is always the current session key, K = Sgnc. Xy includes the padding bytes.
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ssC Y, Y, j Yo Yo
A e T S B S B
AES ENC AES DEC AES DEC % AES DEC AES DEC
v v v \
v NV N, g
\ v v \
X1 X2 Xn-1 Xn

Figure 19 — Blockwise decryption using AES in CBC-mode with SSC
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Annex A

(normative)

State transition tables

9:2016(E)

Table A.1 — Crypto suite state transition table for Tag identification in partial result mode

# | StartState |Command2 |NextState |Action/Result O
1 Init Authenticate|TAM1.1 Successful processing of the Authenticate command; length of
Step 1 identification data is sent to Interrogatorin‘respqnse.
2 Init Authenticate|lnit An error occurred during the processing of the Authenticate
Step 1 command or generating the response: Error codelis returned.
3 Init Authenticate|lnit Command not allowed in this state. Error code is feturned.
Step 2
4 TAM1.1 Authenticate|lnit An error occurred during.the processing of the Authenticate
Step 1 command or generatingvésponse. Error code is returned.
5 TAM1.1 Authenticate|lnit An error occurred during the processing of the Authenticate
Step 2 command or generating response. Error code is rgturned.
6 TAM1.1 Authenticate|TAM1.2 Successful processing of the Authenticate command| Total length
Step 2 of identification data sent to Interrogator in respgnse.
7 TAM1.2 Authenticate| TAM1.2 Successful’processing of the Authenticate commarld. Fragment
Step 2 of identification data is sent to Interrogator in refponse. This
isnot the last fragment, otherwise #11 is valid.
8 TAM1.2 Authenticate|lnit An error occurred while processing the Authenticafe command.
Step 2 CS transits to Init state; an error code is returned.
9 TAM1.1 Authenticate| TAM1.1 Resetall variables and start processing Authenticafe command.
$2$i§ Step 1 Upon successful processing of the Authenticate commnand: transit
' to TAM1.1 and send the total length of identification data to
Interrogator in response.
10 || TAM1.2 Authenticafe|lnit In case ofan error during command processing, thie CS transits
Step 1 to Init state; an error code is returned.
11 [[TAM1.2 Authenticate| TAM1.3 In case of success: Final fragment is returned. Cp transits to
Step2 TAM1.3 once the final fragment has been returngd.
12 || TAM1.2 Authenticate|lnit An error occurred while processing the Authenticafe command.
Step 2 CS transits to Init state; an error code is returned.
13 [|[TAML3 Authenticate|lnit Command not allowed in this state. Error code is r¢turned. The
Step 2 CS transits to the Init state
14 ||Init, TAM1.1, [Non-CS com-|Init In case any other non-crypto suite command is|received by
TAM1.2, mand the Tag after successful Tag identification, the CS remains in
TAM1.3 or transits to state Init.

a

With AuthMethod field set to 112 and MRead = 00005.
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Table A.2 — Crypto suite state transition table for Tag identification in complete result mode

# |StartState |Commanda Next State |Action/Result
1 Init Authenticate|TAM1.3 Successful processing of the Authenticate command; final result
Step 1 data are sent to Interrogator in response.
2 Init Authenticate|lnit An error occurred during the processing of the Authenticate
Step 1 command or generating the response: Error code is returned.
3 Init Authenticate|lnit Command not allowed in this state and result mode. Error
Step 2 code is returned.
4 TAM1.3 Authenticate|TAM1.3 Reset all variables and start processing Authenticate command.
Step1
5 Init, TAM1.3 [Non-CS com-|Init In case any other non-crypto suite command is receiveld by
mand the Tag after successful Tag identification, the CS\transifs to
or remains in state Init.
a  With AuthMethod field set to 112 and MRead = 0000>.
State transikion tables for Tag identification in partial or complete result mode are’'shown in Tablek A.1
and A.2.
Table A.3 4 Crypto suite state transition table for mutual authentication in partial result mode
# |Start §tate |Command? Next State Action/Result \%\J
1 TAM1.B Authenticate MAM1.1 Successful processitig of the Authenticate command; lepgth
Step 1 of authentication data are sent to Interrogator in respqnse.
2 TAM1.B Authenticate Init An error occurred during the processing of the Authentjcate
Step 1 command.orgenerating the response: Error code is retuned.
3 TAM1.B Authenticate Init Command not allowed in this state. Error code is retuined.
Step 2
4 MAM1|1 Authenticate Init Comimand not allowed in this state. Error code is retuined.
Step 1
5 MAM1|1 Authenticate Init An error occurred during the processing of the Authentjcate
Step 2 command or generating response. Error code is returhed.
6 MAM1|1 Authenticate MAM1:2 Successful processing of the Authenticate command. First
Step 2 fragment of authentication data sent to Interrogat¢r in
response.
7 MAM1|2 Authenticate MAM1.2 Successful processing of the Authenticate command. Next
Step 2 fragment of authentication data is sent to Interrogater in
response. CS remains in MAM1.2 as long as it has not re-
turned the final fragment.
8 MAM1|2 Authenticate Init In case of an error: the CS transits to state Init; an drror
Step 2 code is returned.
9 MAM1|2 Authenticate Init Command not allowed in this state. Error code is returned.
Step 1
10 |MAM1.2 Authenticate SC Successful processing of the Authenticate command: Final
Step 2 fragment and Remaining Length of zero is returned. CS
transits to SC once the final fragment has been returned.
11 |TAM1.3, Non-CS com-|Init In case any other non-crypto suite command is received by
MAM1.1, mand the Tag after successful Tag identification and before mutual
MAM1.2 authentication is completed, the CS transits to state Init.
12 |SC Non SecureComm | Init In case any non-SecureComm command is received by the
command Tag after successful mutual authentication, the CS transits
to state Init.
a  With AuthMethod field set to 015.
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Table A.4 — Crypto suite state transition table for mutual authentication in complete result mode

# |StartState |Commanda Next State |Action/Result

1 |TAM1.3 Authenticate SC Successful processing of the Authenticate command;
Step 1 Final result data are sent to Interrogator in response.

2 |TAM1.3 Authenticate Init An error occurred during the processing of the Au-
Step 1 thenticate command or generating the response: Error

code is returned.

3 |TAM1.3 Authenticate Init Command not allowed in this state and result mode.
Step 2 Error code is returned.

4 TAMlg, Non-E€Scommand Hait Hrease any othernon Ll_letU sttte-eommand is re-

ceived by the Tag after successful Tagidlentification
and before mutual authenticatiomis completed, the
CS transits to state Init.

5 |SC Non-SecureComm com- |Init In case any non-SecureCommleommand i received by
mand the Tag after successful matdal authentidation, the CS
transits to state Init.

a  With AuthMethod field set to 015.

Stat¢ transition tables for Mutual authentication in partial or cemplete result mode are shown in
Tablg A.3 and A4.
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(normative)

Annex B

Error codes and error handling

A Tag that encounters an error during the execution of a cryptographic suite operation shall send

dan error re

ply to the Interrogator. The details of these error replies are defined in the respective air

interface st

hndards.

This Annex contains a listing of the Error Conditions that may result from the operation of| this

cryptographic suite. Annex E defines how to translate this error condition into an error codefor the air
interface.

Table B.1 — Crypto suite error codes
Crypto Suite Error Condition Description

Other error

Miscellaneous error

Not support

bd

The requested functionality is not supported by this Tag or by this CS

Insufficient

privileges

The interrogator did not authenticatéitself with sufficient privileges for the
Tag to perform the operation

Memory ove

rrun

The command attempted to aceess'a non-existent memory location.

Memory loc

ked

The Tag memory location is\locked an not writeable

Crypto Suitg

error

Cryptographic error detécted. This triggers a reset

42
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(normative)

Cipher description

C.1 Tag Identification Cryptogram Preparation

The [preparation of the RAMON authentication cryptogram comprises several distihct’[steps to be
performed consecutively as specified in the following subclauses. The first step is the’composition of
the quthentication record from the components as specified in Table C.1. In this coripesition| the SID, the
signature and the random filling bytes are encoded as TLV structures to facilitate the decomposition by
the ipterrogator. If the optional signature is not present, its TLV structure has+to be omitted completely.
As cqn be seen in the Table C.2 the length of the random filling field is choseh to bring the whole record
to a gize of exactly 128 bytes.

Table C.1 — Components of the authentication message

Interrogator | Tag Random | TLV-coded -~ PLV-coded TLV-coded Zero
Challenge Number SID signature | random filling || Padding
CHp1 RNt “TLV record” “00h”
# of pytes 16 16 10 2+s 2+r =128-45-s 1
Totall # of bytes 128

TLV pncoding of the individual data fields shown in Table C.2 message:

Table C.2 — TLV/fields in the authentication message

T L V.
# of pytes 1 1 L
Desdription “C1” 8 SID, conditional. At least one of “C1” or “C4” shall be present.
“cz2” sibytes |Signature over SID, length depends on selected signature schenje and pa-
rameters, e.g. in case of using ECDSA with a 320-bit curve, s = 2[40 bytes.
Optional field.
“Cq 8 SID “EPC-coded”, conditional. At least one of “C1” or “C4” shall be present.
See F.1.3 for more details.
“C8” rbytes |Random padding data

As thedwumber of bytes in the content field V is always less than 127 bytes, only a single byte L is used
to cdde-the lpngrh

A Random filling and a final zero-byte shall be appended to the authentication message to yield a total
size of 128 bytes. This length is determined by the modulus n with 21024 — 1 > p > 21016 jn the Rabin-
Montgomery scheme.

If only two bytes are left for the TLV-coded random filling, the coding shall be C8h 00h. If only one byte
is left for the TLV-coded random filling, the coding shall be 00h.

C.1.1 RAMON Memory Read — Cryptogram Preparation

The RAMON encryption may be used to read out dedicated memory areas of the Tag, when Mutual
Authentication and Secure Communication are not implemented on the Tag. To do so, instead of the SID,
content of the Tags memory shall be transmitted to the Interrogator.
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The preparation of the RAMON cryptogram comprises the same steps to be performed consecutively as
specified for the Tag identification. The first step is the composition of the authentication record from
the components as specified in Table C.3. In this composition the Memory Content, an optional SHA-256
Hash and the random filling bytes are encoded as TLV structures to facilitate the decomposition by the
interrogator. The optional Hash value is calculated from the Memory Content. If the optional Hash is not
present, its TLV structure has to be omitted completely. As can be seen in the Table C.4 the length of the
random filling field is chosen to bring the whole record to a size of exactly 128 bytes.

Using the optional Hash, a maximum of 59-byte memory can be read by a single command. Not using
the Hash, a maximum of 93-byte memory can be read by a single command.

Table C.3 — Components of the authentication message

Interrogator | Tag Random | TLV-coded | TLV-coded TLV-coded Zero
Challenge Number Memory Hash random filling, .| Padding
CHyq RNT Content “00h”
“TLV record”
# of bytes 16 16 2+m 2+C 2+r =(128-37-c-m 1
Total # of byjtes 128

TLV encodinpg of the individual data fields shown in Table C.4:

Table C.4 — TLYV fields in the memory read'message

T L \'%
# of bytes 1 1 L
Description “CA” |m bytes Memory
“CC” |cbytes SHA-256, optional fietd
“C8” |rbytes Random padding data
As the number of bytes in the content field, V, is@lways less than 127 bytes, only a single byte, L, is used
to code the |ength.
If only two bytes are left for the TLV-ceded random filling, the coding shall be C8h 00h. If only one byte
is left for the TLV-coded random fillihg, the coding shall be 00h.
C.1.2 Additional Data fields
The RAMON encryption, additionally may be used to read out sensor data and/or other dynpmic
informatior]. This can-be ‘done by optionally inserting additional TLV-fields into the authenticgtion
message of |either the‘Tag authentication or the RAMON memory read function. The coding of these

additional T

LV-fieldsis shown in Table C.5.

44
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Table C.5 — Additional TLV fields for sensor data or other information

9:2016(E)

T L \'
# of bytes 1 1 L
Description “C5” p bytes |Session access password, optional field.
This field allows providing a session access password (32 bits), to be used
to transit a tag into secure state, e.g. to perform a subsequent Untraceable
command.
If this field is used, the size of the random filling shall be reduced by 2+p
bytes. See E.1 for additional information.
“CD” d bytes |[Sensor Data, optional field.
If this field is used, the size of the random filling shall be(reduded by 2+d
bytes for each sensor data field used.
“CE” e bytes |General purpose, optional field.
If this field is used, the size of the random filling;shall be reduded by 2+e
bytes for each field used.
“CF” fbytes |General purpose, optional field.
If this field is used, the size of the rafidom filling shall be reduded by 2+f
bytes for each field used.
The psage of these additional TLV fields enables a simple mechanism to transmit sensor dpata or other
possjibly dynamic data to the Interrogator in an encryptéd way. Table C.6 shows an example for an
authentication message, where a single TLV-field to encdde sensor data is used.

Table C.6 — Example for an authentication message with a sensor data field

. TLV-coded
lnterrogator Tag Ran TLV'@C‘ TLV-coded Sensor TLV-coded Zero
Challenge om gl Signature d random filling | padding
CHis Number | : ata "00h”
RNT | A\'U “TLV record”
# of pytes 16 16 10 245 2+ed | 2T TIENAS 1
Totall # of
bytes 128
C.2 | The MIX function
Becquse it intetleaves static and dynamic components of the Tag ID the introduction of the MIX function
reduces the kisk of leaking information. The resulting 128 bytes are input into the Rabin-Nlontgomery
encrlyptionsfunction that is specified in C.3. The following C fragment specifies the MIX flinctionality
as welkaspadding with random data. If during the execution of MIX the SID data is exhausted, padding
byte :
uintl6 t i, 1, RNSIZE = 16;
for (i=0; i<RNSIZE; ++i) RN T[i] = rnd08(); // generate tag random number
// (precondition for MIX
// function)
for (i=0; i<16; ++1i) { // loop for permutation
// rounds
for (1=0; 1<5; ++1) { // five bytes from TLV structure
PERM[i*7+1] = TLV[i*5+1];
}
PERM[i*7+5] = CH I[i]; // one byte reader challenge
PERM[i*7+6] = RN T[i]; // one byte tag random no.
}
for (i=16*7; i<127; ++i) { // add final ID bytes to PERM
PERM[i] = TLV[i-16%*(7-5)];
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}

uintle t j =0, k =1 ;

for (i=0; i< 127; ++1i) { // loop for masking
if (1 mod 7 == 6 AND i < 112) {
OUT[i] = PERM[i] ; // this is a part of RN T:

// take it without masking
// do not increment counter j, k

} else {
mask = RN _T[j] ~ RN T[k] ; // generate mask byte from RN T
// bytes j and k
OUT[i] = PERM[i] ” mask ;
e l 2 J'.J.IK,J_CLL[CLIL LUULILCL, JI_IJ.J.ICJ_ lUUbJ
L £ (k == 16) {
Jo+=1; // increment counter, outer loop
k=73 +1; // avoid equal combinations
}
}
ouT[127]|= 0 ; // zero padding

The output PUT[] of the MIX function is formed from a couple of components, These are:

CH_I[0./15]  random challenge CHj; received from the interrogator,}6’bytes

RN_T[0{15] random number RNT generated by the tag, 16 bytes

TLV[0..94] TLV structure containing SID, an optional digital signature and random paddin
(95 bytes). TLV(SID, Sign, RND)

A

All these d3ta items are input to the MIX(CH_I, RN_T, TLV) function block where they are permuted

and maskedl (XORed) with specific bytes from RN_T\RN_T itself is not masked. The permut:
interleaves ptatic and dynamic data items such as te;avoid long runs of possibly known data durin
multiplicatipn which could encourage some attacks. The XOR with random data is a countermea
against SPA)/DPA attacks.

The permutation is defined by the following sequential procedure: take 5 bytes from TLV, then 1
from CH_I dnd then 1 byte from RN_T~This has to be done 16 times. Store these 16 x 7 bytes =5
bytes into the message buffer M. Finally, take the remaining 15 bytes from TLV and store them int
massage buffer M.

Next, a masgk operation is dene*with the resulting permutation. The mask is derived from the |
by XORing fwo different bytes. Every possible byte combination shall be used only once, therefor
indexing scheme is used &slaid out in the program code and shown in Figure C.1.

The specifigd indexifig'scheme allows 120 =i(i-1)/2 combinations, where j and k are different, whi
quite sufficlent for-b11 = 95 + 16 items. The possible combinations of j and k are illustrated in Table

ition
b the
sure

byte
112
b the

RN_T
e an

ch is
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Generate
RND16

v

CH, | RNy | TLV[SID] | TLV[Sign.] | TLV[RND] |00h

Permutation

\

PERM
No of Bytes 5|11 5 11|1| eee | 5 [1]1 15 1
16 x 7 Bytes 16 Bytes
No of Bytes |5 |1 5 [1L_ eee | 5 [1 15 A 4
1 EI 1 1

MASK]i] = RNy [j=0..15] RN [k=j+1..15]
Out[i] = MASKIi] PERMI[i]
Out[i] = PERM[i] for (i.méd 7 = 6 AND i<112)

ouT y
No of Bytes 6 1 6 1| e &® 6 1 15 1
16 x 7\Bytes 16 Bytes
Input for RAMON encryption

Figure C)1 — Illustration of the mix function
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RN;
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14
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Figure C.2 — Illustration of the application of the mask function

The possible combinations of the counter values j and k are shown in Table C.7.
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Table C.7 — Possible combination of j and k, applying the mask of the MIX function

j k
0 1, |2, |3, |4, |5 1|6, |7 |8, |9, |10, |11, |12, |13, |14, |15
1 , 13, |4, |5 1|6, |7, |8, |9, (10, |11, |12, |13, |14, |15
2 , |4, |5 |6, |7, |8, |9, |10, (11, (12, |13, |14, |15
3 4, |5, |6, |7, |8, |9, |10, |11, (12, |13, |14, |15
4 5 16, |7, |8, |9, |10, |11, |12, |13, |14, |15
5 6, |7, |8, |9, |10, |11, |12, |13, |14, |15
6 7,8, 19, 110,11t 12131115
7 8, |9, |10, |11, |12, |13, |14,N15
8 9, |10, |11, |12, |13, |14, |15
13 14, |15
14 15

C.3| Rabin-Montgomery Encryption

For the following specification of the Rabin-Montgomery encryption, the public key, KE, is|replaced in
the fprmulae by the shorthand notation n.

As described in Reference [3], the encryption of a clear-text message M is calculated as

¢ =M2modn

where C is the cipher text. Remember that
f=DpP-q

where p and q are primes which satisfy the congruency condition p = q = 3 (mod4).

In orjder to optimize security; prand q should be of the same order of magnitude, log p = log q, and the

mesgage M should not be smaller than the modulus n. Then, the decryption as the calculation of the
square root of € (mod n}is'unfeasible without knowing p and q.

Takipg the remainder of a long number is a computationally expensive operation; th¢refore, the
convientional expression for calculating the modular square of M is replaced by a different m¢thod of size
reduction whith requires only multiplication. This method is known as Montgomery multjplication[2].
To this endpa-Montgomery base R, is defined, where R is a power of 2, such that R = 21024, Base R, or
rather thie exponent, is public information and thus a component of the public key. With thes¢ definitions
it is pessible to calculate the cipher text as

C*=M2R-1mod n

The encrypted message C* is the value sent from the Tag to the Interrogator. The clue with Montgomery
multiplication is that the division by R can be implemented as a simple right shift of the result and thus,

can be done at almost no computational cost. One should be aware that C* = C, which means that the
Interrogator has to undo the effect of the base R division and has to do a proper mod n reduction.
However, the Interrogator is assumed to have enough computational power to do that without
noticeable delay.

As indicated above, the minimum usable value for the particular choice of n is R = 21024, However, it
is advantageous to choose a larger value, because that reduces the probability for C* to exceed the
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modulus n. With a proper choice of R, it is not necessary at all to care for the mod-Operation. The proper
value of R for this cipher suite is defined in C.5.

The primes

p and q used in the Rabin-Montgomery algorithm must satisfy

2(nBits-1)/2 < p,q< 2(nBits)/2

and

| logzp-logzq|<0,1

where nBitg is the bit length of the public key.

For additionjal information refer to Reference [9], 6.4.1.2.1 and Clause 5.

C.4 Rabin-Montgomery Decryption

For the decfyption of the cipher text message C* a modular square root has tohe-calculated. As a

step the efft
residue R:

C=C*R

Then the clg

M =/

which can k
Remainder ]

In order to ¢
four roots f

mod n = (M2R-1)R mod n

ar text message is one of the four roots

mod n

e determined by means of the private exponents p and q and by application of the Ch
[heorem.

to apply the|inverse of the MIX function‘te-each of the four roots to get the original plaintext P.

In order to [guarantee the security\of the Rabin-Montgomery algorithm, the decryption procedu

the Interrogator is not allowed te output any plaintext data corresponding to a root M = \/Emod
which the greviously sent challenge CH I is not present. It shall delete any such erroneous roots

also the corfesponding plaintexts) from its internal memory before returning to the calling progra
the challenge CH_I is notpresent in any of the four roots, the decryption procedure shall not outpuf

plaintext dqta at all,

C.5 Definition of the Montgomery Residue

first

ect of the Montgomery multiplication has to be unrolled by modulay multiplication with the

fnese

etermine which one of the four regts is the correct one the Interrogator shall check all df the
r correct presence of the previdusly sent challenge CHj;. To be able to do this, it is necegsary

re in
n in
(and

m. If
any

The residue

R used in Montgomery multiplication shall be 21088,

C.6 The inverse MIX Function MIX-1

To get back the original plaintext P finally, the Interrogator has to apply an inverse MIX function MIX-1
after encryption of the received message:

uintl6_t

i, RNSIZE = 16;

for (i=0; i<RNSIZE; ++i) RN T[i] = OUT[7*i+6];// read tag random number from

uintlé t

50

// decrypted message (OUT[] from MIX function)
// (precondition for DEMIX function)

ich=20,41itlv=20, j=20, k=17
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//

for

PADBYTE = OUT[127];

The

C.7

The
com

Information Field of an Authentication response with AuthMethod 1 Step 3 (Secure Com
resppnse) is transmitted eficrypted if indicated in the SCFlags field of the related Au
mand. In these cases, the plaintext to be encrypted shall be padded prior to encryption, using the
method specified in this:subclause.

com

Afte
bloc

the Block size-0f the symmetric cryptographic algorithm (e.g. 128 bits for AES).

Paddingds applied as follows:

C.8

C.8.
The

ISO/IEC 29167-19:2016(E)

loop for unmasking (= XOR, using the same mask as used for MIX)
(1=0; i< 127; ++1i) {
// do not process the last byte (zero padding byte)
if (not (i mod 7 == 6 AND i < 112)) { // skip parts of RN T
// generate mask byte from RN T bytes j and k:
mask = RN _T[j] ~ RN T[k] ;

if (i mod 7 == 5 AND 1 < 112) {
// this is part of the challenge
CH I[i ch] = OUT[i] * mask ;
ich+=1;
} else {
// this is part of TLV
—_— s
i tlv +=1 ;
}
k +=1 5 // increment k, j
if (k == 16) {
jo+=1;
kK =3 + 1

butput OUT]] of the inverse MIX function is formed from a cpuple of components. Thesg

CH_I[0..15]  random challenge CHj; received from thédnterrogator, 16 bytes

RN_T[0..15] random number RNT generated by the tag, 16 bytes

'LV[0..94] TLV structure containing SID, ah.optional digital signature and random
(95 bytes). TLV(SID, Sign, RNB)

Padding for Symmetric Encryption

Command Data of an Authentication command with AuthMethod 1 Step 3 (Secure Con
mand) are transmitted encrypted if indicated in the SCFlags field of this command. T}

ks. Paddingshall be applied, even if the total number of bits in the plaintext is already ¢

are:

padding,

nmunication
le Response
munication
hentication

" applying this padding method, the input to the encryption is a single or are multiple complete data

multiple of

Qpppnd 80h to the p]ninfnyf data block

If the resulting block length is a multiple of the algorithm block size (or equals the block size), no

further padding is required. If not:

Append as many zero bytes as necessary to complete the final block (to a length mu
algorithm block size).

Coding Examples

1 RAMON Encryption

following C- code is an example of a RAMON encryption./ /
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// Definitions:

//

// - the notation is similar to C / Java

// - Montgomery bit length r:

// a fixed system parameter (Residue), here: r = 1088
// - variable n:

// n is the public key, (known as Ke)

// - variable x:

// x 1is the plaintext to be encrypted

// (the result of the MIX function)

// - variable y:

// y is the ciphertext for the plaintext x

// (where the least r bits have to be skipped since they are zero)
// - Fungttorm ib_udd\_y; <

// retprns 'True' for odd y && 'False' for even y
//

// Algorithm description:

//

// Scope

// Giveén a plaintext x && an odd public key n with
//

// 0 <= x < n << 2%*p

//

// find|an integer y >= 0 which fulfils the equation
//

// X * x + z * n =y * 2%y

//

// (fof some integer z), such that y < n holds with a
// very high probability. Here '**' means exponentiatigh.
//

// Theph y is the cipher text for the plaintext x.
//

// Step [:

// "calculate the square y of the plaintext ¢x™

// vy £ x * x;

//

// Step [I:

// "rtBit Montgomery reduction of y megulo n"

// for (i1 =0; 1 < r; 1i =1+ 1) {

// if (is_odd(y)) {

// y =y + n;

// }

// y=y /2

// }

// refurn y

//

// Sample Values:

//

// - r = 188

//

// — publi¢ key ng

// 0xbb2$343b439e006celfa33383e2304081£f5c62a3

// 674p6e3a9387e3717£626b5b40£fb9d910a82£595

// be9p4C281acalbf80449fc4d3e7a5e35£5665654

// 6c9¢§4%€000000000000000000000000000000000

// 0000000000000000000000000000000000000000

// 0000000000000000000000000000000000000000

// 0000000000000001

//

// - plaintext x:
// 0x7411d164dbd5ab10302a6c8bb17£65280c3cc589

// £647d653326ca3cb440709884a0ed86d0c8f5309
// 8£f1£f0068683c3c3c3c3c76763c3c3c3c3ccbhbeb3c
// 3c3c3c3ccbeb2938342820939365727574617070
// 6e676973200a0a4343453e3e08083e3e3e3e3ele
// le3e3e3e3e3e66663e3e3e30538d8d3c38444967
// 414161743e0849

//

// - expected ciphertext y:
// 0x2203be703fe6f7f23acblcfaddl2b69719a5b02d
// de2d90blcab58adf294£93abd98963cl2b7e47279

52 © ISO/IEC 2016 - All rights reserved


https://iecnorm.com/api/?name=db7b1d87546707a2f0fd0a9a004bf541

ISO/IEC 29167-19:2016(E)

// aleldfafelcee6dlb6dc84248aa9f21ba%90a3296

// 78c8195cd5359757302e3e35637c684a3e15465b

// 70e3b3635a6cd9c52a48a206eef2471aal2lbasb0

// f2eb9d0a%9a6eb621163402dchbd0dbcb292d56736

// 3389caa28fcebdd2

//

// Sample in C

//

// Important remark:

// This code has been written for a better

// understanding of the Rabin-Montgomery encryption.
// It is not optimized for run time || memory space.
//

// - for each long integer x the equation x[i] defines bit number i
//

//

#incflude <stdio.h>
#incllude <stdint.h>
#incllude <stdlib.h>

uintfl6 t r = 1088 ;
uintfl6 t n[1024] ;
uintfl6 t x[1024] ;
uintfl6_t y[4096] ;

//
// cpnverts a hex character (0..9,'a'..'f') to a bindty value
uintfl6 t bin value(char ch) ({

iff ('0'<=ch && ch<='9")

return ch - '0"';

—

1se if('a'<=ch && ch<="'z")

0]

return ch - 'a' + 0x0A;

—

return 0 ;

// skt given binary stream tbdlzero

void| setzero (uintl6é t * biwy/ uintl6 t size) {
ipt i ;

flor (i=0; 1 < size; i++) { bin[i] = 0 ; }

}

// cpnverts a hex(string into a string of bits (with LSB = bin[0])
// rturns the_number of bits

// affter convé@rting the function pads the bit stream with zero bits
// until nufber of bits == size

uintfl6 t héx2bin (char * hex, uintl6 t * bin, uintlé t size) ({
uint16,t len = 0 ;

chay ¥ start = hex ;

whide (*hex != '\0') { hex+t+ ; } hex-——

while (hex >= start) {
uintle t 1 ;
uintl6 t nibble = bin value (*hex) ;
for (i=0; i<4;i++) {
uintl6é t bit = 0 ;
uintl6 t mask = 0x01 << i ;

if ((nibbleg&mask) !'= 0) { bit =1 ; }
*bint++ = bit ;
len+= 1 ;

}

hex -- ;

}

while(size > len) {
*bin++ = 0 ;
len += 1 ;
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return (len) ;

}

// prints the string of bits as hex
void printbinashex (uintl6 t len, uintl6 t * bin) {
while (len > 0) {
uintl6é t nibble = 0 ;
uintle t 1 = 0 ;
for (i=0; i<4;i++) {
uintl6 t bit = bin[len-4+i] ;
uintl6 t mask = 0x01 << i ;
nibble += bit * mask ;
}

prin CT \"% ",uj_‘ublc; 7
len = 4;
}
printf (|'\n") ;
}

// add givén bit to binary stream bin
// startingg at given position pos
void addbif (uintlé t pos, uintlé6 t * bin, uintlé t bit) {

while (bit !'= 0) {
uint]l6 t newbit = bit + bin[pos] ;
uintl6 t carry = 0 ;

if (pewbit > 1) {
newbit = 0 ;

cprry = 1 ;
}
bin[pos] = newbit ;
pos t+ ;
bit § carry ;

}

// add x1 fo x2 (starting with x2[pos])

// ( equivflent to x2 + x1 * (2 ** pos) )

void add (pintlé t pos, uintlé t * x2, uin&l® t * x1, uintl6 t size x1) {
int 1 ;
for (i ¥ 0; i < size x1; i++) |

addb)t (pos+i,x2,x1[i]);

}

}

// calculafes the square (xqg = ,x1 * x1, where x1 is input && xg is output)
void squarg (uintlée t * xgauintle t * x1, uintlée t size x1) |

uintl6é f i,3

for (i=p ; i < size x1); i++) |

for [(3=0 ; J < _sdze x1 ; Jj++) |

intl6e t iH="1 + J ;
ufntl6e texayg = x1[1] * x1[]]
afldbit (7, xq, xij) -

[«

void run sample () {

// set public key n

hex2bin ("bb24343b439e006celfa33383e2304081f5c62a367466e3a9387e3717£f626b5b
40fb9d910a82f595be9%b4c28lacalbf80449fc4d3e7a5e35f56656546c9d47e0
0000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000001",
n,1024) ;

// set plain text x

hex2bin ("7411d164dbd5abl0302a6c8bbl17£65280c3cc589f647d653326cal3cb44070988
420ed86d0c8£53098£f1£f0068683c3c3c3c3c76763c3c3c3c3ccbeb3c3c3c3c3c
cbcb29383428209393657275746170706e676973200a0a4343453e3e08083e3e
3e3e3elele3e3e3e3e3e66663e3e3e30538d8d3¢c38444967414161743e0849",
x,1024) ;
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// calculate y = x * x:
setzero(y,4096) ;
square (y,x,1024) ;

// run Montgommery reduction
int i ;
for (i=0 ; 1 < r; i++) {
if (y[i] !'= 0) |
add (i,vy,n,1024) ;
}

/ }_JJ.JI_J.IL cupJ._yj_JLcd JUISISISICASLS) \LJ_ctJl_lJI_H\:j eTUS TTOt—yet o]\Lyycd/
plrintbinashex (4096,v) ;

}

void| main () {
run_sample () ;

C.8.2 RAMON Decryption

The following Java- code is an example of a RAMON decryption.
//
// spmple for Rabin-Montgommery decryption

//

// the sample program requires library java.math.BigInteger
impofrt java.math.*;

clas|s Ramondecrypt{

sfcatic int residue ; // montgommerypNesidue

sfcatic BigInteger n ; // the publicikey (also known as Ke
sfcatic BigInteger p ; // pime factor of key n
sftatic BigInteger g ; //*prime factor of key n

// p and g are the sggret keys

[tatic BigInteger expplain ; J/ expected plain message
tatic BigInteger crypt ; // Given encrypted message
tatic BigInteger euclid p %()// euclidian coeeficient
tatic BigInteger euclid gl; // euclidian coeeficient

// euclid p»'p + euclid g * g == 1

0 _n_n n

/|/ set sample values+by using test vectors of ISO 29167-19
sftatic void setsamphe iso ()

{
expplain = fiew"BigInteger
("74[11d164dbd5akl(0302a6c8bb17£65280c3cc589£647d653326ca3cb440709884a0ed86d0c8£53
98f1ff0068683c3c3€3c3c76763c3c3c3c3cchbeb3c3c3c3c3cchbeb293834282093936572757461707
6e67(69732002084343453e3e08083e3e3e3e3elelel3el3e3e3e3e66663e3e3e30538d8d3¢c38444967
1416[1743e0849™,16) ;

S O O

0, =" new BigInteger
("c8l68£88a83d8e9689%9a44ad154b29d8b6048e5£55cdd9fe5287899ff174168a324e682c127e3511J8
736af6898e3b62a8a58ed623e409991fb4925056c6a401e57",16) ;

q = new BigInteger
("ef0d08c4c672f46edc80b908d3el5ceal089d46f90a36a333d22ea59038dcb7cc3c9fadl8228da3
710bb633ed5a076224al7e64104631b2acebal2bdacc05ad6e77",16) ;

residue = 1088 ;

crypt = new BigInteger
("2203be703fe6f7f23ac51lcfaddl2b69719a5b02dde2d90blca58adf294£93abd98963cl2b7e4727
9aleldfafelcee6dlb6dc84248aa9£f21ba%0a329678c8195cd5359757302e3e35637c684a3e15465b
70e3b3635a6cd9c52a48a206eef2471aal2lbab0£2eb9d0a9abeb621163402dcbd0dbcb292d567363
389caa28fcebdd2",16) ;

}

// set simple sample values which allows checking via manual computation
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static void setsample simple ()

{
expplain = new BigInteger ("9",106) ;
p = new BigInteger ("13",16) ;
g = new BigInteger ("Ob",16) ;
residue = 9 ;
crypt = new BigInteger ("34",16) ;

}

// unroll the effect of the montgommery multiplication
// msg -> ( msg * 2 ”~ residue ) mod n
static BigInteger reduceMontgommery (BigInteger msg)

{

BigI TtegeTr g_© po.ud = 159 .« T fttheft—trestduer—
retufn (msg expand.mod (n)) ;

}

// calcplate euclid p and euclid g from p and g
// by uping the extended euclidian algorithm
static yoid extendedEuclid ()
{

BigIpteger s = BigInteger.ZERO ;

BigIpteger t = BigInteger.ONE ;

BigIpteger r = p ;

BigIpteger old s = BigInteger.ONE ;

BigIpteger old t = BigInteger.ZERO ;

BigIpteger old r = q ;

whil¢ (! r.equals (BigInteger.ZERO)) {
BigInteger quotient = old r.divide (r) ;
BigInteger x ;
// (old_r, r) := (r, old r - quotient *r)
x|=r ;
r|= old r.subtract (quotient.multiply (r)).\
old r = x ;

//(old_s, s) := (s, old s - quotient™“*s)
x|= s ;
s|= old s.subtract(quotient.multiply™~(s)) ;
old s = x ;

// (old_t, t) := (t, old t afquotient *t)
x|l=t
t]= old t.subtract (quotientxpultiply (t)) ;
old t = x ;

eucljd p = old t ;

euclfd g = old s ;

// calcplates the rogt)mod n part (where n part is g or p)

// this|works only ‘for values of p and g which require the equations
// n_part mod 4 &%

// sincg¢ this ¢ase allows to compute square roots by

// root|= (msgn?® ((n part + 1) / 4)) mod n part

static Biglhteger getRoot (BiglInteger msg, BigInteger n part)

{

BigInteger exp = n part ;

exp = exp.add (BigInteger.ONE) ;

BigInteger four = new BigInteger ("4") ;
exp = exp.divide (four) ;

BigInteger root = msg.modPow (exp,n part) ;
return (root) ;

}

// returns ypq * pq * mpq
static BigInteger makeCRTterm (BigInteger ypq, BigInteger pqg, BigInteger mpq)
{
BigInteger help = ypg.multiply (pq) -
return (help.multiply (mpq))
}

// decrypt by calculating the four roots as defined
// for Rabin cryptosystem
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// root[0] = ( euclid p * p * mq + euclid g * g * mp ) mod n
// root[l] = n - root[0]

// root[2] = ( euclid p * p * mg - euclid g * g * mp ) mod n
// root[3] = n - root[2]

// where

//  mp == (msg * ((p + 1) / 4)) mod p

// mg == (msg * ((qg+ 1) / 4)) mod g

static void calculateRoots (BigInteger msg)

{

BigInteger mp
BigInteger mg

getRoot (msg,p) ;
getRoot (msg,q)

BigInteger terml = makeCRTterm (euclid p,p,mq) ;

BJ‘.\JIILLCchL LCLILL - llla}\CCRTLCJ_Ill \cuplj_d_q, \..i,lllt)[ I
BigInteger roots[] = new BigInteger[4] ;
// first root = (terml + term2) mod n
BigInteger root = terml.add (term2) ;
roots[0] = root.mod (n) ;

// second root = n - first root

roots[1l] = n.subtract (roots[0]) ;

// third root = (terml - term2) mod n
root = terml.subtract (term2) ;

roots[2] = root.mod (n) ;

// fourth root = n - third root

roots[3] = n.subtract (roots[2]) ;

Warning!

/l/ The code in the following section is for demonstration only.

/// Bnnex C.4 requires that a life system must mot-output any root that

/I/ does not contain the previously sent challefige CHI1 after running the

/l/ De-Mix-function. Also, a life system musf) @lean up all internal buffers
/I/ containing any data related to a root.

// show all roots
System.out.println("One of the folklewing results is our plaintext. Run De-Mix-
funcjtion and check for previously sent ‘¢hallenge Chil to determine the correct one.");
for ( BigInteger actroot : roots ) {

System.out.println( "root\= " + actroot.toString(l6));

.

/ run the sample with «{he/ given test vectors
tatic void runsample ( ()

0

// calculate nes\p * g
n = p.multiply )(q) ;
System.out.prointln( "Key Ke = n = " + n.toString(16) );

// applf) extended euclidian algorithm to find euclid p and euclid g
// sufhhas euclid p * p + euclid g * g ==
extende€dEuclid () ;

/7, unroll the effect of the montgommery multiplication
Biglinteger msg = reduceMontgommery (crypt) »

// decrypt by calculating the four roots as defined
// for Rabin cryptosystem
calculateRoots (msq) ;

}

// set the test vectors and run the sample
static public void main( String[] args )
{

// setsample simple () ;

setsample iso () ;

runsample () ;
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This Annex

Annex D
(informative)

Test Vectors

contains a test example for the RAMON encryption.

D.1 Notaltion

In most cas
string of oct
two hexade
byte of a m4
notation.

As the RAM
interpret th
with the pr
big endian,
the effect th
difference hy

D.2 RAMON Keys

Although wj
and g which
P = 0xc8
4e6

q = Oxef
c3c

Now, the mg@dulus n or the public key is given as the product K, =n=p-q

D.3 The

s, the messages exchanges, as well as individual message components, are considered
ets or bytes which are presented here in hexadecimal notation. Each byte comprises ex
cimal digits 0,...,a,...f. Theses bytes are written from left to right, beginhing with the
bssage on the left and proceeding with the remaining bytes to the right, This is the de

ON cryptosystem operates on long integer numbers, it is sonletilnes more convenie
e messages as unsigned hexadecimal numbers. These long-integers are always prec
pfix 0x. With this notation, endianess is important: we interpret messages as being st
.e. the first byte of a message is the most significant byte'of the equivalent integer. Thi
at a message in numeric notation seems byte reversed.das compared to string notation.
as to be remembered when following the test example.

e do not need the secret keys for the RAMON encryption we give here the prime fact
satisfy the congruency condition p =g = 3 (mod 4) for the modulus (in numeric notat

b8£88a83d8e9689a44ad154b29d8b6048e5£55cdd9fe5287899f£174168a32
2cl127e35118736af6898e3b62a8a58ed623e409991£fb4925056c6a401e57

d08cd4c672f46edc80b908d3el5ceal089d46f90a36a333d22ea59038dcb7c
fadl18228da3710bb6334d5a076224a17e64104631b2ace6bal2bdacc05ade6’

0xbb24343b439¢00celfa33383e2304081£5c62a367466e3a9387e3717£6
26b5b40£fb9d910a82£595be%b4c28lacalbf80449fc4d3e7a5e35£566565
46c9d47e0000000000000000000000000000000000000000000000000000
000000000000000000000000000000000000000000000000000000000000
000000090000000001

Authentication Message

asa
hctly
first
fault

nt to
pded
ored
5 has
This

Dr's p
ion):

This Clause specifies the components from which the authentication message is tormed. Here the
items are given mostly in message format. The numeric format will be shown in the next Clause. The
components are the reader random challenge CHjj, the tag random number RNT, and the tag TLV record.
The content of the sample tag TLV record has no significance; it is merely considered as a test string.

CHI1

RNT

TLV record

58

c24c6f86f4a4cl1e0022bde0b9f22£d7

a770a37ab8afd42al0adalelf8d2clacl

c108878424da7e3b9%044¢c2502£720d9421e7933702a184c4c8d2d83d9
S5b6a76b34ebel fa80a8a’224a8726e264ee23bc0996c9%9ac9a30£48a00c
261256ele43a4e80ffbal7bac4008e9db5d0£fde9669¢c181963d04549e
ba2d7e7acd7c7c801lab
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The next step is concatenating these three values and adding the zero padding to generate the complete
authentication message:

Authentication Message = c24c6f86f4ad4cll1e0022bde0b9£f22fd7 // CHI
a770a37ab8afd42a0adalelf8d2clacl // RNT
cl08878424da7e3b9044c2502£720d94 // TLV: STID, Sign.
21e7933702a184c4c8d2d83d95b6a76b
34ebelfaB80aB8a224a8726e264ee23bc0
996c9%9ac9a30f48a00c261256eled3ade
80ffbal7bac4008e9db5d0£fde9669c18
1963d04549eba2d7e7acd7c7¢801ab00 // TLV: Random fill, 00

The Authentication Message is entered next into the MIX function yielding the message M

M = 160c5a9b2cbla757d3d632fc667049ed49a107a7a34b85bde90df87a6d5cd8ae
792db8c9d44alclfddaf0ad71a6458a3d4385506f2542e2adcl1799702ebbl0af5
57522b9%e9%44a3dfc37ad31c60e25a9c3b3e6c21£625154b05e278d25714e420a
e72c20eeb98077291acd0226980d50c13f731b011c2ccd4876cbd54e5dcce3900

This|message block has the required size of 128 bytes for the RAMON encfyption with ajmodulus of
1024 bits.

D.4| RAMON Encryption

The plaintext authentication message shown above, is now re-written in integer numeric nqtation as

M F 0x0039cedce554bd6c87¢42¢c1c011b733fc1500d982602cd1a297780b9%ee202ce’
0ad424e71258d275eb05451621fc2e6b3c3a9250ec63Wad37fc3d4a949e2b5257
£50abb2e709917dc2a2e54£2065538d4a358641ladh0aafddlflcd4ad4c9p82d79
aed85c6d7af80de%bd854ba3a707a149ed497066€c32d6d357a7b12¢c95a0cl6

In thiis representation occurs a leading zero byte'which may be suppressed by some software. According
to the RAMON specification the expression €55M2R-1 mod n is calculated, with R = 21088, yjielding

C* F 0x550dd862e4bf04b82bbd929938c7alla255a598464036bc677£70a903d34d1637
ffafd3ed7e45fd726792ee057349d5fa3722fe3a8ae8235243dab5d05d451c4l
e274af84964d197054cbd3e9c1015ae867ee0b3£ffa09826£4e50d228587e77f6
d0a8dblb7a561f1f58ac0d4de3ef252cd2a9df39a90d0c7fflaeddee9b9%ecac93

The pncrypted message C* is-then sent to the interrogator, LSB first, as the following byte sfream

TX(C*) = 93ac9%e9%beed4aefl7£f0c0da939dfa9d22c25cfc34d0dac581fl1f567albdba
8d0f6777e58R28d2504e6f8209fa3f0bee67e85a01cl1e9d3cb5470194d9684a
£74e24113455dd0b5dad435223e88a3afe2237fad5497305ee926772fd457ee
dd3afffl87164dd303a9707f67bc36404698a555a2a0c7389992bd2bb804bfe
462d80W055

D.5| Montgomery Reduction and Decryption

The |first-step in decrypting the received RAMON message is the Montgomery Reductiion, i.e. the
modulat‘multiplication with the residue R = 21088 = 16272, As a consequence of the specifi¢ choice of R
this is simply the addition of 272 hexadecimal zeroes to the least significant end of the numeric
representation. Then it follows a modular reduction mod n which results in the “true” ciphertext

€ = M?modn according to the Rabin cryptosystem:

C = 0xac4a30613blec7e6d578f960ed8dfe20ddbd3392ecd93c007bd27176434142cb
435bcc2a82721e0a3654dc6bdf20e62097d56317£4c07a82520e00da6b818a05
7d64cfbd43dabeb37aa62623b68b253cd39c2ba7f8lefbead9b6cc944577779dad
ec3ad3731aa73992c940bcb7e23b846850052eaef2da6b83c40f0624a96278f1

Calculation of the roots involves the Chinese Remainder Theorem and the extended Euclidian algorithm
which are well known in Number Theory. Resulting are four roots as follows:

+r = 0x14b9d27£4571fe5fdb982ea27709%9aab7d7cfa378c296b3£9£08a7c904b2bbf92

e0a3189628ffod13ce7ce588415f2e%9ac625dd2a81db2d64231145d3c66a%aeb
c594cc8b92b649p31253abe2942472caddlec627d5f3f2bbd55¢c7ccbf184808b
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