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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,

ISO/IEC JTC

1.

The procedllres used to develop this document and those intended for its further maintenarncs

described i

n the ISO/IEC Directives, Part 1. In particular the different approval criteria nieede

are
1 for

the different types of document should be noted. This document was drafted in accordancé with the

editorial ru

Attention is
of patent r
rights. Det
Introductio

es of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

drawn to the possibility that some of the elements of this document may be the su
ghts. ISO and IEC shall not be held responsible for identifying any or all such p3

bject
ntent

hils of any patent rights identified during the development of the document will be i the

h and/or on the ISO list of patent declarations received (see wwiv.iso.org/patents).

Any trade n

ame used in this document is information given for the convenience of users and doe

constitute an endorsement.

For an explanation on the meaning of ISO specific terms anhd expressions related to confor
assessment| as well as information about ISO’s adherencetg the WTO principles in the Tech
Barriers to [[rade (TBT) see the following URL: Foreword.- Supplementary information

The committee responsible for this document is ISO/IEC]TC 1, Information technology, Subcomm
SC 31, Automatic identification and data capture techniques.

ISO/IEC 29[167 consists of the following parts; under the general title Information technolog

Automatic i
— Part1:
— Part 10
— Part 11
— Part12
— Part13
— Part 14
— Part 16:

entification and data capture techiiques:
becurity services for RFID air.interfaces

Crypto suite AES-128 secugity services for air interface communications
Crypto suite PRESENT-80 security services for air interface communications
Crypto suite ECC:DH security services for air interface communications
Crypto suite-Grain-128A security services for air interface communications

Crypto-suite AES OFB security services for air interface communications

5 not

mity
hical

ittee

y_

Ctypto suite ECDSA-ECDH security services for air interface communications

— Part17:

— Part 19:

Crypto suite cryptoGPS security services for air interface communications

Crypto suite RAMON security services for air interface communications

The following parts are under preparation:

— Part15:

Crypto suite XOR security services for air interface communications

— Part 20: Air interface for security services — Cryptographic Suite Algebraic Eraser
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Introduction
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This part of ISO/IEC 29167 describes a cryptographic suite that is applicable to the ISO/IEC 18000
standard. The ISO/IEC 18000 series of standards on RFID for item management do not contain any
strong cryptographic security. The unique item identifier (UIl) of tags is transmitted during the
identification/singulation process to every reader that is able to communicate according to the
standard. Sensitive data that are communicated from the interrogator, such as passwords and certain
data written to memory, could be cover-coded with a one-time pad obtained from the tag. The tag sends
this one-time pad over the air in plain text allowing an attacker to easily intercept all communications.
Additionally, passwords are limited in length, providing limited security for the system. This part of

ISO/
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ISO ¢
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unds

In thiis respect, the statements of the holdersof these patent rights are registered with ISO 4

Infol

applicable to applications requiring a large amount of data to be communieatd
rogators and tags.

part of ISO/IEC 29167 covers the air interface for RFID tags that have a sectrity mody
its corresponding interrogators. Any other means of security is not addressed in
[EC 29167. A security module according to this part of ISO/IEC 29167 is_ either a mean
or write access limitations, password protection or a crypto enginey The use of a cryp
ypical case and all others are less likely.

International Organization for Standardization (ISO),~and International Elect
mission (IEC) draw attention to the fact that it is claimed that compliance with
[EC 29167 can involve the use of patents concerning¢radio-frequency identification
1 in the clauses identified below.

Ind IEC take no position concerning the evidence;validity and scope of these patent rig

holders of these patent rights have assured the\ SO and IEC that they are willing to negot
r reasonable and non-discriminatory terms and conditions with applicants throughoy

mation on the declared patents may be obtained from:

Contact details
Patent holder:

Electronics Telecemmunication Reseach Institute
Contact forlicense application:

Name & Department: Ickchan, Lee, Intellectual Property Management Team

EC 29167 will fill this security gap for applications requiring a high Ievel of security, Flirthermore,

bd between

le on board
this part of
5 to provide
to engine is

rotechnical
this part of
technology

hts.

ate licences
t the world.
nd IEC.

Address: 138 Gajeongno, Yuseong-gu
Address: Daejeon, 305-700, Korea
Tel. +82-42-860-6904

Fax +82-42-860-3831

E-mail ickchanlee@etri.re.kr

URL (optional) www.etri.re.kr

Patent Holder:

Legal Name Impinj, Inc.

Contact for license application:

Name & Department Stacy Jones

Address 701 N. 34th Street, Suite 300
Address Seattle, WA 98103, USA

Tel. +1.206 834 1032

Fax +1.206 517 5262
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E-mail stacy.jones@impinj.com

URL (optional) www.impinj.com

The latest information on IP that might be applicable to this part of ISO/IEC 29167 can be found at
www.iso.org/patents.
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Information technology — Automatic identification and
data capture techniques —

Part 14:
Crypto suite AES OFB security services for air interfa

ce

This
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is supported.

2

2.1

To ¢
reley

2.2

To c

defined in this part(©fISO/IEC 29167, and conform to ISO/IEC 18000.

To ¢
com

To ¢

hcope

part of ISO/IEC 29167 defines the cryptographic suite for AES using OEB 'mode (AES

[EC 18000-63 air interface standard for radio frequency identification (RFID) devices.
provide a common cryptographic suite for security for RFID devices)that can be refereg
mittees for air interface standards and application standards.

part of ISO/IEC 29167 specifies a cryptographic suite for, AES OFB for air interfa
bms. The cryptographic suite is defined in alignment with@existing air interfaces.

part of ISO/IEC 29167 defines various authenticationiethods and methods of use fo
b and an interrogator can support one, a subset, or.all of the specified options, clearly s
Conformance

Claiming conformance

rant clauses of this part of ISQ/TEC 29167, except those marked as “optional”.
Interrogator conformance and obligations
bnform to this partof ISO/IEC 29167, an interrogator shall implement the mandatory

bnform to/phis part of ISO/IEC 29167, an interrogator may implement any subset of {
mands defihed in this part of ISO/IEC 29167.

bnform to this part of ISO/IEC 29167, the interrogator shall not implement any corx

conf]

DFB) for the
[ts purpose
nced by ISO

re for RFID

- the cipher.
tating what

aim conformance with this part of ISO/IEC 29167, an interrogator or tag shall comply with all

commands

he optional

nmand that

iets’with this part of ISO/IEC 29167, or require the use of an optional, proprietary

or custom

command to meet the requirements of this part of ISO/IEC 29167.

2.3

Tag conformance and obligations

To conform to this part of ISO/IEC 29167, a tag shall implement the mandatory commands defined in
this part of ISO/IEC 29167 for the supported types, and conform to ISO/IEC 18000.

To conform to this part of ISO/IEC 29167, a tag may implement any subset of the optional commands
defined in this part of ISO/IEC 29167.

To conform to this part of ISO/IEC 29167, a tag shall not implement any command that conflicts with
this part of ISO/IEC 29167, or require the use of an optional, proprietary, or custom command to meet
the requirements of this part of ISO/IEC 29167.
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3 Normative references

The following documents, in whole or in part, are normatively referenced in this document and are
indispensable for its application. For dated references, only the edition cited applies. For undated
references, the latest edition of the referenced document (including any amendments) applies.

ISO/IEC 18000-63, Information technology — Radio frequency identification for item management — Part
63: Parameters for air interface communications at 860 MHz to 960 MHz Type C

ISO/IEC 19762 (all parts), Information technology — Automatic identification and data capture (AIDC)
techniques — Harmonized vocabulary

4 Termg and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 19762 (all. parts) angl the
following apply.

4.1
AES OFB mpde
output feedpack mode using a block cipher AES

Note 1 to enfry: It makes a synchronous stream cipher of a block cipher. In this\part of ISO/IEC 29167, thg key
stream genefated by AES OFB mode is described as the keystream in ordey to emphasize the key hiergrchy
consisting offmaster key and keystream.

4.2
ciphertext
usable datafthat are formatted as output from a mode

4.3
plaintext
usable datafthat are formatted as input to a mode

5 Symbols and abbreviated terms

5.1 Symbols
G J-th ciphertext bloek
DECk(X) flecryption function under the key K applied to the data block X

ENCk(X) encryptionfunction under the key K applied to the data block X

Ji ndeXk to a sequence of data blocks or data segments ordered from left to right
K Secretkey

n number of data blocks or data segments in the plaintext

P; Jj-th plaintext block

[l concatenation of syntax elements, transmitted in the order written

5.2 Abbreviated terms
AES  Advanced Encryption Standard

CSI Cryptographic Suite Identifier

2 © ISO/IEC 2015 - All rights reserved
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1\ Initialization Vector

MK Master Key

OFB  Output FeedBack

Ull Unique Item Identifier

XOR  eXclusive OR

6 Eipherintroduction

6.1 | General

The [Advanced Encryption Standard (AES) algorithm is a symmetric block,cipher stan
ISO/JEC 18033-3. The Output Feedback (OFB) mode is a confidentiality modethat features
of thle forward cipher on an Initialization Vector (IV) to generate a sequence of output blo

exclysive-ORed with the plaintext to produce the ciphertext, and vice versa.

6.2

Figu
XOR

P and a keystream K, the encryption process is definedby ENCk(Py, ..., Pn) = (P1 XOR K3, ..

whe
exac

The
a sy
sam
and
burd

Encryption in AES OFB mode

e 1 shows the AES OFB encryption process. The encryption process shall be implemé
operation between the plaintext and the keystream. Foria given tuple of n plaintext me
e Kj is the j-th block of the keystream K and has tlie s$ame bit-length as P;. The decryptig
tly the same with the encryption process.

ichronous stream cipher. In addition, encryption process and decryption process are
e because of the symmetry of the XOR\operation. Therefore, a tag can perform both of
Hecryption with only one encryptieh module. This OFB mode has an advantage of dec
en of security operations of the tag.

Keystream: generated through the AES encryption module initiated by an Initialization
hnd the master key. Keystrieam generation in the AES OFB mode is based on the iterativ
bf AES encryption module (refer to Clause 12 for keystream generation).

Chint, ChTag or AuthData is a Challenge data used by the Authenticate command.

Pointer(0) Pointer(n)

Hardized as
he iteration
cks that are

bnted as the
bsages Py, ...,
P, XOR Kj),
n process is

bperation mode is the AES OFB mode. The encryption process shown in Figure 1 operates as if it is

exactly the
encryption
reasing the

Vector (IV)
re operation

\

Keystream (128 bits)

AES Crypto Engine

<
-

S o

Cl

—

XOR
@perbit

phértext (Chint,
r'a AuthData)

Based on the jterat o of AES

6.3

bits(0) bits(n) (refer to Clause12)

Plaintext (Chint,
ChTag or AuthData)

Figure 1 — Encryption of Authentication messages in AES OFB mode

Decryption in AES OFB mode

ryption module

Figure 2 shows the AES OFB decryption process. The decryption process shall be implemented as the
XOR operation between the ciphertext and the keystream. For a given tuple of n ciphertext messages
Cy, ..., Cp and a keystream K, the decryption process is defined by DECk(Cy, ..., Cp) = (C1 XOR K3, ..., C, XOR
Kp), where K; is the j-th block of the keystream K and has the same bit-length as C;.

© ISO/IEC 2015 - All rights reserved
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Pointer(0) Pointer(n)

¢ ______ ->

Keystream (128 bits) — AES Crypto Engine
Ciphertext (Chint, >® XOR
ChTag or AuthData) per bit Based on the iterative operation of AES encryption module

bits(0) bits(n) (refer to Clause12)

Plaintext (Chint,

ChTag or AuthData)
s s ] D 3 £ A i+l 3 3 3 AL CON A

I lsul C o LJTUI ypl-lUll Ul AULIITIILICativuil ulcaaasca 1 ALY UI'D 1IIUUCT

7 Parameter definitions

The security parameters used in this part of ISO/IEC 29167 are described in Table 1¢

Table 1 — Security parameters and descriptions

Parametef Description

Challenge of tag for challenge-response protocol (variable length, minimum length=16 bits

ChTag maximum length=128 bits)

Challenge of interrogator for challenge-response protocel (variable length, minimum length=16
Chint . : _ .

bits, maximum length=128 bits)

Length of the challenge number in words. The mifiimum value of the ChLen is 1 and the maki-
ChLen mum value of the ChLen is 15. The default value'of the ChLen is 4.

NOTE Length of a word is 16 bits.
AuthData Challenge used in challenge-responseprotocol of Tag authentication via the server

64-bit random number (nonce) of'tag (prevention of replay and other attacks)

(The safe methods to avoid rapdom number inference shall be used for implementation of this
part of ISO/IEC 29167. That s, this part of ISO/IEC 29167 requires the Tag to generate a random
RnTag[63:0]| |humber. The random number should contain sufficient entropy. However, this part of ISO/
IEC 29167 does not specify a minimum. This part of ISO/IEC 29167 recommends that a ran(ﬁom
number complies with the random bit generator concepts and requirements of NIST Specia
Publication 800-90A.)

64-bit random number (nonce) of interrogator (prevention of replay and other attacks)

(The safeumethods to avoid random number inference shall be used for implementation of this
part ofISO/IEC 29167. That is, this part of ISO/IEC 29167 requires the Interrogator to generate
Rnlnt[63:0] arandom number. The random number should contain sufficient entropy. However this pait
of ISO/IEC 29167 does not specify a minimum. This part of ISO/IEC 29167 recommends thaf a
random number complies with the random bit generator concepts and requirements of NIS|T
Special Publication 800-90A.)

1\% Initialization Vector for keystream refreshment
Key[KeyID] 128-bit AES key with the ID number=KeyID
AES OFB ENC |AES OFB encryption

AES OFBDEC |AES OFB decryption

Command Interrogator command

Response Tag response

4 © ISO/IEC 2015 - All rights reserved
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After power-up or reset, the crypto suite transitions to its Ready state. Figure 3 shows the state diagram
for the crypto engine. During the authentication procedure, a Tag does not reply to a command having
an invalid handle or invalid CRC; the next Tag state is maintaining the current state.

Ready

r
| A new 128-bit Keystream is |
| crleated whenever the pointer of |
I previous 128-bit Keystream |
: turns around

|I A 128-bit Keystream is created
| completely

9 Initialization and resetting

CS_Initialization

l(lnitialization or Resetting),

Figure 3 — State diagram for the crypto engine

A new 128-bit Keystream is

|
created whenever the|pointer of |
the previous 128-bit Keystream :

|

turns around

This|cryptographic suite is initiated by the interrogator according to the authentication procedure. The
crypto engine is reset by the €S:-Initialization of Authenticate command.

10 Authentication
10.1 General

10.1.1 Awuthentication types

AutHentication message format shall be implemented as shown in Table 2. This part of ISQ/IEC 29167

describes the Message field of the Authenticate command and the Response field of the 1ag reply.

Table 2 — Contents of Message field

AuthMethod

Step

Flags

RnLen or ChLen

RnInt or Chint

# of bits 3

2

3

4

16 ~ 128

This part of ISO/IEC 29167 defines the message format as follows.

— AuthMethod: defines the Authentication types (see Table 3).

— Step: orders the authenticate command.

— Flag: reserved for use.

© ISO/IEC 2015 - All rights reserved
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RnLen: defines the length of Rnlnt/RnTag in words.
ChLen: defines the length of Chint/ChTag in words.

Table 3 — Authentication types

AuthMethod Value Action Remark
000 Tag Authentication
Interrogator
001 o7
3 Bits Authentication
(Authdntication 010 Mutual Authentication
Methods) 011 Proprietary use Refer to AnnexF
100-110 RFU Reserved for'Future Use

111 CS Initialization Initialization Vector

10.1.2 CS_|nitialization (Authentication type: AuthMethod “111”, Mandatory)

10.1.2.1 General

The cryptog
first 128-bi
followed byj
the length
ignores the

10.1.2.2 U

The source

praphic suite shall be initiated by a fresh Initialization Veetor'(IV) and the master key,

command.

IV results from the concatenation of the Rnlnt and the’RnTag. The RnInt is immedi
the RnTag. RnLen is the length of RnInt/RnTag in words and its value is 4. In other w
f RnInt/RnTag is fixed to the 4 words (64 bits). [f-the value of RnLen field is not 4, th

5e of ‘Authenticate’ command

bf Authentication command format is shewn in Table 4.

Table 4 — Centents of Message field

The
htely
brds,
e tag

Autherthod Step Flags RnLen Rnint
111 00 000 0100 64-bit random numbgr
10.1.2.3 Tag response

The Tag res

The respon;
Secure Para
secure charj
not exist. Ké

ponse formatis;shown in Table 5.

meter-(fable 6) includes the Key information, Length of Keylndex and the method
nel(Length of Keylndex is the Keylndex size in words. If this value is zero, KeyIndex

e of CS_Injtialization includes the Secure Parameter related to the key, KeyIndex and RinTag.

sing
does

bylfidex is the information related with the key pool of the tag and the interrogator.

Table 5 — Contents of Response field

Secure Parameter KeyIndex Message
16 bits . 64 bits
variable
Information related to the key and KeyIn- Kevindex Random number (RnTag, the same
dex length y length of RnInt)
6 © ISO/IEC 2015 - All rights reserved
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Table 6 — Secure Parameter format
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KeyID[7:0] RFU Flag[2:0] Length of KI(KeyIndex)
8 1 3 4
KeyID 0 [2:0] [4:0]

KeylID: it specifies the key.
RFU: Reserved for future use.

Flag: it shows the method supporting the secure channel by the tag (Table 7).

10.2

10.2
Tag :

Tag

inter
inteq
ChL{

Whe
decr
inteq
The

chal

Length of KI: it shows the length of KeyIndex in words.

Table 7 — Secure Channel Information

Name Value Description
Flag[2:0] 000 Do not support the Secufe,Channel
Flag[2:0] 001 Support Securg-Channel
Flag[2:0] 010~111 Reserved for€Euture Use

Tag authentication (Authentication type: AuthMethod = “000”, Mandatory

.1 Tag authentication
huthentication is performed after an Inventoryprocess.

huthentication is the process where an dnterrogator authenticates a tag. For this

rogator (ChInt), and transmits the eherypted challenge interrogator (Enc(Chint)) to
n is the length of the challenge nuniber in words and the minimum length is 16 bits.

n the tag receives the encrypted challenge interrogator (Enc(ChInt)) from the interrog
ypts the encrypted challenge interrogator(Enc(Chint)), and re-encrypts the decrypte
rogator and transmits(the re-encrypted challenge interrogator(Enc(Chint)) to the i
encrypted challenge interrogator (3) from the interrogator is different from the r¢
enge interrogator (4)transmitted by the tag because the pointer of keystream used for

the
Chl

Chint by the interrogator is different from the pointer of keystream used for re-eng
by the tag.

Then, when the interrogator receives the re-encrypted challenge interrogator (Enc(Chiln
tag, fhe intérrogator decrypts the re-encrypted challenge interrogator (Enc(ChlInt)), and cq
decrlyptéd challenge interrogator with the generated challenge interrogator (Chint), and p
authentieation for the tag.

r
rogator generates randomly the chdllenge interrogator (ChInt), and encrypts th{z

ocess, the
challenge
the tag. The

qtor, the tag
d challenge
hterrogator.
b-encrypted
encrypting
rypting the

) from the
mpares the
erforms the

When the decrypted challenge interrogator is determined to be identical to the generated challenge
interrogator (Chlnt), the interrogator determines that the tag authentication succeeded. Otherwise, the
interrogator determines that the tag authentication failed. A tag remains at the current State regardless

of th

e success or failure of the tag authentication.

For initializing an encryption engine, the interrogator randomly generates the random interrogator
information (Rnlnt), and transmits the random interrogator (Rnlnt) to the tag. Also, the tag randomly
generates the random tag (RnTag) and initializes an encryption engine of tag using the random
interrogator (RnInt) and random tag (RnTag). The interrogator also uses the random interrogator
(RnInt) and random tag (RnTag) that are transmitted by the tag to initiate its encryption engine.

© ISO/IEC 2015 - All rights reserved
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Tag

Interrogator
Authenticate command: exchange of random number for initializing
cryptographic suite engine | (1) Authenticate(Rnint. Handle)
Auth.Method Step Flags RnLen RnlInt CS_Initialization(RnInt, Handle)
111 00 RFU 0100 16 * RnLen
(2)Reply(RnTag, Handle)
Authenticate command: 4-way handshaking, Step 0
4 way 8 p (3)Authenticate(enc(ChiInt), Handle)
Auth.Method Step Flags ChLen Enc(Chint)
000 00 RFU 0100 16 * ChLen
(4)Reply(enc(ChInt), Handle)
Figure 4 — Tag Authentication Diagram
10.2.2 Commands and responses for tag authentication
10.2.2.1 General

This Clause
interrogato

‘Authenticat
The comma

10.2.2.2 A

In Figure 4,
interrogato

inventory, t
words and
RnLen field

10.2.2.3 R

The followi
10.1.2.

describes the process of a tag authentication (from (1) to (4)\itFigure 4) between tag
. Figure 4 shows a tag authentication method. According to(the ‘AuthMethod’ and ‘Step
e’ commands are used for exchanging random numbers.and sending a challenge nun
hds and responses for the functions are as follows.

ithenticate Command (CS_Initialization)

the first ‘Authenticate’ command (Table 8) isto'exchange random numbers between tag
- for initializing the IV. If the interrogatop performed already this function at the cu
his step can be omitted. And its formatds as follows. RnLen is the length of RnInt/RnT,
ts value is 4, so the length of RnInt/RnTag is fixed to the 4 words (64 bits). If the val
is not 4, the tag ignores the commaid. CS_Initialization refers to 10.1.2.

Table 8 — Authenticate (CS_Initialization)

AuthMethod
111

Rnlnt
64-bit random

RnLen
0100

Step
00

Flags
000

psponse (CS_Initialization)

hg is the-résponse (Table 9) to the first Authenticate command. CS_Initialization refe

and
, the
hber.

r and
rent
g in
1e of

I's to

Table 9 — Response (CS_Initialization)

RnTag
64-bit random

Secure

Parameter KeyIndex

10.2.2.4 Authenticate Command (Tag Authentication)

In Figure 4, the second ‘Authenticate’ command (Table 10) is used for sending a challenge number. And
its format is as follows. The ChLen is the length of the challenge number in words and the minimum
length is 16 bits. The Chint is generated randomly by the interrogator. The interrogator encrypts the
ChInt and transmits the encrypted Chint (Enc(ChInt)) to the tag.
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Table 10 — Authenticate (Tag Authentication)

AuthMethod Step Flags ChLen Enc(Chint)
000 00 000 4-bitlength Ciphertext

10.2.2.5 Response (Tag Authentication)

The following is the response (Table 11) to the second Authenticate command. The length of ‘ChInt’
shall be the same as that of the received ‘Chint’. The tag decrypts and re-encrypts the received Chint.
And then, the tag transmits the encrypted Chint (Enc(ChlInt)) to interrogator through the response.

Table 11 — Response (Tag Authentication)

Enc(ChlInt)
Ciphertext

Whein the interrogator receives the re-encrypted challenge interrogator fronrthe tag, the interrogator
decrfypts the re-encrypted challenge interrogator, and compares the decrypted challenge interrogator
with| the generated challenge interrogator.

Whein the decrypted challenge interrogator is determined to be.identical to the generatgd challenge
intefrogator, the interrogator determines that the tag authentication succeeded. Otherwise, the
inteffrogator determines that the tag authentication failed.

10.3 Interrogator authentication (Authentication type: AuthMethod = “001", Optional)

10.3.1 Interrogator authentication
Integrogator authentication is performed afféran Inventory process.

Interrogator authentication is the process where a tag authenticates an interrogator. For this process,
the interrogator transmits a request-for challenge tag to a tag. Then the tag generates rgndomly the
challenge tag (ChTag), and encrypts-the challenge tag (ChTag) and transmits the encryptdd challenge
tag (Enc(ChTag)) to the interrogator. The ChLen is the length of the requested challengg number in
wordls and the minimum lengthis one word (i.e. 16 bits).

Whein the interrogator réceives the encrypted challenge tag (Enc(ChTag)) from the tag, the interrogator
decrypts the encryptéd challenge tag (Enc(ChTag)), and re-encrypts the decrypted challephge tag and
tranpmits the re-encrypted challenge tag (Enc(ChTag)) to the tag. The encrypted challenge fag (4) from
the tpg is differentfrom the re-encrypted challenge tag (5) transmitted by the interrogator pecause the
poinger of keyStream used for encrypting the ChTag by the tag is different from the pointer of keystream

decriyp : 3 a allenge tag with
the generated challenge tag (ChTag) and performs the authentlcatlon for the 1nterrogator

When the decrypted challenge tag is determined to be identical to the generated tag (ChTag), the tag
determines that the interrogator authentication succeeded. Otherwise, the tag determines that the
interrogator authentication failed. If the interrogator authentication fails, the tag does not transmit the
tag response.

When the authentication for the interrogator succeeds, the interrogator can delete, change, or add a
Master Key (MK) of the tag. Also, the interrogator can change the current operating mode of the tag.

In the process of interrogator authentication, the interrogator can initialize cryptographic suite
(encryption engine) of interrogator. For the initialization of cryptographic suite, the interrogator randomly
generates the random interrogator (RnInt) and transmits the random interrogator (Rnlnt) to the tag.
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When the tag receives the random interrogator (Rnlnt) from the interrogator, the tag randomly
generates the random tag (RnTag) and initializes cryptographic suite (encryption engine and IV) of
tag using the random interrogator (RnInt) and random tag (RnTag). And then the tag transmits the
random tag (RnTag) to the interrogator. When the interrogator receives the random tag (RnTag),
the interrogator initializes cryptographic suite (encryption engine and 1V) of interrogator using the
random interrogator (RnInt) and random tag (RnTag).

Also, when the authentication for the interrogator succeeds, the tag shall transition to the secured State.

Authenticate
cryptograph

[cSTite engine

Interrogator

command: exchange of random number for initializing

Auth.Meth
111

bd

RnInt
16 * RnLen

RnLen
0100

Step
00

Flags
RFU

(2)Reply(RnTag, Handle)

Authenticatd

==l

d: 4- handshaking, Step 0
man Wiy lancshaxing °¢p (3)Authenticate(Handle)

com

Auth.Meth
001

bd

ChLen
0100

Step
00

Flags
RFU

Authenticatd

(4)Reply(enc(ChTag), Handle)

-

command: 4-way handshaking, Step 1

Auth.Meth
001

(5)Authenticate(enc(ChTag), Handle)
ChLen ]

0100

bd Enc(ChTag)

16 * ChLen

Step
01

Flags
RFU

(6)Reply(Handle)

10.3.2 Con

10.3.2.1 G

This Clausq
between tag
‘AuthMetho

sending a challenge number. The comimands and responses for the functions are as follows.

10.3.2.2 A

In Figure 5,
and interro

inventory, t

words and its valueis 4. In other words, the length of RnInt/RnTag is fixed to the 4 words (64 bif

the value of]

Figure 5 — Interrogator Authentication Diagram

hmands and responses for interrogator authentication

pneral

describes the process of an interrogator authentication (from (1) to (6) in Figur
b and interrogator. Figure 5 shows an interrogator authentication method. According t
1’ and ‘Step’, the ‘Authenticate’ commands are used for exchanging random numbers

ithenticate Command (CS_Initialization)

the first ‘Authernticate’ command (Table 12) is to exchange random numbers betweel
bator for initializing the IV. If the interrogator performed already this function at the cut
his step(can be omitted. And its format is as follows. RnLen is the length of RnInt/RnT,

RnlLen field is not 4, the tag ignores the command. CS_Initialization refers to 10.1.2.

CS_Initialization(RnInt, Handle) SN

Tag

e 5)
b the
and

N tag
rent
g in
s). If

Table 12 — Authenticate (CS_Initialization)

AuthMethod
111

RnLen Rnlnt

0100

Step
00

Flags
000

64-bit random

10.3.2.3 Response (CS_Initialization)

The following is the response (Table 13) to the first Authenticate command. CS_Initialization refers to

10.1.2.

10
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Table 13 — Response (CS_Initialization)

Secure RnTag

Parameter KeyIndex

64-bit random

10.3.2.4 Authenticate Command (Interrogator Authentication 1)

In Figure 5, the second ‘Authenticate’ command (Table 14) is used for requesting a challenge number.
And its format is as follows. The ChLen is the length of the requested challenge number in words and
the minimum length is 16 bits.

Table 14 — Authenticate (Interrogator Authentication 1)

AuthMethod
001

ChLen
4-bit Jength

Step
00

Flags
000

10.3.2.5 Response (Interrogator Authentication 1)

The following is the response (Table 15) to the second command. The length of the challepge number
can e derived by the ‘Length’ field. The tag generates randomly thé.¢hiallenge tag (ChTag), ahd encrypts
the dhallenge tag (ChTag) and transmits the encrypted challengé tag (Enc(ChTag)) to the inferrogator.

Table 15 — Response (Interrogator‘Authentication 1)

Enc(ChTag)
Ciphertext

10.3]2.6 Authenticate Command (Interrogator Authentication 2)

In Figure 5, the third ‘Authenticate’ command (Table 16) is used for sending a ciphertext of the tag
challenge number. And its format is as\follows. The length of ‘Enc(ChTag)’ shall be the sanpe as that of
the rfeceived ‘Enc(ChTag)’. The Chli€wis the length of the challenge number in words and the minimum

leng

th is 16 bits.

Table 16 — Authenticate (Interrogator Authentication 2)

AuthMethod
001

Step
01

Flags
000

ChLen
4-bit length

Enc(ChTag)
Ciphertext

Whein the tag1eceives the re-encrypted challenge tag from the interrogator, the tag decrypts the re-
encrlyptedschallenge tag, and compares the decrypted challenge tag with the generated challenge tag.

Whenthe decrypted challenge tag is determined to be identical to the generated tag, the tag|determines
that the ImterTogator autientication Succeeded. OTHErWISE, e tag determines that the interrogator
authentication failed.

10.3.2.7 Response (Interrogator Authentication 2)

The following is the response (Table 17) to the third command. It has no payload field. If the interrogator
authentication succeeds, the tag transmits the tag response as follows. Otherwise, the tag does not
transmit the tag response.

Table 17 — Response (Interrogator Authentication 2)

Response

nothing
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10.4 Mutual authentication (Authentication type: AuthMethod = “010”, Mandatory)

10.4.1 Mutual authentication

Mutual authentication is performed after an Inventory process.

Mutual authentication is the process where a tag and an interrogator authenticate each other. This
authentication consists of the processes for tag authentication and interrogator authentication as the
tag authentication is followed by the interrogator authentication.

First, the interrogator randomly generates the challenge interrogator (Chlnt), and encrypts the

challenge i
interrogato
minimum lg

When the t3g
interrogato
generates t
the re-encr}
the interrog
re-encrypte
for encrypt
encrypting

When the i
the interro
decrypted ¢
authenticat

When the d
interrogato
interrogato

jterrogator, and then, transmits a request for challenge tag and the encrypted challenge

" (Enc(ChlInt)) to the tag. The ChLen is the length of the challenge number in words\an
ngth is 16 bits.

1 the

g receives the above request from the interrogator, the tag decrypts the encrypted challenge

F (Enc(ChInt)) and re-encrypts the decrypted challenge interrogator. Also; the tag rand
he challenge tag (ChTag), and encrypts the challenge tag (ChTag). Then-the tag trans
pted challenge interrogator (Enc(Chlnt)) and the encrypted challenge tag (Enc(ChTag

bmly
mits

) to

ator. The encrypted challenge interrogator (3) from the interrogator is different from the

d challenge interrogator (4) transmitted by the tag because the’pointer of keystream

used

ng the Chint by the interrogator is different from the pointer of keystream used fof re-

the Chint by the tag.

nterrogator receives the re-encrypted challenge intérrogator (Enc(Chint)) from the
pator decrypts the re-encrypted challenge interrogator (Enc(Chint)), and compares
hallenge interrogator with the generated challenige interrogator (Chlnt), and perform
on for the tag.

tag,
the
5 the

ecrypted challenge interrogator is determined to be identical to the generated challenge

- (Chlnt), the interrogator determines that the tag authentication succeeded. Otherwise
- determines that the tag authentication failed.

When the a

thentication for the tag succeeds, the interrogator decrypts the encrypted challeng

, the

P tag

(Enc(ChTag)), and re-encrypts the decrypted challenge tag, and transmits the re-encrypted challenge
tag (Enc(CHTag)) to the tag. The encrypted challenge tag (4) from the tag is different from the re-
encrypted dhallenge tag (5) transmitted by the interrogator because the pointer of keystream usefd for
encrypting the ChTag by the tag is different from the pointer of keystream used for re-encrypting the
ChTag by the interrogator.

When the fag receives the_re-encrypted challenge tag (Enc(ChTag)) from the interrogator, thg
decrypts the re-encrypted challenge tag (Enc(ChTag)) and compares the decrypted challenge tag
the generatgd challenge tag (ChTag), and performs the authentication for the interrogator.

b tag
with

When the d
determines| that
interrogator—at
tag response.

ecrypted challenge tag is determined to be identical to the generated tag (ChTag), th
the interrogator authentication succeeded. Otherwise, the tag determines tha

e tag
[ the
t the

When the authentication for the interrogator succeeds, the interrogator can delete, change, or add a
Master Key (MK) of the tag. Also the interrogator can change the current operating mode of the tag.

In the process of interrogator authentication, the interrogator can initialize cryptographic suite
(encryption engine) of interrogator. For the initialization of cryptographic suite (encryption engine),
the interrogator randomly generates the random interrogator (Rnlnt), and transmits the random
interrogator (Rnlnt) to the tag.

When the tag receives the random interrogator (Rnlnt) from the interrogator, the tag randomly
generates the random tag (RnTag) and initializes cryptographic suite (encryption engine and IV) of tag
using the random interrogator (Rnlnt) and random tag (RnTag). And then the tag transmits the random
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tag to the interrogator. When the interrogator receives random tag (RnTag), the interrogator initializes
cryptographic suite (encryption engine and 1V) of interrogator using the random interrogator (RnInt)
and random tag (RnTag).

When the authentication for the interrogator succeeds, the tag shall transition to the secured state.

Authenticate command: exchange of random number for initializing
cryptographic suite engine

Auth.Method
111

Flags
RFU

Step
00

RnLen
0100

Rnlnt
16 * RnLen

Interrogator

—

(1) Authenticate(Rnlnt, Handle)
CS_Initialization(RnInt, Handle)

(2)Reply(RnTag, Handle)

Tag

Authenticate command: 4-way handshaking, Step 0

Enc(ChInt, ChTag)
16 *2 * ChLen

Auth.Method Step Flags ChLen
010 00 RFU 0100
Authenticate command: 4-way handshaking, Step 1

Auth.Method Step Flags ChLen
010 01 RFU 0100

Enc(ChTag)
16 * ChLen

\ <

Figure 6 — Mutual Authentication-Diagram

10.4,2 Commands and responses for mutual authentication

10.4.2.1 General

This
and

‘Ste’, the commands are used for random number exchange and 4-way handshaking. The
responses for the functions are as-follows.

and

10.1].2.2 Authenticate Command (CS_initialization)

In Figure 6, the first ‘Authenticate’ command (Table 18) is to exchange random numbers hetween tag

and

(3)Authenticate(enc(Chint),(Handle)

(4)Reply(enc(ChInt), enc(ChTak), Handle)

Jfa—

(5)Authenticate(enc(ChTag)| Handle)

(6)Reply(Handle) |

Clause describes the process of a mutualauthentication (from (1) to (6) in Figure 6) hetween tag
nterrogator. Figure 6 shows a mutual authentication method. According to their ‘AuthMethod’ and

commands

nterrogator for initidlizing the IV. If the interrogator performed already this function afthe current

inventory, this step can)be omitted. And its format is as follows. RnLen is the length of Rnlht/RnTag in

wordls and its value.s 4. In other words, the length of Rnlnt/RnTag is fixed to the 4 words

(64 bits). If

the yalue of RnLenfield is not 4, the tag ignores the command. CS_Initialization refers to 10{1.2.

Table 18 — Authenticate (CS_Initialization)

AuthMethod

Step

Flags

RnLen

RnInt

111

00

000

0100

64-bit random

10.4.2.3 Response (CS_initialization)

The following is the response (Table 19) to the first Authenticate command. CS_Initialization refers to

10.1.2.

Table 19 — Response (CS_Initialization)

Secure Param-
eter

KeyIndex

RnTag
64-bit random

© ISO/IEC 2015 - All rights reserved
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10.4.2.4 Authenticate Command (Mutual Authentication 1)

In Figure 6, the second ‘Authenticate’ command (Table 20) is used for sending an interrogator challenge
number and receiving a tag challenge number. And its format is as follows. The ChLen is the length
of the challenge number in words. The interrogator randomly generates the challenge interrogator
(ChInt), and encrypts the challenge interrogator, and then, transmits a request for challenge tag and the
encrypted challenge interrogator (Enc(Chint)) to the tag.

Table 20 — Authenticate (Mutual Authentication 1)

AuthMethod Step Flags ChLen Enc(ChInt)
ono 00 000 4-bitlength Ciphertext
10.4.2.5 Response (Mutual Authentication 1)

pted

challenge i
tag rando

tag transm
(Enc(ChTag
the received

The follov:EEg is the response (Table 21) to the second command. The tag decrypts the encry

The interrq
decrypts th

with the gemerated challenge interrogator.

When the d
interrogato
interrogato

10.4.2.6 A

In Figure 6
challenge n

(Enc(ChTag
tag (Enc(CH
‘Enc(ChTag)

terrogator (Enc(ChInt)) and re-encrypts the decrypted challenge interrogator. Alsog
ts the re-encrypted challenge interrogator (Enc(Chint)) and the-encrypted challeng
) to the interrogator. The length of ‘Enc(ChInt)’ and ‘Enc(ChTagj’shall be the same as th
| ‘Enc(ChInt)’, respectively.

Table 21 — Response (Mutual Authentication 1)

Enc(Chint)
Ciphertext

Enc(ChTag)
Ciphertext

gator receives the re-encrypted challenge*interrogator from the tag, the interrog
e re-encrypted challenge interrogator, afitd compares the decrypted challenge interrog

I, the interrogator determines)that the tag authentication succeeded. Otherwise
" determines that the tag authentication failed.

ithenticate Command (Mutual Authentication 2)

the third ‘Authénticate’ command (Table 22) is used for sending a ciphertext of th
imber. And its format is as follows. The interrogator decrypts the encrypted challeng

Tag)) to-the tag. The length of ‘Enc(ChTag)’ shall be the same as that of the recg
". The Chlen is the length of the challenge number in words.

the

y generates the challenge tag (ChTag), and encrypts the challenge,tag (ChTag). Then the

P tag
at of

rator
rator

ecrypted challenge interrogator-is*determined to be identical to the generated challenge

the

e tag
b tag

), and re-enerypts the decrypted challenge tag, and transmits the re-encrypted challenge

ived

Table 22 — Authenticate (Mutual Authentication 2)

AuthMethod

Step Flags ChLen Enc(ChTag)

010

01

000

4-bit length

Ciphertext

When the tag receives the re-encrypted challenge tag from the interrogator, the tag decrypts the re-
encrypted challenge tag, and compares the decrypted challenge tag with the generated challenge tag.

When the decrypted challenge tag is determined to be identical to the generated tag, the tag determines
that the interrogator authentication succeeded. Otherwise, the tag determines that the interrogator
authentication failed.
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10.4.2.7 Response (Mutual Authentication 2)

The

following is the response (Table 23) to the third command. It has no payload field. If the mutual

authentication succeeds, the tag transmits the tag response as follows. Otherwise, the tag does not
transmit the tag response.

11

This|Cryptographic suite does not support secure communication.

12

12.1 Master key selection

Table 23 — Response (Mutual Authentication 2)

Response

nothing

Communication

Key management and key update

Each keystream shall be generated from the master key. A tag conforming to this part of ISQ/IEC 29167

shall have a master key. The master key can be updated by amauthorized interrogator.

The

master key of a tagis stored in the key field of tag memory. The key index related with the master key

is stgred in the key index field. It is recommended thatthe first master key is set by a tag manufacturer.

The

Figufe 7 shows a master key selection method.

master key blocks shall be protected from unauthorized Read/Write/KeyUpdate commnpands.

AuthMethod | Step Flags
Interrogator 111 00 RFU Payload Tag
Key Pool .
0 | [Master Key 0 (0xAAAA..) Atthenticate Command (AuthMethod : 111) Key Key
1| |Master Key 1 (0xBBBB..) o ID Index Master Key
2 | [Master Key 2 (0xCCCC..) [1]0] Master Key b (0xAAAA..) |
3 | |Master Key 3 (0xDDDD..) - Response (KeyID : 1, KeyIndex : 0)
n | | Master Key n (OxF FFF.()'\‘

Figure 7 — Master Key Selection

This|Cryptographic suite supports the multiple master keys within a tag. If a tag has the mulfiple master
keys|within a tag (for examples, KeyID = 1, KeyID = 3, KeyID = 5), an interrogator chooses the KeyID as

ShO' S Eignern @ CC Thnitialigation rafarc+n 10 1 D
VWi rrgore Ho o Ao o e e 50

OGO _—TTIret =7 T

An interrogator transmits the CS_Initialization (Authenticate command, AuthMethod: 111) to a tag
for choosing the KeyID and generating the keystream. A tag transmits the first Key (KeyID = 1)
response of the CS_Initialization.

[f an interrogator does not have the authority on the first Key (KeyID = 1), an interrogator transmits
again the CS_Initialization to a tag. A tag transmits the second Key (KeyID = 3) response of the second
CS_Initialization. For example, a tag transmits sequentially the KeyID about the CS_Initialization.

If an interrogator does not have the authority on the second Key (KeyID = 3), an interrogator
transmits again the CS_Initialization to a tag. A tag transmits the third Key (KeyID = 5) response of
the third CS_Initialization.
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— If an interrogator has the authority on the third Key (KeyID = 5), an interrogator generates a
keystream using the response.

AuthMethod| Step Flags

111 00 RFU Payload
Interrogator Tag
Key Pool Authenticate Command (AuthMethod: 111)_ Key Key

0| Master Key 0 (0XAAAA..) o ID Index Master Key

1| Master Key 1 (0xBBBB...) _ Response (KeyID : 1, KeyIndex : 0) 1[0 | Master Key 0 (0xAAAA..)
2| Master Key 2 (0xCCCC..) - 31| Master Key 1 (0OxBBBB...)
3| Master Key 3 (0xDDDD..) Authenticate Command (AuthMethod : 111) 5|2 | Master Key 2 (0xCCCC..)
n | Master K¢y n (OxFFFF..) _ Response (KeylID : 3, KeyIndex : 1)

Authenticate Command (AuthMethod: 111)

Response (KeyID : 5, Keylndex : 2)

A

Figure 8 — KeylID Selection in multiple keys within a Tag

12.2 Keystream generation

First Initial Vector (128 bits)

(Rnint || RnTag) Master Key (128 bits)

----- = o \
AES Crypto Engine
; ————-
(Encryption.module)
—|
Next |nitial Vector Output l< i
1
1
1
its) 0 | e —— 1 _ | _
SeameEn | b (A 1E) | A new 128-bit Keystream is _i
| created whenever the pointeljof |
Keystream [2] (128bits) : the previous 128-bit Keystream |
L turnsaround _ _ | _ |
Keystream [1] (128bits)

Figure 9 — Keystream Generation

Figure 9 shqws the-génerating method of a keystream based on the AES encryption module. The master
key is a secffet Key and plays an important role in generating a keystream.

The AES en(Tyption module that generates a Keystrearn 15 initiated by am initiatization vector (1V) and
the master key. The first IV is concatenated by the interrogator and the tag during ‘CS_Initialization’
operation. The Rnlnt is a random number transmitted to a tag from an interrogator and the RnTag is a
random number transmitted to an interrogator from a tag. The length of the RnInt and the RnTag is 64
bits respectively. The 128-bit IV consists of the concatenation of the RnInt and the RnTag. For the first
time, the AES crypto engine generates the first keystream by encrypting the 128-bit [V using the master
key. And then, it generates the second keystream by encrypting the first keystream using the master
key. The AES crypto engine replaces the target data by the previous keystream in every generating
routine of a new keystream. Thus, it means that the AES crypto engine generates different keystreams
in each generating routine. The AES crypto engine generates firstly two keystreams in advance to
prevent the exhaustion of the keystream. And then, the AES crypto engine generates a new keystream
whenever one keystream of two keystreams is exhausted. During the above process, the Interrogator
and the tag shall generate a random number. The random number should contain sufficient entropy;
however, this part of [ISO/IEC 29167 does not specify a minimum.
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12.3 Key update

12.3.1 General

Interrogators and Tags may implement the KeyUpdate command for the CSI of AES OFB mode; if they
do, they shall implement it as shown in this Clause. KeyUpdate allows an Interrogator to delete, write or
overwrite a key stored in a Tag. Table 24 shows the KeyUpdate command. The key update operation is
only allowed in protected environments.

KeyUpdate has the following fields:

— FenRep specifies whether a Tag backscatters a reply message or stores the jmngssage in a
ResponseBuffer.

— Length is the message length, in bits.
— KeylD specifies the key to be updated.

— Message contains WordPtr and ‘KeyIndex’ or ‘key’.
12.312 Command

Table 24 — Command fofmat

WordPtr UpData
8 16*n
word pointer Length of KeyIndex, KeyIndex or Key

UpData includes the Length of Keylndex, Keylndex and the Key.

— Length of Keylndex is the KeyIndex size in words. If this value is zero, Keylndex do¢s not exist.
Length of KeyIndex uses only the lower 4 bits of 16 bits. Thus, it supports the length of 1~ 15 words.

— Keylndex is the information related with the key pool of the tag and the interrogator.

The WordPtr (Word Pointer)-indicates the Length of Keylndex, Keylndex or the Key and the order of
KeyUpdate command. The WordPtr field has two types as shown in Table 25.

Table 25 — WordPtr fields

bjit 0 1 2 | 3 | a4 5 6 7

0 (Length of Key-
0{processing) |Index, KeyIndex)/1 Word pointer for Length of KeyIndex, Keylndex and Key

WordPitr (Key)
Y N 0 (update)/1 RFU Mask Aftion
1 (COIPIELC) (d l t ) - - -
elete - skip/apply | skip/apply | Key write | permalock

The bit 0 of the WordPtr has a value of 0 or 1. The value of 0 means that the data still remains to be
updated and the value of 1 means the final message for update.

In the case of the value of 0, bit 1 of WordPtr indicates the Length of Keylndex, Keylndex or Key. The
value of 0 in bit 1 means the UpData includes the Length of KeyIndex and KeyIndex. The value of 1 in bit
1 means the UpData includes Key. The remained bits of the WordPtr indicate the starting address to be
updated, which is Length of KeyIndex, KeyIndex or the Key blocks. The user chooses whether UpData
is updated by a word or by words according to the value of Length field (Length = WordPtr (8 bits) +
UpData (16 bits) x n) of KeyUpdate command.

If bit 0 of the WordPtr is 1, bit 1 of WordPtr indicates the update or deletion of Key, bit 4 and bit 5 of
WordPtr are Mask bits, and bit 6 and bit 7 are Action bits. At this time, the UpData shall be CRC-16 value

© ISO/IEC 2015 - All rights reserved 17
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for the transmitted Length of KeyIndex, Keylndex and the Key blocks. Thus, the transmitted data is
confirmed by the CRC-16 value.

The functionality of the various Action fields in the final KeyUpdate command is described in Table 26.

Table 26 — Action fields functionality

Action
- Meaning
. per
Key write malock
Lanh} 1z 1.1 1 L. P | . | 1 4l 1z ) & S N e 4l
0 0 11 l\Uy UIUCKS dI'T WIITLAdUIT Ul 1TAUdDIT Uy LIIC l\C_y UpuUdiT CUIIIIIAITU TTUIIT LT
secured state.
0 1 The Key blocks are permanently writable by the KeyUpdate command from'the
secured state and not readable from the any state by any command.
1 0 The Key blocks are not writable by the KeyUpdate command fromythe secured state
and not readable from the any state by any command.
1 1 The Key blocks are permanently not writable or readable frgmythe any state by gny
command.

A tag shall ipterpret these bit values as follows:
— Mask ((): Ignore the associated Action field and retain the curredtlock setting.

— Mask (1): Implement the associated Action field and overwrite-the current lock setting.

— Action

— Action

The order of KeyUpdate command is as follows.

Key write, 0): De-assert write-protection through'the KeyUpdate command.

Key write, 1): Assert write-protection through'the KeyUpdate command.

18

WordPtr Updata
(0x00) KeyIndex length (2 word)
(0x01) KeyIndex(0)
(0x02) Keylndex(1)
(0x40) Key (0)
(0x41) Key (1)
(0x42) Key (2)
(0x43) Key (3)
(0x44) Key (4)
(0x45) Key (5)
(0x46) Key (6)
(0x47) Key (7)
(0x8X) CRC CheckSum

Figure 10 — UpData of KeyUpdate command (an example of a word)

© ISO/IEC 2015 - All rights reserved
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WordPtr Updata
(0x00) | length (2 word) | KeyIndex (0 ~ 1)
(0x40) Key (0 ~3)
(0x44) Key (4 ~7)
(0x8X) | CRC CheckSum |

a) Example of the variable words

WordPtr Updata
(0x00) | length (2 word) | KeyIndex(0 ~ 1) |
(0x40) Key (0 ~ 7)
(0x8X) | CRCCheckSum |

b) Another example of the variable words

Figure 11 — UpData of KeyUpdate command

The [UpData of KeyUpdate command operates in a word (Figure. 10) or the variable words [Figure
11 a) and b)]. The interrogator indicates the length of WordBtr and UpData in the Length field of

If the Interrogator performs the deletion of Key, it trafismits only the WordPtr in Mesdage field of
Keylpdate command and is not existed the UpData)field. At this time, the value of WordPtr is 0xCO

Also| if the Interrogator performs the modification of Key Action, it transmits the marked WordPtr
(Actjon field) of the final KeyUpdate command or it transmits only the WordPtr (Action field) in
Mesgage field of KeyUpdate command. Ifithe Interrogator transmits only the WordPtr off KeyUpdate
comfmand, the UpData shall be NULL. At:this time, the value of WordPtr is 0x8X [Figure 12b)] means that
the domplete bit and the related bit are set to 1].

In this case, the example of the KeyUpdate command is as follows.
WordPtr

Figure 12a — The deletion of Key
WordPtr

Figure 12b — The modification of Key Action

© ISO/IEC 2015 - All rights reserved 19


https://iecnorm.com/api/?name=1a85f9c67ff88edbab1db77a8b053981

ISO/IEC 29167-14:2015(E)
Annex A
(normative)

Crypto suite state transition tables

The crypto suite state transitions are described in Table A.1.

Table A.1 — Crypto suite state transition table
Current Stlate Command Action Next Stdte
Ready CS_Initialization Initializes the encryption engine Active
Active or Iidle CS_Initialization Initializes the encryption engine Active
Active Tag Authentication Verify Tag key Active
Active Interrogator Authentication Verify Interrogator key Active
Active Mutual Authentication Verify Tag key and Interrogator key Active
Verify Tagke
Yy Idle
(a pointer of keystream remains)
Idle Tag Authentication -
Verify Tag key
Active
(a pointer ofKeystream have exhausted)
Verify Interrogator key
Idle
(agointer of keystream remains)
Idle Interrogator Authentication
Verify Interrogator key .
Active
(a pointer of keystream have exhausted)
Verify Tag key and Interrogator key 1dl
e
(a pointer of keystream remains)
Idle Mutual Authentication
Verify Tag key and Interrogator key
Active
(a pointer of keystream have exhausted)
Any combination of Current States and Transitions not listed in Table A.1 shall result in an error and
consequently a transition.tothe Ready state.
All other erfors resulting from the execution of commands shall result in an error and consequently a
transition tp the Ready state.
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(normative)

Error Codes

The error codes are described in Table B.1.

4:2015(E)

Table B.1 — Error Codes

Eryor-Code Support Error Code Error-Code Name Error Description

000000007 Other error Catch-all for errors notlegvered by|other codes.

00000011 Memory overrun |The specified memory location dogs not exist
or the Ull length. field is not suppoited by the
tag.

000001002 Memory locked The specified memory location is lpcked and/
or pernialocked and is either not writeable or
not réadable.

00001011> Insufficient power |Thetag has insufficient power to perform the

. niemory-write operation.
Error-specific

000100013 Sensor scheduling. |Number of specific time scheduling records

configuration exceeds maximum possible numbejr.

00010010, Tag busy An interrogator tries to read or wrfite sensor
specific data. The tag is currently usy access-
ing the sensor or storing sensor related data
(e.g. anew measurement value) anfl therefore
is temporarily unable to serve the request.

000100115 Measurement type |The sensor does not support the sgecified

not supported measurement type.
Non-specific 00001111 Non-specific error |The tag does not support error-spqcific codes.

00100001 No Key The Key does not exist.

001000102 CS notinitialized or |The crypto engine is not initialized because

Crypto Suite Error [the Authenticate (CS_initialization) command
Security has not been executed.
Error-specific 00100011, Insufficient Privi- |The specified key is the Insufficienft Privileges.
leges
001001002 CRC Checksum error |The error of CRC checksum is occufred in the

KeyUpdate command.

© ISO/IEC 2015 - All rights reserved
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Cipher description

The Advanced Encryption Standard (AES) block cipher is described in detail in Reference.[6]
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Annex D
(informative)

AES OFB test vectors

The first five test cases test AES-128 OFB encryption engine. And, the additional two test cases test
encrypting and decrypting the four continuous blocks using AES-128 OFB encryption engine.

Each
ChT3

Case¢
Key:
Rnln

#1: Encrypting 16 bytes (1 block) using AES OFB-encrypt with 128-bit kéy.
Oxaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa

t: 0x1234123412341234, RnTag : 0x1234123412341234

IV: 0x12341234123412341234123412341234

Keysq
Plair

tream: 0x85b8176673693b793700475876e6fb08
text: 0x123456789abcdel123456789abcdel234

Ciphprtext: 0x978c411ee9d5e56b03563fc2ca38e93¢

Case
Key:
Rnln
IV: 0

#2: Encrypting 16 bytes (1 block) using AES OFB-encrypt with 128-bit key
0xc651ecbafb7cf8e75a339a0d5825175e

t: 0x67734acdf24654e8, RnTag : 0x7663c932315a05€9
[k67734acdf24654e87663¢932315a05e9

Keydtream: 0x13519bd8f5cdda9473c¢763284c995f29

Plaigtext: 0x69ff29abe3c21b8d2e9f66b7a35d58d4

Ciph|

prtext: 0x7aaeb273160fc1195d58059fefc407fd

Caseg #3vEncrypting 16 bytes (1 block) using AES OFB-encrypt with 128-bit key

Key:

0xb29b11743d70alfc01ea965cb03254db

RniInt: Oxabc6548221873eel, RnTag : 0x3e976b38ecfb3c18

IV:0

xabc6548221873ee13e976b38ecfb3c18

Keystream: 0x095ae589eb942f9ddbed0ela2013ac7d

Plaintext: Oxcdb40e41dce941677edc8f2a3bafec5c

Ciphertext: 0xc4eeebc8377d6efaa53181301bbc4021

© ISO/IEC 2015 - All rights reserved

test case includes the key, Initialization Vector (RnInt and RnTag), Keystream, the plaivlltext (ChlInt,
g, or AuthData, etc), and the resulting ciphertext. The values of keys and data are either |
numpers (prefixed by “0x”). The computed cyphertext values are all hexadecimal humbers

exadecimal
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Case #4: Encrypting 16 bytes (1 block) using AES OFB-encrypt with 128-bit key

Key: Ox1afb3ad13c75615c¢99b1b3f7alcad064

RnlInt: 0x02

432a290594bef9, RnTag : 0xa895f1efe9e5cb47

IV: 0x0243aa290594bef9a895f1efe9e5cb47

Keystream:

0xa664f6e6e72b05821b2c9617820ffd09

Plaintext: Oxfefafbe67cd889bb0feb05003a0b48bd

Ciphertext:

Case #5: En
Key: 0x231¢
Rnlnt: 0x1f:
IV: 0x1fa86
Keystream:
Plaintext: 0

Ciphertext:

Case #6: En

X589e0d009bf38c3914c79317b804b5b4

Crypting 16 bytes (1 block) using AES OFB-encrypt with 128-bit key
c55a4b3b2409d41b3be347bb197d

1864735e63649¢, RnTag : Oxaaf2afcd485c229b
1735e63649eaaf2afcd485c229b
Oxeeddb2d94c7f97fa268b5df3c17a97d7
k1e7b14c5797011dcac103350156fbaf5
0xf0a6a61c350f86268a9b6ea3d4152d22

Crypting the 4 continuous block using AES®OFB-encrypt with 128-bit key

Key: 0x7cc254f81be8e78d765a2e63339fc99a

IV: 0x67c66
Block #1

Keystream:
Plaintext: 0
Ciphertext:
Block #2

IV: 0x80ed5

07351ff4aec29cdbaabf2fbe346

0x80ed55152009abb9971985f536a5cc40

K66320db73158335a255d051758e95ed4

0xe6df58a21:15108e3b24480e26e4c9294

5152009abb9971985f536a5cc40

Keystream:

O0xfale6738d34fa4f796597360h58f0cd

Plaintext: Oxabb2cdc69bb454110e827441213ddc87

Ciphertext:
Block #3

0x513caa251680ae5e77e79d324a652c4a

[V: OxfaBe67e38d34fa4f7965e9736b58f0cd

Keystream:

0x7673ab0bal7f911070fea363be4deaea

Plaintext: 0x70e93eal4lelfc673e017e97eadc6b96

Ciphertext:

24
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Block #4

[V: 0x7673ab0bal7f911070fea363be4deaea
Keystream: 0x999b4ff25da506dc993e3284893d0b71
Plaintext: 0x8f385c2aecb03bfb32af3c54ec18db5c
Ciphertext: 0x16a313d8b1153d27ab910ed06525d02d

Key:[0x7cc254f81be8e78d765a2e63339fc99a

IV: O67c6697351ff4aec29cdbaabf2fbe346

Block #1

Keyqtream: 0x80ed55152009abb9971985f536a5cc40
Ciphertext: 0xe6df58a2115108e3b24480e26e4c9294
Plaintext: 0x66320db73158a35a255d051758e95ed4
Block #2

IV: 0x80ed55152009abb9971985f536a5cc40
Keyqtream: 0xfa8e67e38d34fa4f7965e9736b58f0cd
Ciphpertext: 0x513caa251680ae5e77e79d324a652c4a
Plaintext: Oxabb2cdc69bb454110e827441213ddc87
Block #3

[V: Ocfa8e67e38d34fa4f7965e9736b58f0cd
Keyqtream: 0x7673ab0ba17f911070fea363be4deaea
Ciphertext: 0x069a95aae09e6d774effddf45491817c
Plaintext: 0x70e93eal41elfc673e017e97eadc6b96
Block #4

IV: O7673ab0bal7f911070fea363be4deaea

Keydtream: 0x999h4ff25da506dc993e3284893d0h71

Ciphertext: 0x16a313d8b1153d27ab910ed06525d02d
Plaintext: 0x8f385c2aecb03bfb32af3c54ec18db5c¢
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Annex E
(normative)

Protocol specific operation

E.1 Protocol specific information

The AES OF
in E.2. 1SO/
it is expand

E.2 Secufrity services for ISO/IEC 18000-63

In this par
services us
implementg

— Authen
which v

— Tag
— Int
— Mu
— Tag
— CS_

— Challenige (Mandatory)

— KeyUpd
The Challen

B cryptographic suite provides security services for UHF air interface protocols as deset
EC 29167-1 defines the Cryptographic suite Identifier (CSI) for AES OFB to be 000100
bd to the 8-bit value 04y, for use by all air interface protocols in this Annex.

t of ISO/IEC 29167, the AES OFB cryptographic suite provides, the following sec
ng the protocol commands shown in Table E.1. The mandatory sécurity services sha
d in a compliant tag.

[ication (The operations of ‘Authenticate’ command are specified by ‘Authentication Metf
alue is given to ‘AuthMethod’)

Authentication (Authentication type: AuthMethed = “000”, Mandatory)
errogator Authentication (Authentication typerAuthMethod = “001”, Optional)
fual Authentication (Authentication typerAuthMethod = “010”, Mandatory)
Authentication via Server (Authentication type: AuthMethod = “011”, Optional)

[nitialization (Authentication type: AuthMethod “111”, Mandatory)

ate (Optional)

ge and/or Authenticate command shall be used for all authentication methods impleme

ibed
and

irity
1l be

hod’

nted

by a Tag. [fags shall implement Tag authentication, Mutual authentication, and CS_Initialization
(Initializatipn Vector). Tags may implement Interrogator authentication, Tag authentication via sejrver,
and Challenige.
Table E.1 — Protocol Commands
Mandatety,
Protocol
Feature Prohibited, or
Command
Vendor defined
Challenge Tag and Interrogator implement the command. Vendor defined
Tag ignores all other commands from an Interrogator during execution. Mandatory
Tag and Interrogator support sending ResponseBuffer during reply to an Mandatory
ACK command.
Tag supports security timeout for a crypto error. Vendor defined
Authenticate |Tagand Interrogator implement the command. Mandatory

26
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Table E.1 (continued)

4:2015(E)

Mandatory,
Protocol
Feature Prohibited, or
Command
Vendor defined
Tag and Interrogator support sending the response during reply to the Mandatory
Authenticate command.
Tag supports security timeout for a crypto error. Vendor defined
During authentication, a Tag does not reply to a command having an invalid Mandatory
halldl\, Ul ;llva};d CRC, th\, ll\,At Tas Dtat\, ;O lua;uta;u;us th\, currt \,llt otat\,.
The crypto engine is reset by the CS_Initialization of Authenticate com-
mand.
SecureComm | This Cryptographic suite does not support this command. Venglor defined
AuthComm This Cryptographic suite does not support this command. Prohibited
KeyUpdate Tag and Interrogator implement the command. Venglor defined
Supported without encapsulation. Vengdlor defined
E.3 | Challenge (Mandatory)
E.3.1 General
Challenge command (Table E.2) allows an Interrogator to instruct multiple Tags to (simultgneously but
independently) precompute cryptographic value(s) for use in a subsequent authentication and to store
the grecomputed value(s) for subsequent use. The generic nature of the Challenge command allows it to

supp
Chal

ort a wide variety of cryptographic suites.

lenge has the following fields:

hen the Tag omitsfength from its stored reply; if IncRepLen = 1 then the Tag includes
stored reply.

mmed spegifies whether a Tag concatenates response to its Ull when replying to an ACK
hen the Tag does not concatenate response to its UIl when replying to an ACK but 4

ncRepLen specifiesswhether the Tag omits or includes length in its stored reply. If IncRepLen=0

ength in its

Ifimmed=0
ackscatters

response by a ReadBuffer command; if immed=1 then the Tag backscatters UIIl + result when
replying to an ACK.
— (ST selects the cryptographic suite that Tag and Interrogator use for the Challenge.
— Length is the message length, in bits.
— Message includes parameters for the authentication.
E.3.2 Command
Table E.2 — Command format
RnLen ChLen Rnlnt Chint
4 4 64 16 xn
Word number of RnInt (0100) | Word number of Chint (n) Random number Random challenge

© ISO/IEC 2015 - All rights reserved
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