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Foreword

0:2017(E)

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
ISO/IEC JTC 1.

The [procedures used to develop this document and those intended for its further main
described in the ISO/IEC Directives, Part 1. In particular the different approval criteria
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ifferent types of document should be noted. This document was drafted inac¢ordan
rial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

htion is drawn to the possibility that some of the elements of this document may be
htent rights. ISO and IEC shall not be held responsible for identifying any or all
s. Details of any patent rights identified during the development of the document wj

tenance are
needed for
ce with the

the subject
such patent
ill be in the

duction and/or on the ISO list of patent declarations received (See-www.iso.org/patent

titute an endorsement.

hn explanation on the voluntary nature of standards, the meaning of 1SO specifig
essions related to conformity assessment, as welD as information about ISO's adher

www.iso.org/iso/foreword.html.

document was prepared by Technical” Committee ISO/IEC ]JTC 1, Information
ommittee SC 31, Automatic identification and data capture techniques.

second edition cancels and replaces the first edition (ISO/IEC 29167-10:2015), whi
hically revised.

F of all parts in the [SO/IEC 29167 series can be found on the ISO website.
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Introdu

ction

This document specifies the security services of an AES-128 crypto suite. AES has a fixed block size of
128 bits and a key size of 128 bits, 192 bits or 256 bits. This document uses AES with a fixed key size of
128 bits and is referred to as AES-128.

This document specifies procedures for the authentication of a Tag and or an Interrogator using AES-
128 and provides the following features:

— Tag Authentication;

— Tag Autlhentication allows authenticated and encrypted reading of a part of the Tag’s memory;

— Interrogator Authentication;

— Interrogator Authentication allows authenticated and encrypted writing of a part of the‘Tag’s memory;
— Mutual|Authentication.

Crypto suit¢ only supports encryption on the Tag and uses encryption for “encriypting” messages|sent
from the Tag to the Interrogator and “decrypting” messages received fromthe/Interrogator.

The Interrjational Organization for Standardization (ISO) and _(nternational Electrotechpical
Commissionp (IEC) draw attention to the fact that it is claimed thatZdompliance with this document
might involve the use of patents concerning radio-frequency identification technology given in the
clauses iderttified below.

ISO and IEC|take no position concerning the evidence, validity and scope of these patent rights.

The holderd of these patent rights have assured ISO and 1EC that they are willing to negotiate licgnses
under reasqnable and non-discriminatory terms and.¢énditions with applicants throughout the wprld.
In this resplect, the statements of the holders of these patent rights are registered with ISO and| IEC.
Informatior] on the declared patents may be obtained from:

Impinj, Ind.

Chris Dorip

Chief Strategy and Technology Officer

The latest Jnformation on [P~that might be applicable to this document can be found at wwW.iso.
org/patentd.
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Information technology — Automatic identification and

da

ta capture techniques —

Part 10:

Cco

1
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hcope

document specifies the crypto suite for AES-128 for the ISO/IEC 18000 air interface

secufrity for RFID devices that might be referred by ISO committees for-air interface sta

appl
This

cation standards.

document specifies a crypto suite for AES-128 for an air interface for RFID systems.

suitqg is defined in alignment with existing air interfaces.

This
algo

document specifies various authentication methodsyand methods of use for the
[ithm. A Tag and an Interrogator can support one, a’subset, or all of the specified opt

stating what is supported.

2

The

Normative references

consftitutes requirements of this docurient. For dated references, only the edition cited

unda

ISO/
Part

ISO/
Part

1S0/

[EC 9797-1, Information technelogy — Security techniques — Message Authentication Cod
1: Mechanisms using a bleckipher

[EC 18000-63, Information technology — Radio frequency identification for item man
63: Parameters for-air interface communications at 860 MHz to 960 MHz Type C

[EC 19762, Information technology — Automatic identification and data capture (AIDC) te

Harmonized vacabulary

IS0/
Part

[EC 29167-1, Information technology — Automatic identification and data capture te
1: Security services for RFID

s standards

ndio frequency identification (RFID) devices. Its purpose is to provide'a~common crypto suite for

ndards and

The crypto

encryption
ons, clearly

following documents are referred todin the text in such a way that some or all of their content

applies. For

ted references, the latest editionof the referenced document (including any amendments) applies.

bs (MACs) —

agement —

bchniques —

chniques —

3 Terms, definitions, symbols and abbreviated terms

For the purposes of this document, the terms and definitions given in ISO/IEC 19762 and the
following apply.

ISO and [EC maintain terminological databases for use in standardization at the following addresses:

31

ISO Online browsing platform: available at http://www.iso.org/obp

IEC Electropedia: available at http://www.electropedia.org/

Terms and definitions

© ISO/IEC 2017 - All rights reserved
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3.11

AES-CMAC-

96 (key, data)

CMAC generation with input data "data", using initialization vector "IV" and 128-bit key "key",
truncating the result by using only the 96 most significant bits from the 128-bit CMAC code

3.1.2

AES-DEC (key, data)
AES in ECB decryption mode of input data "data" and 128-bit key "key"

3.1.3

AES-ENC (key, data)

AESin ECB
3.14

ETICTy PLioT Mode of imput data - data amd-128=bitkey ‘key™

AuthenticationBlock

variable thg

3.1.5
bit string
ordered seq

3.1.6

block ciphg¢r

family of fu
Note 1 to ent

3.1.7
blocksize
number of 1

3.1.8

CBCgnc_AE
AES in CBC
according t

Note 1 to ent]

01 = AES
— Op=AE
Note 2 to ent]

3.19
CBCpgc_AE
AES in CBC

t contains information to verify the authenticity of the Tag or the Interrogator

uence of Os and 1s

hctions and their inverse functions that is parameterizedby keys

ry: The functions map bit strings of a fixed length to bit strings of the same length.

its in an input (or output) block of the block*cipher

S (IV, key, data)
encryption mode of input data "data”, using initialization vector "IV" and 128-bit key "
NIST/SP 800-38A

ry: Output blocks (0;) are obtained from input blocks (I;) as follows:
-ENC( key, Iy XOR 1V ), and
b-ENC( key, In XOR Opp=1) ).

ry: C.2 describes.the cipher block chaining.

Sinv (1Y key, data)
decryption mode of input data "data", using initialization vector "IV" and 128-bit key "

according t¢ N4ST/SP 800-38A

key",

key",

Note 1 to ent

3.1.10
CBCgnc_AE

ry: Output blocks (0j) are obtained from input blocks (I;) as follows:

01 = AES-DEC( key, I1) XOR IV, and
On = AES-DEC( key, I)) XOR I(5-1) ).

Sivv (IV, key, data)

CBC in encryption mode using initialization vector "IV" and 128-bit key "key"

Note 1 to ent

ry: Output blocks (0j) are obtained from input blocks (I;) as follows:

01 = AES-DEC( key, I1 XOR IV ), and

© ISO/IEC 2017 - All rights reserved
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—  On = AES-DEC( key, In XOR Opn-1) ).

3.1.11
CBCpgc_AES (1V, key, data)
CBC in decryption mode using initialization vector "IV" and 128-bit key "key"

Note 1 to entry: Output blocks (Oj) are obtained from input blocks (I;) as follows:
— 01 = AES-ENC( key, I1) XOR 1V, and

—  Op = AES-ENC( key, I) XOR I(n-1)

3.1.32
ciphertext
encrlypted plaintext

3.1.13

cipher-based message authentication code
CMAC

algorithm based on a symmetric key block cipher

Note|1 to entry: In this document, data is systematically padded with_zere bits before computing the MAC,
resulting in the last block of MAC inputs is always complete. Therefore; K1-MAC is always used. [It makes the
computation of K2-MAC useless.

Note| 2 to entry: The computation of the MAC shall comply with the requirements of MAC method 5 in
ISO/JEC 9797-1.

3.1.14
Command (Message)
datajthat the Interrogator sends to a Tag with "Message" as parameter

3.1.15
D
numper of 128-bit blocks that can be added to the authentication response as custom data gnd header

3.1.16

datd block

bloc

sequence of bits whose length is the block size of the block cipher

3.1.17
ENC| key
varigble that coritains the key that will be used for cryptographic confidentiality protection

Note|l to entry:/This variable shall be used for cryptographic confidentiality protection.

3.1.18
H
number of bits of the header

3.1.19
Header
H bits composed of BlockSize, Offset, Profile and BlockCount

3.1.20

Initialization Vector

v

input block that some modes of operation require as an additional initial input

© ISO/IEC 2017 - All rights reserved 3
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3.1.21

input block
data that is an input to either the forward cipher function or the inverse cipher function of the block
cipher algorithm

3.1.22
Key

string of bits used by a cryptographic algorithm to transform plaintext into ciphertext or vice versa or
to produce a message authentication code

3.1.23

KeyID
numerical

3.1.24
Key[KeyID
variable tha

Note 1 to ent]

3.1.25
Key[KeyID
key that car

3.1.26
MAC_key
variable thg

Note 1 to ent]

3.1.27
Memory Py
start pointg

3.1.28
Message
part of the ¢

3.1.29
Mode of Op
Mode
algorithm f
algorithm

3.1.30
output bloc

esignator for a single key
.ENC_key
t contains the key that will be used for encryption

ry: This variable shall be used for encryption.

.MAC_key
be used for cryptographic integrity protection

t contains the key that will be used for cryptographie integrity protection

ry: This variable shall be used for cryptographic integrity protection.

ofile
r within the Tag’s memory for addresSing custom data block

ommand that is defined by(the crypto suite

eration

k

data that is

ahcoutput of either the forward cipher function or the inverse cipher function of the

cipher algor

3.1.31
Plaintext

341
IUIIIIY

br the cryptographic transformation of data that features a symmetric key block cipher

lock

ordinary readable text before being encrypted into ciphertext or after being decrypted from ciphertext

3.1.32

Reply (Response)
data that the Tag returns to the Interrogator with "Response” as parameter

3.1.33
Response

part of the reply (stored or sent) that is defined by the crypto suite

© ISO/IEC 2017 - All rights reserved
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bit string comprised of 16 bits

3.2 Symbols and abbreviated terms

AES Advanced Encryption Standard

CBC Cipher Block Chaining

CMAC Cipher-based Message Authentication Code

DIV integral part of a division

Field[a:b]  selection from a string of bits in Field
For a > b, selection of a string of bits from the bit string Field. Sele¢tion ranges from bit
number a until and including bit number b from the bits of the string in Field, Whereby
Field[0] represents the least significant bit. For selecting one'single bit from Fi¢ld a=b.
For example, Field[2:0] represents the selection of the thfee least significant bits of Field.

FIPS Federal Information Processing Standard

IV Initialization Vector

LSB Least Significant Byte

MAC Message Authentication Code

MPI Memory Profile Indicator

MSB Most Significant Byte

NIST National Institute of Standards and Technology (United States)

RFU Reserved for FutureUse

TID Tag-IDentification or Tag IDentifier (depending on context)

Ull Unique Identification ID

XXX binafy notation of term "xxxx", where "x" represents a binary digit

xXXXXh hexadecimal notation of term "xxxx", where "x" represents a hexadecimal digit
In this crypto suite, the bytes in the hexadecimal numbers are presented with|the most
significant byte at the left and the least significant byte at the right. The bit ordler per

ko s 1 PR ial 4l PR Y e loce a a1 1 0 L 1 PR ifi bi
oy te1sarso preseitea witir e oSt Sigiiricant ot at tre et atra tire reastSigill 1cant bit

at the right.

For example, in "ABCDEF" the byte "AB" is the most significant byte and the byte "EF" is
the least significant byte.

concatenation of syntax elements, transmitted in the order written (from left to right)

For example, "123456" || "ABCDEF" results in "123456 ABCDEF", where the byte "12" is the
most significant byte and the byte "EF" is the least significant byte.

Note 1 to entry This protocol uses the following notational conventions:

— States and flags are denoted in bold. Some command parameters are also flags; a command
parameter used as a flag will be bold. Example: ready.

© ISO/IEC 2017 - All rights reserved 5
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a command parameter will be underlined. Example: Pointer.

Command parameters are underlined. Some flags are also command parameters; a flag used as

Commands are denoted in italics. Variables are also denoted in italics. Where there might be

confusion between commands and variables, this protocol will make an explicit statement.
Example: Query.

4 Conformance

4.1 Airinterface protocol specific information

To claim co:lnformance with this document, an Interrogator or Tag shall comply with all relevant.cla

of this docu

4.2 Inter

To conform
this documg

To conform
defined in t

To conform

— implemlent any command that conflicts with this documenfior

require
docume

4.3 Tagoa

To conform
for the supp

To conform
document.

To conform

— implement any command that conflicts with this document, or

require
documg

ment, except those marked as “optional”.

rogator conformance and obligations

to this document, an Interrogator shall implement the mandatory commands defing
ent and conform to the relevant part of ISO/IEC 18000.

to this document, an Interrogator can implement any subset{of the optional comm
his document.

to this document, the Interrogator shall not

the use of an optional, proprietary or custom cemmand to meet the requirements of
nt.

onformance and obligations

to this document, a Tag shall implentént the mandatory commands defined in this docui
orted types and conform to theselevant part of I[SO/IEC 18000.

to this document, a Tag can’implement any subset of the optional commands defined in

to this document, a.Tag shall not

the use of/an optional, proprietary or custom command to meet the requirements of
nt.

uses

bd in

ands

this

ment

this

this

5 Introd

uction of the AES-128 crypto suite

The Advanced Encryption Standard (AES) is an open, royalty-free, symmetric block cipher based on so-
called substitution-permutation networks. AES is highly suitable for efficient implementation in both
software and hardware, including extremely constrained environments such as RFID Tags. The AES
cipher is standardized as ISO/IEC 18033-3.

AES is approved by the National Institute of Standards and Technology (NIST). It was approved as a
standard in 2001 following a 5-year standardization process that involved a number of competing
encryption algorithms and published as FIPS PUB 197 in November 2001.

© ISO/IEC 2017 - All rights res

erved
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AES was published, along with design criteria and test vectors, in Reference [2].

NOTE AES normally uses encryption to encrypt plaintext and decryption to decrypt ciphertext. This
crypto suite uses encryption both to encrypt plaintext as well as to decrypt ciphertext. This allows the use of an
encryption-only implementation on the Tag.

References for AES test vectors are provided in Annex D.

Annex F provides examples for the implementation of the functionality that is specified in this
document.

6 arameter definitions

Tablg 1 describes all the parameters that are used in this document.

Table 1 — Definition of AES-128 crypto suite parameters

Parameter Description

Parameter used in IResponse of IAM3 Message-with the parametgrs:

AES-DEC(Key[KeyID].ENC_key, C_IAM3[d1:0] || Purpose_IAM3[3:0] || IRnd_
AutHenticationBlock IAM3[31:0] || TChallenge_IAM1[79:0])

This parameter is only introduced-to make the content of the IRe§ponse of
[AM3 Message easier to read.

16-bit predefined constantfor MAM1 with the value "DA83y"
(for Tag to Interrogator response)

12-bit predefined constant for MAM2 with the value "DA8y"
(for Tag to Interrogator response)

16-bit predefine@ constant for TAM1 with the value "96C5"
(for Tag to Interrogator response)

16-bit predefined constant for TAM2 with the value "96C5y"
(for Tag\to Interrogator response)

16-bitpredefined constant for TAM2 with the value "96C0y"
(for Tag to Interrogator response)

16-bit predefined constant for TAM2 with the value "96C1y"
(for Tag to Interrogator response)

16-bit predefined constant for TAM2 with the value "96C2,"
(for Tag to Interrogator response)

16-bit predefined constant for TAM2 with the value "96C3,"
(for Tag to Interrogator response)

12-bit predefined constant for [AM2 with the value "DA8y"
(for Interrogator to Tag response)

12-bit predefined constant for [AM3 with the value "DA8y"

(for Interrogator to Tag resnonse)
\Y [=] (=] r J

C_MWM1[15:0]

C_MHUM2[11:0]

C_TAM1[15:0]

C_TAM2[15:0]

C_TAM2_0[15:0]

C_TAM2_1[15:0]

C_TAM2_2[15:0]

C_TAM2_3[15:0]

C_I1AM2[11:0]

C_IAM3C0[11:0]

12-bit predefined constant for [AM3 with the value "DA9y,"
(for Interrogator to Tag response)

12-bit predefined constant for [AM3 with the value "DAAy"
(for Interrogator to Tag response)

12-bit predefined constant for [AM3 with the value "DABy"
(for Interrogator to Tag response)

C_IAM3_1[11:0]

C_IAM3_2[11:0]

C_IAM3_3[11:0]

CUSTOMDATA(D*128-H) Part of the Tag’s memory that may be included in the authentication process
HEADER(H) Header of H bits preceding the custom data

IChallenge MAM1[79:0] 80-bit challenge generated by the Interrogator for use in MAM1

IChallenge TAM1[79:0] 80-bit challenge generated by the Interrogator for use in TAM1
IChallenge_TAMZ2[79:0] 80-bit challenge generated by the Interrogator for use in TAM2

© ISO/IEC 2017 - All rights reserved 7
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Table 1 (continued)

Parameter

Description

IRnd_IAM2[31:0]

32-bit random data generated by the Interrogator for use in [AM2

IRnd_IAM3[31:0]

32-bit random data generated by the Interrogator for use in IAM3

Key[KeyID]

Keyset identified by KeyID, consisting of ENC_key for encryption and
(optional) MAC_key for integrity protection

MAC_key[127:0]

Variable that shall contain the key that will be used for cryptographic
integrity protection

Authentication purpose bits for IAM2

Purpose_IAI\lIZ [3:0]

If Purpose_IAM2[3:3] = Op the bits [2:0] are RFU with value 000,
If Purpose_IAMZ2[3:3] = 1y, the bits [2:0] are manufacturer defined

Purpose_[AM3[3:0]

Authentication purpose bits for [AM3
If Purpose_IAM3[3:3] = Oy the bits [2:0] are RFU with valueQ00y,
If Purpose_IAM3[3:3] = 1y, the bits [2:0] are manufacturerdefined

Purpose_MAM2[3:0]

Authentication purpose bits for MAM2
If Purpose_. MAMZ2[3:3] = Oy, the bits [2:0] are RFU writh value 000y
If Purpose_ MAMZ2[3:3] = 1j, the bits [2:0] are/manufacturer defined

TChallenge_|AM1[79:0] 80-bit challenge that the Tag generates foruse in [AM1
TChallenge_ MAM1[79:0] 80-bit challenge that the Tag generatesfor use in MAM1
TRnd_TAM1]|31:0] 32-bit random data provided by the‘Tag for TAM1
TRnd_TAMZ2|31:0] 32-bit random data provided by/the Tag for TAM2

7 Crypto suite state diagram

The transitjons between the crypto suite states-are specified in Figure 1.

The Tag shafll transition from the Start State.to the Next State conforming to the requirements spec

in Annex A.

ified

© ISO/IEC 2017 - All rights reserved
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Power-up?

TAM1, TAM2

Key
a

b

4

4

The

8
Afte
Afte

Afte
case

MAM2 IAM2, IAM3
MAM1 IAM1

[A-OK

ALl variable fields will be reset at power-up.
\ll errors result in a transition to Initial state.

Figure1 — Crypto suite Tag state diagram

nterrogator is consideredauthenticated only in the IA-OK state.

nitialization and resetting
" power-up and-after a reset, the crypto suite shall transition into the Initial state.
" the Tag enicounters an error condition, it shall transition into the Initial state.

" thé Tag encounters an error condition, it may send an error reply to the Interrogator

L but in that

thé/Tag shall select one Error Condition from the list that is specified in Annex B.

A transition to Initial state shall also cause a reset of all variables used by the crypto suite.

Implementations of this crypto suite shall assure that all memory used for intermediate results is
cleared after each operation (message-response pair) and after reset.

9 Authentication

9.1

General

This document supports Tag Authentication, Interrogator Authentication and Mutual Authentication.
All functions are implemented using a message-response exchange. This clause describes the details of
the messages and responses that are exchanged between the Interrogator and Tag.
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All message and response exchanges are listed in Table 2.

Table 2 — Message and response functions

Command Function
TAM1 message Send Interrogator challenge and request Tag authentication response
TAM1 response Return Tag authentication response

TAM2 message Send Interrogator challenge and request Tag authentication response with custom data

TAM2 response Return Tag authentication response and custom data

IAM1 message Send Interrogator authentication request

IAM1 resp(inse Return Tag challenge

IAM2 mess]lge Send Interrogator authentication response

IAM2 respdnse Return Interrogator Authentication result

IAM3 message Send Interrogator authentication response plus custom data

IAM3 respdnse Return Interrogator Authentication result

MAM1 message Send Interrogator challenge and request Tag authentication response and challenge
MAM1 response Return Tag authentication response and challenge

MAM?2 mes$age Send Interrogator authentication response

MAM2 respjonse Return Interrogator Authentication result

9.2 Addipg custom data to authentication process

This docunj
process. Th
(confidentig
reference K
authenticity

A Tag that s
most 16 me
Annex E.

The memon
process to

Custom dat
The custom
The mode d
specified by

ent supports including part of the Tag’s meméry as custom data to the authentic
b custom data may be protected (protection ofiintegrity and authenticity) and/or encry
lity protection) with the authentication., The authentication message shall include
pvID to select an encryption key in Table 27 (see Clause 11). If protection of integrity
of the data is requested, the selected.xeference KeyID shall also contain a MAC key.

upports including custom data in-the authentication process shall define at least one a
mory profiles. All supported addresses or pointers for the memory profiles are specifi

rotect the data.

h is specified as@ number (1 to 16) of consecutive 16-bit or 64-bit blocks in the Tag's men
data block shall be defined by the parameters BlockSize, Profile, Offset and BlockC
f operatien-that shall be used for the encryption and/or protection of the custom d4
ProtMdde.

BlockSize s

lLa

specifies custom data as 16-bit blocks.

Il select the size of the custom data block; "0p" specifies custom data in 64-bit blocks

ition
pted
the
and

nd at
bd in

y profiles may also be‘linked to a key in Table 27 that shall be used for the encryption

hory.
unt.
ta is

" 1bll

Profile shall select one of the memory profiles that are supported by the Tag. The memory profiles are
specified in Annex E.

Offset specifies a 12-bit offset (in multiples of 16-bit or 64-bit blocks) that needs to be added to the
address that is specified by Profile. Minimum value "000000000000" corresponds to a zero offset.
Maximum value is 111111111111y, (decimal 4095). For 16-bit blocks, the maximum bit pointer offset is
16 x 4095 = 65520. For 64-bit blocks, the maximum bit pointer offset is 64 x 4095 = 262080.

BlockCount specifies the 4-bit number of custom data blocks that need to be selected from the offset
position onwards. Minimum value is "0000p", corresponding to one single block. Maximum binary
value is "1111y", or decimal 15, corresponds to a maximum number of 16 blocks of custom data that
shall be included. If the number of included bits of the custom data including header is not a multiple
of 128 then padding with zeroes shall be applied to the least significant bits of the last block that has
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a non-zero block size of less than 128 bits. The Interrogator shall maintain the value of BlockCount for
use as part of the MAC verification process. The Tag manufacturer shall specify the number of custom
data blocks that can be included.

NOTE When combined with the values for BlockSize and BlockCount, as well as requiring that all component
blocks are complete, the padding scheme proposed in this document is unambiguous.

HEADER is composed of the concatenation of the BlockSize, Profile, Offset, BlockCount and extra zeroes
padding.

If BlockSize = “Op”, HEADER is a 64-bit value defined as:

HEAPDER = BlockSize[0:0] || Profile[3:0] || Offset[11:0] || BlockCount[3:0] [| 00000000000.][| 00000000y,

If BlockSize = “1p”, Header is a 32-bit value defined as:

HEADER = BlockSize[0:0] || Profile[3:0] || Offset[11:0] || BlockCount[3:0] || 00000000000y

H represents the number of bits of HEADER. If BlockSize = “0y”, then H = 64,¢else H = 32.

D represents the number of 128-bit custom data blocks including the header, when pregent, and is
defined by BlockCount and BlockSize. The minimum value of D shall.be 1. The maximunp value of D
supgorted by the Tag is specified by the Tag manufacturer.

If n rlepresents the decimal value of BlockCount (0 to 15), thenBis as follows:
— For TAM2

— If BlockSize = Op and TAM2_Rev=0, then D: = [n+1) DIV 2 + (n+1) MOD2
— If BlockSize = 1y and TAM2_Rev=0, theriR»= (n+8) DIV 8

— If BlockSize = 0, and TAM2_Rev=1,then D: = (n+2) DIV 2 + (n+2) MOD2
— If BlockSize = 1y and TAM2_Revzl, then D: = (n+10) DIV 8

— ForIAM3

— If BlockSize = Op and TAM2_Rev=1, then D: = (n+2) DIV 2 + (n+2) MOD2
— If BlockSize = 1p,.and TAM2_Rev=1, then D: = (n+10) DIV 8

CUSTOMDATA(D*128).contains the custom data as a bit string with a length of D*128-H bitfs (including
padding) for IAM3 and TAM2 command and TAM2_Rev=1.

CUSTOMDATA(R*128) contains the custom data as a bit string with a length of D*128 bits (including
padding) forx TAM2 command and TAM2_Rev=0.

NOTE Access rights to custom data can be restricted by the specification of the interface. Annek E describes
protacol=specific implementations for various modes of the ISO/IEC 18000 series

ProtMode specifies the mode of operation that shall be used for the encryption and/or protection of
the custom data. Table 3 specifies the mode of operation for encryption algorithms and/or message
authentication algorithms for the (optional) protection (authentication and/or encryption) of
custom data.
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Table 3 — Supported modes of operation for ProtMode

ProtMode[3:0]2 Description
0000 Plaintext
b (no integrity and/or confidentiality protection requested)
0001y CBC (encryption only)
0010y CMAC (message authentication only)
0011y CBC + CMAC
0100 Reserved for future use
0111y, Reserved for future use
1000y Manufacturer defined
1111, Manufacturer defined
a  When a ProtMode is selected that specifies data encryption (ProtMode 10001p"
and "0011yp"), the Tag may assert a privilege that makes all memory accessjble\for the
duration of the execution of the command. See Annex E for details of the.airlinterface
specific implementations.

NOTE This document specifies the use of an encryption-only implementation on the Tag.

9.3 Message and response formatting

The functidnality of this document is implemented by means of a Command(Message)/(Respdnse)
exchange (sge Figure 2) as described in the air interface spe€ification.

Command(Message)

Tag

(Response)

A

Interrogator

Figure:2\>— Command(Message)/Response exchange

The "air intgrface part" ofithe Tag passes the Message on to the "crypto suite part"” of the Tag and returns
the Responge from the crypto suite part” as a Reply to the Interrogator. The crypto suite shall garse
the Messaggs and process the data based on the value of AuthMethod, which is the first parameter (first
two bits) offall Messages.

The following.subclauses describe the formatting of Message and Response for Tag Authenticdtion,
Interrogator Authentication and Mutual Authentication. The Messages for Tag Authentication,
Interrogator Authentication and Mutual Authentication shall be distinguished by AuthMethod.

If AuthMethod = "00y", the Tag shall parse the Message for Tag Authentication as described in 9.4.

If AuthMethod = "01p", the Tag shall parse Message for Interrogator Authentication as described in 9.5.
If AuthMethod = "10p", the Tag shall parse Message for Mutual Authentication as described in 9.6.

If AuthMethod = "11p", then the Tag shall return a "Not Supported" error condition.
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9.4 Tag authentication (Method “00” = TAM)

9.4.1 General

Tag Authentication allows an Interrogator to authenticate a Tag by verifying the Tag’s secret key
with the TAM1 response. Optionally, the Tag may return part of its memory as custom data, which
may be protected (protection of integrity, authenticity of origin and timeliness) and/or encrypted
(confidentiality protection), with the TAM2 response.

Tag authentication only is implemented in TAM1 and Tag authentication with the addition of custom
data is implemented as TAM2.

The following subclauses describe the formatting of Message and Response for Tag Authentication.

The TAM Messages are distinguished by the value of CustomData, which is the secendparaineter (third
bit) ¢f both TAM Messages.

If CustomData = "Op", the Tag shall parse the TAM1 Message for Tag Authentication witHout custom
datajas described in 9.4.2.

If CustomData = "1p", the Tag shall parse the TAM2 Message for Tag Authentication with cugtom data as
descfibed in 9.4.5.

9.4.2 TAMI1 Message

For Tag authentication, the Interrogator shall generate.an 80-bit random TAM1 Interrogat¢r challenge
and [include that in the TAM1 message. The TAM1 message shall also include the reference KeyID to
seleqt an encryption key in Table 27 (see Clause 11).

The TAM1 Message format is specified in Table-4 and has the following parameters:
— AuthMethod: value "00p" specifies thewse for TAM;
— LustomData: flag with value "0y," to'indicate that no custom data is requested (TAM1);

— TAM1_RFU: value "00000p" . makes the total length of the TAM1 Message a multiple gf 8-bits and
might be used for future extensions of this document;

— KeylD: 8-bit value that specifies the key that shall be used for TAM1;

— |Challenge_TAMIt 80-bit random challenge that the Interrogator has generated for use jn TAM1.

Table 4 — TAM1 Message format

AuthMethod CustomData TAM1_RFU KeyID IChallenge| TAM1
#'of bits 2 1 5 8 80
d I -
Description 0T, U U000, [7:0] e ballonges "

The Tag shall accept this message in any state. If the value of the parameters of the message are invalid,
then the Tag shall transition to the Initial state, thereby aborting any cryptographic protocol that has
not yet been completed.

If the length of the TAM1 message is <> 96 bits, then the Tag shall return an "Other Error" error
condition.

If TAM1_RFU[4:0] is <> "00000p", then the Tag shall return a "Not Supported" error condition.

If the Tag does not support key[KeyID].ENC_key, then the Tag shall return a "Not Supported"” error
condition.
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9.4.3 TAM1 Response

If all parameters have been successful verified, then the Tag shall generate a response as specified in
Table 5. The Tag shall generate the random data TRnd_TAM1[31:0] and encrypt the concatenation of the
constant C_TAM1[15:0], the random data TRnd_TAM1[31:0] and the challenge IChallenge TAM1[79:0]
using Key[KeyID].ENC_key.

After returiing the TAM1 Response (TResponse), the Tag shall remain in the Initial state.

9.4.4 Final Interrogator processing TAM1

Table 5 — TAM1 Response

TResponse
# of bits 128

AES-ENC( Key[KeyID].ENC_key, C_TAM1[15:0] ||
TRnd_TAM1[31:0] || IChallenge TAM1[79:0])

Description

The Interrogator (or the external application controlling the Interrogator) decrypts the TAM1 Resppnse
(TResponsdg) and shall verify whether C_ TAM1 and IChallenge TAM1 have-the correct value. If the

values are dorrect, then the Tag can be considered as authentic.

9.4.5 TAN2 Message

TAM?2 is us¢d for Tag Authentication if the Tag needs to returnipart of its memory as custom data| The
custom datg is specified in 9.2 and may be protected (protection of integrity and authenticity of orjigin)

and/or decifypted (confidentiality protection).
The Interropator shall generate an 80-bit random number for use as TAM2 Interrogator challenge.

The TAM2 Nessage format is specified in Table 6. and has the following parameters:

14

AuthMagthod[1:0]: value "00p" specifies the'use for TAM;
CustomlData[0:0]: value "1y," specifies that custom data is included in the Message (TAM2);

BlockSige[0:0]: indicator that défines the size of the custom data block, "0y" specifies custom data as
64-bit Block, "1p" specifies eustom data as 16-bit block. The support of 64-bit blocks is mandaltory,
the support of 16-bit blocks:is optional;

TAM2_Rev[0:0]: indicater that defines the TAM2 Message format to be used, "Op" specifies t¢ use
the legacy TAM2 message format as published in ISO/IEC 29167-10:2015, "1y," specifies to us¢ the
revised TAM2 message format in this document;

The prdtocal instantiated in the case TAM2_Rev=1 is expected to be more cryptographically rdbust
than thelégacy version with TAM2_Rev=0. A certificational weakness in the TAM2 procegsing
has beemidentifted and white tire practicat impact may be tow under typicat usage conditions for
TAM2_Rev=0, it can be further reduced or eliminated using TAM2_Rev=1 which is recommended
henceforth.

TAM2 RFU[2:0]: value "000," makes the total length of the TAM2 Message a multiple of 8-bits and
might be used for future extensions of this document;

KeyID[7:0]: value that specifies the key that will be used for TAMZ2;
IChallenge TAMZ2[79:0]: random challenge that the Interrogator has generated for use in TAM2;

Profile[3:0]: pointer that selects a memory profile for the addition of custom data as specified in E.4.5;

Offset[11:0]: value that specifies the number of multiples of 16-bit or 64-bit blocks that needs to be
added to the address that is specified by Profile to define the first address of the custom data block;
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— BlockCount[3:0]: number that defines the size of the custom data as a number of 16-bit or 64-bit
blocks. If the number of included bits of the custom data including header is not a multiple of 128
then padding with zeroes shall be applied to the least significant bits of the last block that has a non-
zero block size of less than 128 bits. The Interrogator shall maintain the value of BlockCount for use
as part of the MAC verification process. The Tag manufacturer shall specify the number of custom
data blocks that can be included;

— ProtMode[3:0]: value to select the mode of operation that shall be used to process the custom data
as specified in Table 3.

Table 6 — TAM2 Message format

Auth Custom Block TAM2_ TAM2_ Key IChallenge Profile Offset Block Prot
Method Data Size Rev RFU ID _TAM2 (Jount | Mode
#ofbits| 2 1 1 1 3 8 80 4 12 4 4
Desfrip- random
ti(?n 00p 1p [0:0] [0:0] 000p [7:0] Interrogator [3:0] [11:0] 3:0] [3:0]
challenge
The [fag shall accept this message in any state. If the parameters of the message are invalid, then the Tag

shall
com

If th
cond

bleted.

b length of the TAM2 message is <> 120 bits, then the Fag shall return an "Other §
ition.

If BlockSize = "1p" and the Tag does not support value/ 4", then the Tag shall return a "Not

erro

If TA
retu

If TA

- condition.

'n a "Not Supported” error condition.

M2_RFU[2:0] is <> "000p", then the Tag shall return a "Not Supported" error condition

transition to the Initial state, thereby aborting any cryptographi¢ protocol that has not yet been

rror" error

Supported"

LM2_Rev specifies a TAM2 message format that is not supported by the Tag, then the Tag shall

rted" error

turn a "Not

ocessing:

If the Tag does not support key[KeyID].ENC_key, then the Tag shall return a "Not Suppd
condition.

If the memory profile specified\in Profile is not supported by the Tag, then the Tag shall rg
Supported" error condition.

The [Fag shall check ifithe specified memory profile has the right to use KeylID for further pr
if Prpfile = "00004" . and key[KeyID].MPI[0:0] = "11," or

if Profile = "Q001p" and key[KeyID].MPI[1:1] = "1}" or

if Profile(=)"0010p" and key[KeyID].MPI[2:2] = "1p" or

if Prefite =004ty andkeyKertBI-MPH331="15"ot

if Profile = "0100y" and key[KeyID].MPI[4:4] = "1},"or

if Profile ="0101p" and key[KeyID].MPI[5:5] = "1}" or

if Profile = "0110y," and key[KeyID].MPI[6:6] = "1p" or

if Profile = "0111y" and key[KeyID].MPI[7:7] = "1}," or

if Profile = "1000p" and key[KeyID].MPI[8:8] = "1p" or

if Profile = "1001p" and key[KeyID].MPI[9:9] = "1}," or

if Profile = "1010p" and key[KeyID].MPI[10:10] = "1" or
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if Profile ="
if Profile ="
if Profile ="
if Profile ="
if Profile ="

1011p" and key[KeyID].MPI[11:11] = "1p" or

KeyID].MPI[
1101p" and key[KeyID].MPI[13:13
[KeyID
1111p" and key[KeyID].MPI[15:15] = "1},",

1100y" and key| |.MPI[12:12] ="1}" or

nlbll or

1110p" and key |.MPI[14:14] = "1p" or

then the key[KeyID] is authorized for this memory profile,

else key[Ke
error condif

If the block

Tag, then thie Tag shall return a "Memory Overrun" error condition.

If the ProtM
condition.

9.4.6 TAM2 Response

94.6.1 G

If all paranjeters have been successful verified, then the Tag,shall proceed with parsing the T

message.

If TAM2_Re

IChallenge

then the cor
TAM2_2[15
data repres

After returning the TAM2 Response (TResponse), the Tag shall remain in the Initial state.

9.4.6.2 R

The Tag sh
specified in

The KeyID i

D s ot authorized for this memory profite and the Tag shatt Teturm a INOot SUPpo
ion.

bf custom data specified by BlockSize, Profile, Offset and BlockCount is not supported b

[ode value is not supported by the Tag, then the Tag shall return a “Not>Supported” ¢

bneral

v = "0p", then the Tag encrypts the concatenation of C_TAMZ2[15:0], TRnd_TAMZ2[31:0]
[AM2[79:0] and the custom data representéd-by CUSTOMDATA(D*128). If TAM2_Rev =
stant C_TAM?2 is replaced by one of the folconstants, C_TAM2_0[15:0], C_TAM2_1[15:
0] or C_.TAM2_3[15:0], as a function of the ProtMode value and the Tag encrypts the cu
ented by CUSTOMDATA(D*128-H).

psponse if TAM2_Rev = "0y~ and ProtMode = "0000y": Plaintext

hll add custom data,in- plaintext to the authentication block and generate a respons
Table 7.

Hentifies the encryption key for AES encryption.

Fable 7(— Response if TAM2_Rev = "0p" and ProtMode = "0000y": Plaintext

TResponse

ted"

y the

rror

AM?2

and
"1b"’
l.C
ctom

e as

# of bits 128 + D*128

AES-ENC(Key[KeyID].ENC_key, C.TAM2[15:0] ||
TRnd_TAM2[31:0] || IChallenge_TAM2[79:0]) ||
CUSTOMDATA(D*128)

Description

9.4.6.3 Response if TAM2_Rev = "0p" and ProtMode = "0001}": CBC encryption only

The Tag shall add custom data with confidentiality protection to the authentication block and generate
aresponse as specified in Table 8.

The Tag shall use AES encryption in CBC mode to encrypt all D custom data blocks.

The KeyID i

16

dentifies the encryption key for AES encryption in CBC mode.
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Table 8 — Response if TAM2_Rev = "0p" and ProtMode = "0001,": CBC encryption only
TResponse
# of bits 128 + D*128

IChallenge TAM2[79:0])

AES-ENC(Key[KeyID].ENC_key, C_TAM2[15:0] || TRnd_TAM2[31:0] ||

Description
|| CBCgNnc_AES (1V = AES-ENC(Key[KeyID].ENC_key, C_TAM2[15:0] ||
TRnd_TAM2[31:0] || IChallenge_TAM2[79:0]), Key[KeyID].ENC_key,
CUSTOMDATA(D*128))
9.4.6.4 Response if TAM2_Rev = "0p" and ProtMode = "0010p": CMAC message

authentication only

The [Tag shall add custom data with integrity protection to the authentication block and

resppnse as specified in Table 9.

Parameter KeyID identifies key[KeyID].ENC_key for AES encryption andkey[KeyID].MAC_k

computation.

The [Tag shall use AES-CMAC-96 to calculate the truncated 96-bit CMAC over the authenti

and the D following plaintext custom data blocks.

authentication only

Table 9 — Response if TAM2_Rev = "0b" and ProtMode = "0010b": CMAC mess

generate a

py for CMAC

ration block

age

TResponse

# of bits 128 + D*128 + 96

IChallenge_TAM2[79:0])

Description || CUSTOMDATA(D*128)

C_TAM2[15:0] || TRnd_TAM2[31:0] || IChallenge TAM2[79:0]) ||
CUSTOMDATA(D*128))

AES-ENC( Key[KeyID].ENC_key, C_TAM2[15:0] || TRnd_TAM2[31:0] ||

[NAES-CMAC-96(Key[KeyID].MAC_key, AES-ENC( Key[KeyID].ENC_key

9.4.6.5 Responseif TAM2_Rev = "0p" and ProtMode = "0011}": CBC encryption with (

meskage authentication

The [Fag shall add custom data with confidentiality and integrity protection to the authenti

and geferate a response as specified in Table 10.

MAC

ration block

Parameter KeyID identifies key[KeyID].ENC_key for AES encryption and key[KeyID].MAC_key for CMAC

computation.

The Tag shall use AES encryption in CBC mode to encrypt the initial authentication block and all

following D custom data blocks.

The Tag shall use AES-CMAC-96 to calculate the truncated 96-bit CMAC over the authentication block

and the D following encrypted custom data blocks.

© ISO/IEC 2017 - All rights reserved

17


https://iecnorm.com/api/?name=d5b7ed5ae81038e769d7e1ec7bfeee8c

ISO/IEC 29167-10:2017(E)

Table 10 — Response if TAM2_Rev = "0p" and ProtMode = "0011}": CBC encryption with CMAC

message authentication

TResponse

# of bits 128 + D*128 + 96

AES-ENC(Key[KeyID].ENC_key, C_TAM2[15:0] || TRnd_TAM2[31:0] ||
IChallenge TAM2[79:0])

|| CBCenc_AES ( 1V= AES-ENC(Key[KeyID].ENC_key, C_.TAM2[15:0] ||
TRnd_TAM2[31:0] || IChallenge_TAM2[79:0]), Key[KeyID].ENC_key,

escription CUSTOMDATA(D*128))

|| AES-CMAC-96(Key[KevID].MAC_key, AES-ENC(Key[KeyID].ENC_key;
C_TAM2[15:0] || TRnd_TAM2[31:0] || IChallenge TAMZ2[79:0]) || CBCgNc_AES
(IV= AES-ENC(Key[KeyID].ENC_key, C_ TAM2[15:0] || TRnd_TAM2{81:0] ||
IChallenge TAM2[79:0]), Key[KeyID].ENC_key, CUSTOMDATA(B*128))

9.4.6.6 R

The tag sha

and IChallepge TAM2[79:0].

The Tag sha
aresponse

The KeyID i

1

psponse if TAM2_Rev = "1j," and ProtMode = "0000p": Plaintext

s specified in Table 11.

1 compute the authentication block as the encryption of C_TAMZ_0[15:0], TRnd_TAMZ|

1l add the header and the custom data in plaintext to the'authentication block and geng

Hentifies the encryption key for AES encryption.

'able 11 — Response if TAM2_Rev = "1/”and ProtMode = "0000}": Plaintext

TResponse

# of bits 128 + D*128

AES-ENC(Key[KeyID].ENC_key, C_.TAM2_0[15:0] ||
TRnd_TAM2[31:0] || IChallenge TAM2[79:0]) || HEADER(H) ||
CUSTOMDATA(D*128-H)

Description

9.4.6.7 R

The tag sha

psponse if TAM2_Rew.= "1j" and ProtMode = "0001p": CBC encryption only
| compute the @uthentication block as the encryption of C_TAMZ_1[15:0], TRnd_TAMZ[

and

blockand g

IChallemge TAM2
The Tag shdll add the header and the custom data with confidentiality protection to the authentic

[79:0].

bnerate a response as specified below and in Table 12.

The Tag sha|ll'use AES encryption in CBC mode to encrypt all D data blocks composed of the headel

31:0]

brate

31:0]

hition

and

the custom

data.

The KeylD identifies the encryption key for AES encryption in CBC mode.
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Table 12 — TAM2_Rev = "1}," and Response if ProtMode = "0001,": CBC encryption only

TResponse
# of bits 128 + D*128

AES-ENC(Key[KeyID].ENC_key, C_ TAM2_1[15:0] || TRnd_TAMZ2[31:0] ||
IChallenge TAM2[79:0])

Description
|| CBCgnc_AES (1V = AES-ENC(Key[KeyID].ENC_key, C_TAM2_1[15:0] ||
TRnd_TAM2[31:0] || IChallenge_TAM2[79:0]), Key[KeyID].ENC_key,
HEADER(H) || CUSTOMDATA(D*128-H))
9.4.6.8 Response if TAM2_Rev = "1,," and ProtMode = "0010p": CMAC message

authentication only

The [Fag shall compute the authentication block as the encryption of C_TAM2_2[15:0], TRnd{TAMZ2[31:0]
and [Challenge TAM2[79:0]

The [Fag shall add the header and the custom data with integrity protectipn to the authentifation block
and generate a response as specified below and in Table 13.

Parameter KeylD identifies key[KeyID].ENC_key for AES encryptien‘and key[KeyID].MAC_key for CMAC
computation.

The [Tag shall use AES-CMAC-96 to calculate the truncated 96-bit CMAC over the authentigation block
and the D following plaintext data blocks composed of thé header and the custom data.

Table 13 — Response if TAM2_Rev = "1 and ProtMode = "0010p": CMAC message
authentication only

TResponse
# of bits 128 + D*128 + 96

AES-ENC( Key[KeyID].ENC_key, C_TAM2_2[15:0] || TRnd_TAMZ2[31:0] ||
IChallenge TAM2[79:0])

Description || HEADER(H)CUSTOMDATA(D*128-H)

|| AES-CMAC-96(Key[KeyID].MAC_key, AES-ENC( Key[KeyID].ENC_key
C_TAM2_2[15:0] || TRnd_TAM2[31:0] || IChallenge_TAM2[79:0]) || HEADER({H) ||
CUSTOMDATA(D*128-H))

9.4.6.9 ~Response if TAM2_Rev = "1}" and ProtMode = "0011p": CBC encryption with (MAC
mespage authentication

The Tag computes the authentication block as the encryption of C_TAM2_3[15:0], TRnd_TAMZ2[31:0] and
IChallenge_ TAMZ2[79:0].

The Tag shall add the header and the custom data with confidentiality and integrity protection to the
authentication block and generate a response as specified below and in Table 14.

Parameter KevID identifies key[KeyID].ENC_key for AES encryption and key[KevID].MAC_key for CMAC
computation.

The Tag shall use AES encryption in CBC mode to encrypt the initial authentication block and all
following D data blocks composed of the header and the custom data.

The Tag shall use AES-CMAC-96 to calculate the truncated 96-bit CMAC over the authentication block
and the D following encrypted custom data blocks.
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Table 14 — Response if TAM2_Rev = "1j" and ProtMode = "0011}": CBC encryption with CMAC

message authentication

TResponse

# of bits 128 + D*128 + 96

AES-ENC(Key[KevID].ENC_key, C_TAM2_3[15:0] || TRnd_TAM2[31:0] ||
IChallenge TAM2[79:0])

|| CBCgnc_AES (1V= AES-ENC(Key[KeyID].ENC_key, C_TAM2_3[15:0] ||
TRnd_TAM2[31:0] || IChallenge_TAM2[79:0]), Key[KeyID].ENC_key,

w)

— HEADER(H) || CUSTOMDATA(D*128-H))
escrlptlon

|| AES-CMAC-96(Key[KevID].MAC_key, AES-ENC(Key[KeyID].ENC_key;
C_TAM2_3[15:0] || TRnd_TAMZ2[31:0] || IChallenge_ TAM2[79:0]) ||
CBCEgNc_AES (1V= AES-ENC(Key[KeyID].ENC_key, C_TAM2_3[15:0] ||
TRnd_TAMZ2[31:0] || IChallenge TAM2[79:0]), Key[KeyID].ENC) key,
HEADER(H) || CUSTOMDATA(D*128-H))

9.4.7 Fin

94.71 G

If ProtModg
the Interro
The Interro
Response (]

9.4.7.2 Final Interrogator processing for TAMZ Rev = "0p"

The Interro
(TResponssg
values are (
Otherwise,

Note that the confidentiality of the-€ustom data is guaranteed only if ProtMode 0001y, or 0011y

the data of
if ProtMode

hl Interrogator processing TAM2

bneral

= 0010p or ProtMode = 0011y, the Interrogator (or‘the external application contrg
pator) first checks the supplied MAC for correctiiess and aborts if MAC verification
gator (or the external application controlling the” Interrogator) then decrypts the T
'Response) according to the value of TAM2_Rew:

bator (or the external application comtrolling the Interrogator) decrypts the TAM2 Resp,
) and shall verify whether C_TAMZ and IChallenge TAM2 have the correct value. |
orrect, then the Tag can be considered as authentic and the custom data can be acce]
the interrogator aborts and-does consider the Tag and the custom data as invalid.

he tag is only readable’in encrypted mode. The integrity of the custom data is guaran
= 0010y or 00115. The integrity of the custom data is not guaranteed if ProtMode = 00

9.4.7.3 Fi

The Interrogator (oxthe external application controlling the Interrogator) decrypts the first block of T
Response (TRespagnse) and shall verify whether C_TAMZ constant and 1Challenge TAM?2 have the co
value. For tHe € TAM2 constant, the interrogator verifies that it corresponds to the ProtMode value:

nal Interrogator processing for TAM2_Rev = "1p"

lling
fails.
AM?2

onse
[ the
bted.

and
teed
D1p.

AM?2
rect

If ProtMode = 0000y, C_TAM?2 shall be C_TAM2_0.

If ProtMode = 0001p, C_TAM2 shall be C_TAM2_1.

If ProtMode = 0010y, C_TAM2 shall be C_TAM2_2.

If ProtMode = 0011y, C_TAM2 shall be C_.TAM2_3

If the values are not correct, the interrogator aborts. If the values are correct and ProtMode = 0001y, or
0011p, the interrogator decrypts the remaining blocks D of TAM2 response.

Then it verifies that HEADER is correct.
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If the values are correct, then the Tag can be considered as authentic and the custom data can be
accepted. Otherwise, the interrogator aborts and does consider the Tag and the custom data as invalid.

NOTE The confidentiality of the custom data is guaranteed only if ProtMode 0001y, or 0011}, and the data of
the tag is only readable in encrypted mode. The integrity of the custom data is guaranteed if ProtMode = 0010}
or 0011y,

9.5 Interrogator authentication (Method “01” = IAM)

9.5.1 General

The [AM Messages are distinguished by the value of Step, the next 2-bit parameter in the/Mpssage after
AuthMethod.

If Stgp = "00p", the Tag shall parse the IAM1 Message for Interrogator Authenticationas-described in 9.5.2.

If Step = "01y", the Tag shall parse the IAM2 and IAM3 Messages and process the data bpsed on the
valug of CustomData, which is the third parameter in the IAM2 and IAM3 Messages.

If Step = "01p," and CustomData = "0", the Tag shall parse the AAM2 Message for Interrogator
AutHentication without custom data as described in 9.5.5

If Step = "01p" and CustomData = "1y,", the Tag shall parse.the IAM3 Message for Interrogator
AutHentication with custom data as described in 9.5.8

If Stép = "10p", the Tag shall return a "Not Supported" erfor condition.

If Stép = "11p", the Tag shall return a "Not Supported*/error condition.

9.5.2 [IAM1 Message

To inpitiate the interrogator authentication, the Interrogator sends a request to get a challlenge from
the Tag.

The [AM1 Message format is specified in Table 15 and has the following parameters:
— AuthMethod[1:0]: value "01y" specifies the use for [AM;
— Ptep[1:0]: value "00y. specifies the use for the [AM1;

— |AM1 _RFU[3:0];-value "0000p" makes the total length of the IAM1 Message a multiple ¢f 8-bits and
might be used for future extensions of this document;

— KeylID[7;0]<identifier of the key in Table 27 (see Clause 11).

Table 15 — IAM1 Message format

AuthiMetirod——Step TAMTI_RFU KeylD
# of bits 2 2 4 8
Description 01y 00p 0000y [7:0]

The Tag shall accept this message only in the Initial or the IA-OK state (unless occupied by internal
processing and not capable of receiving messages). If the parameters of the message are invalid, then
the Tag shall transition to the Initial state, thereby aborting any cryptographic protocol that has not
yet been completed.

If the length of the IAM1 message is <> 16 bits, then the Tag shall return an "Other Error" error condition.
If the value of IAM1_RFU[3:0] is <> "0000p", then the Tag shall return a "Not Supported" error condition.
If the Tag does not support key[KeyID].ENC_key, then it shall return a "Not Supported" error condition.
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9.5.3 IAM1 Response

The Tag shall generate a random challenge TChallenge_IAM1[79:0] and store a copy of TChallenge_IAM1
for subsequent verification (see 9.5.5 or 9.5.8).

The Tag shall store a copy of KeyID for use in 9.5.5 or 9.5.8.
The Tag shall send the challenge TChallenge_IAM1 in the [AM1 Response as specified in Table 16.

Table 16 — IAM1 Response format

TRachonse
..... pense
# of bits 80
Description TChallenge_IAM1[79:0]

After returfing the IAM1 Response (TResponse), the Tag shall transition to the IAM-Init'state.

9.54 Fin

The Interro

hl Interrogator processing IAM1

bator (or the external application controlling the Interrogator) shalldecrypt a concaten:

hition

of C_IAM2 (DA8y), Purpose_IAM2[3:0], IRnd_IAMZ2[31:0] and TChallenge JAM1 as input for the IAM2

Message or [AM3 Message.

NOTE Decryption is used here by the Interrogator because this @llows the use of an encryptionfonly

implementatjon on the Tag.

9.5.5 [IAM2 Message

The IAM2 Message format is specified in Table 17 and has’the following parameters:

— AuthMagthod[1:0]: value "01y" specifies the use*for [AM;

— Step[1:0]: value "01p" specifies the use of ITAM2 or IAM3;

— CustomfData[0:0]: value "0y" specifies‘that no custom data included (1AM2);

— IAM2 _RFU[2:0]: value "000p" makes the total length of the [AM2 Message a multiple of 8-bitd and
might ble used for future extensions of this document;

— IRespomse[127:0]: bit string with decrypted concatenation of C_IAM2, Purpose_IAM2, IRnd_lAM2

and TCH
C IAM2
TChalle

allenge_IAM1.
(DA8y), Parpose_IAMZ2[3:0], IRnd_IAMZ2[31:0] are described in Table 1.
nge_IAMI[79:0] is received in the IAM1 Response (see 9.5.4).

Table 17 — IAM2 Message format

AuthMethod| Step CustomData IAM2_RFU IResponse

# of bits

2 2 1 3 128

Description

AES-DEC(Key[KeyID].ENC._key,
C_IAM2[11:0] || Purpose_IAM2[3:0] ||
IRnd_IAM2[31:0] ||
TChallenge_IAM1[79:0])

01p 01p Op 000p

The Tag shall accept this message only in the IAM-Init state (unless occupied by internal processing and
not capable of receiving messages). If the Tag is not in the IAM-Init state, it shall abort any cryptographic
protocol that has not yet been completed and shall transition to the Initial state.

If the length of the [AM2 message is <> 136 bits, then the Tag shall return an "Other Error" error
condition.

22 © ISO/IEC 2017 - All rights reserved


https://iecnorm.com/api/?name=d5b7ed5ae81038e769d7e1ec7bfeee8c

ISO/IEC 29167-10:2017(E)

If the value of IAM2_RFU[2:0] is <> "000p", then the Tag shall return a "Not Supported" error condition.

If the parameter verifications have been completed successfully, the Tag shall perform an AES
encryption of IResponse and retrieve C_[AMZ2[11:0], Purpose_I[AMZ2[3:0], IRnd_IAMZ2[31:0] and
TChallenge_IAM1[79:0]) for further verification.

NOTE The value for KeyID has been stored in IAM1 (see 9.5.3).
Cryptographic errors shall only be returned after all checks have been completed.

If the value of C_IAM2[11:0] is <> "DAS8}", then the Tag shall return a "Not Supported" error condition.

If the value of Purpose_IAMZ2[3:0] is <>"0000y" and not supported by the Tag, then the Tag fhall return
a "N¢t Supported" error condition.

If the value for TChallenge_IAM1[79:0] is not equal to the copy of TChallenge_IAM#{79:0] that has been
stor¢d in IAM1 (see 9.5.3), then the Tag shall return a “Cryptographic Error” error.conditiof.

9.5.¢ IAM2 Response

If th¢ Interrogator Authentication has been completed successfully, the Tag shall respond wijith an IAM2
Response that shall be empty (zero bits).

After returning IAM2 Response (TResponse), the Tag shall tramsition to the IA-OK state.

9.5.7 Final Interrogator processing IAM2

The feception of the [AM2 Response (with zero bits)is the acknowledgement for the Intefrogator (or
the gxternal application controlling the Interrogater) that the Tag has transitioned to the IA-OK state.

9.5.84 IAM3 Message

9.5.8.1 General

The [nterrogator shall use IAM3 if itwants to write custom data in the Tag’s memory using Interrogator
AutHentication. The custom datais specified in 9.2 and may be protected (protection of ifgtegrity and
authenticity of origin) and/ar decrypted (confidentiality protection).

The |Response in the IAMS Message consists of three parts.
a) [128-bit AuthenticationBlock

AES-DEC(Key[KeyID].ENC_key, C_IAM3[11:0] || Purpose_IAM3[3:0] || IRnd_IAM3[31:0] ||[TChallenge_
[AM1[79:0])

Purpase_IAM3[3:0] and IRnd_IAM3[31:0] are described in Table 1.

ccording to ProtMode, C_IAM3[TT:0]1s the value C_IAM3_U[IT:0], C_TAM3_I[IT:0], C_TAM3_2[11:0]
or C_IAM3_3[11:0] as defined in Table 1.

If ProtMode = 0000y, C_IAM3=C_IAM3_0.
If ProtMode = 0001y, C_IAM3=C_IAM3_1.
If ProtMode = 0010y, C_LIAM3=C_IAM3_2.
If ProtMode = 0011y, C_LIAM3=C_IAM3_3.
TChallenge_IAM1[79:0] is received in the IAM1 Response (see 9.5.3)

The Interrogator needs to use decryption because this allows the use of an encryption-only
implementation on the Tag.
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b)

The length
presence of

The [AM3 M

24

HEADER and the custom data block CUSTOMDATA(D*128-H) consisting together of D data blocks

Depending on the value of ProtMode, the data block custom data can be in plaintext or in ciphertext.

If ciphertext is required, the Interrogator shall use AES in CBC decryption mode on the custom
data, using the AuthenticationBlock as the Initialization Vector.

CIPHERDATA(D*128) := CBCgnc_AESiny (IV= AuthenticationBlock, Key[KeyID].ENC_key, HEADER(H)
|| CUSTOMDATA(D*128-H))

Optionally, the 96-bit message authentication code block MAC_Block

The pr
plainte
of the

followi

MAC_B
CUSTO

AuthMe

Step[1:0]: value "01p" specifies the use of IAM2 or [AM3;

Custom

BlockSi
as 64-b

IAM3_H
be used

Profile]|

Offset|[1
added t|

BlockCq

If the n
with ze|
size of
of the

sence of this part depends on the value of ProtMode. The custom data block can e in
t or encrypted. If required, the interrogator shall use AES-CMAC-96 to protect the integrity
essage by calculating a message authentication code over the authentication block angl the
g D custom data blocks.

ck := AES-CMAC-96(Key[KeyID].MAC_key, AuthenticationBlock || HEADER ||
DATA/CIPHERDATA)

[Response can either be (128 + D*128) bits or (128 + D*128 + 96) bits, depending on the
the message authentication code block.

essage format is specified in Table 18 and has the following\parameters:

thod[1:0]: value "01y" specifies the use for [AM;

Data[0:0]: value "1y" specifies that custom data.is included in the Message (IAM3);

ze[0:0]: indicator that defines the size of the custom data block, "0p" specifies custom|data
tblock, "1y" specifies custom data as 16:bit block;

[FU[1:0]: value "00p" makes the totallength of the IAM3 Message a multiple of 8-bits and will
for future extensions of this doeument;

3:0]: pointer that selects a memory profile for the addition of custom data as specified in K.4.5;

1:0]: value that specifiesthe number of multiples of 16-bit or 64-bit blocks that needs to be
p the address that is'specified by Profile to define the first address of the custom data bjock;

junt|3:0]: numberthat defines the size of the custom data as a number of 16-bit or 64-bit blpcks;

mber of inicluded bits of the header and custom data is not a multiple of 128, then padding
roes shdll)be applied to the least significant bits of the last block that has a non-zero block
ess than 128 bits. The Interrogator shall maintain the value of BlockCount for use as|part
1AC verification process. The Tag manufacturer shall specify the number of custom |data

blocks

hat’can be included.

NOTE

When combined with the values for BlockSize and BlockCount, as well as requiring that all

component blocks are complete, the padding scheme proposed in this document is unambiguous.

ProtMo

de[3:0]: value to select the mode of operation that shall be used to process the custom data

as specified in Table 3;

IResponse: bit string which content depends on the value of ProtMode and is defined as follows:

For ProtMode with value "0000y,", IResponse consists of (128 + D*128) bits and contains:

AuthenticationBlock ||

HEADER(H)CUSTOMDATA(D*128-H)
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For ProtMode with value "0001p", IResponse consists of (128 + D*128) bits and contains:

AuthenticationBlock ||

CBCgnc_AESINY (Iv= AuthenticationBlock,

HEADER(H)||CUSTOMDATA(D*128-H))

Key[KevID].ENC_key,

For ProtMode with value "0010y", IResponse consists of (128 + D*128 + 96) bits and contains:

AuthenticationBlock ||

HEADER(H) || CUSTOMDATA(D*128) ||

HAuthenticationBlock ||

HAuthenticationBlock, Key[KeyID].ENC_key, HEADER(H) || CUSTOMDATA(D*128-H)))

AES-CMAC-96(Key[KeyID].MAC_key, AuthenticationBlock || HEADER(H) || CUSTOMDATA

For ProtMode with value "0011y", IResponse consists of (128 + D*128 + 96) bits and co

CBCENC_AESINY (Iv= AuthenticationBlock, HEADI

CUSTOMDATA(D*128-H)) ||

Key[KeyID].EN€_key,

AES-CMAC-96(Key[KeyID].MAC_key, AuthenticationBlock CBCgNc_AES]

Table 18 — IAM3 Message format

(D*128-H))

ntains:

ER(H) |

NV (Iv=

Auth
Method

Block
Size

Custom
Data

IAM3_
RFU

Block
Count

Prot

Offset Mode

Step Profile

IResponse

# of bits

2 2 1 1 2 4 12 4 4

128 + D*128 or
128 + D*128+96

Desc

Liption| 01, 01 1p [0:0] 00y [3:0] [11:0] [3:0] [3:0]

The
notd
prot

The

If Pr
then

If Pr
bits

If th
cond

,[then the Tag.shall return an "Other Error" error condition.

[ag shall accept this message only in the IAM-Init state (unless occupied by internal pra
apable of receiving messages). If theTag is not in the IAM-Init state, it shall abort any cr
bcol that has not yet been completed and shall transition to the Initial state.

[ag shall verify the length of;the IAM3 message.

ptMode is "0000p" or '0001p" and the length of the IAM3 message is <> (32 + 128 +
the Tag shall return'an "Other Error" error condition.

ptMode is "0010p" or "0011p" and the length of the IAM3 message is <> (32 + 128 + |

e ProtMode value is not supported by the Tag, then the Tag shall return a “Not Supp
ition:

If th

cessing and

yptographic

D*128) bits,

D*128 + 96)

rted” error

b value of IAM3_RFUJ[1:0] is <> "00y", then the Tag shall return a "Not Supported" error

condition.

If the memory profile specified in Profile is not supported by the Tag, then the Tag shall return a "Not
Supported" error condition.

The Tag shall check if the specified memory profile has the right to use KeylID for further processing:

If Profile = "0000y" and key[KeyID].MPI[0:0] = "1," or

if Profile ="0001p" and key[KeyID].MPI[1:1] = "1}," or
if Profile ="0010y," and key[KeyID].MPI[2:2] = "1}" or
if Profile ="0011y" and key[KeyID].MPI[3:3] = "1}," or
if Profile = "0100y" and key[KeyID].MPI[4:4] = "1},"or
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if Profile = "0101p" and key[KeyID].MPI[5:5]
if Profile = "0110p" and key|

if Profile =

if Profile = "1000p" and key|[
if Profile ="
if Profile = "1010p" and key[

"0111p" and key[Keyl

U

"1b" or

KeyID].MPI[6:6] = "1p" or

:

U

]

.MPI[7:7] = "1," or
].MPI[
].MPI[9:

KeyID].MPI[8:8] = "1p" or

3

1001p" and key[KeyID].MPI[9:9] = "1},"

0] =

E

eyID].MPI[10:1

E

1M

if Profile ="'
if Profile =
if Profile =
if Profile =
if Profile =
then key[Kg

else key[Ke
error condif

If the block

11111}," and key[KeyID].MPI[15:15] =

10T and Rey{ReyiDi-MPIfTT11="1p or

'11100y," and key[KeyID].MPI[12:12] = "1}" or
"1101p" and key[KeyID].MPI[13:13] ="1p" or
"1110p" and key[KeyID].MPI[14:14] = "1p" or

v n

[Ke
[
[
lvID] is authorized for this memory profile,

D] is not authorized for this memory profile and the Tag'shall return a "Not Suppot
ion.

bf custom data specified by Profile, BlockSize, Offsetand BlockCount is not supported b

Tag, then thie Tag shall return a "Memory Overrun" error condition.

ted"

y the

If the block|of custom data specified by Profile, BlockSize,Offset and BlockCount is write locked, then
the Tag shall return a "Memory Write Error" error condition.

In the following clauses, the length of IResponse will be referred to by the numerical designator Loj.

If the verififations have been completed successfully, the Tag shall perform an AES encryption of the
authenticatjon block in IResponse[Lol-1:Lol3128] and retrieve C_IAM3[11:0], Purpose_IAM3[3:0], IRnd_
[AM3[31:0] pnd TChallenge_IAM1[79:0]).for further verification.

NOTE The value for KeyID has beén stored in IAM1 (see 9.5.3).

Cryptographic errors should only be returned after all checks have been completed.

If ProtModd is "0000y", the.Tag shall check if the value of C_IAM3[11:0] is equal to C_LIAM3_0. In calse of
mismatch, the Tag shallsreturn a Cryptographic Error” error condition.

If ProtModd is "0001y/, the Tag shall check if the value of C_IAM3[11:0] is equal to C_IAM3_1. In calse of
mismatch, the Tag'shall return a Cryptographic Error” error condition.

If ProtModd is"0010y", the Tag shall check if the value of C_ IAM3[11:0] is equal to C_IAM3_2. In calse of
mismatch, the Tag shall return a Cryptographic Error” error condition.

If ProtMode is "0011p", the Tag shall check if the value of C_IAM3[11:0] is equal to C_IAM3_3. In case of

mismatch, t

he Tag shall return a Cryptographic Error” error condition.

If the value of Purpose_IAM3[3:0] is <> "0000y" and not supported by the Tag, then the Tag shall return
a “Cryptographic Error” error condition.

If the value for TChallenge_IAM1[79:0] is not equal to the copy of TChallenge_IAM1[79:0] that has been

stored in [A

M1 (see 9.5.3), then the Tag shall return a “Cryptographic Error” error condition.

If all verifications have been completed successfully, the Tag shall further process IResponse based on

the value of

26

ProtMode.
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If ProtMode is "0000y,", the Tag shall process IResponse as described in 9.5.8.2.
If ProtMode is "0001p", the Tag shall process IResponse as described in 9.5.8.3.
If ProtMode is "0010y,", the Tag shall process IResponse as described in 9.5.8.4.
If ProtMode is "0011y,", the Tag shall process IResponse as described in 9.5.8.5.

9.5.8.2 IResponse if ProtMode = "0000y": Plaintext

The Interrogator has added custom data to the authentication block in plaintext as specified in Table 19.

Table 19 — IResponse if ProtMode = "0000p,": Plaintext

IResponse
# of bits 128 + D*128

AuthenticationBlock || HEADER(H) ||
CUSTOMDATA(D*128-H)

Description

The tag shall retrieve HEADER from the IResponse[H:0] and verify that it is valid. In case df mismatch,
the Tag shall return a “Cryptographic Error” error condition.

The | Tag shall retrieve the custom data from [Response[(D*128-H-1):0] and dtore it in
CUSTOMDATA(D*128-H).

9.5.8.3 IResponse if ProtMode ="0001}": CBC encryption only

The [nterrogator has added custom data with confidentiality protection to the authenticatjon block as
speciified in Table 20.

Table 20 — IResponse if ProtMode = "0001}": CBC encryption only

IResponse
# of bits 128 + D*128
AuthenticationBlock ||
Description CBCgQCcLAESINY (IV= AuthenticationBlock, Key[KeyID].ENC_key, HEADER(H]) ||
CUSTOMDATA(D*128-H))

The Tag shall recover the'’header and the custom data by encrypting CBCgnc_AES (IV=1Respanse|[(Lol-1):
(LoI{128)], Key[KevID].ENC_key, IResponse[(D*128-1):0]).

Then the Tag shall retrieve HEADER from the previous result[H:0] and verify that it is valid. In case of
misrhatch, the Tag shall return a “Cryptographic Error” error condition.

Fina|ly/the Tag should retrieve the customer data from the previous result [(D*128-H-1):0]|and store it
in CUSTOMDATA(D*128-H)

NOTE ProtMode = 0001} offers only data encryption, no protection of the integrity of the custom data.

9.5.8.4 IResponse if ProtMode = "0010y": CMAC message authentication only

The Interrogator has added custom data with integrity protection to the authentication block as
specified in Table 21.
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Table 21 — IResponse if ProtMode = "0010p": CMAC message authentication only

IResponse
# of bits 128 + D*128 + 96
AuthenticationBlock || HEADER(H) || CUSTOMDATA(D*128-H) ||
Description AES-CMAC-96(Key[KevID].MAC_key, AuthenticationBlock || HEADER(H)
CUSTOMDATA(D*128-H))

The Tag shall use AES-CMAC-96(Key[KeyID].MAC_key, IResponse[(Lol-1):96]) to calculate the
truncated 96-bit CMAC over the authentication block and the plaintext custom data HEADER(H) ||
CUSTOMDATA(D*128-H).

The Tag shpll compare the result with IResponse[95:0] and return a “Cryptographic Errox”‘\¢rror
condition if|the values are not identical.

The Tag shdll retrieve the data from IResponse[(D*128+95):96]. From this data, the Tagshall exfract
HEADER an(d verify it. In case of mismatch, the Tag shall return a “Cryptographic Errof! error condition.

Finally, the [Fag shall extract the custom data and store it in CUSTOMDATA(D*128¢H).

9.5.8.5 IResponse if ProtMode = "0011}": CBC encryption with CMACdnessage authenticatign

The Interrpgator has added custom data with confidentiality and-integrity protection to| the
authenticatjon block as specified in Table 22.

Tablle 22 — IResponse if ProtMode = "0011,": CBCeneryption with CMAC message
authentication

IRésponse
# of biits 128+ D*128 + 96
AuthenticationBlock ||

CBCgnc_AESinv (IV= AuthenticationBlock, Key[KeyID].ENC_key, HEADER(H) ||
Description CUSTOMDATA(D*128-H)) ||

AES-CMAC-96(Key{KeyID].MAC_key, AuthenticationBlock || CBCEnc_AESinv (IV=
AuthenticationBlock;Key[KevID].ENC_key, HEADER(H) || CUSTOMDATA(D*128)-H))

The Tag shafll use AES-CMAC-96(Key[KevID].MAC_key, IResponse[(Lol-1):96]) to calculate the trundated
96-bit CMA( over the authentication block and the encrypted data HEADER(H) || CUSTOMDATA(D*128-H).

The Tag shpll compare the'result with IResponse[95:0] and return a “Cryptographic Error” ¢rror
condition if[the values-are not identical.

The Tag sHall recover the data by encrypting CBCgnc_AESinv (IV= IResponse[(Lol-1): (Lol-128)],
Key[KevID]|ENC. key, IResponse[(D*128+95):96].

From the previoustesutt; the Tagshattextract HEADER and-CUS FOMBATA{D*128-H)~Themthe Tagshall
verify the HEADER. In case of mismatch, the Tag shall return a “Cryptographic Error” error condition.

If HEADER is valid, the Tag shall store the custom data in CUSTOMDATA(D*128-H).
9.5.9 IAM3 Response
If the Interrogator Authentication and the verification of the custom data has been completed

successfully, the Tag shall write the value CUSTOMDATA(D*128-H), as specified by the parameters
BlockSize, Profile, Offset and BlockCount, to the Tag’s memory.

If writing the custom data CUSTOMDATA(D*128-H) to the specified memory area results in an error,
then the Tag shall return the “Memory Write Error” error condition.
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The Tag shall respond with an [AM3 Response that shall be empty (zero bits).

After sending the IAM3 Response, the Tag shall transition to the IA_OK state.

9.5.10 Final Interrogator processing IAM3

The reception of the [AM3 Response (with zero bits) is the acknowledgement for the Interrogator (or
the external application controlling the Interrogator) that the Tag has processed the custom data and
has transitioned to the IA-OK state.

9.6 _Mutual authentication (Method “10” = MAM)

9.6.1 General
The following subclauses describe the formatting of Message and Response for Mutual Authentication.

The [MAM Messages are distinguished by the value of Step, the next 2-bit parameter in the Message
aftef AuthMethod.

If Step = "00p", the Tag shall parse the MAM1 Message as described in(9.6.2.
If Stép = "01p", the Tag shall parse the MAM2 Message as described\in 9.6.5.
If Stép = "10p", the Tag shall return a "Not Supported" error condition.

If Step = "11p", the Tag shall return a "Not Supported" erxor condition.

9.6.2 MAM1 Message

The [nterrogator shall generate an 80-bit random number for use as IChallenge MAM1. Tq initiate the
mutyial authentication, the Interrogator sends a request to get a challenge from the Tag.

The MAM1 Message format is specified\ift Table 23 and has the following parameters:
— AuthMethod[1:0]: value "10y" specifies the use for MAM;
— Ptep[1:0]: value "00y" specifies the use of MAM1;

— MAM1_RFU[3:0]: value-"0000p" makes the total length of the MAM1 Message a multiple of 8-bits
hind might be usedfor future extensions of this document;

— KeylID[7:0]: identifier of the key in Table 27;
— |Challenge“MAM1[79:0]: random challenge that the Interrogator has generated for usefin MAM1.

Table 23 — MAM1 Message format

AuthMethod Step MAM1_RFU KeyID IChallenge_MAM1
# of bits 2 2 4 8 80
Description 10p 00y 0000 [7:0] random Interrogator challenge

The Tag shall accept this message only in the Initial or the IA-OK state (unless occupied by internal
processing and not capable of receiving messages). If the parameters of the message are invalid, then
the Tag shall transition to the Initial state, thereby aborting any cryptographic protocol that has not
yet been completed.

If the length of the MAM1 message is <> 96 bits, then the Tag shall return an "Other Error" error
condition.

If the value of MAM1 RFU[3:0] is <> "0000y", then the Tag shall return a "Not Supported” error
condition.
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If the Tag does not support key[KeyID].ENC_key, then it shall return a "Not Supported" error condition.

9.6.3 MAM1 Response

The Tag sha
The Tag sha

1l store a copy of IChallenge_ MAM1[31:0] for subsequent verification (see 9.6.5).

1l store a copy of KevID for use in 9.6.5.

The Tag shall generate a random challenge TChallenge. MAM1[79:0] and store a copy of TChallenge_
MAM1[79:0] for subsequent verification (see 9.6.5).

and

IChallenge
the result.

nt Il/f/lll/11thQQ Al ’T‘f‘l«.n”nnnn MAM
ahtt—r P g g C1ig€— TIvT

AAAAAAA

a caoncta 1121-0
& €ORSE 346
MAM1[79 0] usin ENC_key and concatenate TChallenge. MAM1[79:3

(8)¢]

Table 24 — MAM1 Response format

] to

TResponse

#o

bits 128 + 48

Description

AES-ENC( Key[KeyID].ENC_key, C_MAM1[15:0] /| TChalléenge. MAM1[31:0] ||
IChallenge_ MAM1[79:0]) || TChallenge_ MAM1[79:32]

After returping MAM1 Response (TResponse), the Tag shall transitiofito the MAM-Init state.

9.6.4 Fin

The Interr
Response (]
In that case
can store T{(

NOTE T
implementat

9.6.5 MA

The MAM2
replies to T

The MAM?2
AuthM¢

Step[1:(

pgator (or the external application controlling the Interrogator) decrypts the M

hl Interrogator processing MAM1

'Response) and shall verify whether C_MAMI1-and IChallenge MAM1 have the correctyv

AM1
alue.

the Interrogator (or the external control application) can accept the Tag as genuine and it

Lhallenge_ MAM1 for further processing.

he Interrogator here uses decryption® because this allows the use of an encryptionf

jon on the Tag.

M2 Message

Messages allows the Tag’to authenticate the Interrogator after the Interrogator corr
hallenge_ MAM1.

Message formatis-specified in Table 25 has the following parameters:
thod[1:0]:value "10y," specifies the use for MAM2;
)]: value." 01" specifies the use of MAM?2;

=<

AM?2

: 1 d £ e de H L ala s | de
and wiltbeusedforfutureextenstonsof this COCUINTCITT;

only

pctly

REU[3:0]: value "0000," makes the total length of the MAM2 Message a multiple of 8

-bits

MAM1 and TChallenge_ MAM1;

C_MAM?2 (DA8y) and Purpose_MAMZ2[3:0] are described in Table 1;

IResponse[127:0]: bit string with decrypted concatenation of C_ MAMZ2, Purpose_MAM?Z, IChallenge

IChallenge MAM1[31:0] is generated by the Interrogator for use in MAM1 (see 9.6.2) TChallenge_
MAM1[79:0] is generated by the Tag in the response for MAM1 (see 9.6.3).
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Table 25 — MAM2 Message format

0:2017(E)

. Ste MAM2_ IResponse
Method p RFU p
# of bits 2 2 4 128
AES-DEC(Key[KeyID].ENC_key, C_MAMZ2[11:0] ||
Description 10y 01y 0000y Purpose_MAMZ2[3:0] || IChallenge_MAM1[31:0] ||
TChallenge_MAM1[79:0])

The Tag shall accept this message only in the MAM-Init state (unless occupied by internal processing
and not capable of receiving messages). If the Tag is not in the MAM-Init state, it shall abort any

cryptographic protocol that has not yet been completed and shall transition to the Initials

If th
cond

If th{

If th
IRes

TCh

Crypg

If th
cond

If t

“Cryptographic Error” error condition.

e length of the MAM2 message is <> 136 bits, then the Tag shall return an "Qther }
ition.

e value of MAM2_RFU[2:0] is <> "000p", then the Tag shall return a "Not Supported" errc

e verification of MAM2_RFU is completed, the Tag shall encrypt,the Interrogat
ponse[127:0] to retrieve C_MAMZ[11:0], Purpose_MAMZ2[3:0}, 1Challenge MAM1

dllenge_ MAM1[79:0]).

tographic errors shall only be returned after all checks have been completed.

e value of C_MAMZ2[11:0] is <> "DA8y", then the Tag shall return a “Cryptographic F
ition.

value of Purpose. MAMZ2[3:0] is <> "0000p"<and not supported, then the Tag sh:

ate.

brror” error

r condition.

pr message

[31:0] and

rror” error

111 return a

If the¢ value for IChallenge MAM1[31:0] is not €qual to the copy of IChallenge MAM1[31:0] that has been

stor¢d in 9.6.3, then the Tag shall return a {Cryptographic Error” error condition.

If the value for TChallenge_ MAM1[79:0]d$not equal to the copy of TChallenge_ MAM1[79:0] that has been

stor¢d in 9.6.3, then the Tag shall return a “Cryptographic Error” error condition.

9.6.

If th
Resy

Afte

9.6.

The
the
and

10

MAM?2 Response

e Mutual Authentication has been completed successfully, the Tag shall respond wit
onse that shall be-empty (zero bits).

" returning MAM2 Response (TResponse), the Tag shall transition to the IA-OK state.

[ Final Interrogator processing MAM?2

reception of the MAM2 Response (with zero bits) is the acknowledgement for the Inte

h an MAM2

rrogator (or

¢xternal application controlling the Interrogator) that the Tag has processed the MAI

M2 Message

has transitioned to the IA-OK state.

Communication

This document does not support secure communication.

11

Key Table and KeyUpdate

A Tag shall store one or more keys in the Key Table as specified in Table 27.

This document does not support KeyUpdate.
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A key is identified by the KeyvID, the identification number of the key within the Key Table. KeyID shall
start with "00," and increment with one for every next key in the Key Table.

Each key shall contain an encryption key (ENC_key).
Each key may contain a message authentication key (MAC_key).

Encryption keys shall be exclusively used for Tag authentication, Interrogator authentication, Mutual
authentication and encryption of custom data.

Message authentication keys shall be exclusively used for the authentication of custom data.

The Tag shafll maintain a record in the Key Table for each key.

A record of the Key Management Table is specified in Table 27 and shall have the following pavame¢ters
for every key:

— KeyID[7:0]: identifier of the key in Table 27;
— RFU_ENC][0:0]: reserved for future use;

— ENC_kep[127:0]: Encryption Key that is used for Tag authentication, lniterrogator authenticdtion,
Mutual puthentication and for the confidentiality protection (encryption/decryption) of custom flata.

A record of fhe Key Management Table may have the following parameters for every key:
— MPI[1510]: Memory Profile Indicator.

Each kqy may be linked to a memory profile that is supperted by the Tag. The links are storg¢d in
the MP] parameter. The MPI parameter contains 16 bits'that correspond to a memory profile|that
is supported on the Tag and specifies if a security comimand of the air interface has the right tg use
that key to authenticate the Tag, encrypt the custom data and/or authenticate the custom datfa for
the sperified memory profile. MPI[0:0] to MPI[15:15] refers to memory profile 0 to 15, respectively,
as far ap they are supported by the Tag. If the*value of an MPI bit is "0p", this key shall not be psed
by the fjelated profile. If the value of an MPI'bit is "1p", this key may be used by the related profile.

Table 26 degcribes the link of each bit of MPI with a memory profile.

Table 26 ~=Link of MPI bits with memory profiles

MPI bit Function
MPI[0:0] Memory profile 00 has the right to use this key
MPI{1:1] Memory profile 01 has the right to use this key
MPI[2:2] Memory profile 02 has the right to use this key
MPI[3:3] Memory profile 03 has the right to use this key
MPH 1414} Memory profite tHH s the Tight touse thiskey
MPI[15:15] Memory profile 15 has the right to use this key

The MPI bit or bits for non-existing profile on a Tag shall be permalocked to zero (bit "0p") by the Tag
manufacturer.

MPI is an optional parameter, but it shall be supported if the Tag supports the TAM2 mode (with
custom data).

— RFU_MAC[0:0]: reserved for future use.

— MAC_key[127:0]: Message Authentication Key that may be used for the computation and validation
of message authentication codes (MAC).
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It is recommended to generate the ENC_key and MAC_key independently to support separation of
different cryptographic functions.

Table 27 — Key Management Table

KeyIDa RFU_ENC ENC_key MPI (optional) RFU_MAC MAC_key (optional)
00y [0:0] key[127:0] MPI[15:0] [0:0] key[127:0]
01y [0:0] key[127:0] MPI[15:0] [0:0] key[127:0]
02y [0:0] key[127:0] MPI[15:0] [0:0] key[127:0]
jlnh [0:0] key[127:0] MPI[15:0] [0:0] key[127:0]
a ee the definition of KeyID in Clause 3.

The pize and initial values in Table 27 and its mapping to their respective physical memory Jocations on
the Tag shall be defined by the manufacturer.
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Annex A
(normative)

Crypto suite state transition table

Table A.1 — Crypto suite state transition table

Start state Response Action Next’state
Any TAM1 Verify Tag's secret key [nitial
Any TAM2 Verify Tag's secret key and request inclusion custom data Initial

Initial IAM1 Generate and return Tag challenge IAM-Inlit
IA-OK [AM1 Generate and return Tag challenge IAM-Init
IAM-Init IAM2 Verify Interrogator's secret key IA-OK
IAM-Init IAM3 Verify Interrogator's secret key and receive Custom Data IA-OK
Initial MAM1 Generate and return Tag challenge MAM-Init
IA-OK MAM1 Generate and return Tag challenge MAM-Ipit
MAM-Init MAM?2 Verify Interrogator's secret key IA-OK

Any combinjation of Start States and Transitions not listed in Fable A.1 shall result in an error condjition
and conseqiiently a transition to the Initial state.

All other erfors resulting from the execution of commands shall result in an error and consequerltly a
transition tp the Initial state.

34
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Annex B
(normative)

Error conditions and error handling

A Tag that encounters an error during the execution of a crypto suite operation might send an error
reply to the Interrogator. The details of these error replies are defined in the respective air interface
stanflards.

Tablg B.1 specifies a list of the error conditions that may result from the operation of this drypto suite.
Annex E specifies how to translate this error condition into an error code for the air interfage.

Table B.1 — Error conditions

Crypto suite error condition Description
Cryptographic error Cryptographic error detected.
Medlory overrun The command attempted to access a-ngh-existent memory locatign.
Medlory write error An error occurred during writingthe memory.
Not pupported The requested functionality istiot supported by this crypto suite
Other error Miscellaneous error.
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Annex C
(normative)

Cipher description

C.1 Description AES encryption algorithm

The Advana

ed Encryption Standard (AES) block cipher is described in detail in ISO/IEC 18033-3,

C.2 Terminology for cipher block chaining

C.2.1 Ger

The term ¢
(something
at this level
with. Inside
forward cip

Since FIPS
following te

— CBCgng
— CBCpEg
— CBCgng
— CBCpEg

jeral

bncryption is used to transform a plaintext (something intelligible) into a ciphe
unintelligible). The mode of operation adopts the terms encryption and decryption beg
ciphertext messages and plaintext replies between Interyogator and Tag are being
these modes of operation, a cryptographic engine withCtwo functions is used, coing
her and inverse cipher.

|97 and NIST/SP 800-38A use the term "inverse eipher” function, this document use
rminology:

_AES for the Tag processing in TAM2;
_AES|nv for the final Interrogator processing in TAMZ;
_AESinv for the Interrogator processing in [AM3;

_AES for the final Tag processing in [AM3.

rtext
Quse
Healt
d as

5 the
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C.2.2 CBC for TAM2 rev "0"
The Tag uses an ENcryption scheme (as it starts with the XOR) and uses the AES in encryption mode.

The Interrogator uses a DEcryption scheme (as it finishes with the XOR) and uses the AES INV in
decryption mode.

Figure C.1 shows the CBC operation for TAM2 rev "0".

CUSTOMDATA n

CUSTOMDATA 1 CUSTOMDATA 2

. - o '-\-
. *
4 [ Qq’
< [N
J INPUT BLOCK 1 INPUT BLOCK 2 /\4 INPYT BLOCK n
g oM
2 N P
o CIPHk . ' IPHk
]
0 -
OUTPUT BLOCK 1 ' OUTPUT BLOCK n
'
_ CIPHERDATA 1 CIPHERDATA n
—

INTERFACE

CIPHERDATA 2

INPUT BLOCK 2

NPT BLockn

CBCpec_AESIwv

'8
G

final processing

CUSTOMDATA 2 CUSTOMDATA n

Figure C.1 — CBC operation for TAM2 rev "0"
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C.2.3 CBC for TAM2 rev "1"
The Tag uses an ENcryption scheme (as it starts with the XOR) and uses the AES in encryption mode.

The Interrogator uses a DEcryption scheme (as it finishes with the XOR) and uses the AES INV in
decryption mode.

Figure C.2 shows the CBC operation for TAM2 rev "1".
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=
Eg* S @O OUTPUT BLOCK 1 OUTPUT BLOCK 2 '
< © [
s a2 '
S é) 0
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23]

=
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CUSTOMDATA n

INITIALIZATION HEADER ]

Figure C.2 — CBC operation for TAM2 rev "1"
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C.2.4 CBCforIAM3

The Interrogator uses an ENcryption scheme (as it starts with the XOR) and uses the AES INV in
decryption mode.

The Tag uses a DEcryption scheme (as it finishes with the XOR) and uses the AES in encryption mode.

Figure C.3 shows the CBC operation for IAM3.
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Figure C.3 — CBC operation for IAM3
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Annex D
(informative)

Test vectors

D.1 References for AES test vectors

D.1.1 Test vectors for the AES algorithm

Test vectorfs for the AES algorithm can be found in http://nvlpubs.nist.gov/nistpubs/FIPS/INIST.
FIPS.197.pdf.

Additionally, the original submission to NIST included test vectors as well:

http://csrc.pist.gov/archive/aes/rijndael /rijndael-vals.zip

D.1.2 Online AES calculator

An online AES calculator can be found at http://testprotect.com/appendix/AEScalc.
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E.1.

For fhe implementation of this crypto suite, an air interface protocol shall support security

that

ISO/IEC 29167-10:2017(E)

Annex E
(normative)

Protocol specific information

General

I Concept of exchanging Message and Response

allow the exchange of data between the Interrogator and the Tag that.has this g

commands
rypto suite

implemented. The security command contains a message with parametersfor the cryptp suite. The

reply of the Tag contains a response with the data that is returned by the)crypto suite. An
suchfdata exchange for this crypto suite is depicted in Figure E.1.

The

Accarding to ISO/IEC 29167-1, the CSI for,this crypto suite shall be defined as the 6-bit valj
For yse by the air interface protocols inthis annex, the value is expanded to the 8-bit value (

This|crypto suite is designed to provide security services for ISO/IEC 18000-3, Mode 1, ISO
de 3 and ISO/IEC 18000-63/Details of the specific implementation for these air interfage protocols
are described in E.2, E.2.2 and E.4, respectively.

3,M

E.1.

Table E.1 shows the security services that are supported by this crypto suite.

Command(Message)

Tag

(Response)

Interrogator

Figure E.1 — Message exchange for authentication process

2 Supported sécurity services

Table E.1 — Security services

example of

Crypto suites that are defined by ISO/IEC29167 can be defined by their Crypto Suite Identifier (CSI).

e 0000005.
Oh.

IEC 18000-

Mandatory, optional,
Security services Method prohibited, or not

supporteda
Authentication Mandatory
Tag authentication (TA) without custom data Mandatory
Tag authentication (TA) with custom data Optional
Interrogator authentication (IAM) All methods Optional
Mutual Authentication (MAM) All methods Optional
Communication Not supported
Authenticated Tag from TA Autheintlcated communication Not supported

(Tag => Interrogator)

a A crypto suite shall identify for each security service above and method if it is mandatory, optional or prohibited.
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Table E.1 (continued)

supporteda

Mandatory, optional,
Security services Method prohibited, or not

Secure authenticated communication

(Tag => Interrogator) Not supported
Authenticated Interrogator from IA Authentlcated_commumcatlon Not supported
(Interrogator => Tag)
Secure authenticated communication
Not supported

(Interrogator => Tag)

a  Acrypto

suite shall identify for each security service above and method if it is mandatory, optional or prohibited.

E.2 Sec

E.2.1 Ger
This subclat

E.2.2 IS

A crypto s

requiremenits as defined in this subclause.

urity services for ISO/IEC 18000-3, Mode 1

jeral

ise describes the implementation details for ISO/IEC 18000-3, Mode-1«

D/IEC 18000-3, Mode 1 protocol commands

lite supporting ISO/IEC 18000-3, Mode 1 shall fulfil ¢he’protocol security comn

dance with the air interface standard, the Tag shalluse the In-Process reply if the maxit
bn time for an Authenticate command exceeds tl)as defined for the immediate reply.

This keeps the Interrogator informed about theyongoing processing on the Tag.

b shall support sending the contents*of the ResponseBuffer in the reply to a ReadB
hd if a ResponseBuffer is supported by the Tag.

may support a security timeout following a crypto error. The length of the security tim
<200 ms.

henticate command,shall be supported for all supported authentication methods.
illenge commandunay be supported for parts or all supported authentication methods.

h any cryptegraphic state shall ignore an invalid command and stay in the current s
commandSmeans crypto commands with non-matching UID or CRC error.)

n errorcondition defined in the crypto suite,

hand

mum

shall ignore commands from an Interrogator during execution of a cryptographic opergtion.

Wffer

eout

tate.

Tag shall transition to the Ready state;

a) Inaccoj
executi
NOTE

b) The Tag

c) The Ta
comma

d) The Tag
shall be

e) The Auf

f) The Ch:

g) ATagi
(Invalig

h) Foreac
— the
— the
— the

Tag shall send an error code in case of a transition to the Ready state;

Tag shall behave according to the error handling defined in ISO 18000-3, Mode 1;

— ifthe Tagis in Selected Secure state, it shall transition to the Ready state.

i) The Tag shall remain in its current state after a Tag Authentication. The Tag shall transition to
Selected Secure state (corresponding to the IA-OK state) after processing successfully an
Interrogator or Mutual Authentication.

j)  This crypto suite does not support any encapsulation method.

k) This crypto suite does not support the KeyUpdate command.
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E.2.3 Security commands in ISO/IEC 18000-3, Mode 1

In ISO/IEC 18000-3, Mode 1, the message to execute Tag authentication shall be transmitted to the Tag
with the Authenticate or the Challenge command. The message to execute Interrogator Authentication
or Mutual Authentication shall be transmitted to the Tag with the Authenticate command. The air
interface shall return the response; it shall be backscattered immediately after the command and/or
it shall be stored in the ResponseBuffer, from where it shall be returned to the Interrogator with the
ReadBuffer command.

NOTE Information about the Authenticate, Challenge and ReadBuffer command and the ResponseBuffer for
use in [SO/IEC 18000-3, Mode 1 can also be found in ISO/IEC 15693-3:2009/AMD4:2017.

ISO/JEC 18000-3, Mode 1 specifies an 8-bit CSI. For implementation of this document in ISOfIEC 18000-
3, Mode 1, the CSI shall be expanded to the 8-bit value 00y,.

E.2.4 Implementation of crypto suite error conditions in ISO/IEC 18000-3.Mode 1

This|document specifies error conditions when the authentication is not suc¢essful. The ¢rypto suite
shall return the error conditions for the error handling described in the base standard. Table E.2 shows
the donversion of error conditions in the crypto suite to ISO/IEC 18000-3/Mode 1 error codgs.

Table E.2 — Implementation of crypto suite error conditions as Tag error codes

Crypto suite ISO/IEC 18000-3 ISO/IE( 18000-3

A ies Description Mode 1 Mdgde 1
efror condition
error code error code name
Cryptographic error detected. This Generic
Cryptographic error |resets the cryptographic engine'which 40y cryptographic
results in a transition to the ijitial state error
The specifiied block

The command attempted'to access a

Memory overrun . -
non-existent memorydacation

10 is not available (does
not exist)

The commfand is not

The requested functionality is not supported, i.e. the

Not supported supported by-this crypto suite Oln request code is not
recognized
Error witH no

Other error Miscellaneous error OFn informatiqn given or a

specific erfror code is
not supported

E.2.5 Byte.and bit order

The pyteand bit order in ISO 18000-3, Mode 1 is defined as LSByte, LSbit first.

Transthission sequence of the payload:
Every payload parameter shall be transmitted LSBit and LSByte first.
The order of the payload parameters shall be transmitted in the sequence as defined in this document.
Bit field parameters shall be concatenated to achieve integer multiples of 8 bits.

Figure E.2 shows an example of the byte and bit order for the TAM2 message.
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Auth Custom | Block | TAM2 | Key | IChallenge | Pro Off | Block | Prot
Method Data Size RFU 1D _TAM2 file set | Count | Mode
# of bits 2 1 1 4 8 80 4 12 4 4
random
Description 00& 16 [0:0] 0000s | [7:0] | Interrogator | [3:0] | [11:0] | [3:0] [3:00
challenge
1 byte J 10 bytes 2 bytes
Y
/ Bit Field Parameters Multiple Byte Bit Field Parameters
[ AuthMethodelo} Parameter Byte-6- Byte—t
[1] AuthMethode[1] Transmitted [0] Profile[0] [0] Oftset[4
[2] CustomData LSByte & LSBit [1] Profile[1] [1] Offset[]

[3] BlockSize]

[4] TAM1_RFU[0]
[5] TAM1_RFU[1]
[6] TAM1_RFU[2]
[7] TAM1_RFU[3]

J

first as defined
in ISO 15693

[2] Profile[2]
[3] Profile[3]
[4] Offset[0]
[5] Offset[1]
[6] Offset[2]
[7] Offset|3]

[2] Offset[4
[8} Offset[%
[4] Offset[
[5] Offset[9
[6] Offset[10
[7] Offset[]1

— e — —

— —

Figure E.2 — Example byte and bit order for TAM2'1message

Figure E.3 ghows an example of the byte and bit order for the MAM4 response.

IChallenge MAM1[79:0]) || TChallenge_MAM1[79:32]

TResponse
# of bits 128 + 48
description AES-ENC( Key[KeyID] ENC_key, C_MAM1[15:0] || TChallenge_MAMT[31:0] ||

22 bytes cipher text

|

Tresponse[175:0] Is transmitted as ONE parameter; LSByte and LSBit first

TResponse[0]

TResponse[47]
TResponse[48]

TResponse[175]

TChallenge MAM1[32]

TChallenge MAM1[79]
Ciphertext[0]

Ciphertext[127]

Figure E.3 — Example byte and bit order for MAM1 response

Figure E.4 shows an example of the byte and bit order for the MAM2 message.
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Auth Ste MAMZ_ IResponse
Method Pl RFU P
# of bits 2 2 4 128

AES-DEC(, Key[KeyID].ENC key, C_MAMZ2[11:0] ||
description 10b 01e 0000y Purpose_MANMZ2[3:0] || 1Challenge MAM1[31:0] ||
TChallenge MAMT[79:0])

\ 16 bytes }

/ Ciphertext \

AES calculation is done as defined in Crypto Suite:
C_MAM2[11:0]
Purpose_MAM2[3:0]
IChallenge MAM1[31:0]
TChallenge MAM1[79:0]

Ciphertext [127:0]

transmitted in the following ofder:
Ciphertext [0]

\ o Ciphertext [127] /

Figure E.4 — Example byte and bit order fof the ciphertext in MAM2 message

E.2.6 Key properties
ISO/[EC 18000-3, Mode 1 does not support the'definition of key properties.

E.2.7 Memory profiles

Table E.3 shall contain zero or morepointers to an area with custom data within the Tag’s nhemory. The
maxjmum number of pointers.is-16.

able E.3 — Description of ISO/IEC 18000-3, Mode 1 specific memory profiles for [Profile

Value Description
0000 globally defined memory profile: UID (64 bit)
0001 globally defined memory profile: user memory
(starting at word position 0)

0010 manufacturer-defined memory profile
0011 manufacturer-defined memory profile
1000 manufacturer-defined memory profile
1001 reserved for future use

1111 reserved for future use

The memory profiles specified by the Profile parameter may allow the use of one or more of the
encryption algorithms and/or message authentication algorithms listed in Table 3 for the protection of
the custom data. The chip manufacturer shall define which modes a particular Tag model supports for
which memory profiles.
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E.3  Security services for ISO/IEC 18000-3, Mode 3
Reserved for the implementation for ISO/IEC 18000-3, Mode 3.

E.4  Security services for ISO/IEC 18000-63

E4.1 ISO/IEC 18000-63 protocol commands

A crypto suite supporting ISO/IEC 18000-63 shall fulfil the protocol security command requirements
as defined in this subclause.

Optional chpices shall be accepted for one-to-one communication. Reason: Since the Tag is singulated
and the TID|is known, supported options can be derived from it.

a) The Tag shall use the In-Process reply if the maximum execution time for an Authenticate‘command
exceedg 20 ms.

b) The Tagshall ignore commands from an Interrogator during execution of a cryptographic operdtion.
c¢) The Tag may support sending the contents of the ResponseBuffer in the reply’to an ACK commgand.

d) The Tag shall support sending the contents of the ResponseBufferiin/the reply to a ReadBuffer
commahd.

e) The Tag may supporta security timeout following a crypto errof, The length of the security timeout
shall bg <200 ms.

f) The Aughenticate command shall be supported for all supported authentication methods.
g) The Chqllenge command may be supported for parts'or all supported authentication methods.

h) A Tagir any cryptographic state other than thednitial state (i.e. state after power-up) shall resgt its
cryptographic engine and transition to the open state upon receiving an invalid command. (Inyalid
commapds means crypto commands with\fcorrect handle or CRC error.)

i) For each error condition defined in thexcrypto suite,
— the|Tag shall transition to theuarbitrate state;
— the|Tag shall send an error code in case of a transition to the arbitrate state.

j)  The Tag shall remain iir its current state after a Tag Authentication. The Tag shall transition t the
securefl state after processing successfully an interrogator or mutual authentication.

k) This crypto suitexdoes not support any encapsulation method.

1)  This crypto(suite does not support the KeyUpdate command.

E.4.2 Security commands in ISO/IEC 18000-63

In ISO/IEC 18000-63, the message to execute any authentication shall be transmitted to the Tag with
the Authenticate or the Challenge command. The air interface shall return the response, either it shall be
backscattered immediately after the command or it shall be stored in the ResponseBuffer, from where
it shall be returned to the Interrogator with the ReadBuffer command.

NOTE Information about the Authenticate, Challenge and ReadBuffer command and the ResponseBuffer can
also be found in ISO/IEC 19762.

ISO/IEC 18000-63 specifies an 8-bit CSI. For implementation of this document in ISO/IEC 18000-63, the
CSI shall be expanded to the 8-bit value 00,.

46 © ISO/IEC 2017 - All rights reserved


https://iecnorm.com/api/?name=d5b7ed5ae81038e769d7e1ec7bfeee8c

	Foreword
	Introduction
	1 Scope
	2 Normative references
	3 Terms, definitions, symbols and abbreviated terms
	4 Conformance
	4.1 Air interface protocol specific information
	4.2 Interrogator conformance and obligations
	4.3 Tag conformance and obligations
	5 Introduction of the AES-128 crypto suite
	6 Parameter definitions
	7 Crypto suite state diagram
	8 Initialization and resetting
	9 Authentication
	9.1 General
	9.2 Adding custom data to authentication process
	9.3 Message and response formatting
	9.4 Tag authentication (Method “00” = TAM)
	9.4.1 General
	9.4.2 TAM1 Message
	9.4.3 TAM1 Response
	9.4.4 Final Interrogator processing TAM1
	9.4.5 TAM2 Message
	9.4.6 TAM2 Response
	9.4.7 Final Interrogator processing TAM2
	9.5 Interrogator authentication (Method “01” = IAM)
	9.5.1 General
	9.5.2 IAM1 Message
	9.5.3 IAM1 Response
	9.5.4 Final Interrogator processing IAM1
	9.5.5 IAM2 Message
	9.5.6 IAM2 Response
	9.5.7 Final Interrogator processing IAM2
	9.5.8 IAM3 Message
	9.5.9 IAM3 Response
	9.5.10 Final Interrogator processing IAM3
	9.6 Mutual authentication (Method “10” = MAM)
	9.6.1 General
	9.6.2 MAM1 Message
	9.6.3 MAM1 Response
	9.6.4 Final Interrogator processing MAM1
	9.6.5 MAM2 Message
	9.6.6 MAM2 Response
	9.6.7 Final Interrogator processing MAM2
	10 Communication
	11 Key Table and KeyUpdate
	Annex A (normative)  Crypto suite state transition table
	Annex B (normative)  Error conditions and error handling
	Annex C (normative)  Cipher description
	Annex D (informative)  Test vectors
	Annex E (normative)  Protocol specific information
	Annex F (informative)  Examples
	Bibliography

