INTERNATIONAL ISO/IEC
STANDARD 29167-10

First edition
2015-05-15

Information technology —Automatic
identification and data.capture
techniques —

Part 10:
Crypto suite AES-128 security services
for air interface communications

Technologies de Finformation — Techniques automatiques
d’identificationet de capture de données —

Partie 10: Seyvices de sécurité par suite cryptographique AES-128
pour communications par interface radio

Reference number

@ m ISO/IEC 29167-10:2015(E)
Y=
©ISO/IEC 2015



https://iecnorm.com/api/?name=d331f4232d7e704e248d13640deb0c53

ISO/IEC 29167-10:2015(E)

COPYRIGHT PROTECTED DOCUMENT

© ISO/IEC 2015, Published in Switzerland

All rights reserved. Unless otherwise specified, no part of this publication may be reproduced or utilized otherwise in any form
or by any means, electronic or mechanical, including photocopying, or posting on the internet or an intranet, without prior
written permission. Permission can be requested from either ISO at the address below or ISO’s member body in the country of
the requester.

ISO copyright office

Ch. de Blandonnet 8 « CP 401
CH-1214 Vernier, Geneva, Switzerland
Tel. +41 22 749 01 11

Fax +41 22 749 09 47
copyright@iso.org

WwWw.iso.org

ii © ISO/IEC 2015 - All rights reserved


https://iecnorm.com/api/?name=d331f4232d7e704e248d13640deb0c53

ISO/IEC 29167-10:2015(E)

Contents Page
FOT@WONM ... oottt iv
| 0 0 Yo L0 Ut 5 () ¢ OSSOSO v
1 S0P .. 1
2 (003 13 107 0 4 1 T 1 4 Lol <00

© & 3 o

11

2.1 Air interface protocol specific information
2.2 Interrogator conformance and obligations
23 Tag conformance and obligations

Normative references

Terms and definitions ...t e 2
Symbols and abbreviated termS. ... e e 4
51 SYIMIDOLS e e 4
5.2 ADDIEVIAtEd LTINS ...oooiooeee e g e e 4
Introduction of the AES-128 crypto SUIte ... bl 5

Parameter definitions

T10.1  INEFOAUCHION ooy B s
10.2 Message and Response formatting
10.3 Tag authentication (Method “00” = TAM)

10.3.1  TAMI Qnd TAMZ ..ottt

10.3.2 TAM1 Message......

10.3.3 TAM1 Response

10.3.4 Final Interrogatorprocessing TAML..........cssesesessess o, 8

10.3.5  TAMZ MESSAZE ..ot s

10.3.6 TAM2 Response

10.3.7 Final Intéprogator processing TAMZ.............iseseesesseseeese e 13
COMMUNECATION. ..., 57 13

© ISO/IEC 2015 - All rights reserved iii


https://iecnorm.com/api/?name=d331f4232d7e704e248d13640deb0c53

ISO/IEC 29167-10:2015(E)

Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
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167 consists of the following parts;*under the general title Information technolog
entification and data capture techniques:

becurity services for RFID air.interfaces

Crypto suite AES-128 secugity services for air interface communications
Crypto suite PRESENT-80 security services for air interface communications
Crypto suite ECC:DH security services for air interface communication
Crypto suite-Grain-128A security services for air interface communications

Crypto-suite AES OFB security services for air interface communications
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Crypto suite ECDSA-ECDH security services for air interface communications

Crypto suite cryptoGPS security services for air interface communications

Crypto suite RAMON security services for air interface communications

The following parts are under preparation:

— Part 15: Crypto suite XOR security services for air interface communications
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ThispartofISO/IEC29167 specifiesthesecurityservicesofan AES-128 crypto suite for Tagauthentication.
AES has a fixed block size of 128 bits and a key size of 128 bits, 192 bits, or 256 bits. The version specified

in th

is crypto suite uses AES with a fixed key size of 128 bits and is referred to as AES-128.

This part of ISO/IEC 29167 defines procedures for Tag Authentication using AES-128 and provides the
following functionality:

— Tag Authentication;

The
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ISO 4
The
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In th
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[ag Authentication allows authenticated reading of a part of the Tag’s memory;

Authenticated reading might be in plain text, MAC protected, Encrypted, or Encrypte
protected;

Crypto suite uses encryption for enciphering of plain text, as well as deciphering of enc

International Organization for Standardization (ISO) and International Elect
mission (IEC) draw attention to the fact thatitis claimed that compliafice with this docu
ve the use of patents concerning radio-frequency identification technology given in
ified below.

Ind [EC take no position concerning the evidence, validity;and scope of these patent rig

holders of these patent rights have assured the ISO and [EC that they are willing to negot
r reasonable and non-discriminatory terms and-gonditions with applicants throughoy
is respect, the statements of the holders of theSe patent rights are registered with I
mation on the declared patents can be obtained from:
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Information technology — Automatic identification and
data capture techniques —

Part 10:
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-128 security services for air interface

1 Bdcope

This|part of ISO/IEC 29167 defines the crypto suite for AES 128 for the ISO/IEC 18000 ajr interfaces
stanflards for radio frequency identification (RFID) devices. Its purpose is_to provide a common crypto
suitg for security for RFID devices that might be referred by ISO committees for air interfade standards
and ppplication standards.

This|part of ISO/IEC 29167 specifies a crypto suite for AES 128 for air interface for RFID systems. The
cryptto suite is defined in alignment with existing air interfaces.

This|part of ISO/IEC 29167 defines various authentication methods and methods of use for the gipher. A Tag

and 4n Interrogator can supportone, a subset, or all of the spécified options, clearly stating what s supported.

2 (Conformance

2.1 | Air interface protocol specific information

To claim conformance with this part of”ISO/IEC 29167, an Interrogator or Tag shall comply with all
releyant clauses of this part of ISO/IEC 29167, except those marked as “optional”.

2.2 | Interrogator conformance and obligations
To conform to this part of ISO/IEC 29167, an Interrogator shall

— |mplement the mandatory commands defined in this part of ISO/IEC 29167 and conform to the
relevant partwefISO/IEC 18000.

To cgnform tothis part of ISO/IEC 29167, an Interrogator can

— |mplentent any subset of the optional commands defined in this part of ISO/IEC 29167.

Toc nformitathic nart AFICA/IEC 20167 tho Intarragatarchall not
Ottt HS Pt o/ =84ttt e e gator-5ar et

— implement any command that conflicts with this part of ISO/IEC 29167, or

— require the use of an optional, proprietary, or custom command to meet the requirements of this
part of ISO/IEC 29167.

2.3 Tag conformance and obligations
To conform to this part of ISO/IEC 29167, a Tag shall

— implement the mandatory commands defined in this part of ISO/IEC 29167 for the supported types
and conform to the relevant part of ISO/IEC 18000.

© ISO/IEC 2015 - All rights reserved 1
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To conform
— implem
To conform

— implem

to this part of ISO/IEC 29167, a Tag can
ent any subset of the optional commands defined in this part of ISO/IEC 29167.
to this part of ISO/IEC 29167, a Tag shall not

ent any command that conflicts with this part of ISO/IEC 29167, or

— require the use of an optional, proprietary, or custom command to meet the requirements of this
part of ISO/IEC 29167.

3 Norm

The followi
indispensalj
references,

ISO/IEC 18(
63: Paramet

ISO/IEC 197
techniques -

ISO/IEC 29
Part 1: Secu

4 Terms

For the pur]

following apply.

41

AES-CBC-E
AES data en
and 128 bit

4.2
AES-ECB-E

AES data enjcryption (forward-operation) in ECB mode of input data “data”, using 128 bit cryptogr4

key “key”

4.3
AES-CMAC-
CMAC gene
“data”, trun

htive references

hg documents, in whole or in part, are normatively referenced in this document)anc
le for its application. For dated references, only the edition cited appliescFof und
the latest edition of the referenced document (including any amendments),applies

00-63, Information technology — Radio frequency identification for itemhimdnagement —
ers for air interface communications at 860 MHz to 960 MHz Type C

(62 (all parts), Information technology — Automatic identification-and data capture (A
— Harmonized vocabulary

167-1, Information technology — Automatic identification-and data capture techniqué
rity services for RFID air interfaces
and definitions

boses of this document, the terms and definitions given in ISO/IEC 19762 (all parts) an

NC(IV, key, data)
cryption (forward operation) in’CBC mode of input data “data”, using initialization vect
cryptographic key “key”

NC(key, data)

96 (key/data)

ratiopsusing AES in forward operation with 128 bit cryptographic key “key” of input
Cating/the result by using only the 96 most significant bits from the 128-bit CMAC code

| are
ated

Part

IDC)

] the

or [V

phic

data

4.4
bit string

ordered sequence of 0’s and 1's

4.5

block cipher
family of functions and their inverse functions that is parameterized by cryptographic keys; the
functions map bit strings of a fixed length to bit strings of the same length

4.6
block size

number of bits in an input (or output) block of the block cipher

© ISO/IEC 2015 - All rights res
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4.7

cryptographic key

string of bits used by a cryptographic algorithm to transform plain text into cipher text or vice versa or
to produce a message authentication code

4.8
CMAC
cipher-based MAC algorithm based on a symmetric key block cipher

Note 1 to entry: See MAC method 5 in Reference [1] for a normative reference.

4.9
Con‘Jmand (Message)
datajthat Interrogator sends to Tag with “Message” as parameter

4.10
D
numper of additional 128-bit blocks with custom data that may be added to the Tag authenticatijon response

4.11
Datg Block (Block)
sequence of bits whose length is the block size of the block cipher

4.12
initiplization vector
datalblock that some modes of operation require as an additional initial input

4.13
inpyt block
data|that is an input to either the forward ciphérfunction or the inverse cipher function pf the block
cipher algorithm

4.14
Key
strirlg of bits used by a cryptographig algorithm to transform plain text into cipher text or yice versa or
to prjoduce a message authentication code

4.15
KeylD
numerical designator for-a single key

4.16)
Key|KeyID].ENC Kkey
key that shall-be used for encryption

4.17
Key|KeyID].MAC_key

1L 1 J c ~ ) IR e - i
key IIdUIIdy DT USCU IV LTy DLUSTdPIHIUIIIIESTILY DIULCCLIUIL

4.18
MAC_key
Variable that shall contain the key that will be used for cryptographic integrity protection

4.19
Memory Profile
start pointer within the Tag’s memory for addressing custom data block

4.20
Message
part of the Command that is defined by the crypto suite

© ISO/IEC 2015 - All rights reserved 3
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4.21

Mode of Operation (Mode)
algorithm for the cryptographic transformation of data thatfeaturesasymmetrickeyblock cipheralgorithm

4.22
output block

data that is an output of either the forward cipher function or the inverse cipher function of the block
cipher algorithm

4.23
Plaintext

usable datajthatisformattedasinmput toamode

4.24

Reply (Response)
data that T4g returns to the Interrogator with “Response” as parameter

4.25
Response

part of the Reply (stored or sent) that is defined by the crypto suite

4.26
word

bit string cdmprised of 16 bits

5 Symbgols and abbreviated terms

5.1 Symbols

xxxxb binary notation of term “xxxx”, where ‘X represents a binary digit.

xxxxh hexadecimal notation of term “xxx&’, where “x” represents a hexadecimal digit.
In this crypto suite the bytes in the hexadecimal numbers are presented with the most signi
icant byte at the left and the least significant byte at the right. The bit order per byte is alsg
presented with the most significant bit at the left and the least significant bit at the right.
For example in “ABCDEE*the byte “AB” is the most significant byte and the byte “EF” is the
least significant byte.

[l concatenation pfSyntax elements, transmitted in the order written (from left to right).
For example #123456” || “ABCDEF” results in “123456ABCDEF”, where the byte “12” is the thost
significantbyte and the byte “EF” is the least significant byte.

Field[a:b] Selection from a string of bits in Field.

For‘a>b, selection of a string of bits from the bit string Field. Selection ranges from bit nungber

auntil and including bit number b from the bits of the string in Field, whereby Field[0] repr]
sents the least significant bit.

e-

Eor nvamp]n F‘in]r‘][')-n] rnprncnnfc the seloction ofthe three least cigniﬁ'r‘anf bits of Field

5.2 Abbreviated terms

AES Advanced Encryption Standard

CBC Cipher-Block Chaining

CMAC Cipher-based MAC

ECB Electronic Code Book

FIPS Federal Information Processing Standard

4 © ISO/IEC 2015 - All rights res
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LSB

MAC

MPI

MSB

NIST

ISO/IEC 29167-10:2015(E)

Initialization Vector

Least Significant Byte
Message Authentication Code
Memory Profile Indicator
Most Significant Byte

(United States) National Institute of Standards and Technology

RFU
TID

UlI

6

The

calle
softy
ciph

AES
stan
encr

AES
the |

NOT
encr)
text.

5 N
=

Reserved for Future Use
Tag-1Dentification or Tag IDentifier, depending on context

Unique Identification ID
ntroduction of the AES-128 crypto suite

d substitution-permutation networks. AES is highly suitable\fer’ efficient implementa
vare and hardware, including extremely constrained enyironments such as RFID Ta
br is standardized as ISO/IEC 18033-3.[2]

is approved by the National Institute of Standardsiand Technology (NIST). It was ap|
Hard in 2001 following a five-year standardizatidn) process that involved a number o
yption algorithms and published as FIPS PUB 197 in November 2001.

ibliography.

) AES normally uses encryption for;the enciphering of plain text and decryption for the d
pted text. This crypto suite uses enciiyption for enciphering of plain text as well as deciphering
This allows the use of an encryption-only implementation on the Tag.

Parameter definitions

e 1 describes all the;parameters that are used in this part of ISO/IEC 29167.

Table 1 — Definition of AES-128 crypto suite parameters

Advanced Encryption Standard (AES) is an open, royalty-free, symmetric block cipher hased on so-

tion in both
bs. The AES

[proved as a
[ competing

was originally published, along with design eriteria and test vectors, in reference docyment [5] in

bciphering of
of encrypted

Par4

jmeter Description

C_T/

16-bit predefined constant for TAM1 with the value “96C5h”

\M1[15:0] (for Tag to Interrogator response)

C_TAM2[15:0]

t6-bitpredefined constant for TAMZ witir tie vaiue “96C5h™
(for Tag to Interrogator response)

Ciphertext[n] Temporary storage for encryption result

CUSTOMDATA(D*128) Part of the Tag’s memory that may be returned with the Tag authentication
response

IChallenge_TAM1[79:0] 80-bit challenge that the Interrogator generates for use in TAM1

IChallenge_TAM2[79:0] 80-bit challenge that the Interrogator generates for use in TAM2

Key[KeyID] Keyset identified by KeyID, consisting of ENC_key for encryption and (optional)

MAC_key for integrity protection

MAC_key[127:0]

protection

Variable that shall contain the key that will be used for cryptographic integrity

© ISO/IEC 2015 - All rights reserved
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Table 1 (continued)

Parameter Description
TRnd_TAM1[31:0] 32-bit random data provided by the Tag for TAM1
TRnd_TAM2[31:0] 32-bit random data provided by the Tag for TAM2

8 Crypto suite state diagram

After power-up or reset the crypto suite transitions to its Initial state.

A transition to Initial state shall also cause a reset of all variables used by the crypto suite.

1
Power-up

CMD: Authenticate[TAM1] CMD: Authehticate[TAM2]
Reply: TAM1 Response Reply: TAM2 Response

Note 1. All variable fields will be reset-atpower-up

Figure 1 — Crypto suiteé“Tag state diagram

9 Initialization and resetting

After powet-up and after a reset the criypto suite transitions into the Initial state.

Implementdtions of this crypto suite shall assure that all memory used for intermediate results is

cleared aftegr each operation (message-response pair) and after reset.

10 Authepntication

10.1 Introduction

This part of {SO/IEC 29167 supports only Tag Authentication. All functions are 1mplemented us

ng a

message-reSponse excange. 1 his section describes the details of the messages and responses tha
exchanged between the Interrogator and Tag.

All message and response exchanges are listed in Table 2.

Table 2 — message and response functions

are

Command Function

TAM1 message Send Interrogator challenge and request Tag authentication response

TAM1 response Return Tag authentication response

TAM2 message Send Interrogator challenge and request Tag authentication response plus custom data
TAM2 response Return Tag authentication response and custom data

6 © ISO/IEC 2015 - All rights res
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10.2 Message and Response formatting

Message and Response are part of the security commands that are described in the air interface
specification. The “air interface part” of the Tag passes the Message on to the “crypto suite part” of the
Tag and returns the Response from the “crypto suite part” to the Interrogator. The crypto suite shall
parse the Messages and process the data based on the value of AuthMethod, which is the first parameter
of all Messages.

The following sections of this document describe the formatting of Message and Response for Tag
Authentication. AuthMethod shall be “00y” for Tag Authentication.

If AdthMethod = “01p", “10p” or “11p” then the Tag shall return a “Not Supported” errer‘cdndition and
shall transition to the Initial state.

10.3 Tag authentication (Method “00” = TAM)

10.3l11 TAM1 and TAM2

Tag Authentication allows an Interrogator to authenticate a Tag by vérifying the Tag’s secret key (TAM1).
Optipnally the Tag may return part of its memory as custom data,\that may be protected (protection of
integrity, authenticity of origin, and timeliness) and/or encrypted (confidentiality protectign), with the
Tag authentication TAM2 response.

The functionality shall be implemented by means of a ghallenge-response exchange. Tag authentication
only|shall be implemented in TAM1 and Tag authenticdtion with the addition of custom data shall be
implemented as TAM2 (see Figure 2).

Authenticate(TAM1/TAM2 Message)

Tag

(FAM1/,TAM2 Response)

A

Interrogator

Figure 2 — Tag authentication

The [following sections of this document describe the formatting of Message and Response for Tag
AutHentication:

The fryptosuite shall parse the TAM Messages and process the data based on the value of QustomData,
whidh.s the second parameter of both TAM Messages. The Messages for Tag Authentication without and
withTustomdatasiatt be distinguisiied by Custombata: Custombata sitatt be Oy for Tag Authentication
without custom data and “1p” for Tag Authentication with custom data.

If CustomData = “Op” the Tag shall parse the TAM1 Message as described in 10.3.2
If CustomData = “1y” the Tag shall parse the TAM2 Message as described in 10.3.5

10.3.2 TAM1 Message

For Tag authentication the Interrogator shall generate an 80-bit random TAM1 Interrogator challenge
and include that in the TAM1 message. The TAM1 message shall also include the reference KeylD to
select an encryption key in the Key Management Table (see Clause 12).

© ISO/IEC 2015 - All rights reserved 7
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The TAM1 Message format has the following fields:

AuthMethod: value “00p” defines the use for TAM

requested (TAM1)

future extensions of this part of ISO/IEC 29167

— KeylID: defines the key that shall be used for TAM1

CustomData: flag to indicate that custom data is requested, “Op” defines no custom data

TAM1_RFU: makes the total length of the TAM1 Message a multiple of 8-bits and will be used for

— IChallehge TAM1: random challenge that the Interrogator has generated for use in TAM1

Table 3 — TAM1 Message format

AuthMethod CustomData TAM1_RFU KeyID IChallenge "TAM1

# of K

its 2 1 5 8 80

descript

on 00} O 00000y [7:0]

randonrinterrogator challennge

The Tag sha
transition td

If the lengt}
and shall tr

I[fTAM1_RF
to the Initid

If the Tag d
and shall tr

l accept this message in any state. If the parameters of the message ate valid, then the Tag
the Initial state; thereby aborting any cryptographic protocolthat has notyet been compl

hnsition to the Initial state.

1 state.

hnsition to the Initial state.

10.3.3 TANI1 Response

If all verifig
and encryp
prefixing th

ations are successful then the-Tag shall generate the random data TRnd _TAM1 (32
[ the challenge IChallenge TAM1 of the Interrogator using Key[KeyID].ENC_key, after
e constant C_TAM1 (16 bits) and the random data TRnd _TAM1.

Table 4—Response if optional fields have not been used

TResponse
# of bits 128
. AES-ECB-ENC( Key[KeyID].ENC_key, C_TAM1[15:0] || TRnd
description TAM1[31:0] || IChallenge TAM1[79:0] )

of the TAM1 message <> 96 bits then the Tag shall return:an “Other Error” error cond

J <>“00000p” then the Tag shall return a “Not Supperted” error condition and shall trans

pes not support key[KeyID].ENC_key then it shall return a “Not Supported” error cond

shall

bted.

lition

ition

lition

bits)
first

10.3.4 Final Interrogator processing TAM1

The Interrogator (or the external application controlling the Interrogator) decrypts the TAM1 Response
(TResponse) and shall verify whether: C_TAM1 and IChallenge TAM1 have the correct value. If the

values are c

orrect, then the Tag can be considered as authentic.

10.3.5 TAM2 Message

TAM2 shall be used for Tag Authentication if the Tag needs to return part of its memory as custom
data that may be protected (protection of integrity and authenticity) and/or encrypted (confidentiality
protection) with the Tag authentication. The TAM2 message shall also include the reference KeyID to

© ISO/IEC 2015 - All rights res
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select an encryption key in the Key Management Table (see Clause 12). If protection of integrity and

auth

enticity of the data is requested the selected key shall also contain a MAC key.

A Tag that supports TAM2 shall define at least one and at most 16 memory profiles. All supported
addresses or pointers for the memory profiles shall be specified in Annex E of this part of ISO/IEC 29167.

The memory profiles may also be linked to a key in the Key Management Table that shall be used for the

encr

yption process to protect the data.

Custom data is specified as a number (1 to 16) of consecutive 64-bit blocks in the Tag’s memory. The
custom data block shall be defined by the parameters Profile, Offset and BlockCount.

Prof]

Offsé
spec
1111

Bloc]
offsd
bina
datal
then
bloc
of th|
that

NOTE

prot

Prot]
the ¢
auth
data

le shall select one of the memory profiles that are supported by the Tag.

pt specifies a 12-bit offset (in multiples of 64-bit blocks) that needs to be added totheé ad
ified by Profile. Minimum value “000000000000y,” corresponds to a zero offset, Maxin
11111111y (decimal 4095) corresponds to the maximum bit pointer offset of decimal v3

kCount specifies the 4-bit number of 64-bit custom data blocks that néed'to be return
t position onwards. Minimum value is “0000p”, corresponding to on€)Single 64-bit blocl
'y value is “1111y”, or decimal 15, corresponds to a maximum number of 16 64-bit bloc}
that shall be returned. If the number of returned bits of the cuStom data is not a mu
padding with zeroes shall be applied to the least significant pits of the last block that ha
k size of less than 128 bits. The Interrogator shall maintainthe value of BlockCount for
e MAC verification process. The Tag manufacturer shalkspecify the number of custom
can be returned.

Access rights to custom data may be restricted by‘the specification of the interface. Anne
col specific implementations for various modes ofithe ISO/IEC 18000 international standards.

v

ustom data. Table 5 defines the mode*of operation for encipherment algorithms and

Table 5 —Supported modes of operation for ProtMode

dress thatis
lum value is
lue 262080.

ed from the
k. Maximum
(s of custom
tiple of 128
5 a NON-zero
use as part
data blocks

x E describes

Mode specifies the mode of operation thatsshall be used for the encipherment and/or protection of

or message

entication algorithms for the (optional) protection (authentication and/or enciphermenit) of custom

ProtMode[3:0] 2 Description
0000 Plaintext
v (no integrity and/or confidentiality protection requested)

0001y CBC (encipherment only)

0010y CMAC (message authentication only)

0011y CBC + CMAC

0100y Reserved for Future Use

1111, Reserved for Future Use
a  When a ProtMode is selected that specifies data encipherment (ProtMode “0001y” and
“0011p”) the Tag may assert a privilege that makes all memory accessible for the duration
of the execution of the command. See Annex E for details of the air interface specific
implementations.

Tags shall implement at least one of the modes of operation as defined by Table 5 for each of the memory
profiles that the Tag supports.

The Interrogator shall generate an 80-bit random TAM?2 Interrogator challenge in the following TAM2
message and include several fields indicating additional options for the authentication protocol.

© ISO/IEC 2015 - All rights reserved
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The TAM2 Message format has the following fields:

AuthMethod: value “00p” defines the use for TAM
CustomData: flag toindicate that custom dataisrequested, “1,” defines custom datarequested (TAM2)

TAM2 RFU: makes the total length of the TAM2 Message a multiple of 8-bits and will be used for
future extensions of this part of ISO/IEC 29167

Profile: 4-bit pointer that selects a memory profile for the addition of custom data

Offset: 12-bit value that specifies the number of multiples of 64-bit blocks that needs to be added to
the add[ess that is specified by Profile to define the first address of the custom data block.

BlockCount: 4-bit number to define the size of the customer data as a number of 64-bit blocks

ProtMode: 4-bit value to select the mode of operation that shall be used to process the-custom|data

KeyID: flefines the key that will be used for TAM2

IChallepge TAMZ2: random challenge that the Interrogator has generated for|use in TAM2

Table 6 — TAM2 Message format

Auth |Custom-| TAM2_ IChallenge . Block
Method | Data RFU KeyID “TAM2 Profile | Offset Count ProtMjode
# of bitts 2 1 5 8 80 4 12 4 4
random
Descriptign| 00 1p 00000p | [7:0] | Interrogator [3:0] | [11:0] [3:0] [3:0]
challenge
The Tag shall accept this message in any state. If the parameters of the message are valid, then the Tagghall

transition td

If the length
and shall tr

IfTAM2 RF
to the Initid

If the Tag d
and shall tr

The Tag shafll check ifthe specified memory profile has the right to use KeyID for further processin

the Initial state; thereby aborting any-cryptographic protocol that has not yet been compl

pted.

of the TAM2 message <> 120 bits then the Tag shall return an “Other Error” error condjition

nsition to the Initial state.

U <>“00000p” then the Tagsshall return a “Not Supported” error condition and shall trans
I state.

pes not support Key[KeyID].ENC_key then it shall return a “Not Supported” error cond
hinsition to the Initial state.

ition

ition

g:

If Profile = {0000p" and key[KeyID].MPI[0:0] = “1p” or
If Profile = {0001y,” and key[KeyID].MPI[1:1] = “1}” or
if Profile = “0010p” and key[KeyID].MPI[2:2] = “1}”

if Profile = “0011p” and key[KeyID].MPI[3:3] = “1p” or
if Profile = “0100y” and key[KeyID].MPI[4:4] = “1}” or
if Profile = “0101y” and key[KeyID].MPI[5:5] = “1y” or
if Profile = “0110p” and key[KeyID].MPI[6:6] = “1y” or
if Profile = “0111y” and key[KeyID].MPI[7:7] = “1p” or
if Profile = “1000p” and key[KeyID].MPI[8:8] = “1p” or

10
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if Pr
if Pr
if Pr
if Pr
if Pr
if Pr
if Pr

then|key[KeyID] is authorized for this memory profile, else key[KeyID] is not authorizedfor
le and the Tag shall return a “Not Supported” error condition and shall transition to'the Initial state.

prof
If th

Supported” error condition.

If th

the Tag shall return a “Memory Overrun” error condition.

The
othe

10.3l6 TAM2 Response

If alljverifications are successful then the Tag shall.proceed with parsing the TAMZ messagg.

The

consftant C_TAM2 (16 bits), the random dataFRhd_TAM?2 (32 bits) and possibly additional ¢
as specified by Profile, Offset and BlockCount. D represents the number of additional 128
datalblocks and is defined by BlockCount>If n is the decimal representation of BlockCount (0
:= (np1) DIV 2 + (n+1) MOD 2. CUSTOMDATA(D*128) refers to the binary data string (includi
with|a length of D*128 bits representing the selected custom data in plaintext format.

NOT

the Thg manufacturer.

10.3.6.1 Response if BrotMode = “0000p": Plaintext
Cust

KeylD identifies the encryption key for CBC encipherment (with AES in forward operation).

Tag shall verify if the value of ProtMode is “0000p” or “0001y” or “0010p” or “0011y". If ProtM

ISO/IEC 29167-1

ofile = “1001p” and key[KeyID].MPI[9:9] = “1},” or

ofile = “1010p” and key[KeyID].MPI[10:10] = “1p” or
ofile = “1011y” and key[KeyID].MPI[11:11] = “1}” or
ofile = “1100p” and key[KeyID].MPI[12:12] = “1},” or
ofile = “1101p” and key[KeyID].MPI[13:13] = “1p” or
ofile = “1110y” and key[KeyID].MPI[14:14] = “1p” or

0:2015(E)

fite =111y and Rey[ReyID-MPI{ 1515t =1,

e memory profile specified in Profile is not supported by the Tag then the Tag shall re

e block of custom data specified by Profile, Offset and BlockCount is nhot supported by t

Tag encrypts the challenge IChallenge_TAM2(80 bits) of the Interrogator after first p

) By design, the minimum-+alue of D is 1. The maximum value of D supported by the Tag is

his memory

turn a “Not

he Tag then

lode has any

F value the Tag shall return a “Not Supported” error conditidmrand shall transition to the Initial state.

h

refixing the
ustom data
-bit custom
-15), then D
ng padding)

specified by

pm data is added in plaintext. The initialization vector IV for the encryption shall contain all zeroes.

Table 7 — Response if ProtMode = “0000y”: Plain text

TResponse
# of bits (1+D)*128
Description AES-CBC-ENC( V=0, Key[KeyID].ENC_key, C_TAM2[15:0] || TRnd_TAMZ2[31:0] || IChallenge
P TAM2[79:0]) || CUSTOMDATA(D*128)
10.3.6.2 Response if ProtMode = “0001p": CBC encipherment only

Custom data is added with confidentiality protection.

The CBC mode (with AES in forward operation) is used to encipher all D custom data blocks.

KeyID identifies the encryption key for CBC encipherment with AES forward operation.

© ISO/IEC 2015 - All rights reserved
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Ciphertext[1] is the encrypted challenge IChallenge_ TAM2 (80 bits) of the Interrogator, after first
prefixing the constant C_.TAM2 and the randomly generated TRnd TAM2: AES-ENC(Key[KeyID].ENC_
key, C_TAM2[15:0] || TRnd_TAM2[31:0] || IChallenge_TAM2[79:0])

Table 8 — Response if ProtMode = “0001;": CBC encipherment only

TResponse
# of bits (1+D)*128
- Ciphertext[1] || AES-CBC-ENC( IV = Ciphertext[1], Key[KeyID].
Description ENC_key, CUSTOMDATA(D*128))

10.3.6.3 R

The CMAC 1
block and t}

Parameter
CMAC comp

Ciphertext[
prefixing th
key, C_.TAM

AES-CMAC-

initial encry

bsponse if ProtMode = “0010p”: CMAC message authentication only

e D custom data blocks.

KeylID identifies key[KeyID].ENC_key for CBC encipherment and key[KeyID].MAC_ke

utation.

[] is the encrypted challenge IChallenge TAMZ2 (80 bits) of the Interrogator, after
e constant C_TAM2 and the randomly generated TRnd_TAM2> AES-ENC(Key[KeyID].]
[15:0] || TRnd_TAMZ2[31:0] || IChallenge TAMZ2[79:0])

D6 is used to calculate the truncated 96-bit CMAC (withhAES in forward operation) ove
pted authentication block and the D following plainitext custom data blocks.

hode is used to calculate a message integrity protecting code over the authentication cipher

y for

first
ENC_

I the

Tgble 9 — Response if ProtMode = “0010y,”: CMAC message authentication only
TResponse
# of bits (1+D)*128+96
Descrintlon Cipherféxt[1] || CUSTOMDATA(D*128) ||

p AES-CMAC-96(Key[KeyID].MAC_key, Ciphertext[1] || CUSTOMDATA(D*128))
10.3.6.4 Response if ProtMode = “0011p": CBC encipherment with CMAC message authentication
Custom datp is added with confidéntiality and integrity protection.
The CBC mqde (with AES in-forward operation) is used to encipher the initial authentication block and
all following D custom data-blocks.
Parameter KeyID identifies key[KeyID].ENC_key for CBC encipherment and key[KeyID].MAC_key for
CMAC computatiormn
Ciphertext[[]<s, the encrypted challenge IChallenge TAM2 (80 bits) of the Interrogator, after [first
pl‘efIXlng t}-c constantC C ’T‘/\ ]\/l') '\“r] 1—1-\n v'\nr]r\m] gnnnvatnr‘ TDnr] 'T‘/\ ]\/l’) AE‘C E‘]\If‘f}ln} rKC}ID] “NC_

key, C_TAM2[15:0] || TRnd_TAMZ2[31:0] || IChallenge TAM2[79:0])

Ciphertext[1+D] is the result of appending Ciphertext[1] with the encrypted custom data blocks:
Ciphertext[1] || AES-CBC-ENC( IV= Ciphertext[1] Key[KeyID].ENC_key, CUSTOMDATA (D*128))

AES-CMAC-96 is used to calculate (with AES in forward mode) the truncated 96-bit CMAC over the D+1
encrypted blocks.

12
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Table 10 — Response if ProtMode = “0011y": CBC encipherment with CMAC message
authentication
TResponse
# of bits (1+D)*128+96
description Ciphertext[1+D] || AES-CMAC-96(Key[KeyID].MAC_key, Ciphertext[1+D])

10.3.7 Final Interrogator processing TAM2

If ProtMode = 0010, or ProtMode = 0011y, the Interrogator first checks the supplied MAC for correctness
and {aborts I MAC verilfication fails. The Interrogator (or the external application controlling the

Inteyrogator) then decrypts the TAM2 Response (TResponse) and shall verify whether:-(_TAM2 and
IChajlenge_TAM2 have the correct value. If the values are correct, then the Tag can'be cdnsidered as
authentic. (The additional data for Profile[3:0]) can be accepted if C_TAM2 and IGhallenge| TAM2 have
the dqorrect values.)”

11 Communication

This|crypto suite does not support secure communication.

12 Key Table
This|part of ISO/IEC 29167 defines a Key Table.

A Tap shall store one or more keys in the Key Table A key is identified by the KeyID, the identification
numper of the key within the Key Table. KeyID shall'start with “00y” and increment with ohe for every
next|{key in the Key Table.

Each key shall contain an encryption key (ENC_key).

Each key may contain a message authentication key (MAC_key).
Encryption keys shall be exclusively used for Tag authentication and encryption of additionpl data.
Mesgage authentication keysshall be exclusively used for the authentication of additional dpta.
The [lag shall maintaina'tecord in the Key Table for each key.

A reg¢ord of the KeyManagement Table shall have the following fields for every key:
— KeylD: 8-hitidentifier of the key in the Key Management Table

— RFU: &-bitreserved for future use

— ENCzkey: 128-bit Encryption Key that is used for Tag authentication and for the coHlfidentiality

A record of the Key Management Table may have the following fields for every key:

— MPI: 16-bit Memory Profile Indicator.

Each key may be linked to a memory profile that is supported by the Tag. The links are stored in the MPI
field. The MPI field contains 16 bits that correspond to a memory profile that is supported on the Tag and
defines if a security command of the air interface has the right to use that key to authenticate the Tag,
encrypt the custom data and/or authenticate the custom data for the specified memory profile. MPI[0:0]
to MPI[15:15] refers to memory profile 0 to 15 respectively, as far as they are supported by the Tag. If
the value of an MPI bit is “Op” this key shall not be used by the related profile. If the value of an MPI bit is
“1p” this key may be used by the related profile.

Table 11 describes the link of each bit of MPI with a memory profile.
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Table 11 — Link of MPI bits with memory profiles

MPI bit Function
MPI[0:0] Memory profile 00 has the right to use this Key
MPI[1:1] Memory profile 01 has the right to use this Key
MPI[2:2] Memory profile 02 has the right to use this Key
MPI[3:3] Memory profile 03 has the right to use this Key
MPI[14:14] Memory profile 14 has the right to use this Key
MPI[15:15] Memory profile 15 has the right to use this Key

The MPI bitjor bits for non-existing profile on a Tag shall be permalocked to zero (bit “0y”) by the Tag
manufacturfer.

MPI is an ogtional field, but is shall be supported if the Tag supports the TAM2 mode(fwith custom ¢ata)
— RFU: 1-pit reserved for future use

— MAC_ke¢y: 128-bit Message Authentication Key that may be used for the_.eomputation and validation
of messpge authentication codes (MAC).

NOTE The ENC_key and MAC_key should be generated independentlyto support separation of different
cryptographjc functions.

Table 12 — Key Managenient Table

KeyIDa | RFU ENC_key MPI (optiofial) RFU MAC_key (optional)
00p 1 key[127:0] MPI[15:0] 1 key[127:0]
01y 1 key[127:0] MPI[15:0] 1 key[127:0]
02y 1 key[127:0] MPI[15:0] 1 key[127:0]
nnp 1 key[127:0] MPI[15:0] 1 key[127:0]
a  See the definition of KeylID in Clause 4.

The size anfl initial values of-the Key Management Table and its mapping to their respective phyfsical
memory lodations on the Tagshall be defined by the manufacturer.

14 © ISO/IEC 2015 - All rights reserved
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Annex A
(normative)

Crypto Suite State transition tables

Table A.1 — Crypto Suite State transition table

Start State | Response Action Next State
Any TAM1 Verify Tag key Initial
Any TAM?2 Verify Tag key and add custom data Initial

Any [combination of Start States and Transitions not listed in Table A.1 shallresult in a

consequently a transition to the Initial state.

All other errors resulting from the execution of commands shall result,in an error and con

trankition to the Initial state.

n error and

sequently a

© ISO/IEC 2015 - All rights reserved
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Annex B
(normative)

Error conditions and error handling

A Tag that encounters an error during the execution of a crypto suite operation might send an error reply
to the Interrogator. The details of these error replies are defined in the respective air interface standards.

This annex pontains a listing of the Error Conditions that may result from the operation of this erfypto
suite. Annex E defines how to translate this error condition into an error code for the air interface.
Table B.1 — Error conditions
Crypto Suite Error Condition |Description
Cryptographic Error Cryptographic error detected. This triggers a reset.
Memory Overrun The command attempted to access a non-existeént,memory location.
Not Supported The requested functionality is not supportéd by this crypto suite.
Other erroy Miscellaneous error.
16
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Annex C
(normative)

Cipher description

The Advanced Encryption Standard (AES) block cipher is described in detail in Reference [5].
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Annex D
(informative)

Test vectors

D.1 References for AES test vectors

D.1.1 Test vectors for the AES algorithm

Test vectorg for the AES algorithm can be found in:

http://csrc.pist.gov/publications/fips/fips197/fips-197.pdf
Additionally the original submission to NIST included test vectors as well:

http://csrc.pist.gov/archive/aes/rijndael/rijndael-vals.zip

D.1.2 onljne AES calculator

An online AES calculator can be found at: http://testprotect.com/appendix/AEScalc

18 © ISO/IEC 2015 - All rights reserved
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E.1

E.1.

For {he implementation of this crypto suite an air interface protocol shall support security

that

implemented. The security command contains a message with parameters/for the crypt
reply of the Tag contains a response with the data that is returned by the)crypto suite. An
suchfdata exchange for this crypto suite is depicted in Figure E.1.

The

For

This|crypto suite is designed to provide security services for ISO/IEC 18000-3 mode 1, ISO/]
modg 3 and ISO/IEC 180Q0-63. Details of the specific implementation for these air interfa
are described in E.2, E=3'and E.4 respectively.

E.1.

Table E.1 shaws' the security services that are supported by this crypto suite.

Accirding to ISO/IEC 29167-1 the €SI for this crypto suite shall be defined as the 6-bit valj

ISO/IEC 29167-1
Annex E
(normative)

Protocol specific information

General

0:2015(E)

I Concept of exchanging Message and Response

allow the exchange of data between the Interrogator and the Tag that.has this g

Authenticate(TAM1 Message)

Tag

(TAM1 Response)

A

Interrogator

Figure E.1 — Messagé exchange for Tag authentication

Crypto suites that are defined by ISO/IEC 29167 can be defined by their Crypto Suite Ide

se by the air interface proto¢ols in this Annex the value is expanded to the 8-bit value

P Supportéd security services

Table E.1 — Security services

commands
rypto suite
b suite. The
example of

htifier (CSI).
ie 00000053.
DO}

EC 18000-3
"e protocols

Mandatory, optional,

Security Services Method Prohibited, or not sup-
porteda

Authentication Mandatory

Tag authentication (TA) Mandatory
Interrogator authentication (IA) Not supported

Mutual Authentication (MA) Not supported
Communication Not supported
Authenticated Tag from TA Authenticated communication Not supported

(Tag => Interrogator)

a

A crypto suite shall identify for each security service above and method if it is mandatory, optional, or prohibited

© ISO/IEC 2015 - All rights reserved
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Table E.1 (continued)

Mandatory, optional,
Security Services Method Prohibited, or not sup-
porteda
Secure authenticated communication Not supported
(Tag => Interrogator) PP
Authenticated Interrogator from IA Authentlcated_commun1cat10n Not supported
(Interrogator => Tag)
Secure authenticated communication
Hrterregater=>Tag) Not supported

a

A crypto

Kuite shall identify for each security service above and method if it is mandatory, optional, or prohibited

E.2 Sec

Reserved f':'r

E.3 Sec

Reserved f':rr-

ity services for ISO/IEC 18000-3 mode 1
the implementation for ISO/IEC 18000-3 mode 1.

ity services for ISO/IEC 18000-3 mode 3
the implementation for ISO/IEC 18000-3 mode 3.

E.4 Security services for ISO/IEC 18000-63

E4.1 ISO

A Crypto Su
as defined i

IEC 18000-63 protocol commands
ite supporting ISO/IEC 18000-63 shall fulfill the protocol security command requiren]
n this section.
pwn supported options can be derived\from it.
henticate command shall be supported.
llenge command shall not be supported.

ximum execution time for an Authenticate Command containing a TAM1 or TAM2, pay
below 20 ms.

shall not supportsending the contents of the ResponseBufferin the reply to an ACK commy

shallsupportsending the contents of the ResponseBuffer in the reply to a ReadBuffer comn

ents

pbtional choices shall be accepted for 1:t0~1 communication. Reason: Since the Tag is singulatedl and

load

shall ignore.commands from an Interrogator during execution of a cryptographic operation.

and.

hand

The Tag may support a security timeout following a crypto error.

A Tag in any cryptographic state other than initial (i.e. state after power-up) shall reset its

cryptographic engine and transition to the open state upon receiving an invalid command.
(Invalid commands means crypto commands with incorrect handle or CRC error)

NOTE 0
the TID is kn|
1) The Aut
2) The Chd
3) The ma
shall bg
4) The Tag
5) TheTag
6) TheTag
7)
8)
9)

For each Error Condition defined in the Crypto Suite:

— The Tag shall transition to the arbitrate state

— The Tag shall send an Error Code in case of a transition to the arbitrate state.

10) The Tag shall remain in its current state after a Tag Authentication.

11) This crypto suite does not support any encapsulation method.

20
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E.4.2 Security commands in ISO/IEC 18000-63

0:2015(E)

In ISO/IEC 18000-63 the message to execute Tag authentication shall be transmitted to the Tag with the
—Authenticate. The air interface shall return the response, either it shall be backscattered immediately
after the command or it shall be stored in the ResponseBuffer, from where it shall be returned to the
Interrogator with the ReadBuffer command.

NOTE

found in (reference to GS1 UHF EPC Gen2V2 document)

Information about the Authenticate and ReadBuffer command and the ResponseBuffer can also be

ISO/IEC 18000-63 specifies an 8-bit CSI. For implementation of this part of ISO/IEC 29167 in

1S0/

E.4.

This
cond
Tabl

EC18000-63-the-CSlshall be-expanded-to-the 8-bitvalue 004

8 Implementation of crypto suite error conditions in ISO/IEC 18000-63

partof ISO/IEC 29167 specifies error conditions when the authentication is not'suiccessfy
itions of the crypto suite shall be returned to the Interrogator as error codes for the a
e E.2 shows the conversion of Error Conditions in the crypto suite to ISQ/AEC 18000-63

1. The error
ir interface.
error codes.

Table E.2 — Implementation of crypto suite error conditions as Tag error cotres

000-63

Crypto Suite Description ISO/IE€18000-63 |ISO/IEC 18
Errqr condition p Error Code Error-Cod¢ Name
. Cryptographic error detected. This .
Cryptographic Error triggers a reset 00000101y Crypto Suitg error
Memory Overrun The command attempted to aeke)=a 00000011y, Memory overrun
non-existent memory location

s The requested functionality'is not I
Not Bupported supported by this crypgp duite 00000001y Not supported
Otheér error Miscellaneous error 00000000y Other error

E.4.4 Key properties

1S0/
prop

E.4.5

The
Tag’s

[EC 18000-63 requires the definition of key properties. If an implementation does
erties for a key belonging.to'this crypto suite it shall set the key properties to 0000y,

b Memory profiles

[able of memor§ profiles shall contain zero or more pointers to an area with custom dat

brovide key

q within the

file

© ISO/IEC 2015 - All rights reserved

memory. Thé\maximum number of pointers is 16.
Table-E.3 — Description of ISO/IEC 18000-63 specific memory profiles for Prd
Value Description
globally defined memory profile:
0000 UIl memory bank
(starting at word position 0)
globally defined memory profile:
0001 TID memory bank
(starting at word position 0)
globally defined memory profile:
0010 USER memory bank requested (file 0)
(starting at word position 0)
0011 manufacturer-defined memory profile
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