INTERNATIONAL ISO/IEC
STANDARD 29161

First edition
2016-08-01

S —

Information technology — Data
structure — Unique identification for
the Internet of Things

Technologies de l'information —£ Structure de données -
Identification unique pour I'laternet des Objets

Reference number

ISO/IEC 29161:2016(E)
e ° ©ISO/IEC 2016



https://iecnorm.com/api/?name=df6eb67cc7299aa7659cd8988683fe00

ISO/IEC 29161:2016(E)

COPYRIGHT PROTECTED DOCUMENT

© ISO/IEC 2016, Published in Switzerland

All rights reserved. Unless otherwise specified, no part of this publication may be reproduced or utilized otherwise in any form
or by any means, electronic or mechanical, including photocopying, or posting on the internet or an intranet, without prior
written permission. Permission can be requested from either ISO at the address below or ISO’s member body in the country of
the requester.

ISO copyright office

Ch. de Blandonnet 8 « CP 401
CH-1214 Vernier, Geneva, Switzerland
Tel. +41 22 749 01 11

Fax +41 22 749 09 47
copyright@iso.org

www.iso.org

ii © ISO/IEC 2016 - All rights reserved


https://iecnorm.com/api/?name=df6eb67cc7299aa7659cd8988683fe00

ISO/IEC 29161:2016(E)

Contents Page

FFOT@WOTM ........ooccccceeeesse e85 5588585555555 iv

IIMETOUICEIONL. ..ot 8885 v
1
2
3
4

5 Identification Of an “ENEIRY " ... e | 2

5.1 LT3 1<) - OSSOSO 1t SRS 2

5.2 Overview of the “IoT NetWOTK” ...l s 3

6 Unambiguous wrapper for unique identifiers in IoT applications... G 4

6.1 OVEIVIBW ..o (e N 4

6.2 URN schemes suitable for identification in [0T systems ...l L7 s .5

6.2.1  Instances of URN schemes.........coci b w5

6.2.2  Listing of existing URN schemes referenced by:this International Stgndard.... .6

6.3 URI usage in [0T SYSteMS ... eeeJo b 6

7 Use of unique identification..................oen S s 7

7.1 L0 0 s U= OSSO 6 IO OSSOSO SO 7

7.2 L8 =3 a0 T 0 4= OSSN 7

Annex A (informative) URI usage with ISO/IEC JTC 1/SC 31 standards ... 8

Annex B (informative) OID wrappers and sensortetworks...............oenses e 10

Anney C (informative) Identification Schemes possible to use in Networks ... fo 12

Annex D (informative) Ontology of IdentifiCation ... e, 13

BIDLIOBTAPRY . ....ooooe et 15

© ISO/IEC 2016 - All rights reserved iii


https://iecnorm.com/api/?name=df6eb67cc7299aa7659cd8988683fe00

ISO/IEC 29161:2016(E)

Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
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Introduction

In applications of the Internet of Things (IoT), one “thing” can communicate with other “things” via the
Internet. For that “thing” to communicate, it should possess an identifier of “which” it is.

The ISO/IEC 15459- series does a good job identifying how groups that have been assigned an issuing
agency code can create a character-based system of unique identification.

There is no shortage of claimants to provide that identifier. Each is understandable due to its origins
and the perspective from which it comes. The Internet is a network and groups such as the International
Telecommunications Union (ITU) and the Internet Engineering Task Force (IETF) view this identifier as

i i mgHTH=T% = e SO/IEC9834-
pt to fill this need from a network perspective. From a network perspective, it\isfaccepted that
the idgntification of an entity must resolve to an IP address for contacting it, whetheh its|domain name
“hangg” from an OID root using an OID resolver, or from a more general DNS node (which may end up as
the same thing).

However, not everything is viewed from the perspective of the network, nornecessarily ghould it so be
viewed. The network is a transport mechanism and the entities themselves have histofic identifiers,
which [have their genesis from supply chain applications and identification.

Ultimdtely, the various forms of unique identification identifiéd,within this Internatignal Standard
need tp be combined in a single message in an unambiguous fornt. This International Stanfard provides
a method enabling this combination in an unambiguous form:

© ISO/IEC 2016 - All rights reserved v
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INTERNATIONAL STANDARD ISO/IEC 29161:2016(E)

Information technology — Data structure — Unique
identification for the Internet of Things

1 Scope

This International Standard establishes a unique identification scheme for the Internet of Things (IoT),
based on existing and evolving data structures. This International Standard specifies the common
rules jpplicable for unique identification that are required to ensure full compatibility-adross different
identitfies. The unique identification is a universal construct for any physical object, Virtual object,
or perpon. It is used in [oT information systems that need to track or otherwise fefer tq entities. It is
intended for use with any IoT media.

2 Normative references

The following documents, in whole or in part, are normatively referenced in this document and are
indispgnsable for its application. For dated references, only the_édition cited applies] For undated
references, the latest edition of the referenced document (including any amendments) applies.

There pre no normative references in this document.

3 Terms and definitions

For the purposes of this document, the tegpnmis and definitions given in ISO/IEC 19762 and the
followfing apply.

3.1
coap
constrpined application protocol

[SOURKE: RFC 7252]

3.2
entity
any copcrete or abstraet thing of interest, including associations among things

[SOURCE: ISO/PAS16917]

Note 1 fo entry: Information also provided in Annex D.

3.3
rest
representational state transfer

4 Abbreviated terms

2D 2 Dimensional

AIDC Automatic Identification and Data Capture
IC Integrated Circuit

IoT Internet of Things

© ISO/IEC 2016 - All rights reserved 1
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[Pv4
[Pv6
MAC
RF
RFID

URI

Internet Protocol version 4
Internet Protocol version 6
Media Access Control

Radio Frequency

Radio Frequency Identification

Uniform Resource Identifier

URL Un

URN Un

XMPP Exf
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1

se of this International Standard, the term “thing” conS$iders the following as synd
” and “entity”. A thing may be a person, object, or loCation; see also Annex D.

siders the Internet of Things (1oT), the definition of the “thing” is most often co
ctive of the person undertaking the consideration. If one is coming from the w|
pT is simply an expansion of a sensor network. If one is coming from the world o
ply an expansion of an RFID infrastructure. If one is coming from the world of geo
is simply an expansion of a location-based network. If one is coming from the w|
ations, the IoT is simply an expansion of a telecommunications network. In truth,
le 2 shows some of the possible iterations of “things” that would be possible to c
T, using various existing communication interfaces. Of course, there are other possi
ations of IoT might actually-be combined, e.g. a mobile phone reading a 2D symbol

Internet of Things (loT)
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Figure 1 — IoT — everything possible being connected
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A single transaction may need to capture several identities as it progresses from origin to destination
(and return). For example, there may exist a need to capture, each time a transaction is recorded, the
following:

— item identification;

— Se

nsor identification;

— node identification;

— gateway identification;

— ta

get resource identification;

— lo

— timne of data capture;

— id

Asav
A well
its use
as peo
Intern
things
do thin
are def

The fo
a) Id
b) Ty
c) Dsg
d) Be

52

The In
being
CoAP/

Prered
purpo

cation of data capture, if mobile;

bntification of the individual;

irtual thing, software, or software content, ISO/IEC 8824-1:2015,,3.8.52 defines
defined piece of information, definition, or specification which réquires a name in or
in an instance of communication. An object is an abstraction or simulation of physid
ble (“people” are included in this definition of object only~to be true to the quote
htional Standard discriminates between people, objects;:and locations) and maching
such as events and processes that captures their characteristics and behaviour. Somg
gs to. An object has state, behaviour, and identity; the structure and behaviour of
ined in their common class.[64]

lowing are properties that may characterize.a thing:
bntity: the property of an entity that distinguishes it from other entities;
pe: describes the type of entity;

ta: describes if and how persofs, locations and/or other entities can be tied to the

Dverview of the “1oT Network”

fernet of Things-(1oT) network aims to enable almost everything to communicate w
fonnected \sing various communication interfaces and protocols like IPv4, [Pv6, M
REST, XMPPetc.

hn “object” as
er to identify
al things such
whereas this
s or intangible
thing you can
bimilar objects

bntity;

haviour: describes the methods in the location’s interface by which the location canp be used.

th each other,
AC addresses,

uisite for the IoT network is the possibility to tie various information to the right th

ng for a given

be‘Using unambiguous identities to which specified information is tied which is thlen exchanged

using
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Figure 2 — Possible information exchange using IoT.

Vs an example where the items positions in a minibar ir“a-hotel room are defin
ing sensing techniques. When an item is removed it is automatically sense
b sent so it is registered as being removed. The item/will then be added as purchas
d to the room bill, to be paid at check out. Receivedyinformation will also trigger r
th the removed item.

above requires that everything is possible’to be uniquely identified, for whic
Standard is to provide a method for adding a wrapper to already existing identif

guous wrapper for unique identifiers in IoT applications

unique identification stands on its own within the context of applications with
fication’s domain=When one travels outside of that closed system, an open syster
cation is required. The nature of the Internet of Things (IoT) is for people and obj
with one and\the other. This means that the unique identification scheme will n
establishéd-forms of identification.

pses Of this International Standard, the “unambiguous wrapper” for identifiers

pd and
d and
pd and
pfilling

h this
cation

n that
h form
bcts to
eed to

sed in
. URIs

fations shall be a Uniform Resource Identifier (URI) defined by IETF, in RFC 3984

are traditiond

|y classifi ither niform R rce L, r (URL in rin rtin|

with

“http://”) denoting a web resource, or a Uniform Resource Name (URN, using a string starting with
“urn:”) as defined in RFC 2141. In both cases, the URI is a text string from a limited subset of US ASCII
(for maximum portability across systems). The URI syntax is organized hierarchically, with components
listed in order of decreasing significance from left to right. Other structures were considered, but the
URI structure is widely accepted and extensively used with today’s AIDC data carriers, while providing
the flexibility of a broader implementation.

This International Standard is primarily concerned with supporting the interoperable use of
Identification schemes from different domains, using existing URNs as needed to provide this
interoperability in an efficient manner. Although URLs will also be used extensively in IoT applications,
no special treatment of them is required for interoperability, and so this International Standard does
not also define headers for URLs.
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Various current AIDC data carriers and published ISO/IEC standards already make extensive use of

URIs, i

ncluding the following:

the encoding of web addresses such as “http://www.iso.org/iso/home.html” in QR Code symbols;
EPCglobal identifiers such as “urn:epc:id:sgtin:0614141.033254.1” encoded in RFID tags;

the encoding and transmission protocols for RFID data objects using object identifiers (such as

“urn:0id:1.0.15961.9.1” for GS1 Application Identifier “01”) in accordance with ISO/IEC 15961-2 and
ISO/IEC 15962.

Messages may freely and unamblguously le identifiers from various AIDC media lfpubllshed standards

otheri
for tha

6.2 |

6.2.1

Severg
be use
pre-ex
of thos

of part

urn

ur

N(
re

dentifier schemes that will hkely see w1despread usage in IoT systems Ifan unambig|
se identification schemes is needed, it is recommended to use ITU-T X.668 | ISO/IE(

JRN schemes suitable for identification in IoT systems

Instances of URN schemes

| instances of unique identifiers have already been assigned-URN schemes and one
d if there does not exist an URN representation for an identifieation scheme to be us
isting URN formats for Identifiers that are recognized by this International Standj
e listed in the IANA Registry of URN Namespaces (s€e http://www.iana.org/ass

icular interest for IoT identification; these URNs are those with a prefix of:
n:epc [RFC 5134] in a format defined in the GS1/EPCglobal Tag Data Standards
n:oid:1.0.sssss [RFC 3061] where:

Per RFC 3061, the first numeric arg of “1” denotes an 1SO-assigned OID, then

Per ITU-T X.660, the second numeric arc of “0” denotes an International Standard
or IEC, and sssss is a specific standard number. Arcs below this are determined as
the corresponding International Standard.

Pre-existing urn sehemes of this form, of particular relevance to loT identification
with a prefix of:

fied for many
uous wrapper
[ 9834-9.

of these shall
ped. In general,
ird include all

ignments/urn-
namespaces). Two forms of registered URNs are already intwidespread use in AIDC applic

htions and are

issued by ISO
necessary by

include those

— urn:o0id:1,0.15961.df, as defined in ISO/IEC 15962 and the ISO/IEC 15961 muflti-part series

of standards;
TE These OID formats may be utilized both to encode individual data items on RF
bistered Data Format ‘df’ and to convey the resulting identifier “names” in RFID middlewar

acclgnc A

D tags using a
e protocols.

nrneaid-1 0 15424 flh ahich Ol v haon 'l-l‘\n Aota chriiotiien o c
ot oo o T Wt Wttt

ents an entire

TT—oTD CCotoaoStratturc T Cprcs

ISO/IEC 15434 Format Envelope that utilizes Format Header “fh”, as might be encoded in a

two-dimensional bar code or RFID tag;

urn:o0id:1.0.15459.gh, which assigns an OID for the unique identification
packages, transport units and groupings. Where “gh” indicates which part
that is used.

of products,
of ISO 15459

Other registered urns of interest for identification purposes in [oT applications include (but are not

limited to) urn:clei (RFC 4152), urn:isbn (RFC 3187), urn:issn (RFC 3044), urn:iso (RFC 5141), and

ur

n:uuid (RFC 4122).
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6.2.2 Listing of existing URN schemes referenced by this International Standard

The following listing shows some of those URN schemes already defined.

Unique identifiers called out in ISO standards using the Object Identifiers as listed in the

ISO/IEC 15961-2 Data Constructs Register. For example, Table 3 of the ISO/IEC 15961-2 Data
Construct Register, includes the unique identifier starting with the character string “25S” that is
part of the Data Identifier system (see ISO/IEC 15418). The Data Constructs Register shows that this
corresponds to the URN “urn:0id:1.0.15961.13.1” because 15961 assigns a Data Format number “13”
for Data Identifiers, and the associated Relative OID Table assigns ‘1’ for “25S.”

ISO/IEC 1
1is “urn:

IPV4: see
IPV6: see
Jabber ID

MII: urn:q

6.3 URlus

In some exist
of a specific U
may encode 4
unambiguous
wrapper mus
that encoded

[t is importay
some cases Pl
destination wj
of URN, such
the identifier

In other cas
ISO/IEC 180
is efficiently
transmitted 3

)

)

0.15459.1"
RFC 3291. The inetAddressMIB is 1.3.6.1.2.1.76 and the type ipv4 (1).
RFC 3291. The inetAddressMIB is 1.3.6.1.2.1.76 and the type ipv6 (2),
RFC 3920, 5.1.1 defines this OID: urn:oid:1.3.6.1.5.5.7.8.5.

id:2.27.1, per ISO/IEC 29174 and the Data Constructs Registen

age in [oT systems

ng applications, a specific data carrier only encodestone type of identifier, and the
RI as an unambiguous wrapper is predeterminé€d.In other cases, however, a data

ly distinguished from context. Therefore, it will often be the case that the appropris

dentifier in a mixed-format IoT message:

It to note that the URI always provides an unambiguous name for the identifier
ovides the value of that identifier as well. For example, URLs always provide a val
eb address) along with the name of the identifier (“http”). The same is true for somg
as the “urn:epc” form. Forexample, “urn:epc:id:sgtin:0614141.033254.1” not only
(as a pure SGLN) but also provides the specific unique value of that instance.

s, such as the ‘“Girn:0id:1.0.15961.n.n” form used to encode item-attendant d
0-63 tags, the~URI supplies only the name of the identifier. In this case, the
encoded on thetag as a “relative oid,” and the complete identifier is both encod
s a <name; Value> pair. This <name, value> format can be easily represented in

relevant prot¢cols, suchyas those based on XML.

For example,
follows:

Unique identifiers called out in ISO standards using the Object Identifiers as listed in the

| 5459-

choice
carrier

wide variety of different unique identifiers;xand the appropriate “wrapper” canfnot be

te URI

[ be determined (from some sort of encodéd signal in the data carrier) in order to include

and in
e (the
forms
names

ata in
name
bd and
many

n a‘hypothetical XML-based protocol, a <name,value> identifier could be represelrted as

<widgetID IDname="urn:oid:1.0.15961.13.1">255S123456789ABC123</widgetID>

Continuing the same hypothetical example, an identifier whose urn conveys both name and value could
be represented as an empty-element tag, such as:

<widgetID IDname=" urn:epc:id:sgtin:0614141.33254.1"></widgetID>

or

<widgetID>urn:epc:id:sgtin:0614141.33254.1"> </widgetID>

Annex A details how “unambiguous wrapper” URIs could be encoded or otherwise signalled in relevant
SC 31 data carriers, and how they could be conveyed in relevant data protocols. Therefore, Annex A
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provides multiple use cases for handling a specific scenario. Annex C provides an example of URI usage
in a protocol suitable for data carriers including sensor networks.

In many of the protocols that are likely to convey IoT identifiers, such as those based on XML, pure
binary data cannot be directly supported. That is to say that although the data carrier may encode such
identifiers as a series of 8-bit binary values, when transmitted each such byte value shall be represented

as two

ASCII characters, each in the range ‘0.9’ or ‘a’..’f".

7 Use of unique identification

7.1 UUlconcept

The Upique Identification (UI) concept employs a qualifier and string component V\JhiCh shall be
unambiguous within its qualifier, in the sense that no issuer re-issues the string withir
e entire life cycle for the identified entity or until a sufficient period of time has passed so that

overt
the idq

7.2 |

Depen
alpharj

When
technd

ntity has ceased to be of significance to any user.

JI encoding

ding upon existing schemes Unique Identification (UI)(Can be either numer
umeric.

the URN is encoded in a data carrier, it should comply with the encoding rules d
logy.

the qualifier

ic, binary or

f that carrier
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A.1 Signal

Annex A
(informative)

URI usage with ISO/IEC JTC 1/SC 31 standards

ling URIs in SC 31 Data Carriers

In some exist
design or due
encoding or
wrapper is prj
as described
of cases, how

identifiers, apd the appropriate “wrapper” cannot be unambiguously distinguished from c

Therefore, it
some sort of ¢
format IoT md
relevant SC 3]

A2 EAN/T

A.2.1 Gene|

With the exce
and thereford
explicitly end
zero-preface

value, and th
“urn:oid:1.0.1
of GS1 DataB:
string, and re

A.2.2 Code

With the excd
may signal th
separate the |
and so the sed

ng AIDC applications, a specific data carrier only encodes one type of identifier, e
to the specific context in which it is used. In such cases, there is no need to-mo
sage of the data carrier in order to add an unambiguous wrapper, because€ the c
edetermined. Examples include EAN/UPC bar codes (which by design only*encode
below), or a bar code on a cell phone card that encodes the phone’s IMEI'In the m
ever, a data carrier (bar code, RFID tag, etc.) may encode a wide) variety of di

will usually be the case that the appropriate URI wrapper should be determined
ncoded signal in the data carrier) in order to include that encoded identifier in a
ssage. The following subclauses detail how URIs can be erfeoded or otherwise sign4
| data carriers.

JPC and GS1 DataBar symbols

ral

ption of GS1 DataBar Expanded, these data carriers can only encode a GS1-defined

the existence of the appropriate, GS1 Application Identifier (01) is implied rathg
oded. For conveying the GTIN into an IoT message, therefore, it is only necesg
he encoded number (as needed) to pad it to a 14-digit length) to create the appr
e appropriate URI is represented (in a protocol-specific manner as described bel
b961.9.1” (per the GS1 table registration to the Data Constructs Register). For th
ir Expanded, the URI forthe Unique Identifier shall be derived from the first enco
presented as “urn:0id:1:0.15961.9.n” where n is the first encoded Al.

39, Code 128, and GS1 128 symbols

ption of GS%-128 (with FNC1 encoded in the first character position), Code 128 sy
e chosent URN by literally encoding it as a prefix to the data (terminated by two peri
JRN/from the remaining data). However, the resulting symbol may be unacceptabl,

orid method may be preferred.

ither by

ify the
ice of

GTINS,
pjority
fferent
pntext.

(from
mixed-
lled in

GTIN,
r than
ary to
priate
bw) as
e case
ded Al

rmbols
ds, to
long,

For the case of GS1 128, the URI is not explicitly encoded, but instead is derived, in exactly the same
manner as for GS1 DataBar Expanded.

A.2.3 Two-dimensional symbols

Several options are available for signalling a URI from a two-dimensional symbol.

— URIs that represent web addresses (URLs) are increasingly common, especially in QR Code
symbols. These may be unambiguously encoded as verbatim strings (e.g., starting with “http://”, or
starting with a symbology codeword that expands to such a string). However, because it may not
be possible to determine the boundary between the end of a URL and the start of a next data item,
this International Standard recommends that if a URL is encoded in a two dimensional symbol, that
it be the only data item encoded in that symbol. An exception can be made, however, if the URL is
prefaced by a data qualifier denoting the encoding of a URL.
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Many two-dimensional symbologies support an encoded indicator for GS1 applications. When
these are employed, then the URN is not explicitly encoded, but instead a urn of the form
“urn:0id:1.0.15961.9.n” is derived, in exactly the same manner as for GS1 DataBar Expanded.

Some two-dimensional symbologies support AIM Application Indicators, in which case a URN can
be unambiguously signalled.

A.2.4 RFID tags, per ISO/IEC 18000-63

One of two different URN formats is implied, depending on the setting of Bit 0x17 of the tag’s UlI
memory bank.

A.2.

If
T}
GS

If
IS
inj

5

Tt UX17 15 U, then the UIl memory encodes a unique 1dentitier complying with-G
e implied URN is of the form “urn:epc:(...)” and the details of the URN format are.as
1/EPCglobal Tag Data Standards.

Bit 0x17 is ‘1’ then the UIl memory encodes a unique identifier encoded in acd
D/IEC 15962. In this case, an encoded 8-bit Application Family Identifier (AFI) d
plied URN and this URN is as specified in the ISO/IEC 15961-2 Data'Censtructs Reg

RFID tags, per ISO/IEC 18000-3 Mode 3

One df two different URN formats is implied, in the saime manner as describ{
ISO/IH

A.2.

6

This R

signalled using the same AFI mechanism as is described above for ISO/IEC 18000-63 tagg.

A3

]

A URI
disting
releva
preser

A4

Dq
of

Is
en

]

C 18000-63.

RFID tags, per ISO/IEC 18000-3 Mode 1

FID air interface does not support signalling a*urn of the form “urn:epc:”. Howeve

How URIs are conveyed in relevant data protocols

text string (whether it represefits a URN or a URL) is inherently unambiguous and
ruished from other text elenients. However, there are a few points to consider in
ht [oT communications protocols will convey the unambiguous wrapper of each un
ted for transmission.

es the URI provide'an unambiguous name for the identifier and in some cases pro
that identifier as,well?

the namecefficiently encoded on the tag as a “relative OID” and is the complete i
coded and transmitted as a <name, value> pair?

Examples

1 standards.
defined in the

ordance with
btermines the
ister.

bd above for

I, OIDs can be

can be easily
terms of how
que identifier

yide the value

Hentifier both

(Volkswagen AG)

Format template <widgetID IDname=" urn:oid:ISO.standard.header”>AFI:DI IAC CIN SN</widgetID>

Format example

<widgetID IDname="urn:0id:1.0.15459.4">A1:37SUN123456789
5Q1721095BK+123456789</widgetID>
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Annex B
(informative)

OID wrappers and sensor networks

B.1 Overview

This Annex p

B.2 Useca

A possible use

to a user or another system when a given threshold for the actual sensor is being’exceeded.

Table B.1 shov

— identify destination resource address;

— identify n
— identify s
— identify e
— identify i
— identify R
— identify r

— identify t

se

case could be where information from a sensor connected to an REIDitag is to be pr

vs the type of information and it sources for the exchange of the following:

nedia (RFID);

ENSor;

xceeded threshold

em (UII) to which RF tag is attached;
F reader (identify MAC address);

pad location;

me of read.

Table B.1 — Use case flow

rovides an example of using OID wrappers recommended by this International Standard
in a sensor network environment.

pvided

Field

Headetname URN Data

Identify dest

nation resou
address

—-
[

[Pv6 No one defined yet. 2001:0db8:85a3:0042:1000:8a2e:037
Fce

):7334

Identify medi

122 Not Used in XMPP src 122

(RFID)

Identify sensor

EUI-64

(MAC, DI:235) urn:oid:1.0.15961.13.375 |ACDE48FFFE232567

Sensor value — —

From ISO/IEC/IEEE 21451-7 (or other)

Identify item (UII) | Transport Unit (J) [urn:oid:1.0.15459.1.2 UN433257110123456789

Identify reader

EUI-64

(MAC, DI:23S) urn:oid:1.0.15961.13.375 |00127FFFFEEB6B40

e A GP[SDLI_OleLt)‘O“ urn:oid:1.0.15961.13.469 |41.99869/-91.608037/237
Ide““rfg’agme of (DLI{’ngD) urn:oid:1.0.15961.13.92  |20130322193351
10 © ISO/IEC 2016 - All rights reserved
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Example of output based on information in Table B.1 using example XMPP output could appear as
follows.

<?xml version="1.0" encoding="utf-8"?>

<fields segnr="1" xmlns="urn:xmpp:iot:sensordata">

<node nodeIdName="urn:0id:1.0.15961.13.375" nodeId="ACDE48FFFE232567">
<timestamp timeStampName="urn:oid: 1.0.15961.13.92" value="20130322193351">
<string name="IPv6" value="2001:0db8:85a3:0042:1000:8a2e:0370:7334"
automaticReadout="true" identity="true"/>

<l - Example sensor value, in this case from XMPP.IoT.Sensor.Weight ------ >

<numeric name="Weight" value="23578" unit="kg" automaticReadout="true" momentary="true"/>
<string name="urn:01d:1.0.15459.1.2" value="UN433257110123456789" automaticReadout="true"
identity="true"/>

<l -———== XMPP.IoT.Identity.Ethernet —————— >

<strirg name=" urn:oid: 1.0.15961.13.375" value="00127FFFFEEB6B40" automaticRepdout="true"
identity="true"/>

<!--—H-- XMPP.IoT.Identity.Location —------ >

<numepic name="urn:oid: 1.0.15961.13.469" value="41.99869/-91.608037/237"
automgdticReadout="true" identity="true"/>

</timgstamp>

</nodd>

</fields>

© ISO/IEC 2016 - All rights reserved 11
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Annex C
(informative)

Identification Schemes possible to use in Networks

Table C.1 provides a list of identification schemes that could be used for unique identification in
networks, which not claims to be comprehensive. Other schemes may be used and may be created after

pub]ication ofthis International Standard

Table C.1 — Network Identity Schemes

Ide

htity Scheme

Usage

Extended Unid
per RFC 2373

ue Identifier (EUI), as

Allows a host to assign itself a unique 64-Bit IP Version 6 interfac
tifier (EUI-64).

e iden-

IEEE 802.11 (WLAN), IEEE 802.15.4 (WPAN),and IEEE 802.3 (Ethernet)

Transducer El¢ctronic Data Sheet Standardized method of storing transducer (sensors or actuatorg)

(TEDS), as pen] IEEE 1451 set of inter- |identification, calibration, correction@data, and manufacturer-relpted

face standard information.

The internatignal public telecommu- |Defines the general format for international telephone numbers.

nication numbering plan, as per ITU-T

recommendatjon E.164

The internatignal identification plan |Defines the structure of‘the International Mobile Subscriber Iden-

for public netyorks and subscriptions, |tity (IMSI), which is primarily used by Mobile Network Opera-

as per ITU-T r¢commendation E.212  |tors (MNOs) to identify individual subscriptions on mobile netwqrks.
Every SIM card in‘every mobile device in the world is programmé¢d
with a unique;IMSI number.

International Mobile Equipment Iden- |The IMEI number is used by a GSM network to identify valid devifes

tities (IMEI), ds per 3GPP/TS 22.016 |and cantherefore be used for stopping a stolen phone from accesjsing
that network.

Integrated cirfuit card identifier Defines the international integrated circuit card identifier used gnd

(ICCID), as petf ITU-T recommenda- nrarked on each SIM.

tion E.118

Unambiguous [Individual Identification |Primary Account number (PAN) based on ISO/IEC 7812-1

Number (IIN) Individual identification using ISO/IEC 15459
Individual identification using ISO/IEC 15961-2

World Geodetic System (WGS), as per |It comprises a standard coordinate system for the Earth, a standard

EPSG:4326 (aa WGS,84) spheroidal reference surface (the datum or reference ellipsoid) fgr raw
altitude data, and a gravitational equipotential surface (the geoid) that
defines-the-nominatl-sealevelusedasthereferencecoordinatesystem

by the Global Positioning System.

Multimedia information access
triggered by tag-based identification
- Identification scheme, as per ITU-T
recommendation H.642.1

Provides a novel method for to access multimedia content without
typing its address on a keyboard or inputting the name of objects and/

or places of relevant information.

per ISO 8601

Representation of dates and times, as

In representations for interchange, dates and times are arranged

so the

largest temporal term (the year) is placed to the left and each succes-
sively smaller term is placed to the right of the previous term. UTC uses

no time zone offset.

Unique identification for RF tags, as
per ISO/IEC 15963

Describes numbering systems that are available for the identification

of RF tags.

12
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(informative)

Ontology of Identification

ISO/IEC 29161:2016(E)

The “entity” (person, object or location) as shown in Figure D.1 is represented by an identity to be able to
connect and provide various associated information for that “entity”. For that “entity” to communicate,

it shot

1d possess an identifier of “which” it is, that further can be used to answer other fall

estions as for

example given in Table D.1.

The sgven “questions” in the left column in Table D.1 underpin the very heart of traceab
and chiain of custody, and if using a supply chain system, the columns to the right\in Tablg
examplles of different types of transactional identification to answer on these'seven quest

Table D.1 — Transactional identification

lity, tracking,
| D.1, provides
ions.

WHO Individual Identification of the individual
WHAT Product code I(}e@\igation of the product (SKU)

WHICH (Item)

Unique item

Globally unique item serial nun

ber

WHICH (Group)

X

Specific group

Identification of the lot or batch

WHICH (Container)

Package ID

Globally unique transport unit i

dentifier

WHERE

Location (Storage/Postal/ Lat &@Alt)

Unambiguous identification of the location

WHEN At what time Unambiguous time stamp
HOW Method _\\}‘ Unambiguous identification of the process
WHY Authority Purchase Order/Work Order

© ISO/IEC 2016 - All rights reserved
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S s \
— Person — 1  Environment
P— Influenced > .
j May be Enti or Applicati
|  Object attended | pplication )
by
— ( - )
Location Representation ‘TSSFOC':ted
of Identity ( actors
—> Atadhiug-nhmna' - ‘l’ - Associated
|, Nptwork element Consflg:rtatlon Attributes based
L, Spftware or Content ot State on State
v Characteristic Characteristic
Acceptable Uneconomic
stable feature or no stable
> fea' Ipers"" set feature set
> Legal person v v
I:Irirtnar): Secondary !
F a :I r:' Data Carrier Attributes
dentifier Identifier
V. 4
Derivation of Self Assigned Assigned or
e Iec;rio:;u?;? ital registered v
9 Registered Captured
V4 N 4 N
When When Authenticators
derived: asserted: or credentials
Reference Authentication Self- | Authority-
issued issued
V4 N
Certificate or
token
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Figure D.1 — Ontology of identity
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