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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards bodies
(ISO member bodies). The work of preparing International Standards is normally carried out through ISO
technical committees. Each member body interested in a subject for which a technical committee has been
established has the right to be represented on that committee. International organizations, governmental and
non-governmental, in_liaison with 1SO, also take part in _the work. ISO collaborates closely with the
Interniational Electrotechnical Commission (IEC) on all matters of electrotechnical standardizatien.

Interniational Standards are drafted in accordance with the rules given in the ISO/IEC Diretctives, Part 2.

The rmpain task of technical committees is to prepare International Standards. Draft\International Standards
adopted by the technical committees are circulated to the member bodies for'voting. Publication as an
Interniational Standard requires approval by at least 75 % of the member bodies-casting a vote.

Attenfion is drawn to the possibility that some of the elements of this document may be the suljject of patent
rights| ISO shall not be held responsible for identifying any or all such patent rights.

ISO/IEC 29159-1 was prepared by Joint Technical Committee\{1SO/IEC JTC 1, Informationy technology,
Subcommittee SC 37, Biometrics.

ISO/IEC 29159 consists of the following parts, under the.general title Information technologyj— Biometric
calibrtion, augmentation and fusion data:

— Rusion information format

© ISO/IEC 2010 — All rights reserved Vv
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Introduction

Biometric systems embed disparate technologies and comparison algorithms. Although some of these have
been published, most are entirely proprietary. Most current verification or identification applications employ a
single biometric modality. That is, information is acquired from a body part or an exhibited behavior with the
intent of more or less uniquely identifying the individual. For example, an access control system can image the
hand and use geometrical features. A social benefits program can collect fingerprints from applicants as input
to a one-to-many duplicate search. Different biometric modes offer varying amounts of discrimipative
information ahd have different acquisition related problems. The effect is that biometric systems are.to|some
extent falliblg and, moreover, they exhibit different failure modes. This affords opportunitieste’ combine
technologies |or algorithms to improve performance and/or usability. Such combination is knewn as flusion.
Fusion can bg multi-modal (e.g. observing the biometric characteristics, face and finger), multi‘algorithmic (e.g.
face recognifion algorithms A and B), multi-instance (e.g. index finger and thumb), multi-s€nsorial (e.g. ¢ptical
and ultrasound fingerprint sensor) or multi-presentation (e.g. three images of a user's face).

This part of ISO/IEC 29159 addresses the most common and most readily implemented method of flusion:
score-level fusion. This is implemented after two or more systems have\ 'processed and matcheéd an
individual's biometric information to one or more enrolled samples and produced scalar comparison scofes as
output. The gcores can be either genuine (same-person) or impostor (different-person) scores and a fusion
scheme is depigned to combine such scores so that the class boundary/between genuine and impostor gcores
is refined.

Distributions pf comparison scores are unique to each biometric comparison subsystem. Score ranges and
the shapes of the distributions can differ greatly. Fusion is oftenrimplemented in two ways.

— In cIassiIcation-based processes, the available comparison scores are combined directly to produce an
output de¢cision or score.

— In normglization-based processes, fusion is preceded by a transformation of each score to a common
domain. Simple normalization techniques‘based on statistical parameters such as the mean and standard
deviatior] are sometimes effective, but'more sophisticated techniques utilize detailed knowledge pf the
entire sdore distribution. The fusion.information format (FIF) defined in this part of ISO/IEC 29159 is
intended|to flexibly support any of the popular transformations. By establishing a standardized megns of
data exchange, this part of ISOAEC 29159 supports a modular approach to biometric systems integration
in which|both the comparison*and fusion algorithms remain protected as black-box pieces of intellectual
property] Thus this part'ofl ISO/IEC 29159 envisages an application in which two (or more) undgrlying
acquisitign and comparison technologies (hand geometry and fingerprint, for example) each genefate a
score which is fed.to-a fusion module which has been initialized with an appropriate instance of the FIF
defined herein.

Figure 1 depifrts the logical role of the records in a (notional) multimodal fusion process.

This part of ISO/IEC 29159 defines containers for the distributional score information from a comparison
subsystem. It does not allow for joint distributional data that can fully capture the statistical properties of
multivariate scores (i.e. those from two or more vendors' subsystems or modalities). This means that
multimodal fusion is not supported by a description of the joint distributions of the biometric scores. This is
often a minor limitation because different modalities are often assumed to be independent. Even when the
scores are not independent, as is the case for multi-algorithm applications, score-level fusion techniques often
remain effective, even if they are not optimal.

This part of ISO/IEC 29159 is intended to support interoperability and data interchange among biometrics
applications and systems. As such it specifies requirements that solve the complexities of applying biometrics
to a wide variety of personal recognition applications, whether such applications operate in an open systems
environment or consist of a single, closed system. Open systems are built on standards based, publicly
defined data formats, interfaces, and protocols to facilitate data interchange and interoperability with other

Vi © ISO/IEC 2010 — All rights reserved
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systems, which can include components of different design or manufacture. A closed system can also be built
on publicly defined standards, and can include components of different design or manufacture, but inherently
has no requirement for data interchange and interoperability with any other system.

Biometric data interchange format standards and biometric interface standards are both necessary to achieve
full data interchange and interoperability for biometric recognition in an open systems environment. The
biometric International Standards developed within JTC 1/SC 37 form a layered set of International Standards
consisting of biometric data interchange formats and biometric interfaces, as well as application profiles that
describe the use of these International Standards in specific application areas.

Decision
Luylu
FIF Record for Fu:ion FIF Recor bn\le nger
Face Comparison > module [ Co son
Subsystem Subsystem
Initialization A Initialization oL
iometric Biometric
ference Score |« » Score reference
image or (image or
mplate) template)
gdnerated at penerated at
gnrolment v Y enrolment
Face Finger
comparison comparison
subsystem subsystem . .
Biometric A y Blomgtrlc
prope (image probe (image
or femplate) I or template)
gerlerated for generated for
verffication or verification or
identification identification
Component or_data Component or data Component or dath
supplied by vendor A supplied by vendor C supplied by vendor|B
Figure1 — Schematic representation of fusion information format usage
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Information technology — Biometric calibration, augmentation
and fusion data —

Part 1:
Fusion information format

1

[da)

ycope

This part of ISO/IEC 29159 specifies a biometric fusion information format that establishes machine readable
data formats to describe the statistics of comparison score inputs to a fusion process.

This part of ISO/IEC 29159 does not

— standardize comparison-score normalization processes, nor

— standardize or define fusion processes.

2 onformance

Recolds are conformant to this part of ISO/IEC29159 if they conform to all normative requirements of
Clause 6. This requires conformance to either Clause 8, 9, or 10, each of which requires confofmance to the
stateq subclauses of Clause 7.

3 ormative references

The following referenced documients are indispensable for the application of this documenpt. For dated
refergnces, only the edition® cited applies. For undated references, the latest edition of the referenced
document (including any.amendments) applies.

IEEE [754-2008, IEEE"Standard for Floating-Point Arithmetic

ISO/IEC 19785=152006, Information technology — Common Biometric Exchange Formats kramework —
Part 1: Data-element specification

ISO/IEE€19794-1:2006, Information technology — Biometric data interchange formats — Part 1: Framework

4 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 19794-1 and the following
apply.

41

biometric sample

analog or digital representation of biometric characteristics prior to biometric feature extraction

NOTE A biometric capture device is a biometric capture subsystem with a single component.

© ISO/IEC 2010 — All rights reserved 1
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4.2

cumulative distribution function
probability that a variate takes on a value less than or equal to a number

4.3
genuine sco

re

comparison score from comparison of two samples from one person

4.4

impostor score
comparison score from comparison of two samples from different persons

4.5

location parameter
generic meas

NOTE Th

4.6

probability density function

derivative of 1

4.7
scale param
generic meas

NOTE Th
4.8
comparison

scalar output

NOTE Th
indicates great
This distinction

5 Symbdls and abbreviated terms

For the purp
structures thq
"O" indicates
records can |

CBEFF

ure of the position of a distribution

b [ocation parameter is not necessarily the mean of a distribution.

he cumulative distribution function

bter
ure of the breadth of a distribution

b scale parameter is generally not the variance (nor the standard deviation) of a distribution.

Iscore
from biometric comparison subsystem

e term comparison score is used genérically in this part of ISO/IEC 29159 for both distances (S
er likelihood that samples come from_same person) and similarity scores (higher indicates same-p¢
is conveyed explicitly in the score sense type defined in 6.4.9.

bses of this document, the following abbreviations apply. In tables that define binary

use of the symbol "M" in the status column indicates that the field itself is mandatory. A v
the field is-Optional. This means that the bytes for the fields might not be present. In all
e parsed-bécause the presence or absence of an optional field is recorded in a preceding fi

Common Biometric Exchange Formats Framework

CDF

maller
Erson).

ecord
lue of
cases
eld.

umdlative distribution function

ECDF
FAR
FMR
FIF
PDF

ID i

empirical cumulative distribution function
false accept rate

false match rate

fusion information format

probability density function

dentifier
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6 Fusion information format (FIF)
6.1 Overview

6.1.1 Record structure

The FIF record is used to support modularity in multi-modal biometric and decision support systems. Its format
is given in Table 1.

NOTE An application should establish a profile of part of the ISO/IEC 29159 standard. A default profile would
explicitly call out one of the record types.

Table 1 — Fusion information format record structure

N
Fukion header block Type 1 Record and/ Type 2 Record and/ >/ Type B Record
(see clause 6.1.3) or (see clause 6.1.4) 'n\G) (see clquse 6.1.5)

6.1.2| Header structure

The fusion header block structure defines the format of the record\and indicates the content] Its format is
given|in Table 2.

Table 2 — Fusion header-block structure

Fusion = Format Version Record \Ri\oéletric
headler Identifier Number Length XQ Type
blogk AN
clausg¢ 6.4 6.4.2 6.4.3 6,44 6.4.5
25 bytes 4 4 4 3

Comparison | Database Enrolment Verification Score Number of

Subsystem ID Database Database Sense| Type
row continuation Product ID quality quality Instances
6.4.6 6.4.7 6.4.8 6.4.8 6.4.9 6.4.10

4 2 1 1 1 1

6.1.3| Type 1 record structure

The fusion header block structure defines the format of the record, and indicates the content] Its format is
given|in Table 3.

Iable 5 — IType 1 record structure

| _ | Type Distributions Impostor Distribution Genuine Distribution '
Pl Num Comp Loc Scale Num Comp Loc Scale

clause 8.2 8.2.3 8.2.4 8.2.5 8.2.6 8.2.7 8.2.8 8.2.9 8.2.10
26 or 50 bytes 1 1 4 10 10 4 10 10

6.1.4 Type 2 record structure

The fusion header block structure defines the format of the record, and indicates the content. Its format is
given in Table 4.

© ISO/IEC 2010 — All rights reserved 3
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Table 4 — Type 2 record structure

_| Type Distributions Present | Impostor Distribution CDF Genuine Distribution
CDF
clause 9.2 9.2.3 9.24 9.2.5 9.2.6
16N+13 or 32N+22 bytes 1 1 16N+11 16N+11

6.1.5 Type 3 record structure

The fusion header block structure defines the format of the record, and indicates the content. Its format is
given in Table 5.

Table 5 — Type 3 record structure

_| Type Distributions Present | Impostor Distribution CDF Genuin%d(stribu ion
()~ CDF
clause 10.2 10.2.3 10.2.4 10.2.5 10.2.6

16N-18 or 32N-38 bytes 1 1 16N-20 16N-20
6.2 Byte grdering
Within the FIF record, and all well-defined data blocks therein, all multi-byte’ quantities shall be stored jn Big
Endian formgt. That is, the more significant bytes of any multi-byte quantity are stored at lower addresges in
memory than|the less significant bytes.
EXAMPLE For example, the value 1025 (2 to the 10th power plus one) would be stored as first byte= 000J0100b
and second byfe=00000001b.
6.3 Numeric values
All numeric Yalues present in the defined Types(of this part of ISO/IEC 29159 are fixed-length undigned
integer quantfties, unless specified otherwise.
All numeric alues given in the text of thistpart of ISO/IEC 29159 are decimals, unless preceded by Px, to

indicate hexal

decimal, or suffixed by a ?b"\to indicate binary.

Table.6:~— Textual representation of numerical value

Example value Radix Decimal value

1010b 2 10

39 10 39

OxF5 16 245
Arumbers-shall-be-conformantwith HEEE754-

Double precisiott

NOTE

The specification of IEEE 754 may not be sufficient to avoid numerical inaccuracy.

6.4 Fusion header block

6.4.1

General

The fusion header block of Table 7 shall be present as the first block in all FIF records.

© ISO/IEC 2010 — All rights reserved
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Table 7 — The fusion header block

Field Status | Size (bytes) | Valid Values Notes

Format identifier M 4 0x46494600 ASCII string "FIF" with null terminator
Version number M 4 0x30313000 ASCII string "010" with null terminator
Record length M 4 1<L<2%1 Length of entire record in bytes

Biometric type M 3 0 <t <0x080000 | The modality from which this record came from
Comparison subsystem |M 4 >0 Currently vendor specified ID.

product ID

Database ID M 2 >0 Currently vendor specified ID.

Enrollment sample M 1 [0-100],254,255 | Aggregate qualities of the samples used
qualitly to compute the comparison score siatigtics
Verifigation sample M 1 [0-100],254,255

quality

Scorg sense M 1 Oor1 Distances or similarities? See clause §.4.9.
Numbper of type instances | M 1 1<N<4 0 is not allowed

6.4.2

The
follow

6.4.3

The (

Format identifier

4-byte) format identifier shall begin with the three ASCII characters ‘FIF’ to identify t
ing this part of ISO/IEC 29159, followed by a zero byte as a null string terminator.

Version number

termigator. The value denotes the version of this part of ISO/AEC 29159.

The f
minor

The V|

6.4.4

The (
of the

6.4.5

The
ISO/I
by thg

rst and second character represents the majéfwersion number and the third character r
revision number.

ersion number shall be 0x30313000 which is “010” — Version 1 revision 0.

Record length

fusion header block length)(25 bytes) and any Type 1, 2 or 3 record lengths that follow.

Biometric type

(3-byte) valde, -shall be taken from CBEFF's enumeration of biometric modaliti
FC 19785-472005, 6.5.6. This value allows an application to know what biometric modality i
instancé of the fusion information format.

he record as

1-byte) version number shall consist of three ASCII pumerals followed by a zero byte as & NULL string

bpresents the

L-byte) record length block.shall be the combined length in bytes for the entire record. It shall be the sum

es given in
b represented

EXAN]PLE For scores from an implementation using vein patterns this value would be 0x040000.

6.4.6

Comparison subsystem Product ID

The (4-bytes = 2 + 2 bytes) identifier of the comparison subsystem algorithm (i.e. comparing the biometric
probe with the biometric reference) that produced the scores information described in this FIF record shall be
recorded according to Table 8. These two values are the CBEFF Product Identifiers described in
ISO/IEC 19785-1:2006.
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Table 8 — CBEFF Product Identifiers

Assigned by Length Description
Product ID (stored in the first two bytes) IBIA 2 bytes See ISO/IEC 19785-1:2006
Version Number (stored in the second two bytes) | Vendor 2 bytes

NOTE 1 It can be argued that a Product ID field is not needed because the statistical information embodies all that is
needed by a fusion module. The field is however useful to support, for example, version control and caching.

NOTE 2  The Product ID alone is likely insufficient to execute score normalization. It may nevertheless be useful to
applications using the records of this part of ISO/IEC 29159.

6.4.7 Datahase ID
The (2-byte)|vendor-specified identifier of the database used by the vendor's comparison_subsystem in
creation of the scores used in the computation of the data contained in fields 4 and 5 shall be recorded
according to Table 9. This field might be used

— by a comparison subsystem provider to arbitrarily indicate what data they used,in computing the FIF
record cgntents, or

— in an application profile or requirements document to firmly specify that)suppliers must use a specific
entry (fol example item 49, the MINEX POEBVA fingerprint calibration database).

NOTE ISO/IEC JTC 1 SC 37 maintains a process for registration/of “other databases for use in gengrating
ISO/IEC 29159-1 records. The Registry of Database IDs includes the databases listed below.

Table 9 — Database.identifiers

Dataset ID Distribution 2 Modalify
0 Unspecified

1 Unknown

2 Composite

3-15 Reserved

16. FERET Face Database httpi//www.itl.nist.gov/iad/humanid/colorferet/ Face
17. Yale Face Database http:/cvc.yale.edu/projects/yalefaces/yalefaces.html Face
18. PIE Database CMU ‘http://www.ri.cmu.edu/projects/project 418.html Face
19. AR Database htfp:f/cobweb.ecn.purdue.edu/~aleix/aleix_face DB.html Face
20. FRGC | Database http://face.nist.gov/frvt/ Face
21. FRGC |l Database http://face.nist.gov/frvt/ Face
22. FRVT2002 HCInt (i.e. FRVT 2006 Low Resolution) Database http://face.nist.gov/frvt/ Face
23. FRVT2006 High Resolution Database http://face.nist.gov/frvt/ Face
24. ERVT 2006 Very High Resolution Database http://face.nist.gov/frvt/ Face
25. FV/C 2000 Einger
26. FVC 2002 DB1 http://bias.csr.unibo.it/fvc2002/ Finger
27. FVC 2002 DB2 http://bias.csr.unibo.it/fvc2002/ Finger
28. FVC 2002 DB3 http://bias.csr.unibo.it/fvc2002/ Finger
29. FVC 2002 DB4 (synthetic) http://bias.csr.unibo.it/fvc2002/ Finger
30. FVC 2004 DB1 http://bias.csr.unibo.it/fvc2004/ Finger
31. FVC 2004 DB2 http://bias.csr.unibo.it/fvc2004/ Finger
32. FVC 2004 DB3 http://bias.csr.unibo.it/fvc2004/ Finger
33. FVC 2004 DB4 (synthetic) http://bias.csr.unibo.it/fvc2004/ Finger
34. FVC 2006 DB1 http://bias.csr.unibo.it/fvc2006/ Finger
35. FVC 2006 DB2 http://bias.csr.unibo.it/fvc2006/ Finger
36. FVC 2006 DB3 http://bias.csr.unibo.it/fvc2006/ Finger
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Dataset ID Distribution Modality

37. FVC 2006 DB4 (synthetic) http://bias.csr.unibo.it/fvc2006/ Finger

38. NIST Special Database 27 http://fingerprint.nist.gov Latent finger
39. NIST Special Database 29 http://fingerprint.nist.gov Finger

40. MCYT Fingerprint subcorpus http://atvs.ii.uam.es/bbdd_EN.html Finger

41. MCYT Signature subcorpus http://atvs.ii.uam.es/bbdd_EN.html Signature

42. BANCA still http://www.ee.surrey.ac.uk/banca/ Face

43. BANCA video http://www.ee.surrey.ac.uk/banca/ Voice

44, BANCA high quality http://www.ee.surrey.ac.uk/banca/ Voice

45, BANCA low quality http://www.ee.surrey.ac.uk/banca/ Voice

46. NIST Speaker Verification http://www.nist.gov/speech/tests/spk/2005/ Voice

47. NIST Speaker Verification http://www.nist.gov/speech/tests/spk/2006/ Voice

48. CASIA Iris http://www.nlpr.ia.ac.cn/english/irds/irisdatabase.htm Iris

49. Bath Iris http://www.irisbase.com Iris

50. ICE 2005 http://iris.nist.gov/ice/ Iris

51. ICE 2006 http://iris.nist.gov/ice/ Iris

52. NIST MINEX DHS2 calibration set http://fingerprint.nist.gov Finger

53. NIST MINEX POE calibration set http://fingerprint.nist.gov Finger

54. NIST MINEX DOS calibration set http://fingerprint.nist.gov Finger

55. NIST MINEX POEBVA calibration set http:/fingerprint.nist.gov Finger

56. TURBINE GUC100 http://www.nislab.no/quc100 Finger
57.-2047 Reserved

2048} 65535 | Vendor assigned, possibly non-public and non4unique across vendors

NOTE]|1 Although some of these databases are not available to the public they are listed here to|support future
calibrdtion efforts.

NOTE|2  Although some of these databases are not freely available, they are listed here to point out their existence to
users pf this part of ISO/IEC 29159.

NOTE|3  The performance of fusion systems will have some sensitivity to the databases used. This [s because the
compdrison score distributions obtained ‘by’matching samples from one database will generally be diffgdrent than from
anothgr. See Annex C for a discussion of-the stability of distributions.

6.4.8| Database quality

The qualities of the samples in a database may have been aggregated together to form a scalar database
quality value. Two (1-byte) quality summary values shall be stored in consecutive fields, th¢ first for the

referg

and the value 100-shall represent the higher possible quality. For each field, the allowed value

Table]

nce samples;.the second for the probe samples. A value of 0 shall represent the lowest pqg

10.

Table 10 — Database quality values

ssible quality
5 are given in

6.4.9

Value Meaning

0-100 Assigned value

254 Unassigned because no attempt was made to compute value

255 Unassigned because of failed attempt to assign a quality
score

Score sense

The raw outputs from biometric comparison subsystems may be either distances or similarities. Small values
for distances indicate greater likelihood that the score is a genuine score; for similarities, higher values
indicate this. A 1 byte field with values allowed by Table 11 shall be used to record score sense.
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Table 11 — Score sense codes

Sense Value (1 byte)
Distance 0
Similarity 1
NOTE The use of the word distance does not necessarily imply that values have the metric property.

6.4.10 Number of type instances

The (1-byte) number of type instances block shall be the number of Type 1, 2, or 3 records included in the FIF
record. A record shall contain zero or one instance of each Type, but there shall always be one instance of

one of them. [hus the number of type instances shall be on 1, 2 or 3.

EXAMPLE If

NOTE An| application profile (or equivalent specification) might appropriately call-out one specific type.

7 Common elements

7.1 Genenral

oth a Type 1 and Type 3 instance are present, this value will be 2.

This clause |defines generic data structures to support the Type 15 2 and 3 records of this pprt of
ISO/IEC 291%9. This clause also includes tables that enumerate, valies and associates them with their

respective meanings.

Note that in gome tables the first column is entitled "Field" and contains a numeric entry. These are indluded
only for ease [of reference to the rows — the values should not'be included in instances of the standard's binary

records.

7.2 Paranieter kind

Table 12 givgs integer values as identifiers for. guantities needed to describe a distribution.

Table 12 +— Identifiers for statistical quantities

Kind Description Notes

0. unspecified the producer neglects to specify (usually unacceptable)

1. urfknown unknown quantity

2. mgan

3. median

4. mpde

5. m{nimum extreme values not true location parameters

6. mbximium

7. (minimum + maximum) / 2

8. Tukey's trimean

9. generic location parameter

10. - 31. |undefined

32. variance

33. standard deviation

34. median absolute deviation (MAD) | Actually 1.4826 (med(abs(x-med)) where the constant 1.4826
normalizes so that the expectation value of the mad is equal to the std.
deviation of a normal distribution.

35. (maximum — minimum) extreme values not true location parameters

36. generic scale parameter

37. skewness
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Kind Description Notes

38. kurtosis

39. -65. |undefined

66. generic parameter | for distributions parameterized by more than just location and scale

67. generic parameter |

68.—95. |undefined

96. cumulative distribution function as discrete pairs (x;, F(xi)) fori=1...N as used in Type 2

97. cumulative distribution function as a B-spline representation used in Type 3

98. — 255 | undefined

NOTE 1 An application may well effect the same transformation regardless of which kind of values the record holds,

e.g. lifear fransforms such as (x-mean)/sidev and (x-median)/mad.

NOTE|2

is properly done in an application profile, or other requirements document.

The range of parameters is wide. For a specific application it will be necessary to narrowly)spetify these. This

7.3 |Parameter origin

The (]l byte) value of Table 13 shall be used to indicate the origin of the parameter.

Table 13 — Origins of statisticaldata

Origin Distribution of what quantity s\\"J
o)
0. Unspecified — value(s) whose origin is not divdiged
1. Unknown — value(s) with undetermined origin
2. Empirical — value(s) estimated from eXperiment and sample data
3. Known a priori — value(s) knowr\.by design, or theoretical considerations. Fpr a
distribution this value would indicate it is known in closed-form.
4. —254 Reserved

7.4 (Distributions present

The ([l byte) value shall be used totindicate which of the impostor and genuine distributions are|included in a
record. The allowed values are-given in Table 14. This field shall contain the value 0x01, 0x02 of 0x03. When

both distributions are present.the’impostor distribution shall precede the genuine distribution.

Table 14 — Distribution information present

Value Distributions present
0x01 Impostor

0x02 Genuine

0x03 Impostor and Genuine
0x04 - OxFF Reserved

7.5 Number of comparisons

The (4-byte) number of genuine or impostor comparisons used to estimate the Type 1, 2 or 3 information shall
be encoded in this field. A value of zero shall be used when this value is unknown.

7.6 Pre-normalization flag

The (1 byte) value of Table 15 shall be used to indicate whether scores from the comparison subsystem exist
on an arbitrary range or have been pre-normalized. For the purposes of this part of ISO/IEC 29159, this
means that a fusion module may regard the scores produced by the comparison subsystem to be uniformly
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distributed on the range [0,1]. This supports direct use of scores without need for interpolation. See Annex C
for information on the meaning of this field.

NOTE 1

This field is present in the Type 2, or 3 records for the genuine and impostor distributions. If a comparison

subsystem produces pre-normalized impostor scores, the genuine scores will not be uniform, and vice versa. Thus it will
never make sense for the records of this part of ISO/IEC 29159 to indicate that both the impostor and genuine scores are

pre-normalized.

NOTE 2

Implementations conformant to BioAPI [1] return "FAR values". This means that internally generated impostor

scores are either naturally on [0,1] or have been normalized by the expected impostor CDF of those scores. The result will
be that the output impostor scores can be expected to be uniform on [0,1].

Table 15 — Pre-normalization codes

Pre-normalization status

Range of scores

Value (1 byte)

Not normalized

-0 < X < o0

0

Pre-normalized

0<x<1

1

8 Type 1|record

8.1 Purpose

The Type 1
biometric sys

8.2 Formagt

8.21

Suppprting datatype - Subtype A

record holds minimal statistical information about the impostor and/or genuine scores f
em. This information may be used for rescaling scores befere a fusion operation.

om a

Subtype A cqgntains the kind (see clause 7.2), origin (clause 7.3) and value of a scalar statistic. The format is

given in Tabl¢ 16.

Table*16 — Subtype A format

Figld | Status | Description <+ iength (bytes) = Data type | Allowed values Example

1 M Parameter kind 1 uint See Table 12 3 (median)

2 M Parameter. origin | 1 uint 0-3 2 (empirical)

3 M Parameter value | 8 double Range of double | 2.998 x 10°
8.2.2 Definjtion

The format of
both shall be

a TyperI-record shall be that shown in Table 17. Either the impostor data or the genuine data or
present (i.e. the valid sizes are 26 or 50 bytes).

Table 17 — Type 1 record format

Field | Status | Description Length (bytes) | Data type Allowed values | Example

1. M Type 1 uint 1 1

2. M Distributions present 1 packed bit field | 0x01, 0x02, 0x03 | 0x01

3. (0] Impostor number of comparisons | 4 uint [0,232 -1] 40000

4. Impostor distribution location 10 Subtype A (312.998)
5. Impostor distribution scale 10 Subtype A (34 1 0.308)
6. (0] Genuine number of comparisons |4 uint [0,232 -1] 240

7. Genuine distribution location 10 Subtype A (318.310)
8. Genuine distribution scale 10 Subtype A (34 1 1.406)

10

© ISO/IEC 2010 -

All rights reserved


https://iecnorm.com/api/?name=acb85e4d711a02595642ec323bafae64

8.23

ISO/IEC 29159-1:2010(E)

Type

The Type for a Type 1 record shall be 1 stored in 1 byte.

8.24

Distributions present

Those distributions present in the Type 1 record shall be recorded in the bits of a Distributions Present field.

8.2.5

Impostor number of comparisons

The number of comparisons used in the computation of the impostor score statistics shall be recorded as a

Numberof Comparisorns fietd:

8.2.6

If pre
score

NOTE
of 8.2,

8.2.7

If pre
score

8.2.8

The 1
Numb

Impostor distribution location

sent, this Subtype A field shall contain the kind, origin and value for a location parameter o
distribution. If present, this value shall be followed by the scale information in\8.2.7.

If it is sensible that a normalization scheme involves only translation (i.e..noiscaling), then the s
7 can be set 1.

Impostor distribution scale

distribution.

Genuine number of comparisons

er of Comparisons field.

8.2.9

If pre
score

8.2.10 Genuine distribution scale

If pre
score

8.3

Givern

Genuine distribution location

bent, this Subtype A field shall contain the kind, origin and value for a location parameter g
distribution. If present, this value shall be followed by the scale information in 8.2.10.

sent, this Subtype ™A field shall contain the kind, origin and value for a scale parameter o
distribution.

Use case (Informative)

two-Type 1 records, one from a fingerprint comparison subsystem (A) and another

the impostor

Cale parameter

sent, this Subtype A field shall contain the kind, origin and\value for a scale parameter ofl the impostor

umber of comparisons used in the computation of the genuine score statistics shall be recorded as a

f the genuine

f the genuine

from an iris

comp

arison subsystem (B), score-level fusion could be implemented as the sum of z-normalized

SCores as:

s = (a—amean)/asigma + (b-bmean)/bsigma
where
a = raw score from fingerprint comparison subsystem
b= raw score from iris comparison subsystem

amean = estimated mean of impostor scores from comparison subsystem A

asigma = subsystem A

estimated standard deviation of impostor scores from comparison

bmean = estimated mean of impostor scores from comparison subsystem B

bsi =
slgma subsystem B

© ISO/IEC 2010 — All rights reserved
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9 Type2

9.1

record

Purpose

A Type 2 record shall contain cumulative distribution functions of either or both of the impostor and genuine
comparison score distributions. If both distributions are present, the impostor distribution shall precede the

genuine distri
NOTE 1

NOTE 2
differentiating {

NOTE 3  If f
array data stru
interval xi.1 < a

9.2 Forms

9.2.1 Supp

Subtype B is
table by inclu
increasing or

1.
2.

If the

Xq <

Fusion modules

bution.

Example CDFs are shown in Annex A.

(x) denotes a CDF, then its evaluation for score, a, involves the look-up of score, a, in the Subtype
cture. This may be implemented by means of a binary search of the first vector to find the index i
< xi such that interpolation between F(xi.1) and F(x;) can be applied to get value F(a).

brting datatype - Subtype B

a structure for discrete samples of a real-valued unidimensional\function. It establishes a Iqg
Hing two arrays of equal length, N: the x values and the f(x), values. The values are sorted g
er. Thus:

i-th element of the first vector is x; then i-th elementyof the second vector is f(x;);
<xy foralli=1...N.

i

The format shall be that given in Table 18.

Table 18 — Subtype B format

Field | Status Description Le@tﬁ (bytes) | Datatype | Allowed values = Example
X

1. M Parameter kind 1 uint 96 96 (cdf)

2. M Parameter origin 1 uint 0-3 1

3. M Pre-normalized 1 uint 0,1 0

4. M Number of comparisons | 4 uint [0,232 -1] 1.5 10°

5. M Number of elements, N | 4 uint 0<N<2%-1 | 800

6. M N x-values 8N double range of double | (0.2, 0.4, 0.8)

7. M N f(x)\values 8N double range of double | (7, -4, -1)
9.2.2 Definjtion

The format of

requiring probability density functions (PDFs) may estimate them by numerically

B two-
for the

ok-up
nxin

aType 2 record shall be that shown in Table 19. Either the impostor data or the genuine d

ata or

both shall be

present (i.e. the valid sizes are 13+16N or 24+32N bytes).

Table 19 — Type 2 record format

Field | Status | Description Length (bytes) Data type Allowed values = Example

1. M Type 1 uint 2 2

2. M Distributions present | 1 packed bit field | 0x01 - 0x03 0x01

3. o Impostor distribution | 11+16N Subtype B One or both

4 (0] Genuine distribution | 11+16N Subtype B required
NOTE 1 The value of N in the length fields is the number of (x, F(x)) pairs.

12
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NOTE 2  The values contained in the Subtype B record for one of the distributions (say, the impostor) are usually
empirically derived. If the underlying distribution is known, the values could be samples of the known CDF. For a Normal
distribution the CDF is 0.5(1+erf(x/\2)).

9.2.3 Type

The type for a Type 2 record shall be 2. It shall be stored in 1 byte.

9.2.4 Distributions present

Those distributions present in the Type 2 record shall be recorded in the bits of a Distributions Present
Subtypefietd:

9.2.5| Impostor distribution

If present, this Subtype B field shall contain the CDF of the impostor score distribution” The field shall contain
monotonically increasing data.

9.2.6 | Genuine distribution

If present, this Subtype B field shall contain the CDF of the genuine seore distribution. The field shall contain
monojonically increasing data.

9.3 [Use case (Informative)

Giver] two Type 2 records, one from a fingerprint comparison subsystem (A) and the othen from an iris
compgrison subsystem (B), score-level fusion could berimplemented as:

s = -log (Mia(a)/ N'a(a)) - log ( M'g(b) / N's(b))
where
a = raw score from fingerprint comparison subsystem
b= raw score from iris comparison subsystem
M's the.RDF of genuine scores computed as the (numerical) derivative pf the CDF
= of.genuine scores from comparison subsystem A
NS the PDF of impostor scores computed as the (numerical) derivdtive of the
A g\ . .
CDF of impostor scores from comparison subsystem A
M's the PDF of genuine scores computed as the (numerical) derivative pf the CDF
= of genuine scores from comparison subsystem B
N' = the PDF of impostor scores computed as the (numerical) derivgtive of the
B — . .
CDF of impostor scores from comparison subsystem B
NOTET This formula s elaborated upon in [7] and ISO/IEC TR 2472272007, Annex A [3]-

NOTE 2  The impostor PDF for an iris system has been described in closed form [4]. The CDF would be an incomplete
beta function (from sum of binomials) and thus would be recorded as having origin 3 in clause 7.3. It would be included in
a Type 2 record by appropriate (i.e. sufficiently fine) sampling.

10 Type 3 record

10.1 Purpose

A Type 3 record shall contain the cumulative distribution functions of either or both of the impostor and
genuine comparison score distributions. If both distributions are present the impostor distribution shall precede
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the genuine distribution. The record uses a B-spline representation of the paired (x, F(x)) elements of the
Type 2 record and, ordinarily, it will be computed from such data. This record is a more compact alternative to
large Type 2 records, and should be used when the number of (x, F(x)) pairs is impractically large for a Type 2
record. The B-spline shall be computed according to the algorithm documented in [5]. The degree of the

B-spline shall

be three (i.e. cubic).

10.2 Format

10.2.1 Supporting datatype - Subtype C

Subtype C is a structure for the coefficients and knots of a B-spline representation of a function. The spline is

computed frg
coefficients f
Storage is O(

m n data points, and a specification of N << n knots (score values). The result is a
pr the knots. The spline is computed using least squares minimization with linear const
N) and thus N acts as an "accuracy" parameter. The format shall be that of Table 20:

Table 20 — Subtype C format

Field|| Status | Description Length (bytes) Data type | Allowed y@g Example
1. M Parameter kind 1 Uint 97
2. M Parameter origin 1 Uint 0,123
3. M Pre-normalized 1 Uint 03l 0
4. M Number of 4 Uint [0,2% - 1] 1.510°
comparisons, n
5. M Degree of spline, K 1 Uint 1<K<255 3
6. M Number of knots, N 4 Uint 1<N<2%-1 | 100
7. M Knot x values 8N double range of double
8. M Coefficients 8C (see NOTE 2)'| double range of double
NOTE 1 Th|s structure is an appropriate container for the spline described in [5].
NOTE 2 The number of coefficients is C = N — K —\\*For a cubic spline the degree, K, is 3. The size of the kn

coefficient part]
3, space will b4
maintaining int

NOTE3 Th
of clause 10 th

10.2.2 Defin

The record shall have the format given in Table 21. Either the impostor data or the genuine data or both

be present (i.

of the record will be smaller than the-n (X, F(x)) pairs of a Subtype B record when N + C < 2n. Thus

et of
aints.

ot and
or K =

e saved when N < n-2. The spline is effective because many fewer knots than data points can be used while

prpolation accuracy. The produet instantiating the record should determine the appropriate value for |

b "allowed values" are generic here. When a Subtype C instance is used, for example, in the Type 3
e degree K shall be 3.

tion

b. the valid sizes are 16N-18 or 32N-38 bytes).

Table 21 — Type 3 record format

N.

record

shall

Field | Status Description Length (bytes) Data type Allowed values | Example
1. M Type 1 uint 3 3
2. M Distributions Present | 1 packed bit field | 0x01 - 0x03 0x01
3. (0] Impostor distribution | 12+8N+8(N-4) Subtype C K=3 One or
4, o] Genuine distribution | 12+8N+8(N-4) Subtype C K=3 both
required
NOTE 1 The first derivative of the spline representation of the CDF is itself a spline. It represents the probability density

function (PDF). It is continuous for all x. Equation (4) of [5] gives the formula for the derivative.

NOTE 2

resulting spline is monotonic.

14

This part of ISO/IEC 29159 requires the use of the linear constraints specified in [5] to ensure that the
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NOTE 3  The B-spline does not generally equal the original data at the knots; i.e. spline(xi) = F(xi).
NOTE 4  The cubic function is of high enough degree to provide accurate interpolation.

NOTE 5 The B-spline is a more accurate representation of the function than a fit of the N knots because it is computed
from n >> N points.

NOTE 6  Annex D presents C++ code for the evaluation of the spline function.

10.2.3 Type

The type fora Typp 3 recard shall he 3 _1t shall he stored in 1 hyfp

10.2.4 Distributions present

Thosg distributions present in the Type 3 record shall be recorded in the bits of a Distributions Prgsent record.

10.2.% Impostor distribution

If present, this Subtype C field shall contain the CDF of the impostor scare\distribution. The field shall contain
monojonically increasing data.

10.2.6 Genuine distribution

If present, this Subtype C field shall contain the CDF of the.génuine score distribution. The field shall contain
monotonically increasing data.
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Annex A
(informative)

Document Overview

A.1 Overview

The standardrdefire o i A ccord-as-a-containerforthe-statisties-of-comparison
scores generpted by biometric comparison subsystems. An overview of the record and the definition

common FIF|header are given in clause 6. As summarized in Table A.1, the record can hold three ‘types of
data which are defined in clauses 8, 9, and 10. The types share some common elements that are preserfted in
clause 7, befpre the types are formally defined in clauses 8, 9, and 10. An application may profile this part of
the standard py calling out one of the three types, and restricting its optional content.

Table A.1 — Fusion information format type taxonomy

Type | Level || Description Intended use Example of nge"r'wrmalization
1 Score|| Location and scale | To support any scaling Rescaling-achieved by use of one or more
parameters of one or |function that uses only the |of the distributions, e.g.
more of the genuine | location and scale Y= (x-m)) / sy
and impostor parameters of the )
distributions. distributions where m, and s, are, respectively, the mean
and std. deviation of the impostor
distributions.
2 Score || Empirical cumulative |Any scaling operatiorpthat | Rescaling using impostor distribution:
distribution functions | benefits from full y = Ni(x) where N|(x) is the CDF of the
(CDFs) of one or distributional information impostor distribution and one minus ar
more of the genuine estimate of that comparison subsystem's
and impostor false match rate (FMR).

distributions

3 Score || B-Spline function fit | Any.scaling operation that |As for Type 2
of Type 2 cumulative |benefits from full
distribution function.,_|[distributional information

A.2 Selection of the types

Users of this|part of the/ASO/IEC 29159 standard should note that Type 1, while very compact, will sipport
only rudimenfary score-level fusion methods. The alternative is to use Types 2, and 3 which fully encode the
score distribytions~and are capable of supporting quite sophisticated fusion schemes. These should beg used
in preference|toFype 1, because of likely accuracy benefits.

Between Types 2, and 3, it must be recognized that Type 3 is computed from essentially the data of a Type 2
record, and should be functionally equivalent. The computation of the Type 3 record will usually be
parameterized to produce a result more compact than Type 2. Type 3, on the other hand, requires use of a
numerical method to compute the spline representation. Although source code for Type 3 is not provided here
it should be preferred over Type 2 because it is more compact.

A.3 Interoperability of the types
Interoperability in the FIF context refers to the use by a fusion module of, say, a Type 3 record from supplier A

with a Type 2 record from supplier B. Users of this part of ISO/IEC 29159 should note that Type 1 offers
limited interoperability with itself and with other Types. For example a Type 1 record embedding mean and
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standard deviation information will offer degraded performance when used with a Type 1 record embedding
median and median absolute deviation information. Further Type 1 is not readily interoperable with Types 2
and 3. In the cases where a fusion module is provided with Type 1 and Type 2 records, interoperability may

be ac

hieved in two ways:

— Demotion would involve the computation of the Type 1 record's statistics from the Type 2 data. For
example, the median is simply the 50" percentile, and the mean may be estimated by sampling.

Promotion would construct a Type 2 or 3 record from a Type 1, by making an assumption of a

distributional form (e.g. normal), and then parameterizing it by the Type 1 location and scale parameters.
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ilable. For these reasons it is strongly recommended that users should strongly préfil
FC 29159 before its use. This means that a formal document should be generated\that
ement that all suppliers should generate and provide, say, a Type 2 record containing both
enuine distributions. The document might be a formal profile, or a requirements*docume
other binding guidance.

should also author such profiles to support migration from one productdo another. Such 4

e suppliers to provide, say, both the comparison algorithm library and a corresponding Ty
hpostor fusion information format record.

Extensibility
part of ISO/IEC 29159 has been drafted to be extensible. Specifically, a revision of the sf

e other typed records. These might establish formats to support newer, alternative or more
processes (perhaps, for example, based on, joint densities), or different applications (e

8]).

Quality directed fusion

IF standard does not explicitly include a record for comparison score statistics conditioneg
e quality measurements [2]-Note, however, that a fusion module, initialized with FIF

5 might be used by a provider during the initial preparation of their FIF record.
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theless use input samplequality values as part of each subsequent fusion operation. In adldition quality
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