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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that
are members of ISO or IEC participate in the development of International Standards through
technical committees established by the respective organization to deal with particular fields of
technical activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other
international organizations, governmental and non-governmental, in liaison with ISO and IEC, also
take part in the work.

The procedures used to develop this document and those intended for its further maintenance are
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Introduction

In the contexts of information technology and cybersecurity, a vulnerability is a behaviour or set of
conditions present in a system, product, component, or service that violates an implicit or explicit
security policy. A vulnerability can be thought of as a weakness or exposure that allows a security
impact or consequence. Attackers exploit vulnerabilities to compromise confidentiality, integrity,
availability, operation, or some other security property.

Vulnerabilities often result from failures of a program or system to securely handle untrusted or
unexpected input. Causes that lead to vulnerabilities include errors in coding or configuration,
oversights in design choices, and insecure protocol and format specifications.

Despite significant efforts to improve software security, modern software and systems a‘te so complex
that itfis impractical to produce them without vulnerabilities. Risk factors of vulnerabilitiles include:

— opgerating and relying on systems that have known vulnerabilities;
— ndt having sufficient information about vulnerabilities;
— ndt knowing that vulnerabilities exist.

This document describes vulnerability disclosure: techniques-and policies for venddrs to receive
vulnerjability reports and publish remediation information. Vulnerability disclosure engbles both the
remedjiation of vulnerabilities and better-informed risk decisions. Vulnerability disclosufe is a critical
element of the support, maintenance, and operation of any/product or service that is exppsed to active
threatp. This includes practically any product or serviee‘that uses open networks such a$ the Internet.
A vulnerability disclosure capability is an essential part of the development, acquisition, gperation, and
support of all products and services. Operating without vulnerability disclosure capabiljty puts users
at increased risk.

The term “vulnerability disclosure” is used to describe the overall activities asgociated with
receiving vulnerability reports and providing remediation information. Additional actiities such as
invest]gating and prioritizing reports,-developing, testing, and deploying remediations, gnd improving
securd development are called “vulnerability handling” and are described in ISO/IEC 30[L11. The term
“disclgsure” is also used more natrowly to mean the act of informing a party about a vu|nerability for
the firgt time (see 3.2).

Major goals of vulnerability'disclosure include:
— refducing risk by temediating vulnerabilities and informing users;
— mJnimizing harm and cost associated with the disclosure;

— prpvidingusers with sufficient information to evaluate risk due to vulnerabilities;

— sefting expectations to facilitate cooperative interaction and coordination among stakeholders.

The processes described in this document aim to minimize risk, cost, and harm to all stakeholders. Due
to the volume of reported vulnerabilities, lack of accurate and complete information, and other factors
involved, it is not possible to create a single, fixed process that applies to every disclosure event.

The normative elements in this document provide minimum requirements to create a functional
vulnerability disclosure capability. Vendors should adapt the additional informative guidance in this
document to fit their particular needs and those of users and other stakeholders.

© ISO/IEC 2018 - All rights reserved vii
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INTERNATIONAL STANDARD

ISO/IEC 29147:2018(E)

Information technology — Security techniques —
Vulnerability disclosure

1 Scope

This document provides requirements and recommendations to vendors on the disclosure of
vulnerabilities in products and services. Vulnerability disclosure enables users to perform technical

vulnerfability management as specified in ISO/IEC 27002:2013, 12.6.1[1]. Vulnerability di
users protect their systems and data, prioritize defensive investments, and better assess
of vulperability disclosure is to reduce the risk associated with exploiting vulnerabilities
vulnerjability disclosure is especially important when multiple vendors are affected. T
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3 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 27000 and the
following apply.

ISO and IEC maintain terminological databases for use in standardization at the following addresses:

[SO Online browsing platform: available at https://www.iso.or

[EC Electropedia: available at http://www.electropedia.org/
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31
vulnerability
functional behaviour of a product or service that violates an implicit or explicit security policy

Note 1 to entry: ISO/IEC 27002:2013, 12.6.1[1] uses the term “technical vulnerability” to distinguish between the
more general risk-based concept of vulnerability and the term used in this document.

3.2

disclosure

act of initially providing vulnerability (3.1) information to a party that was not believed to be
previously aware

3.3
coordination
set of activiti¢s including identifying and engaging stakeholders, mediating, communicatingyand other
planning in sypport of vulnerability (3.1) disclosure (3.2)

Note 1 to entrfy: The term “coordinated vulnerability disclosure” is used to denote a djsclosure procdss that
includes coordjnation.

3.4
vendor
individual or prganization that is responsible for remediating vulnerabilities

Note 1 to entryf A vendor can be the developer, maintainer, producer, manufacturer, supplier, installer, or pfovider
of a product or|service.

3.5
reporter
individual or ¢rganization that notifies a vendor (3.4) or goordinator (3.6) of a potential vulnerabilify (3.1)

Note 1 to entfy: There are no special requirements for acting as a reporter. Reporters can be indiyiduals,
organizations,|amateurs or hobbyists, professionals,*end-users, security research organizations, vendors,
governments, ¢r coordinators.

Note 2 to entry: The term “reporter” does not.imply unique or original discovery or reporting.

Note 3 to entry|: Reporters can be called fesearchers, whether or not the reporter explicitly performs seciirity or
vulnerability research. Historically, this role is also referred to as “finder.”

3.6
coordinator
individual or prganization:that performs coordination (3.3)

3.7
remediation
change made fo@ product or service to remove or mitigate a vulnerability (3.1)

Note 1 to entry: A remediation typically takes the form of a binary file replacement, configuration change, or
source code patch and recompile. Different terms used for “remediation” include patch, fix, update, hotfix, and
upgrade. Mitigations are also called workarounds or countermeasures.

3.8
advisory
document or message that provides vulnerability (3.1) information intended to reduce risk

Note 1 to entry: An advisory is meant to inform users or other stakeholders about a vulnerability including, if
possible, how to identify and remediate vulnerable systems.

2 © ISO/IEC 2018 - All rights reserved
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4 Abbreviated terms

COTS common off-the-shelf

CRM customer relationship management

CSIRT computer security incident response team

CVE common vulnerabilities and exposures[2]

CVRF common vulnerability reporting format[12][13]

CVSS common vulnerability scoring systeml[1U]

CWE common weakness enumeration[11]

HTTP(S) hypertext transfer protocol (secure)

ICT information and communication technology

OpenPGP open pretty good privacy

OWASP open web application security project

PoC proof of concept

PSIRT product security incident response team

S/MIME secure multipurpose internet mail'extensions

SQL structured query language

TLS transport layer security

5 Concepts

5.1 General

The pyirpose of this clause is to provide background information and context to help understand
vulnerjability disclosure.

Vulnerjability disclosure involves different stakeholders with different perspectivels, incentives,
capabillities,_and available information. Furthermore, communication and process syhchronization
among multiple stakeholders can quickly become complicated. In practice, disclosure car deviate from
the activities described in this document due to a variety of unforeseen circumstances.

5.2 Structure of this document

This document is meant to be read in its entirety as input to the development or improvement of
vulnerability disclosure policies and processes. The remaining clauses of this document are organized
as follows:

— Clause 5: Concepts;
— Clause 6: Receiving vulnerability reports;
— Clause 7: Publishing vulnerability advisories;

— Clause 8: Coordination;

© ISO/IEC 2018 - All rights reserved 3
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— Clause 9:

Vulnerability disclosure policy.

The structure of this document is not meant to be followed in strict sequence as it appears above. For
example, a vendor should ideally develop policy (Clause 9) before starting to receive reports (Clause 6).

Annex D contains a summary of all of the normative elements in this document.

5.3 Relationships to other International Standards

53.1 ISO/I
ISO/IEC 3011

EC30111

1 shall be used in conjunction with this document The rpquinnchip hetween the two

International

This documel
receiving rep
distributing

ISO/IEC 3011
reports.

While this dd
with internal
whether the §
development,

Standards is illustrated in Figure 1.

ulnerability remediation information to affected users.

or testing teams.

it provides guidelines for vendors to include in their normal business processeqd when
brts about potential vulnerabilities from external individuals or organizations and when

1 gives guidelines on how to investigate, process, and resolve-potential vulnerfability

cument deals with the interface between vendors and reporters, ISO/IEC 30111 deals
vendor processes including the triage, investigation, and remediation of vulnerabilities,
ource of the report is external to the vendor or fromcwithin the vendor’s own security,
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Vulnerability handling processes

Develop vulnerability
handling policy and
organizational

framework
Develop capability 10
receive and publish
vulnerability information
Receive Identify

vulnerability report
from external
source

:
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:

Acknowledge receipt

b
)

Inform reporter

Publish advisory

P Verify report

:
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Develop and deploy
remediation

:

5.3.2

Vulnerability disclosure enables the management of technical vulnerabilities (ISO/IEC 27002:2013,

12.6.1011).

Engage in
post-remediation
activities

Figure 1 — Relationship between ISO/IEC 29147 and ISO/IEC 30111

ISO/IEC 27002
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5.3.3 ISO/IEC 27034 series

Application security seeks to reduce the creation of application vulnerabilities (see ISO/IEC 27034-
1:2011, 6.5.2[4]). Vulnerability disclosure can demonstrate the need for changes to application security
practices. Vulnerability disclosure cannot demonstrate that application security is completely effective.

Vulnerability disclosure occurs in the utilization and maintenance phases of the application security
lifecycle reference model described in ISO/IEC TS 27034-5-1:2018, 6.3.13 and 6.3.14[3].

5.3.4 ISO/IEC27036-3

Vulnerability disclosure supports multiple aspects of ICT supply chain security described in ISO/
IEC 27036-3:4013, 5.4 a), 5.81i), 6.1.1 a) 2) and 6.3.4 [Zl.

5.3.5 ISO/IEC 27017

Vulnerability ecified

for cloud serv

disclosure is necessary to enable the management of technical vulnerabilities as sp
ices in ISO/IEC 27017:2015, 12.6.1(31.

5.3.6 ISO/IEC 27035 series

Some inciderft management plans, particularly those of vendors, idelude vulnerability disdlosure

(see ISO/IEC
a type of inc
IEC 27002:20

27035-1:2016, Introductionlél). Such plans typically &reat vulnerability disclos
dent. Incident management can also include vulnerability management (see als
3, 12.6.1[1]), which is only possible when vulnerabilities are disclosed.

Lire as
o 1S0/

5.3.7 Security evaluation, testing and specification

This docume
organized int
evaluation st

ht provides guidance for vulnerability-reports received externally, and not through
ernal assurance and evaluation efforts:” Thus, the more formal testing, assurange, and
ndards ISO/IEC 15408[15] and ISO/#EC 18405[16] do not generally apply.

5.4 Systenjs, components, and services

5.4.1 Systems

ps of a
stems.

A system is a set of connected-components and services. In vulnerability disclosure, the caus
vulnerability fan be unclear,ot-due to interactions between the parts of a system, or between sy
Thus, it is sonpetimes necessary to talk about systems being affected by vulnerabilities.

54.2 Comyp

onents
A component

is@ unit of software or hardware that can be both an entire system unto itself and used
as part of a li i i i icdtion, a

package, a library, or even a single file or segment of source code.

For the purposes of this document, the distinction between hardware and software components is
seldom relevant. There are very few cases of vulnerabilities in pure hardware components. In most
cases, so-called “hardware” vulnerabilities actually occur in low-level software or firmware.

5.4.3 Products

A product is usually one or more components or a system. Products are provided by vendors to users
either for sale or for free, usually under licensing terms. There are many different types of products
including but not limited to, custom software built under contract for a specific user’s licenced use,
libraries intended to be included in other products, commercial off-the-shelf (COTS) products for mass
markets, community-developed projects, and recreational or hobbyist offerings.
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5.4.4 Services

A service is a collection of features provided to users. Users can interact with services they do not own,
operate, or maintain.

For vulnerability disclosure, vulnerabilities in services maintained by the vendor can usually be
remediated by the vendor taking action. Users can have to take action as well in order to remediate the
vulnerability. For example, a vendor implements changes on their own infrastructure to remediate the
vulnerability, and users have to change their passwords after the vendor has implemented the changes.

5.4.5 Vulnerability

A vulrferability is generally a behaviour or set of conditions that allows the violation @f|an explicit or
implic]t security policy. Typically, the violation of a user’s security policy results in aurggative impact
or losq to the user. One common way to categorize loss is to consider the impact t0 the cpnfidentiality,
integrity, and availability of an asset. For example, a vulnerability that allowed\an atta¢ker to install
malicipus software on a user’s system impacts confidentiality and integrity since the atfacker can use
the malicious software to read or change sensitive information. A vulnerability in a ne
that cqused the product to experience a system error would impact availability. The actyal impact of a
vulnerfability depends on how the vulnerable product is used and othér contextual factors.

Vulnerfabilities are often caused by implementation defects in software. A vulnerability can/be associated
to the|security policy if one exists. One common type of vulnerability includes buffer gverflows and
related low-level memory management errors that allow spécially crafted input to confrol execution
of the julnerable software program. SQL injection and cros$s-site scripting vulnerabilitief are common
types ¢f vulnerabilities found in web applications. Manyother sets of conditions can causg or contribute
to vulherabilities, including design decisions, default configuration settings, weak authentication or
access| control, lack of awareness or education, ok’even unexpected interactions betwe¢n systems or
changgs in operating environments.

More |nformation about types of vulnerabilities can be found in CWE and OWASP. Both of these
resourfces help developers and engineers:to’'recognize and avoid creating security vulnerabilities.

Many gtakeholders (predominantly*vendors and users) seek to identify and resolve vjulnerabilities,
either |removing them entirely .(usually by patching or updating software to remove defects) or by
mitigating or working around vulnerabilities to reduce the likelihood or impact of sucqessful attack.
Vulnerfability disclosure provides vendors and users with information to resolve |and mitigate
vulnerjabilities and to make better risk decisions.

Attackers also seek to’ identify vulnerabilities, but typically do not attempt to disclgse or resolve
vulnerpbilities. Attackers seek to exploit vulnerabilities for some gain, almost always causing loss to users.

5.4.6 | Product interdependency

Many products are complex systems that include or are dependent upon other products or components
in some way. IT 15 poSsibIe that a user or vendor 15 not initially be certain which products are affected
by the vulnerability. These interdependencies are important since products that use or interact with a
vulnerable product can also be vulnerable.

product dependencies can include:

— source code re-use from other products, software libraries, or other types of interfaces;
— hardware or software supply chain;

— rebranding by different vendors of the same core technology;

— use of the same protocols or formats.

Depending on sales, distribution, and support models, vendors can have accurate lists of users or not.
This can be relevant when considering notifying affected users of a vulnerability.

© ISO/IEC 2018 - All rights reserved 7
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5.5 Stakeholder roles

5.5.1 General

This subclause describes significant stakeholder roles in vulnerability disclosure. Stakeholders are
individuals, groups, or organizations that act in one or more roles.

5.5.2 User

Users can directly operate software or hardware products or make use of a service. Users can be
referred to as consumers, customers, or end-users. Due to the interdependencies of modern software

products, use

. | 1 - 1 ) - | o | - 1 1l -
N llllgllt llU‘l: RITUVW PITUISTLY VWITILCIL PI UuuLtb Ul STIVILCS tllC_y dl'T cu.tuau_y UsSlllg.

Users need ipformation about vulnerabilities, particularly remediation, in order to make “ef|

risk decision
information i

5.5.3 Vend

There are a 1
provide softv
an individual
supplier. For t
and organizaf
open source [

Vendors arer
disclosure to

There are m

b and to use software products and services more securely. Publishing vulner
discussed in Clause 7.

us

umber of different terms used to describe individuals or organizations who cre
fare products, including manufacturer, developer, maintainet, or distributor. Sin
or organization that delivers software products within @supply chain can be c
he purposes of this document, the term “vendor” is used to mean all of these indiy
ions. A vendor can be an individual, a small teamya large commercial enterprise
roject.

bsponsible for the security of their products and services. Vendors carry out vulner
receive reports about vulnerabilities, develop remediations, and publish advisories

any types of vendors with various,models for developing, selling, supportin

distributing products. Some vendors integrate preducts into a system or service, and these vendo

act as customn

ers or users of the component products. Such vendors can be dependent on com

vendors for viilnerability remediation informiation.

5.54 Repo

The reporter
discovers the

ter

notifies a vendor of a.potential vulnerability. A reporter usually, but not always, fi
vulnerability. The discovery may not be the first or only discovery. For the purp

fective
ability

ate or
hilarly,
hlled a
riduals
or an

ability

p, and

s may

bonent

nds or
bses of

this documer, it is assumed_that a reporter will attempt to inform a vendor or coordinator dbout a

vulnerability.
attempt can f

A reporter ig
organization

In practice,ax€porter can choose not to attempt to inform a vendor or coordinator,
il. Receiving vulnerability reports is discussed in Clause 6.

often\a security researcher, but it is important to reinforce that any individ
Cafiact as a reporter. Professional researchers can operate independently or as paj

organization.

or the

ual or
tofan

Same researchers are assaciated with universities ar ather academic institutions

Other

reporters do not regularly perform security analysis or research but identify vulnerabilities in the
course of other activity or even by accident. Vendors, users, and coordinators can all act as reporters.

The variety of reporters has implications for the quality of vulnerability reports and the familiarity of
the reporter with disclosure practices.

Reporters are sometimes concerned with legal or other pressure brought to bear on them. Such
pressure can have a “chilling effect,” decreasing the likelihood of reporting.
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Coordinator

A coordinator generally acts as intermediaries between a reporter and vendor. Common services
provided by a coordinator include:

Py

Itis n
small
Coord
or oth

Coord
geogrd
respoi|
while

or on g

Some
comm

Some
some

supporting reporters;

educating vendors and reporters about the disclosure process.

identifying and contacting vendors;
managing vulnerabilities that affect multiple vendors;
performing technical analysis and validation;

negotiating disclosure timelines;

blishing advisories;

humber of vulnerabilities affecting a single vendor, a reporter,dnd vendor are of
nators can aid negotiations when multiple vendors are affectedyreporters and ven
b complexities arise.

nators may work with other coordinators to obtainkhelp with domain expert
phic, and cultural barriers and to share resources and’effort. Some computer sec
se teams (CSIRTs) provide broad vulnerability eoordination services on an opel
pther CSIRTs coordinate in more limited ways, for €&xample, covering specific regio
n as-needed basis.

vendors and governments provide fre€ coordination services while some
brecial coordination services.

yendors provide coordination serviees, as do some commercial security vendors,
prganizations pay reporters_for vulnerability reports, use the vulnerability ir

provi

vendors and later to the public. There are variations and degrees of commercially-oriented

While
tobet

Coord

\

5.6

T
coordi

commercial protection to.their customers, and also act as coordinators, disclosir

ation offerings.

coordinators oftenthave interests in protecting their constituencies, coordinators s
bchnically objective and minimize risk to all stakeholders.

nation is further described in Clause 8.

Vulnerability handling process summary

bt necessary for coordinators to be involved in every disclosure. For cases involving one or a

fen sufficient.
Hors disagree,

se, language,
urity incident
ational basis,
s, industries,

rendors offer

For example,
formation to
g privately to
vulnerability

hould attempt

5.6.1

General

This subclause summarizes the vulnerability handling process that is described further in ISO/
IEC 30111. Figure 2 outlines the vendor’s vulnerability handling process including a preliminary step to

develo

p a vulnerability disclosure policy and capabilities.
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( N\
Preparation
. J
( N\
Receipt
. J

Verification

v

Remediation development ]

:

[ Release ]

v

Post-release ]

1
L

Figure 2 — Summaty vulnerability handling process

5.6.2 Prep4aration

Vendors shou
disclosure pr
CSIRT), hiring

Vendors shou
program. Suc

d develop policy((see Clause 9), processes, and capability before starting a vulner
gram. Preparation can involve creating a response organization (often called a P§
F and assigning staff, developing tools, and publishing information about the progrg

d consider performing vulnerability assessments of products and services in scope
h assessments can identify easily discovered vulnerabilities and reduce the nunj

reports befor

e the program starts.

ability
IRT or
m.

of the
ber of

5.6.3 Receipt

A reporter identifies potential vulnerabilities in products or services and notifies the vendor. The
vendor acknowledges receipt of the report.

If avendor is not able to receive a vulnerability report, the reporter or coordinator may decide to publish
an advisory without the vendor’s prior knowledge. A reporter, or anyone in possession of vulnerability
information can disclose or publish the information at any time.

Receiving vulnerability reports is described in Clause 6.

10
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5.6.4 Verification

The vendor investigates the report. Investigation often involves attempting to reproduce the
environment and behaviour reported by the reporter. This can be a preliminary investigation, focused
primarily on the need for further effort by the vendor. Investigation can also include correlating similar
or related reports, assessing severity, and determining other affected products. The investigation
determines whether the report constitutes a vulnerability or not. The vendor may communicate with
the reporter during the investigation, and the vendor notifies the reporter of the results at the end of
the investigation. This phase is often called “triage.”

5.6.5 Remediation development

The véndor develops remediations for vulnerabilities. Remediation development can
detailgd investigation of the root cause of the vulnerabilities and determination~of-o

involve more
her products

affectgd by the same or similar vulnerabilities. The vendor typically develops renjediation and

mitigation techniques and performs positive tests to determine that the remediation wq
and ng
functignality.

The ve
softwa
of vuly

5.6.6

The ve
remedjiation and mitigation information to users, typically in the form of a vulnerability
softwa

For a service vulnerability, the vendor deploysi¥emediation and optionally discloses the v

A vendlor may release an advisory beforé’a remediation is available, particularly in c
exploit

introd
produ

An im

to remediate and re-assessitheir risk. When remediating a vulnerability in a service, it is
there is no need for users'to take any action. There are, however, other reasons to publish
infornj

support forincident or forensic investigations, knowing when a vulnerability existed

re

i

gative (regression) tests to provide assurance that the remediation,does not di

ndor should feed the information about the vulnerability and@oot cause analysis
re development lifecycle or deployment guidelines, in orderto*avoid introducing {
erability in the future. See also ISO/IEC 27034-1[4].

Release
ndor develops and securely distributes the remiediation. For a product, the vendo

re patches or updates, and users deploy the'reémediation.

ation or public discussion. The vendor should attempt to ensure the remedia
lice new vulnerabilities, overall‘product quality issues, or have compatibility proble
'ts or services if possible.

portant reason for informing users about a vulnerability is that users often need

ation, including:

mediated);

prfeved secure design, engineering, and development practices;

rks correctly,
rupt existing

back into the
he same type

 provides the
advisory and

ulnerability.

hses of active
Fion does not
Ins with other

fo take action
possible that
vulnerability

(and was not

transparency and accountability, informing users and other stakeholders that vulnerabilities are
identified and remediated;

as

surance, informing users of non-vulnerability;

providing authoritative information, disambiguation, clarification;

in

forming public policy decisions;

documenting system changes for development and operational use;

providing acknowledgment and credit to reporters.

Considering reasons beyond the need for user action, a service can still choose to publish vulnerability
information.

© ISO/IEC 2018 - All rights reserved
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Publishing vulnerability advisories is described in Clause 7.

5.6.7 Post-release

A vendor collects feedback from users and updates remediation and mitigation information as
necessary. For example, a remediation can be found to be incomplete or to cause regression issues or

side effects.

5.6.8 Embargo period

In order to give vendors time to develop remedlatlons w1th0ut attackers also havmg access to public

vulnerability (i
remedations

development
of a vulnerab|
periods, whic

5.7 Inforni

Figure 3 illu

hre ready or an embargo perlod has elapsed. The recelpt verification, and remedliation
bhases are typically covered by the embargo period. Reporters and other with knoyledge
ility have the ability to disclose publicly at any time. Reporters use different embargo
h are sometimes negotiable.

ation exchange during vulnerability disclosure

strates information exchange during vulnerability disclostr€. There are twd main

exchanges: Pq
users. A pote
coordinator.

tential vulnerability reports from reporters to vendors, and’advisories from vendors to
tial vulnerability report is sent from a reporter to a vender either directly or thrpugh a
vendor may act as a reporter and report a vulnerability to another vendor. An advisory

is released by a vendor either privately to its users or, more commonly, to the public. This doqument
focuses on these two exchanges from the perspective of the vendor receiving vulnerability reports and

publishing remediation information.

A complete v
reporting to 3

Inerability disclosure process can include,multiple disclosure events, such as a rgporter
vendor, a vendor publishing an advisory, or a coordinator notifying other vendors.

12
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release-advisory-to

Coordinator

Reporter - {send-reportto | - - - >

send-report-to send-report-to

r—|send-reporf-fo [= === = = — —
] ;
. Vendor B i .
l i
\4 | .
) send-report-to 1
Coordinator T :
|
| .
| ll release-advisory-to l
! i
| ! -
1 release-advisory-to * ‘ useésproduct/service-of |
! H
' !
1 {send-report-to } = = = = - - - Other Vendors Q-

release-advisory-ia—

-------- -+>vulnerability reporting
——>advisory publication

............ -+use/operation

Figure 3 — Vulnerability information exchange

5.8 Confidentiality of exchanged information

5.8.1 | General
Since pulnerability information can be used to attack vulnerable systems, sensitive|vulnerability

information shouldtbeécommunicated confidentially, particularly when the information {s not publicly
available.

5.8.2 | Seeure communications

Vendots'should provide secure confidential methods for reporters to report vulnerability information.
Message integrity is also important, particularly in verifying that remediation information is authentic.
Common cryptographic protocols and implementations such as TLS, S/MIME, and OpenPGP can provide
confidentiality and integrity. If there are other security requirements, ISO/IEC 27010[2] can be relevant.
An example would be if a coordinator offers a reporter anonymity service.

5.9 Vulnerability advisories

Vulnerability information is generally published in an advisory. The advisory describes the vulnerability,
usually focusing on remediation and mitigation, but can also include information about affected
systems, threats, impact, and references. Users reading an advisory need sufficient information to
make informed risk decisions about how to remediate or mitigate the vulnerability.

Publishing vulnerability advisories is described in Clause 7.
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5.10 Vulnerability exploitation

In general, attackers seek to exploit vulnerabilities for some gain, almost always causing loss to users.
Various factors such as target population, exposure of targets, value of targets to the attacker, and cost
of exploit development, can influence whether or not a vulnerability will be exploited by attackers. Any
attempt, however, to predict whether or not a vulnerability will or has already been used in attacks can
be subject to considerable uncertainty. The most conservative assumption is that a vulnerability can

and will (and can have already been) used in attacks.

5.11 Vulnerabilities and risk

fixed vulnera
provides infd
disclosure ho
benefits from

6 Receivi

6.1 Generd
This clause p

capability to
and establish

6.2 Vulner

6.2.1 Gene

Reporters no
product or sq

ut vulnerabilities and ideally includes remediation information, léag
ilities and reduced risk. Vulnerability disclosure itself creates risk, since publicdisg
rmation for exploit developers and attackers. The theory supporting. vulner
[ds that the short-term risk caused by public disclosure is outweighed, by longe
fixed vulnerabilities, better informed defenders, and systemic defensiye improvem

ng vulnerability reports

1

rovides guidance for vendors on receiving information about potential vulnerabil
Feceive vulnerability reports helps vendors moré, quickly become aware of new 1
working relationships with reporters and other'Stakeholders.

ability reports

ral

ify vendors of potential vulnerabilities. Reports typically include a description 9
rvice is affected, how the\potential vulnerability can be identified, demonstra

reproduced, and what type of functionalimpact the vulnerability allows.

Reports may
Since a vulng
provide mech

6.2.2 Capa

Vendors shall
potential vuly

include proof-of-concept (PoC) code that demonstrates exploitation of the vulner
rability report is<likely to contain sensitive, non-public information, vendors
Anisms to receivereports confidentially (see 5.8 and 6.7).

hility to réceive reports

provide one or more technically current and usable mechanisms to receive rep
erabilities. This corresponds to the receipt phase described in 5.6.3.

losure
ing to
losure
ability
r-term
ents.

ties. A
eports

f what
fed, or

hbility.
should

brts of

Typical reporting mechanisms include:

web formes;

— bug or issue tracking systems;

— vulnerability reporting services;

e-mail, possibly an alias, list, or role address that is independent of any one individual.

Vendors should prefer secure mechanisms to receive reports, but may accept reports through less

secure mecha

14

nisms such as plaintext e-mail or public bug tracking systems.
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To facilitate the verification step of the vulnerability handling process, vendors should design reporting
mechanisms to elicit information useful in assessing the validity, severity, scope, and impact of

vulner

abilities. Such information includes:

— product or service name and affected versions;

— class or type of vulnerability, optionally using a taxonomy like CWE;

— possible root cause;

— PoC code or other substantial evidence;

— to

Is and steps to reproduce the vulnerable behaviour;

— im
— sc
— di
For fui
6.2.3
Vendo

existir]
media

pact and severity estimate;

bpe assessment, other products, components, services, or vendors thought\to'be afflected;

sclosure plans, specifically embargo and publication timelines.

ther examples of information to request in a report, see Annex B(

Monitoring

s shall monitor their reporting mechanisms for new:teports and communicatig
g reports. In addition, vendors should monitor public sources (including mailing li
used by the security research community) for ¥eports of vulnerabilities. Vendot

monitgr customer service and support and other organizational communications char

likely 1

6.2.4

Vendo

o receive vulnerability reports.

Report tracking

s should use a mechanism to labél)(assign identifiers to) and track reports, for

tracking, CRM, or ticketing systems. Vendors should provide reporters and other stak

vulner
howev

Other

6.2.5
Vendo

The re
numbe
is und

ability report identifiers. Vendors may use more than one labelling and trackin
er, multiple mechanisms can,/cause confusion.

stakeholders can also use’labelling and tracking mechanisms.

Report acknowledgement

s shall acknowledge receipt of potential vulnerability reports within 7 calendar d4

ns related to
sts and social
s should also
inels that are

example, bug
bholders with
b mechanism,

ys.

sponse.can be automated, but should be meaningful. The response should incl

de a tracking

r or’identifier, and preliminary status information. The response can indicate that the report
brinvestigation, or requires further information, or is considered to be incomplet¢, spurious, or

other

3 3 | 4
ISOCT ITITCICVdIIt.

In the case of significantly inaccurate, repeated, or spurious reports, no response is necessary, or an
automated response is acceptable.

The initial acknowledgement from vendor to reporter is important in establishing a working
relationship. Many reporters become frustrated by the inability to report to vendors or the lack
of response from vendors. Frustrated reporters are more likely to seek other means of disclosure,
including public disclosurel14].

Most of the remediation development process is not visible to the reporter. It is therefore important to
communicate realistic expectations and status updates to reporters.

© ISO/IEC 2018 - All rights reserved
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6.3 Initial assessment

Vendors shall perform initial assessment, or triage, of vulnerability reports. This corresponds to the
Verification phase described in 5.6.4. Reports can be prioritized and categorized based on severity,
impact, scope, ease of exploitation, likelihood of independent discovery, and other factors.

This initial assessment phase can be tedious and time consuming. New reports should be examined
carefully enough to minimize false negatives. That is, the initial assessment should be designed to have
high sensitivity, correctly identifying and rejecting reports that are not vulnerabilities at the cost of
accepting reports that later turn out not to be vulnerabilities. New reports should also be compared
with existing reports to identify duplicates.

At this phase[vendors should take significant care to only reject reports that are strongly condidered
not to be vulperabilities and do not warrant further response. In such cases, the reporterrshduld be
informed of tlhe vendor’s assessment.

If a vendor dges not consider a report to be a vulnerability, the vendor shall inform the reporter and
other stakehdlders.

6.4 Furthedr investigation

For reports that require further investigation or are considered to be- valid vulnerabilities, vendors
shall begin vfilnerability handling processes. As noted in Figure 1, these processes are described in
ISO/IEC 3011fl. Investigation and vulnerability handling correspond to the remediation develgpment
phase described in 5.6.5.

In order to pefform further investigation, vendors may commiunicate with reporters and other ifjternal
and external |stakeholders to understand the vulnerability and its impact. Vendors should request
additional infprmation from reporters as needed to fully:assess or reproduce the reported vulnerpbility.

If other vendqrs are affected or likely to be affected, the initial vendor should notify the other vgndors
or engage a cpordinator. Vendors should be aware of supply chain relationships and common usage of
shared or simfilar components, such as libraries;protocols, and formats.

6.5 On-going communication

During vulnerability handling, vendors shall communicate with reporters and other stakeholderg. Such
communicati¢n should include information such as:

— status upgates;
— significant new information;

— changes to existing plans;

— disclosurg timing.

When there is a disagreement among stakeholders, particularly concerning public disclosure, vendors
should communicate their intentions so that stakeholders are not surprised.

Supply chain relationships, or the need to involve other stakeholders during the investigation, can
introduce additional delays in communications. When necessary, vendors should explain communication
and process delays to stakeholders.

6.6 Coordinator involvement

Coordinators can be involved in the receiving phase. Coordinators can act as reporters, or on behalf
of reporters, attempting to identify and report vulnerabilities to vendors. Coordinators can mediate
between reporters and vendors. Coordinators can also provide additional support in assessing the
validity, severity, impact, and scope of vulnerabilities.
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Coordination is described further in Clause 8.

6.7 Operational security

Vendors should consider operational security throughout the processes of receiving and communicating
about vulnerability reports.

Reporting mechanisms (see 6.2) and on-going communications (see 6.5) should provide confidentiality
to limit access to sensitive, non-public vulnerability information. Reporting and communication
mechanisms may also provide authentication. Reporting mechanisms should provide the ability for
reporters to verify the identity of the vendor.

Typica]l security mechanisms include:

— web-based forms or applications using TLS (HTTPS);

— e-mail encryption and signing using S/MIME or OpenPGP.
Vendors should also consider internal operational security and limit acce$s t0 non-publid vulnerability
infornjation to staff and organizational units that need to know.

7 Publishing vulnerability advisories

7.1 General

This clause provides guidance on disclosing vulnerahility information to users, other|stakeholders,
and tHe public. In most cases, at this phase, vendors have developed and tested a remediation for
the vullnerability, having followed the processes, described in ISO/IEC 30111. In most dases, vendors
should publish, or publicly disclose, information about identifying and remediating the|vulnerability.
Publishing advisories generally corresponds'to the Release phase described in 5.6.6.

7.2 Advisory

The t¢rm advisory is used broadly to mean any document or message containing|vulnerability
infornjation. Advisories should;be intended for widespread, usually public disclosure| (publication)
and sHould enable users to ‘identify vulnerable products and services and take action|to remediate
vulnerjabilities. Advisorysauthors should consider the needs of the intended audience|l and produce
advisories that are ,effective in terms of informational content, distribution mechanisms, and
preserjtation format,

Examp)le adviseties can be found in Annex C.

7.3 1\dvisory publication timing

Vendors should work to balance risk while choosing when to publish advisories. To reduce disruptions
to users, vendors may publish advisories in batches and schedule releases in advance. Vendors may also
publish advisories as soon as corresponding remediations are available.

If a vulnerability is being actively exploited and remediation is not available, vendors should publish
advisories informing users of the current threat and what steps users can take to reduce risk until a
remediation is available.

Vendors should, when possible, attempt to coordinate advisory release in instances where their
products are affected by interrelated vulnerabilities. Releasing information about a vulnerability in one
product can expose other interdependent products to increased risk of attack. This situation typically
occurs when a software library, protocol, module or other component is used in multiple products or
services, often affecting multiple vendors. It is possible that a coordinator can facilitate disclosure and
advisory publication timing among multiple vendors.
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Other factors

expected

language

to consider include:

any embargo periods (see 5.6.8);

time between publication and remediations being applied (see 5.6.6);

reporter’s agenda for publication;
advisory release schedule of other vendors;

possible negative side-effects of a workaround or remediation;

localization;

readiness

readiness

of remediation for different versions or platforms;

of customer support and sales organizations.

7.4 Advisory elements

74.1 Gene

Advisories sh
administratot
to remediate

Readers of ad
requirements
vulnerabilitie
they are usin

ral

ould contain sufficient information to enable the target-audience — including {

ystem

s, developers, managers, and users — to decide if the vulnerabilities are relevant aind how

hem.

visories have different needs that can be dependent on market segment or regy
Technical users such as system administrators tend to prefer detailed information
5 and workarounds. Consumers typically appreciate information on how to detert}
b the affected products and plain, easily uhderstood remediation advice. Vendors

design advisories for the expected audience. A singlé«advisory can address multiple vulnerabilit

example, whe

The following
vendors may
indicate the o

7.4.2

Advisories sh
a) Advisory
the advis
describes
vulnerab

n a single remediation resolves multipte vulnerabilities.

subclauses describe the elements included in advisories. The list is not exhausti
nclude additional elements, Unless otherwise stated, the order of the subclauses d
rder of elements appearing(n an advisory.

Identjifiers

hll contain certain-identifiers.

identifier;~An" advisory shall be labelled with a unique and consistent identif]
ory documient. CVE identifiers may be used as advisory identifiers if a single ad
only enéevulnerability. To the extent possible, CVE identifiers are assigned for ind
lities. A single advisory can address multiple vulnerabilities.

latory
about
mine if
should
es, for

ve and
es not

jer for
visory
vidual

b) Vulnerab

1 =1 [l A 1 1 11 -1 . 1 . - e
lll,_y IUCIIUITICT. AIl dUVISOI y SIidIl Pl OVvVIuc uulquc dlIU  COIISISLCIIU  TUCIIUIITT

s for

vulnerabilities addressed in the advisory. Identifiers should be sufficiently unique and consistent so
as to not confuse different advisories or vulnerabilities. Advisory authors should choose a common,
shared vulnerability identification system such as CVE.

Product identifiers: An advisory should include product name and version information in order to

inform readers which products are affected and optionally which products are not affected. See 7.4.6.

7.4.3 Date and time

Advisories shall indicate the date of initial publication and may include other dates, for example, as
part of the revision history. Advisories shall use unambiguous date and time references and should use

1SO 8601I[8].

18
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7.4.4 Title

The title of an advisory should contain a reference to a product or some other description that is
informative to readers so that they can quickly decide if the advisory is relevant.

7.4.5 Overview

The overview element provides a brief, high-level summary of the vulnerability so that users can
understand the salient points of the report and quickly determine if the advisory is applicable to their
environment.

7 4_ 6 Affoctoad nroductc
. et aproatuets

The advisory shall provide sufficient information for users to determine if they are affected by the
vulnerjability or not.

This element of the advisory provides a list of known, supported, and affected products and their versions.
This element may provide instructions about how to verify the version of\the product. In most cases,
servicg¢s do not have version identifiers but can have a date when the lastupdate or changewas made.

This element may optionally note products and versions that are nolonger supported or aife not affected
by the[vulnerability.

Information useful in describing affected products can include:
— prduct names, including common or historical nanies;

— version numbers or strings;

— filp hashes;

— PdC code to safely test for the existence®of the vulnerability.

7.4.7 | Intended audience

Advisdry authors should consider‘their intended audience when developing and producing the advisory.
Typicdlly, the audience will be) users who are responsible for identifying vulnerable| systems and
performing remediation. Advisories may provide sections intended for specific audienceg, for example,
differdnt remediation advice for developers, system administrators, or end users. Audience-specific
langudge in an advisofy;is optional.

7.4.8 | Localization

Vendors can provide advisories with appropriate language and localization selections.

7.4.9 DUDLI iptiuu

The advisory should provide sufficient information that users can establish if they are affected and to
assess their exposure. At the same time, the advisory should not provide too much detail in order to
avoid making exploiting the vulnerability easier.

Advisories may describe the class or type of vulnerabilities, for example using the CWE taxonomy.

7.4.10 Impact

The advisory should describe the potential impact or consequence of the vulnerability if it is exploited.
The impact should at a minimum explain the direct technical behaviour that the vulnerability allows.
The impact can describe security violations, access or privilege gains, likely subsequent impacts, and
common attack scenarios.
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The impact can be described using a model such as the CIA triad (confidentiality, integrity, and
availability) or the Parkerian hexad (confidentiality, possession or control, integrity, authenticity,
availability, and utility).

7.4.11 Severity

The advisory should provide a severity rating for each vulnerability to help users assess risk more
quickly and programmatically. Advisory authors should consider existing systems such as CVSS, but
may use other or develop their own systems. A severity rating system used in the advisory should be
documented and the documentation referenced from the advisory.

7.4.12 Remediation

The advisory| should provide information about what action affected users should take(in ‘oitder to
remediate th¢ vulnerability and reduce its impact. Remediation typically involves installation of an
upgrade, patch, or new version.

As appropriate or necessary, the advisory should provide workarounds by which/usérs can protgct the
affected prodjuict or service until a more permanent solution is implemented. Workarounds can include
changing a product’s configuration to restrict functionality and introducifig a firewall to restrict
network acce$sibility.

7.4.13 Refenences

References tq additional or related information may be added"in this element. Examples df such
references caf be links to related advisories published by othexparties or a reference to a CVE ideptifier.
It is importanit to refer to original or source material and common cross-references such as CVE.

7.4.14 Credit
In this element, a vendor should acknowledge.&reporter for reporting the vulnerability and being

cooperative during the process, if the reporter wishes to be publicly credited. This is an optional
element.

7.4.15 Contact information

The advisory phould provide contact information so that readers of the advisory can contact the yendor.

7.4.16 Revidion history

This element] should(contain the date when the advisory was first published. It may cortain a
modification history-if the advisory is subsequently updated.

7.4.17 Termis.ofuse

The advisory should provide information about copyright and terms of use and redistribution of the
advisory.

7.5 Advisory communication

Vendors should establish and maintain appropriate methods for communicating advisories to their
users. Common methods include web sites, mailing lists, feeds, and automatic update mechanisms.
Each vendor may determine the best method as it applies to their user community. Vendors may also
choose to post advisories to public vulnerability discussion forums to share their information with a
wider audience.
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Vulnerability databases monitor public disclosures and collect vulnerability reports. Contacting a
database directly, disclosing in a monitored forum, or providing a stable and consistent distribution
channel can lead to inclusion in vulnerability databases.

7.6 Advisory format

Advisories should be formatted consistently and in a manner that clearly conveys important
information. Changes to the format will likely require readers to change tools and processes used to
consume advisories. Therefore, changes should be made infrequently.

Advisory authors should consider providing the content in both human- and machine-readable formats
such as.CVRE Machine-readable advisory formats should he documented
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8.1 General

Coordinators may play multiple roles in vulnerability disclosure, for example:

— ac

— CO

t as a trusted liaison between involved parties;

ordinate advisory public release dates;

— enable communication between primary stakeholders (vendors and reporters);

— enable controlled disclosure to other stakeholders (such as CSIRTS);

©150/1

ovide experience and guidance to disclosure processes;

ovide domain-specific expertise;
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support and facilitate collaboration among stakeholders.

Coordinators should set appropriate expectations about the services and levels of support they provide.
The choice of a coordinator may depend on such factors as geographical proximity, language and
acceptable operation model.

In cases when there are multiple vendors affected by a vulnerability, vendors should attempt to
coordinate the timing of release of their advisories, either directly or with the assistance of a
coordinator. A vendor may request that the coordinator provide or obtain a CVE identifier. In some
cases, more than one coordinator can be involved. Vendors may suggest that one coordinator act as a
leader in order to reduce complexity and confusion.

8.2 Vendors playing multiple roles

8.2.1 Genefal

ating a reported vulnerability, a vendor can find the need to act in therole of coordinator,
bth. If a vulnerability is caused by some component or underlying platform which apother
ks, the initial vendor may act as a reporter or coordinator. In addition, vendors sometimes
hations where it is desirable for them to report vulnerabilitieste other vendors, dausing
h the role of a vulnerability reporter. This subclause describes how such vulnerfability
bng vendors should be carried out.
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reporter, or b
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encounter sit
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8.2.2 Vulngrability reporting among vendors

Typical cases when a vendor may report vulnerability information to other vendors include:

vendor believes that a vulnerability in their'product or service is caused by a component

vhich they are licensed to use by the second vendor;

when the
or a tool v

when a v ndors’

products

1lnerability is identified with a newsmethodology or insight and many of other veg
and services of the same category\are also believed to be vulnerable; or

when av Icts or

services.

ilnerability is identified in ajprotocol or format supported by other vendors’ prod

It may not alv

vendors. Even in cases where the vendor can be identified, it may not be possible to idenf

appropriate g
provide addit

8.2.3 Repo

A vendor ca
coordinators

Vays be possible for a vendor, reporter, or coordinator to identify all of the other a

oint of contact~Such cases can benefit from the involvement of a coordinator w
onal supportito-vendor contact and notification efforts.

rting vulnerability information to other vendors

fected
ify an
ho can

h report vulnerability information to other vendors directly or indirectly t
in\the same manner that a reporter reports a potential vulnerability to a vendor.

)

rough
n this

case, the initial vendor can also inform the other vendor when the vulnerability is interrelated with
the initial vendor’s product or service and request the other vendor provide remediation before public
disclosure so that all the vendors involved can synchronize the disclosure.

9 Vulnerability disclosure policy

9.1 General

To convey intentions and expectations, vendors shall develop and publish an external vulnerability
disclosure policy. Alternatively, a vendor may reference and adhere to an existing published policy. The
policy shall contain the required elements in 9.2. The external policy is meant for reporters, users, and
other stakeholders. A vendor may also create a corresponding internal policy. The internal policy is
meant for employees or agents performing vulnerability disclosure for the vendor. The two policies
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should agree. The internal policy can contain further details, private information, and processes that
are needed for internal reasons and to meet the external policy.

Each vendor has different requirements and resources available for dealing with security vulnerability
information. Vendors should develop policy before engaging in vulnerability disclosure. Developing
a policy is part of the Preparation phase described in 5.6.2. The disclosure policy should state the
intentions of the vendor, its responsibilities as well what the vendor expects from other stakeholders. The
vulnerability disclosure policy should be simple and clear to facilitate easy reporting of vulnerabilities
to the vendor. Vendors should consider intuitive placement of their disclosure policy and other relevant
information. One such location can be a security web page (e.g., www.example.com/security).

9 2 ecaunirad-nolicvelamants
. eqireapoecy-ereentss

9.2.1 | General

A vulnerability disclosure policy shall include the following elements.

9.2.2 | Preferred contact mechanism

The pfovisions in 6.2.1 require that vendors provide one or more*echnically current and usable
mechanisms to receive reports. Vendors shall include information about these contact npechanisms in
the vendor’s vulnerability disclosure policy.

Contad¢t mechanisms can include one or more of the following:
a) e-mail address. Examples of e-mail aliases that cafikb€ used include the following:
—| security-alert@example.com;
— security@example.com;
— secure@example.com;
— psirt@example.com;
— csirt@example.com;
b) pHone number;

c) w¢b form. Advantages of this mechanism include greater ability to influence the content of
reports (e.g., the véndor can distinguish between optional and mandatory informatign) and better
infegration with a vulnerability report database;

d) contactdnformation for customer service, if customer service is trained to receive| vulnerability
reports.

9.3 Recommended policy elements

9.3.1 General

A vulnerability disclosure policy should include the following elements.

9.3.2 Vulnerability report contents

A vendor can wish to elicit information that might be helpful to understanding the vulnerability and
possible remediation and mitigation. A vendor can provide a form for this purpose (see 6.2.1).

In cases when a vulnerability affects multiple vendors, it is useful for vendors to know if the reporter
has also reported the vulnerability to the other affected vendors.
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9.3.3 Secure communication options

Vendors should provide a secure communications channel using technologies such as TLS, S/MIME,
or OpenPGP. If a vendor provides a web-based reporting mechanism, that mechanism shall use TLS
(HTTPS) or an equivalent, widely-used cryptographic system that protects the confidentiality of
submissions and authenticates the web site. Vendors should configure these capabilities prior to
communication with reporters.

9.3.4 Setting communication expectations

Vendors should set expectations for communication, including initial acknowledgement and status

updates. Ven
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9.4.1 General

A vulnerability disclosure policy may contain the following elements.

9.4.2 Legal

considerations

The act of finding or reporting a vulnerability can violate law or other regulation. Vendors can consider
not taking legal action against reporters who voluntarily, in good faith, report vulnerabilities.

9.4.3

Disclosure timeline

Vendors can publish expected timelines for response and disclosure.
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Annex A
(informative)

Example vulnerability disclosure policies

A.1 Facebook

https: {/www.facebook.com/whitehat 1) ,\Q)
! P

A.2 CERT/CC b/‘\

https:{/www.cert.org/vulnerability-analysis/vul-disclosure.cfm 1) (.19'\

A.3 Zero Day Initiative \\<</C)

http:/Awww.zerodayinitiative.com/advisories/disclosure_polic

A.4 C(isco Q<< ;

http:/, www.cisco.com/C/en/us/about/securitv-cesz\b)ég security-vulnerability-policy.htm]

A.5 NCSC-FI NN

https:f/www.viestintavirasto.fi/en/cyb $ecurit ficorasinformationsecurityservices

coordination.html 1)

https:

A.6 ]

https:

https:

xO
zwww.viestintavirasto.fi\z\@chmentsZVulncoord168RKIXXESZVulncoord policy
NCSC-NL @ ’

ZWWW.ncsc.nl&eQQgish[security 1)

vulnerability

.1.pdf D

1)

https:

/www.nc@english/current—tooics/news/resnonsible-disclosure-guideline.htm

//wwsicsc.nl/binaries/content/documents/ncsc-en/current-topics/news

responsible

-discla

s%élg- ﬁideline[lzResponsible%ZBDisclosure%ZBENG.pdf 1)
N

A.7 Rapid7

https:

www.rapid7.com/disclosure/ 1)

1) Retrieved on 2017-05-18.
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