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INFORMATION TECHNOLOGY -
WIRELESS BEACON-ENABLED ENERGY EFFICIENT MESH
NETWORK (WIBEEM) FOR WIRELESS HOME NETWORK SERVICES -

Part 3: NWK layer

FOREWORD

1) ISO (International Organization for Standardization) and IEC (International Electrotechnical Commission) form the
specialized system for worldwide standardization. National bodies that are members of ISO or IEC participate in
the development of International Standards. Their preparation is entrusted to technical committees; any ISO and

IHC member body interested in the subject dealt with may participate in this preparatory work. Internptional

governmental and non-governmental organizations liaising with ISO and IEC also participate in this prepargtion.

2)

n| the field of information technology, ISO and IEC have established a joint technical committee, 1SO/IEC UTC 1.
aft International Standards adopted by the joint technical committee are circulated to national bodies for yoting.
Iblication as an International Standard requires approval by at least 75 % of the national badi€s casting a| vote.

VO

3) The formal decisions or agreements of IEC and ISO on technical matters express, @s nearly as possilple, an
infernational consensus of opinion on the relevant subjects since each technical cammittee has represeptation
frpm all interested IEC and ISO member bodies.

4) IHC, I1SO and ISO/IEC publications have the form of recommendations for ifitérhational use and are acfepted
by IEC and ISO member bodies in that sense. While all reasonable ¢€fforts are made to ensure that the
technical content of IEC, ISO and ISO/IEC publications is accurate, IEC or1SO cannot be held responsiple for
the way in which they are used or for any misinterpretation by any end user.

5) In| order to promote international uniformity, IEC and ISO member bodies undertake to apply IEC, 130 and
IJO/IEC publications transparently to the maximum extent pa§sible in their national and regional publicptions.
Any divergence between any ISO/IEC publication and the corresponding national or regional publfcation
should be clearly indicated in the latter.

6) 1§0 and IEC provide no marking procedure to indicate‘their approval and cannot be rendered responsiple for
any equipment declared to be in conformity with ap~[SO/IEC publication.

7) All users should ensure that they have the lateStedition of this publication.

8) N liability shall attach to IEC or ISO or its~directors, employees, servants or agents including individual gxperts
and members of their technical commitiees and IEC or ISO member bodies for any personal injury, pfoperty
damage or other damage of any nature Whatsoever, whether direct or indirect, or for costs (including legdl fees)

and expenses arising out of the pulilication of, use of, or reliance upon, this ISO/IEC publication or any other IEC,

150 or ISO/IEC publications.

9) Aftention is drawn to the hormative references cited in this publication. Use of the referenced publicat|ons is
inflispensable for the cotrect application of this publication.

10) Aftention is drawn, to\the possibility that some of the elements of this International Standard may be the sulyject of
patent rights. IS@_and IEC shall not be held responsible for identifying any or all such patent rights.

Internationah'Standard ISO/IEC 29145-3 was prepared by subcommittee 25: Interconngction
of information technology equipment, of ISO/IEC joint technical committee 1: Information
techrology.

The list of all currently available parts of the ISO/IEC 29145 series, under the general title
Information technology — Wireless beacon-enabled energy efficient mesh network (WIiBEEM)
for wireless home network services, can be found on the IEC web site.

This International Standard has been approved by vote of the member bodies, and the voting
results may be obtained from the address given on the second title page.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.
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INTRODUCTION

This International Standard specifies the WIiBEEM (Wireless Beacon-enabled Energy Efficient
Mesh network) protocol, which provides low-power-consuming mesh network functions by
enabling the “beacon mode operation”. WiBEEM is based on the IEEE 802.15.4 standard with
additional upper layer protocols and a specific usage of the MAC layer protocol. Through the
novel use of beacons, WIiBEEM technology achieves longer battery life, larger network
support, quicker response, enhanced mobility and dynamic reconfiguration of the network
topology compared with other protocols such as ZigBee.

In th
durin
confli
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and |
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in th
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Sche
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INFORMATION TECHNOLOGY -
WIRELESS BEACON-ENABLED ENERGY EFFICIENT MESH
NETWORK (WIBEEM) FOR WIRELESS HOME NETWORK SERVICES -

Part 3: NWK layer

1 Scope

This [part of ISO/IEC 29145 specifies the network layer (NWK) of the WIiBEEM~(Wireless
Beacpn-enabled Energy Efficient Mesh network) protocol for wireless home network’senvices
that support a low-power-consuming wireless mesh network as well as device~mobility and
qualify of service.

2 Normative references

The fpllowing documents, in whole or in part, are normatively referenced in this document and
are indispensable for its application. For dated references, only-the edition cited applieg. For
undated references, the Ilatest edition of the referenced document (including| any
amendments) applies.

ISO/IEC 29145-1:2014, Information technology — Wiréless beacon-enabled energy effjcient
mesH network (WIiBEEM) for wireless home network.services — Part 1: PHY layer

3 Terms, definitions and abbreviations

3.1 Terms and definitions

For the purposes of this document, the following terms and definitions apply.

3.1.1
assogiation
servi¢te used to establishithe membership of a device in a wireless mesh network

3.1.2
co-ordinator
wirelgss device configured to provide synchronisation services through the transmissipn of
beacpns

1L tor antey: If o0 co ordinatar ic tha nrinainal caantrallar of o \viralace mach natwwar kit ic callad th
Note 1te—ent H—a reirater—s—the—prinrecipalt AtroHer—ef—a—wireless—mesh—retwork—it—is—ealled—thel WMC

¥
(WIiBEEM mesh co-ordinator).

3.1.3

device

entity containing an implementation of the WIiBEEM applications, NWK, MAC and physical
interface to the wireless medium

3.1.4

frame

data format of aggregated bits from a medium access control (MAC) layer entity transmitted in
a specified sequence
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packet
format of aggregated bits transmitted in a specified sequence across the physical medium

3.1.6

personal operating space
space of typically about 10 m around a person or an object, no matter whether this person or
object is stationary or in motion

3.1.7

protocol data unit
unit df data exchanged between two peer entities

3.1.8

WIiBEEM end device
WIBHEM device acting as the leaf device of a mesh network

3.1.9

WIiBEEM mesh co-ordinator
WIBHEM device acting as the principal controller of a mesh network

Note 1

3.1.1

to entry: A WIiBEEM mesh network has exactly one WiBEEM mesh eo3ordinator.

D

WiBEEM routable co-ordinator
WiIBHEM device acting as the router of a mesh network

3.11
wirel
medi
layer

3.2

The following acronyms and.abbreviations are used in this standard and commonly us

other

AES
ARQ
BO

BOP

(
pss medium

Im used to implement the transfer of, protocol data units (PDUs) between peer ph
(PHY) entities of a low-rate wireless:mesh network

Abbreviations

industry publications.

Advanced Encryption Standard
Automatic)Request-Response
Beacon Order

Beacon Only Period

BTTSL Beacon Transmit Time Slot Length

CAP
ID
MIB
NAA
PDU
PQP
QoS
RAP
WED

Contention Access Period

sical

ed in

Identifier

Management Information Base
Next Address Available

Protocol Data Unit

Prioritised QoS Period

Quality of Service
Reservation-Based Access Period
WIBEEM End Device

WIiBEEM Wireless Beacon-enabled Energy Efficient Mesh network
WMC WIBEEM Mesh Co-ordinator
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WIBEEM Routable Co-ordinator

Conventions

2014

All the italicised words used in this standard represent relevant constants defined and stored
in the MIB (management information base) of each layer.

4 Conformance

A WIBEEM device that claims conformance to this part of ISO/IEC 29145 shall implement all

the p
WRC
ISO/I
of IS
5.3.3

5 (

Claug
funct

6 N

6.1
This

mang
provi

Cons
text d
prefix

6.2
6.2.1

The N
NWK

- M
- N

rimitives that are specified in 6.2. Each WIBEEM device shall be able to act as a WMC, a

and a WED. When operating in the role of a WMC it shall act as specified in 5,3
FC 29145-1:2014, when operating in the role of a WRC, it shall act as specified\in
D/IEC 29145-1:2014, and when operating in the role of a WED, it shall act as’specif
of ISO/IEC 29145-1.

)verview of the WiBEEM technology

e 5 of ISO/IEC 29145-1:2014 presents an overview of the WiBEEM technology an|
onalities of the WIiBEEM devices.

WK layer specifications

General
clause specifies the NWK layer of this<standard. The NWK layer handles ne

Hed by the WiBEEM NWK layer.

f this clause in italics. Constants have a general prefix of “a”. Attributes have a ge¢
of “mac”.

NWK layer service specifications

Overview

layer provides two services, accessed through two SAPs:

AC data“service, accessed through the NWK layer data SAP (NLDE-SAP); and
WK management service, accessed through the NLME-SAP.

N\WK layer services provide an interface between the NWK layer and the APP layer]

.2 of
533
ed in

d the

twork

gement, message broker and routing. This clause specifies the services that shall be

fants and attributes that are specified and maintained by the MAC layer are written In the

neral

The

Figure 1 depicts the elements and interfaces of NWK Tayer.
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NLDE-DATA.confirm
NLDE-DATA.indication

| NLDE-DATA.request |

NLME-WIiBEEM-DISCOVERY.request
NLME-WRC-OPERATING.request
NLME-ALLOW-JOINING.request
NLME-SET-SUPERFRAME.request
NLME-JOIN.request
NLME-DETERMINED-JOIN.request
NLME-LEAVE.request
NLME-RESET.request
NLME-SYNC.request
NLME-READ-NIB.request
NLME-WRITE-NIB.request

A

NLME-WIiBEEM-DISCOVERY.confirm
NLME-WRC-OPERATING.confirm
NLME-ALLOW-JOINING.confirm
NLME-SET-SUPERFRAME.confirm
NLME-JOIN.confirm
NLME-JOIN.indication
NLME-DETERMINED-JOIN.confirm
NLME-LEAVE.confirm
NLME-LEAVE.indication
NLME-RESET.confirm
NLME-SYNC.confirm
NLME-SYNC.indication
NLME-READ-NIB.confirm
NEME-WRITFE-NIB-confirm——

_k AV

Nex

igher Layer|Entity

NLDE-SAP[®

*INLME-SAP

NLDE

MLDE-SAP —_—

MAC Layer Entity

—

NLME

nwkBCSN
nwkPassiveAckTimeout:
nwkMaxBroadcastRetries
nwkMaxChildren
nwkMaxDepth
nwkMaxRouters
nwkNeighborFable
nwkNetworkBroadcastDeliveryTime
nwkReportConstantCost

[ NIB ]

MLME-SAP

Y

nwkRouteTable
nwkSecureAllFrames
nwkSecurityLevel
nwkSymLink
nwkCapabilityformation
wakeupSuperframePeriod

Figure 1 — NWK layer structure

6.2.2 NWK data service

6.2.2|1 Overview

nwkRouteDiscoveryRetriesPermitted

The NWK layer data entity SAP (NLDE-SAP) supports the transport of application prgtocol
data bnits (APDUs) between peerj application entities.

6.2.2|2 NLDE-DATA.request

6.2.2{2.1 Function

This primitive requests the transfer of a data PDU (NSDU) from the local Application [layer
entity| to a single, ar multiple peer application layer entities.

6.2.2|12.2 Semantics of the service primitive

The gemantics of this primitive is as follows:

DE-DATA.request  (
DstAddr,
NsdulLength,
Nsdu,
NsduHandle,
BroadcastRadius,
DiscoverRoute,
SecurityEnable

)
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Table 1 specifies the parameters for the NLDE-DATA.request primitive.

Table 1 — NLDE-DATA.request parameters

2014

Name Type Valid range Description
. . The network address of the entity or entities to
DstAddr Device address | Specified by the DstAddr which the NSDU is being transferred.
. . The number of octets comprising the NSDU
NsdulLength integer <nwkcMaxPayloadSize to be transferred.
Nedil Set Of Octets _ The set of octets comprising the NSDU to be
fransterred.
. The handle associated with the NSDUYo He
NsduHandle integer 0x00 to Oxff transmitted by the NWK layer entijty:
. . The distance, in hops, that a broadcast frgme
BroaficastRadius integer 0x00 to Oxff will be allowed to travel through the netwdrk.
The DiscoverRoute parameter may be usdd to
enable route discovery-operations for the fransit
f this f .
Dis¢overRoute Boolean TRUE or FALSE o7 this frame
TRUE = enablefroute discovery
FALSE = disable route discovery
The SecurityEnable parameter may be us¢d
Secuyrity enable Boolean TRUE or FALSE to enable NWK layer security processing fpr
the current frame.

6.2.2

This
be trd

6.2.2

On rgceipt of this primitive on aldevice that is not currently associated, the NWK laye

issue

Onr
suppl

If, du
of the

6.2.2

2.3 When generated

brimitive is generated by a local APS sublayer entity whenever a data PDU (NSDU
nsferred to a peer APS sublayer entity.

2.4 Effect on receipt

an NLDE-DATA.confirm primitive with a status of INVALID_REQUEST.

bceipt of this primitive, the NLDE first constructs an NPDU in order to transm
ied NSDU.

Fing processing, the NLDE issues the NLDE-DATA.confirm primitive prior to transmi
NSDU ,all further processing is aborted.

3 NLDE-DATA.confirm

is to

r will

t the

ssion

6.2.2.3.1 Function

This primitive reports the results of a request to transfer a data PDU (NSDU) from a local APS

subla

yer entity to a single peer APS sublayer entity.

6.2.2.3.2 Semantics of the service primitive

The semantics of this primitive is as follows:

NLD

E-DATA.confirm (
NsduHandle,
Status

)

Table 2 specifies the parameters for the NLDE-DATA.confirm primitive.
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Table 2 - NLDE-DATA.confirm parameters

Name Type Valid range Description

nsduH

The handle associated with the
andle (Integer 0x00 to Oxff NSDU being confirmed.

Status

SUCCESS, TRANSACTION_OVERFLOW,

TRANSACTION_EXPIRED,
CHANNEL_ACCESS_FAILURE,

INVALID_GTS, NO_ACK, The status of the corresponding

Enumeration ;N AVAICABLE_KEY, request.

ERAME _TOO 1 AL
TNV _ TOOU_CUING;

FAILED_SECURITY_CHECK,
or INVALID_PARAMETER

6.2.2

This
DATA

6.2.2
On rdg

its re
be se

6.2.2
6.2.2

This
APS

6.2.2.

The gemantics of this primitive is as follows:

NLOE-DATA.indicationy™ (

Tablg 3\$pecifies the parameters for the NLDE-DATA.indication primitive.

3.3 When generated

primitive is generated by the local NLDE in response to the_reception of an N
.request primitive.

34 Effect on receipt

quest to transmit. If the transmission attempt was(successful, the status paramets

t to SUCCESS. Otherwise, the status parameteriwill indicate the error.

4 NLDE-DATA.indication

41 Function

primitive indicates the transfer of @,data PDU (NSDU) from the NWK layer to the

sublayer entity.

@.2 Semantics of theservice primitive

SrcAddress,
NsdulLength,
Nsdu,
LinkQuality

)

LDE-

ceipt of this primitive the APS sublayer of the initiating-device is notified of the redqult of

r will

local
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Table 3 — NLDE-DATA.indication parameters

2014

Name Type Valid range Description

SrcAddre 16-bit Device |[Any valid device address |The individual device address from which the NSDU

originated.
address Except the broadcast
Address

NsduLength finteger <nwkcMaxPayloadSize The number of octets comprising the NSDU being
indicated.

Nsdu Set of Object - The set of octets comprising the NSDU being indicated.

LinkQuality |[Integer 0x00 to Oxff The link quality indication delivered by the MAC on receipt
OT tNIS Trame as a parameter or the MIAU-UDATA.INAICY tion
primitive.

6.2.2(4.3 When generated

This Jprimitive is generated by the NLDE and issued to the APS sublayer on receipt pf an

apprgpriately addressed data frame from the local MAC sublayer entity.

6.2.2|4.4 Effect on receipt

On rgceipt of this primitive the APS sublayer is notified of the.atrival of data at the device|.

6.2.3 NWK management service

6.2.3{1 Overview

The NWK layer management entity SAP (NLME-SAP) allows the transport of managgment

commands between the next higher layer and“the NLME. Table 4 summarises the primijitives

supported by the NLME through the NLME-SAP interface. See the following subclausgs for

more|details on the individual primitives;

Table 4 — Summary of primitives used by NWK layer
Name Request Indication Response Confirm

NLME|WiIBEEM-DISCOVERY o o

NLMEWRC-OPERATING (0] (0]

NLMEJALLOW-JOINING o o

NLMEFWRITE-NIB-SUPERFRAME (0] (0]

NLME}JOIN o o o

NLME}DETERMINED-JOIN (0] (0]

NLME}LEAVE o o o

NLME-RESET (0] (0]

NLME-SYNC o o o

NLME-READ-NIB (0] (0]

NLME-WRITE-NIB o o

6.2.3.2 Network discovery

The NWK layer management entity SAP (NLME-SAP) supports the discovery of operating
networks. The primitives employed in network discovery are the NLME-NETWORK-

DISC

OVERY primitives.
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6.2.3.3 NLME-WiBEEM-DISCOVERY.request

6.2.3.3.1 Function

This primitive allows the next higher layer to request that the NWK layer discover networks
currently operating within the POS.

6.2.3.3.2 Semantics of the service primitive

The semantics of this primitive is as follows:

NLME-WIBEEM-DISCOVERY.request (

Tablg

ScanChannels,
ScanDuration

)
5 specifies the parameters for the NLME- WIiBEEM-DISCOVERY.request primitive.

Table 5 — NLME-NETWORK-DISCOVERY.request parameters

channel.

The time spent scanfiing/each channel is (aBaseSuperframeDura
(2n + 1)) symbols,where n is the value of the ScanDuration paran
For more information on MAC subayer scanning.

Name Type Valid range Description
Scan(hannels [Bitmap 32 bit field The five most significant bits (b, ,bs,) are reserved. The 27 least
significant bits (by, by, ... b,g) indicate’ which channels are to be
scanned (1 = scan, 0 = do not scan) for each of the 27 valid chanpels.
ScanQuration [Integer 0x00 to Ox0e |A value used to calculate the€ length of time to spend scanning eafh

ion *
heter.

6.2.3
This

requd
(POS

6.2.3

On rgceipt of this primitive, the NWK will attempt to discover networks operating withi

devic]
perio

6.2.3
6.2.3

3.3 When generated

primitive is generated by the néxt higher layer of a device and issued to its NLN
st the discovery of networks: operating within the device's personal operating

).

3.4 Effect on receipt

e’s POS by scanhing over the channels specified in the ScanChannels argument fg
H specified inithe ScanDuration parameter.

4 NLME-WIiBEEM-DISCOVERY.confirm

41 Function

NE to
pace

h the

r the

This primitive reports the results of a network discovery operation.

6.2.3.4.2 Semantics of the service primitive

The semantics of this primitive is as follows:

NLME-WIBEEM-DISCOVERY.confirm (

NetworkCount,
NetworkDescriptor,
Status

)

Table 6 below describes the arguments of the NLME-WIBEEM-DISCOVERY .confirm primitive.
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Table 6 — NLME-WIiBEEM-DISCOVERY.confirm paramters
Name Type Valid range Description
NetworkCount Integer 0x00 to Oxff Gives the number of networks discovered by the
search.
NetworkDescription |List of network |The list contains the A list of descriptors, one for each of the

ailed

Status Enumeration SUCCESS, NO_BEACON, [Result of scan request
or INVALID_PARAMETER
Tablg 7 gives a detailed account of the content of a network descriptory\fron] the
NetwprkDescriptor parameter.
Table 7 — Network descriptor information fields
Name Type Valid range Description

MeshID Integer 0x0000 to Oxffff The 16-bit Meshdidentifier of the discovergd
network.

LogicgdlChannel Integer Selected from the available |The currefit'logical channel occupied by tHe

logical channels supported [network.
by the PHY

StackProfile Integer 0x00 to OxOf AYWIBEEM stack profile identifier indicating the
stack profile in use in the discovered netwjrk.

WiIiBEEMVersion Integer 0x00 to 0xOf The version of the WIiBEEM protocol in usg in
the discovered network.

BeaconOrder Integer 0to 15 This specifies how often the MAC sublayer begcon is
to be transmitted by a given device on the network.
For a discussion of MAC sublayer beacon ordgr.

SuperffameOrder Integer 0-BO or 15 For beacon-oriented networks, i.e. beacon order <15,
this specifies the length of the active period of the
superframe. For a discussion of MAC sublayer]
superframe order.

Permitjoining Boolean TRUE or FALSE A value of TRUE indicates that at least one WRC on
the network currently permits joining, i.e. its NWK has
been issued an NLMEPERMIT-JOINING primifive
and the time limit, if given, has not yet expired.

SecurifyLevel lnteger 0x00 to 0x07 The security level in use on the discovered netvork.

6.2.3{4.3 When generated

This primitive is generated by the NLME and issued to its next higher layer on completion of

the discovery task initiated by an NLME-WIBEEM-DISCOVERY.request primitive.

6.2.3.4.4

Effect on receipt

On receipt of this primitive, the next higher layer is notified of the results of a network search.

6.2.4

6.2.4.1

Network formation

Overview

This set of primitives defines how the next higher layer of a device can initialise itself as the
WMC of a new network.
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6.2.4.2 NLME — WRC - OPERATING.request
6.2.4.2.1 Function

This primitive allows the next higher layer to request that the device start a new network with
itself as the WMC.

6.2.4.2.2 Semantics of the service primitive
The semantics of this primitive is as follows:

NLME-WRC-OPERATING.request (

ScanChannels,
ScanDuration,
BeaconOrder,
SuperframeOrder,
MeshlD,
BatteryLifeExtension,
BTTSL,
MaxBeaconTxNumber,
Profile ID

)
Tablg 8 specifies the parameters for the NLME-WRC-OPERATING.request primitive.

Table 8 — NLME-WRC-OPERATING.request parameters

Name Type Valid range Description

Scan(hannels Bitmap 32-bit field The five-most significant bits (b, ... ,b;,) are reserved The
27 least significant bits (b,, by, ... byg) indicate which
channels are to be scanned in preparation for starting f
network (1 = scan, 0 = do not scan) for each of the 27 palid
channels.

ScanQuration Integer [0to 14 A value used to calculate the length of time to spend
scanning each channel. The time spent scanning each
channel is (aBaseSuperframeDuration* (2n + 1)) symb
where n is the value of the ScanDuration parameter.

S,

BeaconOrder Integer 0 to"15 The beacon order of the network that the higher layers|wish
to form.
SuperframeOrder Integer. 0 to BO or 15 The superframe order of the network that the higher layers

wish to form.

Meshlp Integer  [0x0000 to Oxffff The 16-bit mesh identifier of the discovered network.

BatteryLifeExtensien™ |Boolean [TRUE or FALSE If this value is TRUE, the NLME will request that the WMC is
started supporting battery life extension mode. If this vplue
is FALSE, the NLME will request that the WMC is startgd
without supporting battery life extension mode.

BTTS BYTE 0x00 to Oxff The length of the beacon transmission time slot. This Malue
can be calculated by adding the size of the beacon and the
BeaconTxMargin.

MaxBeaconTxNumber [BYTE 0x00 to Oxff The maximum number of beacons transmitted.

Profile ID BYTE 0x00 to Oxff The number that specifies its corresponding application. A
different application program is running based on this value.

6.2.4.2.3 When generated

This primitive is generated by the next higher layer of a WMC-capable device and issued to its
NLME to request the initialisation of itself as the WMC of a new network.
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6.2.4.2.4 Effect on receipt

On receipt of this primitive by a device that is not capable of being a WMC of a network, the
NLME issues the NLME-NETWORK-FORMATION.confirm primitive with the status parameter
set to INVALID_REQUEST.

6.2.4.3 NLME-WRC-OPERATING.confirm
6.2.4.3.1 Function

This primitive reports the results of the request to initialise a WMC in a network.

6.2.4|3.2 Semantics of the service primitive

The gemantics of this primitive is as follows:

NLUME-NETWORKFORMATION.confirm (
Status

)

Tablg 9 specifies the parameters for the NLME-NETWORK-FORMATION.confirm primitiv

W

Table 9 — NLME-NETWORK-FORMATION.confirm parameters

Name | Type Valid range Description
Status  |Status INVALID_REQUEST, STARTUP_FAILURE er any status value The result of the attenjpt to
returned from the MLME-START.confirm,primitive. initialise a WMC.

6.2.4{3.3 When generated

This primitive is generated by the NLME and issued to its next higher layer in response [to an
NLME NETWORK-FORMATION.request primitive. This primitive returns a status valye of
INVALID_REQUEST, STARTUPLFAILURE or any status value returned from the MLME
START.confirm primitive.

6.2.4|3.4 Effect onreceipt

On receipt of this_primitive, the next higher layer is notified of the results of its requgst to
initialise the devieeras a WMC. If the NLME has been successful, the status parameter will be
set td SUCCESS:-Otherwise, the status parameter indicates the error.

6.2.5 Allowing devices to join

6.2.5-+—©Overview

This primitive defines how the next higher layer of a WMC or WRC can request that devices
be permitted to join its network.

6.2.5.2 NLME-ALLOW-JOINING.request
6.2.5.2.1 Function

This primitive allows the next higher layer of a WMC or WRC to set its MAC sublayer
association permit flag for a fixed period during which it may accept devices onto its network.

6.2.5.2.2 Semantics of the service primitive

The semantics of this primitive is as follows:
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NLME-ALLOW-JOINING.request (
PermitDuration

)

Table 10 specifies the parameters for the NLME-ALLOW-JOINING.request primitive.

Table 10 — NLME-ALLOW-JOINING.request

Valid sl
Name Type range Description
PermitDuration |Integer 0x00 to The length of time in seconds during which the WMC or WRC will allow
Oxff associations. The values 0x00 and Oxff indicate that permission is digabled
or enabled, respectively, without a specified time limit.

6.2.5|2.3 When generated

This primitive is generated by the next higher layer of a WMC or WRC andyissued to its NLME
whengever it is desired to allow devices to join its network.

6.2.5(2.4 Effect on receipt

It is pnly permissible that the next higher layer of a WMC ‘er"WRC issue this primitivg. On
receipt of this primitive by the NWK layer of a WED, the))NLME-PERMIT-JOINING.cgnfirm
primitive returns a status of INVALID_REQUEST.

6.2.5|3 NLME-ALLOW-JOINING.confirm
6.2.5(3.1 Function

This primitive allows the next higher layer«af a WMC or WRC to be notified of the results|of its
request to permit the acceptance of devices onto the network.

6.2.5(3.2 Semantics of the service primitive

The gemantics of this primitiye)s as follows:

NLME-ALLOW-JOINING:confirm (
Status
)

Tablg 11 specCifies the parameters for the NLME-ALLOW-JOINING.confirm primitive.

Table 11 — NLME-ALLOW-JOINING.confirm parameters

Name Type Valid range Description

Any status returned from the MLME-SET.confirm The status of the corresponding

Status [Status g
primitive request.

6.2.5.3.3 When generated

This primitive is generated by the initiating NLME of a WMC or WRC and issued to its next
higher layer in response to an NLME-PERMIT-JOINING.request. The status parameter either
indicates the status received from the MAC sublayer or an error code of INVALID_REQUEST.
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6.2.5.3.4 Effect on receipt

On receipt of this primitive, the next higher layer of the initiating device is notified of the
results of its request to permit devices to join the network.

6.2.6 Begin as a router
6.2.6.1 Overview

This set of primitives allows a WRC that is newly joined to a network to setup its superframe
configuration. It may also be used by a WMC or WRC to reconfigure its superframe.

6.2.6(2 NLME-SET-SUPERFRAME.request
6.2.6(2.1 Function

This primitive allows the next higher layer of a WRC to initialise or changglits super;Irame
configuration. It also allows the next higher layer of a WMC to changeé’ its superframe
configuration.

6.2.6{2.2 Semantics of the service primitive

The gemantics of this primitive is as follows:

NLME-SET-SUPERFRAME.request (

BeaconOrder,
SuperframeOrder,
BatteryLifeExtension

)

Tablg 12 specifies the parameters for NLME-SET-SUPERFRAME.request.

Table 12 - NLME-SET-SUPERFRAME.request parameters

Name Type Valid range Description
BeaconOrder Integer 0t 15 The beacon order of the network that the higher layers wigh to
form.
SuperframeOrder Integer,\."[0 to BO or 15 The superframe order of the network that the higher layerq wish
to form.
BatteryLifeExtension.|Beolean [TRUE or FALSE |If this value is TRUE, the NLME will request that the WMClis

started supporting battery life extension mode. If this valug is
FALSE, the NLME will request that the WMC is started without
supporting battery life extension mode.

6.2.6.2.3 When generated

This primitive is generated by the next higher layer of a new device and issued to its NLME to
request the initialisation of itself as a WRC. It may also be issued to the NLME of a device
that is already operating as a WMC or WRC to adjust the configuration of its superframe.

6.2.6.2.4 Effect on receipt

On receipt of this primitive by a device that is not already joined to a network as a WRC, the
NLME issues the NLME-START-ROUTER.confirm primitive with the Status parameter set to
INVALID_REQUEST.

To initialise a new superframe configuration or to reconfigure an already existing one, the
NLME issues the MLME-START.request primitive to the MAC sublayer. The
CoordRealignment parameter in the MLME-START.request primitive is set to FALSE if the


https://iecnorm.com/api/?name=b06558fbc16137365868ed387defab16

ISO/IEC 29145-3 © ISO/IEC 2014 -19 -

primitive is issued to initialise a new superframe. The CoordRealignment parameter is set to
TRUE if the primitive is issued to change any of the PAN configuration attributes.

6.2.6.
6.2.6.

3 NLME-SET-SUPERFRAME.confirm

3.1 Function

This primitive reports the results of the request to initialise or change the superframe
configuration of a WRC. If the device is a WMC, then the primitive reports the results of the

reque

st to change the superframe configuration.

6.2.6

The o

NLME-SET-SUPERFRAME.confirm (

Tablg

372 Semantics of the service primitive

emantics of this primitive is as follows:

Status
)

13 specifies the parameters for NLME-SET-SUPERFRAME.confirm.

Table 13 — NLME-SET-SUPERFRAME.confirm-parameters

Namel

Type Valid range Description

StatuJ

INVALID_REQUEST or any status value returned from the MLME- |The result of the attempt to

Status ISTART confirm primitive. initialise a WMC.

6.2.6
This

NLME
INVA

6.2.6

On rTceipt of this primijtive, the next higher layer is notified of the results of its reque
lise or change the“superframe configuration of a WRC or to change the superframe

initia
confi
SUC(

6.2.7

6.2.7

3.3 When generated

pbrimitive is generated by the NLME>and issued to its next higher layer in response
F-SET-SUPERFRAME.request ptimitive. This primitive returns a status valy

3.4 Effect on receipt

juration of a WMC. If the NLME has been successful, the status parameter will be
CESS. Otherwise, the status parameter indicates the error.

Joining a network

1 Overview

| ID REQUEST or any statuswalue returned from the MLME-START.confirm primitie.

to an
e of

st to

et to

This set of primitives defines how the next higher layer of a device can

e request to join a network through association,

e request to join a network directly,

e request to re-join a network if orphaned.

6.2.7.2 NLME-JOIN.request

6.2.7.2.1 Function

This primitive allows the next higher layer to request to join a network either through
association or directly, or to re-join a network if orphaned.
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6.2.7.2.2 Semantics of the service primitive

The semantics of this primitive is as follows:

NLME-JOIN.request (

Meshid,
JoinAsRouter,
RejoinNetwork,
ScanChannels,
ScanDuration,
PowerSource,

)

Tablg 14 specifies the parameters for the NLME-JOIN.request primitive.

Table 14 — NLME-JOIN.request parameters

Name Type Valid range Description

MeshlPp Integer  [0x0000 to Oxffff [Network 16-bit mesh ID

JoinAgRouter Boolean |TRUE or FALSE ([The parameter is TRUE if the_device is attempting to join the
network in the capacity of aWRC. It is FALSE otherwise. The
parameter is valid in requésts to join through association and
ignored in requests to join)directly or to re-join through orpharjing.

RejoinNetwork |Boolean |[TRUE or FALSE |The parameter is TRUE if the device is joining directly or rejoiping
the network using the orphaning procedure. The parameter is
FALSE if the device is requesting to join a network through

associationg
Scan(hannels Bitmap 32-bit field The five_most significant bits (by7, ... ,bs¢) are reserved. The 2f
least significant bits (bo, b1, ... bys) indicate which channels arg to

be scanned (1 = scan, 0 = do not scan) for each of the 27 valif
channels. This parameter is ignored for requests to join through
association.

ScanQuration Integer 0to 14 A value used to calculate the length of time to spend scanning each
channel. The time spent scanning each channel is
(aBaseSuperframeDuration * (2n + 1)) symbols, where n is the
value of the ScanDuration parameter.

PowenSource Integer 0x00 to 0x01 This parameter becomes a part of the Capabilitylnformation
parameter passed to the MLME-ASSOCIATE.request primitiveg that
is generated as the result of a successful executing of a NWK]join.
The values are:

0x01 = mains-powered device.
0x00 = other power source.

RxOn\Vhenldlex[Integer 0x00 to 0x01 This parameter indicates whether the device can be expected|to
receive packets over the air during idle portions of the active
portion of its superframe. The values are:

UXUT = The receiver Is enabled when the device Is 1dle.
0x00 = The receiver may be disabled when the device is idle.

6.2.7.2.3 When generated

The next higher layer of a device generates this primitive to request to join a new network
using the MAC sublayer association procedure, to join a new network directly using the MAC
sublayer orphaning procedure or to locate and re-join a network after being orphaned.

6.2.7.2.4 Effect on receipt

JOIN-confirm primitive with the status parameter set to INVALID_REQUEST. On receipt of
this primitive by a device that is not currently joined to a network, the device attempts to join
the network specified by the Meshld parameter.
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6.2.7.
6.2.7.

3 NLME-JOIN.indication

3.1 Function

This primitive allows the next higher layer of a WMC or WRC to be notified when a new device

has s

uccessfully joined its network by association.

6.2.7.3.2 Semantics of the service primitive

The semantics of this primitive is as follows:

NLM

E-JOIN.indication (

Tablg

ShortAddress,
ExtendedAddress,
Capabilitylnformation

)

15 specifies the parameters for the NLME-JOIN.indication primitive.

Table 15 — NLME-JOIN.indication parameters

Name Type Valid range Description

ShortAddress Network 0x0000 to Oxffff [The networksaddress of an entity that has begn
address added to the network.

ExtendledAddress 64-bit IEEE 64-bit, IEEE The 64-bit’ IEEE address of an entity that has |been
address address added/to the network.

Capalilitylnformation Bitmap - Specifies the operational capabilities of the jojning

device.
6.2.7|3.3 When generated

This
on sy

6.2.7

brimitive is generated by the NLME0f a WMC or WRC and issued to its next higher

3.4 Effect on receipt

ccessfully adding a new deviceto the network using the MAC association procedurs.

layer

On rgceipt of this primitive, the next higher layer of a WMC or WRC is notified that 4 new
devicke has joined its network.

6.2.7(4 NLME-JOIN.confirm

6.2.7{4.1 Function

This primitive allows the next higher layer to be notified of the results of its request to join a
network:

6.2.7.4.2 Semantics of the service primitive

The semantics of this primitive is as follows:

NLME-JOIN.confirm (

Meshld,
Status

)

Table 16 specifies the parameters for the NLME-JOIN.confirm primitive.
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Table 16 — NLME-JOIN.confirm parameters

Name Type Valid range Description

MeshID [Integer 0x0000 to Oxffff The mesh identifier from the NLME-
JOIN.request to which this is a confirmation.
The 2 highest-order bits of this parameter are
reserved and should be set to 0.

Status Status INVALID_REQUEST, NOT_PERMITTED [The status of the corresponding request.
or any status value returned from the
MLME-ASSOCIATE.confirm primitive or
the MLMESCAN.confirm primitive.

6.2.7|4.3 When generated

This [primitive is generated by the initiating NLME and issued to its next Higher layer in
respgnse to an NLME-JOIN.request primitive. If the request was succes$sful, the gtatus
parameter indicates a successful join attempt. Otherwise, the status parameter indicat¢s an
error|code of INVALID_REQUEST, NOT_PERMITTED or any status value-peturned from gither
the MLME-ASSOCIATE.confirm primitive or the MLME-SCAN.confirm primitive.

6.2.7|4.4 Effect on receipt

On regceipt of this primitive, the next higher layer of the dnitiating device is notified qf the
resul{s of its request to join a network using the MAC sublayer association procedure, tp join
directly using the MAC sublayer orphaning procedure jordo re-join a network once it has|been
orphgned.

6.2.8 Joining a device directly to a network
6.2.81 Overview

This et of primitives defines how the.néext higher layer of a WMC or WRC can requgst to
direcily join another device to its network.

6.2.8]2 NLME-DETERMINED-=JOIN.request
6.2.8(2.1 Function

This [primitive allows(the next higher layer of a WMC or WRC to request to directly join
another device to jts.network.

6.2.8|2.2 Semantics of the service primitive

The gemantics of this primitive is as follows:

NLME-DETERMINED-JOIN.request (
DeviceAddress,
Capabilitylnformation

)

Table 17 specifies the parameters for the NLME-DETERMINED-JOIN.request primitive.

Table 17 — NLME-DETERMINED-JOIN.request parameters

Name Type Valid range Description

DeviceAddress 64-bit IEEE address 64-bit, IEEE address |The IEEE address of the device to be
directly joined.

Capabilitylnformation  [Bitmap - The operating capabilities of the device
being directly joined.
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Table 18 illustrates the formatting of the Capabilitylnformation parameter.

Table 18 — Capability information parameter format

Bits:0 1 2 3 4-5 6 7
Alternative mesh . Power . . Reserved Security Reserved
. Device type Receive on when idle o
co-ordinator source capability

6.2.8.2.3 When generated

The 1
to its

6.2.8
Onr

ext higher layer of a WMC or WRC generates this primitive to add a new device (di
network. This process is completed without any over the air transmissions.

2.4 Effect on receipt

bceipt of this primitive, the NLME will attempt to add the device “specified b

rectly

y the

DevigeAddress parameter to its neighbour table. The Capabilitylnformration parameter will
contdin a description of the device being joined. The alternate WMC pit is set to 0 in WIiBEEM
v1.0.|The device type bit is set to 1 if the device is a WRC or to Qif;it is an end devicel The
powelr source bit is set to 1 if the device is receiving power from-the alternating current mains
or to|0 otherwise. The receiver on when idle bit is set to 1 if-the device does not disable its
receiyer during idle periods or to 0O otherwise. The securityscapability bit is set to 1 |f the
device is capable to secure operation or to 0 otherwise.
6.2.8{3 NLME-DETERMINDE-JOIN.confirm
6.2.8{3.1 Function
This primitive allows the next higher layer of'a*"WMC or WRC to be notified of the results|of its
request to directly join another device to itssnetwork.
6.2.8{3.2 Semantics of the seryvice primitive
The demantics of this primitive is;as follows:
LME-{ DETERMINED-JOIN.confirm (

DeviceAddress,

Status

)
Tablg 19 specifies'the parameters for the NLME-DIRECT-JOIN.confirm primitive.

Table 19 — NLME-DETERMINED-JOIN.confirm parameters
Name Type Valid range Description
DeviceAddress |64-bit IEEE [64-bit, IEEE address The 64-bit IEEE address in the request to which this is
address a confirmation.
Status Status SUCCESS, The status of the corresponding request.
ALREADY_PRESENT,
TABLE_FULL

6.2.8.3.3 When generated

This primitive is generated by the initiating NLME and issued to its next higher layer in
response to an NLME-DIRECT-JOIN.request primitive. If the request was successful, the
status parameter indicates a successful join attempt. Otherwise, the status parameter
indicates an error code of ALREADY_PRESENT or TABLE_FULL.
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6.2.8.3.4 Effect on receipt

On receipt of this primitive, the next higher layer of the initiating device is notified of the
results of its request to directly join another device to a network.

6.2.9 Leaving a network
6.2.9.1 Overview

This set of primitives defines how the next higher layer of a device can request to leave or
request that another device leaves a network.

6.2.9(2 NLME-LEAVE.request
6.2.9(2.1 Function

This [primitive allows the next higher layer to request that it or another device leavep the
network.

6.2.9{2.2 Semantics of the service primitive
This semantics of this primitive is as follows:

LME}LEAVE.request (
DeviceAddress

)
Tablg 20 specifies the parameters for the NLME-LEAVE.request primitive.

Table 20 — NLME-LEAVE.request parameters

Name Type Valid range Description

Device 64-bit IEEE address The 64-bit IEEE address of the entity to be removed from {he

DevicgAddress address network or NULL if the device removes itself from the network.

6.2.9|2.3 When generated
The next higher layer ofia’'device generates this primitive to request to leave the networkl. The

next higher layer of aWWMC or WRC may also generate this primitive to remove a device| from
the network.

6.2.9|2.4 Effect on receipt

On regceipt of this primitive by the NLME of a device that is not currently joined to a network,
the NLME issues the NLME-LEAVE.confirm primitive with a status of INVALID_REQUEST. On
receiptof this primitive by the NEME of a devite thatis currentty jomed to a network and with
the DeviceAddress parameter equal to NULL, the NLME issues the MLME-
DISASSOCIATE.request primitive to the MAC sub-layer.

6.2.9.3 NLME-LEAVE.indication
6.2.9.3.1 Function

This primitive allows the next higher layer of a device to be notified if that device has been
removed from the network by its parent

6.2.9.3.2 Semantics of the service primitive

The semantics of this primitive is as follows:
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NLME-LEAVE.indication (

DeviceAddress

)

Table 21 specifies the parameters for the NLME-LEAVE.indication primitive.

Table 21 — NLME-LEAVE.indication parameters

Name Type Valid range Description
DeviceAddress |Device 64-bit IEEE The 64-bit IEEE address of an entity that has removed itself from
address [address the network or NULL in the case that the device issuing the
primitive has been removed from the network by its parent.

6.2.9
This

on th
gene
it has
primi
primi
6.2.9

On rdg
that
the n
by it

6.2.9
6.2.9

This
anoth

6.2.9
The g
NLM

3.3 When generated

brimitive is generated by the NLME of a WMC or WRC and issued to its“next higher
e successful exit of one of that device’s associated children fromthe network. It is
ated by the NLME of a WRC or WED and issued to its next higher“layer to indicats
b been successfully removed from the network by its associated WRC or WMC.
ive is issued whenever the NLME received the MLME*DISASSOCIATE.indig
ive and for no other reason.

34 Effect on receipt
ceipt of this primitive, the next higher layer offasWMC or WRC is notified that a d
vas formerly associated with it has left the network. The primitive can also indicat

ext higher layer of WRC or WED is informedithat it has been removed from the ne
associated WRC or WMC.

4 NLME-LEAVE.confirm

4.1 Function

layer
also
e that
This
ation

vice
that
fwork

brimitive allows the next higher layer to be notified of the results of its request for itself or

er device to leave the metwork.

4.2 Semantics;of the service primitive
emantics of this-primitive is as follows:

E-LEAVE:confirm (
DeviceAddress,
Status

)

Table 22 specifies the parameters for the NLME-LEAVE.confirm primitive.

Table 22 - NLME-LEAVE.confirm parameters

DISASSOCIATE.confirm primitive.

Name Type Valid range Description
DeviceAddress |Device 64-bit IEEE address The 64-bit IEEE address in the
address request to which this is a
confirmation or null if the device
requested to remove itself from the
network.
Status Status INVALID_REQUEST, UNKNOWN_DEVICE |The status of the corresponding
or any status value returned from MLME- request.
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6.2.9.4.3 When generated

2014

This primitive is generated by the initiating NLME and issued to its next higher layer in
response to an NLME-LEAVE.request primitive. If the request was successful, the status
parameter indicates a successful leave attempt. Otherwise, the status parameter indicates an
error code of INVALID_REQUEST, UNKNOWN_DEVICE or any status value returned from the
MLME-DISASSOCIATE.confirm primitive.

6.2.9.4.4 Effect on receipt

On receipt of this primitive, the next higher layer of the initiating device is notified of the

resul

6.2.1
6.2.1

This
layer

6.2.1
6.2.1

This
opera

6.2.1

The g

NLM

This

6.2.1

This
reset

6.2.1

On rdg
subla

s-of its requestfor itself or another device toleave the network.

D Resetting a device
p.1  Overview

et of primitives defines how the next higher layer of a device can reguest that the
is reset.

.2 NLME-RESET.request
D.2.1 Function

primitive allows the next higher layer to request that the NWK layer performs a
tion.

D.2.2 Semantics of the service primitive

emantics of this primitive is as follows:

E-RESET.request (
)

brimitive has no parameters:

D.2.3 When generated

primitive is generated by the next higher layer and issued to its NLME to reques
of the NWK layer to its initial condition.

D.2.4 (Effect on receipt

ceipt of this primitive, the NLME issues the MLME-RESET.request primitive to the
yer with the SetDefaultMIB parameter set to TRUE.

6.2.10.3 NLME-RESET.confirm

6.2.10.3.1 Function

NWK

reset

t the

MAC

This primitive allows the next higher layer to be notified of the results of its request to reset

the N

WK layer.

6.2.10.3.2 Semantics of the service primitive

The semantics for this primitive are as follows:

NLME-RESET.confirm (

Status
)


https://iecnorm.com/api/?name=b06558fbc16137365868ed387defab16

ISO/IEC 29145-3 © ISO/IEC 2014 - 27 -

Table 23 specifies the parameters for this pr

imitive.

Table 23 — NLME-RESET.confirm parameters

Name | Type Valid range

Description

Status |Status

primitive

Any status value returned from the MLME-RESET.confirm

The result of the reset operation.

6.2.10.3.3 When generated

This primitive is generated by the NLME and issued to its next higher layer in response
NLME-RESET.request primitive. If the request was successful, the status parameter. indicates

a sugcessful reset attempt. Otherwise, th
DISABLE_TRX_FAILURE.

6.2.10.3.4 Effect on receipt

e status parameter indicates an enfor’ co

to an

le of

On rgceipt of this primitive, the next higher layer is notified of thesresullts of its requegst to

reset|{the NWK layer.

6.2.1D0.4 Network layer reset message sequence chart

Figure 2 illustrates the sequence of messages necessary for resetting the NWK layer.

WRC
APL

WRC WRC
NWEK MAC

NLME-RESET .request

NLME-RESET.confirm (SUCCESS)

MLME-EESET.request

MLME-RESET. confirm
(SUCCESS)

Clear internal
variables, empty
routing table, reset NIB

L L

Figure 2 — Message sequence chart for resetting the network layer

6.2.11 Receiver synchronisation

6.2.11.1 Overview

This set of primitives defines how the next higher layer of a device can synchronise with a

WMC or WRC and extract pending data from

it.


https://iecnorm.com/api/?name=b06558fbc16137365868ed387defab16

- 28 - ISO/IEC 29145-3 © ISO/IEC

6.2.11.2 NLME-SYNC.request

6.2.11.2.1 Function

2014

This primitive allows the next higher layer to synchronise or extract data from its WMC or

WRC

6.2.11.2.2 Semantics of the service primitive

The semantics of this primitive is as follows:

NLME=SY¥NE requcsSt (
Track
)
Tablg 24 specifies the parameters for this primitive.

Table 24 — NLME-SYNC.request parameters

Name| |Type Valid range Description
Track | [Boolean TRUE or FALSE \;\g;ether the synchronisation should be“maintained for future beacor}s or

6.2.1

This
or ch

6.2.1

If the

netw;trk, the NLME issues the MLME;POLL.request primitive to the MAC sublayer. On re
e corresponding MLME-<POLL.confirm primitive, the NLME issues the NLME-

of t
SYN(
SUCCE
devic|

1.2.3 When generated

brimitive is generated whenever the next higher layer wishes to achieve synchronis
pck for pending data at its WMC or WRC.

1.2.4 Effect on receipt

TRACK parameter is set to FALSE and the device is operating on a non-beacon en

L.confirm primitive with the._status parameter set to SUCCESS if the MAC primitive
ssful, or SYNC_FAILURE otherwise. If the TRACK parameter is set to FALSE an
e is operating on aybeacon-enabled network, the NLME first sets the macAutoRe

ation

abled
ceipt

was
d the
nuest
then
. The
et to

PIB gttribute in the MAC sublayer to TRUE by issuing the MLME SET.request primitive. I
issues the MLME-SYNEC.request primitive with the TrackBeacon parameter set to FALSE
NLME then issues the NLME-SYNC.confirm primitive with the status parameter s
SUCCESS.

6.2.11.3 ~‘NLME-SYNC.indication

6.2.11.31 Function

This primitive allows the next higher layer to be notified of the loss of synchronisation at the
MAC sublayer.

6.2.11.3.2 Semantics of the service primitive

The semantics of this primitive is as follows:

NLME-SYNC.indication ()
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