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INFORMATION TECHNOLOGY -
WIRELESS BEACON-ENABLED ENERGY EFFICIENT MESH NETWORK
(WIBEEM) STANDARD FOR WIRELESS HOME NETWORK SERVICES -

Part 2: MAC layer

FOREWORD

1) ISO (International Organization for Standardization) and IEC (International Electrotechnical Commission) form the
specialized system for worldwide standardization. National bodies that are members of ISO or IEC participate in
the development of International Standards. Their preparation is entrusted to technical committees; any ISO and

IHC member body interested in the subject dealt with may participate in this preparatory work. Internptional

ggvernmental and non-governmental organizations liaising with ISO and IEC also participate in this prepargtion.

2)

n| the field of information technology, ISO and IEC have established a joint technical committee, 1SO/IEC UTC 1.
aft International Standards adopted by the joint technical committee are circulated to national bodies for yoting.
Iblication as an International Standard requires approval by at least 75 % of the national badi€s casting a| vote.

VO

3) The formal decisions or agreements of IEC and ISO on technical matters express, @s nearly as possilple, an
infernational consensus of opinion on the relevant subjects since each technical cammittee has represeptation
frpm all interested IEC and ISO member bodies.

4) IHC, I1SO and ISO/IEC publications have the form of recommendations for ifiteérhational use and are acfepted
by IEC and ISO member bodies in that sense. While all reasonable €fforts are made to ensure tHat the
technical content of IEC, ISO and ISO/IEC publications is accurate, IEC or1SO cannot be held responsiple for
the way in which they are used or for any misinterpretation by any end user.

5) In| order to promote international uniformity, IEC and ISO member bodies undertake to apply IEC, 130 and
IJO/IEC publications transparently to the maximum extent pa§sible in their national and regional publicptions.
Any divergence between any ISO/IEC publication and the corresponding national or regional publfcation
should be clearly indicated in the latter.

6) 190 and IEC provide no marking procedure to indicate‘their approval and cannot be rendered responsiple for
anly equipment declared to be in conformity with an~[SO/IEC publication.

7) All users should ensure that they have the lateStedition of this publication.

8) N liability shall attach to IEC or ISO or its~directors, employees, servants or agents including individual gxperts
and members of their technical committees and IEC or ISO member bodies for any personal injury, ptoperty
ddamage or other damage of any nature Whatsoever, whether direct or indirect, or for costs (including legdl fees)
and expenses arising out of the publication of, use of, or reliance upon, this ISO/IEC publication or any other IEC,
10 or ISO/IEC publications.

9) Aftention is drawn to the hormative references cited in this publication. Use of the referenced publicat|ons is
inflispensable for the cotrect application of this publication.

10) Aftention is drawn, to\the possibility that some of the elements of this International Standard may be the sulyject of
patent rights. IS@_and IEC shall not be held responsible for identifying any or all such patent rights.

Internationah'Standard ISO/IEC 29145-2 was prepared by subcommittee 25: Interconngction
of information technology equipment, of ISO/IEC joint technical committee 1: Information
techrology.

The list of all currently available parts of the ISO/IEC 29145 series, under the general title
Information technology — Wireless beacon-enabled energy efficient mesh network (WIiBEEM)
for wireless home network services, can be found on the IEC web site.

This International Standard has been approved by vote of the member bodies, and the voting
results may be obtained from the address given on the second title page.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.
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INTRODUCTION

2014

This International Standard specifies the WiBEEM (Wireless Beacon-enabled Energy Efficient
Mesh network) protocol, which provides low-power-consuming mesh network functions by
enabling the “beacon mode operation”. WiBEEM is based on IEEE 802.15.4 standard with
additional upper layer protocols and a specific usage of the MAC layer protocol. Through the
novel use of beacons, WIiBEEM technology achieves longer battery life, larger network
support, quicker response, enhanced mobility and dynamic reconfiguration of the network
topology compared with other protocols such as ZigBee.

In the_beacon mode. Beacon information propagates over the entire mesh network n

durinfj the BOP (Beacon-Only Period) of the superframe structure without any g

confli

cts by utilising a smart beacon scheduling technique in the BOP. It also.pro

location information about moving devices without spending extra time running a)pesiti
and Ipcating algorithm by using RSSI (Received Signal Strength Indication). These fea

allow
ubiqy

One

BOP
be tr
Beca
in th
mang
Sche
syncl

For t
alloc
bit ag
that 4
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but 4
throu
requi

This
the W

the WIiBEEM protocol to be widely used for wireless home networkirservices i
itous network era.

bf the key features of the WIBEEM protocol is that it has a special time interval ¢

(Beacon-Only Period) in the superframe structure that allows\niore than two beaco
ansmitted. This unique time period is located at the _beginning of the Superf
ise the BOP does not use the CSMA/CA mechanism, the-hetwork will not work prd
b beacon mode unless an appropriate algorithm is~applied. This algorithm nee
ge and control multiple beacons in a single supéerframe. The solution is the Bg
duling method applied in the BOP to avoid< collisions among beacons, pro
ronisation among all the nodes of the entire mesh network.

e network layer, the NAA (Next Address Available) mechanism, which is a short ad

dress space. The NAA algorithm does not limit the maximum number of children 1
node of a mesh network can havéJSince the number of children nodes is unlimite
mechanism allows the WIiBEEM protocol to be used not only for home network ser

gh efficient use of short-address spaces, device mobility and end-to-end QoS
red.

part of the standardISO/IEC 29145 specifies the Medium Access Control (MAC) la
iBEEM protocol.

odes
acon
vides
bning
tures
N the

alled

ns to
ame.
perly
ds to
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iding

dress

tion algorithm, has been adopted to provide an efficient way of utilising the complefe 16-

odes
i, the
ices,

Iso for community services.*"WIBEEM can be used where high network expandability
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INFORMATION TECHNOLOGY -

WIRELESS BEACON-ENABLED ENERGY EFFICIENT MESH NETWORK
(WIBEEM) STANDARD FOR WIRELESS HOME NETWORK SERVICES -

Part 2: MAC layer

1 Scope

This

Energy Efficient Mesh network) protocol for wireless home network services that)suppd

low p

2 N

The f
are if
unda
amen

1ISO/I
mesh

IEEE
inforn
requi
Spec

3 Terms, definitions and abbreviations

3.1

For t
well 3

3.1.1
asso
servi

part of ISO/IEC 29145 specifies the MAC of the WIiBEEM (Wireless Beacon-en

ower-consuming wireless mesh network as well as device mobility and QoS!

ormative reference

pllowing documents, in whole or in part, are normatively referénced in this documen
dispensable for its application. For dated references, only-the edition cited applieg
ed references, the latest edition of the refereneced” document (including
dments) applies.

network (WIiBEEM) for wireless home network<services — Part 1: PHY layer

802.15.4:2003, /IEEE Standard for Information technology — Telecommunications
nation exchange between systems — kocal and metropolitan area networks — Sp
rements — Part 15.4: Wireless Medium Access Control (MAC) and Physical Layer
fications for Low-Rate Wireless Personal Area Networks (LR-WPANSs)

Terms and definitions

he purposes of this."document, the terms and definitions given in ISO/IEC 29145-
s the following apply.

ciation
e used to establish the membership of a device in a wireless mesh network

abled
rts a

t and
. For
any

FC 29145-1:2014, Information technology — Wireless beacon-enabled energy efficient

and
ecific
PHY)

3.1.2

co-ordinator
wireless device configured to provide synchronisation services through the transmission of
beacons

Note 1
(WIiBE

3.1.3

to entry: If a co-ordinator is the principal controller of a wireless mesh network, it is called the
EM Mesh Co-ordinator).

device
entity containing an implementation of the WIiBEEM applications, NWK, MAC and physical
interface to the wireless medium

WMC
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3.1.4
disassociation
service that removes an existing association

3.1.5

frame

data format of aggregated bits from a medium access control (MAC) layer entity transmitted in
a specified sequence

3.1.6
logical channel
abstract representation of a communications link independent of the physical implementation

Note 1| to entry: Defines "logical channel" as it is used this International Standard.

3.1.7
mobille device
device that uses network communications while in motion

3.1.8
orphaned device
devic that has lost its parent node with its associated mesh network

3.1.9
packgpt
format of aggregated bits transmitted in a specified sequence across the physical medium

3.1.1p
paylgad data
contgnts of a data message that is being transmitted

3.1.11
persInaI operating space
spacg of typically about 10 m around a person or an object, no matter whether this perspon or
objedt is stationary or in motien

3.1.12
protagcol data unit
unit df data exchanged between two peer entities

3.1.18
serviice data.unit
information)delivered as a unit through a service access point (SAP)

3.2 Abbreviations

The following acronyms and abbreviations are used in this standard. They are commonly used
in other industry publications.

Bl Beacon Interval

BN Beacon Number

BO Beacon Order

BOP Beacon Only Period

BSN Beacon Sequence Number

BTTSL Beacon Transmit Time Slot Length

CAP Contention Access Period
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CFP Contention-Free Period

CRC Cyclic Redundancy Check

CSMA-CA Carrier Sense Multiple Access With Collision Avoidance
DSN Data Sequence Number

ED Energy Detection

ID Identifier

IFS Interframe Space or Spacing

LIFS Long Interframe Spacing

LQ Cink Quality

LQl Link Quality Indication

LR-WPAN Low-Rate Wireless Personal Area Network

MAC Medium Access Control

MFR MAC Footer

MHR MAC Header

MIB MAC Information Base

MLME MAC Layer Management Entity

MLME-SAP MAC Layer Management Entity-Service Access Roint
MPDU MAC Protocol Data Unit

MSDU MAC Service Data Unit

NAA Next Address Available

PDU Protocol Data Unit

PHY Physical Layer

PIB PAN Information Base

PLME Physical Layer Management Entity

PLME-SAP Physical Layer Manage€ment Entity-Service Access Point
POS Personal Operating Space

PQP Prioritised QoS Period

QoS Quality of*Service

RAP Reservation-based Access Period

RSSI Received Signal Strength Indication

RX Receive or Receiver

SAP Service Access Point

SD Superframe Duration

SDL Specification and Description Language

SDU Service Data Unit

SO Superframe Order

WED WIBEEM End Device

WIBEEM Wireless Beacon-enabled Energy Efficient Mesh network
WMC WIBEEM Mesh Co-ordinator

WRC WIBEEM Routable Co-ordinator

3.3 Conventions

All the italicized words used in this standard represent relevant constants defined and stored
in the MIB (Management Information Base) of each layer.
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4 Conformance

A wireless device that claims conformance to this standard shall implement all the primitives
that are specified in 6.2 and the MAC frame formats in 6.3. Each WIiBEEM device shall be
able to act as a WMC, a WRC and a WED. When operating in the role of a WMC it shall act
as specified in 5.3.2 of ISO/IEC 29145-1:2014, when operating in the role of a WRC, it shall
act as specified in 5.3.3 of ISO/IEC 29145-1:2014, and when operating in the role of a WED, it
shall act as specified in 5.3.3 of ISO/IEC 29145-1:2014.

5 Overview of the WiBEEM technology

Clauge 5 of ISO/IEC 29145-1:2014 presents an overview of the WIiBEEM technology.and the
functlonalities of the WIiBEEM devices.

6 NMNAC layer specifications

6.1 General

This ¢lause specifies the MAC layer of this standard. The MAC layerhandles all access fo the
physical radio channel and is responsible for the following tasks{

— generating network beacons if the device is a co-ordinater;

— synchronising to network beacons;

— suypporting the mesh network association and disassociation;
— suypporting device security;

— employing the CSMA/CA mechanism for channel access;

— handling and maintaining the RAP mechanism;

— providing a reliable link between twoe'peer MAC entities;

— providing multi-rate operation between PLME and MLME.

Constants and attributes that are specified and maintained by the MAC layer are written in the

text gf this clause in italics. (Constants have a general prefix of “a”. Attributes have a ggneral
prefi¥ of “mac”.

6.2 | MAC layer service specifications
6.2.1 Service overview

The MAC layer services provide an interface between the MAC layer and the PHY layer, The
MAC [layer conceptually includes a management entity called MLME. This entity shall prpvide
the sprvice interfaces through which layer management functions may be invoked. MLME is
also responsibte for maintaining a database of managed objects pertaining to the MAC 1ayer.
This database is referred to as the MIB representing the MAC layer information base. The
MAC layer provides two services, accessed through two SAPs:

— MAC data service, accessed through the MAC layer data SAP (MLDE-SAP), and
— MAC management service, accessed through the MLME-SAP.
These two services provide the interface between the MAC and the PHY layers, via the PLDE-

SAP and PLME-SAP interfaces shown in Figure 1. In addition to these external interfaces, an
implicit interface also exists between the two layers.
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MLME-ASSOCIATE.Indication
MLME-DISASSOCIATE.Indication
MLME-BEACON-HEARD.Indication
MLME-CFP-MANAGAMENT .Indication
MLME-BEACON-LOST.Indication
MLME-COMM-RESULT.Indication
MLME-SYNC-LOSS.Indication

MLME-ASSOCIATE.Confirm
MLME-DISASSOCIATE.Confirm
MLME-READ-MIB.Confirm
MLME-CFP-MANAGAMENT.Confirm
MLME-RESET.Confirm
MLME-RX-ON.Confirm
MLME-SCAN.Confirm

MLME-ASSOCIATE.Request
MLME-DISASSOCIATE.Request
MLME-READ-MIB.Request
MLME-CFP-MANAGEMENT.Request
MLME-RESET.Request
MLME-RX-ON.Request
MLME-SCAN.Request
MLME-WRITE-MIB.Request
MLME-START.Request
MLME-SYNC.Request
MLME-INDRIECT-COMM.Request

macAckWaitDuration

/

MLME-ASSOCIATE.Response MLME-WRITE-MIB.Confirm macAssociationPermit
NTCME-BEACON-LOST Response MLME-START Confirm macAutoRequest
MLME-INDIRECT-COMM.Confirm macBattLifeExt
macBattLifeExtPeriods
macBeaconOrder

macBeaconTxTime
macBeaconPayload
macBeaconPayloadLength

MLDE

MLDH-DATA.Request macBSN
MLDH-ERASE.Request macCoordExtendedAddrests
macCoordShortAddress
macDSN
macCFPPermit
MLDE-DATA.Confirm macMaxCSMABackoffs
MLDH-DATA.Indication macMinBE

macMeashID

—_

6.2.2
6.2.2

The
MAC

6.2.2
6.2.2

The |
entity

-ERASE.Confirm macPromiscuousMode
MAC Layer MLME macRxOnWhenldle
-m N macShortAddress
macSuperframeOrder

macTransactionPersistenc
macBeaconOnlyPeriodLen
macMaxBeaconTxTime
macMyBeaconTxTime
macMaxBeaconNumber

PLDE-SAP —_— PLME-SAP

PHY Layer Entity
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Figure 1 =MAC layer structure

MAC data service
1 Overview

MLDE-SAP supports the transport of MAC protocol data units (MPDUs) between
entities.

2 MLDE-DATA.request

2.1 Function

VILDE-sDATA.request primitive requests the transfer of a data MSDU from a local
toda single peer MAC entity.

peer

MAC

6.2.2.2.2

Semantics of the service primitive

The semantics of the MCPS-DATA.request primitive are as follows:

MLDE-DATA.request (

SrcAddrMode,
SrcMeshld,
SrcAddr,
DstAddrMode,
DstMeshld,
DstAddr,
msdulLength,
msdu,
msduHandle,
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Table 1 specifies the parameters for the MLDE-DATA.request primitive.

Table 1 — MLDE-DATA.request parameters

2014

Name Type Valid range Description
The source addressing mode for this primitive and subsequent
MPDU. This value can take one of the following values:
0x00 = no address (addressing fields omitted, see 6.3.2),
SrcAddrMode [Integer 0x00 to 0x03 0x01 = reserved.
0x02 = 16-bit short address.
0x03 = 64-bit extended address.
SrcMdshld Integer 0x0000 to Oxffff Thg 16-bit Mesh identifier of the entity to which the MSDU |s
being transferred.
Device  [1S Specified by The individual device address of tfie &ntity to which the MSDU is
SrcAdfre theSrcAddrMode .
address being transferred.
parameter
The destination addressing-mode for this primitive and
subsequent MPDU. This walue can take one of the following
values:
0x00 = no address{addressing fields omitted, see 6.3.2).
DstAddrMode |Integer 0x00 to 0x03
0x01 = reserved.
0x02 = 16-bit 'short address.
0x03 =64-bit extended address.
The46-bit mesh network identifier of the entity to which thg
DstMeshld Integer 0x0000 to Oxffff MSDU is being transferred.
. As specified by the L . . . .
DstAdHr Device DstAddrMode Th_e individual device address of the entity to which the MSDU is
address being transferred.
parameter
msdutlenath integer < aMaxMAG- The number of octets contained in the MSDU to be transmitted
9 9 FrameSize by the MAC layer entity.
Set of The set of octets forming the MSDU to be transmitted by thle
msdu - :
octets MAC layer entity.
msdutiandle integar 0x00 to Oxff The handle as§ociated with the MSDU to be transmitted by|the
MAC layer entity.
The 3 bits (b, by, b,) indicate the transmission options for this
MSDU.
0x01 = acknowledged transmission
TxOptlons Bitmap 3-bit field 0x02 = RAP transmission
0x04 = Indirect transmission
0x08 = security enabled transmission
6.2.2.2.3 Appropriate usage

The MLDE-DATA.request primitive is generated by a local MAC entity when an MSDU is to be
transferred to a peer MAC entity.

6.2.2.2.4

Effect on receipt

On receipt of the MLDE-DATA.request primitive, the MAC layer entity begins the transmission
of the supplied MSDU.
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6.2.2.3 MLDE-DATA.confirm
6.2.2.3.1 Function

The MLDE-DATA.confirm primitive reports the results of a request to transfer a data MSDU
from a local MAC entity to a single peer MAC entity.

6.2.2.3.2 Semantics of the service primitive

The semantics of the MLDE-DATA.confirm primitive are as follows:

MLPpEBATAconfirm t
msduHandle,
Status

)

Tablg 2 specifies the parameters for the MLDE-DATA.confirm primitive.

Table 2 — MLDE-DATA.confirm parametefs

Ngme Type Valid range Description

The handle associated with the MSDU being

Msduhlandle |Integer 0x00 to Oxff .
confirmed.

SUCCESS,
TRANSACTION_OVERFLOW,
TRANSACTION_EXPIRED,
CHANNEL_ACCESS_FAIKURE,
INVALID_RAP, NO_AGCK,
Statug Enumeration The status of the last MSDU transmission.
UNAVAILABLE_KEY,
FRAME_TOOxLONG,
FAILED_SECURITY_CHECK,
or

INVALID_PARAMETER

6.2.2|3.3 When-generated

The MLDE-DATA.confirm primitive is generated by the MAC layer entity in response fo an
MLDE-DATArequest primitive. The MLDE-DATA.confirm primitive returns a status of gither
SUCCESSY indicating that the request to transmit was successful, or the appropriate |error
code including TRANSACTION OVERFLOW TRANSACTION EXPIRED,
CHANNEL_ACCESS_FAILURE, INVALID_RAP, NO_ACK, UNAVAILABLE_KEY,
FRAME_TOO_LONG, FAILED_SECURITY_CHECK, or INVALID_PARAMETER.

6.2.2.3.4 Appropriate usage
On receipt of the MLDE-DATA.confirm primitive, the MAC of the initiating device is notified of

the result of its request to transmit. If the transmission attempt was successful, the status
parameter will be set to SUCCESS. Otherwise, the status parameter will indicate the error.

6.2.2.4 MLDE-DATA.indication
6.2.2.4.1 Function

The MLDE-DATA.indication primitive indicates the transfer of an MSDU from the MAC layer to
the local MAC entity.
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Semantics of the service primitive

The semantics of the MLDE-DATA.indication primitive are as follows:

MLDE-DATA.indication (

SrcAddrMode,
SrcMeshlD,
SrcAddr,
DstAddrMode,
DstMeshID
DstAddr,
= | o
IIIOUUI—UIISLII,
msdu,
mpdulLinkQuality,
SecurityUse,
ACLEntry
)
Tablg 3 specifies the parameters for the MLDE-DATA.indication primitive.
Table 3 — MLDE-DATA.indication parameters
Name Type Valid range Description
The source addressing mode for this primitive
corresponding to the received MPDU. This value can fake
one of the,following values:
0x00 = dd dd ing field itted).
SrcAdfirMode Integer 0x00 to 0x03 X no‘address (addressing fields omitted)
0x0"\= reserved.
0x02 = 16-bit short address.
0x03 = 64-bit extended address.
SrcMdshID Integer 0x0000 to Oxffff The 16-bit Mesh_ identifier of the entity from which the
MSDU was received.
. Specified-by the S . . .
SrcAdhre Device SrcAddeMode The individual d(_aVlce address of the entity from whicH the
address MSDU was received.
patameter
The destination addressing mode for this primitive
corresponding to the received MPDU. This value can fake
one of the following values:
0x00 = dd dd ing field itted).
DstAdHirMode  |Integar 0x00 to 0x03 x00 = no address (addressing fields omitted)
0x01 = reserved.
0x02 = 16-bit short device address.
0x03 = 64-bit extended device address.
The 16-bit Mesh identifier of the entity to which the MBDU
DstMeshiD mteger OX0000 1o OXTfff - ’
is being transferred.
DstAddr Device address|Specified by the DstAddr Th_e individual device address of the entity to which the MSDU is
being transferred.
msduLength integer < aMaxMAC-FrameSize The number of oct_ets contained in the MSDU being indicated by
the MAC layer entity.
msdu Set of octets |- The set (_)f octets forming the MSDU being indicated by the MAC
layer entity.
mpduLinkQuality [integer 0x00 to Oxff LQI value measured during reception of the MPDU. Lower values
represent lower LQI.
SecurityUse Boolean TRUE or FALSE The security level purportedly used by the received data frame.
ACLEntry integer 0x00 to 0x08 Parameter Value of ACL macSecurityMode
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6.2.2.4.3

When generated

- 15—

The MLDE-DATA.indication primitive is generated by the MAC layer and issued to the SSCS

on receipt of a data frame at the local MAC layer entity.

6.2.2.4.4

Appropriate usage

On receipt of the MLDE-DATA.indication primitive, the MAC entity is notified of the arrival of
data at the device.

6.2.2.5 MLDE-ERASE.request

6.2.2

5.1 Function

The MLDE-ERASE.request primitive allows the next higher layer to erase an MSDU from the
transpction queue.

6.2.2

The g

MLO

E-ERASE.request

(

msduHandle

)

5.2 Semantics of the service primitive

emantics of the MLDE-ERASE.request primitive are as follows;

Tablg 4 specifies the parameters for the MLDE-ERASE.request primitive.
Table 4 - MLDE-ERASE:request parameters
Name Type Valid range Description
msduHiandle Integer 0x00 to Oxff 'Cl]'Seeur;a.lndle of the MSDU to be purged from the transaction
6.2.2|5.3 Appropriate usage

The |
is to

6.2.2

Onr
trans
trans

5.4 Effect on

MSD

receipt

ILDE-ERASE.request primitive is generated by the next higher layer whenever a M
be erased from the transaction queue.

bceipt .of the MLDE-ERASE.request primitive, the MAC layer attempts to find
action“queue the MSDU indicated by the msduHandle parameter. If an MSDU has Ieft the
Action’queue, the handle will not be found, and the MSDU can no longer be erased|
) mratching the given handle is found, the MSDU is discarded from the transaction d

SDU

n its

If an
ueue,

and the MAC layer issues the MLDE-ERASE.confirm primitive with a status of SUCCESS. If
an MSDU matching the given handle is not found, the MAC layer issues the MLDE-

ERASE.confirm primitive with a status of INVALID_HANDLE.

6.2.2.6 MLDE-ERASE.confirm

6.2.2.6.1 Function

The MLDE-ERASE.confirm primitive allows the MAC layer to notify the next higher layer of the
success of its request to erase an MSDU from the transaction queue.

6.2.2.

6.2

Semantics of the service primitive

The semantics of the MLDE-ERASE.confirm primitive are as follows:
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MLDE-ERASE.confirm (

msduHandle,
Status

)

Table 5 specifies the parameters for the MLDE-ERASE.confirm primitive.

Table 5 - MLDE-ERASE.confirm parameters

2014

Name Type Valid range Description
msdutiandle Integer 0x00 to Oxff The hangle of the MSDU requested to be erased frgm the
transaction queue.

Statud Enumeration SUCCESS or The status of the request to be erased an MSBU frgm the
INVALID_HANDLE transaction queue.

6.2.2|6.3 When generated

The MLDE-ERASE.confirm primitive is generated by the MAC layer entity in response ffo an

MLDE-ERASE.request primitive. The MLDE-ERASE.confirm primitive’returns a status of ¢ither

SUCCESS, indicating that the erase request was successful, or\INVALID_HANDLE, indigating

an erfor.

6.2.2|16.4 Appropriate usage

On rgceipt of the MLDE-ERASE.confirm primitive,.thé next higher layer is notified of the
of ity request to purge an MSDU from the trahsaction queue. If the erase request

SucCC§q

6.2.2

Figur
two d

7 Data service message sequénce chart

e 2 illustrates a sequence of messages necessary for a successful data transfer bet
evices.

result
was

ssful, the status parameter will be set to, SUCCESS. Otherwise, the status parafeter
will indicate the error.

ween

Originator next Originator Recipient Recipient next
hjgher laver MAC MAC higher layer
MAS-EATA refjuest
Drata frame
Acknowledgiment
(if requested) MAC-DATA indication
MAC-DATA confirm
— — — ———

Figure 2 — Message sequence chart describing the MAC data service
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6.2.3 MAC management service

The MLME-SAP allows the transport of management commands between the next higher
layer and the MLME. Table 6 summarises the primitives supported by the MLME through the
MLME-SAP interface. Primitives marked with an (opt) are optional.

Table 6 — Summary of the primitives accessed through the MLME-SAP

Name Request Indication Response Confirm
MLME-ASSOCIATE (o) O (opt) O (opt) o)
MLME-DISASSQCIATE Q Q Q
MLME}BEACON-HEARD o)

MLMEfREAD-MIB (o) 0)
MLME}RAP-MANAGEMENT O (opt) O (opt) O (opt)
MLMEfBEACON-LOST O (opt) O (opt)

MLME}RESET (0] (0]
MLMEFRX-ON (o) (o)
MLME}SCAN (0] (0]
MLMEfCOMM-RESULT (o)

MLMEFWRITE-MIB (0] (0]
MLME}START O (opt) O (opt)
MLME}SYNC (0]

MLME}SYNC-LOSS (o)

MLMEFHNDIRECT-COMM (o) o)

6.2.4 Association primitives
6.2.4|1 Overview

MLME-SAP association primitives define how a device becomes associated with a WNIC or
WRC]. All devices shall provide an interface for the request and confirm association primifives.
The ihdication and respense association primitives are optional for a WED.

6.2.4{2 MLME-ASSOCIATE.request
6.2.4{2.1 Function

The MLME;ASSOCIATE.request primitive allows a device to request an association with a
WRC|

6.2.4.2.2 Semantics of the service primitive

The semantics of the MLME-ASSOCIATE.request primitive are as follows:

MLME-ASSOCIATE.request (
LogicalChannel,
Co-ordAddrMode,
Co-ordMeshld,
Co-ordAddress,
Capabilitylnformation,
SecurityEnable

)

Table 7 specifies the parameters for the MLME-ASSOCIATE.request primitive.
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Table 7 — MLME-ASSOCIATE.request parameters

2014

Name Type Valid range Description
Selected from the available . .

LogicalChannel Integer logical channels supported by The Io_gl_cal channel on which to attempt

association.
the PHY

The WRC addressing mode for this primitive
and subsequent MPDU. This value can take
one of the following values:

Co-ordAddrMode Integer 0x02 to 0x03 g
2 = 16-bit short address.
3 = 64-bit extended address.

Co-ordMeshld Integer 0x0000 to Oxffff The |den_t|f|er of the mesh network withiwhich
to associate.

Device As specified by the Co- The address of the WRC with which to
Co-ordAddress )
address [ordAddrMode parameter. associate.

Capat]ilityInformation [Bitmap _ Specnjeg the operatlonal capabilities of the
associating device.
TRUE if security is enabled for this transfer or

SecurityEnable Boolean |TRUE or FALSE FALSE otherwisd.

6.2.4|2.3 When generated

This
its M
on a

brimitive is generated by the next higher layer of @an Unassociated device and issu
L ME to request an association with a WRC. If the.device wishes to associate with a
beacon enabled mesh network, the MLME may<optionally track the beacon of that

led to
WRC
WRC

Hates
| ME-
eshid

ation

prior to issuing this primitive.

6.2.4{2.4 Effect on receipt

On feceipt of this primitive, the -MLME of an unassociated device first up
phyCurrentChannel with the value of<the LogicalChannel parameter by issuing the P
SET.fequest primitive and then wupdate mac-Meshld with the value of the Co-ordM
parameter. The MLME then gengrates an association request command.

6.2.4|3 MLME-ASSOCIATE.indication

6.2.4{3.1 Function

The MLME-ASSQCIATE.indication primitive is used to indicate the reception of an assoc
requgst command.

6.2.4{3.2 Semantics of the service primitive

The demanticsof the MLME-ASSOCIATE . .indication primifi\ln are as follows:
MLME-ASSOCIATE.indication (

DeviceAddress,
Capabilitylnformation,
SecurityUse,
ACLEntry

)

Table 8 specifies the parameters for the MLME-ASSOCIATE.indication primitive.
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Table 8 - MLME-ASSOCIATE.indication parameters

Name Type Valid range Description

DeviceAddress

Device extended

address |address(64 bit) The address of the device requesting association.

Capabilitylnformation |Bitmap

The operational capabilities of the device requesting
association.

An indication of whether the received MAC command frame
is using security. This value is set to TRUE if the security

SecurityUse Bitmap TRUE or FALSE enable subfield was set to 1 or FALSE if the security
enabled subfield was set to 0.

. The macSecurityMode parameter value from the ACL gntry
ACLEntry Bitmap 0x00 to 0x08 associated with the sender of the data frame.
6.2.4|3.3 When generated
This primitive is generated by the MLME of the WRC and issued to itsChext higher layer to
indicate the reception of an association request command.
6.2.4|3.4 Effect on receipt
When the next higher layer of a WRC receives this primitive,\the WRC determines whether to
accemt or reject the unassociated device using an algorithnmoutside the scope of this standard.
The mext higher layer of the WRC then issues the MLME-ASSOCIATE.response primitive to

its M

6.2.4
6.2.4

This

6.2.4

The g

MLM

LME.

4 MLME-ASSOCIATE.response
4.1 Function

brimitive is used to initiate a response to an MLME-ASSOCIATE.indication primitive,

Tabl€g

4.2 Semantics of the service primitive
emantics of this primitiveNs as follows:
E-ASSOCIATE.response (
DeviceAddress,
AssocShortAddress,
Status,
SecurityEnable
)
9.specifies the parameters for the MLME-ASSOCIATE.response primitive.
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Table 9 — MLME-ASSOCIATE.response parameters

Name Type Valid range Description
DeviceAddress Device 64-bit Extended The address of the device requesting association.
address address
The 16-bit short address of a device allocated by the co-
AssocShortAddress [Integer 0x0000 to Oxffff [ordinator on successful association. This parameter is set to
Oxffff if the association was unsuccessful.
Status Enumeration - The status of the association attempt.

SecurityEnable

Boolean

TRUE or FALSE )
otherwise.

TRUE if security is enabled for this transfer or FALSE

6.2.4|4.3 When generated

This primitive is generated by the next higher layer of a WRC and issued to its JMLME in jorder
to regpond to the MLME-ASSOCIATE.indication primitive.

6.2.4/4.4 Effect on receipt

When the MLME of a WRC receives this primitive, it generates’ an association response
command. The command
transmission, i.e. the command frame is added to the list ©f‘pending transactions stor¢d on

the WRC.

is sent to the device requesting” association using

6.2.4{5 MLME-ASSOCIATE.confirm

6.2.4(5.1 Function

ingdirect

This |primitive is used to inform the next*higher layer of the initiating device whether its
request to associate was successful or unsuccessful.

6.2.4(5.2 Semantics of the service primitive

The gemantics of this primitive.issas follows:

MLME-ASSOCIATE.confirm

(
AssocShortAddress,

Status
)

Tablg 10 spegifies the parameters for the MLME-ASSOCIATE.confirm primitive.
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Table 10 - MLME-ASSOCIATE.confirm parameters

Name Type Valid range Description

the co-ordinator on successful

AssocShortAddress Integer 0x0000 to Oxffff association. This parameter will

equal to Oxffff if the association
attempt was unsuccessful.

The short device address allocated by

be

The value of the status field of the
associate response command

SUCCESS,

CHANNEL_ACCESS_FAILURE,
NO_ACK, NO_DATA,
UNAVAILABLE_KEY,
FAILED_SECURITY_CHECK or
INVALID_PARAMETER.

Status Enumeration The status of the association 'at

empt.

6.2.4

This
respd
parar
asso(
code
CHAN
FAILK

6.2.4

On reg
of its
statu
asso(
short
mesh
addre
the a

6.2.4

Figur
asso(

5.3 When generated

primitive is generated by the initiating MLME and issued’ to its next higher lay
nse to an MLME-ASSOCIATE.request primitive. If the request was successful, the s
neter will indicate a successful association, as contained in the status field o
iation response command. Otherwise, the status{parameter indicates either an

from the received association response“/command or an error cod
NNEL_ACCESS_FAILURE, NO_ACK, NO_DATA, UNAVAILABLE
FD SECURITY_ CHECK or INVALID_PARAMETER.

5.4 Effect on receipt

ceipt of this primitive, the next highier layer of the initiating device is notified of the

er in
tatus
f the
error
e of
KEY,

esult

5 parameter will indicate a sucéessful association, as contained in the status field
iate response command, @nd the device will be provided with a short address.
address is in the rangeof 0x0000 to Oxfffd, it may be used for communication i
network. If the short-address is equal to Oxfffe, the device will use its extended ¢
ss for communication in the mesh network. If the association attempt was unsucce
Hdress will be equal to Oxffff and the status parameter will indicate the error.

request to associate with a co-ordinator. If the association attempt was successfu%, the
I

6 Association message sequence charts

e 3 illustrates the sequence of messages necessary for a device to succes
iate with a mesh network.

f the

this
n the
54-bit
ssful,

sfully
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WED next WED WRC WERC nest
higher layer MLME MLME higher laver
MLAME-ASS 11 request - Azzoclation request
. Acknovdedgment MLME- ASSOCLATE. indication
e T
abesponseWait Time
AN MLME- ASSCCIATE. response
\ Dt request
Acknowledgment
Association response
Acknowled it
MLME- ASSOCIATE. confim e »| MILME-COMM-RESULT.indicatipn
— — — E——

Figure 3 — Message sequence chart for association

6.2.5 Disassociation primitives
6.2.5{1 Overview

Thesg primitives define how a device can disassociate from a mesh network. All devices|shall
provige an interface for these primitives.

6.2.5{2 MLME-DISASSOCIATE.request
6.2.5(2.1 Function

This primitive is used by an assotiated device to notify the WRC of its intent to leavge the
mesh network. It is also used by the WRC to instruct an associated device to leave the mesh
network.

6.2.5(2.2 Semantics:-of the service primitive
The gemantics of this-primitive is as follows:

MLME-DISASSOCIATE.request (

DeviceAddress,
DisassociateReason,
SecurityEnable

\

7

Table 11 specifies the parameters for the MLME-DISASSOCIATE.request primitive.

Table 11 — MLME-DISASSOCIATE.request parameters

Name Type Valid range Description

. Device An extended 64-bit, |The address of the device to which to send the
Device Address

address [IEEE address. disassociation notification command.
DisassociateReason [Integer [0x00 to Oxff The reason for the disassociation.
SecurityEnable Boolean |TRUE or FALSE TRUE if security is enabled for this transfer or FALSE

otherwise.
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6.2.5.2.3 When generated

This primitive is generated by the next higher layer of an associated device and issued to its
MLME to request disassociation from the mesh network. It is also generated by the next
higher layer of the WRC and issued to its MLME to instruct an associated device to leave the
mesh network.

6.2.5.2.4 Effect on receipt

On receipt of this primitive, the MLME generates a disassociation notification command. If the

DeviceAddress parameter is equal to macCo-ordExtendedAddress, the command will be sent
to its WRCin-the CAP for a beacon-enabled mesh-network-

6.2.5(3 MLME-DISASSOCIATE.indication
6.2.5(3.1 Function

This primitive is used to indicate the reception of a disassociation notification’command.

6.2.5(3.2 Semantics of the service primitive
The g§emantics of this primitive is as follows:

MLME-DISASSOCIATE.indication (

DeviceAddress,
DisassociateReasen,
SecurityUse,
ACLEntry

)
Tablg 12 specifies the parameters for the MLME-DISASSOCIATE.indication primitive.

Table 12 - MLME-DISASSOCIATE.indication parameters

Name Type Valid range Description

Device An extended 64-bit,
address [I[EEE address.

Device Address The address of the device requesting disassociation.

DisasgociateReason [Integer ¢[0x00 to Oxff The reason for the disassociation.

This value is set to TRUE if the security enable subfield fvas

SecurityUse Bitmap/ [TRUE or FALSE set to 1 or FALSE if the security enabled subfield was sdt to 0.

The macSecurityMode parameter value from the ACL enfry

ACLEntry itmap 0x00 to 0x08 associated with the sender of the data frame.

6.2.5|3:3 When generated

This primitive is generated by the MLME and issued to its next higher layer on receipt of a
disassociation notification command.

6.2.5.3.4 Effect on receipt

The next higher layer is notified of the reason for the disassociation.

6.2.5.4 MLME-DISASSOCIATE.confirm
6.2.5.4.1 Function

This primitive reports the results of an MLME-DISASSOCIATE.request primitive
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Semantics of the service primitive

The semantics of this primitive is as follows:

MLME-DISASSOCIATE.confirm

(
Status

)
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Table 13 specifies the parameters for the MLME-DISASSOCIATE.confirm primitive.

Table 13 — MLME-DISASSOCIATE.confirm parameters

2014

Nanje Type Valid range Description
SUCCESS, TRANSACTION_OVERFLOW,
o _ TRANSACTION_EXPIRED, NO_ACK, The status of thé
atug Enumeration h L8
CHANNEL_ACCESS_FAILURE, UNAVAILABLE_KEY, disassociatjon’ attempt
FAILED_SECURITY_CHECK, or INVALID_PARAMETER
6.2.5{4.3 When generated
This [primitive is generated by the initiating MLME and issded to its next higher layer in
respgnse to an MLME-DISASSOCIATE.request primitive. {This primitive returns a status of
eithef SUCCESS, indicating that the disassociation requesd was successful, or an error|code
of TRANSACTION_OVERFLOW, TRANSACGTION EXPIRED, NO_JACK,
CHANNEL_ACCESS_FAILURE, UNAVAILABLE_KEY, FAILED_SECURITY_CHECK or
INVALID_PARAMETER.
6.2.5|5 Disassociation message sequence charts
Figurg 4 illustrates the sequence of messages necessary for successful disassociation ffjom a
mesh network. The originating device_may either be a device or the WRC to which the device
has gssociated.
Crignator next F.ecipient Eecipient next
higher layer MWILME higher laygr
MLME- . . L
| Disazzociation notification
DISASSOCIATE. request *
Acknowledgment
MLME-
MLMME- -
BESAS OO T mccation
DISASSOCIATE. confirm
I I — S
Figure 4 — Message sequence chart for disassociation
6.2.6 Beacon notification primitive
6.2.6.1 General

This primitive defines how a device may be notified when a beacon is received during normal
operating conditions. All devices shall provide an interface for this primitive.
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6.2.6.2 MLME-BEACON-HEARD.indication
6.2.6.2.1 Function
This primitive is used to send parameters contained within a beacon frame received by the

MAC layer to the next higher layer. The primitive also sends a measure of the link quality and
the time the beacon frame was received.

6.2.6.2.2 Semantics of the service primitive

The semantics of this primitive is as follows:

MLME-BEACON-HEARD.indication  (

BSN,
PANDescriptor,
PendAddrSpec,
AddrList,
sduLength,

sdu

)

Tablg 14 specifies the parameters for the MLME-BEACON-HEARD.indication primitive, while
Tablg 15 describes the elements of the PANDescriptor type.

Table 14 - MLME-BEACON-NOTIFY.indication parameters

Name Type Valid range Description

BSN Integer 0x00 to Oxff The beacon sequence number.
PANDEscriptor \Ij’sll:leDescrlptor The PAN descriptor for the received beacor].
PendAddrSpec [Bitmap The beacon pending address specification.

List of device The list of addresses of the devices for whig¢h the
AddrL(st -

addresses beacon source has data.

0 fo The number of octets contained in the beacpn

sduLehgth Integer payload of the beacon frame received by thg

aMaxBeaconPayloadLength MAC sublayer.

The set of octets comprising the beacon payload
sdu Set of octéts - to be transferred from the MAC sublayer entity to
the next higher layer.
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Table 15 — Elements of mesh descriptor

Name

Type

Valid range

Description

Co-ordAddrMode

Integer

0x02 to 0x03

The co-ordinator addressing mode corresponding to
the received beacon frame. This value can take one of
the following values:

2 = 16-bit short address,
3 = 64-bit extended address

Co-ordMeshld

Integer

0x0000 to Oxffff

The Mesh identifier of the co-ordinator as specified in
the received beacon frame.

Co-ordAddres

Pevitce
address

AS Specified by the

Co-ordAddrMode parameter.

Tregddress of theco-ordimatoras specified i th
received beacon frame.

LogicglChannel

Integer

Selected from the available
logical channels supported by
the PHY.

The current logical channel occupied by-the netwprk.

SuperframeSpec

Bitmap

The superframe specification as_specified in the
received beacon frame.

RAPPgrmit

Boolean

TRUE or FALSE

TRUE if the beacon is from aWMC which is accepting
RAP requests.

LinkQuality

Integer

0x00 to Oxff

The link quality at which“the network beacon was
received. Lower values represent lower link quality.

TimeStamp

Integer

0x000000 to Oxffffff

The time at which™the beacon frame was received, in
symbols. This,value is equal to the timestamp taken
when the’beacon frame was received. The precis|on of
this value‘is a minimum of 20-bit, with the lowest [four
bit being the least significant.

SecurityUse

Boolean

True or FALSE

Amnindication of whether the received beacon frame is
Jsing security. This value is set to TRUE if the sdcurity
enable subfield was set to 1 or FALSE if the security
enabled subfield was set to 0.

ACLEftry

Integer

0x00 to 0x08

The macSecurityMode parameter value from the ACL

entry associated with the sender of the data fram

1

SecurityFailure

Boolean

TRUE or FALSE

The parameter is set to TRUE if there was an errgr in
the security processing of the frame. Otherwise, the
parameter is set to FALSE.

BTTS

Integer

0x00 to Dxff

The time slot in which a device transmits its beacpn.

maxBgaconTxSize

Integer

0xX00 to Oxff

The maximum size of the beacons transmitted in p
superframe. including BeaconTxMargin.

BTTSI

BYTE

0x00 to Oxff

The length of the beacon transmission time slot. This
value can be calculated by adding the size of the

beacon and the BeaconTxMargin.

Depth

BYTE

0x00 to Oxff

The depth of the device from the WMC.

NAA

BYTE

0x0000 to Oxffff

The short address that is delivered to the entire mesh

nodes using the beacon payload in such a way that a
newly jnininn WIiBEEM device shall decide to uselas its

short address. This address is determined by the NWK
layer.

Profile 1D

BYTE

0x00 to Oxff

The number that specifies its corresponding
application. A different application program is running
based on this value.

PQPL

BYTE

0x00 to Oxff

The length of PQP. This field is generated when the
value of PQP enable in the superframe specification of
beacon frame is 1. This field represents the value when

the mesh network decides to use the QoS capability.
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6.2.6.2.3 When generated
This primitive is generated by the MLME and issued to its next higher layer upon receipt of a

beacon frame either when macAutoRequest is set to FALSE or the beacon frame contains
one or more octets of payload.

6.2.6.2.4 Effect on receipt

On receipt of this primitive, the next higher layer is notified of the arrival of a beacon frame at
the MAC layer.

6.2.7 Primitives for reading PiBattributes
6.2.7{1 General

Thesg primitives define how to read values from the PIB. All devices shall proyide-an intgrface
for these primitives.

6.2.7|2 MLME-READ-MIB.request
6.2.7|12.1 Function

This primitive requests information about a given MIB attribute

6.2.7{2.2 Semantics of the service primitive

The g§emantics of this primitive is as follows:

MLME-READ-MIB.request  (

)

MIBAttribute

Tablg 16 specifies the parameters for the MLME-GET.request primitive.

Table 16;= MLME-READ-MIB.request parameters

Name Type Valid range Description

MIBAttribute Integer - The identifier of the MIB attribute to read.

6.2.7{2.3 When generated

This |primitive is generated by the next higher layer and issued to its MLME to gbtain
information from the MIB.

6.2.7.2.4 Effect on receipt

On receipt of this primitive, the MLME attempts to retrieve the requested MIB attribute from its
database. If the identifier of the MIB attribute is not found in the database, the MLME will
issue the MLM-READ-MIB.confirm primitive with a status of UNSUPPORTED_ATTRIBUTE. If
the requested MIB attribute is successfully retrieved, the MLME will issue the MLME-READ-
MIB.confirm primitive with a status of SUCCESS.

6.2.7.3 MLME-READ-MIB.confirm
6.2.7.3.1 Function

This primitive reports the results of an information request from the MAC PIB.
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6.2.7.3.2 Semantics of the service primitive
The semantics of this primitive is as follows:
MLME-READ-MIB.confirm (
Status,
MIBAttribute,
MIBAttributeValue
)
Tablg 17 specifies the parameters for the MLME-READ-MIB.confirm primitive.
Table 17 — MLME-READ-MIB.confirm parameters
Name Type Valid range Description
. SUCCESS, The result of the request forMIB attribute
Statug Enumeration NS (PPORTED ATTRIBUTE |information.
MIBAtribute Integer - The identifier of the’/MIB attribute that was regd.
MIBAtfributeValue [Various - The identifier ofthe*MIB attribute that was regd.
6.2.7{3.3 When generated
This primitive is generated by the MLME and issued_to”its next higher layer in response [to an

MLM

indicating that the request to read a MAC PIB "attribute was successful, or an error co

UNS|

6.2.7

On rdg
a MIH
be s¢

6.2.8
6.2.8

Thes
maint

tracking the-beacons of their WMC.

F-READ-MIB.request primitive. This primitive returns a status of either SUCG

JPPORTED_ATTRIBUTE.

34 Effect on receipt

ceipt of this primitive, the next(higher layer is notified of the results of its request to)

t to SUCCESS. Otherwise,.the status parameter indicates the error.

RAP managemeént primitives
1 General

e primitives \define how RAP (Reservation-based Access Period) are requested
ained. Devices wishing to use these primitives and RAP in general will alreag

ESS,
de of

read

attribute. If the request towead a MIB attribute was successful, the status parametgr will

and
y be

6.2.8
6.2.8

2 MLME-RAP-MANAGEMENT.request

2.1 Function

This primitive allows a device to send a request to the WMC to allocate a new RAP or to
deallocate an existing RAP.

6.2.8

2.2 Semantics of the service primitive

The semantics of this primitive is as follows:

ML

ME-RAP-MANAGEMENT.request (
RAPCharacteristics,
SecurityEnable

)
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Table 18 specifies the parameters for the MLME- RAP-MANAGEMENT .request primitive.

Table 18 — MLME- RAP-MANAGEMENT.request parameters

Name Type Valid range Description

RAPCharacteristics RAP characteristics - The characteristics of the RAP request.
s . TRUE or TRUE if security is enabled for this transfer or

ecurityEnable Boolean FALSE FALSE otherwise.
6.2.8(2:3—Whemngenerated
This primitive is generated by the next higher layer and issued to its MLME to request the
allocation of a new RAP or to request the deallocation of an existing RAP.,The |RAP
chargcteristics parameter specifies whether the request is for the allocation of anew RAP or
for the deallocation of an existing RAP. If the characteristics type field of the |RAP
chargdcteristics parameter is equal to 1, the remaining fields in the RAR"characteristics will
specify the desired characteristics of the new RAP, i.e., its lengthmjand direction. If the
chardcteristics type field of the RAP characteristics parameter is equal to 0, the remaining
fields| in the RAP characteristics will specify the length and dir€ection of the RAP thgt the
device wishes to reallocate.
6.2.8(2.4 Effect on receipt
On receipt of this primitive, the MLME of a device~attempts to generate a RAP refiuest
command with the information contained in this primitive and, if successful, sends it tp the
wwMQ.
6.2.8|3 MLME-RAP-MANAGEMENT.confirm
6.2.8{3.1 Function
This primitive reports the results of @yrequest to allocate a new RAP or deallocate an ex|sting
RAP.
6.2.8{3.2 Semantics of the service primitive
The gemantics of this primitive is as follows:

ML

ME-RAP-MANAGEMENT.confirm  (
RAPCharacteristics,
Status

)

Tabl

1Y speciries the parameters 10r the VILMIE-RAF-MANAGEMENT.conTirm primitive.

Table 19 - MLME-RAP-MANAGEMENT.confirm parameters

Name Type Valid range Description

Characteristics request.

RAPCharacteristics RAP _ The characteristics of RAP

Status

SUCCESS, DENIED, NO_SHORT_ADDRESS,
CHANNEL_ACCESS_FAILURE, NO_ACK,

FAILED_SECURITY_CHECK,
INVALID_PARAMETER.

Enumeration |NO_DATA, UNAVAILABLE_KEY The status of the RAP request.
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6.2.8.3.3 When generated

This primitive is generated by the MLME and issued to its next higher layer in response to a
previously issued MLME-RAP-MANAGEMENT.request primitive. If the request to allocate or
deallocate a RAP was successful, this primitive will return a status of SUCCESS and the
characteristics type field of the RAP characteristics parameter will have the value of 1 or 0,
respectively. If the WMC denied the request, the primitive will return a status of DENIED.
Otherwise, the status parameter indicates an error code of NO_SHORT_ADDRESS,
CHANNEL_ACCESS_FAILURE, NO_ACK, NO_DATA, UNAVAILABLE_KEY,
FAILED_SECURITY_ CHECK or INVALID_PARAMETER.

6.2.8;34 Effect-onreceipt

On receipt of this primitive the next higher layer is notified of the result of its requgst to
allocate or deallocate a RAP. If the request was successful, the status parameter'will indicate
a sugcessful RAP operation. Otherwise, the status parameter will indicate the error.

6.2.8|4 MLME- RAP-MANAGEMENT.indication
6.2.8{4.1 Function

This primitive indicates that a RAP has been allocated or that a-previously allocated RAP has
been|deallocated.

6.2.8{4.2 Semantics of the service primitive
The demantics of this primitive is as follows:

MLME-RAP-MANAGEMENT.indication (

DeyvAddress,
RAPCharacteristics,
SecurityUse,
ACLEntry

)
Tablg 20 specifies the parameters.for the MLME- RAP-MANAGEMENT.indication primitiv

[

Table 20 - MEME-RAP-MANAGEMENT.indication parameters

Name Type Valid range Description

Device The short address of the device that has been
address 0x0000 to 0xfffd allocated or deallocated a RAP.

RAPCharacteristics RAP . - The characteristics of the RAP.
characteristics

Devicg¢ Address

An indication whether the received frame is using
security. This value is set to TRUE if the security

SecurityUse Boolean TRUE or FALSE - e . o e .
elidDie SUDITEeld Wds Sl 1O T O FTALOLE 1T MNe SeU llly
enabled subfield was set to 0.

ACLEntry integer 0x00 to 0x08 The macSecurityMode parameter value from the ACL

entry associated with the sender of the data frame.

6.2.8.4.3 When generated

This primitive is generated by the MLME of the WMC to its next higher layer whenever a RAP
is allocated or deallocated following the reception of a RAP request command by the MLME.
The MLME of the WMC also generates this primitive when a RAP deallocation is initiated by
the WMC itself. The characteristics type field in the RAP characteristics parameter will be
equal to 1 if a RAP has been allocated or 0 if a RAP has been deallocated.
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6.2.8.4.4 Effect on receipt

On receipt of this primitive the next higher layer is notified of the allocation or deallocation of
a RAP.

6.2.8.5 RAP management message sequence charts

Figure 5 and Figure 6 illustrate the sequence of messages necessary for successful RAP
management. The first depicts the message flow for the case in which the device initiates the
RAP allocation. The second depicts the message flow for the two cases for which a RAP
deallocation occurs, firstly by a device a) and secondly by the WMC b), see Figure 6.

WED next WED WO TWC nest
higher layer MILME MLME higher layer
MLME-CFP- R
MANAGEMENT.request . CFP recpest .
Acknowledgment
ML ME-CFP .
Feacon MANAGEMENT. indication
JMLME-CFP- (with CFP descriptor)
MANAGEMENT. confirm
—— E— — ——

Figure 5 — Message sequence chart'for RAP allocation initiated by a device

WED niext WED WM WMC nesxt
higher layer MLME MLME higher layer

MLME-CFP- CFP request
) MANAGEMENT request
a
Acknowledgment
CF MLME-CFP-
MLME-CFP- —————
MANAGEMENT.confirm MANAGEMENT.indication
b MLME-CFP- .
MLME-CEP Eeacon MANAGEMENT.indication
L= - - .
MANAGEMENT. indication (with CFP descriptor)
— — — —

Figure 6 — Message sequence chart for RAP deallocation
initiated by a device and the WMC

6.2.9 Primitives for orphan notification
6.2.9.1 Overview

MLME-SAP orphan notification primitives define how a WRC can issue a notification of an
orphaned device. These orphan notification primitives are optional for a WED.
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6.2.9.2 MLME-BEACON-LOST.indication

6.2.9.2.1 Function

2014

The MLME-ORPHAN.indication primitive allows the MLME of a WRC to notify the next higher

layer

of the presence of an orphaned device.

6.2.9.2.2 Semantics of the service primitive

The semantics of the MLME-BEACON-LOST.indication primitive are as follows:

ML

ME-BEACON-LOST.indication _ (

Tablg

OrphanAddress,
SecurityUse,
ACLEntry

)

21 specifies the parameters for the MLME-BEACON-LOST .indication“primitive.

Table 21 - MLME-BEACON-LOST.indication parameters

Name Type Valid range Description

Orpha

hAddress Device  |Extended 64 bit IEEE The address of the drphaned device
Address |address

An indication of Whether the received MAC command fra
using securityy This value is set to TRUE if the security &

me is
nable

SecurityUse Boolean [TRUE or FALSE subfield wascset to 1 or FALSE if the security enabled sybfield
was set t0.0.
The macSecurityMode parameter value from the ACL enfry
assaciated with the sender of the data frame. This valuelis set
ACLEntry Integer 1000 to 0x08 to\0x08 if the sender of the data frame was not found in the
ACL.
6.2.9|2.3 When generated
The MLME-ORPHAN.indication primitive is generated by the MLME of a WRC and issufed to
its next higher layer on receipt of an orphan notification command.
6.2.9(2.4 Effect(onreceipt
The @gffect on receipt of the MLME-ORPHAN.indication primitive is that the next higher layer is
notified of theorphaned device. The next higher layer then determines whether the device
was previously associated and issues the MLME-ORPHAN.response primitive to the MLME
with its_decision.

6.2.9.3 MLME-BEACON-LOST.response

6.2.9.3.1 Function

The MLME-ORPHAN.response primitive allows the next higher layer of a WRC to respond to
the MLME-ORPHAN.indication primitive.

6.2.9.3.2 Semantics of the primitives

The semantics of MLME-BEACON-LOST.response primitive are as follows:

MLME-BEACON-LOST.response (

OrphanAddress,
ShortAddress,
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AssociatedMember,
SecurityEnable

)

Table 22 specifies the parameters for the of MLME-BEACON-LOST.response primitive.

Table 22 - MLME-BEACON-LOST.indication parameters

Name Type Valid range Description

OrphanAddress

Device Extended 64 bit

address IEEE address The address of the orphaned device.

ShortA

The short address allocated to the orphaned device iffit
associated with this WRC. The special short address.0x
indicates that no short address was allocated, and.the d
will use its 64-bit extended address in all communicatior
the device was not associated with this WRC, this field
contain the value Oxffff and shall be ignoredyon receipt.

ddress Integer 0x0000 to Oxffff

[

ffe
Bvice
s. If
ill

AssocC

TRUE if the orphaned device is assoeiated with this WR

atedMember [Boolean TRUE or FALSE FALSE otherwise.

O

Secur

TRUE if security is enabled for this transfer or FALSE

tyEnable Boolean TRUE or FALSE .
otherwise.

6.2.9

The |
its M
MLM

6.2.9

If the
the W
orphd
CAP
Asso
WRC

6.2.9

Figur|
an or

3.3 When generated

. ME when it reaches a decision about whether 'the orphaned device indicated i

F-ORPHAN.indication primitive is associated:

34 Effect on receipt

AssociatedMember parameter is_set to TRUE, the orphaned device is associated
RC. In this case, the MLME generates and sends the WRC realignment command f
ned device containing the valté of the ShortAddress field. This command is sent i
if the WRC is on a beacdn-enabled mesh network or immediately otherwise.
ciatedMember parametenris-set to FALSE, the orphaned device is not associated wif
and this primitive will be’ignored.

4 Beacon lost)(orphan notification) message sequence chart

e 7 illustratesithe sequence of messages necessary for a WRC to issue a notificat
phaned deyice.

MLME-ORPHAN.response primitive is generated{by the next higher layer and issued to

n the

with
o the
n the
f the
h the

on of

WRC next WRC WED
higher layer MLME MLME

Orphan notification
MLME-BEACON-LOST.indication
MLME-BEACON-LOST.response
Coordinator realignment
MLME-COMM-RESULT.indication
I I S

Figure 7 — Beacon lost (orphan notification) message sequence chart
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6.2.10 Primitives for resetting the MAC layer
6.2.10.1 General

MLME-SAP reset primitives specify how to reset the MAC sublayer to its default values. All
devices shall provide an interface for these reset primitives.

6.2.10.2 MLME-RESET.request
6.2.10.2.1 Function

The MLME-RESET.request primitive allows the next higher layver to request that the MLME
perfofm a reset operation.

6.2.10.2.2 Semantics of the service primitive
The gemantics of the MLME-RESET.request primitive are as follows:

MLME-RESET.request (
SetDefaultMIB

)
Tablg 23 specifies the parameter for the MLME-RESET.request primitive.

Table 23 — MLME-RESET.request parameters

Name Type Valid range Description

If TRUE, the MAGsublayer is reset and all MAC MIB attributes afe set
to their defaultevatues. If FALSE, the MAC sublayer is reset but all
MAC MIB attributes retain their values prior to the generation of the
MLME-RESET!request primitive.

SetDefaultMIB [Boolean |TRUE or FALSE

6.2.1D0.2.3 When generated

MLME to request a reset_of-the MAC sublayer to its initial conditions. The MLME-
RESHKT.request primitive is issued prior to the use of the MLME-START.request or the MLME-
ASSQCIATE.request primitives.

The MLME-RESET.request primitive is generated by the next higher layer and issued tF the

6.2.10.2.4 Effection receipt

On receipt of the MLME-RESET.request primitive, the MLME issues the PLME-SET{TRX-
STATE.request primitive with a state of FORCE_TRX_OFF. On receipt of the PLME{SET-
TRX$TATEconfirm primitive, the MAC sublayer is then set to its initial conditions, clearipg all
interrjal/variables to their default values. If the SetDefaultPIB parameter is set to TRUH, the
MAC |PIB  attributes are set to their default values. The MLME-RESET.confirm primitive with a
status of SUCCESS is issued on completion.

6.2.10.3 MLME-RESET.confirm
6.2.10.3.1 Function

The MLME-RESET.confirm primitive reports the results of the reset operation.

6.2.10.3.2 Semantics of the service primitive
The semantics of the MLME-RESET.confirm primitive are as follows:

MLME-RESET.confirm (
Status

)
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Table 24 specifies the parameter for the MLME-RESET.confirm primitive.

Table 24 — MLME-RESET.confirm parameters

Name Type Valid range Description
Status Enumeration SUCCESS or DISABLE_TRX_FAILURE The result of the reset operation.
6.2.10.3.3 When generated
The MLME-RESET confirm primifi\/n is gnnnrafnd h\l/ the MLME and issued to its next igher
layer|in response to an MLME-RESET.request primitive and following the receipti\gf the
PLME-SET-TRXSTATE.confirm primitive.
6.2.10.3.4  Effect on receipt
On receipt of the MLME-RESET.confirm primitive, the next higher layer’is notified pf its
request to reset the MAC sublayer. This primitive returns a status of SUCGCGESS indicating that
the request to reset the MAC sublayer was successful.
6.2.11 Primitives for specifying the receiver enable time
6.2.11.1 Overview
MLME-SAP receiver state primitives define how a device.can enable or disable the receiyer at
a given time. These receiver state primitives are optional.
6.2.11.2 MLME-RX-ON.request
6.2.11.2.1 Function
The MLME-RX-ENABLE.request primitive allows the next higher layer to request thgt the
receiVer is either enabled for a finite-period of time or disabled.
6.2.1/1.2.2 Semantics of the'service primitive
The gemantics of the MLME-RX-ON.request primitive are as follows:
MLME-RX-ON.request (
DeferPermit,
RxOnTime,
RxOnDuration
)
Tablg 25,specifies the parameters for the MLME-RX-ON.request primitive.
Table 25 - MLME-RX-ON.request parameters
Name Type Valid range Description
TRUE if the receiver enable can be deferred until during the next

DeferPermit Boolean |[TRUE or FALSE

receiver enable is only to be attempted in the current superfra
This parameter is ignored for non-beacon enabled PANs.

superframe if the requested time has already passed. FALSE if the

me.

RxOnTime Integer [0x000000 to Oxffffff

parameter is ignored for non-beacon enabled PANs.

The number of symbols from the start of the superframe before the
receiver is to be enabled. The precision of this value is a minimum
of 20 bit, with the lowest four bit being the least significant. This

RxOnDuration |Integer [0x000000 to Oxffffff |The number of symbols for which the receiver is to be enabled.
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6.2.11.2.3 When generated

The MLME-RX-ENABLE.request primitive is generated by the next higher layer and issued to
the MLME to enable the receiver for a fixed duration, at a time relative to the start of the
current or next superframe on a beacon-enabled PAN. This primitive may also be generated
to cancel a previously generated request to enable the receiver. The receiver is enabled or
disabled exactly once per primitive request.

6.2.11.2.4 Effect on receipt

The MLME will treat the request to enable or disable the receiver as secondary to other
respghsibilities—of the device{e-gCFP WRC acking, ansmissions)-
the pfimitive is issued to enable the receiver, the device will enable its receiver until either the
device has a conflicting responsibility or the time specified by RxOnDuration has expired. In
the case of a conflicting responsibility, the device will interrupt the receive operation.”Aftér the
complletion of the interrupting operation, the RxOnDuration will be checked to determine
whether the time has expired. If so, the operation is complete. If not, the_receiver is re-
enabled until either the device has another conflicting responsibility or the time specified by
RxOr|Duration has expired. When the primitive is issued to disable the teceiver, the device
will djsable its receiver unless the device has a conflicting responsibility.

-, ha on na he on nem a¥a hen

6.2.11.3 MLME-RX-ON.confirm
6.2.11.3.1 Function

The MLME-RX-ENABLE.confirm primitive reports the.fesults of the attempt to enable or
disablle the receiver.

6.2.111.3.2 Semantics of the service primitive

The gemantics of the MLME-RX-ON.confirm*primitive are as follows:

MLME-RX-ON.confirm (
Status

)
Tablg 26 specifies the parameter for the MLME-RX-ON.confirm primitive.

Table 26 — MLME-RX-ON.confirm parameters

Narhe Type Valid range Description

SUCCESS, TX_ACTIVE,
Statug Enumeration OUT_OF_CAP, or The result of the receiver enable requgst.
INVALID_PARAMETER

6.2.11.3.3 When generated

The MLME-RX-ENABLE.confirm primitive is generated by the MLME and issued to its next
higher layer in response to an MLME-RX-ENABLE.request primitive.

6.2.11.3.4  Effect on receipt

On receipt of the MLME-RX-ENABLE.confirm primitive, the next higher layer is notified of its
request to enable or disable the receiver. This primitive returns a status of either SUCCESS, if
the request to enable or disable the receiver was successful, or the appropriate error code.
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6.2.12 Primitives for channel scanning
6.2.12.1 Overview

MLME-SAP scan primitives define how a device can determine the energy usage or the
presence or absence of PANs in a communications' channel. All devices shall provide an
interface for these scan primitives.

6.2.12.2 MLME-SCAN.request
6.2.12.2.1 Function

The MLME-SCAN.request primitive is used to initiate a channel scan over a given Jjst of
channpels. A device can use a channel scan to measure the energy on the channel, sear¢h for
the WRC with which it is associated, or search for all WRCs transmitting beacon frames ithin
the PIOS of the scanning device.

6.2.1R.2.2 Semantics of the service primitive
The gemantics of the MLME-SCAN.request primitive are as follows:

MLME-SCAN.request  (

ScanType,
ScanChannels,
ScanDuration

)
Tablg 27 specifies the parameters for the MLME-SCAN.request primitive.

Table 27 — MLME-SCAN.request parameters

Name Type Valid range Description

Indicates the type of scan performed:
0x00 = energy detection scan (WRC only),
ScanTlype Integer [0x00 to 0x03 0x01 = active scan (WRC only),

0x02 = passive scan,

0x03 = orphan scan.

The five most significant bits (b7, ..., bz1) are reserved. The 27 Igast
Scan(hannels [Bitmap\_|32bit field significant bits (by, by, ..., byg) indicate which channels are to be
scanned (1 = scan, 0 = do not scan) for each of the 27 valid channels.

A value used to calculate the length of time to spend scanning edch
channel for energy detection, active and passive scans. This
ScanQuration Integer [0 to 14 parameter is ignored for orphan scans. The time spent scanning gach
channel is (aBaseSuperframeDuration * (2" + 1)) symbols, where|n is
the value of the ScanDuration parameter.

6.2.12.2.3 When generated

The MLME-SCAN.request primitive is generated by the next higher layer and issued to its
MLME to initiate a channel scan to search for activity within the POS of the device. This
primitive can be used to perform an ED scan to determine channel usage, an active or
passive scan to locate beacon frames containing any PAN identifier, or an orphan scan to
locate a PAN to which the device is currently associated. All devices shall be capable of
performing passive scans and orphan scans. ED scans and active scans are optional for a
WED.
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6.2.12.2.4 Effect on receipt
If the MLME receives the MLME-SCAN.request primitive while performing a previously
initiated scan operation, it issues the MLME-SCAN.confirm primitive with a status of

SCAN_IN_PROGRESS. Otherwise, the MLME initiates a scan in all channels specified in the
ScanChannels parameter.

6.2.12.3 MLME-SCAN.confirm
6.2.12.3.1 Function

The MLME-SCAN confirm primitive repaorts the result of the channel scan request

6.2.1R.3.2 Semantics of the service primitive
The gemantics of the MLME-SCAN.confirm primitive are as follows:

MLME-SCAN.confirm (

Status,

ScanType,
ChannelPage,
UnscannedChannels,
ResultListSize,
EnergyDetectList,
PANDescriptorList

)
Tablg 28 specifies the parameters for the MLME-SCAN~confirm primitive.
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Table 28 — MLME-SCAN.confirm parameters

Name

Type

Valid range

Description

Status

Enumeration

SUCCESS,

NO_BEACON, or
INVALID_PARAMETER

The status of the scan request.

ScanType

Integer

0x00 to 0x03

Indicates if the type of scan
performed is:

0x00 = energy detection scan (WRC

only),

0x01 = active scan (WRC only),
0x02 = passive scan,

0x03 = orphan scan.

UnscannedChannels

Bitmap

32 bit field

Indicates which channels given
request were not|scanned (1 =1
scanned, 0 sscanned or not
requested) This parameter is of

valid forpasSive or active scans].

n the
ot

ly

ResulfListSize

Integer

Implementati

on specific

Thendmber of elements returne
thesappropriate result lists. This
iss0/for the result of an orphan g

din
value
can.

EnergyDetectList

List of integers

0x00 to Oxff

for each integer

The list of energy measurement
for each channel searched durin
energy detection scan. This
parameter is null for active, pas
and orphan scans.

5, one
g an

bive

PANDEscriptorList

List of
PANDescriptor
values

The list of PAN descriptors, one
each beacon found during an adg
or passive scan. This parameter
null for energy detection and org

scans.

for
tive
is
han

6.2.1p.3.3

The MLME-SCAN.confirm pfimitive is generated by the MLME and issued to its next h
layer(when the channel scan initiated with the MLME-SCAN.request primitive has comp
MLMESCAN.request primitive requested an active, passive, or orphan scan
EnergyDetectList parameter will be null. If the MLME-SCAN.request primitive requestg
ED of orphan scan,the PANDescriptorList parameter will be null; this is also the case
MLME-SCAN.redquest primitive requested an active or passive scan with macAutoReque
to FALSE. If the. MLME-SCAN.request primitive requested an orphan scan, the ResultLis

If th

When generated

parameter will-be set to zero.

6.2.1p:3:4

Effect on receipt

igher
eted.
, the
d an
if the
5t set
tSize

On receipt of the MLME-SCAN.confirm primitive, the next higher layer is notified of the results
of the scan procedure. If the requested scan was successful, the status parameter will be set
to SUCCESS. Otherwise, the status parameter indicates the error.

6.2.13 Communication status primitive

6.2.13.1

Overview

The MLME-SAP communication status primitive defines how the MLME communicates to the
next higher layer about transmission status, when the transmission was instigated by a
response primitive, and about security errors on incoming packets. All devices shall provide
an interface for this communication status primitive.
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6.2.13.2 MLME-COMM-RESULT.indication
6.2.13.2.1 Function

This primitive allows the MLME to indicate a communications status.

6.2.13.2.2 Semantics of the service primitive
The semantics of this primitive is as follows:

MLME-COMM-RESULT.indication (

MeshlID,
SrcAddrMode,
SrcAddr,
DstAddrMode,
DstAddr,
Status

)

Tablg 29 specifies the parameters for the MLME-COMM- RESULT.indication primitive.

Table 29 — MLME-COMM-RESULT.indication'parameters

Name Type Valid range Description
The_18-bit PAN identifier of the device from which
Meshlp integer 0x0000 to Oxffff thé.frame was received or to which the frame |was
being sent.
The source addressing mode for this primitive. This
value can take one of the following values:
0x00 = no address (addressing fields omitted).
SrcAdfirMode |integer 0x00 to 0x03 0x01 = reserved.
0x02 = 16-bit short address.
0x03 = 64-bit extended address.
The destination addressing mode for this prinfitive.
This value can take one of the following values:
0x00 = no address (addressing fields omitted).
DstAdfirMode |Integer 0x00 to 0x03 0x01 = reserved.
0x02 = 16-bit short address.
0x03 = 64-bit extended address.
SUCCESS.
TRANSACTION_OVERFLOW
TRANSACTION_EXPIRED
CHANNEL_ACCESS_FAILURE
Status Enumeration [NO_ACK The communications status.
UNAVAILABLE_KEY
FRAME_TOO_LONG
FAILED_SECURITY_CHECK
or INVALID_PARAMETER
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6.2.13.2.3 When generated

This primitive is generated by the MLME and issued to its next higher layer either following a
transmission instigated through response primitive or on receipt of a frame which generates an
error in its secure processing.

6.2.13.2.4 Effect on receipt

On receipt of this primitive, the next higher layer is notified of the communication status of a
transmission or that an error has occurred during the secure processing of incoming frame.

6.2.1E_Pmﬂvn'5'fo'rwn\'mg'wmrm
6.2.14.1 Overview

These primitives define how MAC PIB attributes may be written. All devices shall provige an
interface for these primitives.

6.2.1 E.Z MLME-WRITE-MIB.request
6.2.14.2.1 Function

This primitive attempts to write the given value to the indicated”MAC PIB attribute.

6.2.14.2.2 Semantics of the service primitive

The g§emantics of this primitive is as follows:

MLME-WRITE-MIB.request (
MIBAttribute,
MIBAttributeVatue

)
Tablg 30 specifies the parameters fon MLME-WRITE-MIB.request primitive.

Table 30°=~"MLME-WRITE-MIB.request parameters

Name Type Valid range Description
MIBAttribute Integer - The identifier of the MAC PIB attribute to write.
MIBAttributeValue Various - The value to write to the indicated MAC PIB attribute.

6.2.14.2.3- . When generated

This lprimitive is generated by the next higher layer and issued to its MI ME to write the
indicated MAC PIB attribute.

6.2.14.2.4 Effect on receipt

On receipt of this primitive, the MLME attempts to write the given value to the indicated MAC
PIB attribute in its database. If the PIBAttribute parameter specifies an attribute that is not
found in the database, the MLME will issue the MLME-SET.confirm primitive with a status of
UNSUPPORTED_ATTRIBUTE. If the PIBAttributeValue parameter specifies a value that is out
of the valid range for the given attribute, the MLME will issue the MLME-SET.confirm primitive
with a status of INVALID_PARAMETER. If the requested MAC PIB attribute is successfully
written, the MLME will issue the MLME-SET.confirm primitive with a status of SUCCESS.
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6.2.14.3 MLME-WRITE-MIB.confirm

6.2.14.3.1 Function

This primitive reports the results of an attempt to write a value to a MAC PIB attribute.

6.2.14.3.2 Semantics of the service primitive

The semantics of this primitive is as follows:

MLME-WRITE-MIB.confirm (

Status,

2014

Tablg

MIBAttribute
)

31 specifies the parameters for the MLME-WRITE-MIB.confirm primitive.

Table 31 — MLME-WRITE-MIB.confirm parameters

N3me Type Valid range DeScription
SUCCESS,
Stat E ti The result of therequest to write the MAC PIB
atuy numeration |yNSUPPORTED_ATTRIBUTE, [attribute.
or INVALID_PARAMETER
MIBAtfribute |Integer _ w:ittetéientlfler of the MAC PIB attribute that was

6.2.14.3.3 When generated

This
MLM

brimitive is generated by the MLME and issued to its next higher layer in response

to an

E-SET.request primitive. This primitive returns a status of either SUCCESS, indigating

that the requested value was writtento*the indicated MAC PIB attribute, or an error code of

UNS|

Effec
set th
PIB &

JPPORTED_ATTRIBUTE or INVALID_PARAMETER.

[ on receipt of this primitive, the next higher layer is notified of the result of its requ
e value of a MAC PIB attribute. If the requested value was written to the indicated
ttribute, the status_parameter will be set to SUCCESS. Otherwise, the status para

indicates the error.

6.2.1
6.2.1

Thes

b Primitives for updating the superframe configuration
5.1 Overview

b (primitives define how an WRC can request to start using a new super

confilllratinn in order to either initiate a PAN hpgin ’rran:mi’rting beacons on an al

bst to
MAC
meter

Joady

existing PAN, facilitating device discovery, or to stop transmitting beacons. These primitives

are o

ptional for a WED.

6.2.15.2 MLME-START.request

6.2.15.2.1 Function

This primitive makes a request for the device to start using a new superframe configuration.

6.2.15.2.2 Semantics of the service primitive

The semantics of this primitive is as follows:
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MLME-START.request (

Meshld,
LogicalChannel,
BeaconOrder,
SuperframeOrder,
PANWRC,
BatteryLifeExtension,
Co-ordRealignment,
SecurityEnable,

My BTTS,

BTTSL,
MaxBeaconTxMNu |mhnr,

Profile ID
)

Tablg 32 specifies the parameters for the MLME-START.request primitive.

Table 32 - MLME-START.request parameters

Name Type Valid range Desgcription
Meshld integer 0x0000-0xffff The mesh identifier to hedised by the beacon.
LogicdiChannel integer logical channel range The logical channel on)which to start transmitting

beacons.

This specifieschow often the beacon is to be transnjitted.
The BeaconOrder, BO, and the beacon interval, B/} are
related asfollows: for 0sBO<14, Bl =
aBaseSuperframeduration * 28° symbols. If BO= 15, the
WRE, will not transmit a beacon and the
SuperframeOrder parameter value is ignored.

BeaconOrder integer 0 to 15

This specifies the length of the active portion of the
superframe, including the beacon frame. The

SuperframeOrder, SO, and the superframe duratior, SD,
are related as follows: for 0sSO<BO=<14,
SD=aBaseSuperFrameduration *2°° symbols. If SO|= 15,
the superframe will not be active after the beacon.

SuperframeOrder integer 0 to BO or 15

If this value is TRUE, the device will become the PAN
WRC of a new PAN. If this value is FALSE, the deVice
will begin transmitting beacons on the PAN with whiich it
is associated.

PANWRC Boolean |TRUE or FALSE

If this value is TRUE, the receiver of the beaconing
device is disabled mac-BattLifeExtPeriods full backoff
BatteryLifeExtension |Boolean |TURE or FALSE periods after the inter-frame space (IFS) period of {he
beacon frame. If this value is FALSE, the receiver ¢f the
beaconing device remains enabled for the entire CAP.

TRUE if a WRC realignment command is to be
Co-ordRealigiment Boolean |[TRUE or FALSE transmitted prior to changing the superframe
configuration or FALSE otherwise.

SecurltyErmatte BosteaT— I FRUE—OTFALSE "EilLJgEif securi‘tv is enabled for beacon transmissiohs or
otherwise.

My BTTS Integer 0x00 to Oxff Beacon Transfer offset parameter with BOP

BTTSL BYTE 0x00 to Oxff Beacon size + TxBeaconMargin. Calculated BOP sized.

MaxBeaconTxNumber |[BYTE 0x00 to Oxff Maximum Beacon Number with BOP

Profile ID BYTE 0x00 to Oxff Application identifier

6.2.15.2.3 When generated

This primitive is generated by the next higher layer and issued to its MLME to request that a
device start using a new superframe configuration.
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6.2.15.2.4  Effect on receipt

If this primitive is received when macShortAddress is set to 0xffff, the MLME will issue the
MLME-START.confirm primitive with a status of NO_SHORT_ADDRESS. On receipt of this
primitive, the MLME sets macBeaconOrder to the value of the BeaconOrder parameter. If
macBeaconOrder is equal to 15, the MLME will also set macSuperframeOQOrder to 15. In this
case, this primitive configures a beaconless PAN. If macBeaconOrder is less than 15, the
MLME will set macSuperframe-Order to the value of the SuperframeOrder parameter. In the
case where the PANWRC parameter is set to TRUE, the MLME updates macMeshld with the
value of the Meshld parameter and phyCurrentChannel with the value of the LogicalChannel
parameter, by issuing the PLME-SET.request primitive. In the case where the PANWRC
parameter is set to FAlL SE, the Ml ME ignores the Meshld and | ogicalChannel parameters.

6.2.15.3 MLME-START.confirm
6.2.15.3.1 Function

This primitive reports the results of the attempt to start using a new superframe configurattion.

6.2.15.3.2 Semantics of the service primitive
The g§emantics of this primitive is as follows:

MLME-START.confirm  (
Status

)
Tablg 33 specifies the parameters for the MLME-START.confirm primitive.

Table 33 — MLME-START.confirm parameters

Namg Type Valid range Description

SUCCESS, NO_SHORTNADDRESS,
UNAVAILABLE_KEY, FRAME_TOO_LONG, ([The result of the attempt to start using 4
FAILED_SECURITY\CHECK, or updated superframe configuration.

INVALID_PARAMETER

>

Statug [Enumeration

6.2.15.3.3 When generated

This primitive is generated by the MLME and issued to its next higher layer in response [to an
MLMESTART.request primitive. This primitive returns a status of either SUCCESS, indigating
that the MAC sublayer has started using the new superframe configuration, or an error|code
of NO_SHORT) ADDRESS, UNAVAILABLE_KEY, FRAME_TOO_LONG, FAILED_SECURITY_
CHECK orTNVALID_PARAMETER.

6.2.15.-3.4—Effect onreceipt

On receipt of this primitive, the next higher layer is notified of the result of its request to start
using a new superframe configuration. If the MAC sublayer has been successful, the status
parameter will be set to SUCCESS. Otherwise, the status parameter indicates the error.

6.2.15.4 Message sequence chart for updating the superframe configuration

Figure 8 illustrates the sequence of messages necessary for initiating beacon transmissions
in a WRC.
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WMC/WRC next WMC/WRC
higher layer MLME

MLME-START.request

MLME-START.confirm

Beacon frame

Figure 8 — Message sequence chart for updating the superframe’ configuration

b Primitives for synchronising with a WRC
6.1 Overview

e primitives define how synchronisation with a WRC may be achieved and how a Ig

.2 MLME-SYNC.request
5.2.1 Function

brimitive requests to synchronise with the WRC by acquiring and, if specified, tracki
DNS.

6.2.2 Semantics of the service primitive

E-SYNC.request (
LogicalChannel,
TrackBeacon

ss of

ng its

Table 34 - MLME-SYNC.request parameters

Name Type Valid range Description

LogicalChannel |Integer |PHY supported used logical channel range

WRC synchronisation.

The logical channel on which to attempt

TRUE if the MLME is to synchronise

with

the next beacon and attempt to track all
TrackBeacon Boolean [TRUE or FALSE future beacons. FALSE if the MLME

synchronise with only the next beacon.

is to
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6.2.16.2.3 When generated

This primitive is generated by the next higher layer of a device on a beacon enabled PAN and
issued to its MLME to synchronise with the WRC.

6.2.16.2.4 Effect on receipt

If this primitive is received by the MLME on a beacon enabled PAN, it will first set
phyCurrentChannel equal to the LogicalChannel parameter by issuing the PLME-SET.request
primitive to the PHY layer. The MLME then enables its receiver and search for the current
network beacon. If the TrackBeacon parameter is equal to TRUE, the MLME will track the
beacgr—i-e—enable—itsreceiverjust beforethe expse i of-eac

beacon frame can be processed. If the TrackBeacon parameter is equal to FALSE, thesMLME
will Ipcate the beacon but not continue to track it. If this primitive is received by thé MLME
while| it is currently tracking the beacon, the MLME will not discard the primitivel ,but rdather
treat |it as a new synchronisation request. If the beacon could not be located|either ¢n its
initiall search or during tracking, the MLME will issue the MLME-SYNGE=LOSS.indigation
primifive with a loss reason of BEACON_LOST.

6.2.16.3 MLME-SYNC-LOSS.indication
6.2.16.3.1 Function

This primitive indicates the loss of synchronisation with a WRE:

6.2.16.3.2 Semantics of the service primitive
The gemantics of this primitive is as follows:

MLME-SYNC-LOSS.indication (
LossReason

)
Tablg 35 specifies the parameters forthe MLME-SYNC-LOSS.indication primitive.

Table 35 - MEME-SYNC-LOSS.indication parameters

Ngme Type Valid range Description

LossReason |Enumeration |[REALIGNMENT or BEACON_LOST The reason that synchronisation was|lost.

6.2.16.3.3 When generated

This primitive.is generated by the MLME of a device and issued to its next higher layer in the
eveni of a_Joss of synchronisation with the WRC. It is also generated by the MLME of a| PAN
WRC|and’issued to its next higher layer in the event of a mesh ID conflict.

6.2.16.3.4 Effect on receipt

On receipt of this primitive, the next higher layer is notified of a loss of synchronisation.
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6.4 Message sequence chart for synchronising with a WRC
WED next WED WRC
higher layer MLME MLME
MLME-SVYNC request (FALSE
a) oquest (F ) > Beacon (with data pending)

b)

Figur|

WRC|

beac
the d
seard
just b
in thg

6.2.1
6.2.1

Thes
interf

6.2.1
6.2.1

This

Data request

MLME-SYNC.request (TRUE)

Beacon

Timer to expire before

the next beacon E i
L. Beacon

Figure 9 — Message sequence chart for synchronising to a WRC
in a beacon-enabled WPAN

e 9 illustrates the sequence of messages necessary for a device to synchronise v
In a), a single synchronisation request is issued. The MLME then searches

bn and, if found, determines whether the WRE€ has any data pending for the device.
ata is requested. In b), a track synchronisation request is issued. The MLME
hes for a beacon and, if found, attempts-to keep track of it using a timer which ex
efore the expected time of the next beacon. The MLME also checks for any data pe
WRC for the device whenever a beacon frame is received.

/ Primitives for requesting.data from a WRC
/.1  Overview

e primitives definethow to request data from a WRC. All devices shall provid
ace for these prinitives.

7.2 MLME-INDIRECT-COMM.request
7.2.1 Function

brimitive prompts the device to request data from the WRC.

ith a
for a
If so,
then
pires
nding

6.2.17.2.2 Semantics of the service primitive

The semantics of this primitive is as follows:

MLME-INDIRECT-COMM.request (

Co-ordAddrMode,
Co-ordMeshld,
Co-ordAddress,
SecurityEnable

)

Table 36 specifies the parameter for the MLME-INDIRECT-COMM.request primitive.
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Table 36 — MLME-INDIRECT-COMM.request parameters
Name Type Valid range Description
The addressing mode of the WRC to which the poll is
intended. This parameter can take one of the following
| :
Co-ordAddrMode [Integer 0x02 to 0x03 vaiues
2 = 16-bit short address,
3 = 64-bit extended address.
Co-ordMeshld Integer 0x0000 to Oxfffe The PAN identifier of the WRC to which the poll is
intended.
Co-ordAddress Device address o OOTIANITVIOES IThe address of the WRC to which the poll is intendgd.
parameters.
SecurityEnable Boolean TRUE or FALSE TRUE i_f security is enabled for this transfer-or FALSE
otherwise.
6.2.17.2.3 When generated
This primitive is generated by the next higher layer and issued to its’‘MLME when data is|to be
requégsted from a WRC.
6.2.17.2.4  Effect on receipt
On rgceipt of this primitive the MLME generates andssénds a data request command. |f the
poll Is directed to the PAN WRC, the data request’' command is generated withouf any
destipation address information present. Otherwise, the data request command is generated
with the destination address information comprised of the Co-ordMeshld and Co-ordAdfress
parameters.

6.2.1
6.2.1

This

6.2.1
The g
ML

Tablg

7.3 MLME-INDIRECT-COMM.confirm
7.3.1 Function

brimitive reports the results_of a request to poll the WRC for data.

7.3.2 Semanticsof the service primitive

emantics of this primitive is as follows:

ME-INDIRECT-COMM.confirm (
Status
)

37, specifies the parameters for the MLME-INDIRECT-COMM.confirm primitive.

Table 37 — MLME-INDIRECT-COMM.confirm parameters

Name Type Valid range Description

Status

SUCCESS,
CHANNEL_ACCESS_FAILURE,
NO_ACK, NO_DATA,
UNAVAILABLE_KEY,
FAILED_SECURITY_CHECK, or
INVALID_PARAMETER

Enumeration The status of the data request.

6.2.17.3.3 When generated

This primitive is generated by the MLME and issued to its next higher layer in response to an
MLMEPOLL.request primitive. If the request was successful, the status parameter will be
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equal to SUCCESS indicating a successful poll for data. Otherwise, the status parameter
indicates an error code of CHANNEL_ACCESS FAILURE, NO_ACK, NO_DATA,
UNAVAILABLE_KEY, FAILED_SECURITY_CHECK or INVALID_PARAMETER.

6.2.17.3.4 Effect on receipt

On receipt of this primitive, the next higher layer is notified of the status of the procedure to
request data from the WRC.

6.2.17.3.5 Message sequence chart for requesting data from a WRC

Figurg—toiffustrates the sequence of Messages Necessary for a devite to request datg flom a
WRC] In both cases, a poll request is issued to the MLME, which then sends a data _réqjuest
command to the WRC. In a), the corresponding acknowledgement has the frame pending (FP)
subfi¢ld set to 0 and the MLME issues the poll request confirmation immediately”In b), the
corregponding acknowledgement has the frame pending (FP) subfield set to 1_and the MILME
enables the receiver in anticipation of the data frame from the WRC. On réceipt of this| data
framg, the MLME issues a poll request confirmation followed by a data ndication contgining
the data of the received frame.

WED next WED WRC
higher layer MLME MLME

i) MLME-INDIRECT-COMM.request

Irata request

Acknowledgment (FP=0)

MLME-INDIREC T-COMM. confirm [*

b} }EL.}[EnD\FDIRECT—CDI'ﬂI'rI.requesﬁ

Data request

Acknowledgment (FP=1)

Data

MLME-INDIRECT-COMM. confimm Acknowledgment N

MAC-DATA.indication

Figure 10 < Message sequence chart for requesting data from the WRC

6.3 MAC frame formats

6.3.1 General

This pubclause specifies the format of the MAC frame (MPDU). Each MAC frame consists of
the following basic components.

a) A MHR, which comprises frame control, sequence number, address information and
security related information.

b) A MAC payload, of variable length, which contains information specific to the frame type.
Acknowledgement frames do not contain a payload.

c) A MFR, which contains a FCS.

The frames in the MAC layer are described as a sequence of fields in a specific order. All
frame formats in this subclause are depicted in the order in which they are transmitted by the
PHY, from left to right, where the leftmost bit is transmitted first in time. Bits within each field
are numbered from 0 (leftmost and least significant) to £ — 1 (rightmost and most significant),
where the length of the field is k bit. Fields that are longer than a single octet are sent to the
PHY in the order from the octet containing the lowest numbered bits to the octet containing
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the highest numbered bits. For every MAC frame, all reserved bits shall be set to zero upon
transmission and shall be ignored upon receipt.

6.3.2

General MAC frame format

The MAC frame format is composed of a MHR, a MAC payload and a MFR. The fields of the
MHR appear in a fixed order. However, the addressing fields may not be included in all
frames. The general MAC frame shall be formatted as illustrated in Figure 11.

Cctets - 2 ] 2 07278 02 e variahle 2
Destination Destination Source Source
Mesh Mesh
Frame Sequence | . . address . . address Frame
identifier 1dentifier FCS
fontrol nurnber payload
Addressing fields I
' TTTTRHR - _ MAC | MR
i il payload
I TS e -
] - -] .
Bits[: 0-2 3 4 5 & TG 10-11 12-13 14-1{5
: ; , ) Diestination Sourge
].'rwe SEHLTI"; F1 a;r_le Ack. Intm_ Resefved | addressing Qns _ addreski
type enable pending | request PAM tode priority — L 5

Figure 11 — GenerallMAC frame format

The frame control field is 2 octets in length and contains information defining the frame [type,
addrgssing fields and other control~flags. The frame control field shall be formattgd as
illustfated in Figure 11 The frame type subfield is 3 bit in length and shall be set to one ¢f the
non-reserved values. The securjty-enabled subfield is 1 bit in length, and it shall be set tp one
if the[frame is protected by the:MAC sublayer and shall be set to zero otherwise. The auyiliary
secutlity header field of the, MHR shall be present only if the security enabled subfield is get to
one.

The frame pending subfield is 1 bit in length and shall be set to one if the device sending the
frame has more_data for the recipient. This subfield shall be set to zero otherwise. The frame
pend|ng subfield shall be used only in beacon frames or frames transmitted either durinjg the
CAP by devices operating on a beacon-enabled mesh or at any time by devices operatipg on
a norl-bedacon-enabled mesh network. At all other times, it shall be set to zero on transmission
and |gnered on reception. The acknowledgement request subfield is 1 bit in length and
specitiosn . acknowloda ! rod o rocio] dovic ceeio] of a
data or MAC command frame. If this subfield is set to one, the recipient device shall send an
acknowledgement frame only if, upon reception, the frame passes the third level of filtering. If
this subfield is set to zero, the recipient device shall not send an acknowledgement frame.

The mesh ID compression subfield is 1 bit in length and specifies whether the MAC frame is
to be sent containing only one of the mesh identifier fields when both source and destination
addresses are present. If this subfield is set to one, and both the source and destination
addresses are present, the frame shall contain only the destination mesh identifier field, and
the source mesh identifier field shall be assumed equal to that of the destination. If this
subfield is set to zero and both the source and destination addresses are present, the frame
shall contain both the source mesh identifier and destination mesh identifier fields. If only one
of the addresses is present, this subfield shall be set to zero and the frame shall contain the
mesh identifier field corresponding to the address. If neither address is present, this subfield
shall be set to zero, and the frame shall not contain either mesh identifier field.
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