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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical

activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other

international

organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the

work.

The procedures used to develop this document and those intended for its further
are dé¢scribed in the ISO/IEC Directives, Part 1. In particular, the different app
neededl for the different types of document should be noted. This document w3

maintenance
Foval criteria
s drafted in
directives or

accordance with the editorial rules of the ISO/IEC Directives, Part 2 (see wwwdse.org
www.jec.ch/members_experts/refdocs).

ISO and IEC draw attention to the possibility that the implementation of thisx document m|
use of|(a) patent(s). ISO and IEC take no position concerning the evidence,validity or a
any clgimed patent rights in respect thereof. As of the date of publication.of this documen
had nqt received notice of (a) patent(s) which may be required to iniplément this docum
implernenters are cautioned that this may not represent the latestinformation, which ma
from the patent database available at www.iso.org/patents andhtps://patents.iec.ch. ISQ
not befheld responsible for identifying any or all such patent rights.

Any trpde name used in this document is information given for the convenience of users
constifute an endorsement.

For arl explanation of the voluntary nature of standards, the meaning of ISO specif
expregsions related to conformity assessment; as well as information about ISO's
the World Trade Organization (WTO) principles in the Technical Barriers to Trad
www.lso.org/iso/foreword.html. In the IE€;’see www.iec.ch/understanding-standards.

This document was prepared by Jeint Technical Committee ISO/IEC JTC 1, Informati
Subcoinmittee SC 27, Information sécurity, cybersecurity and privacy protection.

This second edition cancels ‘afd replaces the first edition (ISO/IEC 29134:2017), wh
technifally revised.

The mpin changes are-as-follows:

— mJnor editorial-changes have been made.

py involve the
pplicability of
t, ISO and IEC
ent. However,
y be obtained
and IEC shall

and does not

ic terms and
adherence to
le (TBT) see

n technology,

ich has been

Any fgedback'er questions on this document should be directed to the user’s natiopal standards

body. |A complete listing of these bodies can be found at www.iso.org/memb

ers.html and

www.jeécéh/national-committees.
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34:2023(E)

Introduction

A privacy impact assessment (PIA) is an instrument for:

— assessing the potential impacts on privacy of a process, information system, programme, software
module, device or other initiative which processes personally identifiable information (PII);

— taking ne

cessary actions, in consultation with stakeholders, to treat privacy risk.

A PIAreport can include documentation about measures taken for risk treatment, for example, measures
arising from the use of the information security management system (ISMS) in ISO/IEC 27001. A PIA is
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ities to influence its outcome and thereby ensure privacy by design. It is a prgce
il, and even after, the project has been deployed.

'y substantially in scale and impact. Objectives falling under the heading’ of “pi

hnce that can be applied to all initiatives. Since guidance specifiato’all circums
scriptive, the guidance in this document should be interpreted with respect to ind
.

br can have a responsibility to conduct a PIA and can request a PII processor to af
Fing on the PII controller’s behalf. A PII processor or asupplier can also wish to ¢

[A information is especially relevant when digitally connected devices are part
ystem, application or process being assessed: It can be necessary for suppliers ¢
vide privacy-relevant design information té;those undertaking the PIA. It is possih
f digital devices is unskilled in and not resourced for PIAs, for example:

tailer, or

nd medium-sized enterprise (SME) using digitally connected devices in the cours
1siness operations.

stances, in order to enable-it to undertake minimal PIA activity, the device suppl
to provide a great deal‘ef privacy information and undertake its own PIA with res
P11 principal/SME conteéxt for the equipment they supply.

ally conducted by an organization that takes its responsibility seriously and tre
quately. In some jurisdictions, legal and regulatory requirements regarding PIA can

tis intended to be used when the privacy impact on PII principals includes considg
nformation systems or programmes, where:

nsibility for the implementation and/or delivery of the process, information sys
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tances
vidual

sist in
bnduct

of the
f such
le that

b of its

er can
bect to

ats PII
apply.

ration
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programme 1S shared with other organizations and 1t should be ensured that each organ

properly addresses the identified risks;

zation

an organization is performing privacy risk management as part of its overall risk management effort

while preparing for the implementation or improvement of its ISMS (established in accordance with
ISO/IEC 27001 or an equivalent management system); or an organization is performing privacy risk
management as an independent function;

an organization (e.g. government) is undertaking an initiative (e.g. a public-private-partnership

programme) in which the future PII controller organization is not known yet, with the result that the
treatment plan cannot be implemented directly and, therefore, it is presupposed that this treatment
plan becomes part of corresponding legislation, regulation or the contract instead;

Vi

the organization wants to act responsibly towards the PII principals.
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Controls deemed necessary to treat the risks identified during the privacy impact analysis process
can be derived from multiple sets of controls, including ISO/IEC 27002 (for security controls) and
ISO/IEC 29151 (for PII protection controls), or comparable national standards, or they can be defined
by the person responsible for conducting the PIA, independently of any other control set.
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Information technology — Security techniques —
Guidelines for privacy impact assessment

1 Scope

This document gives guidelines for:

— aprocess on privacy 1mpact assessments, and
— agtructure and content of a PIA report.

It is applicable to all types and sizes of organizations, including public compani€s, private companies,
government entities and not-for-profit organizations.

This dpcument is relevant to those involved in designing or implementing projects, includiing the parties
operatling data processing systems and services that process PII.

2 Normative references

The following documents are referred to in the text in.Such a way that some or all of|their content
constifutes requirements of this document. For dated)references, only the edition citefd applies. For
undated references, the latest edition of the referenced ‘document (including any amendmients) applies.

ISO Guide 73:2009, Risk management — Vocabulgry

ISO/IHC 27000:2018, Information technology~— Security techniques — Information security management
systems — Overview and vocabulary

ISO/IHC 29100:2011, Information techinology — Security techniques — Privacy framework

3 Terms and definitions

For the¢ purposes of this-document, the terms and definitions given in ISO/IEC 29100, I§O/IEC 27000,
ISO Guiide 73 and the follewing apply.

ISO and [EC maintain terminology databases for use in standardization at the following afldresses:

— ISP Online'browsing platform: available at https://www.iso.org/obp

— [EC Electropedia: available at https://www.electropedia.org/

3.1

acceptance statement

formal management declaration to assume responsibility for risk ownership, risk treatment and
residual risk

3.2
asset
things that have value to anyone involved in the processing of personally identifiable information (PII)

Note 1 to entry: In the context of a privacy risk management process, an asset is either PII or a supporting asset.

© ISO/IEC 2023 - All rights reserved 1
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3.3
assessor

34:2023(E)

person who leads and conducts a privacy impact assessment (3.7)

Note 1 to entry: The assessor may be supported by one or more other internal and/or external experts as part of

their team.
Note 2 to entry

3.4
process

: The assessor may be an expert internal or external to the organization.

set of interrelated or interacting activities which transforms inputs into outputs

[SOURCE: ISO

3.5
device

combination ¢f hardware and software, or solely software, that allows a user to perform actions

3.6
privacy imp4
anything that]

Note 1 to entryj
safeguarding r

3.7
privacy imp4
PIA
overall proce
treatment of

information, framed within an organization’s broader risk management framework

[SOURCE: ISO

3.8
privacy risk
diagram that

Note 1 to entry

3.9
programme
group of proj
individually

IEC 27000:2018, 3.54]

ct
has an effect on the privacy of a PII principal and/or group of PiI'principals

- The privacy impact can result from the processing of PIl in confermance or in violation of
Pquirements.

ct assessment

ss of identifying, analysing, evaluating, consulting, communicating and planni
potential privacy impacts with regard-to the processing of personally ident

[EC 29100:2011, 2.20, modified < 'Note 1 to entry has been deleted.]
map

ndicates the level of impact and likelihood of privacy risks identified

: The map is typicalljzused to determine the order in which the privacy risks should be tre

bcts mapaged in a coordinated way to obtain benefits not available from managin

brivacy

hg the
ifiable

hted.

b them

[SOURCE: ISO

14300-1:2011, 3.2]

3.10
project

unique process, consisting of a set of coordinated and controlled activities with start and finish dates,
undertaken to achieve an objective conforming to specific requirements, including the constraints of
time, cost and resources

[SOURCE: ISO

9000:2015, 3.4.2]
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3.11

organization

person or group of people that has its own functions with responsibilities, authorities and relationships
to achieve its objectives

Note 1 to entry: The concept of organization includes but is not limited to sole-trader, company, corporation, firm,
enterprise, authority, partnership, charity or institution, or part or combination thereof, whether incorporated
or not, public or private.

[SOURCE: ISO/IEC 27000:2018, 3.50]

3.12
severigy
estimgtion of the magnitude of potential impacts on the privacy of a PII principal

3.13

syste

information system
set of dpplications, services, information technology assets, or other informdtion handling components

[SOURLCE: ISO/IEC 27000:2018, 3.36, modified — "system" has been addged as a preferred ferm.]

3.14
stakeholder
persor] or organization that can affect, be affected by, or perceive itself to be affected by a decision or
activitly

Note 1 fo entry: Includes personally identifiable information\principals, management, regulators ind customers.
Note 2 fo entry: Consultation with stakeholders is integral to a privacy impact assessment.
[SOURLE: I1SO 37000:2021, 3.3.1, modified — Notes 1 and 2 to entry have been modified.]

3.15
technglogy
hardwfare, software, and firmware “systems and system elements including, but n¢t limited to,
infornmjation technology, embedded systems, or any other electro-mechanical or pr¢cessor-based
systenhs

[SOURLE: ISO/IEC 1650931999, 3.3]

4 Abbreviated-terms

API application programming interface

BYOD bring your own device

ICT information and communication technologies
[PMA International Project Management Association
ISMS information security management system

PII personally identifiable information

PRINCE PRojects IN controlled environments

SME small and medium-sized enterprises

© ISO/IEC 2023 - All rights reserved 3
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5 Prepari
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ng the grounds for PIA

5.1 Benefits of carrying out a PIA

This document provides guidance that can be adapted to a wide range of situations where PII is
processed. However, in general, a PIA can be carried out for the purpose of:

reviewin

identifying privacy impacts, privacy risks and responsibilities;

providing input to design for privacy protection (sometimes called privacy by design);

a new information system'’s privacy risks and assessing its impact and likelihood;

providing
mitigatio

maintain
handled;

sharinga

NOTE AP

impact assessment”. These particular instances of a PIA can come with specificimplications for both proc

reporting.

A PIA has oft¢
risks arising f
precautions a
The costs of 4
If the privacy|
helps to ident
potential med
to avoid costlj

Although a PJ
organization’s
in the event
a privacy risH
appropriately
liability, nega

An appropria
their privacy
organization

A PIA enhan|

the basis for the provision of privacy information to PII principals on any PIhyp¢
h action recommended;

ng later updates or upgrades with additional functionality likely to impaetthe PII t

hd mitigating privacy risks with stakeholders, or providing evidenée relating to comp

A is sometimes referred to by other terms, for example, a “privaey,review” or a “data pro

n been described as an early warning system. It provides a way to detect potential g
rom the processing of PIl and thereby informing anorganization of where they shou
hd build tailored safeguards before, not after,.the organization makes heavy invest

impact is unacceptable, the project can even have to be cancelled altogether. Thus
ify privacy issues early and/or to reduce costs in management time, legal expens
ia or public concern by considering privacy issues early. It can also help an organ
7 or embarrassing privacy mistakes:

A should be more than simply~a compliance check, it does nevertheless contribut
demonstration of its compliance with relevant privacy and data protection requirg
pf a subsequent complaint, privacy audit or compliance investigation. In the ey
L or breach occurring; the PIA report can provide evidence that the organization
in attempting to_prévent the occurrence. This can help to reduce or even eliming
ive publicity and\ass of reputation.

fe PIA also.demonstrates to an organization’s customers and/or citizens that it re
and is responsive to their concerns. Customers or citizens are more likely to ty
hat performs a PIA than one that does not.

ces/ informed decision-making and exposes internal communication gaps or

ncipal

hat are

liance.

tection
pss and

rivacy
d take
Inents.

mending a project at the planning stage istusually a fraction of those incurred lafer on.

, a PIA
es and
zation

b to an
ments
rent of

acted
te any

spects
ust an

hidden

assumptions
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ysis of

privacy issues arising from a project in order to inform decision makers. A PIA can be a credible source
of information.

A PIA enables an organization to learn about the privacy pitfalls of a process, information system or
programme upfront, rather than having its auditors or competitors point them out. A PIA assists in
anticipating and responding to the public’s privacy concerns.

A PIA can help an organization gain the public’s trust and confidence that privacy has been built into
the design of a process, information system or programme.

Trust is built on transparency, and a PIA is a disciplined process that promotes open communications,
common understanding and transparency. An organization that undertakes a PIA demonstrates to its
employees and contractors that it takes privacy seriously and expects them that they do too. A PIA is a
way of educating employees about privacy and making them alert to privacy problems that can damage
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the organization. It is a way to affirm the organization’s values. A PIA can be used as an indication of
due diligence and can reduce the number of customer audits.

5.2 Objectives of PIA reporting

The PIA reporting objective is to communicate assessment results to stakeholders. Expectations from a
PIA exist from multiple stakeholders.

The following are typical examples of stakeholders and their expectations.

— PII principal: PIA is an instrument to enable subjects of PII to have assurance that their privacy is
being protected.

— Management: Several viewpoints apply with:

—{ PIA as an instrument to manage privacy risks, create awareness and establish accountability;
visibility over PII processing within the organization, and possible, fisks and impacts of the
same; inputs to business or product strategy;

—|{ Building the PIA into the earliest stages of the project ensures the privacy reqfiirements are
included in the functional and non-functional requirements, are achievable, vialple and traced
through change and risk management and can result in(the project not happening or being
cancelled. The effortto classify and manage project PIl shetild be funded as a separdte investment
line item and amount in a project or programme budget, acceptable to all stakehqlders;

—| PIA as an opportunity to better understand privacy requirements and assess act}vities against
these requirements; inputs for product or servicé design and delivery; reviewed|and amended
through the change management process after delivery;

— PIA as an instrument to understand-‘the privacy risks at the function/projgct/unit level;
consolidation of risks; input to privacy policy design and enforcement mechanisms; inputs for
re-engineering privacy processes.

— Rdgulator: PIA is an instrument, that contributes evidence which supports comppliance with
applicable legal requirements. It can provide evidence of due diligence taken by the organization in
cage of breach, non-compliante, complaint, etc.

— Cystomer: PIA is a means to assess how the PII processor or PII controller is handling PII and
prpvides evidence thatit follows the contractual obligations.

PIA reporting should\fulfil two basic functions. The first (inventory) keeps the specifiq stakeholders
informed of identified affected entities, affected environment and privacy risks about|the life cycle
of the|affected-entities, whether it is inherent or mitigated. The second (action items)|is a tracking
mechanism on'the actions/tasks that improve and/or resolve the identified privacy risks. Sensitivity
to the|distribution and release of the reporting information should be clearly assessed pnd classified
(private,€enfidential, public, etc.).

5.3 Accountability to conduct a PIA

A PIA should be undertaken of processes or information systems by one of a number of different entities
within the organization, but may also be carried out on a process, information system or programme by
consumer organizations or non-governmental organizations.

Typically, the responsibility for ensuring that a PIA is undertaken should, in the first instance, lie
with the person in charge of PII protection, otherwise with the project manager developing the new
technology, service or other initiative that can impact privacy.

Accountability for ensuring the PIA is undertaken and the quality of the result (PIA accountability)
should lie with the top management of the PII controller. The person who has been assigned
responsibility for conducting the PIA may conduct it themselves, may enlist the help of other internal

© ISO/IEC 2023 - All rights reserved 5
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and/or external stakeholders or may contract an independent third party to do the work. There are
advantages and disadvantages to each approach.

However, when the PIA is performed directly by the organization, end-user associations or governmental
agencies may request to have the PIA’s adequacy verified by an independent auditor.

The organization should ensure that there is accountability and authority for managing privacy
risks, including the implementation and maintenance of the privacy risk management process and for
ensuring the adequacy and effectiveness of any controls. This can be facilitated by:

specifying who is accountable for the development, implementation and maintenance of the
framework for managing privacy risk, and

b risk owners for implementing privacy risk treatment, maintaining privacy contrtl)ls and
of relevant privacy risk information.

specifyin
reporting

5.4 Scale dfaPIA

The scale of t
impacts are a
improve its a(
PIA can engaf
department w
much larger B

[t is presupp

he PIA will depend on how significant the impacts are assumed to be: For examplg
bsumed to affect only employees of the organization (e.g. in case the érganization wi
cess control by means of a biometric such as a thumbprint froni*€ach employee), th
be only employee representatives and be relatively small scale. However, if a gover
rishes to introduce a new identity management system for-all citizens, it should coj
[A involving a wide range of external stakeholders.

psed that organizations provide self-assessment on the required scale of the |

compliance wfith laws and regulations. The amount and granularity of the PII per person, the de

sensitivity of
will be proces

In the case of
scale of the P

P11, the number of PII principals and the number of people who have access to the |
sed are the critical factors in determining-this scale.

SMEs, non-profit or governmental qrganizations, the determination of the appr
A can be jointly, but not bindingly,@achieved by the person conducting a PIA (as p¢

the SME's senfior management and/or advice frem external experts, as appropriate.

6 Guidan

6.1 Geners

The scope of g
the size of the
process that i

the “objeg

ce on the process for.conducting a PIA

1

PIA, the specific/details of what it covers and how it is conducted all should be adaj
b organization, the local jurisdiction and the specific programme, information sys
5 the subjectof the PIA. In Clause 6:

tive™1s something that should be achieved,

the “inpu

, if the
Shes to
en the
nment
jduct a

PIA, in
bree of
I that

ppriate

er 5.3),

pted to
tem or

"provides guidance on information can be necessary to achieve the “objective”

the “expe

cted output” is the recommended target for the “actions”,

“objective” and create the recommended “expected output”, and

considered in performing the "actions”.

“actions”, or their equivalents, are guidance on activities necessary to be carried out to achieve the

“implementation guidance” provides more details of matters which have possible needs to be

The “actions” in this clause, or equivalents, adapted to the desired scope and scale of a PIA may be
implemented stand-alone by an organization. They are intended to form a reasonable basis for planning,
implementing and following up the PIA in a wide range of circumstances.

The organization conducting a PIA process may wish to directly adapt the process guidance below to its
specific PIA scale and scope or as one possible alternative to select a suitable risk-based management
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system, such as ISO/IEC 27001, and integrate into it appropriately adapted elements of the guidance
below, including the use of the PIA report (see Clause 7) to treat the privacy risks it identifies.

In this document, the term “conducting a PIA” is used to cover both an initial PIA where the necessary
steps and actions are selected to match the particular PIA requirement and an update to an existing PIA
where only the steps and actions necessary for the update are carried out.

Annex C provides further guidance on the understanding of terms used in this document.

To support SMEs in the PIA process, industry associations or bodies of SMEs should be encouraged to
draw up codes of conduct providing valuable guidelines, and SMEs should be encouraged to take partin
these activities. Reasonable codes of conduct should respect the values set forth in this document and
can bererdorsed by data protectiomauthorities:

6.2 Determine whether a PIA is necessary (threshold analysis)
Objectiive: To determine whether a new or updated PIA is necessary.

Input:| Information about the programme, information system or process under assessmgnt.

Expected output: Threshold analysis result, and mandate to prepare.@new or updated P]A if required,
terms pf reference and scope of the PIA decided.

Actionfs:
The orjganization’s management should decide if a new gr-tpdated PIA is required.

If a ne or updated PIA is required, the organizatien’ssmanagement, in conjunction witl the assessor
to be, fhould define the terms of reference and determine the boundaries and applicability of the PIA
to estgblish its scope. The organization should also decide on and document the scale qf the PIA, the
procegs to be used to perform the PIA, and on‘the target audiences, hence the nature and gontents of the
PIA reports to be produced.

Outpuf of this process in terms of the threshold analysis result and the PIA scope and ternjs of reference
should be documented in the PIA report (see 7.2).

Implerentation guidance:

An organization should cofiduct a new or updated PIA if it perceives impacts on privacy fijom:

— a Iew or prospective’technology, service or other initiative where PII is, or will be, prjocessed,

— adlecision thatsensitive PII (see ISO/IEC 29100:2011, 2.26) is going to be processed,
— chlanges_in~applicable privacy related laws and regulations, internal policy and standards,
information system operation, purposes and means for processing data, new or changed data flows,
etfsand

— business expansion or acquisitions.

There is a possibility that an organization wishes to establish a policy setting out thresholds for
triggering a new or updated PIA and initial technical and organizational measures to apply. Such a
policy should take account of any applicable issues from those listed above, setting boundaries within
which processing of PII can be developed and operated without triggering a new PIA.

6.3 Preparation of the PIA

6.3.1 Setup the PIA team and provide it with direction

Objective: To determine the scope of the PIA and the needed expertise and to formulate the terms
of reference for conducting the PIA.
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https://iecnorm.com/api/?name=d97e3b635a10d33d778deb4e376d3423

ISO/IEC 29134:2023(E)

Input: Mandate to prepare a PIA (see 6.2).

Expected output: Responsible person appointed, risk criteria.

Actions:

A person responsible for conducting a PIA (the assessor) should be identified and appointed by the
organization. The organization should also appoint the person accountable for signing off the PIA

report.

The assessor should define the risk criteria and ensure that senior management agrees with the risk
criteria to be used to evaluate the 51gn1f1cance of risk. These crlterla may be based on those shown in

Annex A, or t
estimate the

the criteria fo

The output of

and resources

Implementati

The criteria
criteria, the a

legal and
protectio

The organizaf
view and priv

These criteria

for conductin

In order to dg
assessor shoulld address thefollowing questions:

What are

organizat

external f
agreemer|

factors pi

other fad
safeguarg

evel of impact and the r1sk with their respect1ve scales The assessor should also i
I risk acceptance and ensure that senior management agrees with these critefias

this process in terms of the risk criteria should be documented in the PIAxeport (seq
(see 7.3.3).

bn guidance:

lentify

 7.3.2)

hould reflect the organization's values, objectives and resources. When defining risk

5sessor should consider the following factors:

regulatory factors that impact the safeguarding of the matural person’s privacy and the

h of their PII;

actors such as industry guidelines, professional Standards, company policies and cu
ts;

edetermined by a specific application orin’a specific use case context;

tors that can affect the design of-information systems and the associated p
ling requirements.

ion’s management should examine separately privacy risks from a PII principal’s p
acy risks from the organization’s point of view.

tomer

rivacy

oint of

should be used later for privacy risk assessment and treatment. The person respgnsible

b a PIA should propese the terms of reference and the scope of the PIA.

fine the rules that have been used to evaluate the significance of the privacy ris

the criteria used to estimate the level of impact for both the PII principal as well
ionZ(For example, the level of identification, sensitivity of the PII breached, number

principal

5 affected and level of organizational impact.)

ks, the

as the
s of PII

assets and capabilities of the risk sources to exploit the vulnerabilities.)

What is(are) the scale(s) used to estimate the level of impact?

What is(are) the scale(s) used to estimate the likelihood?

risks? In particular, what are the criteria for risk acceptance?

that can be accepted?

How is the strategy modified by the benefits of the processing of PII?
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What are the criteria used to estimate the likelihood? (For example, vulnerabilities of the supporting

What is the significance of each combination (level of impact and likelihood) used to evaluate the

What is the applicable strategy to treat each of them? In particular, what is the strategy for the risks
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NOTE 1 These criteria are consistent with the other risk criteria used within the organization.

NOTE 2  The opportunity to improve these criteria are considered each time they are used.

The definition of the risk criteria should be based on the following:

— harm to users of the product, service or system. Harm can include physical, financial, reputational
harm, embarrassment and invasion of domestic life. Further, when considering the impacts on an
individual of privacy risks to their PII, the organization should consider different types of privacy
such as bodily privacy, location and space privacy, behavioural privacy, privacy of communications,
privacy of data and image, privacy of thoughts and feelings and privacy of association;

hkeholder expectations and perceptions, and negative consequences for goodwill a]x

erational importance of availability, confidentiality and integrity of PII;

NOTE 3

st d reputation;

Op

the strategic value of the information process;

th

e present value and future opportunity made by the information process, i.e. “stratpgic value”.
The te
report
or asu
regulatory constraints and should depend on how significant‘an organization deems the
to be.

rms of reference should spell out whether public consultations'should be held, to ywhom the PIA
should be submitted, the nominal budget and timescale forythe PIA, and whether the PIA report
mmary should be published. The minimum requirementsfor a PIA can depend either on legal or
privacy risks

The as
examp

Condu
organi

sessor should conduct the PIA and, if necessary, obtain support from a team cq
le, of representatives from the ICT department, relevant business units and the lega

zation. Management should ensure that the necessary resources are allocated to th

Prepare a PIA plan and determine the necessary resources for conducting th

mprising, for
| department.

rting a PIA in an organization requires’strong and sustained commitment by manggement of the

e PIA team.

e PIA

ive: To create a plan fer-the PIA and allocate human resources and budget for conducting the

d PIA.

Terms of reference:and scope for the PIA.

ed output: Plan-for the PIA to be conducted, business case and allocated resources
S:

and plan the steps of the PIA and select the actions to be conducted, in terms of tasks and needed

hdresources.

Estimate costs and level of efforts, check availability of team members and decide on the allocation of
budget and resources.

Output of this process in terms of resources should be documented in the PIA report (see 7.3.3).

Implementation guidance:

The plan should take into account the scope of the assessment being undertaken, allowing for iterations
if necessary. This should include iterations of the PIA report. This is particularly useful when the
assessment involves large-scale resources, but can be unnecessary for smaller, less complex initiatives.
The plan should also allow for situations where the initiative under assessment is discontinued.

The plan should spell out what should be done to complete the PIA, which PIA team member will
complete it, the PIA schedule and especially how the consultations, if any, will be carried out. It should
specify why it is important to consult stakeholders in this specific instance, who will be consulted, and
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how they will be consulted (e.g. via public opinion survey, workshops, focus groups, public hearings and
online experience).

Once the assessor has prepared the PIA plan, they should estimate the costs of undertaking the PIA
and seek the budgetary and human resources necessary from the organization’s senior management.
The plan can require an increase in the nominal budget initially set by the senior management. The
person responsible for conducting a PIA can also be required to revise the PIA plan based on the budget
available.

The organization should develop practical means to allocate appropriate resources for the PIA.

Consideration should be given to the following:

— people, skills, experience and competences;
— the time fequired for any task;

— resourceg required for each step of the PIA.

6.3.3 Describe what is being assessed
Objective: To describe the programme, process, or information system\to be assessed.

Input: Systeth requirement information, system design information,opetrational plans and procgdures
information, ¢xternal and internal factors.

Expected output: Description of the business process and information system to be assessed.
Actions:
Create an appjropriate description of the programme,ptecess, or information system to be assessed.

Output of thig process in terms of system requirements, design and operational plans and procgdures
should be doqumented in the PIA report (see 7.3\1).

Implementatipn guidance:

By establishing the context, the organization defines the relevant internal and external paraeters
which should |be taken into account when managing privacy risk and setting the scope and privagy risk
criteria for the remaining process.

The descriptipn of the programme, process or information system to be assessed should be orgpnized
under the tlijree headings*of 7.3.1.2 (System requirement information), 7.3.1.3 (System [|design
information) and 7.3.1:4{Operational plans and procedures information).

In order to gqin asclear view of the scope under consideration, the assessor should seek answefs to at
least the follojxzing Set of non-exhaustive questions:

— What are the PII that are processed?
— What s (are) the purpose(s) of the processing?

— What are the main benefits offered by the processing(s) of PII to the PII principals or to the society
as a whole?

— Who are the PII recipients and how will they treat PII?
— What business process(es) is(are) executed by this(these) processing(s) of PII?
— Which PII principals are affected by this (these) processing(s) of PI1I?

— How will the privacy processes be implemented (notice, consent, opposition, access, correction,
deletion, etc.)?
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— How will PII principals be notified and their consent sought? Will the process be aligned with its
context?

— What are the supporting assets (on which the PII rely) within the scope?

For each PII, the organization should identify the supporting assets (on which the PII rely) that will be
used or that are being used. It should identify the location of those supporting assets. For example:

— user hardware and software (such as an organization-provided application on a user-provided
smartphone);

— which kinds of hardware (computers, routers, electronic media, etc.);

— which kinds of software (operating systems, messaging systems, databases, busines$ applications,
etf.);

— what kinds of computer communications networks (cables, Wi-Fi, fibre optics; etc.);
— which kinds of supporting paper assets (printouts, photocopies, etc.);
— which paper transmission channels (mail, work-flow, etc.).

For th¢ information system and supporting assets identified, the assSessor should consult the commonly
used operational plans and procedures with their underlying coficepts. For example:

— hdw identity and user management is done;

— if pperations are done on site or externally;

— thp use of sub-contractors and their degree ofiaccess to locations and to PII;
— uge of metadata, logging, backup and recovery;

— dgta retention, deletion and media disposal;

— system decommissioning.

The dgscription can be used in atlleast three ways: it helps provide necessary contextual inputs to the
assesspr, the person who conducts the PIA; it can be included in the PIA report; and if can be used
as a briefing paper for consulting stakeholders. The description of the project should provide some
contextual information-(€:g. why the project is being undertaken, who comprises the thrget market,
how the technology, service, system or other initiative described can impact privacy, what PII will be
procegsed and whatplatforms will be used for processing PII). The project description shquld state who
is responsible fof.the project. It should indicate important milestones and especially when decisions
will bg made that'can affect the project’s design.

6.3.4 | Stakeholder engagement

6.3.4.1 Identify stakeholders

Objective: To identify the individuals who can process PII or be impacted by the processing of their
PIL

Input: Description of the business process and information system to be assessed, scope of the PIA.
Expected output: Identified privacy stakeholders.
Actions:

The organization should identify all the stakeholders (including PII principals) who can process PII or
who can be impacted by the processing of their PII.

Output of this process in terms of a stakeholder list should be used in the PIA report (see 7.3.4).
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Implementation guidance:

Examples of stakeholders can include:

functions

, communications and internal audit (especially in a regulated environment);

PII principals;
worker and consumer representatives;

sub-contractors;

employees, such as human resources, legal, information security, finance, business operational

business

applicatig
computer
applicatic
computer
— people fr

In order to m
risks, the per
stakeholders
protection of

bartners;

n and database administrators;
or network administrators;

n operators;

or network operators;

maintenalnce people;

m other organizations who have appropriate concerng-relevant to PIA.

ke the PIA process transparent and achieve goals)of the PIA for addressing the
son responsible for conducting a PIA should.idéntify in detail the internal or ey
ivho can have an interest in or be affected by-either the process subject to a PIA oy
their PII under this process. Stakeholders,can be all individuals or parties includiy

users who can have or obtain access to PII.

The person re
specific indiv

The scope ang
government g
to identify sd

duals from within each of the categories, preferably as representative as possible.

| scale of the PIA is importantin determining the appropriate stakeholders. Where
roject is being undertaken,many stakeholders can exist. In this case, it can be nec
cietal interest groups 'suich as consumer representatives as well as stakeholde]

process PII aipd who are PII pringipals. In contrast, smaller commercial processing operations

unnecessary {

o identify such ajwide stakeholder list.

6.3.4.2 Establish a consultation plan

Objective:
Input: Identi

To givestructure to the consultation and communication with stakeholders.

fied privacy stakeholders, plan for the PIA to be conducted.

rivacy
ternal
in the
g end-

sponsible for conducting a PIA should'identify these different categories and then idlentify

h large
essary
s who
can be

Expected output: Consultation and communication plan.

Actions:

The assessor should develop a plan to communicate and consult with both internal and external
stakeholders at an early stage.

Output of this process in terms of the consultation and communication plan should be used in the PIA
report (see 7.3.4).

Implementation guidance:

This plan should address issues relating to the impact on the various privacy stakeholders, their
consequences (if known), and the measures being taken to manage them. The plan should also include
the scale and the schedule for the consultation.

12
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The plan should cover two aspects:

co

working with relevant stakeholders to identify and assess privacy risks;

ncerns.

consulting with stakeholders over the draft PIA report to check if it adequately captures their

The range and number of stakeholders to be consulted should be a function of the privacy risks and
the assumptions about the frequency and level of impact of those risks and the numbers of citizen-
consumers who can be impacted.

For example, if the risks are likely to impact only the employees of a single organization, then the

consu

expect
stakel
impac
much

accord

6.3.4.3

Object]

Input:
Expec

Action
The on
Outpu

Impler

There
than 4
issues

The p
simila
simila
design
re-use
undue

Stakeh

ed to impact everyone in the country, then the organization should consult widé€ly
olders. If, at the outset, the organization thinks only a small number of stakéh
ed, but subsequently comes to appreciate that the numbers of people impacted a
breater and the risks much greater, then the organization should revise’its con

Consult with stakeholders
jve:
Identified privacy stakeholders, communication plan.

ed output: Stakeholder feedback.

S:

oanization should seek to understand the perspectives of other stakeholders.

[ of this process in terms of the stakeholder feedback should be used in the PIA rep

hentation guidance:

are cases where feedback from stakeholders identifies issues that are perceptions
ctual risks. These should:nét be discarded but treated under wider stakeholder
to aid communications activity.

ptentially significant impact of a consultation with stakeholders for many sepa
" projects can berminimized if consultation results can be re-used. Where many
" privacy issues are expected, then re-use of applicable consultation results shou
of a consultation. Consultations should not be over-broad but good judgement ca
Consultation on an incremental basis for new issues in newer projects can also
impacts:

older alignments can be conducted per market sector, based on the sector-sped

with external
plders can be
Fe likely to be
ultation plan

ingly and make efforts to involve a correspondingly larger number of+€elevant stakleholders.

To conduct consultations with stakeholders, whereappropriate and feasiblle.

rt (see 7.3.4).

of risk rather
management

frate but very
projects with
Id inform the
h permit such
help to avoid

ific guideline.

Organ

zations serving the same market sectors can use sector-specific guidelines as a baseline for the

assessment and treatment of privacy and security risks. Such guidelines should adhere to the principles
of this document, and specify risks and controls based on the common business processes and services
of the particular market sector.

For SMEs, the involvement of stakeholders can be associated with disproportionate time and expense.
For them, the concept of sector-specific guidelines can improve the completeness and quality of the PIA
when they can refer to available guidelines.

6.4 Perform the PIA

6.4.1 Identify information flows of PII
Objective: To identify information flows of PII under assessment.

© ISO/IEC 2023 - All rights reserved
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Input: Description of the process and information system to be assessed.
Expected output: Summary of findings on the information flow of PII within the process.
Actions:

The person responsible for conducting a PIA should consult with others in the organization and perhaps
external to the organization to describe the PII flows and specifically:

— how PIl is collected and the related source;

— who is accountable and who is responsible within the organization for the PII processing;

— for what purpose PIl is processed;

— how PII will be processed;

— Pl retentfion and disposal policy;

— how PII will be managed and modified;

— how will PII processors and application developers protect PII;

— identify any PII transferred to jurisdictions where lower levels of PI protection apply;

— whether gpplicable, notify the relevant authorities of any new PIlprocessing and seek the nedessary
approvalg.

Output of thig process in terms of the information flow of PIIshould be documented in the PIA|report
(see 7.3.1).

Implementatipn guidance:

Use of PII (or fransfer of PII) can include approved-data sharing flows of PII to other parties. Figiire D.1
shows an example of how the information flow\of PII can be visualized in a work flow diagram|on PII
processing.

As an input tg the PIA, the organizationShould describe the information flow in as detailed a mpanner
as possible to| help identify potential(privacy risks. The assessor should consider the impacts n¢t only
on informatign privacy, but also compliance with privacy related regulations, e.g. telecommunigations
acts. The whale PII life cycle sheuld be considered.

This step can|be taken immediately after 6.3.3 and concurrently with 6.3.4.

6.4.2 Analyse the implications of the use case

Objective: To\identify potential user behaviour.

Input: The type of potential PII principals and use cases, especially their use of digital devices to
identify privacy risks brought about.

Expected output: Summary of findings on the users' use cases within the business process.
Actions:

Identify and describe the privacy impacts in the PIA report. Reduce privacy risks through user
behaviour guided by PIA summary information with respect to risks and user mitigation action.

Implementation guidance:

Examples of potential user behaviour which can lead to unintended consequences are the following:

— inexpertly modifying operating system security settings on processing devices;
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inclination to lose mobile devices and smart cards;

— inclination to mis-operate devices or misunderstand devices and application settings in a manner
that can increase privacy risks;

susceptibility to illicit activity in the market place that utilizes features of the technology to trick
users/consumers into loss of privacy/security. Examples are e-mails embedding malware or trick
links in e-mails to spoof websites to elicit key personal details or security information, fake optical
codes added to physical advertising routing consumer’s smartphone optical code recognition apps

to

false websites.

Any BYOD use cases should distinguish between corporate use and use in private life.

6.4.3

NOTE

Object

us

Determine the relevant privacy safeguarding requirements
Privacy safeguarding requirements are described in ISO/IEC 29100:2011, 4.5.

jve: To determine the relevant privacy safeguarding requirements for the p
mme, information system or process under assessment.

Description of the business process and information system te'ge assessed, summ{
information flow of PII and on the implications of the use case'within the business

ed output: List of privacy safeguarding requirements (see-7.4).
S:

pected that the person responsible for conducting a PIA or their legal experts er
ss process under scope complies with any legislative, regulatory, business factors ay

irements regarding privacy and/or data protection.

itput of this process in terms of the list of compliance requirements should be us;
(see 7.4).

nentation guidance:

implementing the organization’s framework for managing privacy risk, the organiz
entify relevant legislation, regulations and contracts applicable to the PIA process;

bntify relevant information security control sets (e.g. information security standar
entify the assaciated privacy requirements;

scribe thealready planned or existing controls thatare expected to fulfil the privacy

e relevant information available from earlier projects.

urpose of the

ry of findings
process.

sure that the
d contractual

ed in the PIA

ation should:

is);

equirements;

The ISO/IEC 29100 principles can be divided into more detailed requirements and other requirements
can be added.

Compliance requirements can include:

ensuring the PII principals are correctly notified concerning the purpose for processing the PII in
accordance with the principle of consent and choice;

ensuring the PII principals have the ability to access and review their PII in accordance with the

pr

inciple of individual participation and access.
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6.4.4 Assess privacy risk

6.4.4.1 Privacy risk identification

tive:

To identify risks to relevant stakeholders arising from the programme, information
system or process under assessment.

Input: Description of the programme, information system or process to be assessed.

Expected output: Identified privacy risks.

Actions:

Organization;

should identify risks to be assessed.

Output of identified risks should be documented in the PIA report (see 7.5.1).

Implementati

The organiza
its objectives
principles of
risks for priv{

bn guidance:

fion should apply privacy risk identification tools and techniques Which are su
and capabilities, and to the risks faced. It is expected that thé respective legal p
he country in which the solution will be deployed are used tp.support the identificg
cy breach.

ted to
rivacy
tion of

Privacy risks [include, but are not limited to:

unauthor

ized access to PII (loss of confidentiality);

unauthor

ized modification of the PII (loss of integrity);

loss, theft or unauthorized removal of the PII (loss-6Pavailability).

It is possible tjo consider other aspects like the follewing:

excessive|collection of PII (loss of operational control);

unauthorjzed or inappropriate linkingrof PII;

insufficie

nt information concerning the purpose for processing the PII (lack of transparencyj
failure to|consider the rights'of the PII principal (e.g. loss of the right of access);

processin
provided

g of PII witheutthe knowledge or consent of the PII principal (unless such proceg
for in the relevant legislation or regulation);

sing is

sharing of re-purposing PII with third parties without the consent of the PII principal;

unnecess

hiilyy prolonged retention of PII.

NOTE Those possibilities of non-implementation or bad implementation of fundamental rights can only be
checked and improved. Indeed, not implementing those fundamental rights is not an option.

Relevant and up-to-date information is important in identifying privacy risks. The assessor should
involve people with appropriate knowledge in identifying privacy risks. After identifying what can
happen, it is necessary to consider possible scenarios that show what consequences can occur. All
scenarios should be considered.

Scenarios involving misuse and/or abuse, as well as technical or environmental disturbances, should
also be considered as potential threats.

Wherever justifiable, the person responsible for conducting a PIA should make an effort to obtain
stakeholder support when identifying the privacy risks.
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6.4.4.2 Privacy risk analysis

Objective:

estimate their respective levels of impact and likelihood.

To analyse the potential consequences and threats of the privacy risks identified, and to

Input: Identified privacy risks.

Expected output: Analysed privacy risks (i.e. their description and estimation of the level of impact and
likelihood).

Actions:

Organjzations should determine the impact of a privacy risk

Outpuf of privacy risk analysis should be documented in the PIA report (see 7.5.2 and’ 7.5.3).
Implermentation guidance:

Risk analysis is based on a detailed analysis of a programme, information system or procefss, or changes
theretp. Risk analysis includes identifying the PII and supporting assets'that can be exposed to risk,
the vulnerabilities associated with those assets, the threats that can,exploit those vulndrabilities, the
likelihpod and impact of that happening, as well as any existing controls that can influenge the risk. All

assum

tions made during the risk analysis should be properly documented. Sources, bo

th within and

outsidf of the control of the organization, should be included if they have an impact on th¢ PII principal.

The orjganization should generate as comprehensive a list of ptivacy risks as it can.

Privacly risk analysis involves consideration of the causes ahd sources of privacy risk, their positive and
negatiye consequences, and the likelihood those consequences can occur. The assessor should identify
factorg that affect consequences and likelihood. An event can have multiple consequences pnd can affect

multiple objectives. The assessor should take intg account existing controls and their effelctiveness.

If a privacy risk is assessed as having a high or-very high impact and/or is likely or very ljkely to occur,
the organization should consider decompgsing that risk into its sub-elements. This decothposition will
allow the organization to identify which sub-element is contributing to the high impact or likelihood
and anjalyse it separately. This should‘help identify more appropriate controls.

To estimate the likelihood of the’ threats (see ISO/IEC 27000:2018, 3.74), the organifation should
consider the risk sources capacities, the vulnerabilities of the supporting assets and the existing or
planngd controls. Annex Amay be used.

For eath of those risks(see 6.4.4.1), the following should be identified:

— thp most likelyirisk sources;

— thp mostlikely threats;

— the.anost severe impacts on PII principals’ privacy;

arisk owner;

the existing controls and the risk(s) they help to treat.

Then the level of impact should be estimated based on those potential consequences and the scale(s)
determined in the risk criteria.

Annex B provides a list of generic threats that can assist in order not to overlook threats that are
relevant.

The way in which consequences and likelihood are expressed and the way in which they are combined
to determine a level of risk varies according to the type of privacy risk, the level of exposure of the
PII principals involved as well as the organization. In the case of a breach of privacy, the organization
should use the information available and the output of the privacy risk analysis. These should all be
consistent with the risk criteria.
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The assessor should consider the level of confidence in the determination of privacy risks and their
sensitivity to preconditions in the analysis, and communicate that to decision makers and other
stakeholders if required. The assessor should state and highlight factors such as any divergence
of opinion among experts or limitations on modelling. The assessor should consult the relevant
stakeholders identified at 6.3.4.1 by interview or include them in workshops as part of assessing privacy
risk.

NOTE The level of confidence is defined as the percentage of instances that a set of similarly constructed
tests will capture the true mean by, as per ISO 772.

Privacy risk analysis can be undertaken with varying degrees of details depending on the privacy risk,
the purpose of the analysis, and the information, data and resources available to support the analysis.
Analysis can pe qualitative, semiquantitative or quantitative, or a combination ol these, depending on
the circumstgnces.

sk and
fic and

In practice, qialitative analysis is often used first to obtain a general indication of the level of ri
to reveal the major risks. When possible and appropriate, one should also undertake mgre speci
quantitative gnalysis of the risks.

Risk estimati Ind the

threats (likel

bn consists in assigning values to the potential consequences (leyel of impact) a
hood) of a risk.

The organiz to its

objectives an

ion should use privacy risk estimation tools and techfiques which are suited
capabilities, and to the risks faced.

The assessor $hould involve people with appropriate knowledge-when estimating privacy risks.

If multiple PI
elements, coo
consistent m4

As are being conducted involving common programme, information system or p
rdination among the PIA teams is required to.ensure risks are identified and assess
nner, and subsequent action plans are alsgconsistent.

rocess
edina

6.4.4.3 Privacy risk evaluation
Objective: To prioritize the identified privacy risks.

Input: Identi
Expected out
Actions:

A privacy risK

fied privacy risks, privacy xisk analysis.

but: Privacy risk map.

evaluation should be produced.

Output in terms of the privacy risk map should be documented in the PIA report (see 7.5.4).

Implementati

bn guidance:

Producing a privacyT tskevatuatiomrshouldnmvotve the retative prioritization of privacyT tsk;based on
the severity of privacy impact on PII principals as well as the overall impact to the organization.

The treatment of identified privacy risks can require more resources than are available to the
organization. Prioritizing the identified risks helps the organization prioritize the allocation of
resources for their treatment.

Risk decisions should take into account all relevant factors, including the risk tolerance of stakeholders,
including, but not limited to, the PII principal, where feasible and appropriate.

NOTE Legal, regulatory and other requirements can apply.
In some circumstances, the privacy risk evaluation can lead to a decision to undertake further analysis.

A privacy risk map should result from an assessment of the level of impact and the likelihood of the
assessed risks.
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Priorities should be set, based on where risks are located on the map (in order of priority) and on the
risk criteria.

Figure D.2 provides an illustrated example of a privacy risk map.
6.4.5 Prepare for treating privacy risks

6.4.5.1 Choose the privacy risk treatment options
Objective: To decide on the treatment option for any privacy risk assessed.

Input: Privacy risk map

Expected output: List of the most appropriate treatment options for any privacy risk assessed.
Actionls:
The pifivacy risk treatment options should be identified and the most appropriate optiong selected.

Output in terms of the list of treatment options for any privacy risk asses§sed should be reysed in 6.4.5.2.

Implerhentation guidance:

Risk tijeatment can include, but is not limited to, conducting application or process redesign, depending
on the[scope of the assessment, context of risk management, r'industry sector.

Selecting the most appropriate privacy risk treatment-0ption involves balancing the codts and efforts
of implementation against the organization's obligation for protecting the privacy of anly stakeholder
whose| privacy can be impacted by the organization (e.g. their PII is controlled or professed by the
organization).

An organization’s decisions should also takeinto account risks that can warrant risk treatment actions
that arfe not justifiable on economic grounds, e.g. severe (high negative impact) but rare (I¢w likelihood)
risks.

The ptfivacy risk evaluation can alse lead to a decision not to treat the privacy risk in gny way other
than npaintaining existing privacy controls. This decision will be influenced by the orgahization’s risk
appetife or risk attitude and the privacy risk criteria that have been established.

Whergver appropriate,an~organization and/or the assessor should seek stakeholders qupport in the
selectijon of privacy risk treatment options.

A numpber of treatment options can be considered and applied either individually or in| combination.
The orjganization can benefit from the adoption of a combination of treatment options.

When felecting risk treatment options, the organization should consider the values and perceptions of
stakeholders and the most appropriate ways to communicate with them. Where privacy 1jisk treatment
options can impact on risk elsewhere in the organization, these areas should be involved in the decision.
Though equally effective, some risk treatments can be more acceptable to stakeholders than others.

Since the resources for privacy risk treatment can be limited, the privacy risk treatment plan should
clearly identify the priority order in which individual privacy risk treatments should be implemented.

Privacy risk treatment itself can introduce privacy risks that should be assessed, treated, monitored
and reviewed. A significant privacy risk can be the failure or ineffectiveness of the risk treatment
measures. These secondary privacy risks should be incorporated into the same privacy risk treatment
plan as the original privacy risk and not treated as a new privacy risk, and the link between the two
privacy risks should be identified.

Decision makers and other appropriate stakeholders should be aware of the nature and extent of the
residual privacy risk after privacy risk treatment. The residual privacy risk should be documented and
subjected to monitoring, review and, where appropriate, further treatment.
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Monitoring should be an integral part of the privacy risk management plan to give assurance to internal
stakeholders that the measures remain effective.

There are four options available for privacy risk treatment: risk reduction, risk retention, risk avoidance
and risk transfer.

a) Riskreduction

Risk reduction can be achieved through the selection of appropriate controls. If after control
selection there is still some residual risk, the organization should determine whether the residual
risk is unacceptable and should be further addressed through the selection of additional controls, or

determined to be acceptable to the organization and to the stakeholders.

Risk reductio

measures can impact the benefits that stakeholders can derive from the procesping of

t

the informatipn in question. In such situations, the assessor should conduct a risk/benefit-anallysis to
determine if §he risks outweigh the benefits or vice versa. If the former, the organizatigon should adopt
the risk reduftion measures. If the latter, the organization should decide to acceptthe risks within
compliance rgquirements.

Risk reductioh controls are varied in nature. They can involve:

— changes to the kind of PII being processed;

— changes to organizational structure, policies and/or procedures;

— changes to personnel qualifications (e.g. clearances, traininggeertification and so on).
Modificationg to the supporting assets or to applications can<be of three kinds: preventive megsures,
detection megsures or correction measures.

b) Riskreteption

If the level of fisk meets the risk criteria, there is na'need for implementing additional controls gnd the
risk can be refained.

c) Riskavoiglance

When the idgntified risks are considered too high, the organization should decide to avoid t:lf risk
completely, by withdrawing from a planned or existing activity or set of activities, or changing the
conditions under which the activity is operated.

d) Risk trangfer

Risk transfer[involves a.decision to share certain risks with external parties. Transfer can be dpne by
insurance thdt supports the consequences, or by sub-contracting a partner whose role is to monitor

the informati
damage.

bn system and take immediate actions to stop an attack before it makes a defined level of

Risk transfer of significant or maximum risks to PII principals, such as fraud, arising from loss of PII is
not good practice. Risk sharing should be between businesses and other organizations and significant
risk should not be passed on to the PII principal.

Risk transfer can create new risks or modify existing, identified risks. Therefore, additional risk
treatment can be necessary.

It can be possible to transfer the responsibility to manage risk but it is not normally possible to transfer
the liability of an impact. Stakeholders usually attribute an adverse impact as being the fault of the
organization.
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If an organization has defined a special privacy rule in its privacy policy and has defined the acceptance
statement, the organization should consider that only avoidance would be an acceptable option to treat

the risk leading to the highest impact scale in this criteria.

NOTE

or sold

The privacy policy is generally known as a set of rules that advertises which specific personal data
can be collected by an organization, how it is used and whether it is kept inside that organization or shared with

to other organizations.

A privacy policy includes the overall intention and direction, rules and commitment, as formally
expressed by the PII controller related to the processing of PIl in a particular setting.

6.4.5.2 Determine controls

Object]
Input:

The ou
should

Impler

Alread
should

NOTE 1
collect
transp
compli

A goo
ISO/IE

lve.

To identify appropriate controls to the treatment options chosen.

List of the most appropriate treatment options for any privacy risk assessed:

ed output: List of the chosen controls, Statement of Applicability (in the\JSMS fram
S:

propriate controls for the selected risk treatment options as-well as the legally req
be identified.

tput in terms of the list of privacy risks for treatment,.combined with the list of ch
be re-used in 6.4.5.3 and documented in the PIA report (see 7.5.5 and 7.6).

hentation guidance:

y existing or planned controls that have met‘the requirements of the ISO/IEC 29]
be described and evaluated.

The privacy principles of ISO/IEC 29100 are consent and choice, purpose, legitimacy an
on limitation, data minimization, usej retention and disclosure limitation, accuracy and qu

Hnce.

1 way to perform this(ahalysis consists in using a commonly used set of cont
C 29151 or comparable national standards) that can be used in order to verify that

contrdls have been omitted,

Additi
accept]

Additi
stand3
indepd

bnal controls_ (to) the existing ones) should be added until the risk level is final
able.

bnal controls may be selected from existing control sets defined in recognized
rdscon issued by recognized institutions. They may also be developed by the
ndently of any existing control sets. If necessary, controls should be adapted t

cuctan oy oo cc ar-caonc rafion

ework).

hired controls

bsen controls,

|00 principles

d specification,
hlity, openness,

irency and notice, individual participation and access, accountability, information securjty and privacy

rols (such as
no necessary

ly considered

international
organization
b the specific

contextse thanraograranan 1 oo i 3
Xeortre-progatm e e hatoR- Sy Steh- e procesSHhaer—conRsStatration:

This identification should consist of defining controls in the following categories:

— the PII: controls designed to prevent data breaches, to detect such breaches or to restore their
security (informing PII principals, keeping personal data to a minimum, anonymization of personal
data, etc.);

if the above is insufficient, the potential impacts: controls designed to prevent the consequences of

risks from occurring, to identify and limit their effects or to curb them (making of backups, integrity

ch

ecks, management of personal data breaches, etc.);

if the above is insufficient, the risk sources: controls designed to prevent risk sources from acting

or making a risk real, to identify and limit their impact or to cause them to become ineffective
(physical and logical access control, activity tracking, management of third parties, protection
against malware, etc.);
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— if the above is insufficient, the supporting assets: controls designed to prevent the exploitation of
vulnerabilities, to detect and limit threats that do occur or to restore the normal operating condition
(reducing the vulnerabilities of software, hardware, individuals, paper documents, etc.).

NOTE 2

monitoring, etc.) in order to improve the maturity of PII protection.

NOTE 3

withstand them.

It is worth supplementing the system with cross-organizational controls (organization, policy,

The higher the capabilities of the risk sources, the more robust the controls will be in order to

If this analysis provides sufficient information to determine actions that can be performed to modify

the risk to an

acceptable level, then the processing is complete for that risk.

If the informdtion is insufficient, the assessor should conduct another iteration of the risk asse

with a revise
parts of the tg

The assessor
remain after
they can be rd

The assessor
the new level
benefit analy{

The assessor
verify that no

tal scope.

should re-estimate the level of impact and likelihood of the residual risks (i.e. ris
the selected controls are implemented) by factoring in these additienal controls
positioned on the privacy risk map.

should explain why residual risks can be accepted. These explanations may be baj
of impact and likelihood levels and on the benefits offered by the processing of PI
is).

should compare the existing and determined contfels to reference lists of contrg
necessary controls have been omitted:

controls i

controls

If a control (o
should docum
can include tH
in relation to

In case the PI
order to expl{

ISO/IEC 27001:2022, Annex A;

controls in ISO/IEC 29151;
controls in any relevant privacy sets of controls,'including national standards;

controls firom external factors;

rom internal factors.

' controls) is not selected to meet a compliance requirement from 6.4.3, the organ
entits rationale fornet selecting a control (or controls). Reasons for not selecting a ¢
e lack of a suitalile)control, or the controls that are available are prohibitively exp
the value of the.asset to be protected.

A is conducted in support of an ISMS, a Statement of Applicability should be prody
hin whether the controls from the reference lists as well as the legally required c

are impleme

NOTE 4

|

A P]Adoes not necessarily require an ISMS

ed or not, and the justification for exclusions of controls from the reference lists.

sment
context (e.g. risk criteria, risk acceptance criteria or impact criteria), possibly.on ﬂimited

ks that
Then,

sed on
[ (risk-

Is and

zation
ontrol
ensive

iced in
pntrols

6.4.5.3 Create privacy risk treatment plans

Objective:

To plan and to implement the risk treatment actions.

Input: List of chosen controls.

Expected output: Privacy risk treatment plan, control plan, risk owner approvals, acceptance statement.

Actions:

One or more privacy risk treatment plan(s) should be formulated.

The output in terms of the privacy risk treatment plan, control plan, risk owner approvals and an
acceptance statement should be documented in the PIA report (see 7.6 and 7.7).
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Implementation guidance:

The risk treatment plan should estimate the cost of implementing each control.

A control plan should also be derived out of the risk treatment plan that should identify the factors
or variables (e.g. re-assessing the new risks sources arising due to change in processing, repurposing,
transfer, etc.) that should be kept under consideration. This would help maintain the steady-state of the
PII processing environment (i.e. all privacy preserving controls do not wear out with time).

When planning how to facilitate the privacy risk treatment plan, the organization should determine:

— what will be done;

— W
—w
— wi
— hd

NOTE
in case

The in

— wi
th

nat resources will be required;
no will be responsible;

pen it will be completed;

w the results will be evaluated.

In order to check the reliability of these controls, it can be wortliwhile determining th
these actions are ineffective (if they no longer work).

formation provided in treatment plans should include:

hat privacy safeguarding requirements protect against which risks, supported by
reat modelling and control design activities;

— alist of PIl including nature and ownership ofithe PII to be protected;

i

— id
pr|

— ot

rformance measures and constraints;

rsons who are accountable for @pproving/rejecting the plan and those re
plementing the plan;

oposed actions;
porting and monitoringrequirements;

bntification of the human resources that are necessary to implement, manage and
oject;

her resource requirements;

—

ing and scheduling.

Privacly risktreatment plans should be integrated with the management processes of thg
and digcussed with appropriate stakeholders.

P actions taken

r details from

sponsible  for

maintain the

organization

The risk owner should approve the privacy risk treatment plan and accept the residual privacy risks.
Management responsibility should also be obtained by signing the acceptance statement.

6.5 Follow up the PIA

6.5.1

Prepare the report

Objective: To configure the PIA report and sign off.

Input:

Outputs from previous steps.

Expected output: Decision on the elements to be published, PIA report for publication.
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Actions:

As the penultimate step of each PIA, the results of each of the previous steps should be recorded
into a comprehensive report (see Clause 7). In this step, it should be decided which elements of the
comprehensive report should be published and which elements should be provided to the appropriate
interested parties.

The assessor should use the output in terms of the PIA report and sign off in the next step and should

reflect the decision in the PIA report (see 7.7).

Implementation guidance:

The assessor should yctures
lined out in Clause 7.

This report sould be filed by the person responsible for conducting a PIA and should form@lly be signed
off by the organization's management responsible for the programme that is controlling the prodessing
of PII.

The report shpuld be sent to the member of the organization who commissioned-the PIA for their review
and considerdtion. Appropriate further distribution, for example to the Boatd,if appropriate, of other
members of the organization’s management, should be arranged.

The agreed elements of the PIA report should be made available tg ‘interested parties. If necgssary,
sensitive infgrmation should be redacted or put in a confidential annex, or the PIA report fan be
summarized.

6.5.2 Publication

Objective: To inform on the outcome of the PIA to the stakeholders.

Input: PIA report.

Expected output: PIA public summary and the PIA report for publication.

Actions:

In the last step, a public summary should be added and the PIA report should be published.

The output ofthis process should'be a PIA public summary and should be used in the PIA report (s¢e 7.8).
Implementatipn guidan

The organization showld{maintain a registry of PIA reports. The registry can be a simple listing of the
PIAs, their tit]es and\the dates the PIA reports were published. The registry of published PIA mfaterial
should be eady tad find by visitors, especially PII principals to its website, and they should be able to
download a COpY of any published PIA material of interest.

The registry serves several purposes. It provides organizational memory (i.e. a reference document for
those in the organization who were not involved in the PIA to understand what happened and what the
recommendations were). The registry provides a way of learning from others and ultimately a source
of good practices. Those undertaking new PIAs can refer to any PIA antecedents conducted by the
organization to see what to emulate and what to avoid. The registry also sends a message to internal
and external stakeholders that the organization treats privacy seriously.

6.5.3 Implement privacy risk treatment plans
Objective: To implement the privacy risk treatment plans.

Input: Privacy risk treatment plan, risk owner approvals.

Expected output: Implementation sign-off.
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Actions:

Implementing the privacy risk treatment plans should be subject to the management system planned or
in place.

Implementation guidance:

Once the PIA report has been approved by the person responsible for conducting a PIA and the
management of the organization, several actions should be performed.

Before implementing the processing of the PII (where possible):

— the organization should provide appropriate training for the people involved in the project to make
stlre they are sensitive to the privacy implications, the possible impacts on privacy,of what they or
their colleagues do. Where necessary, record training and record any acceptable-use pgreements;

— thp organization should provide the budget for implementing the identified ¢ontrols;

— as|soon as the service that is the object of the project is made available tothe end-users, user-facing
prjivacy policy and privacy notices should also be made available to these end-users;

— thp organization should implement the treatment plan.

The rigk owner and/or the organization may not accept all of the’PlA recommendations, bpit they should
inform the organization’s privacy officer or data protection officer and senior managerhent of which
recommendations they are implementing, the reasons for, not implementing other recommendations
and the plans for implementing the recommendations.

The organization should have a mechanism for monitoring the implementation of the recommendations.

6.5.4 | Review and/or audit of the PIA

Objectjive: To obtain an appropriate review of the PIA conducted.

Input: | PIA report.
Expected output: Review report.

Actionis:

Arrange for appropriaté review of the PIA report.

Implerhentation guidance:

An organizatign)should establish a policy for reviews and/or audits setting out types, §chedules and
signifirancethresholds that trigger them.

Wherd required by privacy legislation, it is presupposed that the review and/or audit includes liaison
with any relevant organization charged with the administration of the privacy legislation, such as data
protection authorities or privacy commissioners.

Independent review or audit of the PIA is a way of ensuring the PIA has been conducted appropriately
and the organization has implemented the risk treatment plan or, if it has not implemented some
recommendations, then it can say why it has not done so (e.g. the residual risk can be deemed to be of
lesser consequence than the perceived benefits).

Third-party review or audit, where possible, is a way of giving credibility to the PIA report, of
improving transparency, of learning from experience and raising the quality of PIA practices. If the PIA
is conducted by a third party, then the review and/or audit of the PIA should not be carried out by the
same third party.
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6.5.5 Reflect changes to the process

Objective:

To deal with changes in a process formerly assessed.

Input: Significant change within the process or information system.

Expected output: Decision on another iteration of the PIA.

Actions:

The organization should have a mechanism for updating in the PIA report, as necessary, notably if there
are significant changes in the business process affecting the processing of PII or the way in which the

business pro

ess was previously presented to stakeholders

The output of

Implementati

The organiza
changes can a

The organizaf
periodically c

A renewed P
previously de

this process should be used in the PIA report (see 7.2).

bn guidance:

ion should explain why changes are being made in the business process and how
ffect the processing and/or disposition of PII.

ion should verify that the processing of PII meets privacy safeguarding requireme
pnducting an internal audit or a trusted third-party audit.

A should be conducted, not only if the business process changes, but also aftel
fFined time (in a certain interval).

An organiza

ti
which only chE

7 PlArep

7.1 Geners

Clause 7 gives

The PIA repof
and the scop¢

n should decide if it is preferable to update the PIA/(e.g. a simple audit can be carri
cks whether basic conditions have changed):

prt

1
guidance on the content of'the PIA report.

t’s contents depend strongly on the type and sensitivity of PII being processed, its
e and objectives of the.PIA being conducted. Thus, this guidance should be inter

within the co

Some of the
be made pub

risks to increa

The organiza
its degree of

protection autt

text of the specificproject.

ic. They cairaddress treatment options that can reveal sufficient details about r¢
se the pisk.of system compromise.

ion(should determine the appropriate audience for and contents of the PIA repa

' these

nts by

some

ed out,

hature
preted

HIA report’s details can be confidential. They can address business issues that shoyild not

psidual

rt and
a data

onfidentiality. A report provided in confidence to an independent auditor or to

% O O UELd OIle provided Lo O10¢C O O € pup

The organization should consider addressing the following issues and consider the guidance provided

for each:

the scope
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the report structure (7.2);

of the assessment (7.3);

the privacy requirements (7.4);
the risk assessment (7.5);
the risk treatment plan (7.6);

the conclusion and decisions taken on the basis of the outcome of the PIA (7.7);
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— aPIApublicsummary to inform PII principals about the level of risk associated with the programme,
information system, and the process implemented in which their PII will be involved (7.8).

7.2 Report structure

The PIA report should be adapted to specific circumstances. Those circumstances should be as
determined through consideration of the guidance in Clause 6. It should normally state on its cover
page at least the name of the process, information system or programme, name and address of the PII
controller and of the organization which conducts the PIA, contact person along with contact details, its
version number for document control, the date of the PIA report, and it should also name those to whom
one can address any queries if different from the person who conducted the PIA.

The in|troduction should indicate why a PIA has been conducted, when it was condug¢ted, who was
involved in the conduct of the PIA and the terms of reference of the PIA. It should provide some
infornmjation about the process, information system or programme assessed. It should [introduce the
guideljnes employed in the PIA (e.g. the decision whether to engage stakeholders). Thg introduction
should provide any contextual information about the organization and-its “environment that can
be nedessary in order to understand the rationale for the PIA. The introduetion can alqo refer to the
organization’s privacy policy and/or code of conduct as well as the drganization’s obligations to its
stakeholders (and shareholders, if relevant) as well as its compliance-with relevant legislgtion.

If the [PIA report is long, it should include an executive sunimary stating the main|findings and
recommendations of the PIA and which stakeholders were consulted. The executive suthmary should
state why the PIA was undertaken, who initiated the PIA, and'who conducted it. The executive summary
should provide a brief description of the programme, information system, process or other initiative,
which|was the subject of the PIA. It should identify the’principle privacy impacts and the alternatives
for mipimizing or avoiding negative impacts.

Input ¢omes from 6.2, 6.3.1 and 6.5.5.
7.3 $cope of PIA
7.3.1 | Process under evaluation

7.3.1.1 General
The PIA report should clearly define the scope for the PIA conducted.

The mpnagement should make some statement regarding the boundaries of assessment pnd what was
considered to be gutof the scope.

Any agsessmeéntcan only be as good as the description of the scope allows. Therefore, th¢ organization
should provide the most complete description possible of the process, programme, information system
or otherjinitiative that will be the subject of the PIA.

The PIA report should state how individuals are notified that the organization is collecting information
about them, and what role individual consent plays in the process, information system or programme.
It should also state whether the information collected is combined or “matched” with information from
other sources and, if so, under which legal authority.

The organization should say how it intends to delete the PII once it is no longer needed. It should say
what procedures it will put in place to allow individuals to see their PII and to rectify it if necessary or
to request its deletion. It should state what appeal procedures exist if the organization refuses to delete
the information or allow access to it. The organization should also specify the costs, if any, of allowing
individual access to their PII and how much time it takes the organization to respond to requests.

The PIA report should describe at least system requirements, the system design and the operational
plans and procedures as described in 7.3.1.2, 7.3.1.3 and 7.3.1.4.
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Input comes from 6.3.3 and 6.4.1.

7.3.1.2 System requirement information

The system requirement information should contain:

7.3.1.3 System design information

The system dgsign information should contain:

7.3.1.4 Opgdgrationalplans and procedures information

The operational plans and procedures information should contain:

28

the purpose of processing;
a description of the business process that is, or will be, supported by the information system;

the list of functional requirements defined for the information system and their level of obligation
or implementation;

the inforrlaation security objectives;

a description of how data will be gathered and from whom and why. The description |shoulf state
who will have access to the PII, including the parameters regarding PII principal accéss;

if the inf;l;rmation system or its PII is intended to be shared with third pargies, details or fadvice
about with whom the information system or PII will be shared and for which, ptirpose(s);

a statemgnt on the justification for processing the PII involved in this infermation system.

an overview of the functional (or logical) architecture;
an overV:[w of the physical architecture;

the strucfure and list of information system databases, tables and fields that can contain PII
the data flow diagram by entities as well as'by interfaces;

a data flow diagram through the life cycle of PII, e.g. generation, use, transfer, and disposal of PII;
a work flgw diagram that describes'when to notify and get consent from PII principals;

a list of iffterfaces, defining the\parties connected and the data fields transferred;

details of|ports, protocols,)/APIs, and encryption details.

the identity and user managementconcept for the information system;

the operational concept, including if the information system or parts of it are operated on site or
externally hosted, or cloud sourced and where;

the support concept, especially listing third parties by name who are involved in supporting the
information system, the degree to which they will have access to PII and locations from where the
PII can be accessed;

the logging concept and the respective retention plans for the logged information;
the backup and recovery plans;
the protection and management of metadata;

the data retention and deletion plans and media disposal;
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— the decommissioning concept.

7.3.2

Risk criteria

This part should describe the chosen risk criteria. It should at least contain:

— the criteria to estimate level of impact;

— the criteria to estimate likelihood;

— the scales for both;

— th

critaria for ol anonntEa i o0
€ aTorHskaceep

Input (

7.3.3

The o]
major

Input ¢

7.3.4

In the

TOTIces

omes from 6.3.1.

Resources and people involved

ganization’s management should provide a statement on the comppsition of the
milestones of the PIA plan and the budget and resources spent on(the PIA.

omes from 6.3.1 and 6.3.2.

Stakeholder consultation

PIA process, the organization is expected to have-identified the types of stake

consulted (see 6.3.4.3). The PIA report should speciffiwhich stakeholder groups were

how th

The PI
conseq
been t

Input (

74

The PJ
needin

Input (
7.5 1

7.5.1

ey were consulted (e.g. via surveys, interviews,focus groups, workshops).

PIA team, the

holders to be
onsulted and

A report should state the result of the stakeholder consultation. Did the consultation have any

uence for the design of the programme;j-process, information system or other initi
he subject of the PIA?

omes from 6.3.4.1 to 6.3.4.3.

Privacy requirements

A report should list.the relevant sources for the requirements identified by the
g to be met.

omes from 6.3
Risk assessment

Risk sources

ative that has

PIA team as

The PIA report should list the sources of privacy risk that the organization has identified (see 6.4.4).

Input comes from 6.4.4.1.

7.5.2

Threats and their likelihood

For each processing of PII and each potential consequence on the PII principals' privacy, the PIA report
should list the determined threats that can allow the identified risks to occur and their respective
likelihood.

Input comes from 6.4.4.1 and 6.4.4.2.
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7.5.3 Consequences and their level of impact

The PIA report should document the level of impacts for each risk identified.

Input comes from 6.4.4.2.

7.5.4 Risk evaluation

The PIA report should provide a privacy risks map, which shows the level of impact and the likelihood

of the assesse

d risks.

Priorities should be set, based on where risks are located on the map (in order of priority) and on the

risk criteria.

Input comes f]

7.5.5 Comy

With respect
processing as
not found full

7.6 Risk tr

The PIA repo
controls cont{

Input comes f]

7.7 Conclu

Decisions tha
implementati
the PIA repor

Input comes f

rom 6.4.4.3.

liance analysis

fo the set of requirements given from 7.4, the PIA report should recotd item by iten
sessed is found compliant to the different aspects of the respectivé obligation, and
y compliant, up to what degree.

eatment plan

Ft should record the risk treatment plan and the stdge of implementation for any
ined.

rom 6.4.5.3.

sion and decisions

F are made during the PIA process.on' the acceptance of the residual privacy risks, g
bn of PIA recommendations with the treatment plan and on non-publishing elem
[ should be recorded, together with the conclusions which have led to these decisio

rom 6.4.5.3 and 6.5.1.

7.8 PIAp

In order to

lic summary

nif the
ifitis

of the

n non-
bnts of
hs.

rovide privagy.Tisk information to users, whether they are external PII principals or

employees, td support eonsent, there is a possibility that the assessor is required to prepare a
summary of the main(PlA report.

If necessary,

esummary should remove commercially sensitive information that can be presen

public

in the

full PIA reporft'and include only those key aspects relevant to PII principals.

The PIA public summary report should contain as below:

the benefits of the programme, information system or process;
the PII types to be processed and collected;
legal jurisdictions under which PII processing will be undertaken;

a summary of the compliance analysis;

the organization intends to take or has taken;

any meas
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ures that PII principals are recommended to take;

a summary of any measures to comply with the privacy requirements or to treat privacy risk that
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— the organization responsible for the PIA and programme, information system or process;
— the contact details for the PII controller responsible;

— details of any user privacy help line or support facilities put in place for the programme, information
system or process.

When the PIA public summary addresses PII principals as members of the general public, they
should represent all the above information and all additional information in a transparent, clear and
comprehensible manner.

Input comes from 6.5.2.
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Annex A
(informative)
Scale criteria on the level of impact and on the likelihood
A.1 General

This annex cgntains example scales and criteria for estimating the impact and likelihood of a po|tential

privacy breadh as covered in 6.4.4.2 of this document. This annex contains criteria any organ

should consi

Estimations

A.2 Howt

The level of
consequences
caused by all

1) Negligiblg
overcomg

2) Limited:
overcome
understa

3) Significay
to overcd
property

r when it is necessary to exchange information about risk with external stakehold

impact and likelihood can be applied to both mitigated and unmitigated-risks.

D estimate the level of impact

mpact of the identified consequences should be estimatéd) taking into account
and the planned or implemented controls. In other words,/ how much damage wq
'he potential impacts?

p: PII principals will be unaffected or suffer_somie inconveniences, which thg
without difficulty (time spent re-entering information, annoyances, irritations, et

PII principals can encounter significant inconveniences, which they will be 3
despite a few difficulties (extra costs,-defial of access to business services, fear,
hding, stress, minor physical ailments,etc.).

it: PII principals can encounter.significant consequences, which they should b
me albeit with serious difficulties (misappropriation of funds, blacklisting by
damage, loss of employment/subpoena, worsening of state of health, etc.).

4) Maximu
cannot o
psycholo

The value of t

This level of i

: PII principals can encounter significant, or even irreversible, consequences, whigd
ercome (financial distress such as unserviceable debt or inability to work, lon
ical or physical ailments, death, etc.).

e level that best'matches the potential consequences identified is selected.

zation
ers.

those
uld be

y will
).

ble to
lack of

e able
banks,

h they
p-term

pact candbe then modified by including additional factors, e.g. directly identify

ng PII,

significant rigk sources; a large number of interconnections (especially with foreign sites) or recjpients
(which facilitates the correlation between originally separated personal data), which can be condidered

as aggravati
interconnecti

faetors. Conversely, poorly identifying PII, not dangerous risk sources, very fe

An example for the level of impact is given with Table A.1.
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Table A.1 — Examples for the level of impact, based on the nature of the PII

Nature of the PII Level

of impact

PII tha
lists)

tis publicly accessible (e.g. in telephone directories, address books or selection

1

PII tha

members of a distribution list)

trequires a legitimate interest for access (e.g. restricted public files or the

PII whose unauthorized disclosure can affect the reputation of the PII principal (e.g.
information about income, social welfare benefits, property tax or penalties)

existe
comm
able dg

PII whpse unauthorized disclosure, modification, loss or destruction can affect the

ce or the health, freedom and life of the PII principal (e.g. information about
tment to an institution, a sentence, personnel reviews, health data, unservice-
bts, or if the PII principal is at risk of becoming a victim in a criminal case)

A3 |}

The liK
of the
financ
words
threat

1) Nd
pa
ba

2) Li
di
ba

3) Si
pa
ac

4 M
eX

The va

Thisli
of datg
hetero

How to estimate the likelihood

elihood of each threat being exploited should be estimated, takitig'into account the
al resources, proximity to information system, motivation, feeling of impunity,
p

gligible: Carrying out a threat by exploiting the\properties of supporting assets dg

dge reader and access code).

mited: Carrying out a threat by exploiting the properties of supporting assets §

dge reader).

bnificant: Carrying out a threat by exploiting the properties of supporting assets
ssible for the selected riskséurces (e.g. theft of paper documents stored in offices {
cessed without first checKing in at reception).

hximum: Carryingout a threat by exploiting the properties of supporting assets
tremely easy for the selected risk sources (e.g. theft of paper documents stored in 3

lue of the level that best matches the threats is selected.

with foreign sites, interconnections with other information systems and a high deg
gérfeity or variability, which can raise the likelihood. Conversely, a homogeneous,

ulnerabilities

supporting assets and the capabilities of risk sources to(exploit them (skills, available time,

etc.). In other

to what degree can the properties of supporting assets be exploited in order o carry out a

es not appear

ssible for the selected risk sources (e.g. theft of\paper documents stored in a room protected by a

\ppears to be

ficult for the selected risk sources (e,g. theft of paper documents stored in a room protected by a

hppears to be
hat cannot be

hppears to be
lobby).

kelihogd'ean be then modified by including additional factors, e.g. access to the Internet, exchanges

ree of system
stable system

that hasToimterconmections and s closed of f fronT the tmternet cam tfower the tiketiood:
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Annex B
(informative)

Generic threats

Table B.1 contains a typical list of generic threats.

The supporting assets (on which the PII relies) are typically the following:

— user provlided hardware and software such as smart phones, tablets, Internet browser software on
home computers, Internet TVs, etc.;

— hardwarg: computers, communications relay, USB drives, hard drives, etc.;

— software] operating systems, messaging, databases, business applications, etc};
— computel| channels: cable, wireless, fibre optic, etc.;

— individua|ls: users, administrators, top management, etc.;

— paper doduments: printing, photocopying, etc.;

— paper trapsmission channels: mail, work-flow, etc.

The actions dn those supporting assets (that risk sources<gan do, voluntary or not) are typically the
following:

— abnormal use/function creep: supporting assets*are diverted from their intended context|of use
without Heing altered or damaged;

— damage: $upporting assets are partially or completely damaged;
— espionagg¢: supporting assets are observed without being damaged;

— loss: supporting assets are lost, stolen, sold or given away, so it is no longer possible to exercise
property [rights;

— modificafion/change: supporting assets are transformed;

— overloadfexceededdimits of operation: supporting assets are overloaded, over-exploited or used
under conditions'not permitting them to function properly.

34 © ISO/IEC 2023 - All rights reserved
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