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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the

work.
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Introduction

This document is intended to enhance the utility and usability of biometric test reports and data by
providing them in a common and machine-readable form. This document is intended to provide:
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signe

This
This
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tests

documentary evidence that a product has been tested;

a statement of authenticity of the test report;

an ability to maintain a registry of products;

relying system with information that allows it to depend on a biometric productused in a remote

thentication context.
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Information technology — Machine-readable test data for

biometric testing and reporting —

Part 1:
Test reports

1 Scope

This flocument establishes:

— T1hachine-readable records for documenting the output of a biometric test;
— fprmats for data that ISO/IEC 19795 series tests are required to reporit;-and
— an ASN.1 syntax for test reports.

This flocument does not:

— require, prohibit, or otherwise specify the format of biometric samples or templates u

ed in a test;

— T1equire, prohibit or otherwise specify the encapsulation of biometric samples or templates used in

dtest; or
— regulate metrics for tests.

NOTH The reportable metrics are establishedin ISO/IEC 19795-1.

ormative references

llowing documents are réferred to in the text in such a way that some or all of t
consfitutes requirements of(this document. For dated references, only the edition cited
undated references, the latést edition of the referenced document (including any amendme

ISO/IEC 19795-1, Information technology — Biometric performance testing and reportin
Princjples and framework

ISO/IEC 1979532, Information technology — Biometric performance testing and reportin
Testing methedologies for technology and scenario evaluation

[SO/IEEA9785-3, Information technology — Common Biometric Exchange Formats Framew(

heir content
applies. For
nts) applies.

g — Part 1:

g — Part 2:

rk — Part 3:

Patr n format cnocificatinnc
HFHREESPECHHEAt oS

ISO/IEC 8825-1, Information technology — ASN.1 encoding rules — Part 1: Specification of Basic Encoding

Rules (BER), Canonical Encoding Rules (CER) and Distinguished Encoding Rules (DER)

ISO/IEC 8825-4, Information technology — ASN.1 encoding rules — Part 4: XML Encoding Rules (XER)

[SO 8601-1, Date and time — Representations for information interchange — Part 1: Basic rules

3 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 19795-1 apply.

© ISO/IEC 2022 - All rights reserved
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[SO and IEC maintain terminology databases for use in standardization at the following addresses:

— ISO Online browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: available at https://www.electropedia.org/

4 Abbreviated terms

ASN abstract syntax notation

BDB biometric data block

BER Basic Encoding Rules

CDF cumulative distribution function

CMC cumulative match characteristic

DET detection error tradeoff

FAR false accept rate

FTA failure to acquire rate

FTE failure to enrol rate

FMR false match rate

FNIR false-negative identification error rate
FNMR false non-match rate

FPIR false-positive identification error.rate
FRR false reject rate

GFAR generalized false acceptrate

GFRR generalized false teject rate

IUT implementation under test

XER XML Enceéding Rules

5 Conforymance

A test report shall be conformant to this document if it meets all normative requirements of this
document.

6 ASN.1 format

6.1 Encoding rules

The test reports specified in this document shall be encoded using the XML Encoding Rules (XER)
[ISO/IEC 8825-4] or the Basic Encoding Rules (BER) [ISO/IEC 8825-1] of ASN.1.

2 © ISO/IEC 2022 - All rights reserved
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6.2 ASN.1 object identifier for test report

The test report shall conform to the ASN.1 specification given in Annex A, excerpts of which appear in
the remaining subclauses of Clause 6.

MachineReadableBiometricTestingAndReportingTestReport {

iso(l) standard(0) mrtdbtr(29120) testReport(l) module(l) rev(0)
}

6.3 BiometricTestReport type

BiometricTestReport ::= SEQUENCE ({
cgntentType CONTENT-TYPE. &1d ({ContentTypeBiometricTestReport }),
cgntent [0] EXPLICIT CONTENT-TYPE.&Type

({ContentTypeBiometricTestReport} {@contentType})
}

Type[BiometricTestReport is composed of two components, contentType'dnd conteft. The first
component contentType is an object identifier, which indicates the typé.of content ir the second
component content. The value of contentType takes one of the following three values:

— ild-estReportTechnology,
— ild-testReportScenario,
— id-signedTestReport

This |is done by the following the definition of cérifentTypeBiometricTestReport apd those of
testPeportTechnology,testReportScenario,and signedTestReport

ContgntTypeBiometricTestReport CONTENT-TYPEX:= { testReportTechnology |
testHeportScenario | signedTestReport }

testHeportTechnology CONTENT-TYPE ::=

TgstReportTechnology

IPENTIFIED BY id-testReportTechndlogy
}
testHeportScenario CONTENT-TYPE “ := ({

T¢stReportScenario

IPENTIFIED BY id-testReportScenario
}
signgdTestReport CONTENT-TYPE ::= ({

SjignedTestReport

IDENTIFIED BY id-signedTestReport
}

Each|of these-Cantent types shall correspond to the report of either the ISO/IEC 19795-2 technology,
scendrio or. signed test reports, repectively.

The dghjéectidentifiers are defined as follows:

id-testReportTechnology OBJECT IDENTIFIER ::= {
iso(l) standard(0) mrtdbtr(29120) testReport(l) contentType (2) testReportTechnology (1)
}
id-testReportScenario OBJECT IDENTIFIER ::= {
iso(l) standard(0) mrtdbtr(29120) testReport(l) contentType(2) testReportScenario (2)
}
id-signedTestReport OBJECT IDENTIFIER ::= ({
iso(l) standard(0) mrtdbtr(29120) testReport(l) contentType(2) signedTestReport (3)
}

© ISO/IEC 2022 - All rights reserved 3
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6.4 Data types for technology tests

6.4.1 Overview

Type TestReportTechnology is a type to express results of the technology test. The first field version
is the version of this test report format of type MRTDBTRVersion. The second field targetinfo is of type
ProductInformation and gives information on the evaluated product. The third field testReportInfo
gives information about the test report of type TestReportInformation. The fourth part is a
sequence testReports Of type TestReportTechnologyForOneCondition. Each element of this sequence
corresponds to a test result under a specific condition.

TestReportIECnNoOIogy : .= SLUULNCE 1
version MRTDBTRVersion DEFAULT vO,
targetInfo ProductInformation,
testRepgrtInfo TestReportInformation,
testRepdrts SEQUENCE OF TestReportTechnologyForOneCondition
}
MRTDBTRVersfion ::= INTEGER { vO0(0) } ( vO, ... )
NOTE Annex C contains informative examples of the elements that can be encoded,in the technology test
report.

6.4.2 Product information

6.4.2.1 Overview

Type ProducfInformation has six fields and gives information'about the tested product.

ProductInformation ::= SEQUENCE ({
provider Provider,
nameProduct NameProduct,
descriptjion VisibleString OPTIONAL,
functionProduct SEQUENCE OF E&nction,
outputPrfoduct DataType OPTIOQNAL,
modalityProduct Modality
}
NOTE Arnex B contains an informative-discussion on these and other elements.

6.4.2.2 Prpvider information

The first fi¢ld provider i§ of type pProvider and gives information about the provider of the tested
biometric prioduct.

Provider ::F SEQUENGE {
nameProvlider Name,
typeProvlidet TypeProvider,
roleProvlidet RoleProvider,
contactIlnfermation /isibleString OPTTONAT

}

The first field nameProvider identifies the name of the provider. Type name for this field is specified in
ISO/IEC 9592-2.

The second field typeprovider shows the type of the provider and shall take a value chosen from the
ValueSOftype’TypeProvider:non—profit, university, corporation, individual, government

TypeProvider ::= ENUMERATED ({
non-profit (1),
university(2),
corporation(3),
individual (4),

5)

government (

4 © ISO/IEC 2022 - All rights reserved
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The third field roleProvider shows the role of the provider and shall take a value chosen from the values
of type RoleProvider: manufacturer, reseller, integrator, other.manufacturer is for the role of the
entity responsible for the design or creation of the component. reseller is for the role of the entity
which packages or resells the component. integrator is for the role of the entity which may combine
components into a single atomic component.

RoleProvider ::= ENUMERATED {
manufacturer (1),
reseller (2),
integrator (3),
other (4)

}

The fpurth field contactinformation, which is optional, shows the contact information 6f

such

6.4.2

The s
abou

NameHj
md
o)
Ve
s
f1
}

Vers]

The fiirst field mode1Name in NameProduct is of type Name and identifies the product. The

prody
given
may
firmy

the spftware of the product, the versign of the firmware of the product respectively.

The {
the ¢
expel
infor

hs the email address of the provider, in visiblestring.

3 Other information in product information

the product.

roduct ::= SEQUENCE ({

delName Name,

oductCBEFF Product OPTIONAL,
rsion VersionProduct,
ftwareVersion VersionProduct,
rmwareVersion VersionProduct
onProduct ::= INTEGER { vO0(0) } ( vO, ...

ctCBEFF is an optional field of type Proguct that, if used, shall conform to the r
in ISO/IEC 19785-3. If the product isxregistered to a certain biometric organizati
be used to identify the product. The-third, fourth and fifth fields version, software
areversion, are all of type versionProduct and indicate the version of the product, t

hird field description_. ifi*type ProductInformation gives a complete unique dg
pmponent under the test in visiblestring. This field should be used to describe
imental models, use of biometric modalities not listed in ISO/IEC 19785-3, or to giy
mation about the biemetric modality (e.g. for iris recognition in the visible spectrum)

The ﬂ?urth field fundtionProduct in type ProductInformation expresses the function

prod

Funct
aq
e
v

ct with type-Function. Type Function is specified as follows:

ion :x= BENUMERATED {
quisditton (1),
rodment (2),
ri€fcation (3),

the provider,

econd field nameProduct intype ProductInformation is of NameProductyand gives basiqinformation

second field
equirements
bn, this field
Jersion,and
he version of

escription of
prototypes,
re additional

f the tested

i

}

et 1Ccat1oni4),

The fifth field outputProduct in type ProductInformation expresses the data type of the output of
the tested product with type pataType. Type DataType consists of two fields, processedlevel and
purpose. The former takes a value which corresponds to raw data, intermediate data, processed data,
comparison score or comparison decision. The latter takes a value which corresponds to biometric
reference or biometric sample.

DataType ::= SEQUENCE {
processedLevel ProcessedLevel,
purpose Purpose OPTIONAL

}

ProcessedLevel ::= ENUMERATED {

raw-data (1),

© ISO/IEC 2022 - All rights reserved
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intermediate-data(2),

processe
comparis
comparis

}

d-data (3),
on-score (4),
on-result (5),

Purpose = ENUMERATED ({
reference (1),
sample (2)

}

The sixth field modalityProduct in type ProductInformation indicates the modality of biometric data
which the tested product processes, with type Modality. Type Modality consists of a pair of fields,

type and su
score noOr

ISO/IEC 197

Modality = SEQUENCE {

type BiometricType,

subtype BiometricSubtype OPTIONAL
}
6.4.3 Information about test report

Type Testre

TestReportInformation = SEQUENCE {
testLabInformation TestLabInformation,
compliantStandard StandardDescription,
testRepgrtIssuanceDate Date,
parentTgstReport ExternalDocument

}

The first fig
conducting
fields:

Accreditati

idenf

TestLabInfqg
identifil
accrediy

}

Type Identi
responsible
the employe
representati
to show the

Identificat
nameLab

location

testImpl

testReportSignatory

contactl

}

Accreditati

accreditingBodies
scopeAccreditation

}

btype. type 1S Mandatory 1I processedLevel 1N outputProduct takes neither compar
fomparison—-result. The types BiometricType and BiometricSubtype are defing
B5-3:2020, 6.2.

bortInformation has four fields and gives information aboutthe test report.

ld testLabInformation in type TestReportInformation identifies the test labor
the test, with type TestLabInformation. Type TestLabInformation
ificationTestLab Of type IdenpificationTestLab and accreditationStatus of

onStatus.

rmation SEQUENCE {
cationTestLab IdentidcationTestLab,
ationStatus AccreditationStatus

ficationTestLab\has five fields of type visibleString: nameLab to show the name
aboratory, 1ecation to show location of the laboratory, optional testImplementor to
b or representative who executed the test, testReportsSignatory to show the employ
[ve assupingthe integrity, correctness and completeness of the test,and contactInform
rontaetinformation for enquiries concerning the test report.

10w TestLab SEQUENCE {

consists of

Lson-—
bd in

atory
two

type

bf the
show
ee or

htion

MVisiblaString
TT

VisibleString,
VisibleString OPTIONAL,
VisibleString,
VisibleString

ementor

nformation

SEQUENCE {
SEQUENCE OF AccreditingBody,
ScopeAccreditation OPTIONAL

onStatus

AccreditingBody = SEQUENCE {
nameAccreditingBody VisibleString,
identifierCertificate OBJECT IDENTIFIER,
signatory OCTET STRING

}

ScopeAccreditation

SEQUENCE OF AScopeAccreditation

© ISO/IEC 2022 - All rights reserved
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iso-iec19795-1:2006

is0-iecl19795-1:2021

iso-1ec19795-3(3),

iso-1iec30107-4(4),
}

AScopeAccreditation ::= ENUMERATED ({
)
)

(1),
(2),

The second field compliantStandard in type TestReportInformation indicates which testing
standards were used for the test with type standardbescription. Type standardbescription has four
fields: standardName in visibleString to show the name of the standard, such as "Biometric Testing
and Reporting — Principles and Framework", standardNumber in visiblestring to show the series

numher of the standard such as "19795" standardpart in visiblestring to show the Part number of
the sfandard series, and standardPublicationDate of type pate to show the publication date of the
document.
Typejpate is expressed in visiblestring with fixed length of 8 of form YYYYMMDD, in accordance with
ISO 8601-1.
StandardDescription = SEQUENCE {

sffandardName VisibleString,

sffandardNumber VisibleString,

sffandardPart VisibleString,

sflandardPublicationDate Date
}
Date|::= VisibleString

-1 conforms to ISO 8601-1

-1 length = 8

-1 fixed

-1 YYYYMMDD

The third field testReportiIssuanceDate in typé TtestReportinformation encodes the date on which
the tgst report was signed by the test laboratory,official with type pate.

The fourth field parentTestReport in type TestReportInformation gives the infornpation about
the mpon-machine-readable, traditional<test report for complete human-readable dofumentation
of the test with type ExternalDocument. Type ExternalDocument consists of three manglatory fields
and flive optional fields. The first, field 1ink of type urt expresses the URL where the dgcument can

be rd
third
of au
publi
of thd

ferenced. The second field title of type visiblestring shows the title of the do
and optional field autHors of type SEQUENCE OF VisibleString shows the author
hors of the document. The fourth and optional field publisher of type visiblestrit
Kher of the documént. The fifth and optional field editor of type visiblestring shoy
document. The-sixth and optional field typebocument of type TypeDocument shows th

cument. The
br the group
g shows the
vs the editor
e type of the

docunent: articlestechnical report, in proceedings, abstract, book, in book or collection.[The seventh
and optional field' sublicationpate of type pate shows the publication date of the document. The eighth

field availapilyity of type Availability shows the availability of the document: publig, restricted,
unavailablecor superseded.
ExtefgnalPocument ::= SEQUENCE ({
11tk ORI,
title VisibleString,
authors SEQUENCE OF VisibleString OPTIONAL,
publisher VisibleString OPTIONAL,
editor VisibleString OPTIONAL,
typeDocument TypeDocument OPTIONAL,
publicationDate Date OPTIONAL,
availability Availability
}
TypeDocument ::= ENUMERATED ({
article(1l),
technical-report (2),
in-proceedings (3),
abstract (4),
book (5),
in-book (6),
collection (7)
© ISO/IEC 2022 - All rights reserved 7
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y ENUMERATED {

),
ed(2)
ble (3

) s

superseded (4)

6.4.4 Testreportunder a specific condition

6.4.4.1 Overview

Type TestReportTechnologyForOneCondition gives a set of information for a result of the technplogy
test under a given condition. TestReportTechnologyForOneCondition consists of four fields: cdnpdlnfo
of type corplisInformation, dateStarted of type Date, dateEnded of type pDate, and testrRegudt of type
SEQUENCE OF| TestResult. The second and third are optional fields.
TestReportTechnologyForOneCondition = SEQUENCE {

corpusInfo CorpusInformation,

dateStar|ted Date OPTIONAL,

dateEndegd Date OPTIONAL,

testResullt SEQUENCE OF TestResult
}
6.4.4.2 Corpus information
Type corpusfnformation representsthe information of the corpuswhich was used in the evaluation with
two fields: c¢mposition of type CorpusCompositionand enviz6n¥nfo of type EnvironmentalInformdtion.
CorpusInformation = SEQUENCE {

compositjion CorpusComposition,

environIinfo EnvironmentalInformatief
}
In type corpusComposition, the corpus is idemntified with the first field identifier of type opJecT
1DENTIFIER. [The second field namecorpus of type visiblestring gives the name of the corpus. The|third
field corpusgdtatistics of type corpusstatistics gives statistical information of the corpus.
CorpusComposition = SEQUENCE ¢1

identifiler OBJEC® IDENTIFIER,

nameCorpgus VisibleString,

corpusStlatistics CorpusStatistics
}
Type corpugstatistigsy® consists of four fields. The first field corpusBasicstatistics of|type
CorpusCrewHBasicStatastics gives the statistical information common to corpus and [crew.
The second|field sntmSamples indicates the number of biometric samples in the test corpus} The
mean numbgr 0f_samples per person can be obtained by dividing this number by the numbher of
individuals | ntriindividuals in corpusBasicStatistics. The number of samples numSampleg can

be used in computation of uncertainties. The third and fourth fields, samplesPerindividualEnrol
and samplesPerIndividualProbe, are optional and indicate the number of enrolment samples per
individual and the number of probe samples per individual respectively. Both are expressed with type
SamplesPerIndividual.

CorpusStatistics = SEQUENCE ({
corpusBasicStatistics CorpusCrewBasicStatistics,
numSamples INTEGER,

samplesPerIndividualEnrol
samplesPerIndividualProbe

SamplesPerIndividual OPTIONAL,
SamplesPerIndividual OPTIONAL
}

Type samplesPerIndividual is used to exhaustively tabulate a value for each member of the volunteer
corpus. This type consists of four fields. The first field numsubjects indicates the number of subjects
in the sample. The second and third fields, mean and median, are computed over all subjects. These two
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fields support applications that can potentially not need data on the entire distribution expressed in
distrSubjsample. The fourth field distrsubjsample is of type DistributionIntegerInteger, which
is defined as SEQUENCE oOF ExpressionPointIntegerInteger.Type ExpressionPointIntegerInteger
consists of a pair of integers, subject1d and numberOfSamples. numberOfSamples expresses the number
of samples for the subject1d. For example, if 20 samples are given for subject ID 1, 30 samples for ID 2,
22 samples for ID 3, 16 samples for ID 4, 23 samples for ID 5, then distrsubjsample is ((1, 20), (2,30),
(3,22), (4, 16), (5, 23)).

SamplesPerIndividual = SEQUENCE {
numSubjects INTEGER,
mean INTEGER,
median INTEGER,
dfstrSubjcample Distributionlntegerlnteger
}
DistfibutionIntegerInteger = SEQUENCE OF ExpressionPointIntegerInteger
ExprgssionPointIntegerInteger = SEQUENCE {
sybjectId INTEGER,
nymberOfSamples INTEGER

}

sStatistics
ists of nine
sEnrol, and

is used to express corpusBasicStdtistics in Corpu
LestCrewInfo IN TestReportScenarioForOneCondition (see 64.1). This type consg
. The former five fields, numIndividuals, numMales, numFema¥és, numIndividual

Type|corpusCrewBasicStatistics
and

fields

numly
test (
in th
than
shall
fields
Info(
less t|
to X,

than

dividualsvVeriId, are of type INTEGER and indicate the faumber of unique indivi
orpus/crew, that of male subjects, that of female subjects, that in the enrolment
e verification or identification set, respectively. numfndividuals shall be equal t
numIndividualsEnrol and numIndividualsvVeriZd. For identification, numIndivi

, ageDistrMale,ageDistrFemale,elapsDistr,and visitsDayDistr, are all opdonal
umulativeDistribution. They express the table of proportions of the males whose a
han or equal to X, the table of proportionsyof the females whose age in years is less t

he table of proportions of the subjects for whom the number of the days between the

pr equal to 7, and the table of proportions of the samples collected on the day less tha

be the size of the population searched. The secoend and third fields are optional. Th

duals in the
bet, and that
D or greater
ldualsVeriId
e latter four
and of type
re in years is
han or equal
visits is less
in or equal to

the nith day, respectively.
CorpysCrewBasicStatistics ::= SEQUENCE ({
nymIndividuals INTEGER,
nymMales INTEGER OPTIONAL,
nymFemales INTEGER OPTIONAL,
nymOther INTEGER OPTIONAL,
nymUnknown INTEGER OPTIONAL,
nymIndividualsEnfol® INTEGER,
nymIndividualsVeniId INTEGER,
ageDistrMale InfoCumulativeDistribution OPTIONAL,
ageDistrFemale InfoCumulativeDistribution OPTIONAL,
elapsDis®T InfoCumulativeDistribution OPTIONAL,
visitsDayPistr InfoCumulativeDistribution OPTIONAL
}
Type InfoCumulativeDistribution isused for tabulation and relevant information of thé cumulative

distribution function of a random variable. The first and second fields, mean and median, are computed
over all xvalues in cumulativebistribution. These two fields support applications that do not
need data on the entire cumulative distribution expressed in cumulativeDistribution. The third
field cumulativebistribution expresses the tabulation of the cumulative distribution with type
DistributionIntegerReal,VthjliS defined as SEQUENCE oF ExpressionPointIntegerReal. Each
element of DistributionIntegerReal isS a pair of xvalue of type INTEGER and yvalue of type REAL. An
element of type ExpressionPointIntegerReal expresses that the proportion of the values which are
less or equal to xvalue is yvalue. The elements shall appear in inceasing order in xvalue. For example,
the expression of Table 1 in pistributionIntegerreal is ((0, 0), (1, 0), (2, 0.7), (3, 0.92), (4, 0.97), (5, 1)).
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Table 1 — Example expression

xValue yValue
0 0
1 0
2 0.7
3 0.92
4 097
5 1
InfoCumulatfveDIistripution . .= SEUUENCE {
mean INTEGER,
median INTEGER,

cumulatifjveDistribution DistributionIntegerReal

}
DistributignIntegerReal ::= SEQUENCE OF ExpressionPointIntegerReal

ExpressionPointIntegerReal ::= SEQUENCE ({
xValue INTEGER,
yValue REAL

}

To describe the environment of the corpus collection, type Environmentaidliformation is specified. The
first field exfeptionalcondition allows free text keywords indicatingthat the collection envirorjment
was adversel The second field celsiusTemp represents the temperature expressed in Celsius in ywhich
the collection was performed. The third field dBNoise represents(the ambient noise expressed n dB
in which the collection was performed. The fourth and optiopalfield 1ightingInfo allows free text in
VisiblesStrihg to give the lighting information in which thecolection was performed.

EnvironmentlalInformation ::= SEQUENCE {
exceptignalCondition VisibleString,
celsiusTemp REAL OPTIONAL, N\&s”temperature
dBNoise REAL OPTIONAL, =~—- ambient noise
lightingInfo VisibleStning OPTIONAL

6.4.4.3 Tept result under a specific condition

To express 4 test result for a technology test, type TestResult is specified as follows. The comppnent
shall be chdgsen according to what is tested, i.e. enrolment, acquisition, matching in verificatipn or
matching in jdentification.

TestResult [::= CHOICE ({
testResyltEnrol TestResultEnrol, -- enrolment
testResyltAcquiré TestResultAcquire, -- acquisition
testResyltVerifly TestResultVerify, -- verification
testResyltIdeRtify TestResultIdentify -- identification

6.4.4.3.1 Testresult for enrolment

If the test is on enrolment, testResultEnrol of type TestResultEnrol shall be the component. Type
TestResultEnrol consists of two fields: failureToEnrolRate and durationEnrol. The first field
failureToEnrolRate expresses FTE, the fraction of enrolment samples not converted into a template.
The second and optional field durationEnrol of type StatisticInformationSet gives statistical
information on enrolment. This type gives a fundamental set of statistical information common to
enrolment, acquisition, verification, and identification. The first field unitTime indicates the unit of time
used in the third to the eighth field, millisecond or second. The second field is optional and indicates the
number of measurements. Fields three to eight are optional and express the median, mean, minimum
value, maximum value, standard deviation and median absolute deviation of the value sets respectively.

TestResultEnrol ::= SEQUENCE {
failureToEnrolRate REAL,

10 © ISO/IEC 2022 - All rights reserved


https://iecnorm.com/api/?name=38571d5b0c072924f7013dc945ea7dfe

ISO/IEC 29120-1:2022(E)

durationEnrol StatisticInformationSet OPTIONAL
}
StatisticInformationSet ::= SEQUENCE ({
unitTime UnitTime,
numberOfMeasurements INTEGER OPTIONAL,
median REAL OPTIONAL,
mean REAL OPTIONAL,
minimum REAL OPTIONAL,
maximum REAL OPTIONAL,
stdDev REAL OPTIONAL,
medAbsDev REAL OPTIONAL
}
UnitTime ::= ENUMERATED {
millisecond (1)
sgcond (2)
}
6.4.4{3.2 Testresult for acquisition

If thd
in ty|
Stat{
acqui

TestH
f3
dy

6.4.4

For t
of tw
Stati

and give information about three DET-gurves: infobETFNMREMR for the DET curve of FNM
info}ETFRRFAR for the DET curve of FRR and FAR; and infoDETGFRRGFAR for the DET curve
GFAR. The fourth field of type ResuleMatchverify isthe distribution of comparison scores
of type pistributionRealReal.
TestHesultVerify ::= SEQUENCE ({
rgsultMatchVerify ResultMatchVerify,
dyrationVerify StatisticInformationSet OPTIONAL
}
ResultMatchVerify:\:# SEQUENCE ({
i foDETFNMREMR InfoDETCurve OPTIONAL, -- pair of error types shall be
i} foDETFRREAR InfoDETCurve OPTIONAL, -- pair of error types shall be
i} foDETGERRGFAR InfoDETCurve OPTIONAL, -- pair of error types shall
gfar
cnpScDistr DistributionRealReal OPTIONAL

}

test is on acquisition, testResultAcquire of type TestResultAcquire vShall be th
pe TestResult. The type consists of failureToAcquireRate andcgptional duratid
sticInformationset type. The first field failureToacquirerate eXpresses FTA, th
sition samples not converted into a template.

esultAcquire ::= SEQUENCE ({
ilureToAcquireRate REAL,
rationAcquire StatisticInformationSet\OPTIONAL

3.3 Test result for verification

he test on matching in verification, type TestResultverify is specified. This t
o fields: resultMatchverify of type R&siltMatchverify and optional durationves
sticInformationset. The first three fields of type ResultMatchverify are all of type 1

e component
nAcquire of
e fraction of

ype consists
rify of type
nfoDETCurve
[R and FMR;
of GFRR and

cmpScrDistr

fnmr-fmr
frr-far
be gfrr-

The first and second fields in type

InfoDETCurve are the number of samples used in estimation of

Type I estimate and that of Type II estimate. The third field expressionDETCurve approximates a DET
curve with type InfoDETCurve. InfoDETCurve represents a curve with an arbitrary number of points
on the curve. Each point on the curve is expressed with ExpressionPointDETCurve, which is a triple
of the threshold threshold, the Type I error rate value typeIError, and the Type Il error rate value
typeI1Error.The sequence of points shall appear in increasing order in typeIError. If the threshold is
unknown, threshold shall take the value -1. If the threshold is unavailable, thresho1d shall take the

value 0.

InfoDETCurve ::= SEQUENCE {
numOfSamplesEstTypelError INTEGER,
numOfSamplesEstTypelIError INTEGER,
expressionDETCurve ExpressionDETCurve
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ExpressionDETCurve SEQUENCE OF ExpressionPointDETCurve

ExpressionPointDETCurve ::= SEQUENCE {
threshold REAL OPTIONAL, -- -1 for unavailable, -2 for unknown
typelError REAL,
typellError REAL

}

Distribution of comparison score is expressed with type pistributionRealrReal which is a sequence of
ExpressionPointRealReal. Each element of pistributionRealReal is a pair of xvalue of type REAL and
yvalue of type REAL. An element of type ExpressionPointRealReal expresses that the proportion of the
values which are less than or equal to xvalue is yvalue. The elements shall appear in inceasing order in

xValue.

Distributig
ExpressionH
xValue
yValue

6.4.4.34

For the tes
consists of
ResultMatch
ResultMatch

TestResult]
resultMag
resultMag

}

NOTE Cl

Type Resul
durationCldg
Distributid
in the close
of Interval
an interval,
in Expressi
durationCldg
StatisticIn

ResultMatch
cmcCurve
srchExed
duration

}

ExpressionH

InRealReal
bintRealReal
REAL,
REAL

SEQUENCE OF ExpressionPointRealReal
SEQUENCE {

[est result for identification

t on matching in identification, type TestResultIdentify,\i§ specified. This
two fields; the result of closed-set identification resultMat&fClosedIdentify of
ClosedIdentify and the result of open-set identification re&ul tMatchopenTIdentify 0
OpenIdentify where the latter is optional.

dentify SEQUENCE {
‘tchClosedIdentify
tchOpenIdentify

ResultMatchClosedIdentgify,
ResultMatchOpenIdéntify OPTIONAL

sed-set metrics are mandatory because, as rank-based statistics, they can always be comput

 MatchClosedIdentify consists of three fields; cmcCurveClosed, srchExecDistr
sedIdentify. cmcCurveClosed expresses the CMC curve of the test result with
hIntegerReal. srchExecDistr expresses the histogram of number of searches exe
1-set identification. Type Exp¥edsionHistogram represents a histogram with a seq
[ntegerFrequency. The first-and second fields, 1owerLimit and upperLimit, reprn
and the third field frequency represents the frequency on that interval. The eler
bnHistogram shall appear in inceasing order in lowerLimit. The last optional
sedIdentify expresses the statistics of closed-set identification search duration with
formationSet.

ClosedIdentify
Closed

Distr
Closedidentify

SEQUENCE {
DistributionIntegerReal,
ExpressionHistogram,

StatisticInformationSet OPTIONAL

istogram SEQUENCE OF IntervallntegerFrequency

Intervallnt

type
type
Ftype

bd.

and
type
cuted
lence
esent
nents
field

type

egerFrequenc SEQUENCE {

lowerLimit

INTEGER,

upperLimit
frequency

INTEGER,
INTEGER

}

Type ResultMatchOpenIdentify consists of five fields: the expression of the CMC curve
cmcCurveOpen, the number of searches with enroled mate srchiExecbDistrEnroled, the number of
searches with no enroled mate srchExecDistrNoEnroled, the information about the DET curve of
FNIR and FPIR infoDETCurveFNIRFPIR, and the statistics of open-set identification search duration
durationOpenIdentify where the fourth and fifth fields are optional. The types to express these fields
are as follows and as already defined.

SEQUENCE {
DistributionIntegerReal,
ExpressionHistogram,

ResultMatchOpenIdentify
cmcCurveOpen
srchExecDistrEnroled
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srchExecDistrNoEnroled ExpressionHistogram,
infoDETCurveFNIRFPIR InfoDETCurve OPTIONAL,

-- pair of error types shall be fnir-fpir
durationOpenIdentify StatisticInformationSet OPTIONAL

6.5 Data types for scenario tests

6.5.1 Overview

Type TestReportScenario is the type to express the results of a scenario test. The first field version
is the—version of this test report format of type MRTDBTRVGrsion The second field targetInfos iS a
sequgnce of type ProductInformation and gives information on the set of the tested products. The
third|field testrReportinfo gives information about the test report of type TestReéportinformation.
The fpurth field testreports is a sequence of type TestReportScenarioForOneCondition. fach element
of this sequence corresponds to a test result under a specific condition. Types, testrRepdrtinfo and
TestHeportInformation are already defined. For details, see 6.4.1 and 6.4.3.

TestHeportScenario ::= SEQUENCE {
vgrsion MRTDBTRVersion DEFAULT vO,
tdrgetInfos SEQUENCE OF ProductInformation,
tgstReportInfo TestReportInformation,
tgstReports SEQUENCE OF TestReportScenaridFdrOneCondition
}
NOTH Annex C contains informative examples of the elements that can be encoded in the|scenario test
reporf.

6.5.2| Testreportunder a specific condition

Type[TestReportScenarioForOneCondition .gives a set of information for a result of a §cenario test
undef a specific condition. TestReportScenarioForOneCondition consists of six fields; tlstCrewInfo
of type TestCrewInformation, levelPoligyAssistance Of type LevelPolicyAssistance, enfironInfo of
type EnvironmentalInformation, datestarted of type Date, dateEnded of type Date, and tegtResult of a
sequégnce of type TestrResult. The fields of type pate are optional.

TestHeportScenarioForOneCondigion ::= SEQUENCE {
tgstCrewInfo TestCrewInformation,
lgvelPolicyAssistance LevelPolicyAssistance,
environInfo EnvironmentalInformation,
ddteStarted Date OPTIONAL,
ddteEnded Date OPTIONAL,
tg¢stResult SEQUENCE OF TestResult

}

Type[TestCrewinformation gives information on the test crew. The test crew is identified with the
first field identifier of type oBJgEcT IDENTIFIER. The second field 1ocation in VisibleString is

the ipformation on the location where the scenario test is performed. The third field hapituation is
eXpermemmhMWEMOHHistogram.

The fourth field testcrewstatistics gathers statistical information on the test crew whose items are
common to those of the corpus. Type corpusCrewBasicsStatistics is defined in 6.4.4.2.

TestCrewInformation ::= SEQUENCE ({
identifier OBJECT IDENTIFIER,
location VisibleString,
habituation ExpressionHistogram,
testCrewStatistics CorpusCrewBasicStatistics

}

Type LevelPolicyAssistance describes the level of effort, decision policy, assistance provided, and
instructional mode of the scenario test. This type has two fields, 1evelEffortandbecisionPolicy
of type LevelEffortAndDecisionPolicy and optional assistanceAndInstruction of type
AssistanceAndInstruction.
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LevelPolicyAssistance ::= SEQUENCE ({
levelEffortAndDecisionPolicy LevelEffortAndDecisionPolicy,
assistanceAndInstruction AssistanceAndInstruction OPTIONAL

}

Type LevelEffortAndDecisionPolicy has two fields of type LevelandPolicy, the enrolment policy
levelAndPolicyEnrol and the comparison policy levelandPolicyCmp. Type LevelAndPolicy consists of
three fields: the minimum number of attempts, the maximum number of attempts, and the maximum
duration permitted.

LevelEffortAndDecisionPolicy ::= SEQUENCE ({
levelAndPolicyEnrol LevelAndPolicy,
levelAndPolicyCmp LevelAndPolicy

}

LevelAndPollicy ::= SEQUENCE {
minNumAttempt INTEGER,
maxNumAftempt INTEGER,
maxDurPgrmitted REAL

}

Type assistanceAndInstruction consists of three fields: assistancelLocatdn, assistancqMode,
and instru¢tionMode. The possible values for each field are specified as"assistanceLocdtion,
AssistanceMode, and InstructionMode respectively.

AssistanceAndInstruction ::= SEQUENCE ({
assistanceLocation AssistancelLocation,
assistanceMode AssistanceMode,
instructyionMode InstructionMode

}

Assistancelfocation ::= ENUMERATED {

separatg-from-transaction (1),
interactlively-with-transaction(2),
after-failure (3)
}
AssistanceMode ::= ENUMERATED {
physicall(l),
audio-only (2),
audio-vildeo (3),
none (4),
video-only (5)
}

InstructionMode ::= ENUMERATED {
written—-manual (1),
poster (),
video (3)],

personall(4)

}

NOTE THe video gption covers slides or other sets of static images.

6.6 Data fypesfor signed test reports

Type signedTestReport isdefined to expressthe signed testreports, also referred to as test certificates:

SignedTestReport ::= SEQUENCE {
version MRTDBTRVersion DEFAULT vO,
digestAlgorithms DigestAlgorithmIdentifiers,
encapContentInfo EncapsulatedContentInfoSignedTR,
certificates [0] IMPLICIT CertificateSet OPTIONAL,
crls [1] IMPLICIT RevocationInfoChoices OPTIONAL,
signerInfos SignerInfos

}

The digestAlgorithms component takes a value of type DigestAlgorithmIdentifiers, which is a
collection of message digest algorithm identifiers. The digest algorithm to be supported is not specified
in this document. For details of this type, see RFC 3852.

encapContentInfo contains the test result expressed in type EncapsulatedContentInfoSignedTR.
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Type EncapsulatedContentInfoSignedTR is composed of two components,
eContentTypeContentInfoSignedTR and eContentContentInfoSignedTR. The value of
eContentTypeContentInfoSignedTRtakesone ofthe followingtwo values: id-testReportTechnology and
id-testReportScenario. This is done by the following definition of contentTypeContentInfoSignedTR
and those of testReportTechnology and testReportScenario.eContentContentInfoSignedTR is the test
report itself, carried as an octet string.

EncapsulatedContentInfoSignedTR ::= SEQUENCE ({
eContentTypeContentInfoSignedTR CONTENT-TYPE. &id
({ContentTypeContentInfoSignedTR }),
eContentContentInfoSignedTR [0] EXPLICIT OCTET STRING

(CONTAINING CONTENT-TYPE.&Type

‘ = = . =) i = 2
(TLCUIILTITU L YPTUUITLTITU LITLUO LTYUIITU LIV T U CLUIILTITU L YPS T T)

ContgntTypeContentInfoSignedTR CONTENT-TYPE ::= { testReportTechnology |
testReportScenario }

cert{ficates is a collection of certificates of type certificateset. It is inténded thgt the set of
certificates be sufficient to contain certification paths from arecognized "root” or "top-level|certification
authqgrity" to all of the signers in the signerinfos field. For details of thistype, see RFC 38%2.

crls |of type RevocationInfoChoices is a collection of revocation status information. If is intended
that [the collection will contain information sufficient for detérmining whether the| certificates
in the certificates field are valid, but such correspondence ‘is)not necessary. For details of type
RevodationInfoChoices, see RFC 3852.

signdrInfosisa collection of per-signer information. Fordetails of type signerinfotype, spe RFC 3852.

© ISO/IEC 2022 - All rights reserved 15


https://iecnorm.com/api/?name=38571d5b0c072924f7013dc945ea7dfe

ISO/IEC 29

ASN

120-1:2022(E)

Annex A
(normative)

.1 module for machine readable biometric test reports

A.1 Overview

" this

bding
d the

g this

This annex provides the complete ISO/IEC 8824 series and ISO/IEC 8825-1 ASN.1 module,fo
document. Tlhis annex is the authoritative specification for binary encodings of these data elements,
which are infended to be specified in future parts of the ISO/IEC 29120 series as ASN.1 Packed Enc
Rules (see XJ691 | ISO/IEC 8825-2), unless there is a requirement to use security features that neg
ASN.1 Basic Encoding Rules.
NOTE Software is available to convert between binary (both PER and Basic) and XML encodings usin
ASN.1 specifigation.
A.2 ASN.1 module
MachineReadlbleBiometricTestingAndReportingTestReport {
iso(l) sltandard(0) mrtdbtr (29120) testReport(l) modul®e/(l) rev(0)
}
DEFINITIONS| AUTOMATIC TAGS = BEGIN
IMPORTS
-- ITU-T X.[501 Open Systems Interconnection - TheXDirectory: Models
Name
FROM [InformationFramework {
jdint-iso-itu-t ds(5) module(l) infQormationFramework(l) 5}
-- RFC 3852)/5911 Cryptographic Message Synfax
DigesltAlgorithmIdentifiers, CertifdlcateSet,
RevodationInfoChoices, SignerInf6s, CONTENT-TYPE
FROM [CryptographicMessageSyntax-2009 {
igdo (1) member-body(2) us{840) rsadsi(113549)
pHcs (1) pkes-9(9) smime (1) modules (0) id-mod-cms-2004-02(41)}
-- ISO/IEC |19785 CBEFF Part 3
BiomgtricType, BiometrieStbtype, Product
FROM [CBEFF-DATA-ELEMENTS {
igdo standard 1978€5/modules (0) types-for-cbeff-data-elements(l) };
MRTDBTRVers|ion = INTEGER { vO0(0) } ( vO, )
BiometricTestReport =\ 'SEQUENCE {
contgntType CONTENT-TYPE. &id ({ContentTypeBiometricTestReport }),
contgnt [0] EXPLICIT CONTENT-TYPE.&Type
({|IContentTypeBiometricTestReport} {@contentType})
}
ContentTypeRiometricTestReport CONTENT-TYPE = { testReportTechnology |
testReportScenario] signhedlesStReport J
TestReportTechnology = SEQUENCE ({
version MRTDBTRVersion DEFAULT vO,
targetInfo ProductInformation,
testReportInfo TestReportInformation,
testReports SEQUENCE OF TestReportTechnologyForOneCondition
}
ProductInformation = SEQUENCE {
provider Provider,
nameProduct NameProduct,
description VisibleString OPTIONAL,
functionProduct SEQUENCE OF Function,
outputProduct DataType OPTIONAL,
modalityProduct Modality
}
Provider = SEQUENCE {
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nameProvider
typeProvider
roleProvider
contactInformation

}

TypeProvider ::= ENUMERA
non-profit (1),
university(2),
corporation(3),
individual (4),
government (5)

}

RoleProvider ::= ENUMERA
manufacturer (1)

Name,

TypeProvider,

RoleProvider,
VisibleString OPTIONAL

TED {

TED {

ISO/IEC 29120-1:2022(E)

reseller (2),
integrator(3),
other (4)

}
NameBroduct ::= SEQUENCE
modelName
productCBEFF
version Ver
softwareVersion
firmwareVersion

}
VersijonProduct ::= INTEG
Functfion ::= ENUMERATED
acquisition(1l),
enrolment (2),
verification(3),
identification (4),

Datalype ::= SEQUENCE ({
processedLevel
purpose

}
ProcgssedLevel ::= ENUME
raw-data (1),
intermediate-data (
processed-data(3),
comparison-score (4
comparison-result (

Purpgse ::= ENUMERATEBN:Y{
reference (1)
sample (2)

Modality ::= SEQUENCE {

type Bio
subfiype Biomet
}
TestHepdrtInformation

- T ale T O e
CeSTao I rormacIrolT

{
Name,

Product OPTIONAL,
sionProduct,
VersionProduct,
VersionProduct

ER { vO(O) } ( vO, ... )
{

ProcessedLevel,
Purpose OPTIONAN

RATED {
2)

),
S)

metricType,
ricSubtype OPTIONAL

::= SEQUENCE ({

fasl I O P =) i
eSSt rormacrorTy

compliantStandard
testReportIssuance
parentTestReport

}

TestLabInformation ::= S
identificationTest
accreditationStatu

}

IdentificationTestLab
nameLab
location
testImplementor
testReportSignator
contactInformation

}

AccreditationStatus ::=

© ISO/IEC 2022 - All rights reser

StandardDescription,
Date Date,
ExternalDocument

EQUENCE {
Lab IdentificationTestLab,
s AccreditationStatus

:= SEQUENCE ({

VisibleString,
VisibleString,
VisibleString OPTIONAL,
y VisibleString,
VisibleString

SEQUENCE {

ved
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accreditingBodies SEQUENCE OF AccreditingBody,
scopeAccreditation ScopeAccreditation OPTIONAL
}

AccreditingBody ::= SEQUENCE {
nameAccreditingBody VisibleString,
identifierCertificate OBJECT IDENTIFIER,
signatory OCTET STRING

}

StandardDescription ::= SEQUENCE ({
standardName VisibleString,
standardNumber VisibleString,
standardPart VisibleString,

standardPublicationDate Date

}

ScopeAccreditation ::= SEQUENCE OF AScopeAccreditation

AScopeAccreditation ::= ENUMERATED ({
iso-ilec19795-1:2006 (1),
iso-ilec19795-1:2021(2),
iso-ilec19795-3(3),
iso-ilec30107-4 (4),

. }

Date ::= VifsibleString

-- conforms to ISO 8601-1
-- lgngth = 8
-- filxed
-— YY|YYMMDD

ExternalDodument ::= SEQUENCE {
link URI,
titldg VisibleString,
authgrs SEQUENCE OF VisibleString OPTIFONAL,
publilsher VisibleString OPTIONAL,
editdr VisibleString OPTIONAL,
typelocument TypeDocument OPTIONALy
publilcationDate Date OPTIONAL,
availlability Availability

}

URI ::= ViglibleString (SIZE(1l..MAX))

TypeDocumenft ::= ENUMERATED ({

artidle (1),
technlical-report (2),
in-proceedings (3),
abstract (4),
book (5) ,
in-bdok (6),
collgction (7)

}

Availabilitly ::= ENUMERATED ({
publilc (1),
restricted (2),
unavalilable+s),
superseded4)

}

TestReportTechnologyForOneCondition ::= SEQUENCE {
corpusInfo CorpusInformation,
dateStarted Date OPTIONAL,
dateEnded Date OPTIONAL,
testResult SEQUENCE OF TestResult

}

CorpusInformation ::= SEQUENCE ({
composition CorpusComposition,
environInfo EnvironmentalInformation

}

CorpusComposition ::= SEQUENCE ({
identifier OBJECT IDENTIFIER,
nameCorpus VisibleString,
corpusStatistics CorpusStatistics

}

CorpusStatistics ::= SEQUENCE {
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corpusBasicStatistics CorpusCrewBasicStatistics,
numSamples INTEGER,
samplesPerIndividualEnrol SamplesPerIndividual OPTIONAL,
samplesPerIndividualProbe SamplesPerIndividual OPTIONAL
}
CorpusCrewBasicStatistics ::= SEQUENCE ({
numIndividuals INTEGER,
numMales INTEGER OPTIONAL,
numFemales INTEGER OPTIONAL,
numOther INTEGER OPTIONAL,
numUnknown INTEGER OPTIONAL,

numIndividualsEnrol INTEGER,
numIndividualsVeriId INTEGER,

ageDistrMale InfoCumulativeDistribution OPTTONAT
ageDistrFemale InfoCumulativeDistribution OPTIONAL,
elapsDistr InfoCumulativeDistribution OPTIONAL,
visitsDayDistr InfoCumulativeDistribution OPTIONAL
}
InfoQumulativeDistribution ::= SEQUENCE {
mean INTEGER,
median INTEGER,
cumulativeDistribution DistributionIntegerReal
}
DistfibutionIntegerReal ::= SEQUENCE OF ExpressionPointIntegesReal
ExprgssionPointIntegerReal ::= SEQUENCE {
xValue INTEGER,
yValue REAL
}
SamplesPerIndividual ::= SEQUENCE {
numSubjects INTEGER,
mean INTEGER,
median INTEGER,
distrSubjSample DistributionIntegéhlnteger
}
DistfibutionIntegerInteger ::= SEQUENCE OF»,ExpressionPointIntegerInteger
ExprgssionPointIntegerInteger ::= SEQUENCE {
subjectId INTEGER,
numberOfSamples INTEGER
}
EnvifonmentalInformation ::= SEQUENCE {
exceptionalCondition VisibJdeString,
celsiusTemp REAL OPTIONAL, -- temperature
dBNoise REAL OPTIONAL, -- ambient noise
lightingInfo VisibleString OPTIONAL
}
TestResult ::= CHOICENE
testResultEn#sdol TestResultEnrol, -— enrolment
testResultAcguire TestResultAcquire, -- acquisition
testResul&Verify TestResultVerify, -- verification
testRestidtIdentify TestResultIdentify -- identification
}
TestResultfErrol ::= SEQUENCE {
fallureToEnrolRate REAL,
d@rationEnrol StatisticInformationSet OPTIONAL
}
StatisticInformationSet ::= SEQUENCE {
unitTime UnitTime,
numberOfMeasurements INTEGER OPTIONAL,
median REAL OPTIONAL,
mean REAL OPTIONAL,
minimum REAL OPTIONAL,
maximum REAL OPTIONAL,
stdDev REAL OPTIONAL,
medAbsDev REAL OPTIONAL
}
UnitTime ::= ENUMERATED {
millisecond(1l),
second (2)
}
TestResultAcquire ::= SEQUENCE ({

failureToAcquireRate REAL,

© ISO/IEC 2022 - All rights reserved

19


https://iecnorm.com/api/?name=38571d5b0c072924f7013dc945ea7dfe

ISO/IEC 29120-1:2022(E)

durationAcquire StatisticInformationSet OPTIONAL
}
TestResultVerify ::= SEQUENCE ({
resultMatchVerify ResultMatchVerify,
durationVerify StatisticInformationSet OPTIONAL
}
ResultMatchVerify::= SEQUENCE ({
infoDETFNMREFMR InfoDETCurve OPTIONAL, -- pair of error types shall be fnmr-fmr
infoDETFRRFAR InfoDETCurve OPTIONAL, -- pair of error types shall be frr-far
infoDETGFRRGFAR InfoDETCurve OPTIONAL, -- pair of error types shall be
gfrr-gfar
cmpScrDistr DistributionRealReal OPTIONAL
}
InfoDETCurve = := SEQUENCE {
numOffSamplesEstTypelError INTEGER,
numOfljSamplesEstTypelIError INTEGER,
expregssionDETCurve ExpressionDETCurve
}
ExpressionDETCurve ::= SEQUENCE OF ExpressionPointDETCurve
ExpressionPointDETCurve ::= SEQUENCE {
threghold REAL OPTIONAL, -- 0 for unavailable, -1 for unkndwn
typell[Error REAL,
typellIError REAL
}
DistributignRealReal ::= SEQUENCE OF ExpressionPointRealReal
ExpressionHointRealReal ::= SEQUENCE {
xValue REAL,
yValye REAL
}
TestResultIldentify ::= SEQUENCE ({
resulltMatchClosedIdentify ResultMatchClosedIdentify,
resulltMatchOpenIdentify ResultMatchOpémrIdentify OPTIONAL
}
ResultMatchClosedIdentify ::= SEQUENCE {
cmcCyrveClosed DistributiomintegerReal,
srchixecDistr Expressioniistogram,
duratfionClosedIdentify StatisticInformationSet OPTIONAL
}
ExpressionHistogram ::= SEQUENCE OF IntervallntegerFrequency
IntervallIntegerFrequency ::= SEQUENCE~{
lowerLimit INTEGER,
uppeyLimit INTEGER,
frequency INTEGER
}
ResultMatchOpenIdentify ::= SEQUENCE {
cmcCyrveOpen DistributionIntegerReal,
srchHxecDistrEnroled ExpressionHistogram,
srchHxecDistrNoEnreled ExpressionHistogram,
infoQETCurveFNIREPIR InfoDETCurve OPTIONAL,
-- pair of error types shall be fnir-fpir
duratfionOpenldentify StatisticInformationSet OPTIONAL
}
TestReportYcenarjio ::= SEQUENCE ({
versilon MRTDBTRVersion DEFAULT vO,
targ +Frfos SEOUENCE—OF PJ_U\JLLAL,tIJ.lfUJ_“lGltJ._Ull,
testReportInfo TestReportInformation,
testReports SEQUENCE OF TestReportScenarioForOneCondition
}
TestReportScenarioForOneCondition ::= SEQUENCE {
testCrewInfo TestCrewInformation,
levelPolicyAssistance LevelPolicyAssistance,
environInfo EnvironmentalInformation,
dateStarted Date OPTIONAL,
dateEnded Date OPTIONAL,
testResult SEQUENCE OF TestResult
}
TestCrewInformation ::= SEQUENCE {
identifier OBJECT IDENTIFIER,
location VisibleString,
habituation ExpressionHistogram,
testCrewStatistics CorpusCrewBasicStatistics
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}

LevelPolicyAssistance ::= SEQUENCE ({
levelEffortAndDecisionPolicy LevelEffortAndDecisionPolicy,
assistanceAndInstruction AssistanceAndInstruction OPTIONAL
}
LevelEffortAndDecisionPolicy ::= SEQUENCE ({
levelAndPolicyEnrol LevelAndPolicy,
levelAndPolicyCmp LevelAndPolicy
}
LevelAndPolicy ::= SEQUENCE ({
minNumAttempt INTEGER,
maxNumAttempt INTEGER,
maxDurPermitted REAL
}
AssidtanceAndInstruction ::= SEQUENCE ({
assistancelLocation AssistancelLocation,
assistanceMode AssistanceMode,
instructionMode InstructionMode
}
Assidtancelocation ::= ENUMERATED {

separate-from-transaction (1),
interactively-with-transaction(2),
after-failure (3)

AssidtanceMode ::= ENUMERATED ({
physical (1),
audio-only(2),
audio-video (3),

none (4),

video-only (5)

}
InstfuctionMode ::= ENUMERATED {
written-manual (1),
poster(2),

video (3),

personal (4)

}

SigngdTestReport ::= SEQUENCE {

version MRTDB®RRVersion DEFAULT vO,

digestAlgorithms DigestAlgorithmIdentifiers,

encapContentInfo EncapsulatedContentInfoSignedTR,

certificates [0] IMPLICIT CertificateSet OPTIONAL,

crls [1] IMPLICIT RevocationInfoChoices OPTIONAL,

signerInfos SignerInfos

}

EncagsulatedContentlnfoSignedTR ::= SEQUENCE ({

eContentTypeContentInfoSignedTR CONTENT-TYPE. &id
({ContentTypeContentInfoSignedTR }),

eContent€ententInfoSignedTR [0] EXPLICIT OCTET STRING
( CONTAINING CONTENT-TYPE.&Type
f€ontentTypeContentInfoSignedTR }{Q@contentType}))

}

ContgntlypeContentInfoSignedTR CONTENT-TYPE ::= { testReportTechnology |

— LY e :
CCSChCpPpUrcoCcCeIIarTo 7

-- contentType object identifiers
id-testReportTechnology OBJECT IDENTIFIER ::= ({
iso(l) standard(0) mrtdbtr(29120) testReport(l) contentType (2)
testReportTechnology (1)
}
id-testReportScenario OBJECT IDENTIFIER ::= {
iso(l) standard(0) mrtdbtr(29120) testReport(l) contentType(2) testReportScenario (2)
}
id-signedTestReport OBJECT IDENTIFIER ::= ({
iso(l) standard(0) mrtdbtr(29120) testReport(l) contentType(2) signedTestReport (3)
}

-- ContentType objects
testReportTechnology CONTENT-TYPE ::= {
TestReportTechnology
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IDENTIFIED BY id-testReportTechnology
}
testReportScenario CONTENT-TYPE ::= ({
TestReportScenario
IDENTIFIED BY id-testReportScenario
}
signedTestReport CONTENT-TYPE ::= ({
SignedTestReport
IDENTIFIED BY id-signedTestReport
}

END - BIOMETRIC-TESTING-REPORTING-TEST-REPORT
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B.1

ISO/IEC 29120
Annex B
(informative)

Common elements

Purpose

This
and 4

innex describes data elements common to two or more of the test types specified insub

.4.3. The following clauses describe the content and markup of data elements includg

repoj

B.2

The 1
label
repot

requirements given in this document.

B.3

This
shall

ts.

Notation

equirements established for test report data elements in this(document are accc
“M” for mandatory and “O” for optional. A test report shall include data elements la
t should include elements labelled “0O”. Any optional elements shall be encoded accd

Biometric component provider

data element identifies the manufacturer or supplier of the component under test.
conform to the requirements of Table B.1.

-1:2022(E)

clauses 6.4.2
bd in the test

mpanied by
belled “M”. A
rding to the

[his element

Table B.1 — Data elements for describing the provider of a biometric component

Elemlents Status Contents
Provid- |Name M Name of provider.
er Non-profit | University | M Type of provider.
Corporation | Individuaah|
Government
Manufacturer | Reseller | M Role of provider. The manufacturer is the entity responsi-
Integrator | Othér ble for the design or creation of the componet. A reseller
packages or re-sells the component. An integitator may
combine components into a single atomic conjponent.
Contastinformation 0 An email address, or address or phone numbdr

NOTE
mach

Table B.1 establishes requirements on reporting. However, the specific encoding of t

ne<peadable test report is defined by Annex A.

l|1e data into a

B.4

Biometric component

An evaluation is conducted on a target. A target consists of one or more biometric components. Each
component shall be identified according to the requirements of Table B.2.

NOTE

Some tests can be run on composite systems in which bits were delivered or updated on different
days. This model of a target as an assembly of components allows for the revision of parts of the system and on-
the-fly updates of the IUT.

© ISO/IEC 2022 - All rights reserved
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Table B.2 — Data elements for describing each component of the evaluation

Elements Status |Num. Contents
entries
Min |Max
Name Provider M 1 1 Vendor (manufacturer/provider). This element shall
conform to the requirements of Table 1.
Model M 1 0 The model and version number shall be provided for
Version M 1 1 commercial off-the-shelf products.
Software version M 1 1 The value can be stated as being unknown, unspeci-
fied orunused (it doesnot have Firmurnrn' for exam-
Firmware version M 1 1 ple). N
Instance |Ddte acquired M 1 1 Date component was acquired by test laboratoty.
Unjique model iden- 0 0 1 An identifier unique to this instance of this’compp-
tiffier nent.
Pdrameters 0 0 o Configurable hardware and softwar€ parameterg.
A list of name-value pairs. The-name describes the
parameter, the value gives a-nurheric or other value.
Both fields should be freg’text.
For components withrno.such parameters use “Ngne”
Type CHEFF_BDB_prod- 0 0 1 Identifier defined4nJSO/IEC 19785-3 CBEFF dats
uct_type element.
Descrip- |Arpitrary text 0 0 1 In cases whére the component cannot be completely
tion identified'using model number fields, for exampl¢
when thelcomponent is a prototype or an experi-
mentalwersion, this field shall be populated to giye a
complete and adequate description of the compofent
under test.
Function |Adquisition | M 1 o) One or more of these can apply, because some compo-
prpcesing |storage nents are multifunctional.
|enrolment |
verification |
idéntification
|comparison
Type of |Ngne | Other | Bi- 0 0 0 The type of output of the component.
output |ometric template |
Bipmetric
sample | Comparison
scpre | Accept/Reject
decision | Cardidate
lisjt without
comparison scores |
Candidate list
with.eomparison
scores | Quality score
Modality |Type M 1 0 The particular biometric modality, as per [SO/
IEC 19785-3:2020, Clause 6.
EXAMPLE Face or iris.
Subtype 0 0 o) The particular biometric part of the modality, as per
ISO/IEC 19795-3:2020, Clause 6.
EXAMPLE Index finger code 02.

B.5 Testlaboratory

Information on the test laboratory conducting the test shall be recorded using the data elements of

Table B.3.
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Table B.3 — Data elements identifying the test laboratory

Elements Status [Num. en- Contents
tries
Min |Max
Identification | Lab Name M 1 1 The name of the individual responsible for the labora-
tory.
Location M 1 o The location of the individual responsible for the labo-
ratory.
Test implementer |0 0 o) The employee or representative who executed the test.
Testreportsigma=—it t t Theemptoyeeorrepresentativeassurimgthe integrity,
tory correctness and completeness of the test,
Contactinforma- |M 1 o Contact information for enquiries cohncerning the test
tion report.
Accreditation |Name of M 1 e} List of bodies accrediting the Jaboratory. Ifjno accredi-
Statuls accrediting tation is claimed this fieldsjshall be populafed with an
body “accreditation not claimed” entry.
Identifier for M 1 ee} Identifier of the accreditation result.
accreditation
certificate
Scope of 0 0 o EXAMPLE Clainy of accreditation to perform
accreditation ISO/IEC 19795-1 testing
Accreditor’s M 1 0 Location, contact point, pointer, URI, or otHer reference
signatory to thedccreditation certificate of a test labpratory.
NOTE The ISO/IEC 29120 series, in its capacity as\a series of International Standards for fqrmatting test

data,
partic
suppd

B.6

All ¢
labor]
indic

EXAM
1S0/1

NOTE
suital

Hoes not establish requirements on the conduct.of a test, nor on the qualifications of a test
ular, the presence of the accreditation field ddes not imply any need for accreditation of test I3
rts identification of any relevant accreditations.

Standards conformance

tations of standards shall-conform to the requirements of Table B.4. This table 3
ptory to indicate whichtesting standards were used for the test. If this data eleme
htes the laboratory is claiming conformance to the standard listed.

PLE A test can“claim conformance to ISO/IEC 19795-4 for the execution of the
C 29109-2 for the reporting of the test data.

If a teSt.claims conformance to more than one standard, then this data element can be
le encapsulating structure.

laboratory. In
bs - it merely

llows a test
nt is used it

test, and to

repeated in a
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Table B.4 — Data elements identifying a standard

Elements

Status

Contents

Stand-
ard

Name

M

EXAMPLE Biometric Testing and Reporting — Principles and Frame-

work

Standard identifier

M

This field shall give a complete identification of the standard includ-
ing organization, number, part (if any) and date. It should also include
any relevant published amendments.

EXAMPLES
ISO/IEC 19795-1

RFC 2119

ISO/IEC 19784-1:2006/Amd. 1:2007

Sugplementary
information

Further information refining the use of the standard. This!¢an inglude
profile information or a description of which parts of.the standard
series are applicable. The content and format are notregulated bly

this document.

B.7 Dates
All dates shg

B.8 Exter

The maching
of a test.
plan or othg
report they §

nal documentation

11 be conformant instances of ISO 8601-1.

-readable test report defined in this document.is'not intended as complete documenfation

Ingtead, a larger traditional written test repott.may exist. In addition, a formal written test

Table B.5 — Data elements of externally linked documents

r document may exist. When such docungents are referenced in a machine-readablg test
hould conform to the requirements of Table B.5.

Elements Status | Contents
External |Ilink M A URI or webpage or other locator.
Document |jo M Performance of compact standard plantaf
images.

Authors 0

Rublisher 0

Hdition 0

Type. Onie‘of "Article”, "Technical Report”, |0

'IIn Proceedings”, "Abstract”, "Book", "In

hook","Collection”

ublication date YYYYMMDD 9] EXAMPLE 20100213
Availability M Public | Restricted | Unavailable | Superseded

B.9 Summary statistics for univariate data

If a test measures scalar quantities and these are summarized in the machine readable test report,
these shall be named and encoded according to the requirements of Table B.6. If the variable is a
random variable, (e.g. the mean age of a volunteer crew) then the number of measurements over which
the random variable is estimated shall be reported, i.e. status becomes M. If the variable is not a random
variable (e.g. the size of the test crew), the number of measurements shall be set to 1.
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Table B.6 — Data elements for summary statistics

-1:2022(E)

Elements Status |Contents
Statistic |Units M EXAMPLE Milliseconds
Number of measure- M This field is optional for variables that are not random variables.
ments EXAMPLE 200.
Median 0 A numeric value.
Mean 0 A numeric value.
Minimum 0] A numeric value.
Maximum 0 A numeric value.
Standard deviation 0 A numeric value.
Median absolute 0 A numeric value.
deviation
NOTH Biometric testing and reporting standards such as ISO/IEC 19795 can require specific|variables and
statisfics to be reported.

B.1(Q Subject-specific data
The data elements of Table B.7 shall be used to exhaustively tabulate a value for each m¢mber of the
volurjteer corpus.
Table B.7 — Data elements fora'subject-specific data
Elements Status |Contents
Subjgct- Number of subjects M EXAMPLE 200
fjg(:: 1c Name M Name of the variable, e.g. iris diameter|(in mm).
Mean M These values are computed over all subjects. They
Median M support applications that can potentially not need
data for the entire crew.
Complete array of |Subject ID M EXAMPLE 12345
(ID, value) pairs - Iyjye M EXAMPLE 11.2

B.11 Cumulative distribution function

The ¢

ata element of Table B.8 shall be used for tabulation of the cumulative distribution

function of a

rand¢m variabley That is, an entry in the table shall give the proportion of measurements for which the

obers

The 6
valud

erved value is less than or equal to the given value.

lements shall appear in increasing order. For any given pair of elements X and X4, the tabulated

be such that

F(X7) shall be less than or equal to F(X),,,) for all indices, k. The range of X values shall

F(x,)

=0and F(Xy) = 1.

Table B.8 — Data elements for a cumulative distribution function

Elements Status |Contents
Summary |Mean value M These values support applications that do not need the
statistics Median value M entire CDF.
Variance (0]
CDF X M A list of pairs of Xand F(X).
F(X) M
NOTE The name of the variable is given in the enclosing data structure which embeds the Table B.8 data.

© ISO/IEC 2022 - All rights reserved
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EXAMPLE
many more entries.

B.12 Dete

This elemen
operating th
error rate ne
— if Typel
— if Typel
— if Typel
— ifTypel

The element encodes data as shown in Table B.9. A real instance of this format would usually have

Table B.9 — Example CDF

FX)

0

0

0.7

0.92

0.97

udllwiNn|—,|o] >

'tion error tradeoff characteristic

error rate is “FMR” the Type Il error rate shall be “FNMR”;
error rate is “FAR” the Type Il error rate shall be “FRR’
error rate is “GFAR” the Type Il error rate shall be “GFRR”; and

error rate is “FPIR” the Type Il error rate shallbe “FNIR”.

Table B.10 — Data elements.for DET characteristic

L is a tabulation of measurements of the Type I and Type II error ratés as functions|of an
reshold. This element shall conform to the requirements of Table BZ10. The Type I and Il
mes are paired as follows:

Elements Status |Contents
DET |Name of Type I error M EXAMPLE FAR
Numbef of comparisons or transactions used in M
estimatfion of Type I estimate
Name of Type Il error M EXAMPLE FRR
Numbef of comparisons or transactions used in M
estimatfion of Type Il estimate
DET polnts | T 0 Three values (T, E, E;) where T'is the
E M threshold, E; is the Type I error rate vallue,
1 .
E, is the Type Il error rate value. T may be
Ej M stated to be “unknown” or “unavailablg”.
EXAMPLE The-element encodes data as shown in Table B.11. A real instance of this format would upually

have many m

bre entries.

Table B.11 — Example DET points

T = Threshold E, =FMR E, = FNMR
0.32 0.000001 0.004
0.33 0.000008 0.003
0.34 0.000064 0.002

In this example, the “Name of Type I variable” would be “FMR”.
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Annex C
(informative)

Test reports

C.1 Purpose
Annelx C is included as informative text to provide implementers with an overview eof the content of
techrjology and scenario test reports. Note that any given test report instance is required tp conform to
the mandatory grammar specifications expressed using ASN.1 given in Annex A.
C.2 |Data elements for technology tests
A technology test report shall record the mandatory elements identified in Table C.1. All ifems shall be
formatted such that the test report is a conformant instance of the’ASN.1 specification whose schema
appedrs in Annex A
The tpst report defined by Table C.1 is not intended as compléte’documentation of a test. It {s likely to be
an exftract of a larger traditional written test report. A link'to this parent is provided in the Table B.10
recond. The parent report will almost certainly not be mrachine-readable but will serve as the reference
document for users needing detailed complete information beyond that encoded in the machine-
readgble extract. Table C.2 identifies the performance data elements for technology tests.
NOTH This document does not regulate whieh measurements are to be made or how t¢ make these
measfyirements. Requirements for this area are established by the ISO/IEC 19795 series.
Table C.1 — Data elements for technology test reports
Item Elements Nested elements Status |Contents
Test Primary laboratory/|Table B.3 M The laboratory conducting or coordinating the
laborjato- test.
ries Secondary Table B.3 0 Additional laboratories involved in [the execu-
laboratories tion of the test (e.g. in case of interlaboratory
testing) shall also be identified acc¢rding to the
requirements of Table B.3.
Targgt Target List of components |M This element encodes the target of the evalua-
of thd conformant to tion, i.e. the IUT.
evalya- Table B.2
tion
Extermal —|[Name Name of a parent test[o Tdtcate whether this test report 1S part of a
context program or larger set, e.g. as a test of one set of products in
campaign a larger multi-product interoperability test such
as 1LO.0I
Test Report date Date (6.4.3) M This field encodes the date on which the test
report report was signed by the test laboratory official.
issuance
date
Parent Non-machine External document |O Non-machine-readable, tradtional test report,
testre- readable-test (6.4.3) for complete human-readable documentation of
port report the test.
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