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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,

ISO/IECJTC 1.

The procedyres used to develop this document and those intended for its further maintenang
described in the ISO/IEC Directives, Part 1. In particular the different approval criteria needg
the different types of document should be noted. This document was drafted in accordance wit
editorial rulgs of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is|drawn to the possibility that some of the elements of this document'mdy be the s
of patent rights. ISO and IEC shall not be held responsible for identifying any orall such patent r
Details of any patent rights identified during the development of the document will be in the Intrody
and/or on thie ISO list of patent declarations received (see www.iso.org/patérits).

Any trade name used in this document is information given for the convenience of users and dog
constitute an endorsement.

For an explhnation on the meaning of ISO specific terms and expressions related to confo
assessment, ps well as information about ISO’s adherence to the'WTO principles in the Technical Ba
to Trade (THT), see the following URL: Foreword — Supplementary information.

The commitfee responsible for this document is ISO/IEE JTC 1, Information technology, SC 37, Biomé

ISO/IEC 291P0 consists of the following parts, under the general title Information technology — Md
readable tesq data for biometric testing and repor&ing:

— Part 1: Test reports
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This International Standard will enhance the usability of biometric test data by providing them in a
common and machine readable form. This International Standard is intended to provide
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n ability for arelying system to depend on a biometric product used in a remote authentics

International Standard is not intended to replace traditional biometric ‘test rep

achine readable content defined in ISO/IEC 29120 and are explicitly referénced in thg

dingly, the parts of this International Standard establish requirements for, and defing
d test reports and biometric datasets as follows.

part of ISO/IEC 29120 establishes machine readable reeords for documenting the
btric test. This supports the documentary reporting requirements of some parts of IS
part of [ISO/IEC 29120 is primarily intended to supportScenario and technology tests.
pperability tests can be documented by a collectionof ISO/IEC 29120-1 test reports

1 combination of components). The International Standard also includes mechanism t
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ditation body, manner of testing, conformance, test size, accuracy) can be relied up
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Information technology — Machine readable test data for
biometric testing and reporting —

Part 1:
Test reports
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— an ASN.1 syntax for test reports.
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Ates
this

cope
part of ISO/IEC 29120 establishes
nachine readable records for documenting the output of a biometric test;

prmats for data that ISO/IEC 19795 tests are required to report, and

standard specifically does not
equire, prohibit, or otherwise specify, the format of bigmetric samples or templates u

equire, prohibit or otherwise specify, the encapsulation of biometric samples or ter
N a test, or

egulate metrics for tests.

ISO/IEC 19795-1 establishes the reportable metrics.

onformance

art of ISO/IEC 29120.

The
indis
refer

3 l]loormative references

llowing documents, in whole or in part, are normatively referenced in this docun
pensable~for its application. For dated references, only the edition cited applies.

ISO

601:2004, Data elements and interchange formats — Information interchange — Repr

sed in a test,

nplates used

report shall be conformanf to this part of ISO/IEC 29120 if it meets all normative requirements of

nent and are
For undated

bnces, thelatest edition of the referenced document (including any amendments) appliies.

psentation of

A £1
datesardtines

ISO/IEC 8825-1:2008, Information technology — ASN.1 encoding rules: Specification of Basic Encoding
Rules (BER), Canonical Encoding Rules (CER) and Distinguished Encoding Rules (DER) — Part 1

ISO/IEC 8825-4:2008, Information technology — ASN.1 encoding rules: XML Encoding Rules (XER) — Part 4

ISO/IEC9594-2, Information technology — Open Systems Interconnection — The Directory — Part 2: Models

ISO/IEC 19785-3:2007, Information technology — Common Biometric Exchange Formats Framework —
Part 3: Patron format specifications

ISO/IEC 19795-1, Information technology — Biometric performance testing and reporting — Part 1:
Principles and framework
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RFC 3852, Cryptographic Message Syntax (CMS)
RFC 5911, New ASN.1 Modules for Cryptographic Message Syntax (CMS) and S/MIME

4 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 19795-1 apply.

5 Symbols and abbreviated terms

For the purpfoses of this part of ISO/IEC 29120, the following abbreviations apply.
ASN Abgtract Syntax Notation

BDB Bigmetric Data Block

CDF Cumulative Distribution Function
CMC Cumulative match characteristic
DET Detection error tradeoff

FAR Fallse accept rate

FTA Failure to acquire rate

FTE Failure to enrol rate

FMR False match rate

FNIR False-negative identification error rate
FNMR  False non-match rate

FPIR False-positive identification errxbr rate
FRR Falise reject rate

ROC Regeiver operating characteristic

IUT Implementationwunder test

6 ASN.1 format

6.1 Encodingrules

The testreports specified in this partofthe International Standard shall be encoded using the XML Encoding
Rules (XER) [ISO/IEC 8825-4:2008] or the Basic Encoding Rules (BER) [ISO/IEC 8825-1:2008] of ASN.1.

6.2 ASN.1 object identifier for test report

MachineReadableBiometricTestingAndReportingTestReport {
iso(l) standard(0) MRTDBTR(29120) testReport(l) module(l) rev(0)
}

6.3 BiometricTestReport type

BiometricTestReport ::= SEQUENCE ({
contentType CONTENT-TYPE. &id ({ContentTypeBiometricTestReport }),
content [0] EXPLICIT CONTENT-TYPE.&Type

2 © ISO/IEC 2015 - All rights reserved
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({ContentTypeBiometricTestReport}{@dcontentType})

Type BiometricTestReport is composed of two components, contentType and content.
The first component contentType is an object identifier, which indicates the type of content in the
second component content. The value of contentType takes one of the following three values; id-
estReportTechnology, id-testReportScenario, and id-signedTestReport. This
is done by the following definition of ContentTypeBiometricTestReport and those of
testReportTechnology, testReportScenario,and signedDataBTR.

ContentTypeBiometricTestReport CONTENT-TYPE ::= { testReportTechnology |
testReportSTenar To—

signedTestReport }
testHeportTechnology CONTENT-TYPE ::= ({

TestReportTechnology

IDENTIFIED BY id-testReportTechnology

testHeportScenario CONTENT-TYPE ::= {
TestReportScenario
IDENTIFIED BY id-testReportScenario

signddTestReport CONTENT-TYPE ::= ({
SignedTestReport

IDENTIFIED BY id-signedTestReport
}
Each pfthese content types corresponds to report of technology test, scenario test, and signef test report.

The dgbject identifiers are defined as follows:

id-tdstReportTechnology OBJECT IDENTIFIER ::=\{

iso(l) standard(0) MRTDBTR (29120) testReport(l) contentType (2)
testHeportTechnology (1)

}
id-tgstReportScenario OBJECT IDENTIFIER M := {

iso(1l) standard(0) MRTDBTR (29120") testReport(l) contentType (2)
testHeportScenario (2)

}
id-sjgnedTestReport OBJECT IDENTFFIER ::= ({
iso(l) standard(0) MRTDBTR (29120) testReport(l) contentType(2) signedTestReport (3)

}
6.4 |Data types for technology tests

6.4.1| Overview

Type[TestReportTechnology isatype to express results of technology test. The first figld version
is the¢ version of this test report format of type MRTDBTRVersion. The second field tlargetInfo
is of type-ProductInformation and gives information of the evaluated product. The third field
testRegportInfo gives the information about the test report of type TestReportInformation.
The fpurth part is a sequence testReports of type TestReportTechnologyForOnefondition.
Each element of this sequence corresponds to a test result under a specific condition.

TestReportTechnology ::= SEQUENCE {

version MRTDBTRVersion DEFAULT vO,

targetInfo ProductInformation,

testReportInfo TestReportInformation,

testReports SEQUENCE OF TestReportTechnologyForOneCondition
}
MRTDBTRVersion ::= INTEGER { vO0(0) } ( vO, ... )

6.4.2 Productinformation

Type ProductInformation has six fields and gives information about the tested product.

ProductInformation ::= SEQUENCE ({
provider Provider,

© ISO/IEC 2015 - All rights reserved 3
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nameProduct NameProduct,
description VisibleString OPTIONAL,
functionProduct SEQUENCE OF Function,
outputProduct DataType OPTIONAL,
modalityProduct Modality

}
6.4.2.1 Provider information

The first field provider is of type Provider and gives information about the provider of the tested
biometric product.

Provider ::= SEQUENCE {
name p= idex Name,
typepProvider TypeProvider,
rolebProvider RoleProvider,
contpctInformation VisibleString OPTIONAL

}
The first field nameProvider identifies the name of the provider. The type Name~for this figld is

specified in |[SO/IEC 9592-2:2005.

The second field t ypeProvider showsthe type of the provider, and shall take a value/chosen from the yalues
of type TypelProvider: non-profit, university, corporation, indiwidual, government.

TypeProvidelr ::= ENUMERATED {
non-profit (1),
university(2),
corppration(3),
indiyidual (4),
govefnment (5)

}

The third figld roleProvider shows the role of the provider, and shall take a value chosen|from

the values of type RoleProvider: manufacturery” reseller, integrator, other.

manufacturer is for the role of the entity responsible for the design or creation of the compqgnent.
reseller if for the role of the entity which packages or resells the component. integrator is for the
role of the eftity which may combine componentsinto a single atomic component.

RoleProvider ::= ENUMERATED {
manufacturer (1),
reseller (2),
integgrator (3),
othef (4)

}

The fourth field contactIpformation, which is optional, shows the contact informationgf the

provider, su¢h as the mail address of the provider,in VisibleString.

6.4.2.2 Other information in product information

The second field nameProduct in type ProductInformation is of NameProduct and gives|basic
information jabout'the product.

NameProduct ::= SEQUENCE ({
modelName Name,
productCBEFF Product OPTIONAL,
version VersionProduct,
softwareVersion VersionProduct,
firmwareVersion VersionProduct

}

VersionProduct ::= INTEGER { vO0(0) } ( vO, ... )

The first field mode1Name in NameProduct is of type Name and identifies the product. The second
field productCBEFF is an optional field of type Product imported from 19785-3 CBEFF Part 3. If the
product is registered to a certain biometric organization, this field may be used to identify the product.
The third, fourth, and fifth field version, softwareVersion,andfirmwareVersionareall oftype

4 © ISO/IEC 2015 - All rights reserved
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VersionProduct and indicate the version of the product, the version of the software of the product,
the version of the firmware of the product respectively.

The third field description in type ProductInformation gives a complete unique description of
the component under the test in VisibleString. This field should be used to describe prototypes,
experimental models, use of biometric modalities not listed in ISO/IEC 19785-3, or to give additional
information about the biometric modality (e.g. for iris recognition in the visible spectrum).

The fourth field functionProduct in type ProductInformation expresses the function of the
tested product with type Function.Type Function is specified as follows:

Function ::= ENUMERATED {
acqulsition(l),
enrolment (2),
verification (3),
identification (4),

}

The fjfth field outputProduct in type ProductInformation expressesithe data type pf the output
of thg¢ tested product with type DataType. Type DataType consists of two fields, procelssedLevel
and gurpose. The former takes a value which corresponds to raw data, intermediate datia, processed
data,|comparison score, or comparison decision. The latter takes a value-which corresponds{to biometric
refergnce or biometric sample.

Datalype ::= SEQUENCE {
processedLevel ProcessedLevel,
purpose Purpose OPTIONAL
}
ProcgssedLevel ::= ENUMERATED {

raw-data(l),
intermediate-data(2),
processed-data (3),
comparison-score (4),
comparison-result (5),

Purpgse ::= ENUMERATED ({
reference (1),
sample (2)

}
The pixth field modalityRroduct in type ProductInformation indicate the |modality of
biomgtric data which the.tested product processes, with type Modality. Type modallty consists
of a pair of fields typeg~aid subtype. type is mandatory if processedLevel in outputProduct
takeq neither comparison-score nor comparison-result. The types BiometrlcType and
BionetricSubtype are defined in ISO/IEC 19785-3:2007, Clause 6.2.

Modality ::% SEQUENCE ({
type BiometricType,
sibtype BiometricSubtype OPTIONAL

}
6.4.3 Information about test report

Type TestReportInformation has four fields and gives information about the test report.

TestReportInformation ::= SEQUENCE ({
testLabInformation TestLabInformation,
compliantStandard StandardDescription,
testReportIssuaranceDate Date,
parentTestReport ExternalDocument

}
ThefirstfieldtestLabInformationintypeTestReportInformationidentifiesthetestlaboratory
conducting the test, with type TestLabInformation. Type TestLabInformation consists of two
fields: identificationTestLab of type IdentificationTestLab and accreditationStatus
of type AccreditationStatus.

© ISO/IEC 2015 - All rights reserved 5
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TestLabInformation ::= SEQUENCE ({
identificationTestLab
accreditationStatus

IdentificationTestLab,

AccreditationStatus

}

Type IdentificationTestLabhasfivefieldsoftypeVisibleString : namelLab toshowthe name
oftheresponsiblelaboratory, 1locationtoshowlocationofthelaboratory,optional testImplementor
to show the employee or representative who executed the test, testReportSignatory to show
the employee or representative assuring the integrity, correctness and completeness of the test, and
contactInformation to show the contact information for enquiries concerning the test report.

IdentificationTestLab ::=
nameLab

loca
test
test
cont

SEQUENCE {

VisibleString,
[isibleString
VisibleString OPTIONAL,
VisibleString,
VisibleString

Fion
[mplementor
ReportSignatory
hctInformation

}

Accreditati
accr
scop

onStatus
bditingBodies
bAccreditation

SEQUENCE {

SEQUENCE OF AccreditingBody,

ScopeAccreditation OPTIONAL

}

Accrediting
name
iden
sign

Body :: SEQUENCE {
\ccreditingBody
rifierCertificate
htory

VisibleString,
OBJECT IDENTIFIER,
OCTET STRING

The second

standards w
has four fie
Biometric Td
to show the

part number
date of the s

field compliantStandard in type TestReport¥hformation indicates which te
ere used for the test with type StandardDesaniption. Type StandardDescrip
|ds: standardName in VisibleString to.show the name of the standard su
sting and Reporting - Principles and Framéwork, standardNumber in VisibleSt
number of the standard such as 19795, sZandardPart in VisibleString to sho
of the standard, and standardPublicationDate of type Date to show the publig
andard.

sting
tion
ch as
ring
v the
ation

Type Date [is expressed in VisibleString with fixed length of 8 of form YYYYMMDD, which
comforms tq ISO 8601.
StandardDeslcription ::= SEQUENCE~ {
stanflardName VisibleString,
stanflardNumber VisibleString,
stanflardPart VisibleString,
stanflardPublicationBate Date
}
Date ::= VilsibleString
-- cpnforms to~ISO 8601
-- length =(8
-- fiked
-— YEYYMMDD
The third field.t€stReportIssuaranceDate in type TestReportInformation encodes the date

on which the test report was signed by the test Iaboratory official with type Date.

The fourth field parentTestReport in type TestReportInformation gives the information
about the non-machine readable, traditional test report for complete human-readable documentation of
the test with type ExternalDocument. Type ExternalDocument consists of three mandatory fields
and five optional fields. The first field 1ink of type URI expresses the URL where the document can
be referenced. The second field title of type VisibleString shows the title of the document. The
third and optional field authors of type SEQUENCE OF VisibleString shows the author or the
group of authors of the document. The fourth and optional field publisher of type VisibleString
shows the publisher of the document. The fifth and optional field editior of type VisibleString
shows the editor of the document. The sixth and optional field t ypeDocument of type TypeDocument
shows the type of the document: article, technical report, in proceedings, abstract, book, in book, or
collection. The seventh and optional field publicationDate of type Date shows the publication date

© ISO/IEC 2015 - All rights reserved
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of the document. The eighth field availability of type Availability shows the availability of the
document: public, restricted, unavailable, or superseded.

ExternalDocument ::= SEQUENCE ({
link URI,
title VisibleString,
authors SEQUENCE OF VisibleString OPTIONAL,
publisher VisibleString OPTIONAL,
editior VisibleString OPTIONAL,
typeDocument TypeDocument OPTIONAL,
publicationDate Date OPTIONAL,
availability Availability

}

TypeJocUmMENT = ENUMERATED {

article(1l),
technical-report (2),
in-proceedings (3),
abstract (4),

book (5),

in-book (6),
collection (7)

}
Availability ::= ENUMERATED {
public(1l),
restricted(2),
unavailable (3),
superseded (4)

}

6.4.4| Testreportunder a specific condition

6.4.4{1 Overview

Type| TestReportTechnologyForOneCon@ition gives a set of information for|a result of
techrjology test under a given condition. T&stReportTechnologyForOneConditiof consists of
four fields; corpusInfo of type Corpusltnformation, dateStarted of type Date, |[dateEnded
of type Date, and testResult of typ& SEQUENCE OF TestResult. The second gnd third are
optiopal fields.

TestHeportTechnologyForOneCordition ::= SEQUENCE ({
corpusInfo CorpusInformation,
dateStarted Date OPTIONAL,
dateEnded Date OPTIONAL,
testResult SEQUENCE OF TestResult

}
6.4.4/2 Corpus.information
Type| CorpulsInformation represents the information of the corpus which was pused in the

evaluatiop With two fields; composition of type CorpusComposition and environInfo of type
EnvilrénmentalInformation.

CorpusInformation ::= SEQUENCE ({
composition CorpusComposition,
environInfo EnvironmentalInformation

In type CorpusComposition, the corpus is identified with the first field identifier of type OBJECT
IDENTIFIER. The second field nameCorpus of type VisibleString gives the name of the corpus. The
third field corpusStatisticsoftype CorpusStatistics gives statistical information of the corpus.

CorpusComposition ::= SEQUENCE {
identifier OBJECT IDENTIFIER,
nameCorpus VisibleString,
corpusStatistics CorpusStatistics

© ISO/IEC 2015 - All rights reserved 7
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Type CorpusStatistics consists of four fields. The first field corpusBasicStatistics of type
CorpusCrewBasicStatistics gives the statistical information common to corpus and crew. The
second field numSamples indicates the number of biometric samples in the test corpus. The mean
number of samples per person can be obtained by dividing this number by the number of individuals
numIndividuals in corpusBasicStatistics. The number of samples numSamples might be
used in computation of uncertainties. The third and fourth fields, samplesPerIndividualEnrol
and samplesPerIndividualProbe, are optional and indicate the number of enrolment samples per
individual and the number of probe samples per individual respectively. Both are expressed with type
SamplesPerIndividual.

CorpusStatistics ::= SEQUENCE ({
corppsBasicStatistics CorpusCrewBasicStatistics
numSgmples INTEGER,

samplesPerIndividualEnrol SamplesPerIndividual OPTIONAL,
samplesPerIndividualProbe SamplesPerIndividual OPTIONAL

Type SamplgsPerIndividual isusedtoexhaustively tabulateavalue for each member ofthe volunteer
corpus. This|type consists of four fields. The first field numSubjects indicatesthe number of mﬁt}ects
in the samplg. The second and third fields, mean and median, are computed o¥er all subjects. These two
supportappljications thatmightnotneed dataontheentiredistributionexpressedindistrSubjSample.
The fourth field distrSubjSampleisoftype DistributionIntegefrInteger, which is defirled as
SEQUENCE pPF ExpressionPointIntegerInteger.TypeExpresSionPointIntegerInteger
consists of afpair of integers, subjectIdand numberOfSamples.aumberOfSamples expresses the
number of samples for the subjectId. For example, 20 samples,are given for subject ID 1, 30 samples
for ID 2, 22 gamples for ID 3, 16 samples for ID 4, 23 samplesfor'ID 5, then distrSubjSample |s ((1,
20), (2,30), (B,22), (4, 16), (5, 23)).

SamplesPerIndividual ::= SEQUENCE ({
numSpbjects INTEGER,
mean INTEGER,
medifn INTEGER,
distfSubjSample DistributionInté&gerInteger
}
DistributignIntegerInteger ::= SEQUENCE)OF ExpressionPointIntegerInteger
ExpressionBointIntegerInteger ::= SEQUENCE ({
subjgctId INTEGER,
numbgrOfSamples INTEGER

}
Type CorgusCrewBasicStafistics is used to express corpusBasicStatisticp in
CorpusStaftisticsand testCrewInfoinTestReportScenarioForOneCondition (see §.4.1).
This type consists of nine fields. The former five fields, numIndividuals, numMales, numFemgles,
numIndivijdualsEnred, and numIndividualsVeriId, are of type INTEGER and indicate the
number of unique individuals in the test corpus/crew, that of male subjects, that of female subjectg, that
in the enrolfent set,;-and that in the verification or identification set respectively. numIndividpals
shall be eqpal, fojor greater than numIndividualsEnrol and numIndividualsVeriId. For
identificationpumIndividualsVeriId shall be the size of the population searched. The second and
third fields ate optionat. The Iatter four fields ageDistrMale, ageDistrremales, elapspiscr, and
visitsDayDistr, are all optional and of type InfoCumulativeDistribution, and express the
table of proportions of the males whose age in years is less or equal to X, the table of proportions of the
females whose age in years is less or equal to X, the table of proportions of the subjects for whom the
number of the days between the visits is less or equal to T, and the table of proportions of the samples
collected on the day less or equal to n-th day, respectively.

CorpusCrewBasicStatistics ::= SEQUENCE ({
numIndividuals INTEGER,
numMales INTEGER OPTIONAL,
numFemales INTEGER OPTIONAL,
numIndividualsEnrol INTEGER,
numIndividualsVeriId INTEGER,
ageDistrMale InfoCumulativeDistribution OPTIONAL,
ageDistrFemale InfoCumulativeDistribution OPTIONAL,
elapsDistr InfoCumulativeDistribution OPTIONAL,

8 © ISO/IEC 2015 - All rights reserved
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visitsDayDistr InfoCumulativeDistribution OPTIONAL

TypeInfoCumulativeDistributionisusedfortabulationandrelevantinformationofthecumulative
distribution function of a random variable. The first and second fields, mean and median, are computed
over all xValues in cumulativeDistribution. These two fields support applications that do not
need data on the entire cumulative distribution expressed in cumulativeDistribution. The third
field cumulativeDistribution expresses the tabulation of the cumulative distribution with type
DistributionIntegerReal,whichisdefinedas SEQUENCE OF ExpressionPointIntegerReal.
Each element of DistributionIntegerReal is a pair of xValue of type INTEGER and yValue of
type REAL. An element of type ExpressionPointIntegerReal expresses thatthe proportion of the
valugs which are less or equal to xValue is yValue. The elements shall appear in incéa$ing order in
xVallue. For example, the expression of the following table in DistributionIntegerRe¢al is ((0, 0),
(1,0)} (2,0.7), (3,0.92), (4, 0.97),. (5,1)).

xValue yValue
0 0
1 0
2 0.7
3 0.92
4 0.97
5 1
InfoGumulativeDistribution ::= SEQUENCE {
mean INTEGER,
median INTEGER,
cumulativeDistribution Distribu@ionIntegerReal
}
DistfibutionIntegerReal ::= SEQUENCE Q¥ ExpressionPointIntegerReal
ExprgssionPointIntegerReal ::= SEQUENCE {
xValue INTEGER,
yValue REAL

}
To dgscribe environment of the(corpus collection, type Environmental Information|is specified.
The first field exceptiondlCondition allows free text keywords indicating that the collection
environment was adverse.' The second field celsiusTemp represents the temperatuie expressed
in Ce|sius in which theScollection was done. The third field dBNoise represents the :;Ebient noise

exprgssed in dB in whieh the collection was exec done. The fourth and optional field 1ightingInfo
allows free text iniVisibleString to give the lighting information in which the collectiop was done.
Envifonmentadslformation ::= SEQUENCE {

exceptionalCondition VisibleString,

cetsiusTemp REAL OPTIONAL, -- temperature

dBNO1ise REAL OPTIONAL, -- ambient noise

MaohtingInfo VisibleString OPTIONAL

}
6.4.4.3 Testresult under a specific condition
To express a test result for technology test, type TestResult is specified as follows. According to

what is tested, i.e. enrolment, acquisition, matching in verification, or matching in identification, the
component shall be chosen.

TestResult ::= CHOICE {
testResultEnrol TestResultEnrol, -- enrolment
testResultAcquire TestResultAcquire, -- acquisition
testResultVerify TestResultVerify, -- verification
testResultIdentify TestResultlIdentify -- identification
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6.4.4.3.1 Testresult for enrolment

If the test is on enrolment, testResultEnrol of type TestResultEnrol shall be the component.
Type TestResultEnrol consists of two fields, failureToEnrolRate and durationEnrol. The
firstfield failureToEnrolRate expresses FTE, the fraction of enrolment samples not converted into
a template. The second and optional field durationEnrol of type StatisticInformationSet
gives statistical information on enrolment. This type gives a fundamental set of statistical information
common to enrolment, acquisition, verification, and identification. The first field unitTime indicates
the unit of time used in the third to the eighth field, millisecond or second. The second field is optional
and indicates the number of measurements. Fields from the third to the eighth are optional and express
the median, mean, minimum value, maximum value, standard deviation, and median absolute deviation
of the value getsTespectively:

TestResultHEnrol = SEQUENCE {
failfireToEnrolRate REAL,
durafionEnrol StatisticInformationSet OPTIONAL

}

StatisticInformationSet = SEQUENCE {
unitffime UnitTime,
numbgrOfMeasurements INTEGER OPTIONAL,
medifgn REAL OPTIONAL,
mean REAL OPTIONAL,
minifpum REAL OPTIONAL,
maxifpum REAL OPTIONAL,
stdDgv REAL OPTIONAL,
medApsDev REAL OPTIONAL

}

UnitTime ::F ENUMERATED {
millfisecond (1),
secohd (2)

}

6.4.4.3.2 Testresult for acquisition
If the test |s on acquisition, testResultAcquire of type TestResultAcquire shall bp the
component n type TestResult. The types€onsists of failureToAcquireRate and optional
durationAcquireofStatisticInformationSet type.Thefirstfield failureToAcquireRate
expresses FTA, the fraction of acquisition samples not converted into a template.
TestResultAcquire = SEQUENCE ¢{

failpireToAcquireRate REAL,

durafgionAcquire StatisticInformationSet OPTIONAL
}
6.4.4.3.3 Testresult for verification
For the test pn matching-in verification, type TestResultVerify is specified. This type consists of
two fields; resultMatchVerify of type ResultMatchVerify and optional durationVeri|fy of
type StatipticInformationSet. The first three fields of type ResultMatchVerify are|all of

type InfoD

. Teurve and give information about three DET curves, InfoDETFNMRFMR for the

DET

IR AN A LMD & c N TDDTAD fFortha NET cyveygn oFfEDD A ADTAD ~nd & o c NomomDhh

GFAR

curve of FN)
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for the DET curve of GFRR and GFAR. The fourth field of type Resul tMatchVerify is the distribution
of comparison scores cmpScrDistr of type DistributionRealReal.

TestResultVerify ::= SEQUENCE ({
resultMatchVerify ResultMatchVerify,
durationVerify StatisticInformationSet OPTIONAL

}

ResultMatchVerify::= SEQUENCE ({
InfoDETFNMREFMR InfoDETCurve, -- pair of error types shall be fnmr-fmr
infoDETFRRFAR InfoDETCurve, -- pair of error types shall be frr-far
infoDETGFRRGFAR InfoDETCurve, -- pair of error types shall be gfrr-gfar
cmpScrDistr DistributionRealReal OPTIONAL

}

The first and second fields in type InfoDETCurve are the number of samples used in estimation of
Type I estimate and that of Type II estimate. The third field expressionDETCurve approximates a
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DET curve with type InfoDETCurve. InfoDETCurve represents a curve with an arbitrary number of
points on the curve. Each point on the curve is expressed with ExpressionPointDETCurve, which is
atriple of the threshold threshold, the Type I error rate value t ype IError, and the Type Il error rate
value typeIIError.The sequence of points shall appear in increasing order in typeIError. If the
threshold is unknown, threshold shall take the value -1. If the threshold is unavailable, threshold

shall take the value 0.

InfoDETCurve = SEQUENCE {
numOfSamplesEstTypelError INTEGER,
numOfSamplesEstTypelIError INTEGER,

}

expressionDETCurve ExpressionDETCurve

Expr qsSTomPREReTrve————SFROERENEE—OF—FxpresstorPotmtPEReTTve
ExprdssionPointDETCurve = SEQUENCE {

threshold REAL OPTIONAL, -- -1 for unavailable, -2 for unknown

typelError REAL,

typellError REAL
}
Distrjbution of comparison score is expressed with type DistributionRealR&al which|sasequence
of ExjpressionPointRealReal. Each element of DistributionReal®eal is a pair qf xValue of
type REAL and yValue of type REAL. An element of type ExpressionPointRealRedl expresses
that the proportion of the values which are less or equal to xValuge-is yvValue. The elements shall
appear in inceasing order in xValue.
DistfibutionRealReal = SEQUENCE OF ExpressionPointRea%Real
ExprgssionPointRealReal := SEQUENCE {

xValue REAL,

yValue REAL
}
6.4.4{3.4 Testresult for identification
For the test on matching in identification,.type TestResultIdentify is specified. This type
consists of two fields; the result of closed-set identification resultMatchCloseldIdentify
of fype ResultMatchClosedIdentify and the result of open-set iflentification
resyltMatchOpenIdentify oftypeResultMatchOpenIdentify where the latter i$ optional.
TestHesultIdentify ::= SEQUENCE

resultMatchClosedIdentify ResultMatchClosedIdentify,

resultMatchOpenIdentify ResultMatchOpenIdentify OPTIONAL
}
NOTH Closed set metri¢s are mandatory because, as rank based statistics, they always be computed.
TypeResultMatchCroésedIdentify consists of three fields; cmcCurveClosed, srchExecDistr,
and qurationClesédIdentify. cmcCurveClosed expresses the CMC curve of the tedt result with
type pistribdtionIntegerReal.srchExecDistr expresses the histogram of number of searches
execyted in (the closed-set identification. Type ExpressionHistogram represents p histogram
with [a seqiience of IntervalIntegerFrequency. The first and second fields, lowerLimit and
uppdr¥imit, represent an 1nterval and the third field frequency represents the freq ency on that
inter dpwerLimit.

The last optional field durat 1onClo sedI dent ify expresses the statlstlcs of closed setidentification
search duration with type StatisticInformationSet.

ResultMatchClosedIdentify ::

}

ExpressionHistogram ::

SEQUENCE {
DistributionIntegerReal,
ExpressionHistogram,
StatisticInformationSet OPTIONAL

cmcCurveClosed
srchExecDistr
durationClosedIdentify

SEQUENCE OF IntervallntegerFrequency

IntervallIntegerFrequency ::= SEQUENCE {
lowerLimit INTEGER,
upperLimit INTEGER,
frequency INTEGER

}

Type ResultMatchOpenIdentify consists of five fields: the expression of the CMC curve
cmcCurveOpen, the number of searches with enroled mate srchExecDistrEnroled, the number of
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searches with no enroled mate srchExecDistrNoEnroled, the information about the DET curve of
FNIR and FPIR infoDETCurveFNIRFPIR, and the statistics of open-set identification search duration
durationOpenIdentify where the fourth and fifth fields are optional. The types to express these

fields are as

ResultMatch

cmcCurveOpen
srchExecDistrEnroled
srchExecDistrNoEnroled
infoDETCurveFNIRFPIR

durationOpenIdentify

}

follows and already defined.

OpenIdentify ::

SEQUENCE {

DistributionIntegerReal,
ExpressionHistogram,
ExpressionHistogram,

InfoDETCurve OPTIONAL,

-- pair of error types shall be fnir-fpir
StatisticInformationSet OPTIONAL

6.5 Datat

6.5.1 Ove

Type TestR
is the versio
sequence of

'ypes for scenario tests

r'view

eportScenario is the type to express results of scenario test. The first field ver
h of this test report format of type MRTDBTRVersion.The second fieldtargetInfo
ype ProductInformation and gives information of set of the tested products. The

sion
sisa
third

field testRg¢portInfogivestheinformationaboutthetestreportoftype TestReportInformation.
The fourth field testReportsisasequenceoftype TestReportScengrioForOneCondition|Each
element of this sequence corresponds to a testresult underaspecific condition. Types testReportfinfo
and TestRgportInformation are already defined. For details, see'6:4.1 and 6.4.3.
TestReportScenario ::= SEQUENCE ({

versfon MRTDBTRVersion DEFAULT vO,

targgtInfos SEQUENCE OF Productidformation,

testReportInfo TestReportInformation,

testReports SEQUENCE OF TestReportScenarioForOneCondition

}

6.5.2 Testireport under a specific condition

Type TestReportScenarioForOneCondittion gives a set of information for a resylt of
scenario test under a given condition. TeStReportScenarioForOneCondition consists pf six
fields; testCrewInfo of type TestlrewInformation, levelPolicyAssistance of|type
LevelPolijcyAssistance,enviranInfooftype EnvironmentalInformation,dateStafrted
of type Dat¢, dateEnded of type Badte, and testResult of a sequence of type TestResuly. The
fields of typ¢ Date are optional.
TestReportScenarioForOnefondition ::= SEQUENCE {

testfrewInfo TestCrewInformation,

levelPolicyAssistance LevelPolicyAssistance,

envifponInfo EnvironmentalInformation,

datepPtarted Date OPTIONAL,

datefEnded Date OPTIONAL,

testRegult SEQUENCE OF TestResult
}
Type TestCrewIntormation gives Information on the test crew. The test crew 1s identiiied with the

firstfield identifier of type OBJECT IDENTIFIER.Thesecondfield locationinVisibleString
is the information on the location where the scenario test is done. The third field habituation is
expressed as a histogram of the past usage counts on the system with type ExpressionHistogram.
The fourth field testCrewStatistics gathers statistical information of the test crew whose items
are common to those for corpus. Type CorpusCrewBasicStatistics is defined in 6.4.4.2.

TestCrewInformation ::= SEQUENCE {
identifier OBJECT IDENTIFIER,
location VisibleString,
habituation ExpressionHistogram,

testCrewStatistics CorpusCrewBasicStatistics

}
Type LevelPolicyAssistance describes the level of effort, decision policy, assistance provided, and

instructional mode of the scenario test. This type has two fields, levelEffortAndDecisionPolicy
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of type LevelEffortAndDecisionPolicy and optional assistanceAndInstruction of type
AssistanceAndInstruction.

LevelPolicyAssistance ::= SEQUENCE ({
levelEffortAndDecisionPolicy LevelEffortAndDecisionPolicy,
assistanceAndInstruction AssistanceAndInstruction OPTIONAL

}

Type LevelEffortAndDecisionPolicy has two fields of type LevelAndPolicy, the
enrolment policy levelAndPolicyEnrol and the comparison policy l1evelAndPolicyCmp. Type
LevelAndPolicy consists of three fields; the minimum number of attempts, the maximum number of
attempts, and the maximum duration permitted.

Y g = = 1 q q n 1
Leve IEfforeAnabecrsrontetrey

levelAndPolicyEnrol LevelAndPolicy,

lak nPat sk Gk n
[epaAwAvEmya pws

levelAndPolicyCmp LevelAndPolicy
}
LevelAndPolicy ::= SEQUENCE ({
minNumAttempt INTEGER,
maxNumAttempt INTEGER,
maxDurPermitted REAL

}
Type| AssistanceAndInstruction consists of three fields; assistanc¢Location,
assilstanceMode, and instructionMode. The possible valués, for each field is fpecified as
Assilstancelocation,AssistanceMode, and InstructionMode respectively.

AssidtanceAndInstruction ::= SEQUENCE ({
assistancelocation Assistancelocation,
assistanceMode AssistanceMode,
instructionMode InstructionMode

}

AssidtancelLocation ::= ENUMERATED {

separate-from-transaction(l),
interactively-with-transaction(2),
after-failure (3)

AssidtanceMode ::= ENUMERATED {
physical (1),
audio-only(2),
audio-video (3),

none (4)

}

InstfuctionMode ::= ENUMERATED {
written-manual (&),
poster(2),
video (3),

personal (4)

6.6 |Data types for signed test reports

Type[SignedTestReport is defined to express the signed test reports, test certificates in pther words:

R T TS TR NI
version MRTDBTRVersion DEFAULT vO,
digestAlgorithms DigestAlgorithmIdentifiers,
encapContentInfo EncapsulatedContentInfoSignedTR,
certificates [0] IMPLICIT CertificateSet OPTIONAL,
crls [1]IMPLICIT RevocationInfoChoices OPTIONAL,
signerInfos SignerInfos

}
The digestAlgorithms component takes avalue oftype DigestAlgorithmIdentifiers,whichis

a collection of message digest algorithm identifiers. In this part of ISO/IEC 29120, the digest algorithm
to be supported is not specified. For details of this type, see RFC 3852.

encapContentInfo contains the test result expressed in type
EncapsulatedContentInfoSignedTR.
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Type EncapsulatedContentInfoSignedTR is composed of two components,
eContentTypeContentInfoSignedTR and eContentContentInfoSignedTR. The
value of eContentTypeContentInfoSignedTR takes one of the following two values; id-
testReportTechnology and id-testReportScenario. This is done by the following
definition of ContentTypeContentInfoSignedTR and those of testReportTechnology and
testReportScenario. eContentContentInfoSignedTR is the test report itself, carried as an
octet string.

EncapsulatedContentInfoSignedTR ::= SEQUENCE ({
eContentTypeContentInfoSignedTR CONTENT-TYPE. &id
({ContentTypeContentInfoSignedTR }),
eContentContentInfoSignedTR [0] EXPLICIT OCTET STRING

(CONTAINING CONTENT-TYPE.&TYpE
({ContentTypeContentInfoSignedTR }{@contentType}))

}
ContentTypelContentInfoSignedTR CONTENT-TYPE ::= { testReportTechnology |
testReportScenario }

certificatles is a collection of certificates of type CertificateSet. It is intendédythat the et of
certificates he sufficient to contain certification paths from arecognized “root” or “top-lével certifidation
authority” tg all of the signers in the signerInfos field. For details of this type;see RFC 3852.

crls of type RevocationInfoChoices is a collection of revocatiow, status information.| It is
intended that the collection contain information sufficient to determine”whether the certificates
in the cert]ificates field are valid, but such correspondence is not'necessary. For details of| type
RevocationInfoChoices, see RFC 3852.

signerInflosisacollection of per-signer information. For details of type SignerInfotype, RFCB852.
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Annex A
(normative)

-1:2015(E)

ASN.1 module for machine readable biometric test reports

A.1 Scope

This pnnex provides the complete ASN.1 module for this part of the ISO/IEC 29120. This
authgritative specification for binary encodings of these data elements, which shdllybe
specified in later parts of the ISO/IEC 29120 as ASN.1 Packed Encoding Rules (see X:691 | IS
2), unless there is a requirement to use security features that need the ASN.1 Basic Encodi

NOTH Software is available to convert between binary (both PER and Basic)}-and XML encodi
ASN.1| specification. For XML encodings Annex (XSD) is authoritative, but the XSD-Annex is confor
Rec. X.694|ISO/IEC 8825-5 and specifies the same XML encodings as the XSD,Anney, if the ITU-T Rec
4 enc¢ding rules are applied.

A.2 [ASN.1 module

MachjineReadableBiometricTestingAndReportingTestRepert {
iso(l) standard(0) MRTDBTR(29120) testReport (1) module(l) rev(0)
}

DEFINITIONS AUTOMATIC TAGS ::= BEGIN

IMPORTS

-—- ITU-T X.501 Open Systems Interconnecti®&h - The Directory: Models
Name

FROM InformationFramework ({
joint-iso-itu-t (@s (5) module(l) informationFramework(l) 5}
-- RYC 3852/5911 Cryptographic Message Syntax
DigestAlgorithmIdenBifiers, CertificateSet,
RevocationInfoCheices, SignerInfos, CONTENT-TYPE
FROM CryptographicMesgageSyntax-2009 ({
iso (1) mémber-body (2) us(840) rsadsi(113549)
pkcs (1Y pkcs-9(9) smime (16) modules (0) id-mod-cms-2004-02 (4
-- I4O/IEC 19785 CBEFF\Part 3
BiometricTypes~BilometricSubtype, Product
FROM CBEFF-PATA-ELEMENTS {
iso, standard 19785 modules (0) types-for-cbeff-data-elements(l) };

MRTDBTRVersion. <= INTEGER { v1(1) } ( vl, ... )

BiomgtricTestR€Port ::= SEQUENCE ({
contentType CONTENT-TYPE. &id ({ContentTypeBiometricTestReport }),
content [0] EXPLICIT CONTENT-TYPE.&Type

({ContentTypeBiometricTestReport}{@contentType})
}

Annex is the
normally be
0O/IEC 8825-
hg Rules.

ngs using this
mant to ITU-T
X.693 | 8825-

ContentlypeB1loMELrICIESTREPOT T CONIENT-TYPE ::= { CLeSCReportlechnology |
testReportScenario]

signedTestReport }

TestReportTechnology ::= SEQUENCE {
version MRTDBTRVersion DEFAULT vO,
targetInfo ProductInformation,
testReportInfo TestReportInformation,
testReports SEQUENCE OF TestReportTechnologyForOneConditio
}
ProductInformation ::= SEQUENCE {
provider Provider,
nameProduct NameProduct,
description VisibleString OPTIONAL,
functionProduct SEQUENCE OF Function,
outputProduct DataType OPTIONAL,
modalityProduct Modality

© ISO/IEC 2015 - All rights reserved
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}

Provider ::= SEQUENCE {
nameProvider
typeProvider
roleProvider
contactInformation

}

TypeProvider ::=
non-profit (1),
university(2),
corporation(3),
individual (4),
government (5)

}

Name,

TypeProvider,
RoleProvider,
VisibleString OPTIONAL

ENUMERATED {

RoleProvidgr ::=
manufacturer (1),
reseller (2),
integrator(3),
othek (4)

}

NameProduct] ::=
mode| Name
prodphctCBEFF
versfon
softyareVersion
firmwhreVersion

SEQUENCE {

}

VersionProduct ::=

Function ::F ENUMERATED {
acqufsition(l),
enrolment (2),
verijication (3),
identification (4),

}

DataType ::F SEQUENCE {
procgssedLevel
purppse

}

ProcessedLgvel ::=
raw-flata (1),
inte
proc
comp
comp

bssed-data (3),
brison-score (4)
hrison-result (5

}
Purpose ::3
refe
samp

ENUMERATED, {

Fence (1),

[ e (2)

}

Modality ::fF
type
subt

SEQUENCE {

RS

INTEGER { vO0(0) }

ENUMERATED {

Name,

Product OPTIONAL,
VersionProduct,
VersionProduct,
VersionProduct

(v0, ... )

ProcessedLegvel,
Purpose, QPTIONAL

ENUMERATED {

mediate-data(2),

) s

BiometricType,
BiometricSubtype OPTIONAL

}

TestReportInformation ::=
testLabInformation
compliantStandard

testReportIssuaranceDate

parentTestReport
}

TestLabInformation ::=

accreditationStatus

}

SEQUENCE {

TestLabInformation,
StandardDescription,
Date,
ExternalDocument

SEQUENCE {
identificationTestLab

IdentificationTestLab,
AccreditationStatus

IdentificationTestLab ::= SEQUENCE {
nameLab VisibleString,
location VisibleString,
testImplementor VisibleString OPTIONAL,
testReportSignatory VisibleString,

contactInformation

16
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}

AccreditationStatus ::=
accreditingBodies
scopeAccreditation

SEQUENCE

}

AccreditingBody ::= SEQUENCE ({
nameAccreditingBody
identifierCertificate

{

SEQUENCE OF AccreditingBody,
ScopeAccreditation OPTIONAL

VisibleString,
OBJECT IDENTIFIER,

signatory OCTET STRING

}

StandardDescription ::= SEQUENCE ({
standardName VisibleString,
standardNumber VisibleString,
standardPart VisibleString

ISO/IEC 29120-1:2015(E)

standardPublicationDate Date

}

Date|::= VisibleString
-- conforms to ISO 8601
-- length = 8
-- fixed
-— YYYYMMDD

ExtefnalDocument ::= SEQUENCE ({
link URI,
title VisibleString,
authors SEQUENCE OF VisibleString OPTIONAL,
publisher VisibleString OPTIONAL,
editior VisibleString OPTIONAL,
typeDocument TypeDocument OPTIONAL,
publicationDate Date OPTIONAL,
availability Availability

}

URI {:= VisibleString (SIZE(1l..MAX))

Typeljocument ::= ENUMERATED ({
article(1l),
technical-report (2),
in-proceedings (3),
abstract (4),

book (5),

in-book (6),
collection (7)

}
Availability ::=
public(1l),
restricted(2),
unavailable (3),
superseded (4)

ENUMERATED, ¢

TestHeportTechnelogyForOneCondition ::=

corpus InEo
dateStarted
datekEnded

tesfiResult

TImAT o

SEQUENCE {
CorpusInformation,
Date OPTIONAL,

Date OPTIONAL,
SEQUENCE OF TestResult

= e o
T TOrMaC IO o oL UmnINCT— 1

composition
environInfo

Corpt

}

CorpusComposition ::=
identifier
nameCorpus
corpusStatistics

}

CorpusStatistics ::= SEQUENCE ({
corpusBasicStatistics
numSamples

samplesPerIndividualEnrol SamplesPerIndividual OPTIONAL,

samplesPerIndividualProbe

}
CorpusCrewBasicStatistics ::=
numIndividuals

© ISO/IEC 2015 - All rights reserved

SEQUENCE {

CorpusComposition,
EnvironmentalInformation

OBJECT IDENTIFIER,
VisibleString,
CorpusStatistics

CorpusCrewBasicStatistics,
INTEGER,

SamplesPerIndividual OPTIONAL

SEQUENCE {

INTEGER,
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numMales
numFemales
numIndividualsEnrol
numIndividualsVeriId
ageDistrMale
ageDistrFemale
elapsDistr
visitsDayDistr
}
InfoCumulativeDistribution
mean
median
cumulativeDistribution

}

INTEGER OPTIONAL,

INTEGER OPTIONAL,

INTEGER,

INTEGER,
InfoCumulativeDistribution
InfoCumulativeDistribution
InfoCumulativeDistribution
InfoCumulativeDistribution

OPTIONAL,
OPTIONAL,
OPTIONAL,
OPTIONAL

SEQUENCE {
INTEGER,
INTEGER,
DistributionIntegerReal

DistributignIntegerReal = SEQUENCE OF ExpressionPointIntegerReal
ExpressionHointIntegerReal = SEQUENCE {
xValpe INTEGER,
yValpe REAL
}
SamplesPerIindividual = SEQUENCE {
numSpbjects INTEGER,
mean INTEGER,
medifn INTEGER,
distfpSubjSample DistributionIntegerInteger
}
DistributignIntegerInteger = SEQUENCE OF ExpressionPointIntegéhlnteger
ExpressionHointIntegerInteger = SEQUENCE {
subjectId INTEGER,
numbgrOfSamples INTEGER
}
EnvironmentlalInformation = SEQUENCE {
exceptionalCondition VisibleString,
celsfusTemp REAL OPTIONAL, -3\temperature
dBNolf se REAL OPTIONAL, %< ambient noise
lightingInfo VisibleString @PTIONAL
}
TestResult = CHOICE {
testResultEnrol TestResultFEnrol, -— enrolment
testResultAcquire TestResibdtAcquire, -- acquisition
testResultVerify TestResultVerify, -- verification
testResultIdentify TestResultIdentify -- identification
}
TestResultEnrol = SEQUENCE ({
failpreToEnrolRate REAL,
durafionEnrol StatisticInformationSet OPTIONAL
}
StatisticInfformationSet =/SEQUENCE {
unitfime UnitTime,
numbgrOfMeasurements INTEGER OPTIONAL,
medifn REAL OPTIONAL,
mean REAL OPTIONAL,
minipum REAL OPTIONAL,
maxipumnm REAL OPTIONAL,
stdDgv, REAL OPTIONAL,
medAbsbe REAFT—CPFFONATE
}
UnitTime = ENUMERATED {
millisecond(1l),
second (2)
}
TestResultAcquire = SEQUENCE {
failureToAcquireRate REAL,
durationAcquire StatisticInformationSet OPTIONAL
}
TestResultVerify = SEQUENCE {
resultMatchVerify ResultMatchVerify,
durationVerify StatisticInformationSet OPTIONAL
}
ResultMatchVerify::= SEQUENCE {
InfoDETFNMRFMR InfoDETCurve, -- pair of error types shall be fnmr-fmr
infoDETFRRFAR InfoDETCurve, -- pair of error types shall be frr-far
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infoDETGFRRGFAR
cmpScrDistr

}
InfoDETCurve

SEQUENCE {

numOfSamplesEstTypelError

InfoDETCurve,
DistributionRealReal OPTIONAL

ISO/IEC 29120-1:2015(E)

-- pair of error types shall be gfrr-gfar

INTEGER,

numOfSamplesEstTypelIError INTEGER,

expressionDETCurve

}

ExpressionDETCurve

ExpressionDETCurve

SEQUENCE OF ExpressionPointDETCurve

ExpressionPointDETCurve ::= SEQUENCE {
threshold REAL OPTIONAL, -- 0 for unavailable, -1 for unknown
typelError REAL,
typellError REAL
}
DistfibutionRealReal = SEQUENCE OF ExpressionPointRealReal
ExprgssionPointRealReal = SEQUENCE {
xValue REAL,
yValue REAL
}
TestHesultIdentify = SEQUENCE ({
resultMatchClosedIdentify ResultMatchClosedIdentify,
resultMatchOpenIdentify ResultMatchOpenIdentify OPTIONAL
}
Resul}tMatchClosedIdentify = SEQUENCE {
cmcCurveClosed DistributionIntegexReéal,
srchExecDistr ExpressionHistognam)

durationClosedIdentify
}

StatisticInforméeiténSet OPTIONAL

ExprgssionHistogram = SEQUENCE OF IntervallntegerFreguency
IntegvallIntegerFrequency = SEQUENCE {
lowerLimit INTEGER,
upperLimit INTEGER,
frequency INTEGER
}
ResultMatchOpenIdentify = SEQUENCE {
cmcCurveOpen DistriButionIntegerReal,
srchExecDistrEnroled ExprgssionHistogram,
srchExecDistrNoEnroled ExpressionHistogram,
infoDETCurveFNIRFPIR InfoDETCurve OPTIONAL,
-- pair of error types shall be fnir-fpir
durationOpenIdentify StatisticInformationSet OPTIONAL
}
TestHeportScenario = SEQUENCE ({
version MRTDBTRVersion DEFAULT vO,
targetInfos SEQUENCE OF ProductInformation,
testReportInfe TestReportInformation,
testReports SEQUENCE OF TestReportScenarioForOneCondition
}
TestHeportScenaxioForOneCondition = SEQUENCE {
testCréwsrifo TestCrewInformation,
levellPolicyAssistance LevelPolicyAssistance,
envirenInfo EnvironmentalInformation,
datéStarted Date OPTIONAL,
dateEnded Date OPTIONAL,
testResutt SEOYENCE—oOoF—FestResutt
}
TestCrewInformation = SEQUENCE {
identifier OBJECT IDENTIFIER,
location VisibleString,
habituation ExpressionHistogram,

testCrewStatistics

}

LevelPolicyAssistance

}
LevelEffortAndDecisionPolicy

CorpusCrewBasicStatistics

SEQUENCE {
levelEffortAndDecisionPolicy
assistanceAndInstruction

LevelEffortAndDecisionPolicy,
AssistanceAndInstruction OPTIONAL

SEQUENCE {

levelAndPolicyEnrol LevelAndPolicy,

levelAndPolicyCmp

}
LevelAndPolicy

SEQUENCE {

© ISO/IEC 2015 - All rights reserved
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minNumAttempt INTEGER,
maxNumAttempt INTEGER,
maxDurPermitted REAL

}

AssistanceAndInstruction ::= SEQUENCE ({
assistancelLocation AssistancelLocation,
assistanceMode AssistanceMode,
instructionMode InstructionMode

}

Assistancelocation ::= ENUMERATED {
separate-from-transaction(l),
interactively-with-transaction(2),
after-failure (3)

}

AssistanceMode ::=
physlkcal(l),
audip-only(2),
audip-video (3),
nonel(4)

ENUMERATED {

}
InstructionMode ::= ENUMERATED ({
writfen-manual (1),

poster(2),

videp (3),

perspnal (4)
}
SignedTestReport ::= SEQUENCE ({
versfon
digeptAlgorithms
encapContentInfo
certlficates
crls
sign

MRTDBTRVersion
DigestAlgorithmIdentifigps,
EncapsulatedContentInfoSignedTR,

[0] IMPLICIT CertifigateSet OPTIONAL,

[1] IMPLICIT RevoéationInfoChoices OPTIONAL,
SignerInfos

DEFAULT vO,

brInfos

}
SEQUENCE

Encapsulatdg

[dContentInfoSignedTR ::=

eContentTypeContentInfoSignedTR

eConfentContentInfoSignedTR

CONTENT-TYPE. &id

({ContentTypeContentInfoSignedTR }),

[0] EXPLICIT OCTET STRING

( CONTAINING CONTENT-TYPE~&Type
({ContentTypeContentInfoSignedTR }{Q@contentType}))
}

ContentTypelContentInfoSignedTR CONFENT-TYPE ::= { testReportTechnology |

testReportSjcenario }
-- contentType object idgntifiers
id-testRepgrtTechnology ©@BJECT IDENTIFIER ::= ({

iso(]) standardy(0y" MRTDBTR (29120) testReport(l)
testReportTechnology i)
}
id-testRepgrtScemario OBJECT IDENTIFIER ::= ({

iso () ,standard (0) MRTDBTR(29120) testReport (1)
testReportScerdario (2)
}
id-signedTestReport OBJECT IDENTIFIER ::= {

iso(1l) standard(0) MRTDBTR(29120) testReport (1)

contentType (2)

contentType (2)

contentType (2) signedTestReport (3)

}

-- ContentType objects
testReportTechnology CONTENT-TYPE ::= ({
TestReportTechnology
IDENTIFIED BY id-testReportTechnology
}
testReportScenario CONTENT-TYPE ::= ({
TestReportScenario
IDENTIFIED BY id-testReportScenario
}
signedTestReport CONTENT-TYPE ::= ({
SignedTestReport
IDENTIFIED BY id-signedTestReport
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}

END -- BIOMETRIC-TESTING-REPORTING-TEST-REPORT

ISO/IEC 29120-1:2015(E)
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Annex B
(informative)

Common elements

B.1 Purpose

The followinlg subsections describe the content and markup of data elements included in the test ¥eports.
This subclayse describes data elements common to two or more of the test types specified\in C.2 and
C.3. This Annex is labeled as informative because the ultimate set of normative requirements are those
given in Clayse 6.

B.2 Notation

Therequirements established for testreport data elementsin this partof ISQMAEC 29120 are accomphpnied
by labels “MT for mandatory, and “O” for optional. A test report shall inclade data elements labelledl “M”.
A report should include elements labelled “O”. Any optional elements.shall be encoded according to the
requirements given in this part of ISO/IEC 29120.

B.3 Biomletric component provider

This data elgment identifies the manufacturer or supplier of the component under test. This elgment
shall conforin to the requirements of Table B.1.

Tabjle B.1 — Data elements for describing the provider of a biometric component

Elements Sta-([Contents

tus
Pro- Narpe M |Name of the provider
vider Non-profit | University | M |Type of provider

Corjporation | Individualy
Goyernment

Matufacturer | Réseller | Inte- | M |Role of provider. The manufacturer is the entity responsible
grafor | Other for the design or creation of the component. A reseller padk-
ages or re-sells the component. An integrator may combirle
components into a single atomic component.

Contact information 0 |An email address, or address, or phone number

NOTE The Table establishes requirements on reporting. However, the specific encoding of the data into a
machine readable test report is defined by the normative Annexes.

B.4 Biometric component

An evaluation is conducted on a target. A target consists of one or more biometric components. Each
component shall be identified according to the requirements of Table B.2.

NOTE Some tests may be run on composite systems in which bits were delivered or updated on different

days. This model of a target as an assembly of components allows for revision of parts of the system and on-the-fly
update of the implementation under test.
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Table B.2 — Data elements for describing each component of the evaluation

Elements Sta- Num |Contents
tus | entries
Min | Max
Name Provider M 1 | 1 |Vendor (manufacturer/provider). This element shall conform to
the requirements of Table B.1.
Model M 1 | o |The model and version number shall be provided for commercial
Version M 111 off-the-shelf products.
) The value can be stated as being unknown, unspecified or
Software version M 111 |nuced (it doesn’t have firmware forexample)-
Firmware version M 1 1
Instapce |Date acquired M 1 | 1 |Date componentwas acquired by testlaboratory.
Unique model identifier 0 0 | 1 [Anidentifier unique to this instance of this'’compohent
Parameters 0 0 | oo |Configurable hardware and software parameters. A list of
name-value pairs. The name describe the parametgr, the value
gives a numeric or other vdlue. Both fields should Qe free text.
For components with no,such parameters use “None”.
Type CBEFF_BDB_product_ 0 0 | 1 |Identifier defined'in ISO/IEC 19785-3 CBEFF data ¢lement
type
Descrfip- | Arbitrary text 0 0 | 1 |[Incasesahere the component cannot be completely identified
tion using model number fields, for example when the jomponent
is ajprototype or an experimental version, this fielfl shall be
pepulated to give a complete and adequate descrigtion of the
eomponent under test.
Function |Acquisition |processing M 1 [\ |One or more of these may apply, because some con]ponents are
|storage |enrolment | multifunctional.
verification | identifica-
tion |comparison
Type pf None | Other | Biometric 0 0 | oo |The type of output of the component.
outpyt template | Biometric
sample | Comparison
score | Accept/Reject
decision | Gandidate list
without ¢omparison
scores.[\€andidate list
with.€omparison scores |
Quality score
Modalitz Tvpp M i o [The p:\rfir‘nlar biometric mndalify’ppr IQﬂI/IF'(‘ 19¥85-3:2007,
Clause 6.
EXAMPLE: Face or iris.
Subtype 0 0 | oo [The particular biometric part of the modality, per ISO/
IEC 19795-3:2007, Clause 6. EXAMPLE: Index finger, code:

B.5 Testlaboratory

Information on the testlaboratory conducting the test shall be recorded using the data elements of Table B.3.

© ISO/IEC 2015 - All rights reserved
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Table B.3 — Data elements identifying the test laboratory

Elements Sta- Num. |Contents
tus entries
Min | Max
Identifica- |Lab Name M 1 1 |The name of the responsible laboratory.
tion Location M 1 oo [The location of the responsible laboratory.
Test implementer 0 0 oo |The employee or representative who executed the test
Test report signa- M 1 1 |The employee or representative assuring the integrity,
tory correctness and completeness of the test
Contact informa- M 1 oo |Contact information for enquiries concerning thetest
tion report
Accredita- |Name of accredit- M 1 o |List of bodies accrediting the lab. If no accreditation i§
tion ing body claimed this fields shall be populated with\an “accredjta-
tion not claimed” entry.
Status
Identifier for M 1 oo |Identifier of the accreditation result
accreditation cer-
tificate
Scope of accredi- 0 0 o |EXAMPLE Claim of accreditation to do ISO/IEC 1979p-
tation 5:2011 testing
Accreditor’s signa- | M 1 o |Location, contact point, pointer, URI, or other referenge to
tory the accreditation’certificate of a test laboratory.
NOTE ISP/IEC 29120 as a standard for formatting test data dees not establish requirements on the cdnduct

of a test, nor dn the qualifications of a test laboratory. Particularly:the presence of the accreditation field do|
imply any neqd for accreditation of test labs - it merely supports identification of any relevant accreditatio

B.6 Standards compliance

All citations

EXAMPLE
ISO/IEC 2910

of standards shall conform torthe requirements of Table B.4. It allows a test labor
to indicate which testing standards were used for the test. If this data element is used it indicatg
laboratory i§ claiming conformance tothe standard.

A test might claim conformance to ISO/IEC 19795-4:2008 for the execution of the test, 3

D-2:2012 for the reperting of the test data.

NOTE If 3 standard claim§ conformance to more than one standard, then a this data element may be rey]
in a suitable gncapsulating.structure.
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Table B.4 — Data elements identifying a standard

Elements Sta- |Contents
tus
Standard |Name M |EXAMPLE: Biometric Testing and Reporting - Principles and Frame-
work
Standard identifier M |This field shall give a complete identification of the standard
including organization, number, part (if any) and date. It should also
include any relevant published amendments.
EXAMPLES:
I5O/1EC 19795-1:2005
RFC 2119
ISO/IEC 19784-1:2006/Amdt, 2007
Supplemental infor- O |Further information refining the use of the(Standard. This might
mation include profile information, or a description of which parts of the
standard are applicable. The content dnd format is not regulated by
this part of ISO/IEC 29120.
B.7 |Dates
All dates shall be conformant instances of ISO 8601:2004 Data elements and interchange formats --

Infor

B.8

External documentation

mation interchange -- Representation of dates and times.

The 1nachine readable test report defined in-this part of ISO/IEC 29120 is not intended|as complete

docu
writt]
readd

Table B.5 —Data elements of externally linked documents

mentation of a test. Instead a larger traditional written test report may exist. In addifion a formal
en test plan or other document mayrexist. When such documents are referenced in a machine
ble test report they should conform to the requirements of Table B.5.

Elempnts Sta- |Contents
tus
Extefnal |Link M |A URI or webpage or
Docufment Title M [Performance of compact standard plantar
images
Authors 0
Publisher 0
Edition 0
Type. One of “Article”, “Technical Report”, 0
“In Proceedings”, “Abstract”, “Book”, “In
book”, “Collection”
Publication date YYYY-MM-DD 0 |EXAMPLE: 2010-02-13
Availability M [Public | Restricted | Unavailable | Superseded

B.9 Summary statistics for univariate data

If a test measures scalar quantities and these are summarized in the machine readable test report,
these shall be named and encoded according to the requirements of Table B.6. If the variable is a random
variable, (e.g. the mean age of a volunteer crew) then the number of measurements over which the

© ISO/IEC 2015 - All rights reserved
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random variable is estimated shall be reported i.e. status becomes M. If the variable is not a random

variable (e.g. the size of the test crew), the number of measurements shall be set to 1.

Table B.6 — Data elements for summary statistics

Elements Status |Contents
Statistic Units M EXAMPLE: Milliseconds

Number of measure- M This field is optional for variables that are not random variables.

ments EXAMPLE 200.

Median 0 A numeric value

Nlean 0 A numeric value

Minimum 0 A numeric value

Maximum 0 A numeric value

qtandard deviation 0 A numeric value

Nedian absolute devi- 0 A numeric value

ation
NOTE Bipmetric testing and reporting standards such as ISO/IEC 19795 may.¥equire specific variabl¢s and
statistics to b reported.
B.10 Subject-specific data
This data el¢gment of Table B.7 shall be used to exhaustively)tabulate a value for each member ¢f the
volunteer cofpus.

Table B.7 — Data elements-for’a subject-specific data
Elements Sta- |Contents
tus
Sub- Number of subjects M [(EXAMPLE: 200
Ject-spe-  IName M |[Name of the variable e.g. iris diameter |(in
cific data s
millimeters)
Nean M [These values are computed over all sulp-
NMedian M |jects They support applllcatlons that njight
not need data on the entire crew.

(omplete array\*|Subject ID M |EXAMPLE: 12345

qf (ID, valugl=" Iy e M |EXAMPLE: 11.2

fairs

B.11 Cumulative distribution function

The data element of Table B.8 shall be used for tabulation of the cumulative distribution function of a
random variable. That is, an entry in the table shall give the proportion of measurements for which the
oberserved value is less or equal to the given value.

The elements shall appear in increasing order. For any given pair of elements Xk and Xk+1, the tabulated
value F(XK) shall be less than or equal to F(Xk+1) for all indices, k. The range of X values shall be such
that F(X1) = 0 and F(XN) = 1.

26
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Table B.8 — Data elements for a cumulative distribution function

1:2015(E)

Elements Sta- |Contents
tus
Summary |Mean value M |These values support applications that do
statistics Median value M |Dot need the entire CDF.
Variance 0
CDF X M |Alist of pairs of x and F(x).
FX M
NOTE The name of the variable is given in the enclosing data structure which embeds the Teble B.8 data.
EXAMPLE The element encodes data like the following. A real instance of this format,would usually have
many|more entries.
X F(X)
0 0
1 0
2 O\7
3 0.92
4 0.97
5 1

B.12

This
opers3
rate

Detection error tradeoff characteristic

ting threshold. This element shall coriform to the requirements of Table B.9. The Type

mames are paired as follows:

Type | error rate is “FMR” the"Type Il error rate shall be “FNMR”,
Type I error rate is “FAR™the Type Il error rate shall be “FRR”,
Type I error rate is “GFAR” the Type Il error rate shall be “GFRR”, and

Type [ error rateis “FPIR” the Type Il error rate shall be “FNIR”.

element is a tabulation of measuremerits of the Type [ and Type II error rates as fynctions of a

[ and Il error

© ISO/IEC 2015 - All rights reserved
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Table B.9 — Data elements for DET characteristic

Elements Sta- |Contents
tus
DET |Name of Type I error M |EXAMPLE FAR
Number of comparisons or transactions used in esti- M
mation of Type I estimate
Name of Type Il error M |EXAMPLE FRR
Number of comparisons or transactions used in esti- M
mation of Type Il estimate
DET poihts T O |Three values (T, E1, E2) where T is the
Bl M threshold,
E1is the Type I error rate value, E2 is tfhe
E2 M
Type Il error rate value. T may be statqd to
be “unknown” or “unavailable”.
EXAMPLE The element encodes data like the following. A real instance of this format would usually have
many more entries.
T = Threshold E1 =FMR E2 = FNMR
0.32 0.000001 0.002
0.33 0.000008 0,003
0.34 0.000064 0.002

In this example, the “Name of Type I variable” would be “FMR”.
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Annex C
(informative)

Test reports

Purpose

Annex is included as informative text to provide implementers with an overview of t

hce is required to conform to the mandatory grammar specifications expressed using
ven in the Clause 6 and Annex A both of which are normative.

Data elements for technology tests
htted such that the test report is a conformant instance of the*ASN.1 specification w
irs in normative Annex A

bst report defined by Table C.1 is not intended as complete documentation of a test. Itis|

This part of ISO/IEC 29120 does not usfially regulate which measurements must be m

Requirements for that are established by the various parts of ISO/IEC 19795.

Table C.1 — Data elements for technology test reports

ology and scenario test reports. The clause is labeled as informative because any give

hnology test report shall record the mandatory elements identified in Table C.1. All it

he content of
n test report
ASN.1. These

ems shall be
hose schema

kely to be an
e C.1 record.
ce document

ade, and how.

[tem Elements Nested Elements Sta- |Contents
tus
Test labora- |Primary Labora: [Fable B.3 M |The laboratory conducting the test, or cpordinating
torie tory the test.
Secondary\Labo- |Table B.3 O |Additional laboratories involved in the ¢xecution of
ratories the test, e.g. in case of inter-laboratory flesting, shall
be identified also according to the requirements of
Table B.3
Targgt of Target List of compo- M |This element encodes the target of the gvaluation,
the eyalua- nents conformant i.e. the implementation under test.
tion to Table B.2
External Name Name of a parent O |Indicate whether this test reportis part of a larger
context test program or set, e.g. as a test of one set of products in a larger
campaign multi-product interoperability test such as ILO.[3]
Test report |Report Date Date, clause 6.7. M |This field encodes the date on which the test report
issuance was signed by the test laboratory official.
date
Parent test |Non-machine External docu- 0 |Non-machine readable, tradtional test report, for
report readable test ment, clause 6.8 complete human-readable documentation of the test.
report
Corpus Name M |EXAMPLE “FVC 2004 Dabatase 1”
Object identifier O |Owner identified, or identifier independently regis-
tered (e.g. under a SC37 standing document)
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