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Forewor

d

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
ISO/IEC]TC 1.
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troduction

Very Small Entities (VSEs) around the world are creating valuable products and services. For the
purpose of ISO/IEC 29110, a Very Small Entity (VSE) is an enterprise, an organization, a department
or a project having up to 25 people. Since many VSEs develop and/or maintain system and software
components used in systems, either as independent products or incorporated in larger systems, a
recognition of VSEs as suppliers of high quality products is required.

According to the Organization for Economic Co-operation and Development (OECD) SME and
Entrepreneurship Outlook report (2005), "Small and Medium Enterprises (SMEs) constitute the
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0 99 % of the business population depending on country”. The challenge facing g
economies is to provide a business environment that supports the competitiveness o
rogeneous business population and that promotes a vibrant entrepreneurial culture.
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(s

'ess the needs of VSEs. Implementation of and conformance with these standards is dif

ity systems/system elements including software in their domain. [Fherefore, VSEs aj

is been found that VSEs find it difficult to relate Internatiénal Standards to their bus
to justify the effort required to apply standards to their-btisiness practices. Most VSEs
d the resources, in terms of number of employees, expertise, budget and time, nor dq
benefit in establishing over-complex systems or software life cycle processes. To addr
e difficulties, a set of guides has been developed based on a set of VSE characteristics.
based on subsets of appropriate standards procésses, activities, tasks and outcomes, re
iles. The purpose of a profile is to define a subset of International Standards relevant {
ext; for example, processes, activities, tasks and outcomes of ISO/IEC/IEEE 12207 for so
esses, activities, tasks and outcomes ofdSO/IEC/IEEE 15288 for systems; and informati
umentation) of ISO/IEC/IEEE 15289 fer software and systems.

S
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can achieve recognition through implementing a profile and by being audited a
9110 specifications.

wvare development within' a life cycle. This series of standards and technical reports is
sed by VSEs that do hot have experience or expertise in adapting/tailoring ISO/IEC/IEH
IEC/IEEE 15288 tandards to the needs of a specific project. VSEs that have expertise i
ring ISO/IEC/IEEE 12207 or ISO/IEC/IEEE 15288 are encouraged to use those standard
IEC 29110.
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ISO/IEC 29110 series of-standards and technical reports can be applied at any phase of system or
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E 12207 or
h adapting/
s instead of

[EC 29110 is intended to be used with any lifecycle such as: waterfall, iterative, ijcremental,

tionary or agile.
ems, in the context of ISO/IEC 29110, are typically composed of hardware and software c

pmponents.

The ISO/IEC 29110 series, targeted by audience, has been developed to improve system or software
and/or service quality and process performance. See Table 1.
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Table 1 — ISO/IEC 29110 target audience

ISO/IEC 29110

Title Target audience

ISO/IEC 29110-1

Overview

VSEs and their customers, assessors, stand-
ards producers, tool vendors and methodol-

ISO/IEC 29110-2

ogy vendors.
Framework for profile Profile producers, tool vendors and methodol-
preparation ogy vendors.

Not intended for VSEs.

ISO/IEC 29110-3

Certification and assessment VSEs and their customers, assessors, accre

di-

guldance tation bodies.

ISO/IEC 29

10-4 VSEs, customers, standards producers,t0d

vendors and methodology vendors(

Profile specifications

I

ISO/IEC 29

10-5 Management, engineering and VSEs and their customers.

service delivery guides

If a new pr
impactto e

ISO/IEC 29
lifecycle an
IEC 29110 5
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ISO/IEC 29
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it provides
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to people W
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ISO/IEC 29
contain a s

pfile is needed, ISO/IEC 29110-4 and ISO/IEC TR 29110-5 can be developed with min
kisting documents.

110-1 defines the terms common to the ISO/IEC 29110 series;-It introduces proce;s
d standardization concepts, the taxonomy (catalogue) of ISOAEE 29110 profiles and the
eries. It also introduces the characteristics and needs of a’VSE and clarifies the rational
files, documents, standards and guides.

110-2 introduces the concepts for systems and software engineering profiles for VSE
the logic behind the definition and application®of profiles. For standardized profile
e elements common to all profiles (structure,requirements, conformance, assessment)
cific profiles (profiles that are not standardized and developed outside of the ISO proc
beneral guidance adapted from the definition of standardized profiles.

| 10-3 defines certification schemes, assessment guidelines and compliance requirement
ability assessment, conformity assessments and self-assessments for process improvemgd
110-3 also contains informatjon”that can be useful to developers of certification
methods and developers of certification and assessment tools. ISO/IEC 29110-3 is addre
'ho have direct involvement,with the assessment process, e.g. the auditor, certification
n bodies and the sponsor,of the audit, who need guidance on ensuring that the requirem
ing an audit have been met.

1 10-4-m provide§ the specification for all profiles in one profile group (a profile group
ngle profile orimultiple profiles). A profile is specified in terms of requirements impo

from appr

ISO/IEC TR} 29110~5-m provides management, engineering and service delivery guides for the pro
in a profile [group,
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Figure 1 describes the ISO/IEC 29110 International Standards (IS) and Technical Reports (TR) and
positions the parts within the framework of reference. Overview, assessment guide, management and
engineering guide are available from ISO as Technical Reports (TR). The Framework document, profile
specifications and certification schemes are published as International Standards (IS).

Vi
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Figure 1 —’Qle ISO/IEC 29110 series
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INT

ERNATIONAL STANDARD ISO/IEC 29110-4-3:2018(E)

Systems and software engineering — Lifecycle profiles for
very small entities (VSEs) —

Part 4-3:
Service delivery — Profile specification

1 [Scope

1.1 Fields of application

Thiq document is applicable to Very Small Entities (VSEs). A VSE is an enterprise, an organization, a

department or a project having up to 25 people.

The|purpose of this document is to provide a set of auditable requirements based on multipl¢ standards

(i.e.f ISO/IEC/IEEE 15288, ISO/IEC/IEEE 15289, ISO 9000, 1SO~9001, ISO 31000, ISO/[EC 38500,

[SO [L0004, ISO 10007, ISO/IEC 20000, ISO/IEC 27035) that supports the delivery of servicés by a VSE.

Services can be delivered to internal or external customers. This document is not a Managenjent System

Standard (MSS), nor does it provide guidance on fulfilling the requirements of an MSS. ISOAIEC 20000-

1:2011 is the MSS for service management (see Annex Dfor information).

Thi§ document does not promote uniformity in.the approach across all organizations,|as specific

objectives and initiatives are tailored to suit anindividual organization’s needs.

1.2| Target audience

Thiq document is targeted at:

— Jassessors and accrediting ageneies to support the conformity needs of the VSE;

— |VSEs that want to claim.¢@nformity to this profile for service delivery;

— |customers who want assurance about a VSE’s abilities to meet their requirements; and

— |tool/methodolpgyvendors for future development of commercial tools or methodologies to support
VSEs using this:document.

Conformanceis achieved by demonstrating that the mandatory requirements have been satjsfied using

the fontentof conformant work products as an evidence.

NOTIE In this document, for simplicity of reference, each work product is described as if it wefe published

das a-separ ate—docunrents Huvvcvcl, work pr odrets—witt-be—considered—as—confor 1111115 i ‘Cllcy mreet the stated

requirements, are available for reference, divided into separate documents or volumes, or combined with other
work products into one document.

2

Normative references

The following documents are referred to in the text in such a way that some or all of their content
constitutes requirements of this document. For dated references, only the edition cited applies. For
undated references, the latest edition of the referenced document (including any amendments) applies.

ISO/IEC 29110-2-1, Software engineering — Lifecycle profiles for Very Small Entities (VSEs) — Part 2-1:
Framework and taxonomy

© ISO/IEC 2018 - All rights reserved
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3 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 29110-2-1 and the
following apply.

ISO and IEC maintain terminological databases for use in standardization at the following addresses:

— ISO Online browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: available at https://www.electropedia.org/

31
activity
set of cohedive tasks of a process (3.21)

[SOURCE: I§O/IEC/IEEE 12207:2017, 3.1.4]

3.2
agreement
mutual ackhowledgement of terms and conditions under which a working relationship is conducted

EXAMPLE Contract, memorandum of agreement.
[SOURCE: I§O/1EC/IEEE 12207:2017, 3.1.5]

3.3

audit
systematic|independent, documented process (3.21) for obtaihing records (3.23), statements of fa¢t or
other relevpnt information and assessing them objectively;to determine the extent to which specified
requirements are fulfilled

Note 1 to enfry: Whilst “audit” applies to management systems, “assessment” applies to conformity assessment
bodies as wgll as more generally.

[SOURCE: IFO/IEC TR 29110-1:2016, 3.7]

3.4
change
add, move, modify, removal of a configuration item (CI) (3.5)

Note 1 to enfry: changes can be classified based on the risk and impact to the organization (3.18); common types
include pre-approved, emergerncy or normal.

3.5
configuration item
Cl
item or aggregation of hardware, software or both, that is designated for configuration management
(3.16) and freated as a single entity in the configuration management process (3.21)

Note 1 to entry: Configuration items can vary widely in complexity, size and type, ranging from an entire system
(3.37) including all hardware, software and documentation, to a single module or a minor hardware component.

[SOURCE: ISO/IEC/IEEE 15288:2015, 4.1.13, modified — Note 1 to entry has been added.]

3.6

control manager

CM

role that approves/rejects change (3.4) and manages change-related tasks such as testing and
deployment

Note 1 to entry: This role may be combined with other roles and is a direct report (or shared role) with the

Service Manager (3.33). If one person is appointed to the role, the person reports to the Service Manager (3.33) for
service matters and has the authority over change-related tasks.

2 © ISO/IEC 2018 - All rights reserved
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3.7

customer

CUs

person or organization (3.18) that could or does receive a product or a service (3.26) that is intended for
or required by this person or organization (3.18)

EXAMPLE Consumer, client, end-user, retailer, receiver of product or service (3.26) from an internal process
(3.21), beneficiary and purchaser.

Note 1 to entry: A customer can be internal or external to the organization (3.18).

[SOHD(‘F‘- 1S0.9000:2015 3 2 41
7 T

3.8
dochiment
information and the medium on which it is contained

EXAMPLE Record (3.23), specification, procedure document, drawing, report, standard.

Notd 1 to entry: The medium can be paper, magnetic, electronic or optical computer disc, photograph or master
sample, or combination thereof.

Notgd 2 to entry: A set of documents, for example specifications and.records (3.23), is frequently called
“dodumentation”.

Notd 3 to entry: Some requirements (e.g. the requirement to be ‘readable) relate to all types of| documents.
Howgver, there can be different requirements for specifications.fe.g. the requirement to be revision controlled)
and for records (3.23) (e.g. the requirement to be retrievable):

[SOYRCE: ISO 9000:2015, 3.8.5]

39
effectiveness
extdnt to which planned activities are realized and planned results achieved

[SOURCE: ISO 9000:2015, 3.7.11, modified — Note 1 to entry has been removed.]

3.1¢
effigiency
relationship between the result achieved and the resources used

[SOYRCE: ISO 9000:2015; 3.7.10]

3.1%
governance
system (3.37)of directing and controlling

[SOURCE: ISO/IEC 38500:2015, 2.8]

3.12
incident

anomalous or unexpected event, set of events, condition or situation at any time during the life cycle of
a project, product, service (3.26) or system (3.37)

[SOURCE: ISO/IEC/IEEE 15288:2015, 4.1.21]

3.13

incident manager

IM

role that has authority over all incidents (3.12) and manages incident-related tasks

Note 1 to entry: This role may be combined with other roles. This role is a direct report (or shared role) with the
Service Manager (3.33). The person can also be responsible for a Service Desk, if one exists.

© ISO/IEC 2018 - All rights reserved 3
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3.14

information security policy
document (3.8) that states, in writing, how an organization (3.18) plans to protect its physical and
information technology assets

[SOURCE: ISO/TS 21547:2010, 3.2.25]

3.15
lifecycle

evolution of a system (3.37), product, service (3.26), project or other human-made entity, from

conception

through retirement

[SOURCE: I

3.16
manageme
MGT
coordinate

Note 1 to ey
these object

O/1EC/IEEE 15288:2015, 4.1.23]

nt

] activities to direct and control an organization (3.18)

try: Management can include establishing policies and objectives, and proeesses (3.21) to acl
ves.

Note 2 to eptry: The word “management” sometimes refers to people, i.e. aperson or group of people

authority an
sense, it sho
asasetofa
(3.38) shall.
people, e.g. 1

[SOURCE: I

3.17
operator

d responsibility for the conduct and control of an organization-When “management” is used inj
h1d always be used with some form of qualifier to avoid confusion with the concept of “managen;
tivities defined above. For example, “management shall...” is'deprecated whereas “top manage
. is acceptable. Otherwise different words should be adgpted to convey the concept when relat
hanagerial or managers.

50 9000:2015, 3.3.3]

individual ¢r organization (3.18) that performs-the operations of a system (3.37)

Note 1 to er
same individ

Note 2 to enf
as an elemer

Note 3 to en
that is oper3

[SOURCE: I

3.18
organizati

ual or organization.

ry: An individual operatof combined with knowledge, skills and procedures (3.20) can be consid
t of the system (3.37).

try: An operator may'perform operations on a system (3.37) that is operated, or of a system (3
ted, depending on whether or not operating instructions are placed within the system boundar

b0/1EC/IEEE15288:2015, 4.1.26]

DI

ieve

with
this
ent”
ment
bd to

try: The role of operator and theole of user can be vested, simultaneously or sequentially, i the

ered

.37)
V.

person or a

oroup of people that has its own functions responsibilities, authorities and relationships to

achieve its objectives

[SOURCE: ISO 9000:2015, 3.2.1, modified — Notes 1 and 2 to entry have been removed.]

3.19

practitioner

PT

person or team performing the activities within one or more process (3.21) areas

3.20
procedure

specified way to carry out an activity (3.1) or a process (3.21)

Note 1 to entry: Procedures can be documented or not.

4
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[SOURCE: 1SO 9000:2015, 3.4.5]

3.21

process
set of interrelated or interacting activities which transforms inputs into outputs to deliver an
intended result

Note 1 to entry: Whether the “intended result” of a process is called output, product or service (3.26) depends on
the context of the reference.

Note 2 to entry: Inputs to a process are generally the outputs of other processes and outputs of a process are

gen

ralluthe inputs to other nrocesses
Y ) 1

Notd

Notd
cond

[SOT

3.22
pro
set

clas
necg

[SOt
repl

3.23

3 to entry: Two or more interrelated and interacting processes in series can also be referredto

4 to entry: Processes in an organization (3.18) are generally planned and carriedleut unde
itions to add value.

JRCE: ISO 9000:2015, 3.4.1, modified — Notes 5 and 6 to entry have been'temoved.]

file

f one or more base standards and/or profiles, and where applicable, the identificatio
bes, conforming subsets, option and parameters of those base'standards, or standardij
ssary to accomplish a particular function

JRCE: ISO/IEC TR 10000-1:1998, 3.1.4, modified -~ NOTE has been removed; “ISPs
hced with “(standardized) profiles”.]

rec

docyment (3.8) stating results achieved or previding evidence of activities performed

[SOURCE: ISO 9000:2015, 3.8.10, modified:*— Notes 1 and 2 to entry have been removed.]

3.2
rel
RM
role
catd

Notd
Servy|

3.27

resource

assqg

rd

tionship manager

that develops and manages the customer (3.7) and supplier (3.36) interfaces as well ag
logue (3.27)

1 to entry: This réle/may be combined with other roles. This role is a direct report (or shared r
ce Manager (3.338).

t that is utilized or consumed during the execution of a process (3.21)

AS a process.

r controlled

h of chosen
red profiles

’ has been

the service

ble) with the

Notd

1%0 entrv: Resourcesinclude those that are reusable, renewable or consumable

EXAMPLE

as power, water, fuel and communication infrastructures

[SOURCE: ISO/IEC/IEEE 12207:2017, 3.1.45]

3.26
service
performance of activities, work or duties

diverse entities such as funding, personnel, facilities, capital equipment, tools and utilities such

Note 1 to entry: A service is self-contained, coherent, discrete, and can be composed of other services.

Note 2 to entry: A service is generally an intangible product.

© ISO/IEC 2018 - All rights reserved
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[SOURCE: ISO/IEC/IEEE 15288:2015, 4.1.42]

3.27

service catalogue
documented information about services that an organization (3.18) provides to its customers (3.7)

3.28

service change request
formal procedure (3.20) for submitting a request for an adjustment of a configuration item (3.5)

[SOURCE: ISO/IEC TR 18018:2010, 3.5, modified — The original term was "change request" and an

abbreviategterm€R*-was iut,}udt:d.]

3.29

service de
formal, bri
goals and o

3.30
service de

creation of

functionali
manage the
and the sup

3.31

ivery policy
ef and high-level statement that embraces an organization’s (3.18) general beliefs, et
bjectives of service(s) (3.26)

bign

a service solution(s); typically including the components,K which create the deg
'y, technology architecture that supports the components, the prdeesses (3.21) to support
b solution, the associated measures (internal performance©y\customer agreed measu
ply chain interfaces

service levlel agreement

SLA
documente
services (3.}

d agreement (3.2) between a service provider:(3.34) and a customer (3.7) that ident
P6) and service targets

hics,

ired
and
res),

ifies

Note 1 to entry: A service level agreement can also beestablished between the service provider (3.34) and a

supplier (3.3]
Note 2 to enf]
[SOURCE: 1

3.33
service mJ
SM

role that d
decision-m
organizatig

Note 1 to e
responsibili

b) or an internal group or a customer (3:2)‘acting as a supplier (3.36).
ry: A service level agreement can be included in a contract or another type of documented agreen

50/1EC TR 20000-10:2015, 2:29]

nager

irectly oversées the delivery of services and provides leadership and direction,
hking autherity on all activities, and is a direct report or peer to the highest level of
n (3.18)

htry;~The service manager may have more than one role in the delivery of services (assign]
ies of-the Control Manager (3.6) and Service Manager to the same individual).

nent.

has
the

the

3.34

service provider

organizatio

n (3.18) that manages and delivers a service or services (3.26) to the customer (3.7)

Note 1 to entry: A customer can be internal or external to the service provider's organization.

[SOURCE: ISO/IEC/IEEE 24765:2017, 3.3721]
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3.35

stakeholder
individual or organization (3.18) having a right, share, claim or interest in a system (3.37) or in its
possession of characteristics that meet their needs and expectations

EXAMPLE

acquirers, supplier (3.36) organizations and regulatory bodies.

End users, end user organizations, supporters, developers, trainers, maintainers, disposers,

[SOURCE: ISO/IEC/IEEE 15288:2015, 4.1.44, modified — Note 1 to entry has been removed.]

3.36

suphl ier

Ssu
org

of aproduct or service (3.26)

Not
Not
[SO

3.3
Sys
co

Note

Notd

noun, e.g. aircraft system. Alternatively, the word “system” may be substituted simply by a contex

synd

[SOT

nization (3.18) or an individual that enters into an agreement (3.2) with the acquirer for

1 to entry: Other terms commonly used for supplier are contractor, producer, sellerér vendor.
2 to entry: The acquirer and the supplier sometimes are part of the same organization.

RCE: ISO/IEC/IEEE 15288:2015, 4.1.45, modified — “SUP” has been added.]

em
ination of interacting elements organized to achieve one.or more stated purposes

1 to entry: A system is sometimes considered as a product or as the services it provides.

nym, e.g. aircraft, though this may then obscurea-system principles perspective.

JRCE: ISO/IEC/IEEE 15288:2015, 4.1.465modified — Note 3 to entry has been removed.]

3.3

top management
pergon or group of people who directs and controls an organization (3.18) at the highest lev

Notd 1 to entry: Top management has the power to delegate authority and provide resources

org

Notd
refel

Notd
peoq

[SOT
toe

ization.

s to those who direct and control that part of the organization.

3 to entrysjT'his definition is only included to support wording used in quoted definitions; wi
le in a VSE; the concept of top management may not be applicable.

JRCE: ISO 9000:2015, 3.1.1, modified — The original Note 3 to entry has been removed,
ntryadded.]

the supply

2 to entry: In practice, the interpretation of its meaning is frequently clarified by the use of al associative

t-dependent

p]

within the

2 to entry: If the sgcope of the management system covers only part of an organization, then top management

th 25 or less

new Note 3

3.39
vital business service

Serv

4
The

ice (3.26) that is critical to the success of the business

Abbreviated terms

following abbreviations are used in this document:
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ice control process

Governance process

ice incident process

Mandatory (shall)
Management System Standard

Optional (should)

CO Serv
GO

IN Serv
M

MSS

0

RE  Sery
VSE Very
WP  Wor

ice Relationships process
Small Entity

k product

5 Conformance

This documn
document.

It can be atf

A VSE that
profile req

The followi
a)
b)
c)

Govern

Operat

6 Work

ent can be adopted by organizations implementing and using the processes required by
Cherefore, organizations can claim conformance to this profile.

ested by a third party. It can be mandated as part of procurément and contractual proces

g variations to the service delivery profile.are specified in this document:
ance: 6.2 and 7.2;
jonal: 6.3 to 6.5 and 7.3 to 7.5;

Full: Ggvernance and Operational.

unit requirementsfor the Service Delivery profile

6.1 Gengral

The follow
requiremer
and Prevern
Annex A pi
between re

ng section_details the core set of requirements for the Service Delivery profile. T
ts are grauped in four (4) processes: Governance, Maintain Control, Manage Relations
t or Manage Incidents. See Figure 2 for a high-level view of the Service Delivery prq
ovides base standard reference for each requirement. Annex B provides mapping ta
quirements, tasks and work products. Audit evidence can be found in Annex C.

this

Ses.

claims conformance to a profile specified in thisidocument shall use all the mandafory
\Erements as identified in its specification clause:

hese
hips
file.
bles
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Service Control

(Co)

l

6.2

The
acti

lead|
the
proq

ach

i ( Service
Business goals & . Governance . N
objectives " (GO) Relatienship
: L (RE)

Service
Incident (IN)

Figure 2 — Service:Delivery process diagram

Governance (GO) process

purpose of governance is to establish a system for directing and controlling servi
ities within the VSE. The_result of these activities will define the scope, responsi
ership requirements for au effective and efficient service delivery. The organization s
following requirements are implemented in accordance with applicable organization [
edures with respect to the Governance process. One set of activities and tasks that 1

achtvement of the requirements can be found in ISO/IEC TR 29110-5-3. Other activities g

ve similar results:

Table 2 — GO requirements

ce delivery
bilities and
hall assure
olicies and
upport the
r tasks can

Profile Profile
Profile requirement (reqr.) text
gonformance reqr. ID
Mshall) Top management shall define the scope of the service delivery activities P01
M (shall) A Service Delivery policy, with information security element(s) shall be cre- P02
ated, documented, implemented and reviewed based on the defined scope of
the service delivery activities.
M (shall) Responsibilities and authorities which support the Service Delivery policy, shall P03
be assigned, monitored and managed.
M (shall) The Service Manager shall review and report to management on actions and P04
achievements against Service Delivery objectives and update plans to achieve
the objectives.
M (shall) Top management shall review policies, processes, procedures and services to P05
confirm compliance and continued relevance to meet changing circumstances
or customer requirements.
NOTE The source of these requirements can be found in Table A.1.
© ISO/IEC 2018 - All rights reserved 9
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6.3 Service Control (CO) process

The purpose of the service control process is to support and control change to defined vital business
services and mitigate the associated risk of change. This includes the design of the new or changed
services, specifically the availability, continuity, capacity and information security needs that meet
current and future business requirements. The organization shall assure the following requirements
are implemented in accordance with applicable organization policies and procedures with respect
to the Service Control process. One set of activities and tasks that support the achievement of the
requirements can be found in ISO/IEC TR 29110-5-3. Other activities or tasks can achieve similar
results.

Table 3 — CO requirements

Profile . . K lﬁ‘ofi e
conformpnce Profile requirement (reqr.) text : Cb ‘reqr. ID
M (sh4ll) Management shall define services and control the service component informatien. P06
M (shalll) The Control Manager shall evaluate service changes for approval or rejection P07
based on established criteria and update the service change schedule.

M (shall) Service designs shall conform to documented design, build, test ahd deploy- P08
ment procedures.

M (shall) Master copies of authorized service components (e.g., hardware, software, P09
documentation, etc.) shall be available and protected.

M (shall) The Control Manager shall approve or reject the deployment of a service change P10
based on test results compared to acceptance criteria, customer agreement and
service change schedule.

NOTE The spurce of these requirements can be found in Table A.1.

6.4 Servjce Relationship (RE) process

The purpoge of the service relationship process:is to maintain relationships with customers and the
suppliers ngeded to supporteffective and efficiént service delivery. This can be supported by documented
agreement$ for services (service catalogue, Service level agreements, contracts), communication|and
feedback. The organization shall assure the following requirements are implemented in accordance
with applicpble organization policies ahd procedures with respect to the Service Relationship progess.
One set of activities and tasks that syipport the achievement of the requirements can be found in [SO/
IEC TR 291|10-5-3. Other activities or tasks can achieve similar results.

Table 4 — RE requirements

N
ProlfIiI: N . . Profiag
conformiance ($~ Profile requirement (reqr.) text reqr.

M (shdll) All services offered shall be documented in business terms in one or more P11
service catalogue(s) and made available to appropriate stakeholder groups.

M (Sh-* ") Dﬂn!nrnmnhfc forservice r‘n]nrcn"w hotweoonthoe VSE anditgs r‘ncfnmnr‘(c\ and /nr P12
suppher(s) shall be agreed, documented reviewed and updated, as requlred

M (shall) At a minimum, service reports to customers or from suppliers shall be pro- P13
duced for customer satisfaction, service complaints and performance against
agreed service measures.

NOTE The source of these requirements can be found in Table A.1.

6.5 Service Incident (IN) process

The purpose of the service incident process is to restore service to the business with minimal disruption
or to prevent incidents from occurring. The organization shall assure the following requirements
are implemented in accordance with applicable organization policies and procedures with respect
to the Service Incident process. One set of activities and tasks that support the achievement of the

10 © ISO/IEC 2018 - All rights reserved
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requirements can be found in ISO/IEC TR 29110-5-3. Other activities or tasks can achieve similar

results.
Table 5 — IN requirements
Al Profile requirement (reqr.) text [l
conformance reqr. ID
M (shall) All reported or identified incidents that reduce the quality of or prevent use of P14
agreed services shall be recorded and managed to closure.
M (shall) Skilled resources, internal or external to the VSE, shall investigate incidents, actual P15
Ul PUtCllt;al, \ A4 ;th thc ;utcut Uf 1 CDtUl ;lls oCI'V ;LC do SUVUIT doS PUDD;b‘lC-
M (shall) All steps taken to restore the service shall be documented and agreed. P16
M (shall) Incidents, actual or potential, with a significant impact on the organizationshall P17
be investigated to discover root cause and a solution which will be actiened, if
approved, to prevent or minimize future occurrence.
NOTJE The source of these requirements can be found in Table A.1.

7 [Work product requirements for the Service Deliveryprofile
7.1 General
Thete are 21 total work products to support the full profile. Fhey are listed below by process group. Note
that{there need not be 21 unique work products — based.on’'the need of the VSE and their stpkeholders,
work products can be combined or broken into more discrete work products.
7.2| Governance (GO) work products
The|following Governance work products sutpport the process tasks. There are eight (8) work products
and|they are listed alphabetically. Where:a base standard reference is underlined, the reference refers
to optional requirements (“should”).
Table 6-— GO work products & requirements
Bage std ID &ref.| WP No.(" I WP name WP content requirements Profile conf.
ISOfIEC/ WP 01. |Businessgoals |Ataminimum,a currentcopy of the business M (shall)
IEEE 15289:2017 and objectives |goals and objectives shall be readily available
— [734d)
WP.04 |Customer At a minimum, the customer experience ap- M (shall)
experience proach shall:
approach
a) Capture and manage a log for all
comments (r‘nmp]impnfc rnmp]:\infc'
general comments)
WP.05 |Dataand At a minimum, the following shall be in- M (shall)
document cluded:
management
procedure a) Unique identifier
b) Version of the document or data
c) Controls to prevent unauthorized
service changes
d) Location of document/data
© ISO/IEC 2018 - All rights reserved 11
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Table 6 (continued)
Base std ID & ref.| WP No. WP name WP content requirements Profile conf.
IS0/ WP.06 |Feedback At a minimum, the log shall: M (shall)
IEC 20000:2017 log
a) Bestored as a configuration item (CI)
— 71

b) Be managed, as determined by
business need

c¢) Contain:

1) Unique identifier

2) Contact Details (Full name, address,
phone numbers; email address)

3) Description and detail of the
comment

4) Time and date of the intenaction

5) Investigation outcomeé

6) Signature and date

12 © ISO/IEC 2018 - All rights reserved
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Table 6 (continued)

Base std ID & ref.

WP No.

WP name

WP content requirements

Profile conf.

ISO/IEC/
IEEE 15289:2017

— 7.6a),0),d),
e), f), h), i), m)

— 10.30

WP.07

Improvement
report

At a minimum, the improvement report con-
tent shall include:

a) Unique identifier

b) From the customer perspective,
assessment of performance and
relevance of services

M (shall)

1) Results of service goals’
achievement
2) Issues

c) From the service provider perspective,
assessment of usage and relevance of
written policies and practiees to support
service delivery

1) Current perfotmance vs. agree
performance

2) Issues
d) Definedand agreed improvement actions

e) Andnnual review schedule

ISOfIEC 20000-
1:2011

— |4.4.2a),b),e)

WP.08

List of
assigned
roles

At aminimum, the following role shall be
inchided:

a) Service Manager
1) Service Management training

2) Competence within general
activities of the ISO 29110 series

M (shall)

ISOJIEC/
IEEF 15289:2017

— |7.3a),b), 0,
e), f),h), 1), 1),
n),q),v)

— | 7.4 a),b) o)
d), e)sh)

— 1061

WP.14

Service
delivery
policy,
objectives
and plan(s)

At a minimum, the policy shall include:

a) The creation of a service catalogue

b) A prioritization matrix for managing
change and failure (based on criticality to
the business and used to manage events)

c¢) Change definitions (pre-approved,
emergency, normal)

A Communication prnr‘firpc (‘Arriffpn nnr‘]I/

M (shall)

or verbal) to support transparency
with the customer (when, how often,
standardized messages, etc.) and
managing the customer experience

1) Include standard communication
around resolution of incidents,
status of changes, status of service
delivery

© ISO/IEC 2018 - All rights reserved
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Table 6 (continued)

Base std ID & ref.| WP No. WP name WP content requirements Profile conf.

e) Information security measures (based
on organisational risk tolerance and
requirements)

1) Include the confidentiality, integrity
and availability measures to protect
organisational data and information

f) Anannual review schedule

ISO/IEC 20000- WP.15 |Service At a minimum, the scope shall include: M (shall)
1:2011 delivery

scope a) Services offered
— 451

b) Boundaries of service delivery
(e.g., by customer, by location, legal
boundaries, etc.)

c¢) Technology used (e.g., servers;
mainframes, desktops, application,
networks, telecommunigations, etc.)

7.3 Servjce Control (CO) work products

The following work products support the process tasks. There dreeight (8) work products and they are
listed alphgbetically. Where a base standard reference is underlined, the reference refers to optipnal
requirements (“should”).

Table 7 — CO work products & requirements

N

Base std ID & ref. | WP No. WP name $ WP content requirements [Ed L
K% conf.
ISO/IEC/ WP.02 Configuration At a minimum, the following information | M (shall)
IEEE 152892017 record shall be included in each record:
— 09.13a),4),8) a) Item description

b) Unique identifier

c¢) Type (hardware, software,
document)

d) Status of proposed change,
implementation, incidents

e) Date of service

f)  Owner

g) Location

14 © ISO/IEC 2018 - All rights reserved
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Table 7 (continued)
Base std ID & ref. | WP No. WP name WP content requirements P:(()):fle
ISO/IEC/ WP.09 Secure component At a minimum, the following shall be M (shall)
IEEE 15289:2017 procedure included in the procedure:
— 7.5a),b),c),d), a) Only successfully tested
h), k) component(s) at the required
performance level (as per the design)
— 105 are stored
b) Steps to add, move, modify or remove
the component
c) Authorization source to addf move,
modify or remove the component
from the secured location
ISOfIEC/ WP.11 Service change At a minimum, a service'change request M (shall)
IEEE 15289:2017 request shall include:
— |7.7a),b),d), e), a) Unique identifier
f), g)
b) Purpose
— (1012
c) Priority
dJ "y Date needed
e) Impacted Cls, problem to be
corrected or required functionality
f) Business impact and approvals
g) Contact Information
ISOfIEC 20000- WP.12 Service thange At a minimum, the service change sched- | M (shall)
1:2011 schedule ule shall include:
— |9.2 a) Change schedule
b) Maintenance schedule
c¢) Key business events
© ISO/IEC 2018 - All rights reserved 15
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Table 7 (continued)

Base std ID & ref. | WP No. WP name WP content requirements P:(())I?fle
ISO/IEC/ WP.13 Service change, At a minimum, the service change, built M (shall)
IEEE 15289:2017 built shall:

— 7.3a),b),0),e), a) Besecurely stored
f),h),1),1),n), q),
v) b) Include:
. 10.38 1) A master r‘np}r of cavvir‘a
components
2) Procedures to build the new/
changed service
3) Version control
ISO/IEC/ WP.16 Service design At a minimum, the resultant service de- M (shall)
IEEE 152892017 sign shall:
— 7.2a),h),0),e), a) Besecurely stored
h), )
b) Protected as a-configuration item
— 1073
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Table 7 (continued)

Base std ID & ref. | WP No.

WP name

WP content requirements

Profile
conf.

9

Include:
1) Unique identifier
2) Date of issue and status

3) Approval authority

4] Identification of tools, methods
and techniques

5) Budgets and cost estimates

6) Resources and their
allocation, includingghuman
resources, technical resources
(infrastructure) and tools

7) Responsijbilities and authority,
including’the senior responsible
owherand immediate process or
sefvice owner

8)\J Risks and risk identification,
assessment and mitigation
activities

9) Quality assurance and
performance measures

ISOJIEC/ WP.17

IEEE 15289:2017

— |7.5a),b),c),d),
h), k)

— (1017
— [10.58

Service design,build,

test & deployment
proceduré(s)

At a minimum, the procedures shall
include:

a)
b)

9

d)

Creating a service change request
Updating the service change schedule

Defining and managing emergency
service changes

Removal of service(s) or service
component(s)

M (shall)

ISOfIEC/ WP.20

IEEE 15289:2017

— | 763}/ c), d), e),
) h), i), m)

Service test report

At a minimum, this report shall include:

a)
b)

Unique identifier

Summary of test results

— 10.27

)
d)

e)
f)

Testing levels and types of tests

Measurement system and
interpretation of results

Errors and their resolution

Test information (who performed,
when data was collected, who
interpreted, who validated.)

M (shall)

© ISO/IEC 2018 - All rights reserved
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7.4 Service Relationship (RE) work products

The following work products support the process tasks. There are four (4) work products and they are
listed alphabetically. Where a base standard reference is underlined, the reference refers to optional
requirements (“should”).

Table 8 — RE work products & requirements

Base std.ID & ref. | WP No. WP name WP content requirements P:grfllfle
ISO/IEC/ WDP03 |Customer At aminimum the agreement shallinclude: | M (ch'\]])
IEEE 152892017 agreement

a) Unique identifier
— 7.8a),), )¢

b) A documented form of approval (e.g.,
— 10.71 email, signature, etc.)

c) Scope of service(s) to be provided

d) Key dates (start, review, énd)

e) Defined owner of thédgreement for

the VSE and custemer

ISO/IEC/ WP.10 |Service At a minimum, the eatalogue shall contain | M (shall)
IEEE 152892017 catalogue the following information:
— 7.2a),),0),e),h),j) a) Adescription of service
— 10.69 b) Seértvice hours

€) 7, Basic service quality measures
d) How to use the service
e) Costs,if appropriate

f) Dependencies

g) Applicable standards or policies

18 © ISO/IEC 2018 - All rights reserved
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Table 8 (continued)
. Profile
Base std.ID & ref. | WP No. WP name WP content requirements conf.
ISO/IEC/ WP.19 |Service At a minimum, the report shall include: M (shall)
IEEE 15289:2017 performance
report a) Unique identifier
— 7.6a),0),d),e),f),
h), i), m) b) The performance of that period
— 1074 c) Status of previous action items
d) Proposed action items for the
upcoming period
ISOfIEC/ WP.21 | Supplier At a minimum, the supplier agreementshall| M (shall)
IEEE 15289:2017 agreement include:
— |7.8a),b),c),e),g), a) Unique identifier
h), j)
b) A documented formof approval (e.g.,
— |110.19 email, signature, etc.)
c) Scope of services to be provided
d) Key datés (start, review, end)
e) Definied owner of the agreement for
the VSE and supplier
f)> Any requirements due to
legal, regulatory, statutory or
organisational need
7.5| Service Incident (IN) work products
Thel(following work product supports the process tasks. Where a base standard reference is underlined,
the reference refers to optional requirements (“should”).
© ISO/IEC 2018 - All rights reserved 19
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Table 9 — IN work products & requirements

Base std. ID. WP No. WP name WP content requirements P:::fle
ISO/IEC/ WP.18 |Service incident | At a minimum, the service incident record M (shall)
IEEE 15289:2017 record shall contain:

— 09.1a),b),c),d),e), a) Unique identifier

g)

b) The contact details of the individual who
— 10.31 reported the event

¢) The contact details of the individual or
team who resolved the incident

d) Details of the incident and the impact on
the service(s)

e) The potential CI
f)  Priority

g) Steps taken to restore sépvice
performance

h) Root cause and solution for incidents with
significant impact

i) Startandéend dates

j)  Timeto.resolve the incident
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Annex A
(informative)

Service Delivery requirements imported from base standards

A1

Mapping of profile work unit requirementc

A1l

Table A.1 — Work units — Profile to base standards mapping

1 Profile work unit requirements mapping to base standard requirements

fil fil Base d N
Prpfile | Profile Profile reqr. text Base std.ID | std. Base std. @j'\e standard text
reqr.ID | conf. conf.
ref. _ r]/
HO1 M Top management IS0 9000:2015| 4.3 | M (shall)/|The organisation shall determine
(shall) |shall define the the boundaries and applicabil-
scope of the service ity of the quality manpgement
delivery activities. system to establish itf scope.
HO2 M A Service Delivery [S0 9000:2015| 5.2 @) M (shall) |Top management shall establish,
(shall) |policy, with infor- review and maintain p quality
mation security policy that:
element(s) shall be a) isappropriate to[the
Cre"f‘md' document- purpose and context of the
ed, implemented and organisation.
reviewed based on
the defined scope of
the service delivery
activities.
HO3 M Responsibilities'and |ISO 9000:2015| 5.3 | M (shall) |Top management shall ensure
(shall) |authorities whieh that the responsibiliteEs and
support theSetvice authorities for relevant roles are
Delivery policy, shall assigned, communicafed and un-
be assigned, moni- derstood within the ofganisation.
torediand managed.
H04 M The Service Man- [S09000:2015| 5.1 c) | M (shall) |Top management shall assign the
(shall) “fager shall review and responsibility and authority for:
report to manage- c) reporting on the
ment on actions al_ld performance of the
achle_vemeqts against quality managenjent
Serylce Delivery ob- system, on oppojtunities
jectives and_update for improvementand on
pla.ns t.o achieve the the need for change or
objectives. innovation, and especially
for reporting to top
management.

© ISO/IEC 2018 - All rights reserved
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Table A.1 (continued)
Profile | Profile . Base Base std.
Profile reqr. text Base std.ID | std. Base standard text
reqr.ID | conf. ref. conf.
P05 M Top management ISO/ 5.6 0 Governing bodies should
(shall) |shall review policies, |IEC 38500:2015 (should) |regularly evaluate the extent to
processes, proce- which IT satisfies obligations
dures and services (regulatory, legislation, common
to confirm compli- law, contractual), internal poli-
ance and continued cies, standards and professional
ralazan A i crdaling
relevareetoreet suideHnes:
changing circum- Governing bodies should reg\Il-
stances or customer R
. larly evaluate the organisation's
requirements. : ;
internal conformaneé 0 its
framework for governance of|IT.
Governing bodies should dirgct
that policies are established gnd
enforced'to enable the organi-
sation toMmeet its internal obliga-
tionsin its use of IT.
Governing bodies should dirgct
that IT staff follow relevant
guidelines for professional bg-
haviour and development.
P06 M Management shall 1S0 9000:2015| 8.3.6 { M- (shall) |The organisation shall review;,
[shall) |define services and control and identify changes
control service com- made to design inputs and de}
ponent information. sign outputs during the design
and development of products
and services or subsequently,
to the extent that there is no
adverse impact on conformity to
requirements.
P07 M The Control Man- IS0/ 9.2 | M (shall) |Decision-making shall take ifjto
[shall) |ager shall evaluate IEC 20000- consideration the risks, the
service changes for 1:2011 potential impacts to servicesjand
approval or rejection the customer, service require-
based on established ments, business benefits, tecl-
criteria and npdate nical feasibility and financial
the servicé change impact.
schedule.
P08 M Setvice designs shall 6.2.3.1| M (shall) [1) Establish policies
[shall).¢onform to docu- a1l and procedures for
mented design, build, process management
test and deployment and deployment that
i | ot 4 atle
lJl utltituaurco. dI'C CUITSTOLUTIIU VVILIT
organisational strategies.
P09 M Master copies of 6.3.5.3| M (shall) |2) Define the archive and
(shall) |authorized service a) 2) retrieval approach for
components (e.g., configuration items,
hardware, software, configuration management
documentation, etc.) artefacts and data.
shall be available and
protected.
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Table A.1 (continued)

ISO/IEC 29110-4-3:2018(E)

reduce the quality
of or prevent use of
agreed services shall
be recorded and
managed to closure.

. . Base
Sctlley eofile Profile reqr. text Base std.ID | std. SRR Base standard text
reqr.ID | conf. ref. conf.
P10 M The Control Man- 1S0 10007:2017 54.4 0 After a proposed change has
(shall) |ager shall approve or (should) [been evaluated, the disposition-

reject the deploy- ing authority should review the
ment of a service evaluation and should decide
change based on test upon the disposition of the
results compared to change.
Feceptatreetrtteria;
customer agreement
and service change
schedule.

H11 M All services offered |1SO 9000:2015| 8.5.1 | M (shall) |The organisation shall imple-

(shall) |shall be documented a1l ment production and|service
in business terms in provisien under controlled
one or more service cenditions.
Catalogue.(s) and Controlled conditiong shall in-
made available to .
: clude, as applicable:
appropriate stake-
holder groups. a) the availability off
documented infgrmation
that defines:

1) the charactqgristics
of the produlcts to be
produced, the services
to be provided, or
the activitiep to be
performed.

H12 M Requirements for 6.4.2.3| M (shall) [b) Define stakeholder needs.
(shall) [service delivery b)
between the VSE and
its customer(s) andy
or supplier(s) shall
be agreed, docu-
mented, reviewed
and updated, as
requiired.
H13 M At aminimum, IS0/ 7.4.6 0 The report should prgvide a
(shall)t\service reports to [EC10004:2012| para2 | (should) |clear and comprehensive indica-
customers or from tor of customer satisfpction.
suppliers shall be
produced for cus-
tomer satisfaction,
service complaints
AT PerfoTmance
against agreed ser-
vice measures.
P14 M All reported or iden- 6.3.8.3| M (shall) [e) Treatincidents and
(shall) |tified incidents that e) problems.
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Table A.1 (continued)
Profile | Profile . EEEG Base std.
Profile reqr. text Base std.ID | std. Base standard text
reqr.ID | conf. ref. conf.
P15 M Skilled resources, IS0/ 5.2d) | M (shall) |d) Activity to establish the
(shall) |internal or external IEC 27035- ISIRT (Information Security
to the VSE, shall 1:2016 Incident Response Team),
investigate incidents, with an appropriate
actual or potential, training program designed,
with the intent of developed and provided
resterie-serviceas toHspersonnehaceording
soon as possible. to the size, structure ang
nature of the business; ah
organisation may have ah
ISIRT of a dedicated team, a
virtual teamor a mix of the
two options.
P16 M All steps taken to 6.3.8.3| M (shall) |e) Treatincidentsand
[shall) |restore the service e) problems.
shall be documented
and agreed.
P17 M Incidents, actual 6.3.8.3| M (shall)(|&)* Treatincidents and
[shall) |or potential, with a e) problems.
significant impact
on the organisation
shall be investi-
gated to discover
root cause and a
solution which will
be actioned, if ap-
proved, to prevent
or minimize future
occurrence.
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A.1.2 Base standard work unit requirements mapping to profile requirements

Table A.2 — Work units — Base standards to profile mapping

Base

Base std.ID | std. e el Base standard text [Pl | Ll Profile reqr. text

ref. conf. reqr.ID| conf.

4.3 | M (shall) |The organisation shall P01 M (shall) |Top management shall define
determine the boundaries the scope of the service deliv-
and applicability of the ery activities.
quality management sys-
tem to establish its scope.

5.2a) | M (shall) |Top management shall P02 M (shall) | A Service Delivery| policy,
establish, review and with information decurity
maintain a quality policy element(s) shall bg created,
that: documented, impl¢mented
and.reviewed basdd on the
a) isappropriate to the defined scope of the service
purpose and context delivery activities
of the organisation.

5.3 | M (shall) |Top management shall P03 M. (shall) | Responsibilities and au-
ensure that the respon- thorities which support the
sibilities and authorities Service Delivery pplicy, shall
for relevant roles are be assigned, monitored and
assigned, communicated managed.
and understood within
the organisation.

5.1c) | M (shall) | Top management shall P04 | M (shall) |The Service Manager shall

assign the responsibility
and authority.fei

c¢) reporting on the
performance

of the quality
management system,
on opportunities for
improvement and on
the need for change
or innovation,

and especially for
reporting to top
management.

review and report
agement on action
achievements agali
Delivery objective
update plans to ac
objectives.

to man-

5 and

Inst Service
5 and
hieve the
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Table A.2 (continued)

Base . .

Base std.ID | std. EEa) Base standard text ARG || A E Profile reqr. text

ref. conf. reqr.ID| conf.

5.6 0 Governing bodies should P05 M (shall) |Top management shall review
(should) |[regularly evaluate the policies, processes, proce-
extent to which IT satis- dures and services to confirm
fies obligations (regula- compliance and continued
tory, legislation, common relevance to meet changing
law, contractual), internal circumstances or customer
petetesstandardsand FeqHHFeHeRtS
professional guidelines.
Governing bodies should
regularly evaluate the
organisation's internal
conformance to its frame-
work for governance of IT.
Governing bodies should
direct that policies are
established and enforced
to enable the organisa-
tion to meet its internal
obligations in its use of IT.
Governing bodies should
direct that IT staff follow
relevant guidelines for
professional behaviour
and development.

8.3.6 | M (shall) |The organisation shall ré%| P06 | M (shall) | Management shall define
view, control and identify services and control servige
changes made to désign component information.
inputs and designééutputs
during the design and
developmentof products
and services or subse-
quently,to the extent
that'there is no adverse
impact on conformity to
requirements.

8.3.6 | M (shall) |The organisation shallre-| P07 | M (shall) |The Control Manager shall
view, control and identify evaluate service changes fpr
changes made to design approval or rejection based
inputs and design outputs on established criteria and
during the design and update the service change
development of products schedule.
and services or subse-
quently, to the extent
that there is no adverse
impact on conformity to
requirements.

6.4.4.3| M (shall) |d) Relate the P08 | M (shall) |Service designs shall con-
d) architecture to form to documented design,
design. build, test and deployment
procedures.
6353 M (shall) |3) Plan configuration P09 M (shall) | Master copies of author-

a) management. ized service components
(e.g., hardware, software,
documentation, etc.) shall be
available and protected.
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Table A.2 (continued)

Base . .
Base std.ID | std. EERS Base standard text ARG || TR Profile reqr. text
ref. conf. reqr.ID| conf.
5.4.4 0 After a proposed change P10 M (shall) |The Control Manager shall
(should) |has been evaluated, the approve or reject the deploy-
dispositioning authority ment of a service change
should review the evalu- based on test results com-
ation and should decide pared to acceptance criteria,
upon the disposition of customer agreement and
thechanse: serviee-changesehedule.
8.5.1 | M (shall) |The organisation shall im-| P11 M (shall) | All services offfetef shall
a1l plement production and be documented in pusiness
service provision under terms in-one‘or mqre service
controlled conditions. catalogue(s) and made avail-
Controlled conditions ﬁbig toappropriate stake-
shall include, as applica- olfer groups.
ble:
a) the availability
of documented
information that
defines:
1) the
characteristics
of the products
to be producéd,
the services\to
be provided, or
the activities to
be performed.
6.4.2.3| M (shall) |c) Definestakeholder P12 | M (shall) | Requirements for pervice
b) needs. dehyery between the VSE
and its customer(g) and/or
supplier(s) shall b¢ agreed,
documented, revigwed and
updated, as requirgd.
7.4.6 Q The report should pro- P13 M (shall) | At a minimum, serjvice re-
para2 | /should) |vide a clear and com- ports to customers or from
prehensive indicator of suppliers shall be produced
customer satisfaction. for customer satisfaction, ser-
vice complaints and perfor-
mance against agreed service
measures.
6.3.8.3| M (shall) (f) Treatincidents and P14 M (shall) | All reported or idgntified in-
Ty problems. cidents that reduc¢ the qual-
- ity of or prevent use of agreed
services shall be recorded
and managed to closure.
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Table A.2 (continued)

Base . .
Base std.ID | std. EEa) Base standard text ARG || A E Profile reqr. text
ref. conf. reqr.ID| conf.
IS0/ 5.2d) | M (shall) [d) Activityto P15 M (shall) |Skilled resources, internal
IEC 27035- establish the ISIRT or external to the VSE, shall
1:2016 (Information investigate incidents, actual
Security Incident or potential, with the intent of
Response Team), restoring service as soon as
with an appropriate possible.
HraHHREPprograth
designed, developed
and provided to its
personnel, according
to the size, structure
and nature of
the business, an
organisation may
have an ISIRT of a
dedicated team, a
virtual team or a mix
of the two options.
6.3.8.3| M (shall) |f) Treatincidents and P16 M (shall | All steps taken to restore the
¢ problems. service shall be documentgd
and agreed.
6.3.8.3| M (shall) (f) Treatincidents and P17~ M (shall) |Incidents, actual or potentlial,
¢) problems. with a significant impact
on the organisation shall He
investigated to discover rqot
cause and a solution which
will be actioned, if approved,
to prevent or minimize futiure
occurrence.
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A.2.1 Profile work product requirements mapping to base standard requirements

Table A.3 — Work products — Profile to base standards mapping

Work .
product il Work product| Base std. ID RBEEIGL)| EEEGHL Base standard text
D conf. ref. conf.
WP.01 M Business goals 7.3d) M (shall) {d) References (applicable
(blld“) arct U‘UjULLiVCb pU‘liLitb, taws;standards,
contracts, requireéents, and
other plans and'prjocedures)
WP.02 M Configuration 9.1a),c), | M(shall) [a) Date of yecord, datle recorded,
(shall) [record g) and status
c) Subject or category
g)y~“Unique record identifier
WP.03 M Customer 7.8a),b), | M (shall)({a) Date ofissue and status
(shall) |agreement ), e)
b) Scope
c¢) Issuing organisatipn
e) Approval authority
WP.03 M Customer 10.71 0 A Service Level AgreerLent (SLA)
(shall) |agreement (should) |is a documented agreement
between the service prpvider and
customer that identifief services
and service targets.
WP.04 M Customer 7.5a),b), | M (shall) |a) Date of issue and status
(shall) |experience c),d), h),
approach k) b) Scope
c¢) Issuing organisatipn
d) Approval authority
h) Ordered descripti¢n of
steps to be taken Hy each
participant
k) Change history
WP.04 M Customer 10.14 0 The complaint procedﬂre defines
(shall) |experience (should) [what constitutes a comjplaint.
See also . e :
approach Table 4 It identifies the service|pro-
an . vider's point of contactifor formal
ir:/\él ISes complaints. It documents how to
corrlll li- receive record, prioritize, inves-
menl?cs tigate, review, escalate, resolve,
) and close complaints, and how to
report on complaints and provide
feedback.
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Table A.3 (continued)

Work
product
ID

WP.05 M Data and 7.5a),b), | M (shall) |a) Date ofissue and status
(shall) |document c),d), h),
management k) b)  Scope
procedures

Profile Base std. | Base std.

Work product| Base std. ID Base standard text
conf. ref. conf.

c) Issuing organisation

d) Approval authority

h) Ordered description of
steps to be taken by'each
participant

k) Change history

WP.05 M Data and 10.25 0 The documentation procedure|(or
(shall) |document (should) [documentmanagement proce-
management dure) details how documents afre
procedures identified, including versions; lfow
theyare reviewed and approved,
how documents are made availa-

bte to users; and how stakeholders
are notified about new, changef,
or archived documents.

WP.06 M Feedback log IS0/ 7.1 Mi\(shall) |The service provider shall record,
(shall) IEC 20000- investigate, act upon, report arnjd
1:2011 close service complaints.

WP.07 M Improvement 7.6.a)c), | M (shall) |a) Date of issue and status
(shall) |report d)y€), f),
h, i), m) c) Issuing organisation

d) Contributors
e) Summary

f) Introduction, including th¢
purpose, audience, and scqpe
of the report

h) Body (including methods ¢f
obtaining results)

i)  Conclusions and
recommendations

m) Change history

WP.07 M Imprn"nmnnf 10 30 QO The imprnnnmahf prnnar‘nra

(shall) [report (should) |presents how improvements are
identified, recorded, evaluated,
prioritized, authorized, per-
formed, measured, assessed, and
reported, to improve a manage-
ment system, service (service im-
provement procedure) or process
(process improvement).
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Work .
product el Work product| Base std. ID [Eake Gfii | LR ot il Base standard text
D conf. ref. conf.
WP.08 M List of as- IS0/ 4.4.2 a), | M (shall) |The service provider shall:
(shall) |signed roles IEC 20000- b), e)
1:2011 a) determine the necessary
competence for personnel;

b) where applicable, provide
tr aiuiuB ortakeother actions
to achieve the nec¢ssary
competence;

e) maintaih’appropriate records
of education, trainfing, skills
and experience.

WP.09 M Secure compo- 7.5a),b), | M (shall) |a) ~ Date of issue and status
(shall) |nentprocedure c),d), h),
k) b)Y Scope

c¢) Issuing organisatipn

d) Approval authority

h) Ordered descripti¢n of
steps to be taken Hy each
participant

k) Change history

WP.09 M Secure compo- 10.5 0 It defines an asset clasgification
(shall) |nentprocedure (should) [scheme, the asset storalge, han-
dling and retrieval medhanism;
and asset acceptance, dertifica-
tion, and retirement prpcedures.
WP.10 M Service catas 7.2 a),b), | M (shall) |a) Date ofissue and status
(shall) |logue c),e),h),j)

b) Scope

c¢) Issuingorganisatipn

e) Context

h) Summary

j) Change history

WP.10 M Service cata- 10.69 0 The service catalogue describes
(shall) |logue (should) |[the information techndlogy

Services avaitabte forcustomers,
with the dependencies between
services and service components.
For each service, it defines the ser-
vice; identifies those responsible
for providing the service; includes
the schedule of service availability
and unavailability, access control
provisions and security arrange-
ments, and contact points for
requesting assistance or reporting
incidents.
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Table A.3 (continued)

Work
product
ID

Profile
conf.

Work product

Base std. ID

Base std.
ref.

Base std.
conf.

Base standard text

WP.11

M
(shall)

Service change
request

7.7 a), b),
d), e), f),
g)

M (shall)

a) Date of initiation
b) Scope
d) Originator of request

e) Identification of requested

item, service, or response

f) Detailed description.of
requested item, service, of
response, including due ddte

g) Justifications

WP.11

M
(shall)

Service change
request

10.12

0
(should)

—

A change request (or request fo
change) identifies a problem or
desired improvement and requgsts
modifications. The requested
change may affect a configuratipn
item, system, service, hardward,
software, interface, asset, or dofu-
mentation. It is the input to initiate
contract changes and the change
management process. It may reflect
requests and related actions frqm
customers and users for assistance
and consultation, or arequest t
retire a configuration item.

WP.12

M
(shall)

Service change
schedule

1S0/
IEC 200005
1:2011

9.2

M (shall)

A schedule of change containing
details of the approved changep
and their proposed deployment
dates shall be established and
communicated to interested pdr-
ties. The schedule of change shall
be used as the basis for planning
the deployment of releases.

32
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Work .
product TG Work product| Base std. ID RS RSl Base standard text
D conf. ref. conf.
WP.13 M Service 7.3a),b), | M (shall) |a) Date ofissue and status
(shall) |change, built c),e),f),
h), i), ), b) Scope
n), q),v) . .
c) Issuing organisation
e) Approval authority
h) Identification pftqols,
methods, and techniques
i)  Schedules
j)  Budgets and cost dstimates
k) OResources and thejr
allocation, including
human resources, ffechnical
resources (infrastfucture),
and tools
1) Responsibilities ahd
authority, includigg the
senior responsiblg¢ owner
and immediate prpcess or
service owner
n) Risks and risk identification,
assessment and mftigation
activities
0) Quality assurancefand
performance meagures
q) Training
u) Change procedures and
history
WP.13 M Service 10.38 0 The installation plan prjovides the
(shall) \ehange, built (should) [approach for installing p configura-
tion item in its target efpvironment.
It includes software and hardware
prerequisites, problemg resolved,
workarounds for unresplved prob-
lems, provisions for usdr training,
conversion from existin g systems,

an installation checklist, and in-

stallation instructions.
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Table A.3 (continued)

Work .
product Srofile Work product| Base std. ID EECDET | REEe, Base standard text
ID conf. ref. conf.
WP.14 M Service de- 7.3 a),b), | M (shall) |a) Date ofissue and status
(shall) [livery policy, c),e),f),
objectives and h), 1), 1), b) Scope
plan(s) n), q),v) . i
c) Issuing organisation
e) Approval authority
f) Introduction, containing.the
purpose, audience,dand scgpe
of the plan
h) Identification ef tools,
methods,jand techniques
i)  Schedwules
1) _Responsibilities and
adthority, including the
senior responsible owner
and immediate process of
service owner
n) Risks and risk identificatign,
assessment and mitigatior
activities
q) Training
v) Termination process
WP.14 M Service de- 7.4 a),b), | M (shall) |a) Date ofissue, effective datf,
(shall) [livery policy, c),d),e), and status
objectives and h)
plan(s) b)  Scope
c) Issuing organisation
d) Approval authority and
identification of those
accountable for enforcing
the policy
e) Authoritative references fpr
compliance or conformange
(such as policies, laws and
regulations, standards,
contracts, requirements, and
vision or mission statements)
h) Change history
WP.14 M Service de- 10.61 0 The quality management plan (or
(shall) (livery policy, (should) [quality assurance plan), in ac-
objectives and cordance with ISO 9001 or other
plan(s) quality standard, presents the ap-
proach to fulfil the quality aspects
of the program, project, product or
service.
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Work
product
ID

Profile
conf.

Work product

Base std. ID

Base std.
ref.

Base std.
conf.

Base standard text

WP.14

M
(shall)

Service de-
livery policy,
objectives and
plan(s)

10.73

0
(should)

The service management plan

(or operations plan) includes the
service management policy. It pre-
sents how the service provider's
processes and activities are man-

aged, executed, measured, and

HNaod £

e
TICT

OTTC o5ttt eSSTO

the service.

lly deliver

WP.15

M
(shall)

Service deliv-
ery scope

150/
IEC 20000-
1:2011

451

M (shall)

The service provider sH
and include the scope g

in the service management plan.

The scope,shall be defi
name pf‘the organisati
providing the services,

seérvices to be deliveredl.

all define
f the SMS

hed by the
nal unit
and the

WP.16

M
(shall)

Service design

7.2 a),b),
c),e),h),j)

M (shall)

4) Date ofissue and g
b) Scope

c¢) Issuing organisati
e) Context

h) Summary

j)  Change history

tatus

pn

WP.16

M
(shall)

Service design

10.73

0
(should)

The service plan (plan
or changed services) pt
plans for designing and
menting a major chang
new service. A service
be prepared for a new,
modified, or improved

for new
esents
imple-

P O major

blan may

existing,

service.

WP.17

M
(shall)

Service'design,
build, test &
deployment
procedure(s)

7.5a), b),
c),d), h),

M (shall)

a) Date of issue and status
b) Scope
c) Issuingorganisatipn
d) Approval authority

h) Ordered description of
steps to be taken Hy each
participant

k) Change history

WP.17

M
(shall)

Service design,
build, test &
deployment
procedure(s)

10.17

0
(should)

The configuration management
procedure (or asset management
or change management or release
and deployment procedure) pre-
sents how to perform the detailed
activities for the configuration
management or change manage-
ment or release and deployment
processes.
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Table A.3 (continued)

Work
product
ID

Profile
conf.

Work product

Base std. ID

Base std.

ref.

Base std.
conf.

Base standard text

WP.17

M
(shall)

Service design,
build, test &
deployment
procedure(s)

10.58

0
(should)

The qualification test procedure

(acceptance procedure) docu-

ments how acceptance review and
testing of a deliverable product

or service is conducted, and the
conditions to be satisfied before

2 antan.
aCCTpTances

WP.18

M
(shall)

Service inci-
dent record

9.1a),b),
c),d), e),
g)

M (shall)

a) Date of record, date recorq
and status

b) The contact details of the
individual whe'reported t
event

c) Subjector category
d) ssuing organisation
€))" References

g) Unique record identifier

led,

e

WP.18

M
(shall)

Service inci-
dent record

10.31

0
(should)

The incident management prog
dure (or service request man-
agement procedure or security
incident management procedu
defines how to receive, record
and update, classify and assign
responsibility, prioritize, escal
resolve, and close incidents or
service requests, including sec
rity incidents; and how to prov|
feedback.

.e)

hte,

ide

WP.19

M
(shall)

Service perfor-
mance report

7.6 a), c),
d), e, f),
h), i), m)

M (shall)

a) Date of issue and status
c) Issuing organisation

d) Contributors

e) Summary

f) Introduction, including th
purpose, audience, and scq
of the report

pe

h) Bodv (including methods
AR 5

obtaining results)

i)  Conclusions and
recommendations

Change history

36
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Work .
product Sictile Work product| Base std. ID EESOEE G | ERERER, Base standard text
D conf. ref. conf.
WP.19 M Service perfor- 10.74 0 The service report informs man-
(shall) |mance report (should) [agement or customers about the
performance of service manage-
ment activities, and the level of
service provided. It reports re-
sults and reviews of performance
by-theserviceprevideragainst
the service targets, SA and other
contractual commitmehts and
customer satisfaction mpeasure-
ments and analyses.
WP.20 M Service test 7.6 a),c), | M (shall) |a) Date ofissue and sftatus
(shall) |report d), e), f),
h), i), m) ¢) . Issuing organisatipn

d)V Contributors
e) Summary

f) Introduction, incly
purpose, audience
of the report

h) Body (including m|
obtaining results)

i)  Conclusions and
recommendations

m) Change history

ding the
and scope

ethods of
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Table A.3 (continued)

Work .
product Al Work product| Base std. ID EEEEK) sl Base standard text
ID conf. ref. conf.
WP.20 M Service test 10.27 0 The evaluation report provides
(shall) |[report (should) [results of reviews and evaluations,
such as arisk assessment or an
evaluation of design constraints,
suppliers, customer satisfaction,
effectiveness of security con-
fralc o locic ~fF b o gn o v-rls
trels-analysis-of changereecor
or change requests, or finaneial
variances. It includes evaluation
criteria. Evaluations may,be based
on criteria of traceability, cons]st-
ency, testability, risk reduction|
usability and customer satisfag-
tion, and feasibility.
WP.21 M Supplier 7.8a),b), | M (shall) |a) Dateofissue and status
(shall) |agreement c),e), g)
h), j) b) (Scope
€) ) Issuing organisation
e) Approval authority
g) Assurance requirements
h) Conditions, constraints, and
characteristics
j)  Change history
WP.21 M Supplier 10.19 0 A contract (or agreement) is thie
(shall) |agreement (should) [formal agreement between an
acquirer and a supplier.
A.2.2 Base standard work product requirements mapping to profile requirements
Table A.4 — Work products — Base standards to profile mapping
i Work .
Base std. 1D [ttt sl C}% Sogii Base standard text product il Work product
ref. ‘| conf. conf.
AN ID
7.3d) M (shall) [e) References (applicable WP.01 M Business gopls
policies, laws, standards, (shall) |and objectivyes
contracts, requirements,
and other plans and
procedures)
9.1a),c),g) | M(shall) |b) Date ofrecord, date WP.02 M Configuration
recorded, and status (shall) |record
d) Subject or category
h) Unique record identifier
7.8a),b), | M (shall) |[d) Date ofissue and status WP.03 M Customer
c), e) (shall) |agreement
e) Scope
f) Issuing organisation
f)  Approval authority
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Table A.4 (continued)
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Base std. ID

Base std.
ref.

Base std.
conf.

Base standard text

Work
product
ID

Profile
conf.

Work product

10.71

0
(should)

A Service Level Agreement
(SLA) is a documented agree-
ment between the service
provider and customer that
identifies services and service
targets.

WP.03

M
(shall)

Customer
agreement

7.5 a), b), o),
d), h), k)

M (shall)

a) Date ofissue and status
b) Scope

¢) Issuing organisation

d) Approval authority

h) Ordered description of
steps to be taken by each
participant

k) Change history

WP.04

M
(shall)

Customer expe-
rienfce approach

10.14

See also
Table 4
which in-
cludes com-
pliments.

0
(should)

The complaint procedure
defines what constitutes a com-
plaint. It identifies the'service
provider's point gf\centact for
formal complaints? It docu-
ments how toxeceive record,
prioritize,investigate, review,
escalatefmesolve, and close
complaints, and how to report
on-gomplaints and provide
feedback.

WP.04

M
(shall)

Customer expe-
rienfce approach

7.5a),b), c),
d), h), k)

M (shal)

e) Date of issue and status
f)  Scope

g) Issuing organisation

h) Approval authority

i)  Ordered description of
steps to be taken by each
participant

1) Change history

WP.05

M
(shall)

Datg and docu-
merjt manage-
ment proce-
dur¢s

10.25

0

The documentation procedure

WP.05

M

Datg and docu-

(shouid)

(or document management
procedure) details how docu-
ments are identified, including
versions; how they are reviewed
and approved, how documents
are made available to users; and
how stakeholders are notified
about new, changed, or archived
documents.

(shatl)

Mment manage-
ment proce-
dures

150/
IEC 20000-
1:2011

7.2

M (shall)

The service provider shall
record, investigate, act upon,
report and close service com-
plaints.

WP.06

M
(shall)

Feedback log
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Table A.4 (continued)
Work .
Base std. ID lEaseefiih [ ol Base standard text product PRl Work product
ref. conf. D conf.
7.6 a),c),d), | M (shall) [b) Date ofissue and status WP.07 M Improvement
e), f), h), 1), (shall) |report
m) g) Issuing organisation
h) Contributors
i) Summary
j)  Introduction, including
the purpose, audience, and
scope of the report
j)  Body (including methods of
obtaining results)
k) Conclusions and
recommendations
n) Change history
10.30 0 The improvement procedure WP.07 M Improvement
(should) |presents how improvements (shall) |report

are identified, recorded, evalu=
ated, prioritized, authorized,
performed, measured, assessed,
and reported, to improve a man-
agement system, service (ser-
vice improvement procedure) or
process (processimprovement).

ISO/ 4.4.2 a),b), e)| M (shall) |The serviceprovider shall: WP.08 M List of as-
IEC 20000 (shall) |signed roles

1:2011 a) determine the necessary
competence for personnel;

b) where applicable, provide
training or take other
actions to achieve the
necessary competence;

€e) maintain appropriate
records of education,
training, skills and
experience.

7.5 a),b),c), | M (shall) |e) Date ofissue and status WP.09 M Secure compo-
d), h), k) (shall) |nentprocedure

<
TJ—STtope

g) Issuing organisation
h) Approval authority

i) Ordered description of
steps to be taken by each
participant

1) Change history
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Table A.4 (continued)
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Base std. ID

Base std.
ref.

Base std.
conf.

Base standard text

Work
product
ID

Profile
conf.

Work product

10.5

0
(should)

It defines an asset classifica-
tion scheme, the asset storage,
handling and retrieval mecha-
nism; and asset acceptance,
certification, and retirement
procedures.

WP.09

M
(shall)

Secure compo-
nent procedure

7.2a), b), o),
e), h), j)

M (shall)

d) Date ofissue and status
e) Scope

f) Issuing organisation

f)  Context

i)  Summary

k) Change history

WP.10

M
(shall)

Service cata-
logye

10.69

0
(should)

The service catalogue describes
the information technology
services available for custom-
ers, with the dependencies
between services and service
components. For@ach service,
it defines the sérvice; identifies
those responsible for providing
the service;includes the sched-
ule of setVice availability and
unavadilability, access control
provisions and security ar-
radgements, and contact points
for requesting assistance or
reporting incidents.

WP.10

M
(shall)

Seryice cata-
logye

7.7 a),b), d),
e), ), g)

M (shall)

c¢) Date of initiation
d) Scope
h) Originator of request

i)  Identification of requested
item, service, or response

j)  Detailed description of
requested item, service,
or response, including due

ot
race

WP.11

M
(shall)

Seryice change
request

k) Justifications
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Table A.4 (continued)

Work .
Basestd.Ip | BaSe std. | Base std. Base standard text product Profile
ref. conf. D conf.

10.12 0 A change request (or request WP.11 M Service change
(should) |for change) identifies a problem (shall) |request

or desired improvement and
requests modifications. The
requested change may affecta
configuration item, system, ser-

Pee ardiazas fraazaora 1ot
vVEe ratrarwatr e Sorewat ettt

face, asset, or documentation. It
is the input to initiate contract
changes and the change man-
agement process. It may reflect
requests and related actions
from customers and users for
assistance and consultation, or
arequest to retire a configura-
tion item.

IS0/ 9.2 M (shall) | A schedule of change containing| WR42 M Service chanpge

[EC 20000 details of the approved changes (shall) |schedule

1:2011 and their proposed deployment
dates shall be established and
communicated to interested
parties. The schedule of change
shall be used as the basis\for
planning the deployment of
releases.

Work product
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a configuration item in its
target environment. It includes
software and hardware pre-
requisites, problems resolved,
workarounds for unresolved
prohlems, provisions for user

Table A.4 (continued)
Work .
Base std. ID GRS | FEECE Base standard text product LD Work product
ref. conf. ID conf.
7.3a),b),c), | M (shall) |d) Date ofissue and status WP.13 M Service
e), f), h),i),1), (shall) |change, built
n), q),v) e) Scope
f) Issuing organisation
f) Approval authority
m) Identification of tools,
methods, and techniques
n) Schedules
0) Budgets and cost estimates
p) Resources and their
allocation, including
human resources, technical
resources (infrastructure),
and tools
q) Responsibilities and
authority, including the
senior responsible owner
and immedjate process or
service Qwner
p) Risks and risk
idéntification, assessment
and mitigation activities
d) Quality assurance and
performance measures
r) Training
v) Change procedures and
history
10.38 0 The installation plan provides WP.13 M Servyice
(should) |the approach for installing (shall) |change, built

training, conversion from
existing systems, an installa-
tion checklist, and installation
instructions.
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Table A.4 (continued)
Work .
Base std. ID RSO | LEEEREC Base standard text product Srofie Work product
ref. conf. D conf.
7.3a),b),c), | M (shall) |a) Date ofissue and status WP.14 M Service de-
e), f),h),i),1), (shall) |livery policy,
n),q),v) b)  Scope objectives and
. N plan(s)
c) Issuingorganisation
e) Approval authority
f) Introduction, containing
the purpose, audience, and
scope of the plan
h) Identification of tools,
methods, and techniques
i)  Schedules
1) Responsibilities and
authority, including the
senior responsible owner
and immediate process or
service owner
n) Risks and risk
identification, assessment
and mitigation agtivities
q) Training
v) Termination process
7.4 a),b),c), | M (shall) [f) Datelofissue, effective date,| WP.14 M Service de-
d), e), h) and status (shall) [livery policy,
objectives apd
g)~ Scope plan(s)
h) Issuing organisation
i)  Approval authority and
identification of those
accountable for enforcing
the policy
j)  Authoritative references
for compliance or
conformance (such
as policies, laws and
regulations, standards,
contracts, requirements,
and vision or mission
statements)
i)  Change history
10.61 0 The quality management plan WP.14 M Service de-
(should) |(or quality assurance plan), in (shall) [livery policy,
accordance with ISO 9001 or objectives and
other quality standard, presents plan(s)
the approach to fulfil the quality
aspects of the program, project,
product or service.
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Table A.4 (continued)
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Base std. ID

Base std.
ref.

Base std.
conf.

Base standard text

Work
product
ID

Profile
conf.

Work product

10.73

0
(should)

The service management plan
(or operations plan) includes
the service management policy.
It presents how the service pro-
vider's processes and activities
are managed, executed, meas-

mrad-—ond contre 11 d
ot

WP.14

M
(shall)

Service de-
livery policy,
objectives and
plan(s)

ot CChoTT A4 Ottt oO—5STatttsSS

fully deliver the service.

1S0/
IEC 20000-
1:2011

451

M (shall)

The service provider shall de-

fine and include the scope of the
SMS in the service management
plan. The scope shall be defined
by the name of the organisation-
al unit providing the services,

and the services to be delivered.

WP.15

M
(shall)

Seryice deliv-
ery gcope

7.2 a),b), c),
e), h), j)

M (shall)

a) Date of issue and status
b) Scope

c) Issuingorganisation

e) Context

h) Summary

i) Change'istory

WP.16

M
(shall)

Seryice design

10.73

0
(should)

The service plan (plan for new
or changed services) pre-

seirts plans for designing and
implementing a major change
or major new service. A service
plan may be prepared for a new,
existing, modified, or improved
service.

WP.16

M
(shall)

Seryice design

~N

5 a),b),€),
d), )9

M (shall)

a) Date of issue and status
b) Scope

c) Issuingorganisation

d) Approval authority

h) Ordered description of
steps to be taken by each

WP.17

M
(shall)

Seryice design,
builf, test &
deployment
progedure(s)

participant

k) Change history

10.17

0
(should)

The configuration management
procedure (or asset manage-
ment or change management or
release and deployment proce-
dure) presents how to perform
the detailed activities for the
configuration management or
change management or release
and deployment processes.

WP.17

M
(shall)

Service design,
build, test &
deployment
procedure(s)
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Table A.4 (continued)

Work .
Basestd.Ip | BaSe std. | Base std. Base standard text product Profile
ref. conf. D conf.

10.58 0 The qualification test procedure| WP.17 M Service design,
(should) |(acceptance procedure) docu- (shall) |build, test &
ments how acceptance review deployment
and testing of a deliverable procedure(s)
product or service is conducted,

and the conditions to be satis-
fiodbaofora o

o
e o CTOT Cat e pTartes

Work product

9.1a),b),c), | M(shall) |[a) Date ofrecord, date WP.18 M Servicejinci
d), e), g) recorded, and status (shall) |dentrecord

b) The contact details of the
individual who reported
the event

c) Subject or category
d) Issuing organisation
e) References

g) Unique record identifier

10.31 0 The incident management WP.18 M Service inci
(should) |[procedure (or service request (shall) |dentrecord
management proceduré/or secu-
rity incident managément pro-
cedure) defines how-to receive,
record and upddte, classify and
assign resporisibility, prioritize,
escalate, resolve, and close
incidents@r service requests,
including security incidents;
and‘row to provide feedback.

7.6 a),c),d), | M (shall):J@)" Date of issue and status WP.19 M Service perfor-
e), f), h), 1), (shall) |mance repoft
m c) Issuing organisation

d) Contributors
e) Summary

f) Introduction, including
the purpose, audience, and
scope of the report

h Bodv (including methods of
AR 5

obtaining results)

i)  Conclusions and
recommendations

m) Change history
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Table A.4 (continued)
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Base std. | Base std.

Base std. ID
ref. conf.

Base standard text

Work
product
ID

Profile
conf.

Work product

10.74 0
(should)

The service report informs
management or customers
about the performance of ser-
vice management activities, and
the level of service provided.

It reports results and reviews
fperformaneceby-th G

WP.19

M
(shall)

Service perfor-
mance report

ofp ranee-by-the-serviee
provider against the service tar-
gets, SLA and other contractual
commitments and customer
satisfaction measurements and
analyses.

7.6 a),c),d), | M (shall)
e), f), h), 1),

m)

a) Date of issue and status
c¢) Issuing organisation

d) Contributors

e) Summary

f)  Introduction, incliding
the purpose, audience, and
scope of the report

h) Body (including methods of
obtaining results)

i)  Cenclusions and
recommendations

m)  Change history

WP.20

(shall)

Seryice test
repgrt
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Table A.4 (continued)

Work

Base std. | Base std. Base standard text product Profile

ref. conf. D conf. Work product

Base std. ID

10.27 0 The evaluation report provides WP.20 M Service test
(should) [results of reviews and evalu- (shall) |report
ations, such as a risk assess-
ment or an evaluation of design
constraints, suppliers, customer
satisfaction, effectiveness of

seeurity-controlsanalysis

of change records or change
requests, or financial variances.
It includes evaluation criteria.
Evaluations may be based on
criteria of traceability, consist-
ency, testability, risk reduction,
usability and customer satisfac-
tion, and feasibility.

7.8a),b),c), | M (shall) |d) Date ofissue and status WP.21 M Supplier agfee-

e), g), h),j) w (shall) |ment
e cope

f)  Issuing organisation
f) Approval authority
i)  Assurance requirethents

j) Conditions, censtraints,
and characteristics

k) Changehistory

10.19 0 A contraét(or agreement) is the | WP.21 M Supplier agree-
(should) [formalagreement between an (shall) |ment
acquirer and a supplier.
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Annex B
(informative)

ISO/IEC 29110-4-3:2018(E)

Service Delivery Guidelines requirements traceability mapping

B.1__General
Thiq clause contains requirements traceability tables, mapping profile requirements tq profille elements
(tasks) described in the Service Delivery Guidelines.
B.2| Mapping of profile work unit requirements
B.2{1 Profile work unit requirements mapping to guide work-units
Table B.1 — Work unit — Profile to guide;mapping
Prpfile | Profile Profile rear. text \%V Guide Abbreviated guide task
reqr.ID | conf. qar- & task ID name
B01 M Top management shall define the scopedf the GO0.1.1 |Define scope of service
(shall) |service delivery activities. delivery
03 M Responsibilities and authorities which support GO.1.2 |Assignroles and|responsi-
(shall) |the Service Delivery policy, shall be'assigned, bilities
monitored and managed.
102 M A Service Delivery policy, with information se- GO.2.1 |Drafta service delivery
(shall) |curity element(s) shall be\created, documented, policy and plan
implemented and reviewed based on the defined
scope of the service delivery activities.
R02 M A Service Deliyery policy, with information se- GO0.2.2 | Approve and defloy service
(shall) |curity elemefit(s) shall be created, documented, delivery policy ahd plan
implemented and reviewed based on the defined
scope of the service delivery activities.
RO2 M A Service Delivery policy, with information se- GO0.2.3 |Define and apprqve a cus-
(shall) |eurity element(s) shall be created, documented, tomer experienc¢ approach
implemented and reviewed based on the defined
scope of the service delivery activities.
102 M A Service Delivery policy, with information se- GO.2.4 |Update service dglivery pol-
shall) |curity element(s) shall be created, documented, icy, objectives and plan(s)
implemented and reviewed based on the defined
scope of the service delivery activities.
P03 M Responsibilities and authorities which support GO0.3.1 |Ensure human resources
(shall) |the Service Delivery policy, shall be assigned, are obtained, monitored
monitored and managed. and managed
P02 M A Service Delivery policy, with information se- GO0.3.2 |Define the management and
(shall) |curity element(s) shall be created, documented, secure storage of data and
implemented and reviewed based on the defined minimal documentation
scope of the service delivery activities. (create a repository)
P04 M The Service Manager shall review and report G0.4.1 |Prepare and deliver an im-
(shall) |to management on actions and achievements provement report
against Service Delivery objectives and update
plans to achieve the objectives.
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Table B.1 (continued)

Profile | Profile Profile rear. text Guide Abbreviated guide task
reqr.ID | conf. qr- task ID name
P05 M Top management shall review policies, processes, | G0.4.2 |Review and take action
(shall) |procedures and services to confirm compliance based on the improvement
and continued relevance to meet changing cir- report
cumstances or customer requirements.
P02 M A Service Delivery policy, with information se- CO0.1.1 |Define pre-approved, emer-
(shall) |curity element(s) shall be created, documented, gency and normal change to
implemented and reviewed based on the defined services and the method to
scope of the service delivery activities. requesta change
P02 M A Service Delivery policy, with information se- C0.1.2 |Define proceduresfor.sejr-
(shall) |curity element(s) shall be created, documented, vice design, build;test and
implemented and reviewed based on the defined deployment
scope of the service delivery activities.
P08 M Service designs shall conform to documented C0.1.3 | Approve service design,
(shall) |design, build, test and deployment procedures. build, test and deploymeht
procedure
P06 M Management shall define services and control the | CO0.1.4 ,|Identify service componeénts
(shall) |service component information.
P09 M Master copies of authorized service components C0..5" |Define procedure to storje
(shall) |(e.g., hardware, software, documentation, etc.) and protect service compo-
shall be available and protected. nents
P07 M The Control Manager shall evaluate service C0.2.1 |Evaluate service change
(shall) |changes for approval or rejection based on es% request
tablished criteria and update the service change
schedule.
P07 M The Control Manager shall evaluate service C0.2.2 |Update the change schedule
(shall) |changes for approval or rejection based on es-
tablished criteria and update the'service change
schedule.
P08 M Service designs shall conferm to documented C0.2.3 |Use appropriate design ac-
(shall) |design, build, test and deployment procedures. tivities to fulfill the chanige
requirements
P08 M Service designs shall conform to documented C0.2.4 |Build the change
(shall) |design, build,test and deployment procedures.
P08 M Service desigiis shall conform to documented C0.3.1 |Perform documented teqts
(shall) |design, build, test and deployment procedures.
P10 M TheCantrol Manager shall approve or reject the C0.3.2 |Review testresults and gain
(shall) |depleyment of a service change based on test re- approval for deployment]
sults compared to acceptance criteria, customer
agreement and service change schedule.
P10 M The Control Manager shall approve or reject the C0.3.3 |Review change schedule
(cha”) r‘up]nymnnf ofasorvice r‘]'\')ngﬂ based ontestre
sults compared to acceptance criteria, customer
agreement and service change schedule.
P08 M Service designs shall conform to documented C0.3.4 |Deploy approved change
(shall) |design, build, test and deployment procedures.
P05 M Top management shall review policies, processes, | C0.3.5 |Review the results of the
(shall) |procedures and services to confirm compliance deployment and manage
and continued relevance to meet changing cir- improvement
cumstances or customer requirements.
P11 M All services offered shall be documented in busi- RE.1.1 |Consultand draft the ser-
(shall) |nessterms in one or more service catalogue(s) and vice catalogue
made available to appropriate stakeholder groups.
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Table B.1 (continued)
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shall be recorded and managed to closure.

Profile | Profile Profile rear. text Guide Abbreviated guide task
reqr.ID | conf. qr- task ID name
P11 M All services offered shall be documented in busi- RE.1.2 |Approve and publish service
(shall) |nessterms in one or more service catalogue(s) and catalogue
made available to appropriate stakeholder groups.
P05 M Top management shall review policies, processes, | RE.1.3 |Review service catalogue
(shall) |procedures and services to confirm compliance
and continued relevance to meet changing cir-
cumstances or customer requirements.
12 M Requirements for service delivery between the RE.2.1 |Draft agreementfs based on
(shall) |VSE and its customer(s) and/or supplier(s) shall stakeholder.ihp
be agreed, documented, reviewed and updated,
as required.
R12 M Requirements for service delivery between the RE.2.2 | Approve agreempents
(shall) |VSE and its customer(s) and/or supplier(s) shall
be agreed, documented, reviewed and updated,
as required.
102 M A Service Delivery policy, with information se- RE.2.3 |Manage the relatfionship
(shall) |curity element(s) shall be created, documented, with the custom%:" and
implemented and reviewed based on the defined supplier and maipntain the
scope of the service delivery activities. feedback log
B13 M At a minimum, service reports to customers<or RE.2.4 |Reporton servick or sup-
(shall) |from suppliers shall be produced for customer plier feedback
satisfaction, service complaints and perfermance
against agreed service measures.
B12 M Requirements for service deliverybetween the RE.2.5 |Modify agreements based
(shall) |VSE and its customer(s) and/or supplier(s) shall on feedback
be agreed, documented, reviewed and updated,
as required.
B15 M Skilled resources, intérnal or external to the VSE, IN.1.1 |Ensure all staff and suppli-
(shall) [shall investigate incidénts, actual or potential, ers are properly frained
with the intent of\restoring service as soon as
possible.
B15 M Skilled resources, internal or external to the VSE, IN.1.2 |Maintain staff cgmpetencies
(shall) [shall investigate incidents, actual or potential,
with the intent of restoring service as soon as
passible.
B17 M Incidents, actual or potential, with a significant IN.1.3 |Proactively identify, prior-
(shall)\timpact on the organisation shall be investigated itize and resolve [potential
to discover root cause and a solution which will incidents
be actioned, if approved, to prevent or minimize
future occurrence.
14 M All reported or identified incidents that reduce IN.2.1 |Record all identified inci-
tstath—Tthequatity of or prevent use of agreed services dertts
shall be recorded and managed to closure.
P14 M All reported or identified incidents that reduce IN.2.2 |Classify the incident and
(shall) [the quality of or prevent use of agreed services link to other records
shall be recorded and managed to closure.
P16 M All steps taken to restore the service shall be IN.2.3 |Investigate and notify af-
(shall) |documented and agreed. fected parties
P16 M All steps taken to restore the service shall be IN.2.4 |Restore service and notify
(shall) |documented and agreed. affected parties
P14 M All reported or identified incidents that reduce IN.2.5 |Close the incident record
(shall) [the quality of or prevent use of agreed services
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B.2.2 Guide work units mapping to profile work unit requirements

Table B.2 — Work units — Guide to profile mapping

Guide Abbreviated guide task Profile | Profile .
Profile reqr. text

task ID name reqr.ID | conf.

GO.1.1 |Define scope of service P01 M (shall) | Top management shall define the scope of the
delivery service delivery activities.

GO.1.2 |Assign roles and responsi- P03 M (shall) | Responsibilities and authorities which support
bilities the Service Delivery policy, shall be assigned,

e | pu <
I MIUIIIUIT Tu a1t uxauascu.

GO0.2.1 |Dfraftaservice delivery policy| P02 M (shall) | A Service Delivery policy, with informatien
ahd plan security element(s) shall be created, document-
ed, implemented and reviewed based oh the
defined scope of the service deliyery activiti¢s.

GO0.2.2 | Approve and deploy service P02 M (shall) | A Service Delivery policy, withyinformation
delivery policy and plan security element(s) shall be created, documejnt-
ed, implemented and reviewed based on the
defined scope of the service delivery activitigs.

GO0.2.3 |Define and approve a cus- P02 M (shall) | A Service Delivery policy, with information

tgmer experience approach security element(s)’shall be created, document-
ed, implemented and reviewed based on the
defined scope’of the service delivery activitigs.

GO.2.4 |Update service delivery P02 M (shall) | A SeryiceDelivery policy, with information
pplicy, objectives and plan(s) secutity element(s) shall be created, documelnt-

ed) implemented and reviewed based on the
defined scope of the service delivery activities.

GO0.3.1 |Epsure human resources P03 M (shall)4{ Responsibilities and authorities which suppg¢rt
afe obtained, monitored and the Service Delivery policy, shall be assigned
nlanaged monitored and managed.

GO.3.2 |Define the management and P02 M (shall) | A Service Delivery policy, with information
s¢cure storage of data and security element(s) shall be created, document-
nlinimal documentation (cre- ed, implemented and reviewed based on the
ate a repository) defined scope of the service delivery activitigs.

GO.4.1 |Pfepare and deliver an im- P04 M (shall) | The Service Manager shall review and repor
pfovement report to management on actions and achievements

against Service Delivery objectives and upddte
plans to achieve the objectives.

G0.4.2 |Review and take action based P05 M (shall) | Top management shall review policies, procgss-
oh the improvement report es, procedures and services to confirm complli-
ance and continued relevance to meet chang{ng
circumstances or customer requirements.

C0.1.1 |Definepre-approved, emer- P02 M (shall) | A Service Delivery policy, with information
geéncy and normal change to security element(s) shall be created, document-
sérvices and the method to ed, imp]nmnnfpd and reviewed based on the
request a change defined scope of the service delivery activities.

C0.1.2 |Define procedures for ser- P02 M (shall) | A Service Delivery policy, with information
vice design, build, test and security element(s) shall be created, document-
deployment ed, implemented and reviewed based on the

defined scope of the service delivery activities.

C0.1.3 |Approve service design, P08 M (shall) | Service designs shall conform to documented
build, test and deployment design, build, test and deployment procedures.
procedure

C0.1.4 |Identify service components P06 M (shall) | Management shall define services and control

the service component information.

52 © ISO/IEC 2018 - All rights reserved


https://iecnorm.com/api/?name=553a655d230e757c58f02f58d7a82d66

	Foreword
	Introduction
	1 Scope
	1.1 Fields of application
	1.2 Target audience
	2 Normative references
	3 Terms and definitions
	4 Abbreviated terms
	5 Conformance
	6 Work unit requirements for the Service Delivery profile
	6.1 General
	6.2 Governance (GO) process
	6.3 Service Control (CO) process
	6.4 Service Relationship (RE) process
	6.5 Service Incident (IN) process
	7 Work product requirements for the Service Delivery profile
	7.1 General
	7.2 Governance (GO) work products
	7.3 Service Control (CO) work products
	7.4 Service Relationship (RE) work products
	7.5 Service Incident (IN) work products
	Annex A (informative)  Service Delivery requirements imported from base standards
	Annex B (informative)  Service Delivery Guidelines requirements traceability mapping
	Annex C (informative)  Service delivery audit checklist
	Annex D (informative)  Mapping of ISO/IEC 29110-4-3 to ISO/IEC 20000-1:2011
	Bibliography

